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FI REWALL CONFI GURATI ON CROSS- REFERENCE TO RELATED

P ONS [0001] This application clains the hene

W@?&H‘}@Tér ovi si onal Application Serial No. 66F3§§2@7@468“1

filed Decenber 21, 2004, engitled "CLI ENT ASSI STED
FI REWALL CONFI GURATION," the entirety of which is
i ncor porated herein by reference. BACKGROUND 1. Field
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configuration and reduction of network traffic.
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[0004] The firewall is typically located at the point of entry and scans incoming

traffic by comparing the traffic to predetermined criteria. Traffic not matching the
predetermined criteria is blocked or discarded. The predetermined criteria can include
parameters, such as port number, application IDs, source, destination, content filters, IP
address, machine names, and TCP/IP flags, as well as other parameters depending of the
complexity that can be tolerated and the degree of protection desired. The number of
parameters to be matched to make a determination whether to pass or reject a packet
establishes a granularity of protection. A firewall having a coarse granularity may
inadvertently block desired incoming traffic because such traffic was deed undesired,
while at the same time it may not be adequate to protect against undesired traffic.

[0005] A security policy can be defined and/or enforced by a network

administrator at a central point. Users might not be able to choose which traffic is
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automatically revoke a firewall policy during a communication is also needed to provide

protection.

SUMMARY
[0008] The following presents a simplified summary of one or more
embodiments in order to provide a basic understanding of some aspects of such
embodiments. This summary is not an extensive overview of the one or more
embodiments, and is intended to neither identify key or critical elements of the

embodiments nor delineate the scope of such embodiments. Its sole purpose is to



3 present sone concepts of the described enbodi nents in
a sinplified formas a prelude to the nore detailed
ription that is presented later. [0009] In
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described in connection with configuring a firewall
and/ or reducing network traffic. According to an
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parameters to a firewall. Also included in the mobile device can be an invalidator that
requests revocation of fransit for the at least one parameter. In some embodiments,
mobile device can include a transmitter that communicates to a firewall at least one

policy update and a receiver that receives an acknowledgement or denial of the policy

from the firewall.
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descrl ption and the annexed raw ng hin
vddt ail¢astaret micketidr rerpiestat packetdmpe ots oemdresscadérndThainivakdator,
accorg Utg & sgrren\aN em O{)oélpneen%/sa(r:e{norléxsfokvq}/anmt of at least one packet, rescind a
request for a packet from one or more senders, revoke a transit automatically based on
at least one packet parameter, or revoke a transit based on a user input.

[0016] To the accomplishment of the foregoing and related ends, one or more
embodiments comprise the features heremnafter fully described and particularly pointed
out in the claims. The following description and the annexed drawings set forth in
detail certain illustrative aspects and are indicative of but a few of the various ways in

which the principles of the embodiments may be employed. Other advantages and



whi ch the principles of the enbodi mrents may be

enpl oyed. O her advantages and WO 2006/ 069315
W@gr Hgé 05/ 046801 5 novel features will becone
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consi dered in conjunction wth the drawi ngs and the
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configuring a firewall policy. [0020] Fig. 4

illustrates a syst em for aut ormti cally and dynamcally

configuri ng g wﬂf ﬁw
illustrates a system for conflgurlng aftifrewa and
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protecti on and reduci ng network traffic. [0025] Fig. 9
aﬁr@"t@ﬂ?‘&]@@s a conceptual bl ock diagram of a
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[0023] Fig. 7 is a flow diagram of a methodology for automatic recovery of data
flows.
[0024} Fig. 8 is a flow diagram of a methodology for automating firewall
protection and reducing network traffic.
[0025] Fig. 9 illustrates a conceptual block diagram of a configuration of a
terminal.

GLOSSARY OF TERMS
[0026] Firewall — device that only permits packets that satisfy a “security

policy” to enter or leave a network.

[0027] Host — network node that utilizes the network as a packet transport
medium. In a mobile device network, these hosts would typicaily be handsets or
wireless enabled computers.

[0028] Flow — bidirectional exchange of packets between two distinct entities.



[ 0029] Various enbodi nents are now described with
reference to the drawings. [In the follow ng
description, for purposes of explanation, numnerous
Ifl.c<details are set forth in order to provide a

‘V§ @ﬁgﬁgﬁaunderstanding of one or more aspectsPCTUSHy/ 046801
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pZint, base station, remote terminal, access terminal, user terminal, terminal, user agent,
or user equipment. A user device can be a cellular telephone, a cordless telephone, a
Session Initiation Protocol (SIP) phone, a wireless local loop (WLL) station, a personal
data assistant (PDA), a handheld device having wireless connection capability, or other
processing device(s) connected to a wireless modem.

[0032] Moreover, various aspects or features described herein may be
implemented as a method, apparatus, or article of manufacture using standard

programming and/or engineering techniques. The term “article of manufacture” as used
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limtation, firewall 102 may allow a data packet(s)

frpgyongadavicerip anetherdrayige. Firgwall ichnelagymspems sicheagiet (mcommg

g 841 g B S BBPE T BAe Ally iccin
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authorized to reach recipient 110 are relayed or

specifervsanncs. Ssaful packeighiters mayialsp tako 2ntopgent pravionsly seen
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[0035] pi ent Fbd Exaniple,Spieposes wRYnot ligdiafibosMireddl 103 mayaNanea data
of and does not receive unwanted packets and/or
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authorized for such recipient 110 can be blocked by firewall 102 and not relayed to
recipient 110. In such a way, recipient 110 is unaware of and does not receive
unwanted packets and/or packets unintended for such recipient 110.

[0036] Recipient 110 can be configured to communicate with firewall 102 to

provide a set of rules of policies regarding sender(s) 108 and/or packet(s) 104 that the



8 recipient 110 would like firewall 102 to allow and
those that recipient 110 would like firewall 102 to

] such a manner, recipient 110 is actj
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external sender 108 to contgct recipient 110. Thus,
reci pient 110 can be configured to communicate directly
with firewall 102 to updatea policy or policies in a
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is the sender ) firewal can nmmintain a
162§ fresuehta mmmeuﬁ'empﬂeetsl 1dris pmngﬁselsohfemamﬂ: firterBi02 can block
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ces conmnuni cating over W reless network
nadihfam egdhiflaranti sdd @f rudés dr podieiek Iftﬁ((hﬁfeﬁ%ﬂﬁde&més hosts(s) 204

can_be ingluded in system 200 be appr.eci at ed,
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can ecel ve 2006/ 069315 PCT/ US2005/ 04680
wireless network 200. Although a number of firewalls(s) 202 and hosts(s) 204 can be
included in system 200, as will be appreciated, a single firewall 202 that transmits
communication data signals to a single host 204 is illustrated for purposes of simplicity.
[0040] Host 204 includes a transmitter 206 through which host 204 can initiate a
data flow or communication session and/or request updates to a policy maintained by

firewall 202, Host can also include a receiver 208 through which host 204 can receive



9 acknow edgenent or denial of the policy fromthe
firewall 202 and/or can receive a data flow or packet.
[0041] Host 204 can respond to transmtted packets from
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initiates a data flow, it is acting sim|l
client and is considered "agtive". Wen host 202 is
responding to a data flow, it is acting simlar to a
server and is considered "passive". An active flowis
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sessipas ve tersinphal seanoiisomd aetoke plaacpadicytofienah sessioms, whereby firewall
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ynam c configuring a firewal | policy. Syst
[0S udes ddst 2édhedrl indldde & Hedodearoniysnienicinotigdown) theh can decode

network .infrastructure and a host 304 .g., mnobi
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' sendi ng packets 308, host 304

tp grf?%%;ipnzgtagg TR aﬁﬁge%g R HOR 0 hoyg) Bathedata.
PS8 0 5 s QU ARG, L1
[0044wal | HEA ilBalsates Dsystens B0 fuf anohetically andodynanycaB0,
cohfSime a Browvall policy. Systerh 306 incfide’ § rbwall 36 1B GA e iadded
in a network infrastructure and a host 304 (e.g., mobile device). Host 304 can receive
incoming packets of data 306 or can initiate outgoing packets of data 308, When
receiving incoming packets 306, host is operating in a passive mode and is acting
similar to a server. When initiating and sending outgoing packets 308, host 304 is in an
active mode and operates similar to a client. In either the incoming mode or the
outgoing mode, the data packets 306 and 308 generally should pass through firewall
302. Based on a set of rules or a policy 310, firewall 302 can block, pass, or redirect a
packet 306 and 308.



WD 2006/ 069315 PCT/ US2005/ 046801 10 [0045] Host 304
can include a designator 312, an invalidator 314, and
alizer 316, which can be functional S
‘N?Egmmgggﬁesent functions inplenented by a prgggéégw?mmm”
sof tware or conbi nation thefgeof (e.g., firmware).
Desi gnator 312, invalidator 314, and/or initializer
316 can comrunicate directly with firewall 302 or they
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it is determined that the packets are no longer desirable, the invalidator 314 can revoke
the request of certain packets. This revocation can be performed automatically and
autonomously by system 300 based on certain parameters (e.g., size of packet, type of
packet, or other criteria).

[0048] The revocation can also be based upon a manual input received from a
user of host 304, For example, packets may be specified as being intended for user.

However, user may decide that such packets are no longer desirable for a variety of



However, user may deci de that such packets are no
| onger desirable for a variety of WO 2006/ 069315
5/ 046801 11 reasons. User can manual ly revoke
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host, such as invalidator 3j4. [0049] Host 304 can
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keep-alive segnents. [0052] If it is determ ned that a

sesioniip g tinely praresr. dior pranipfreweld02 ppddor heshd04 can make a
determination whether the session is broken based on lack of traffic from a peer (e.g.

other mobile device, other communication device, ...). The determination based on the
broken session can be included as part of the protocol itself. In some embodiments, the
determination can be supplied by an underlying transport, such as Transmission Control
Protocol (TCP) keep-alive segments.

[0052] If it is determined that a session is broken or is terminated, the flows
previously requested by the host 304 can be automatically revoked. In such a manner,

all packets intended for host 304 are automatically blocked by firewall 302 and are not



previously requested by the host 304 can be
automatical ly revoked. In such a manner, all packets
for host 304 are autonatically bl ock

Wdf) ?'?"E{A}giﬁﬁi 302 and are not WO 2006/ 069315 BerRamsissnn

PCT/ US2005/ 046801 12 allowed to be passed to host 304.

Thus, the broken session and/or inconplete packets are

not communi cated along the air interface and do not
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transmit, block, or reroute incoming packets and/or outgoing packets. Also included is
a host 404 that can include a designator 406, an invalidator 408, and an initializer 410.
Host 404 operates in a passive mode for incoming packets and in an active mode for
outgoing packets, System 400 operates similar to system 300 illustrated and described

with reference to Fig. 3.



out goi ng packets. System 400 operates simlar to system
300 illustrated and described wth reference to Fig.
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without being limited to, these and other suitable types of memory.

[0058] Fig. 5 illustrates a system 500 for configuring a firewall and reducing
network traffic. Illustrated are blocks that can be functional blocks that represent
functions implemented by a processor, software or combination thereof (e.g., firmware).
System 500 can include a detector 502 that can detect one or more firewalls included in
anetwork. A communicator 504 can be configured to communicate with the detected

firewall. Such communication can include, but is not limited to, requesting



System 500 can include a detector 502 that can detect
one or nore firewalls included in a network. A
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etected firewall. Such comunication can
but is not limted to, requesti ng WO 2006/ 069315
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thac vasiope embadiotantsn will be h@)er apprecleteﬂowﬁereﬁmdmeéo deddiagrams of
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e B givse piehoripPetaapent @ BreeRe s endisd
cgﬁaﬂ%ﬁ Riifh othér éc§s frdin Bt @Qﬂhﬁ&i@de@&lﬁé&q{eﬁﬂ el\li’cfi‘édw}%i‘ Shot all

acts be 1 npl enmented by software, hardware,
111mhﬂateﬂat:tsana)t rerequifredto 1mpjcmﬁnh e malw&)htgyen amdmc(a evith one or

devi ce, st e ess, ent) for carr
RTE SRRt P rel el EL iy Infath beaprsied thit Tpd Vigiayg acts
e G &REPHPENRE, Haﬂﬁvzﬁ‘@tasco%‘tﬁndgﬁaﬁ%%e&por gother suitable

i "lustrate certaln aspects presented herein in
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|IIu ated b er, and/ or nunber of act
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he art under st and and appreci ate that
1ﬂrmtﬂatﬁddzlymglyasaeo andlorgregemmtmhes oy adie Mepeoosy rmbemll dhstrated acts
may be required to implement the following methodologies. Those skilled in the art
will understand and appreciate that a methodology could alternatively be represented as
a series of interrelated states or events, such as in a state diagram.
[0061] Fig. 6 1s a flow diagram of a methodology 600 for dynamically
permitting the transit of legitimate incoming data flows. Legitimate incoming flows are

those that a device has previously requested. For example, a device may know or infer



a series of interrelated states or events, such as in a
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reduast veasreN ogcatvied 1f“no™), the method 600 continues at 606 and the flow is
allowed transit through to the device. If the determination at 604 is that a revocation
request has been received (“yes”), the method 600 continues at 608 and the transit is
blocked before sending to the device.

[0065} In the above methodology 600, the transit request and revocation of
requested flows may be received at a network firewall from a mobile device {(e.g.,

handset). The network firewall can allow or block the transit of incoming data flows



request has been received ("yes"), the nmethod 600
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[foepEWal | BntheraBoedbtbod@Bgy VM forkesinped] ah lapW&atus (e.g., mobile
device) can detect a broken session and contact a network firewall to revoke requested
flows. If desired (e.g., by a user), the apparatus can reestablish a new session with the
firewall and request transit of desired flows.

[0070] Fig. 8 1s a flow diagram of a methodology 800 for automated firewall
protection and reducing network traffic. The network traffic that is reduced can
included unwanted and/or unintended traffic, broken sessions, terminated sessions, and
the like. At 802, a handset desires to receive an incoming communication flow and
operates in a passive mode or as a server. Handset creates a passive socket, at 804,

This passive socket can be on a TCP port 80, for example. In some embodiments, the



[0070] Fig. 8 is a flow diagram of a net hodol ogy 800
for automated firewall protection and reduci ng network
traffic. The network traffic that is reduced can
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[0079Fk di agyiiefdrence now to Fig. 9, illustrated is a conceptual block diagram of
a possible configuration of a terminal 900. As those skilled in the art will appreciate,
the precise configuration of the terminal 900 may vary depending on the specific
application and the overall design constraints. Processor 902 can implement the various
embodiments disclosed herein. Terminal 900 can be implemented with a front-end
transceiver 904 coupled to an antenna 906. A base band processor 908 can be coupled
to the transceiver 904. The base band processor 908 can be implemented with a

software based architecture, or any other type of architecture. A microprocessor can be
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of performng the various functions described herein.
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procedure, a function, a subprogram a program a
mayaeprazent a pebdwas 4 fwsction, a subprogram, a program, a routine, a subroutine,

a module, a software package, a class, or any combination of instructions, data
structures, or program statements. A code segment may be coupled to another code
segment or a hardware circuit by passing and/or receiving information, data, arguments,
parameters, or memory contents. Information, arguments, parameters, data, etc. may be
passed, forwarded, or transmitted using any suitable means including memory sharing,
message passing, token passing, network transmission, efc.

[0077] What has been described above includes examples of one or more

embodiments. It is, of course, not possible to describe every conceivable combination
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CLAIMS I. A nethod for a nobile device to configure a
firewall to reduce unwanted network traffic,
conprising: establishing a network connection with a
network firewall; communicating with the network
firewall to manage network traffic; detecting if a
passi ve socket has been created; and requesting the
network firewall to permt flows directed to the
passi ve socket. 2. The nethod of claim1l1, further
conprising: closing a web-server; destroying the
passi ve socket; contacting the firewall; and
requesting the firewall to deny flows directed to the
passi ve socket. 3. The nethod of claiml, further
conpri sing: determ ning whet her the passive socket is
open or closed; and



allowi ng further comunication directed to the passive
socket if the socket is open. 4. The nethod of claim
I, further conprising: determ ning whether the passive
socket is open or closed; and automatically revoking
the request to the firewall to permt flows directed to
the passive socket. 5. A nethod for a host to
automatically recover from aybroken session,
conprising: requesting a renote firewal | to allow
transit of packets directed to at | east one open
socket; detecting a brokegLaesms on; revoki ng the packet
request directed to at | east one open socket;
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requesting a remote firewall to allow transit of packets directed to at least one
open socket;
detecting a broken session;
revoking the packet request directed to at least one open socket;
reestablishing a new session; and
requesting transit of desired flows.

6. The method of claim 3, requesting packets directed to at least one open socket
further comprising generating a list of current open sockets.

7. The method of claim 3, requesting transit of desired flows further comprising
regenerating the list of open sockets.

8. The method of claim 5, detecting a broken session further comprising ascertaining
that the at least one open socket is closed.

9. The method of claim 5, detecting a broken session further comprising observing a
lack of traffic from a peer device.

(0. A mobile device for configuring a network firewall, comprising:



atransmtter that communicates to a firewall at |east
one policy update; and a receiver that receives an
acknow edgenent or denial of the policy fromthe
firewall. 15. An apparatus for use in nobile device for
reduci ng network traffic, conprising: neans for
detecting at |east one firewall; neans for

communi cating with the at | east one firewal |; neans
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6.  The apparatus of claim 15, further comprising means for specifying desired
incoming flows.

I7. A computer readable medium for use in a mobile device, said medium having
computer-executable instructions for:
establishing a network connection;
detecting a passive socket assoctated with the established network connection;
contacting a firewall; and
requesting the firewall to allow flows directed to the passive socket.

18.  The computer readable medium of claim 17, further comprising computer-
executable instructions for:

terminating the network connection;

destroying the passive socket;

contacting the firewall; and

requesting the firewall to deny flows directed to the destroyed passive socket.

19. The computer readable medium of claim 17, further comprising computer-
executable instructions for:

determining if the passive socket is open or closed; and



21. A processor for use in a nobile device to execute
instructions for dynamcally updating a firewall
policy, the instructions conprising: detecting at |east

one firewall; comunicating with the at |east one
firewall; dynam cally updating a policy associated wth
the at least one firewall; &ad automatically revoking
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revokes the transit based on a user |nput.

22, A handset that dynamically configures a firewall, comprising:

an initializer that establishes a session with a firewall;

a designator that designates at least one flow and communicates the at least one
flow to a firewall; and

an invalidator that can revoke transit of the least one flow;

wherein the designator specifies a parameter associated with at least one packet.

23, The handset of claim 27, the parameter comprising one of an exact value, a value
list, a value range, and an open socket.

24, The handset of claim 27, the invalidator revokes transit of the at least one packet.

25, The handset of claim 22, the designator requests a packet from one or more
senders.
26.  The handset of claim 25, the invalidator rescinds the request for a packet from the

one or more senders.

27.  The handset of claim 22, the invalidator revokes the transit automatically based
on at least one packet parameter.

28. The handset of claim 22, the invalidator revokes the transit based on a user input.



