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I NVENTI ON [ 0001] The present invention rel ates
generally to data hiding, and nore particularly to
data hiding in two-col our (binary) images. ti
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identified as a prom sing nechani smfor copyright
protection, annotation, and authentication.
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nodi fied or "flipped" in order to transport data.
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such images is easily noticed.

[0004] Nevertheless, numerous data-hiding methods for embedding
watermark data in binary documents have been proposed. For example, Min
Wu, Edward Tang and Bede Liu, “Data Hiding in Digital Binary Image”, IEEE
International Conference on Multimedia and Expo., 2000, pp. 393-396
proposes dividing a document into blocks, and locating the most suitable pixel
within each block to embed watermark data. A list, based on the block size, is
used to rank the pixels in blocks in order of appropriateness for flipping. Such

ranking, however, is quite subjective and may lead to mixed results depending



flippable pixel. As a consequence, the final result is
often not pleasing, as |ess than ideal pixels may be
flipped in sone bl ocks, salt-and-pepper noise, or
erosion will be created in this case. [0005] Another

RAGK P 2o Foreh ISP IS B SR R8sy s
Wifficult, tofipnd BFEtDSlist 1@ @a.ureahabeverp bicek kst (rijgaslh en? .
acen

[ t fli d, if t fli d.bit,i

SireRIs P, AaBORsEs angs e TelaROL s PR AEIFRT Byt
lRids. thah Rt pixeRThaP bk figpesl in RBAteSDIbEIG, BhitRpidrgepplr hbige, or
i nformati on-beari ngthbl t. However, the resulting

weesdemwiliRaicisaing ip thigg@8el ooks very noi sy and has many
protrusions. [0006] In another proposed nethod,

f@ﬁ(ﬁi}' e%ddih@#kr@&ﬁ?s&ﬁa%@dé@ﬂed ITﬁYaJEQTé@T%&gPﬁ{U H5|ang-
Secure and I nvisible Data Hi d l?%fl;n\(ol Col or

KugpaSEMgIESE Tragsaclions oA fPRIEPU RhG- e7n P6. 873-678,
ol
PRy At 78 oo d TR OBA O S b aacent o
anothiex but$ha15tms a v:alae squsl tphlee qg‘akﬂlmﬁct)lmt fitiepadiagent bit thus
ndj vi.d o]

ek & gyt Kb Mooyt HOFRE kb Mo
Waharfiziked binkey BedyBORS Peryi rm:stmhdﬁyas h@nyemdtomm of
choosing the location for fli ppl ng. The wat er mar ked

R o PBERS Rrortesga etdy. Seuarbiootl i Tobfams””

PR uary PAREISetuly S%EMUBIBIE Dath FRgRg @rualodwr miagtelae

o el el S0 e G T Bl
RS %Bﬁé’s n@ﬁﬁ@gﬁmdﬁ Ok/6102 eIy @3:? S5 2001, 1,2

ocuments. the data i s enbedded i n
distanvegoatet is baenh uaagsasfs the ghalityof 8ippirgpingiyidyal ptxels within

%éﬁﬁ{@rﬁ?g ﬁ%eﬁ{dﬁapbﬁ%l ??%ﬁﬂﬁrmﬁ ﬁﬁbﬁggr tlfné)(nsual

efisotsfobthd menmtaa} livaitéd bseithé mmlbmmeisla@ﬂt:hoeélag mml@ca’mon
h .or,i i However , .t he ayail abl

* paidind gt welaBpaies dnrma Boodristo o TSy pnds f°"

QQ:%HI@erreéifﬁﬂﬁéatadeS the avail abl e patterns can be

used for the waternmark enbedding are very I|mted

and t he capac:lty of the watermark is rel chtlveley ﬂlw
J00074| | Allof these known methods, however, minimally preserve

image quality of the watermark data-embedded image. Moreover, many of

them require complex calculations.

[0008] Another known watermarking method is best suited to binary text
documents. In this method, the data is embedded in the 8-connected
boundary of a character. Pairs of patterns that are dual to each other are used
for watermark embedding and extraction, which makes it easy for the
watermark retrieval without referring to the original. However, the available
number for each pattern pairs depends on the resolution of the document
images,. thus the available patterns can be used for the watermark embedding

-are very limited, and the capac.ifcy of the watermark is relatively low. As well,



the method is believed to be conputationally conplex
as contour tracing is required for each character and
pattern matching is required for watermark enbeddi ng
and extraction. [0009] Accordi ngly, an i nproved
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pixel may be flipped to embed watermark data. Two pixel connectivity
conditions are used to assess if watermark data may be embedded in a block:
(1) the number of solid (black or white) rows and columns through the centre

pixel should be invariant before and after flipping the centre pixel; and (2) the

number of white inferior right angles (i.e., right angles formed with the centre
pixel) including the centre pixel should be the invariant before and after
flipping the centre pixel. Additionally, (3) the number of adjacent black edge
pairs (i.e., formed of two adjacent 3 pixel black edges) about a black centre

should be the invariant before and after flipping the centre pixel.

[0013] In accordance with another aspect of the present invention, there is

provided a method of embedding watermark data in a two-colour rasterized



i mage, the nethod including: dividing the imge into a
plurality of blocks; assessing for each of the

plurality of blocks whether a defined pixel within the
bl ock may be altered to store a bit of the data within
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columns through the centre pixel remains invariant before and after flipping
the colour of the centre pixel; (b) if the number of white right angles through
its centre pixel and around a black corner pixel remains invariant before and
after flipping the colour of the centre pixel; and {c) if the number of adjacent
black edge pairs about a black centre pixel remains invariant before and after

flipping the colour of the centre pixel.

[0016] Other aspects and features of the present invention will become

apparent to those of ordinary skill in the art upon review of the following




[0016] Ot her aspects and features of the present
invention wll becone apparent to those of ordinary
skill in the art upon review of the follow ng 4
description of specific enbodinments of the invention
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sccompahyiog figates. by way of exanpl e only enbodi nents
of the present invention, [0018] FIG 1 is a

Gevt cBRIER EHFRE UENORIHEFARES i 7o Cort e,

exenpl ary of enbodi ments of the present invention;
[OO1A]] Fh@Es: figui@sawbichlibuetiate by waypif examgleserlp embodiments
B¢ f or med @t the device of FIG 1, in manners

& '?P?n v ddi ments of the present invention;

[0020] FIG 4 illustrates an exenplary 3x3 pixel block
§0018] i rEIGe 1tikh atsimplifiedesdhecthatiattdockediagrdam of a poDRUling

FIG 5A jllustrates an . pattern.in 3 [ | ock
fedicen sy Rimae P R diing s Bitfbial) 8F
lehpodirhaie dP@id preseni ilventdn; pi xel bl ock that are

excl uded from enbeddi ng wat ermark data; [0023] FIG 5D
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1G] inn¥anfiefs Bker@blaryBbembddividies of the@résant invention;
over | appi ng 4x4 pixel super-Dblocks; [0025] FIG 7

illustrates a w ndow overl appi a. 4x4 s r - bl ock,.of
190263, 7 Fifnaguisyetes e Sxemplay A pivelfiogk Ben anagsrat may
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i mage, into four overl appi ng 4x4 pixel super-Dbl ocks;

0027] FIG _1Q is a bl ock diagram of. eed nerato
BT o RjEnBAdlsTos BB aHtETyB Rt Bixl etk gt Mgy IRped

QRALPRGR daty;pe embedded in a docunent;

[0022] FIGS. 5B-5C illustrate patterns in a 3x3 pixel block that are

excluded from embedding watermark data;

[0023] FIG. 5D illustrates those patterns included in FIG. 5A, but excluded
in FIGS. 5B-5C;

[0024] FIG. 6 illustrates an exemplary 7x7 pixel image, divided into four

overlapping 4x4 pixel super-blocks;

[0025] FIG. 7 illustrates a window overlapping a 4x4 super-block of the 7x7
image of FIG. 6;

[0026] FIGS. 8 and 9A-9B illustrates the division of an exemplary 7x7 pixel

image, into four overlapping 4x4 pixel super-blocks;

[0027] FIG. 10 is a block diagram of a seed generator used to generate a

seed to generate a pseudo-random sequence to be embedded in a document;



[0028] FIG 11 is a block diagramof a CGold-Iike
sequence generator, for generating a pseudo-random
sequence froma seed, for enbedding as waternark
data; and [0029] FIG 12 is a flow chart of exenplary

e R R e

igeacrting enissemerahdonm. seléALe EDDESSE), Foit SNbEAdIRg Jas

FIG 1 'I strgt es a general purpose conputing device
WRtIMAT K A81@: 8AH executing software exenpl ary of
enbodinents of the present invention. 1In the

i[00289t r RIGd 12ndadiowesitart ofcasereplasy stepsusenhiceentiramhand verify

networ k capable nultinmedia conputin (ii Devi ce

WA ok o, Aptume e MRARRE S OREP ésmwﬁmﬁ?tépf

%‘Féb(r‘é%eﬁﬁn@er'l\ﬂdhf osoft W ndows NI/ XP/ 2000, Apple, or
based wor kst ation, personal conputer, or the

li ke. Exanple device 10 includes a processor 12, in

comuni cation with conputer storage nenory 14; data
net wo PETALBPRESCRIPTION Ut out put interface 18; and

vi deo adapter 20. As well, device 12 includes a
fosau12y M. nmL%&@mgbﬁérawpaipo%e%m@ﬁa tgewic0r0 stersy
several i nput / out put devi ces, such as eyboard 24

and exeeutingr $quvaze exemplary whemboslimentsof e presanbinMentian.
? ﬁehﬁm%é? lebbhﬁnél‘\tkﬁ vé@ﬁb?ﬁ?'cbﬁventﬂ)ﬁﬁl ﬁ&wl)?k Bﬁﬂab!e

I'ncl ude a perlp eral S0 not shown)
audiimediagompuling tdeviced ddevies 1@ eouldefot @xamplh bgsaralntel x86

o ehbPues L1 g5 oUIersPe Wit Rapdr 2Hak sngle. or nix

BRESE ABYKation, pefstthal coyiplter, enthetike. Brample device 10
m croprocessor in the INTEL x86 famly. O course,
hicomp

BIHAESHProeese 12 IMePraRHNisAtEP vd ehsigEagesgpmory 14;

kaRRetvark NSfacele; ifitioitpdtieteAate 1@%@%@50 SHapRYL0. As
memory 14 includes’ a suitable combination of random

wdieé%wmsir% ingludesaidisplay 27iinrgonnastedivih videgradapter 20;
EYordt ﬁn?)gtl?%f\ ﬁg?ﬁé\%?& Lo a%taofi@yltﬁﬁ?d 8% 84k drive 26, a

i'ng deVi ce
uacmraeat maenpt 28 yaraf a n‘rmlspr(eeimhown)mme like. Oplianaligs

i,S of reading and wifj data to.or fr
geEanBm et El AP rel ™ APl Rytshlifed, o
BRMdtA6 ddtd At devitMo, sudh asGoiifydrerintireadabdradigitalicamer82
may be a CD-ROM DVDR(]\/I d| skette, tape,

0031 rocessor plca Y a "conventional central processing unit an
[ " S9%0r 9% i Bican | central it and
may for example be a microprocessor in the INTEL x86 family. Of course,
processor 12 could be any other suitable processor known to those skilled in
the art. Computer storage memory 14 includes a suitable combination of
random access memory, read-only memory, and disk storage memory used
by device 10 to store and execute software programs adapting device 14 to
function in manners exemplary of the present invention. Drive 26 is capable
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Network interface 16 is any interface suitable to physically link device 12 to



Network interface 16 is any interface suitable to
physically link device 12 to 6 network 10. Interface
16 may, for exanple, be an Ethernet, ATM | SDN
interface, or nodemthat may be used to pass data from
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software.

[0036] In any event, once received, an image into which the data is to be



and rasterized directly at device 10 using scanner 28
and conventional software. [0036] In any event, once
received, an imge into which the data is to be 7
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bi | t t | t "fI' tr i ¢ hi
el b1 reiindbasgi e i) Pin, NoR; el ulPhetéd dlis are

t Iy,

W%*feﬁ*@éﬁ‘ Sl Fde"?s?*ez%'ﬂﬁ‘“a*@“’%a?'% Ehcaketc R
neighleaasto$ pxeiMp )t evhile Yied even-numbered pixels are diagonally

adjacent (all pixels are typically referred to as 8-neighbours of pixel p ).

[0039] The ability to alter (or “flip”) the centre pixel within the block
depends mainly on transitions between the centre pixel and its eight
neighbors. Mathematically, a “1” may be used to represent a black pixel and

*0” represents a white pixel.

[0040] Specifically, the transition value along the horizontal, vertical,

interior right angle, and sharp corner directions are calculated and used as the
criteria for the watermark embedding. The pixels w,, w,,w;,..w;, are the eight

_neighbors of pixel p are collectively denoted as. N(p). The number of black



[ 0040] Specifically, the transition value along the
hori zontal, vertical, interior right anglé, and sharp
corner directions are cal cul ated and used as the
criteria for the watermark enbeddi ng. The pixels w'

Borelin, el P Bt e o R (SRR e e Gt ®
pixels in N(p), plus the pixel pitsel{(f pis a o
B (@ kB(@i) el ) w.itsp deifor ad xmblaglp) BB()@S:: ﬁ{m(iﬁp‘) (whereg(r.i)
an nmxn bl oek? B(p)=l ja(i,j),where a(ifj)=ie N(P) i=1
(= el AN hock, at | ti

e g Sy kBt D, 1 SeaE R P° 211 ol e or

all black) rows or colum "VH Transitions" N...,rans
5804 10e CRiecnumbecofamiformit¢.aal white or glljlagly) saws.or column

WM WM 4 ), =1, 3 [0 w is the conpl enent
gfwﬁra%%%ofi? i@ﬂtrﬂe"‘%é&%fé@@mﬁ%gﬁ‘sp. [0043] The number
of white interior right angles (i.e. including the
centr pi.xew)Jn .3 bl geks apout a black corner pixel,
"IR T?Vd’ﬁ‘g'rst i g('é'wﬂgﬁﬁog]%ﬁvﬁ?b be calculated as: 4

Nl Rhans | W2i W2i-1-w2;+1) where, Wi+l = WL , if 2 |
+ ( > 8 [0044] The nunber of "C Transition" adjacent

grlng edgReRai $s tHetdmsle/lent biwy , 2idas &the ofiptérhent of p .
ac

edges about a black centre, Nc;.aas may be
calculated as follows: 4 NCrans =Y,

(90431 w2 i Thevmimberof véilei interior fght angies(i.enmnciiding thegemtre
w2 okl = = WA, d
e i gbi26 AhaufE Riabk eamalibite] R irralithon " abter e Be

ehib6siePls:t he appearance of a 3x3 bl ock,

4
N irirans = Z (D-Wyi Wy W)

=]
where,w,,, =W, ,if 2i+1> 8.

[0044] The number of “C Transition” adjacent black-edge pairs, formed of

two adjacent 3-pixel black edges about a black centre, N, .. may be

calculated as follows:

4
Newans = Z (W3 Wiy Wag 0 Wap 3. W)

i=]
where, w, = w, , w, =w,, w,; = w;,and w;, = w,.

[0045] Now, in order for a change in the centre pixel to not have a material

 effect on the appearance of a 3x3 block,

(1) The numbers of solid (black or white) rows and columns through the

- centre pixel N, should remain the same (i.e., be invariant) before

Htrans

and after flipping the centre pixel;



(1) The nunbers of solid (black or white) rows and
columms through the centre pixel Nvrrraas shoul d
remain the sane (i.e., be invariant) before and after
flipping the centre pixel; 9 (2) The nunbers of white

i nt ht a S, i ng.the tr

o2 TRe sl egsef%ﬁe&??rﬁ%w“%?fgsﬁs oia Mg e Geptre
be i f Gk

E)i xel ?K%g)aﬂl&heanu kcet{d?%%w a%':rgc%ut"§ EF g@ggsga rslﬁﬁt)
(i . e. pefase @pd aﬁﬁerﬂm@ir@o&ha@entre pixelpi er bl ack edges)
about a black centre Nc"a~., should be the sane

e ¢
Y TRl RS FELEb04) BORY 12| BAnEEE o ajacen
exanpBepixebblesk edgés rapotivadildakorentfel V [ . . shouldbe thenszane
in the centre pixel does not affect NVHrons) while

FI GS. (ipmariambbefore ardhater fippipg the agentrapet he f or mat of
bl ocks not neeting conditions (2) and (3) (i.e., a

e | PlG en ﬂl@n@fré@s%ﬁé Rsthriat Of gx&h?ﬁa NEL2S %e%@ccnd.t.on

respéctively). |t can be observed that the suitable
01 )C&s aashangbds tihd d:EnIref pikél doestriod affatt &t s, ) while FIGS, 5B
illustrated in excl udi ng however those that

Apd l5ﬁ7efr95PQFtFVeI|3h'”tJﬂéatB é'?‘? farmat OV\HPEHS aptemeetingseongdiions )

55 e RO e R0 T S
ﬁ%h;l%e?b%&?ﬂﬁ't EHeoélﬁtab(e]Blb&@ are[ tﬂ@ég lhaﬁ’éﬂ |ﬁ>fﬁéTBbﬁél¥ls

nmet h for boundary pixels which happen to
iihstraleddaFler BA exaigtinghewever thps tf@&\furmﬁréalb@tth@ mtterns

?ﬁwﬁéﬁ%r‘eﬁll&ﬁ%émﬁfl&q .u,enér}a/sc' lolfdey ramﬁn&%\éﬁans
[T pprng t er

e centre pixel cannot create anot
of tlmetdﬂpiccled dlocks of RI@S. PA-BE willtrhest ardenexdlwledsbydeaiditions
S)y condition (2), showmm in FIG 5B. It is
¥ng to the human eye when flipping the pixels in
sharp corners. So, this scenario is further excluded

foozr f | iThve! ex@niplaryaneihbt dsoksIor bosddxm pixelsivkich H@ppen to

20 Bl TR D KB i Sl 5 gy

rne&hgry 2sOHdWsefl enmp‘.ﬁgsfhéoé&%sl\ﬁm danhbtitredtd dnother

sat | ese condi tions s for each
piusiek of gnumgteda:w tatseﬁﬁelﬂéfim%d%@itjwﬁh tbéfrcoﬁﬂltiﬁﬂl(ﬁb shawn

in FIG. 5B. Itis annoying to the human eye when flipping the pixels in sharp
corners. So, this scenario is further excluded from flipping by condition (3},
shown in FIG. 5C.

[0048] Example blocks meeting conditions (1), (2) and (3) are illustrated in
FIG. 5D. Again, rotations and reflections of the depicted blocks will similarly

satisfy these conditions.

[0049] N, for each block is thus calculated before and after flipping the

VHirans
centre pixel in step $302 (FIG. 3). If N, does not change before and after
flipping, as determined in step $304, flipping the pixel will not destroy the

connectivity between pixels in the block. Therefore the pixel can possibly be
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centre pixel in step S302 (FIG 3). If NvH,,afls does
not change before and after flipping, as determ ned
in step S304, flipping the pixel will not destroy the
connectivity between pi er s in the block. Therefore

el il R Seotliies. pieip bR BPgh e

fbif @i%%ﬁe addld br brébk kh@é@ﬂf@tmtml the @Figlraephitériie N,Rt, .
connectivity in the original pattern. N R'arts efore

datbrafdnerafidr fippinpisideteretiredimsidpiS308t SAyaBROEN ,,Ag,adues not
if N R'an, does not change before and after flip
s;badg@ befareendiaftes fligpinazes defermipechty &tﬁasapﬁeﬂlppwthe pixel

dest h b h
it SRt Ep ORI e R T TR AR o Vi coes
¢t Pérﬂanﬂeh%r&n%ta%m%nea hesﬁb@éoa sheBIbke i Aarkedtas not
wat er markable in ste ET314 hese two conditions are

mcﬁtqar@mrkaleleyn AP heserimeceanditiops are selisgtivgly named as
iteria, h els that neet the first
H:anc?cftlgﬁy%o%g&wa g%ltg étvvo white 4- nei ghbours and

are t hus boundary pixels. The bl ocks that neet the

§ea50jd ‘Ejmmixeisdhat\meet thetfirgtrosadiion bave @b faast tvawhite 4-

' SO' E)?gs %f&:%re tﬁg§ %8 rg/mo{!%ffﬁgntgﬂ%umépr%e%m &' second

Edmﬂlhelﬁ RIr Bot dwateﬂﬁivesfomtai@ ahhsolétet $iixed ad asesolhdf flipping
conditions, the | ower g”t]_tu corner of. the bl ock ,(has

fhf eRNtighPiE! (3 %@"basw@ fer MRIGhROLE S JUthermorg. Byni ng
%?f?sfgi?@ttﬁg fifdt %R s\é@é‘n cor%ﬁﬁéﬁé’l’hé 'f?ﬁvelr‘?i@ﬂ{ c6RBNELthie \bldok

e pattern. [0051] Finally, and
Restthres whiteepixelp nlhis i‘lamer@mﬁufesrthabf,!jpwgg ﬂl\e ceatre pixel won't

éé%!;ﬁ‘ l‘{(eyiRég\lc%Hh@&tﬁﬁty%?fu?é ﬁaﬁr%]-ﬂ_ after flipping in step

remal’ns i nvar as assessed in step
S312, the block is marked as watermarkable in step
BHIEA] NdFimally, ifsvys g damhiM),y,, temaioriovariant atier fippingi ¢, is
pi xel s in sharp corners, as it is very annoying to
mimitanlysisbesiated defdre @pd]afies Aippingintstep Sam.olfc ag,,;t"ﬁ@alns

tg?v%ﬁ?aﬁé’sng'%%ésgg&r? e 2, i Bl SR e TR BXablg in
é% 36 Nwe gl frﬁdll‘i’lgﬁ?eﬁﬁt“r&rgﬁ% r@)éi}(@l%%%ﬁg corners,

and S’S’T are | ogi wat er

tﬁiéﬁtngs vay dthdyirielsirRmatibeddrverand possibly in real

[0052] Conveniently, enforcing the three conditions does not create

noticeable holes, erosions, or protrusions in the watermarked images. As
well, as the calculations performed in steps $302, $S306, and $310 are logical,

embedding of watermark data may be effected quickly and possibly in real

time.

[0053] Once those blocks that lend themselves fo carrying embedded data
are identified, they are noted as such in step $208 (FIG. 2). Watermark data
is received in step 8214 and may be embedded in each of the blocks bit by bit
in step $218. Assuming that Q blocks within a WXH image lend themselves

to carrying a bit of data are identified, up to Q bits of watermark data may be
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[ 0053] Once those blocks that |l end thenselves to
carrying enbedded data are identified, they are noted
as such in step S208 (FIG 2). Waternmark data is
received in step S214 and nmay be enbedded in each of

¢ K . Ce
SRR TR Beta g st o ko 20D Blcidfy e
palkityt ofdhe daMeabEb[iagle pbdefls mgtt;e hgndéoln@e?tld:tﬂamlt(o 3mtbed_the
vvat erma enbedde X a is
i 0o B Blask, i GReHeHe ShETBpSOpr agie
wﬁé@rto@fnsmeam&t PiexBlad numbeh @f bla@ra lplxelsmvnﬁlhtthé blo’ﬂc zs b
enbed the waternmark bit "O" "1" in_a bloc

@éﬁﬂ péogd xembes, repperdivefy. deﬂm par&v of |biq515élfﬁnss the
ﬁatlﬂﬁgmbggd(;@frﬁhermg@(er of black pixels within
ocC

I's an even or odd nunber, respectively.

Thus the parity of a block defines the value of a
butr@dbé@de?d—uhqtsut@eme@@kddeﬁod(s( p), 2)=bi ts_tobe
enbedded. [0054] However, the use of block parity is

IO 5 el ARGl e A a8 ynttnoidba
lﬁlﬂéreftirbns O'ﬂ%ir?ms et égWebeldlsqu e mmmdnized lthdlvd phmylt:ould easﬂy
al t t r t

scibinehe el 3LV 0 s bickatrout B eiparie O the
ippgRge At&%rd@ﬁ%{r‘ tAé Wt&%ark%%] still beaxgified ba théugh the

fingerprint-hash value of the docunent before the
imeaee has keemglieididng may optionally be conmputed in step
S212. As well, the hash of the waternmark data or the

gm,sjentm Adid i % ﬁm_ﬁe ﬁﬁﬁﬁﬁéﬁ&‘auﬁ@ﬁf ihe doeahfent BERAe e
t

ep~S216. One or val ues may be incorporated

watermark embeddingsamry @atianally ba egmepted in stepriditZe Anwell, the
t

PSRl el e P BB B Lot 58 kg may e

Ehh:ufatesd intdiep 8211& Ertesaithatly hpisk elatues may be mcorporated into

L GBS S) Se LL B i A o
Ndsh vﬁhﬁ%"?n@* bé/rapb@b.d@dwdr xolnwahumf trteh@mmng ivetleim@agaiata.
be cal cul ated. The hash “n%be cal cul at ed usi ng

Ibhtientregiaia emhending Rixelsdu gl wadermaskalkle plocks of tmsl@}age
ﬁd&@ﬁﬂm\éa'lﬁ‘ Stepa S 20BLS 2R rlnéiy Be s_hfd ¥ Rh@ﬁ% gﬁldésﬂl 89 &l

[1c key <cryptographic ‘algorithm (e
blawkloawh!tw) ahd athaspraf (e mddé;edcmaghenaxsb@@alculated The

hash may be calculated using conventional techniques (such as MD5, etc.).

[0056] The hash value can opticnally be encrypted by using a public key
cryptographic algorithm (e.g. RSA or similar) with the private key of the issuer
to form a digital signature. This digital signature (e.g. 1024 bits) can then be
either concatenated or XORed with the original watermark data to generate

the final watermark.

[0057] The final watermark may be embedded in the binary documents bit
by bit in steps $220-5222. Conveniently, no additional information need be

conveyed with the watermarked document in order to allow extraction and
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to forma digital signature. This digital signature
(e.g. 1024 bits) can then be either concatenated

or XORed with the original watermark data to generate
the final watermark. [0057] The final waternmark may be

HRABE o e NIt ¥98° o B 1 omal i or mation

need be conveyed with the watermarked docunment in
(0eE8] t Aswillhe appreciatdd; theandmber mv&lab&tbi@’toc&BFWhe

it el e el op 1 ARBbE A1 88

doblimeat, ynd eéneddeurpesttypd end tmtxem @@; wnlb@d theigizd dithe

STl e ST oS HROU S BELO aageo

BEnSRSPWAIRERE NB® BIOEK S8, Rk r@ﬂwt&éﬂ‘%@@u&ﬁ blok§ RS WDH
W«H and nmxn bl ock size. The nunber such blocks in a

age i mage NunBl ocks= [(Wn)JxL(H/n)J where Lxi is the
| argest integer |ess than or equal tox. [0059] Using

the thr ktiqns for flippability within
t he bl g@%ﬁé@ﬁ@#ﬁg ?‘Pﬂg?/"ﬂ]{ Transition and C
Transition respectively one may assune the

Wh@@ﬁ)cef istthie farBbOGKteder lessahas by el thkr st criteria is
p,; t probability a block wll satisfy the first

criteria but is excluded by the second criteria is P2;
[0059] he Usinothedhtea gxemplanesongitiansdar flippgbitityevithin ghe block:

G4/ 5 RSB G et RERB NS dSume
el robability2: blogk wilBsatisty tHesfirst arheria Isi 4,i; & pobabitity a block
excl udi ng cases fromp,. [0060] Thus the total

willsatistyytheffirstrsiténenet is ancluded byl thedecand critesa is p2 ; and the
NunBl ock 0061
POREID B BlockiLFaETe s @rﬁhcraﬁe%gvﬁ@ q%c%gﬂ% S sspsz%q'

SRR B RefloB0RE A nd f ETRL DD ARCRENRR. B8 By o

%U%ri‘thé ﬁ%bﬁ@fﬁﬁeé Bfthetexcludhtl ARRUHIR p WM t h' n each

I's selected to carry waternark géta The
avai | abl e bl ocks which satisfy the flipping
[0D66] t | Thes theetcahlsmplacity ofilie image can be deduced as,

Q = NumBlocksx(p, — p, —p;) -

[0061] By employing the fixed block of size 3x3 and choosing the centre
pixel for watermark embedding, the capacity to embed data is adequate.

. However, the capacity is somewhat limited due to the fact that a fixed location
within each block is selected to carry watermark data. The available blocks

which satisfy the flipping conditions are also limited.

[0062] In an alternative embodiment, in order to increase the watermark
data capacity without requiring additional information about the location of
each watermark data pixel, the ability to hide data within overlapping blocks

within larger super-blocks may be assessed.
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[0062] In an alternative enbodi nent, in order to

i ncrease the waternmark data capacity w thout
requiring additional information about the |ocation of
each vvatermark data pixel, the ability to hide data

:%6@ es S eg&%ﬂ{:ﬁ@é@? i plted(; : f |! c&%ﬁ& %giaﬁ{g'éﬂ %EKJ%
!tmtb llndnokatoé dmeerBl, Gne @ayi disitie aah wfagéunhodimgomﬂappﬁ_@esuper-
R svertsaie T e ian pEl e Y dhhie P lnb B EIGLB an

B&aﬁnég&s dividel entddpichedsupenbiioks O WitHifeeabh s&per—lﬁﬁ&k a
image Is divided into four 4x4 super-bl ocks.

S%e Hv'@,wér&rﬁp&%q% to gssegg WhRthRIRR Py YeripBPing §é§§>'ocks
Wikl @ e SRR 2BidcRldrd cgyﬁanb%@mm &51% bmé mnda% Ishhiﬁaﬁ;he

super-b are capab he w ndow I's
Pabitipagd in theawiper tafeeprner effeesunsy OCP*"eﬁfld émrﬁ@ﬁebﬁd\@med
[a r eaf i {13
?(Jﬁﬁ'x% ﬁﬂt?r?h‘ie AR HW a?ﬁj th&éd@%&a%? ﬁ)fu#’l‘ﬂ ['Ekﬁug.r%%gémlal
mnﬂmnposltlonw\fqn diamupw left dn4 stiper-bloek opbli6s. 6 afetillustrated in
gcgg-bl ock of FIG 6 are illustrated in FIG 7.
?' 4] Conditions (1) - (3) for the block covered by
the wi ndow are assessed using steps S300 to determ ne
yous4per Qdriditidnsqdk— C(B)Jﬂodtﬂd blociactvdrediby thawinddveates

BSsrAreR R s 8385 % A Baplns WESbeR BTk blegR cpfhign it of

Bhise! NS, ﬂwaewuhh&ﬁks a@VAced toits ekt Ms‘m&wanurcdnaﬁmﬁgm) -
posi tion, Possi mul tiple 3x3 blocks wthin a

(ﬁ)r%? asawesm¥cwéh@ sentre gixgl elthgdileck ¢pypEedpy e window
I

PERFHOA RSB, PSSR SEbioPs GARRIE 40 4R ok
adydrecesbd tothjde défaedﬂowmeralhmdausy 38 hoaksirawsoverlap, a
%H@kjiq% n écbl t?g \ﬁlsf(e Etge\%go g? (}elg?lf%%wr@g\é%?%‘vahé?% may
aﬁmlth@ amt:tygcgf m—eomlaabr e0bsediRviEbREkHYO Bidew bigct darr]vhn it

m part of oC Vi ou gover t he
5 Koo R Wea oy o Voot A LB BOBFIG  HPHeE foMlpd cow,
%nve%ﬂ@ﬁ@%@?e&b@ﬁ‘&%rreﬁh%ﬁ}dow mh{? %I‘Wl PR W B@)\éﬁé previously
bl ock that may store one bit, wup'to four earlier

mwa@ bwm windavg ableve apdite thealed qféhggg@_g@tewmﬁ@wms ure
IequBRNIILELE Pnds! )i the Witdd g Eﬁyé}gl%%lbﬁlt Al i shROSI bit,
qmto iUt eatlier bbcke gontainihg dis ankphamrre -ddsesked tovyasire that
ééjr%c}it?obnisl (]15 y (3) remain satisfied for those earlier blocks. If the centre pixel
of the block does not affect the four earlier adjacent blocks, whose suitability
to hide a bit of data was previously assessed, the pixel is identified as
possibly storing data. If the centre pixel renders a previously assessed pixel
as unsuitable, the window is simply advanced without noting that the block
covered by the window in its current position is watermarkable. As well, data
in a block is embedded prior to advancing a window. Thus, the evaluation of
~ blocks covered by a window in subsequent positions accounts for the effect of

previous blocks.
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to hide a bit of data was previously assessed, the
pi xel is identified as possibly storing data. If the
centre pixel renders a previously assessed pixel as
unsui tabl e, the window is sinply advanced w t hout

' that the hl ock d b i
2000, BB vt s S an R iR s ShBe bR Unlitaf tsote
3@ Bodks veithne thteslpRiriblucktare advesstids \a'amrmddmbieTm;snot
t he eval uation of bl ocks covered by a w ndow in
Ebj&sﬁ E&Eﬁrgeﬁl tl)'/ %Evstpg%gg Ql%gsee{q(?éqetogggele ofeggﬁ%%ifggt the ability
¥ bRibedeRes .rﬁp\@eroublmdksyMerlap@idg fueRsibidaks ndxyBbdLisekand
wi thin the su bl ock .are asses

S1Singe DIt ey BEPMNRCOeN 4 Pog SUPQ o s exered T 8
%'nﬁ@A—gBesfﬂge‘givé‘fabﬁﬁg dupRrdRidkidize cdrPbe a‘ﬁ?euzeartrmch B

previ ous bl overl appi ng super-bl ocks may be used
@nﬁteaﬂ'@n!@gﬁ@lmw may be enbedded in each super-bl ock,
as exenpllfl ed in FIG 8 and 9A-9B. The overl appi ng

i 1y ?’Iﬂgﬁe%}(éﬁpf@(ﬂg;? 8Ny 787 pBeMhsde IsSdlwagﬁﬁtSlfour

I'n the exanple of
@rlmpbaleg Cimegblocks diachaeth DiaclesEor 4xépbilmphN NG of
er - o
egupey i%%(sssu%%ée agﬁggﬁér? Fc%; a?ﬂe é@u% aAQ(‘s |lms¥r%|te°d in"3AY¥ row
@mld wauras marked Inuddtteat liesiim FIG.E8.rve reautﬂlngadl\umn whtHee k7

[ Qtted || n Fl 8., The I & di vi si f
ekt Tou 42 St Hlocks < spawa b EREIASR i o' Shown i n
FIG 9A-9B. [0068] So, one half of the boundary pixels

068ICh b, asHe half dfitRe DbahdaryPixedyvof eaacrcblbums thie gtdmang row
next bl ock, By increasing the supe ek si.ze,
oF rée!umfb@fdhem%t blgck. By %P%%Rgi{fg% 33%0'%?%@ teeﬂﬁ%'a?c’d

i d i Sltbe a%&"fﬁélhg Sife bldk théetindeaaRERIons (1)-(3)is

069 THus, once oveérl appi ng
sngreasdul sigkificardlye been assessed the suitability of
each super-block to carry vvaterrrark data is made in

j\?(ﬁ?]szoﬁ'{us Bﬁc@?§§r§§ﬁﬁ}%ﬁﬁﬁer%&%md\ﬁéﬁéeﬂfes@@séﬂ |k s

super usi ng steps
sam@bu(tmo@eaem supe:t—blpcmmmrey watermariedatada kN3 m&hemszos

Bly'aRtsoo BRI Bt PSP ot B 38 ks PEgen ook
agingrtask SBWI(IFIG‘.B),t untit agtdteimarniable blook isdoand within a
super-block. Again, a 3x3 window may be used to locate awatermarkable
block. The window may be advanced from left to right in each row, and from
top to bottom. So, for each overlapping 4x4 block, four 3x3 sub-blocks are
‘identified, and potentially assessed for suitability. However, only a single 3x3

block within a 4x4 super-block is used to embed watermark data.

[0070] As two neighbouring blocks share one common row or column for
the overlapping 4x4 super-blocks as it is difficult to set the same rule to locate
the flipped pixel. In such a case, after flipping the pixel, the watermarked
"document is generated. The hash value can be computed using the
watermarked image and the hash value may be sent to the receiver through a

separate channel. Of course, in this way, extra bandwidth is required to
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top to bottom So,
3x3 sub-

f our

bl ocks are

i dentified,

assessed for suitability. However,
bl ock within a 4x4 super-block is used to enbed
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4x4 super-bl ocks as it

for each overl appi ng 4x4 bl ock,
and potentially

only a single 3x3

ouring bl ocks
t he overl appi ng
is difficult to set the sane
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[0073]

As can be seen from Table 1, for the example documents, by using

overlapping 4x4 super-blocks, (i.e. neighbouring blocks share one common

column or row), the watermark data capacity has increased to about 2.0 times

that of the non-overlapping 3x3 block method. Similarly, use of overlapping

3x3 blocks further increases the data embedding capacity slightly.

[0074]

For overlapping super-blocks any super- block size larger than the

block size (e.g., 3x3) may be used. Assuming the super-block size to be

bsize_x and bsize_y, for an image with size Widthx Height , the total number
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colum or row), the watermark data capacity has
increased to about 2.0 tines that of the

non-over |l appi ng 3x3 bl ock nethod. Simlarly, use of
over | apping 3x3 blocks further increases the data

enbeddi capacity slightly. [0074] For overl apping
%g%?erbagﬁlk%‘gzﬁ?' %%F%yﬁ%?férgf’szeéj #4rger than the

bl ock size (e.g., 3x3) may be used. Assuning the

Super - AR BERE= (1P (- Btz 8-+ X/(Bdigk_0s1)bdy+(Hetghe-eize_y+1)/(bsize_y—1))
I mge Wwth size dth x Height, the total nunber 16 of
super-blocks in the i mage nay be expressed as,

NunSuper | &ks=Li +(W dt h- bi i ze x+1)1(bsize Xx-

109078]1 +(Adssughing ez probpbilifies ba supsi-aipek satiafying the first

A L BB oy o
' . i is Hbd ' 2,
SefEHRnRE i cht e BRsheBli) lfar SHOHKS 1o SROIitcd 89 thothd

[Bhbfion G941 theR, the Bkt waldttark dat éaparity vah eerestimated by:
data capacity can be estinmated by: Capacity=

NunSuper Bl ocksx(pll - pl2 - pl3) [0076] Now, the

pr obalidpatines NeinSpickBiptRs e, p23 -ape) hi gher than the
correspondi ng probabilities p, , p2, and p3 defined

for non-overl appi ng blocks, as a noving W S'Sow IS
é%?ﬁiyed“@ﬂdthﬁﬂo?éﬂm@sr@ 2 s hate NgReThgn thee

whol e super-bl ock instead of only the centreﬂgi xel
icoregeonstieg prbebiliies e, imeABd g SAfineddornIharsaPPing

& rlllzsgasi g )%tl]qkarllgo %ﬁﬁﬁ&sgegnfilgiéc? gﬁ? %%b%%n%ﬁg %gé sé)a(rched
FHEB A itFE whblResupRpatddk)insteatl b€ onlyahe sentre pixel inside one
non- over | appi ng bl ocks and ov

] erlappin uper.- bl ock
bigsndbe T ToRe prbBSPRatiltas N each biaak e e BFreasRd by
@gﬁj%ps whi ch satisfy the transition conditions as
we as the super-block size used. A larger
super-bl ock size will increase the probability of a
bl ock (bsiset knd)éds@stvords- (1) - (3) within the

super - bl ock but at the cost of decreasing the total
SOREf. "2 S eB L TR Bhy B PR AR efiniocs
swdeivelbppikg super-blask slepbads vatles problabiities of tyeaadauyrence of
(Sgllpeg B%&érﬁ%&ﬁﬁ%g%&%{? t t%qwgcgg{in}cngsas} \R}ei aftne é’&?e%-tﬂl&k
size used. A larger super-block size will increase the probability of a block
meeting conditions (1) — (3) within the super-block but at the cost of
decreasing the total block numbers. Experimental evidence searching for a

single watermarkable block within neighbouring super-blocks increases the

watermark data capacity significantly.

[0078] Once the blocks that are capable of storing a bit of watermark data
are identified using non-overlapping 3x3 blocks, overlapping biocks, or
“overlapping super-blocks, up to Q bits of watermark data may be embedded
in the image. For any document, Q will of course vary depending on the

method used to identify watermarkable blocks.
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are identified using non-overl appi ng 3x3 bl ocks,
over | appi ng bl ocks, or overl appi ng super-bl ocks, up
to Qbits of watermark data nay be enbedded in the
inage For any docunent, Qw |l of course vary

ol BEMS PSR For xampo,

poyudeauBBEPNY sdatiencesar bioraetpicelata péthedimcnmm author,

ce bi onet dat g of the ocu
BHRGor ST (et - RGeATBL o ne Bzt KRgHREHIEDS o
ehtbealdbha iHeehupesnt, € Bidrekthe datnisesdd dthlenmtbanark data can
docunent. |f bionetric data is used,_ the wate

Batcapiupd eferdiystansier egdjif RIEPPFIPEY-of e W%’H‘qfk dgta may be
@HQl%Jtnfd)&Yecﬂyéq ARIcBMPRkdingl 3bRwarRYexRehpl S§ T eitistiments of
|rec y at device 12 using software exerrpl ary of

¢éhebiodemtiiom. s of the i nvention. [0080] As an

illustration, a Gold-like sequence, as for exanple

f@dﬁ | edyd 5}1 |I!§str§t§’d?1 %'ﬁolwhkgasre'&ﬁbhc% 2RFOHERGH S?Ilaeo%tﬁféd in

nmuni ca esear ch udi es

Pr Eap antidge)amey/, &quseqe BesighdonGoermnicatioasfpplications’,

BecP e s AT SRLBENER AP Bhie” O

Pesfariy, of Gbldsiikeaied@eht tavingraaiticar span 2m forgeddrom a seed

316 Uarene e werman dabecnce pERS RoRB keI Raracgaristios,
QBQH bG%oFﬁéla‘ﬁbn festlivad ahl P8RikAACA W fh@éﬁ&@ﬁc@ SThé @%@B can

can be the systemtlme stanmp as wel The net hod

be rang@af@rra@ﬁlqmpr@v@@éd)w erderwgé fiogn ﬁwta@%zwerfowner S
¢ ge thé g}/&?ﬂﬁﬁﬂf 86%&;? Q}}%e‘?la?h h&? fbr%{en@rzﬁ nglgeh for

genetator or exanpl e, iTTustrdated in
bb&to dénerdtd thetGadfliae ImQUelhceafremr$ ngn nfakeragte, of@ sfandard
"1 @$ASDE may be provided to the seed generator. S
ﬁﬁggﬁnerfﬁ'@ﬁverted to a deci nal value (using, for
exanple, an ASCI| mapping) and then to a binary
[maug $drsxall'mpre ais Vilusbbra te chindr 16 dOkS in tecformbbefa sitisg

b f th d f
T & e TSR, maKeeTMBES 4f FeisartidendtbickoS may be
eémér%%%@u%al ValGe (@iﬁ@do.byxaihme ddarﬂﬂSUlebpbmb) and

binary bit Iength of the ownership informtion

thesi toerbigarydvalug gt is:then @lakd%wi&blﬁplﬁ%r GachRipck hﬁ§é'é%| Same
h&EMBEPof bits of the seed used for the Gold-like sequence. The number of

blocks in the provided data S is computed by dividing the total binary bit
" [ength of the ownership information by the desired seed length:

Block_num = binary length / seed_length

If the block number is not an integer number, S may be padded with additional

bits to make it an integer.

[0082] Now, in the depicted embodiment the block size and the seed size
generated by the seed generator is double the length of a single Gold-like m
sequence, i.e., the Gold-like sequence is generated by two m sequences. For
example, if each Gold-like m sequence requires a six-bit seed, the total length

of the generated seed is twelve bits.
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If the block nunber is not an integer nunber, S may be
padded with additional bits to nmake it an integer.
[0082] Now, in the depicted enbodi nent the bl ock size
and the seed size generated by the seed generator is

9844, 8O ARt Co ey JERMTE o soo
mmvg@nple&ahtfof Iog%oq:ldse havmg dardtiofs lddfihéd an Talle Quehbelfer
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seed using plurality | ogi ¢ bl ocks, havij
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SRfiRed fBikle 35 ﬁ&}%x%ﬁﬁﬂ’e, ;@@_@t.mehfea@té +e%h|t4§q 6o mbq 00
ul't. ich of the |oqgic

the Tnternmedi ate res | ocks is
Usﬁaaj aroith@dnhfmroélkeolﬂrremidﬂO%@\ei:débﬂ1r1f ﬂrﬁa@ﬂd?@ If the

h . .
SRR L dRILAE Sk SN RO Sy 1A e
baB:ulatlonsThéi i @a10 100]] (IDOC‘I 0(!) AND (1 @8d 0Bel B0t1s0 1) bit

he curre t bl ock a

by B b e e iRt op uthe rdicon R R spLimied e three
oﬂNDFunfcﬁ&‘fé dé’ﬁhé&i |h|TeMb Esﬂﬁef’ 8l blodRs oﬁﬂdeCprb&leQ Rlatal Bdlave

(1011 1 0) AAD(1 00100100
pgeqprngsse@,ymgwed 'P'is W!i' tlﬁﬂ%lfrﬂ?ﬂt the | ogic function
can be used is not limted to the three logic
friypetd ons defined in Table 2. After all blocks of the
provided data S have been processed, 12 seed bits

Wdduld¥alyener at ed. | FapedorpNamdul e Val udfumetion ValeNa e

Bunction Value 0 K E=¢f@RA) R-(R AA [LREXHAR)B)

F(RVB) 2 F3=T(R (,)Fl-cyw) [0084] ITRU@\sgged vaI ue
Nllral al

_affnr the above cof cohs+sts—agf all——zefes

&l1 ones, the nodul Fal (R @f the i nput t RedB B val ue

and the length of each seed may be cgnputed, and the

result wll be used as the |location where the bit

[o0Ba3 t of the seedmamaftadhe abbia tompatatioh aoneistspoftallszeeds
gsgl?ongsa S‘ihg mod1 '15 \%zirt?ev?the input decimal value and the length of each
seed may be computed, and the result will be used as the location where the
bit needs to be complemented so that the total output seed never has a

uniform value.

[0085] Thus, a particular input data S may be transformed into any one of
‘a number of seeds for use in a pseudo-random noise generator, such as a
Gold-like sequence generator. This provides randomness and unpredictability

of the seed value given different inputs.

[0086] As will be appreciated, a Gold-like sequence may be generated
from a primitive polynomial %(x) of degree m is needed with period N = p™ —1.

The primitive polynomials k(x) can be expressed as:

B(x)=hox™ + lyx" "+ x4 b, x+h, 2 h,x" " h,e GF (p)

i=0
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[0085] Thus, a particular input data S may be
transfornmed into any one of a nunber of seeds for use
in a pseudo-random noi se generator, such as a
ol d- Iike sequence generator. This provides randomess

SR T s WS B, B e o

E%ICIII#%% R BB PRI RE Ly o Th oo o N S

pm-1. The primtive polynom als h(x) can be
§0Q88]s s stheaSpldhike) sdumened ma%bel-g@x&rated by gmrattngwmeﬂn

ﬁ&ﬂu%nﬁr\y‘ﬁhf)g%féﬁ%‘ﬂ%% (é%?rb% QO(EJ 0| S “Ibne&fﬂg— ngﬁ?e

&gﬁg‘#gs FrRes thtd (y Y prime |nteger p. [0088] The

e sequen e may be generated by generating the
m sequences with polynomals h, (x) and h2 (x)
§epB9]at efor exachglédor ad«j|=n;gf +hel andok(r) sederigesxbi £’ by
bit. [0089] For exanple, for h(x)=x6+x+1 and
It ppebivfxeciprocakinitive @pbm@nmlrsr ads arsesiUBReR: aenerated from

t I I [
2.3 192, %eﬁﬁé“gé‘eqéwa P ditels TOBR RELS Thseh:
ety ST (1D
(¢c)T 2b,.., a O+ T "-"b) [0090] Here, fan) and (b.)

I tr t
A bl ook SIZSI"‘ab ?5%“%%? 1 R b Tonse erer ot on
process is illustrated in FIG 11. [0091] For

E‘I’;ﬁ% ]ls gd'Iu%%:; égggpﬁ;{:b,tn}egge\égciggg\ép%m %Jug%ég ﬁﬁc;)%(s 's+%( Jsf%ift
BRedal AoibaCaBbTh ok 4% "*Qgghﬁ‘érﬁ%éé%eréﬁoq?%tﬁs s

ﬁ&sﬂaﬁmﬁnﬁ%@}1is generated by taking the first six
bits of the seed value. Subsequent bits in the
se ence are generated usi the rel tlogshgp

008415t sxaele for D TaleREVRY % Byt hodhe
glgénﬁelr?crg:%at%ﬁgg IragtrZJS s gr)gczll,ﬁr,]g >% t whit€ Yo"arr{hé BnI‘n\ﬁﬁ) ﬁol)ﬂforﬁzgﬁ

h(x)=x°+x+1 , the sequence satisfies b, =b,, ®b ,n27). Them

sequence {a,} is generated by taking the first six bits of the seed value.

Subsequent bits in the sequence are generated using the relationship

a,=a,;®a_,n27). The second m sequence {b,} is similarly generated

- using bits seven to twelve of the seed, and the relationship
b,=b,, ®b ,,n2T) . The number of rows of the Gold-like sequence depends

on the period of the Gold-like sequence; the number of columns depends on
the length of each m sequence. As may be observed from the definition of
K(a,b) the fist row equals to @ and the second row equals to b. From the third
row final row N, the sequence b is shifted cyclically left shified by n-2 bits, and

- then XORed with a to generate.

[0092] At alater time, watermark data that has been embedded may be
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b" =b, , (Db ~ n?7) . The nunber of rows of the

ol d-1i ke sequence depends on the period of the

Gol d-1i ke sequence; the nunmber of col unms depends on
the Il ength of each m sequence. As nmay be observed from

th finiti f [

e e e R e
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abavs. 1B IRRsoh uBeRNIEcKeaS N FasenaR o8- S1000 ar e
conplenentary to steps S200 (FIG 2), and assune that
\@099] MarAs flasttatbastheaeage ifiviediag witémaarkidatls rebeived in

t echpj ques_descri bed,. .abov [ n,blocks or. super-hlock
SER UL TS R e s GrudeBianls (s hesh R slaE
iS1004JiIM Steprs ROBREK Jdabssrhent'Tudiatsh drhot ke bR

Th e is divided into blocks (aor super-blocks) |n

e im
wasgrEnarkale ds merledvispFIG 306 Fonthoseledkserapable qliarmying

Bl h gl MELEEEH Lol ol g
tlet watdrivaripdatathit. ods Wik, thedddck is noéddas ebamiankabien step

000, heb 3 g 101U RUBAIR A s b Rt e
m%&@@%@wigbrﬂéﬁdﬁ ot gént%ﬁ,f ct)rﬁd:dnmgdiar@ﬁkf ahenaxbbeted
maé%raiﬁréé?taoﬁn SohsaPlh [ohdrRuspibevagemat-dFa fRenset
hibter 8 Sddkfed WhidrParesitaash frormi=y BBFdpoftatian 6951024,

not match the expected watermark data, an error may
be reported in step S1024. [0094] Optionally, the
K9094) pt Kptionsily \the eacoptecbash vajln & theetigiaaldassinens gay

rﬁétg&ﬁrﬁjggﬁ fﬁr@ ‘E‘E)% E’ﬁé@%ﬁ( ABizHn S FS 1016 BReRARES thd public
key of the issuer will be used to perform the decryption and thus the hash
value of the original document. The hash of the original document may again
_be calculated in step S1018 by setting the watermark embedding location of
each watermarkable block, as noted in step $1008, to zero or another fixed
value. In this way, the authenticity and integrity of the received document
may be verified by comparing the embedded hash value to the calculated
hash value in step $1020. If the hash values maich, the document may be

authenticated in step $1022. If not, an error may be reported in step $1024.

[0095] The authenticity of the document may thus be verified in two
aspects. Firstly, the extracted watermark may be compared to the original
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key of the issuer will be used to performthe
decryption and thus the hash value of the original
docunent. The hash of the original docunment may again
be calculated in step S1018 by setting the waternmark
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§1D N TRR; BREOT A PRSErTTRRd el ggth Block, Shd

’f_"hééEbb‘dltl&ﬁ?tcﬁéésre%mn%ﬂ%ﬁ%é? EBHitaiR® ﬁﬂﬂmé@ﬁnbﬂ( data
e origina ermark (step 51014). Secondly,

llews vavaterratrked dogamentior ReHansferadiha ragipieph @nd
Al BB e SRR b R AT BATRRGE THE LEBTHEE ubiiG the gjven

conqmaonscmsa asdy assassowstblocks eoalatﬂw*@ﬁtarmaﬂyddﬁ@nd
fsgﬂé %‘f d et doc t can be ensured. [0096]
Vil £4qPd WRIEMBRT ag?edeterm ned pixel within each
bl ock, and fixed conditions to assess when a bl ock
(@097 0 nt/&lditlcmduyl inGbmeadigitaldmagihet systerad, lioesleairable to

vvatermark d cunent to be nsferred t r.ecipient,
Sanvevanany gteRhan Fnea Wit iAr sebil it RafhelSs KA, -
FESIviRY e ongﬂﬁémchménwmus &5 @ddﬁtma@: daxarm@ﬁse leynbedded
assess | ocks contain wat err{rég data and

dxthegdacugans fialpwiercovaer & thaHg @@‘ﬂm%dl tional ly,

in sone digital imaging systens, it is desirable to

gﬁ@ﬂ?y W diflcaly, df@?%é@ét‘cﬁ"l‘hé‘bﬁ@ﬁawlhﬁrytlh%gécﬁvﬁﬁirmark
ata'that helps to %I& recover al

detaisemmbedrisdiusing %tﬁﬂ S éﬁ?zQQaGFAGSd 3t9éld@ythb'§ ERRINGRd
B FES 3y T ik eecy, B B8 o o
detegmir&hg mendlffgrenn:a@etwem thenmidinal datamiest andtdded

SSRGS ol ot 0

pReR @ﬁl%vb)bhaﬁ@é&fdﬁarﬂbé@ thd @atbrirfagk, &adhe keediwmm(:y I'mé the
ori gi nal document and the waternmar ked docunent

giflesence dalg adll be quije lergem Diffeyence Aatagandgie gcpfgpressed using
for example JBIG2 or ITU G3/G4.

[0099] The compressed difference data can be then be encoded in
redundant spaces of the document or appended to the document to generate
the final authenticated document. For example, the redundant data may be
placed in blank space in the document occupied by margins and letterhead.
The coded information will typically look like a 2D bar code.

[00100] After receipt of the watermarked document and recovery data,
difference data may be extracted. Then, the watermark data may be
extracted and authenticity of the document may be verified. Thereafter, the

original binary image may be restored by replacing watermark data with the
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pi xels will have changed to enbed the watermark, so

the redundancy of the difference data will be quite
| arge. Difference data can be conpressed using for

exanple JBI& or ITU G3/A. [0099] The conpressed

gtﬁ%%grgﬁ%%éaqqd?:é%%can be then be encoded in redundant

cunment or appended to the docunent to
generate the final authenticated docunent. For
@mmu e t Akemativelgantordert ta radychthe siraektheidiffereae file,
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Bbéomaﬂdiﬁbéttargbhwaﬁémtmrhélﬂé lfng?mbwaiqmﬁmaMcéwle@eu f
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eRgBISied shober Far peales pach walgmaggitie BlgeR Bl B
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hi s associ ation may, for exarrpl e, be
baeﬂ@asm@dmﬂhaa watermaskakla wat er nar kabl e bl ock
(as determned sequentially using steps S300) within

002R9° IibarfARah Ah8 uidin pehey e WBhayaTBIThaRbsle block

Al tern socCi ati on bet ween
wasariated kath aawatﬂtmm)kﬁblatbmma)abe aised to gserss whether parity

SO B B G0 o BBl

ﬁwmmrémbé@dﬂdantd watermatablenblsck dt(1 )aﬂheemxgl shbuldrbe

ssoci at ed ter rkab e bl o 0010

Sben in iewaleraarkabia BIoPR 1o BRtorsrco R cf ey A el
Bldakl&ndemé 99h@tcﬁqh@faééb@awatr@hwmhmamm&cmyom (2) the
used to assess whether parity should be enforced or

pbxel need het hexfliopad ik ths watgrpatkaple Riagiedhe pedty ofthe | s,

watermarkable block already matches the bit to be embedded) and the parity

of the associated non-watermarkable block is even.

[00103] In order to recover embedded data, parity of the associated non-
watermarkable block, together with the difference file, will indicate which
blocks contain altered pixels embedding watermark data. Complete
watermark data may thus be recovered using the difference file (i.e.
information about the original image) and values of the pixels in

watermarkable blocks.

[00104] In this way, statistically, about ¥ of the pixels that would

otherwise be flipped need not be flipped, reducing the size of the difference
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a bit will be enbedded in a watermarkable block if (1)
the pixel should be flipped in the waternarkable

bl ock to enforce parity of the watermarkable bl ock
and the parity of the associ ated non-water mar kabl e

:ﬂhgﬁ%ﬁ p?é Pﬁlgfrg'ﬁa%ﬁ?réetcpgac%ﬁ ik o?l‘?&q?gr? Er}eb;?#tb loPRffadddciated

wah-evatamharibbletbiockcalld bad‘ysedaﬂ:oh esampke the valoe bkone or
nbedd dth it f th

NS el P abrec bRt lohrw e PR aTon] St be wepa o,

detavitic WhbeRd sk Watetmarabld Wook's baftyasrdsaontstement -

wat er mar kabl e bl ock, together with the difference

renresents the embpededbihi ch bl ocks contain al tered
pi xel s enbeddi ng waternmark data. Conplete watermark

1@5‘]33/ t ngﬁ-MGfﬁQﬂﬁslé%éié' sy b8 legd fir Qémlcfnl with
formation about the ori i mage)

licks Locofoq yang thesasaried it AsPe sa;pdmesovqr@@m]
h |
gﬁ‘g 'm%’u?”@Mp'”?ﬁbi‘?‘%'&%ts%’qﬁbb‘?‘*ﬁ@“?’é‘w Picdis! e P .XSpZd

redu0|ng the size of the difference 23 inmmge.
Q0108 s omsupmanee the proppeedeprectivipiasenpag ﬁﬂ?’ of

gﬁrﬁsrz%a&%em&m@t rﬁgfmeg%ebﬂ B Qs faqe%@e Ql%ch‘ﬁ:%é-

rexanmpl e one or nore pixels In
decsunerts esuichoss @letionia cedicatesanielaxuing: fidh wddlcates

d h bL

5L Bl bR e R SERAATE R0 S
N_@ﬂtﬁhtt@h@ snﬂ 5%212523(5%??@ ﬁiggomem agaﬁ@es alvhere the
W oC

Fthgptial Y the HOSFERNHS FlonEsSaly JaRBads) BppEAldne hard
Edgjﬂek She @P&bd&\ée%é\ﬂeu PSayPIARREtE HBEKRent SlOtE&ding Speeds and

proposed connectivity-preserving and
ﬂ@&'@fpse M\@ tltmﬁangi m@n pewear.-ki ng net hods coul d be used
to issue electronic docunents, such as electronic

mbgm ﬁgtﬁéwﬁrb@b@@&&%& :Ptr{écﬁ]s%ﬁéd &:‘n%ﬁﬁﬁentb%l%@d

nti cat ed an Issuing authority. It could be
seEtateyundquidcalicongditiornsuare useduoiaseess whet!mer baiefined pixel

SRR DioBRERELES BT € plnf o S IERD WM RlIGTE .

: wnmlﬁSsugmﬁtﬁarﬁy@neﬂﬁgi thmtnboal ampipufeacifithé dlozkdo aunamier

8 rr%éf&?tﬁé gg tﬁg ﬁ&m%naeye A person of ordinary will readily appreciate
that other conditions could be used in addition, or instead of, those
exemplified. Moreover, blocks of different sizes could be used. For example,

5x5, 7x7 or other mxn sized blocks could be used.

[00108] Additionally, a person of ordinary skill will readily appreciated

that the defined conditions may be assessed in numerous ways. For
example, FIG. 3 provides an analytical approach to testing if the conditions
are met. Alternatively, conventional pattern matching techniques may be
used to assess whether the appearance of blocks match the appearance of
~watermarkable blocks (as, for example, depicted in FIG. 5D). Other

techniques of assessing if the conditions are met will be appreciated.
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therefore save tine and man power. [00107] As wll be
appreciated, in the disclosed enbodi nents three
separat e unequi vocal conditions are used to assess
whet her a defined pixel wthin a 3x3 block may be

TORAC Lo IE SR o Pt s i Pl e weos

@b dxampidiedreim Fharenmerblapket areptwhiled abyuset deheimare

. A [ . W LI dily. iat .
FiEou5t B IEDngle e Rl b bEREl i BREF T sl
i k& thah ROWRite Fm@nn*orfexgehplé/ttraewemd e @ﬂbsddrfd in
di fferent sizes could be used. For exa

SOCHMRBIS haWNG loaanets SRINIIWR GPleES @6 Xar 'qq)'@'mb@?nce 6.
f Kill will di |
PR BRI ER ) o 1y ™™

assessed in nunerous ways. For exanp FI G

';5%1/10& es aPf gAdIse thaaabcysme@aebeq arrtbeétm%ts jare mﬁ%ﬁded tobe
ﬂbflvéjgﬁly %dqn u‘hfﬁf‘\g at‘[‘h‘éﬁ{)e‘écnﬁ@@ RiHodRR&Hts of
ern natc tec tO assess
wianryuhg rout Hee mppe@omat@eswi:enﬂlbi@ kts maay ghodifieatipps @b felit e

SRR, c A e o Bho BRI RGN i, i

aBAddd R encdntpaBetalMddch riedifigatiopoiitiinds s2dpé CildsinedDy
well, as will be appreciated, colours black and white

ﬂﬁécag@a as exanpl es herein. The terns "black" and
"white" as used herein are intended to only
illustrate the relative brightness of pixels, with a
bl ack pi xel being darker than a white pixel. For
exanpl e, data could be enbedded in docunents having
docunents using two col ours of varying |um nence (e.g
red and pink; navy blue and baby blue; etc.). [00110]
O course, the above described enbodi nents are
intended to be illustrative only and in no way
limting. The described enbodi nents of carrying out
the invention are susceptible to many nodifications of
form arrangenment of parts, details, and order of
operation. The invention, rather, is intended to
enconpass all such modi fication within its scope as
defined by the clains. 25
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WHAT IS CLAIMED I S: 1. A nethod of enbeddi ng wat er mar k
data in a two colour rasterized image, said nethod
conprising: dividing said inage into a plurality of

bl ocks; for each of said plurality of bl ocks,

' ., a defined pixel wthin said block
ﬁ@%%@&%&%ﬂ% store a bit of said data within said
bl ock without altering the visual attributes of said
Hl. ofs knéthod oframbeddhg watermarkelatalin § twe colopr rasiterizeg image,
human %ﬁ % det.ermne a set of said plurality of
bl o%ﬁl‘é, P? 8°'i“8”§'f‘8re a bit of said data; storing a
bit of said data in each of said plurality of bl ocks
assessedding saillinagd itto ssploraditypofdilocksl, sai d data. 2.
The method of Caim1l, wherein said assessing

Fggipg gcrsreef%zgptﬁts%g{ﬁ{l raathg/ é)ffbﬁ?éﬁsoggs@#?nﬁﬁh‘g{h@ Q?%flned pixel
T, Stk e et
o1 el block oGt Aactng it s ot SYRRIORR siganer t
d ai myg méﬂﬁﬁéw ﬁel‘éégﬁblé‘% treeslrRbi %bel ® ddternsigaarset of said
pi xel of each nxn The net od of C aim 4,

vvherePWFﬂHiBOfBIOC'méu'Ffé’(WO“dO&a bit of 899 daf@er ei n a bl ock
is assessed as suitable only if the nunber of solid

rows apflingQ MtBesdid HQtéGh etaﬁﬁ of 8Bid" RuRilikedf UISHRI diSessed as
i nvariant “before and after flipping the colour of the

cent r euipgdtsl store a Plief gaididada.of A aim 6, wherein a
bl ock is assessed as suitable only if the number of

iT le#Hd SObRT 1t f\‘/ﬁ@l’&ﬁ‘séidsas%%g&hﬁ &Hﬁﬁiseé%ﬁpﬁﬁ@’éld

corner pixel remains invariant before
af tleastfdnemner:gatemnme@ lagigal operadion to @aﬂumty@fmels githin

The erein a block is assessed as
quag@dg%%m"élu%ﬂ{ﬁ? lc’g%hnurrber of adjacent black edge
pairs about a black centre pixel remains invariant

- BefTheematiebdadft@ainf 1 wherein eaeh obsaid blanks saimprisesnixa pixels,

P! Xv(\?ll'térein n is odd and n>2.

4. The method of Claim 2, wherein said defined pixel is the centre pixel of

each nxn block.
5. The method of Claim 4, whersin n=3.

6. The method of Claim 5, wherein a block is assessed as suitable only if the
number of solid rows and columns through the centre pixel remains
invariant before and after flipping the colour of the centre pixel.

7. The method of Claim 6, wherein a block is assessed as suitable only if the
number of white right angles through its centre pixel and around a black
corner pixel remains invariant before and after flipping the colour of said

centre pixel.

8. The method of Claim 7, wherein a block is assessed as suitable only if the
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9. The nethod of Claim1l, wherein each of said bl ocks
conprises a super- block having MN pixels, divisible
into bl ocks of nxn pixels, and wherein said assessing
conpri ses assessing whether at |east one pixel within

of - aufie i Aidhy Bo Rk SR aE BB £ bREoSnft e e

vi sinahriarttbefdretaed affer fippihdoiheadolour of saimeaitretpixdie
percepti bl e by the human eye. 10. The nethod of C aim

. erei,n of sa super: bl oc h imensi.on
5 hEMRb RO 1ofharBaRn LSS RINER SRS ipery
é u plﬁbclghmng M)&Spﬁelﬁgdﬁ(isima intofblﬁo{@ .of hzZn pitets, metherbrein
aim erein said watermar at a ri ses
s CHARS B3 SRR b 35 SARGISHER Wt o B AR OB &S] WA 9pe
12, ovded BkMbRRKE MR Aedrkd 48 kforé @rﬂ?trdf%%ﬁ:l datdafithin said
derived froma bionetric indicator. 14. The net hod of

c awlﬁs:lazwthméaléermgstaedn%éaa@butaﬁ @éﬁalﬁ&l% g @ianeer 1Psbe
ge;&( n&ﬁ)léj @urﬁgﬁ% e15. The method of claim12,
see IS gr

sal ived froman identifier of
the originator of said image. 16. The nmethod of Cl aim
18, Thamethad efdrpin 9i whetsdn eachof $rjd supersilogks fes dimensions
sai g 4. qage in which all of said watermark pixels are
set"td a pre- determ ned value. 17. The nethod of
Claim 16, further conprising incorporating said hash
141 The mettdd ofCldinn whemsirkeash af said sTper-bleckmasodimensions
ai(rfp 7, wherein said hash value is concatenated or
é( th said watermark data. 27 19. The nmet hod of
Cl aim 16, wherein said hash value is appended to said
wat ehemekhadiadfaClaido 1 TWwhersin baid wdte@hankrddata coimprises agpseudo-
of watermarked data is stored in a block, by

ck&ﬁaﬁjw& N THUEOFCof sai d defined pi xel to enforce a

parity of
13.The method of Claim 12, wherein said watermark data comprises a data

derived from a biometric indicator.

14.The method of Claim 12, wherein said pseudo random noise sequence is

generated using a seed.

15.The method of claim 12, wherein said seed is derived from an identifier of

the originator of said image.

16.The method of Claim 15, further comprising calculating a hash value of
said image in which all of said watermark pixels are set to a pre-

determined value.

17.The method of Claim 16, further comprising incorporating said hash value

with said watermark data.

18.The method of Claim 17, wherein said hash value is concatenated or
 XORed with said watermark data.
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pi xel s of one of said two colours in said bl ock.

21. The nethod of Claim 18, further conprising
calculating a difference between said inage w thout
said watermark data and said image with said

e R N S

i magatarmatk datgunment .  23. The nmethod of daim 1,
wherein said plurality of blocks are non- overl apping.

.The met hod. of . Cl.aj er t
5155 el & Sy whgtesR ROt o bR ARE R e 4
assisIesk, 'y okanginy taehiodmk df saitfedifinettdicel keérioecea padty of
pi xels within Sald bl ock and w Ipreferenceto pi xel s
i n Rixelpeione ohRRIdIP£0 S5} 528 DI A" et hod of

extracting watermark data froma two col our docunent,
391, The MRtMSHoOER 8 Aghel B6@bYKEIREG cswutbtmgra @lﬁbmﬂce

docunent contai ni ng,_sai d wat er mark
t heb%tw.eenéa{ﬂ image without said watermans ‘Sa dbﬁ%‘g l@ag% wijth said

I
eaC@a i X&?ta S dcbﬁ&é%?%ﬁ%ﬁé%éﬁ@éﬂ% der a

def i ne i n sal may be altered to
store a bit of sal d data within said bl ock wthout
22: Ehe mgthadohClalm, wherein gpiddmagedaAdostaektin a
rmnner to be perceptible by the human eye, using at

2 ala'gﬁ fﬁéﬁu%qo&' E@lm q oﬂlﬁbFélﬁ’ Baidlurdhtyesthidtks airé @bnof

Ity of blocks suited to store a bit of said
datra!erlaeﬂmgactl ng a bit of said watermark data in each
of said plurality of blocks assessed as suited to

%oﬁ\%f%eméd of Ci%ﬁ‘hq %b?elggﬁld?&ﬁ%t%bg%@sﬁlﬁ pﬂj@hf? of

erein each of "said bl'ocks conprises nxn pixels,
wheblecks ovariapodad aerein ZaidassEssingeyithiniadiod iginnadeswith

wher n d_. t

Tl R T83hs4H Dl by HIBLERLE Do oot
a dracadjpserapdsksed as suitable only if the nunber of
solid rows and col ums through the centre pixel

r.‘zg%lmnesfhod of extracting watermark data from a two colour document, said

method comprising:

| receiving said two colour document containing said watermark data

embedded therein;
dividing said document into mxn blocks;

for each of said plurality of blocks, assessing whether a defined pixel
within said block may be altered to store a bit of said data within said block
without altering the visual attributes of said block in a manner to be
perceptible by the human eye, using at least one logical condition to

determine a set of said plurality of blocks suited to store a bit of said data;

extracting a bit of said watermark data in each of said plurality of blocks

assessed as suited to store a bit of said data.
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i nvariant before and after flipping the colour of the
centre pixel. 29.The nethod of C aim 28, wherein a

bl ock is assessed as suitable only if the nunber of
interior right angles through its centre pixel remains

iRV | : . LD R} ; id
28T it APSAGRIARE, @bl babBf Siia bl epligiset 1o
bl opikelsswhersis pagslodd apdinc@bl e only if the nunber of
adj acent bl ack edge pairs about a black centre pixel

¢ ' f f : d
DS OBl 28 W doRl o BRILA i B Pk
wheofetachmxB.bl@k. The net hod of Cl aim 25, wherein a bit
of watermarked data is determned by determning the

D! £A gl 331 87O el Sk COLOU & Liiabl Gy

oc K rea ruam s
pr othestoibarefidelid mwanahd U@Urrmmhﬂougblalbé eeplte ﬂlxel remains

i vi ce Jincludin processqr, that .adapt
<o Vet oatarn g dieg T Be ol of B et it PBET oy
one of Clains 1-32. 34. A conputing device conprising
anghmm%ﬂfUd &iClaph Qeewmrem adisdN ie aseesyey, assauithble only if

pro essor dabl e {&Hm)rz oring.inst uctl ns .

ginkge eéé’ H‘*%R')?Fﬂ t AgYlga EEQSSSﬁSP 6P|'ﬁe? H"A8f hod
Of AP Befire Gndidfer fipping th@%ol%tﬂ%? Bad cehtrdgdigdim ni ng
i f watermark data rray be enbedded in a two col our

rasterized ima sai d nmet hod conpri sing: dividing

S8i the mgiod oft i BPuWheraiRy a blockis apsesses; asaullebly enjy if
M%E Qn?oe?%ﬂéaﬁceh«@??@gggésaw@ébéﬂéﬂbﬂab%lsﬁtr%wépe

tere to store a sald data within said
bI geRaitg/insgkantdiefiore aral gfter fligping theneoiwerofshidepntee pixel.
rows and colums through said centre pixel remains

BRVE ﬁl@fh&ﬁgﬁég'ﬁﬁg @héf,ﬁé’m fLksppi ng the colour of the

centre e nunber of white right angles
through its centre pixel and around a bl ack corner
pRxide methadmef Glaina2banhetsdt a bl clmateratarked fiaigigideierimieed

T T IR

remai ns i nvari ant before and after flipping the col our
33.Computer readable medium, storing processor readable instructions

joadable at a computing device including a processor, that adapt said
computing device to perform the method of any one of Claims 1-32.

34.A computing device comprising a processor and processor readable
memory, said processor readable memory storing instructions adapting
said computing device to perform the method of any one of Claims 1-32.

35.A method of determining if watermark data may be embedded in a two
colour rasterized image, said method comprising:

dividing said image into a plurality of 3x3 blocks;

assessing whether a centre pixel of each of said blocks may be altered
to store a bit of said data within said block, by assessing:
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of said centre pixel. 30

(a) if the number of solid rows and columns through said centre
pixel remains invariant before and after flipping the colour of the

centre pixel;

(b) if the number of white right angles through its centre pixel
and around a black corner pixel remains invariant before and

after flipping the colour of said centre pixel; and

(c) if the number of adjacent black edge pairs about a black
centre pixel remains invariant before and after flipping the colour

of said centre pixel.
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