1 DESCRI PTI ON | NFORMATI ON PROCESSI NG DEVI CE AND
RECEI VI NG DEVI CE  TECHNI CAL FI ELD The present
invention relates to an information processing system
etc. in which electronic GQUIanQF and a server

devi ce communicate with each oth 10 BACKGROUND ART
In-an information processing system i ncl udi ng

el ectroni c equi pnent, an information processi-ng
~device and a server -devi ce, IMBSERIPEONONi ¢ equi pment
such as a hone conputer, a television, and the like is
accessed by an external device such as a portable

15 o8 an 1 OARERPERR0EE AR ANP BECe R Bgvice

of WAN (Wde area network) of the |nfornat|on
processi ng device represented by a router nmanaged by
the s&BGINICALFELINd an el ectroni ¢ equi pnent

i dentifier such as a port nunber of the electronic

r

equi prrent ckhe prozent invantion rélathstio ati[icfoiRatlidieprasdsifg System, etc.
|nfor E’é% t he server device. 20 and the
el ect r onl C ?ﬁq“fpd%%ﬂtﬁpﬁ@rsemﬂgﬂesmmwm mtheach

usi ng dgggP (Universal plug and play). UPnP is a
standard for connecting household electrica
appliances to a conputer via a network so as to

provi de functions with each other. Equi prment

cdPr e PPRGROUND ARTP has i nformation for connecting
by itself, so that it can be used on the network from

the ti ne i tiiap isbranedeeprotassingsysiom mﬁhﬂﬁ{g@ecﬁoﬁﬁ%q{iﬂyment an
met hod 4 ncl udes a seryer node nenti oned below In the

server f10my Wg%?gl “@WWM&O&tﬂmlec&omc equipment

up-tog ddres he 2 information processing
devi cg&g}% Ap%:)r i felevinion |apd the ke isageseaddtan external

Sp ? g&%g%:%c% %g g g?x‘gﬂf ei)thhﬂg P x?eggsssgrys 0 u%aatte cl)nt?nqxtn;;:gn such
15 *. as an IP address (addréss information) at the side of WAN (Wide area network)
y of the information processing device represented by a router managed by the -
sexrver device and an elsctroxﬁc equipment identifier such as a port number sf
the electronic équipment etc. '
A first method to update the address mformatlon of the server dev:lce
| 20 and the electronic equipment identifier includes a method using UPnP
(Umversal plug and play). UPnPisa standard for connectmg househol& .
: electncal apphanoes foa computer via a network so as to provide functlons with
' ' each other Eqmpment correspondmg bo UPnP bas information for connectmg

by itself,’ so that it can be used on the network from the time it is connected to

i 25 the network.

A second method mcludes a server mode mentwned below In the

server mode, the server device always stores up-tcrdabe IP address of the




i nf or mat i on processi ng device and port nunber of the
el ectronic equipnent to the electronic equi pnent via

- the information processing device every tinme 5

(usually regularly). However, acgprding to the
above-rmentioned first conventional t echnol ogy, the
i nformati on proceSS|ng devi ce such as a router nust

cor r espRpat; the future, to routers that do
not corresp P dp ]igcg%%glfi‘1a ‘i]P‘HﬁVEmbbe efthaleleetrdyic equipment in 2

provi diehbakd el ectroni ¢_equi pment
capabl e of igﬁ %gérm ytﬂggc%ggﬁer?ﬁ ap b Rty awdigrdate B address of the

cannotmﬂoma:tﬁmrlﬁséeg to the |
second conventi onal tech%g]o%{g@ ?'ﬁné‘g %ﬂb‘égleaf@meqma@entto

f-rruch F%@emnmummdﬁtmqnfohﬂaﬁ&ﬁ%fb%@ TATRLAS

é:% nunber of el ectronic equip S coﬁf?@&i’%&%me
to th H avwserlarlyhe server device is to rranage

records Hl?)ctronl c equi pnent information) including

15 sever al “OERYEH qcpushing o the abmsﬁmuceiea firbboBWaioRal

- Case,q evi ce has e load to search
dat abase %%I\%ﬁﬁ{g gﬂmeﬁwhelsw&'opm\nmie gorrespond

an i reb Qrpgpt | I i ncludi ng: 20

el ectronic e%l}h%r;fgﬁ%? ﬁg‘ftﬁ%&ﬁlﬁfgéqr&wsmmvn@?w which have
devi be¢n ARhdR pSéVi. i pf orati on :
Erocesa ng sf/‘gt em&&{aﬁg QE worh Piﬁ?ﬁh‘fpm?#flcaﬁd%ed

rspormmmgfmjmé&ﬂsﬁg%ggbe géect I‘d& Sst oring

: first address information show ng s wth
- which theFMmonhenWMQMelséﬁoﬁa%aﬁ
i nformati.on rocessi'ng device, a fi rs‘% I‘}J.tfoéogy the

equi Pt derisehes mush losddo agacls éataba, S'Iﬂﬁ;hé“ﬂea%%&me when a
fi rsjl;lrn% ectronﬁ}:11 equi pment identifier that is

i nfof e%ﬁ"éﬁeqmbmenm oomtmicted to RhO 665wk $he server
devigy @}%%}I nf or mat | to the el ectronic equi pnent,
S %’f§e SFeERisCleaHRie suipurent hifarmetiin including

~ 1kor @bﬂﬂal%@&[*ﬁﬂ t ai n| ng first address
i nformation from héﬂﬁ dﬁ’e‘é@ hiagage.the sevesdaiedas

seCthélbadﬂkHeﬁ}éHﬂ&a?agel rst el ectronic equi pnent

identifier fromt 5t electronic equipnent

“identifier storage section and formng first address

o
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¢ h.asnﬂﬁmARY OF THE INVENTION
~ Thereis proVided an information processing system mcludmg

0 - electronic equipment, an mformatmn prooessmg device; and a server device,

‘In'the information processmg system, the electronic equipment includes 4 ﬁrst
address mformatlon storage sectmn stormg ﬁrst address information showmg
an address with which the server device sends information to the mformatmn
processmg dewce a ﬁrst electmmc equipment 1dent1ﬁer storage section stormg |
a first electromc eqmpment 1dent1ﬁer that is information with which the

' _mformatmn processmg devme sends mformatmn to the electronic equipment, a

'ﬁISt address change m"ﬁFmﬂ“?n information forming section for obtaining



confirmation information containing the first -address
informati on and the first 5 el ectronic equi pnment
identifier, and a first address change confirmation
informati on sending section for sending the first
address change confirmation inf%rnation to the
informati.on processing device; the information

| proce%%%qgh devi ce includes a second address

i nf or Wt Adestiniongetior fomche Strabnildgss aFoRMEh i RSS section,

dovi Db Gt 1FLorme e apmmers idéntifin fronee st clectronc

P tonc pieasbnt fehfer Sabit rrtion and fpyming Eaad dnten chncgn
The | omdtloR o b Shol Okt she bt koot irmetamcpniithe firt

t Be eleetrbiioBip AQHL RAEer, And 4 Fink aﬁ&r%é%%@?% ggrmaﬁon'

confirmation . information recelving s

r ec einformptionechdihg ke ARE QSRR RS : ! c .
information, a second address ghangiésgggn [ r%%n]éonﬁrmanon

~i-nf of¥ermagien tethe infpraativh procedsiie dica] thioIEfHSRAEHS processing
addr ess_i.nf of mation fromthe second address '
i nf of THERAudes Bsreaend addeess dwformodtic storge sectRENsking second
el ecl{3e0k $egul prent iLdentifier fromthe second :
el ectroni c 3’3’5‘? WIREAR fddress Veitlo mhinh theeiven davick sends

ﬁ)orqjjﬁgn ' ress change cqnfirmation .
i‘nfor‘rratlétgn E&hﬁm TR TR deH R Peggophelectronic equipment

i nf ddatRilieP Sto bae, ect r,oni c .equi pment .. . o
‘identifier i%&t@he&% rst %%rgéé’g ‘591%%5?@%3% mentidentifier that is
© i nf dnfoebation, with ¢ hackSHe Re A contirnation..
- information sending secti'on%r sendl éﬁ%%’ﬁ’%%% rmation to
- addiesdectivairgruipnéit; ikt addrdss SRR b ket Al R AL HER
device; and the server device includes an electronic
equfSSPEME sactitmelos récaivingtht ifiost «6ds8 GRaSR donBRma Lok | NY
_Pne; ar nor e pi eces of 25 el ectronic equl pnent address
. 1 nf ' HPERHER dsasord addrgss dhiange anfirmation foriatib® formaptection

a thind electronjc, equi pent identifier, a second
ad ?‘é%bg“él%@n%%ﬁ?ﬁmmmfrgmmeisemndeaﬂwésri@fomaﬁon
- SeGhd . i.ving the second address 4 change A
confiT {e?,{é%ﬂ’ ?’ﬁ%ﬂ‘?’r?ﬁ?"i o ?mqﬁmmm identifiorfrdm the
. detsgdoit BleRG: £y first address jnfornmation
~and second gﬁ%@@é@%eﬁ? 64?Hgﬁeﬁ§wr%iséfﬁo_wm seeend
g s aRaRe coiithR A BRAGHSLR] Wity (BB sefond addross
- 20 information and the second electronic equipment identifier in the first address

| change confirmation information, apd a second adfl_'ress chénge confirmation
. Vlfnformaﬁon sending ,section-‘forl sending the second 'addré'ss chﬁnge conﬁrmation .
Mormaﬁon to the server devide;_ and the SQrver device includes an electronic
| équipmept address information storage sécﬁon storing one or more pieces of
25 - electronic equipment address information containing third z;.ddress information
. and a third electronic equipment identifier, a second addréss chaﬁge |

. confirmation information receiving séction for receiving the second address



~ with each other or/and whether or not a first
. electronic equipnent identifier 5 and a second
" el ectroni c equi pnent identifier, which are contai ned
in the second address change confirmtion
information, agree with each othér, and an electronic
equi pnent address i nformation updating section for
" rewiting third address information or/and a third
el ect F‘lbﬁﬂgge %ﬁi‘&ﬂ%ﬁtmﬁm&dnt & deteinigd i@ SeBiiClor determining
equi p%ggh addre@% information containing third address ™ _
~ i'nf or nat | Sh aBT'eBFiAfdIGs mfomative frid stombsttdess information, which
i nf or pRthNR i | ned i he second address change
“confirmation :a%girl%%ﬁc?”cﬁ?dggﬁ‘b“ shangerqenfirmatiomimifemation, agree
equi prERbadliGRE & ing  wth the first, .
el&e:ct roni c equi prreaﬁ{d vﬁ%(%‘%’?iof gg‘fa cregiciequipment identifier
s o‘mdmmle&fm&%u&%g' : i~on i.nformation to -
second address ‘i nformation %E@#ﬁ vuehaRs coptaiRadip the second
- equi gdaress chiepichifiimaton AR D A dress
change 15 confirmation informati on e‘ﬁlﬁ%ﬁ%&.‘)@g&naﬂ an
- det eF1ififERF shvipEED] adiremtinbrinngon tpdti g*k%cﬁéﬂ'fo?&ew?tjno%thjrd
addrg(?dsrgl nfarmati on and the second address | nformati
do. not &gt STRERn ok thitdeledrotibaguiphent ideffificr of electronic
el ecé({ SnEQiaLDIENL | dentifier and the second
el ect %ﬂl,c eq quqﬂmmﬁdhndtadd@semfbﬂnia&io&&@being
18 hewith 26 BRE ERaRESERLETLON OF THE DRAWNGS FIG 1 is
a concept ual gﬁagram SHERPM erdAlner i thesccend addvessahings
sy steonfie R rtin G nia® ' exenpl ary enbodi pent . S
"FIG 2is a bl ockadio%gjrlﬁarhn&@%%\?mié OBl ipmAm idemger agreeing

r ooalsthedfirsy et etionidsytaH . fikst..e | ar
gnbggzimrrent. %5 FIG 3 isﬁ% ??%megﬁgn@qqmﬁﬁ%@%@m
ope Faangsreonfirrektiat infivina tich] b SEBR Lengdo the
fi rgltg exenpl ary enbodi ment. FIG 2‘1‘?%% P 3#8’11188300“‘1
i | 1 ESFrerie eqwipBisat dentifierabntatindd i WhERbAR address change

187 0ge S| n& devj ce according to the first exen‘pfary
“enbodiREATOR Frf]@z'm@lqnswbeﬁﬂhe\dem&t@oﬂ $elctioh BétefinfHes that the
. ope&&#&g&}eof. server device according to the first

exenpl ary 5%5'3 BFHATR angt tiee segondaddresminfipinsiondioa@E affee with

- ShQULRGIRAY of %Qrtﬂ@h}sgglegr 0cessi ng

tronic equipment idepﬁﬁer and the second

o ele¢mﬁc equ;'pm‘ent identifier do not agree with each other.

X

20  BRIEF DESCRIPTION OF THE DRAWINGS
- HG. 1 ;s a conceptual diagram showing an information processing
system according to a first exemplary embodimeni::. .
| FIG 2 is a block diagram showing the information ﬁrocessing system h
- ~according to the first exemplary embodiment. ) |
25 ~ FIG.3 isa flowchart to illustrate an operation of
o aqéording to the first exemplary embodiment.

electronic equipment

.' FIG. 4 is‘a_ﬂd"v'vchart to illustrate an operétioﬁ of aﬁ_iﬁformation '




5 systemaccording to the first exenplary enbodi nent.
- 'FIG 7 is a conceptual diagram show ng the information.

_processing systemaccording to the first exenplary

embodi nent. FIG 8 is a concept ugl’ di agram showi ng the
~information processing systemaccording to the first

exenpl ary enbodiment. 10 FIG 9 is a view show ng an

el ectronl c.e pnent managenent- table according to
the fP S&ggléﬁlcﬁﬁ‘;m whegt the first eRbfEpldly efabadiede K

di agram sh%\ﬂ}ng an [ nL@qrratl on processing system .
‘according toa ¥ dalustxate ab onémtion of £Bveridevics

a fl Wlﬂgi&)%&lﬁl&gﬁ at e a%@%g%gu on of electronic

equi.prent accor Bhd exenpl ary

enbodi ment FIG!63s alednde hfi‘allﬂ %¥%l:l @t to | Il Estrat e an

operation of an infor rmtl on on processing.

aécorsmrsuegaawmﬁhgteen@mt%%mw gggﬁ'?lglgrent FIG 13

is-a flomhart to illustrate an opera Foh of a server

~device acBlidiing comeptnal diagems sRyGRR LA &%‘Bﬂh%@ws@

20 FIG,. 14 is a conceptual di agram shovm ng an

i nf oP¥ERGsesiisg &3 tierfyst expuiplyaedadithag. t 0 the second
exenpl. aryrﬁ gdl ment. FIG 15 is a block diagram

ShOWI ng a 831 slyways thermfoametiodhRgedsig

t, FIG 16 fl har t
to [ I I ust r%%%%%:%eﬁgme@ép@nzea ceO\MZ:Sar
Ioccordi ngH@, Qﬁ%ﬁ%ﬁﬁoﬁﬁﬁg%eﬂeﬁl’rge“md‘ ment. FIG 17

is a conceptual diagram's Ric SqRIpment management table
pr oceenilitg to ShSHERPE dlxﬂ)otd%nE third exenpl ary
enbodinent.. s FIG 18 s a Vi ew oiIIustrate

sendi ng aFEG, 16de b blook) dRErarh kREWR o.the -
third exenpl ary embodi ment. DETAI L%n%&%%h% s&gsys_tem»
PRE#ERRE%M@@IO&EW@;HWM@E{E exenpl ar y ]
errbodl rrenh% of .an_informati on processing

11s a flowchart to illustrate an operation of electronic equlpment
1_5 accordmg to the second exemplary embodiment.
FIG. 12isa flowchart to illuetrate an operation of an information -
- Processing device according to the second exemplary embodiment.
FIG. 18 is a flowchart to xllustrate an operation of a server device
accordmg to the second exemplary embodlment
: 2_0 . FIG. 14isa conceptual dlagram showmg an information processing
system according to the second exemplary embodiment.
| FIG.15isa block dlagram showmg an mformatlon processmg system
acoordmg toa thlrd exemplary embodiment.

| | - FIG. 16isa ﬂowchart to 1Ilustrate an 0perat10n ofa server device
- 25 accordmg to the th.u'd exemplary embodlment

- - FIG. 17isa conceptual dlagram showmg an mformatlon prooessﬁg
' | system aooordmg to the thll‘d exemplary embodunent




system including a receiving device and an information

“processing device, etc. are described with reference

to drawi ngs. Note here that in the exenplary

enbodi nents, since elenments provjded with the sane
reference nunerals carry out sifmlar operations, the
descriptions therefore may be omtted in some 10

cases. (FI RST EXEMPLARY EMBODIMENT) FIG 1 is a

concept ual Fdﬁab& ’ém G i illgstaatei sﬁﬁdhh@%hﬂ@@ceﬂhﬁgsﬁﬁfoﬁl&amn
system agcor |ﬂg o the flrst exenpl ary enbodr nment

The inrarHEgPS larg empodismaritnci udes el ectronic
equi prent 11, |nfornat|on processi ng 15 device 12, the
Internet 13 and server device 14. For exanpl e,

el eCtDRTUG | obal 1 P
address ar?gm?s prowI‘c@d%ﬁn]{f’llﬁ}&g‘ﬁl’a'”g‘?"*cpaE B'SF r om

i Bf or mat | CHeRERERS S
_connected to the Intxg;ﬂng?y%’%&%éegg%%aﬁg ’Pﬁ’a?laaospsmﬁsmg

| P agthtes indlediag a rexdving Gevide i f QL IR
Address_information is an address 20 Oh g(ﬁﬁ ﬁ"}me ete.

Wit hawﬂeesﬂm veith eeferehcae\drawingan msﬂeaneeéltha@%( tefexemplary

etc, ected . to the Internet) comuni cates
el ec‘f]r“}:l e’éﬁu?ﬁ%ﬂ?maﬂd Prevydedevidhyhe el fAsfgr@fice numerals carry

(i nf Q) ot her n | obal |I'P address as |ong
- as tcﬁéy can Jp?’é%ﬂ“fé%é&"f?“ﬁ pishherefare Rony bx amplted in s8me

‘tel ephon

'refaﬁﬂ%ﬁ%ﬁedv%tﬁ lgc\éifé o(ﬂh_ea set-top box, and others.

MW cagggwhere a plurality of LANs (Local area
networks) using private |IP are connected by a router

havi NFIRSTA mm%()?ﬁﬁfﬁﬁ@) transl ator) functi on,
an address of the LAN a € Side that a server

t he rout &f1G.4 ik acgh®ftdad Ef‘aﬁgﬂ&@ﬁ% hel IPWWE

denot ed her ei n. Furt her nore

may SYstem akeomding ta thofilst mﬁﬁyq;mmgng fil"l‘x?, 3‘?135‘% 6 nd .

a port nunber. In the present invention,

i nf BioRessIgIFystont trethidas deetsinic sfwdpit o mﬁmaﬁ%ﬁe Processing

dd ess Jinformation are respectively one of
do‘?é’%‘? mn?h?rmmehli'»mdwm 1dl ectronic

eqU| prreng corrput er, a m cr owave oven, a
?ctmalcseqnans@nh lleamaattiave a global IP address

ss from information processing device 12 so

as to be connected to the Internet 13. Note here that a global IP address is an
example of the address information. Address information is an address.

20- - (information) with which an external device (an external device, etc connedted
to the Internet) communicates with an electromc eqmpment and may be any
addresses anormatmn) other than a global IP address as long as they can

 realize such a function. For example, in a case whereé a plurality of LANs
" (Local area networks) using pnvate IP are connected by a router havmg a NA’I‘

25

(Network address translator) function, an address of the LAN at the side that a -
server of the router 1s located i is the address information denoted herem

_ Furthermore, the address mformatmn may be taken as a combination of an IP



I nf ormati on processing device 12 herein has a function
of connecting electronic equipnent 11 and the
Internet 13 with each other. Specifically, it has a
path control function, a network address translation
(NAT) function, and the like. I'nformati on processing

~device 12 is, for exanple, equipnent called a 10
router. Information. processing device 12 holds a

- gl obAddres gudia pet nuiitbet. ila thepresayt inbdiiohBidt Adress
procsﬁéin .device_12 has a function of connecting

el ectP8HRatone srsradhddressinfonmiation and thiyd addvebsy i@ naBion are
addrga%kgp he Iyger t. The server device 14 is
connected o THE infgrmpfdon: o Forthesmoray Electvedit on

fro ic_equipnent, 11 via information
pr ogggil?%gﬁggvlﬁ%’g%b 801&%“@5 AJRICTQYv 4P GEes & telpphewst, a printer, a

- Next fackinf@e rdadhired [.a .show ng.an i nformation
proc essi nge sd)l}glteé%%ﬂgggag‘%rh% E‘%%@lflﬁ% afslegg‘lpn]é‘% FI"B‘is gihgrs.

- enbodi nentnfolth@tdn 906G \ -1 NC es. fifst .
addr ess i nf gr mation st %irﬁgggﬁg%(@:% P%%mlii%l%ﬂg‘lcﬁg?émnmmg

el ectlpdrinic equipmenttih ond denhitbinet 15 Wwithageh SARL] %r})elik%y it
fi riﬁ address change confirmation 20 informtio ’
f or mAYg Radk pobrel frgBonrindtimosk adididésatmnSAWRORNAT) function, and
conf L%rﬁ*?ti ﬁn i nfoormati on sendi ng section 1104.

| nf SPREES-orPfSFBate Progesging; dewice 12iis; finedemples equipehent called a

180dL658, | Lion storage section 1201, second

“el ectr oni gf‘@%?%wsrﬁ%%emé? hglds o glebal ER pidnesy 2 That is to
i r ghy, a8 %]'11@&2 f.ir ion.information o
recel vi ng section %jﬂé,gg‘él%ec%sa"dﬁﬁn&@%n geting electronic
conéquipmehOIY thtf &GN Q0 r23:d @ i 0. Seqti pn 1204 and
second address changeyggjﬁﬁn]gﬁggﬁ&isz?g%ﬁ}%ﬁwg

sendi ng S@etewdr dXe& 1438 %’ﬁ{ecﬁéiﬁn b & Brfteiddt |1't§ 963 é'eéceives

el ectroni.c equi pment address ormatron Stora

s ecinfmation fronseledruhicetfipasn 1A SR 6 Lo .
Pibn ﬂl(?nﬂlﬁltdcgggat | o‘r]f% device 12

g’ nformati on receiving section 1402, deter
155 e (Y0i 35140 prrgessahereef ect roni ¢ equi prent  addr ess

informatkon ﬁfdat_in section 1404. First address
i nf or mat 6% EE4iga ek disgram dbwinpue nfbimationpldeRsng

_ i nf tion.shqgw ng. an address with which server
- e\%?%:tg&la fg)g L F]?ﬁ Byshaxemaplarysembodivent. ndtlechnonic equipment 11
' r ' Lce.12. The first address_information ‘
| ips WSS @st%%mecsg lé%rmatmn storage section 1101, first electronic
equipment identifier storage section 1102, first address change confirmation
90 informatiop forming section 1103 and first address change confirmation

inf@matidﬁ sending section 1104. Information processing device 12 includes
second address information storage séction 1201, second electronic equipment
identifier storage section 1202, first address change confirmation information
'~ - receiving section 1203, sepohd address change confirmation information
25 - forming section 1204 and s‘ecoﬁd address change conﬁrmaﬁon information
' | sending section 120_5. Server device 14 includes electronic equipment aﬁdress

;- information storage sectiog 1401, second address change confirmation



exanpl e;” a global IP address at the side of WAN of

i nformati on processing device 12 (router, etc). The

first address information is notified, for exanple,
fromserver device 14 to el ectrogi c equi pment 11 and
thereby stored in first address information storage
section 1101. First address information storage 10.
secti.on 1101 can be realized by a nonvol atile

r ecor' ST HY2HERREFRIVENE sgctionl HOR) detereimatidh 86:40R 0B AndNOL Eronic
here that the .gl obal |P address may be a 32-bit IP
addrggs%élfe Qﬁ‘}greﬁ emstion gpdatingsectionddeh 4) or may

be a 128- bj tess of I Pv6e (Internet protocol
versi on 6)1.? |Arﬁg?& glmgﬁrln?ag’r?ﬁl@t%rﬁg? peRtion LlQkstoresifiest address
stormrﬁgﬁ(;ﬂ%“gﬂé) S fhigt 15 electronic. .
equi pnent i dentif i e%%i%gﬁg%W%m%ﬁem f4 s6ide pnformation
I &f ofoatfiromtionReRsShedbviieibce i.nformation to

el ectronilc equi pnent él]% The fﬁéﬁ%@ﬁ??ﬁﬂ{”&nﬁmnmﬁr
equi prample) dglobal TP eddiess atiths sERYTWAN ofinfida [
Thenéi st | ectroni c equi pnent ident io?llngr [ gﬂ%gﬁ%ﬁse

fro e‘?‘&rli’e(;w etc)i riFherfirat addresqintaaniion i SRiiea ol Scample
to qulgtronig e%[l:l&i ment 11, and thereby stored in ’
first 20%BrLae &legtrprie s wiptemt i1 iand tidreliye@6red in first

equi pnent identifier

secty i.rst el ectr.onic
st ordggges%ilgﬁ%%%“%ﬁ%’agw%eﬂ ALQL-i Adestinddresninforolationlstorage

10ecebdti | A Mol atil e recordi medi um Fir st
‘addr es sd%gll%g% Slé‘y g%%alh%r(rl\é% %ﬂoqvma&ﬁﬁﬁ?‘?%ﬁ%‘glg Biediuggor a volatile
- sectréondihgQdediah! a | st ness,. nformation ..

fromfirst address infornati on

110addxeb af Iy 4 (Ineerhbf 15bo8d SR kG LF oS0 ﬁ%}%ﬁ&g—gggiaﬁ@;ﬁ of

. identifjer fromfirst electronic. equi

st ot rtetnétemotedd 2eraiod 6).or s first address change
confirmation information containing the first address

i nf or mat iFdFet glegtronic eqépbrisidentifier §t0figs s¥iohATBN btores a first

i.fier. First address change confirmation

i de .aaal
18 AR RPRG SRR AR Igeniifr Hurt 8 ibrun atiob itk swiadt piormation

A processing

- regl. MPU, _ a mory, _.and the |ike.
pr m&éj’é‘%ﬁ% 1% Ff*ﬁ f’%f?fx%ﬁtmﬂewlwmn@@qui}mmmnm Thdfirst
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ey ool Al b PR oo Rcmpls, Arportammbor Ui e
r ealek&oslic Q&ﬁﬁ)ﬁén‘ﬁ@deﬁtiﬁm mbi8ed %tfotmvl%reexialsnple, information
p_rocessin'g device 12 to electronic equipment 11, and thereby stored in first
- electronic eqilibment identifier storage section 1102. First electronic
lequipment identifier storage section 1102 can bé realized by a nonvolatile
recording medium or a volatile recording medium, |
- First address chénge confirmation information forming section 1103
* obtains the first address information ﬁ'qm first address infomlaﬁon stérage
‘'section 1101, obtains the first electronic equipment idenﬁﬁer from ﬁrst
electrox_:nig.equipnient identifier stordge section 1102 land forms-ﬁrst address

change chﬁrmation ;'J;formation containing the first address informaﬁoh and




recorded in a recordi ng nmedi um such as a hard di sk
However, it naybe realized by hardware (|l eased |ine).
First address change confirmation i nformation sending
section 1104 sends the first address change
confirmation information to infd?mation 10 processing
device 12. First address change confirmation

i nformati on sending section 1104 can be realized by a

- Wi re the fivitehlassic QEFHRLE RlchQRe RISt adSESOH aedd(rﬁa.?%igﬁon

i nformati on storage section 1201 stores second>a

i nf oripfernativrsominggeativradBess bubh 1M Hestbed 5 WEPU, a memory,

device 14 sends information to information proce$sing
devi @@dbe likg. drprecessing piveedwerdn srhadohi @6 8ddksss change

i nfor ion is information show ng an address wt

whi Cﬁo%?élpn rpabiopdormingseetion 108 formts tha fivet address change
imfo ' tqgcessing device 12. Note here that the
above- me ni%ﬁgﬁé%‘o@f‘%ﬁ“%ﬁ&a srealized hywoftearerand ble software is
I NValkdeSrde§ N Hﬁ;gé“ -for .conmmuni.catiop because it

i s changed). Secon glgglrué%gu ?s%fli 's%&“’ﬁﬁ%‘? it may be
sect realizeiAyharanaleida6ad ig®d by a nonvolatile

recording mediumor a volatile 20 recording medium

Second el Eust addressedoh @ enbirndGoy o] f&gﬁ '

1202 stores a second el ectronic equl par?g%t%l eﬁ??ﬂoéﬁgw

t hatSepds thafigstrddres chatge cohfinhatiddiheiiRidR To BIEHSESSELNT
nds i nformation to el ectroni c equi pnent

_ iﬁevi ce 12 sg [
- TT1. PIOHEIueesne 12 eFisbaddresapliappeainfirabation frifefmaition sending

for anpl a current port 25 nunber of the
el ef ? POl ﬁﬁ&s‘éﬁ%ﬂ by wixe o Frixeless sommwaication means.

above- nend] first electronic equi pnent identifier

may be | ﬁa"{iﬁu Hdg‘{dé%\%s&&r"“&é‘ Eéﬁ’r%rseg‘e‘m#%i%@w gerond address
bec ams@ndtdonl gﬁ%n‘,gp cond.electronj c, equi pnent .
onl%o stor agg%drgse%%?g whichssryer depige (4 gendsaglopyation

identifier

a ntivwfiradatibs F A i U | ati|
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address. change_ c_opfi rma_ti on | nf_orrra o (

c hategds indoromrtionrtonitfonnatior ProoBHsindevRE 8V 1 NoteIRTE HRR the

1203 can be realized by a wire or
above-mentioned first address information may be invalid (cannot be used for
communication because it is changed). Second address information storage
section 1201 can be realized by a nonvolatile recording medium or a volatile
recording medium. |

Second electronic equipment identifier storage seétion 1202 stores &

- second electronic equipment identifier that is information with which

_.25"

ipformation prpeesging device 12 sends iliformation to electronic equipment 11.
The Seoqnd electronic equipment identiﬁér is, for example, a current port
number of the electronic equipme_x_ﬁ: 11. Note here that the above-mentioned =
first electronic equipment idgntiﬁér may be invalid (cannot be used for

@mpﬁcaﬁon'bepause iﬁ is changed). Second electronic equipment identifier



wi rel ess communi cati on nmeans. Second address change
confirmation information form ng section 1204 obtains
the second address information from second address
informati on storage section 1201, obtains the second
el ectroni c equi pnent identifier 1rom 10 second

el ectronic equi pnent identifier storage section 1202,
and forns second address change confirnmation

i nf or getal t sggond address infornation
and the lsg‘gghgﬁgng% %a?%)rﬁtg%é ﬁ% FEHR VP AR eeording medipm or a
firstvaiik fssrdifghaddignconfi rmation information. A data
structure of the second address change confirmtion

i nf or mat i oRirsteaddeass PhdrigeGh M tidn i t he
15 server device 14 needs to know aoglgtqgmg? ‘é'?& Secg?nlzo‘?'
t he Jesitafirtaddemss clrang eonfoanition ohatiom IHERLIAR s change

Second ,address change confirmation information
g Gﬂ’tﬁ?&‘i‘f’ SHormedipnoreneivag sectivn {208 ean be echlibyd MY wiRk or
meno nd the like. A processing procedure in which

second Ko “@ﬁ%‘ﬁbm@?ﬁﬁ-lrnatlon i nformation form ng

t 1 d h
cont i rrai i3 est S RB AR e ey aﬁggﬁqrmg syotion 1204
sof t sisias th Wdedias &R %4‘;3?@@“5%% orded [ ecor di_ng

‘medi um such as a har vErse cq 55 ormatxon

r eal sterage degtion 220HVSHRixd tﬁ@%@&mh'eﬂa@@r ng S d a ds ef%gr from

change confirmation information sen

10 n s oo elestronin dqaipheitons sdenbifBe Stofpa bRl 1 Q
inforyyati ogn to server device 14. fe%gS Secon a%ndiformssecond

cha shameepqrifomationonfvamation be weit th6€64do8R addRRs
canuk%)te realq:@,{g by a wire or wireless comuni cation
nean & sexqad slestronisedripsent iddintifienin the first address
stoE %I on. ﬁéﬁ%’ stqores 11 one or nore pieces of

el ec HQBHP%SSAW@MFLFI@M therdeadnd ardiress
-thlélgm g(g{%ﬁé ona a third electronic

_equi pnent enpﬂg %’H particularlyineed.a dHoweeer, the

18 nf 1 | db
oy dofite 8 A %gﬁﬁ‘% i 5P ptie seond ddensh ghames
e diontfirm&ticpeia@Rthatidtl! €Ssofild Qﬁ&%ﬁ%@ﬁd [ manﬁrmatmn information

i nformation receiving section
- {orming section 1204 can be usually realized by MPU, a memory, and the like.

A processing procedure in w]:uch second address change confirmation
. ~ information forming section 1204 forms the second address change confirmation
20 information is usnally realized by software, and the software is recorded in a
| recording medium such as a hard disk. ‘However, it may' be realized by
hardware (leased line). _
Second address change conﬁrmatlon mformation sending sectlon 1205

sends the second address change confirmation mformatmn to server device 14.

- 256 Second address change oonﬁrmatlon mformatlon sending section 1205 can be

realized by a wire or wireless oommmucatmn means.

Electronic equip_ment address information storage section 1401 stores



recei ves second address change confirmation

i nformati on. Second address change confirmation

i nformati on receiving section 1402 can be realized by
a Wwre or wireless comuni cation neans. Determ nation
section 1403 deterni nes whet her ¥r not the first

.address 10 informati on and the second address.
information, which are contained in the second

 addr ¥ ks piccemfielontabio SqUiROIBAA, irdfH:Ebio oblLaining third

‘each o or/and whet her or not the

el ect’?’ FS@ Wﬁmﬂnd aldvind dlectrondtielydipyd e SEaONkor, El ctronic
el ecter%'gbl %ﬁ%@%ﬁem identifier, which are contain gl
in thé & Wdymaging strsageoreliomd400an be realized by a

- i.nfor [ wi t.h each other. Determ nation 15
. sect |d(§%% %rg%n‘%ﬁgnﬁgﬂﬁ? % W%'ﬁmez’@ﬁoﬂﬁsﬂﬂ\meﬂmm menory,

abd the |igg, ocedure, in which
det er mi nat i onnﬁg%(tﬁlg%ﬁ:ﬁﬁ%&ﬁﬁ'@gt 1o lormpadion neesiving meation 1402

. det ereveivat s&bnd ﬁddi'éé@hbﬂ gd &)ﬁh} gﬁorg) Yzﬁémc %ﬁ[\n@n; 5@@%&3 atgglﬁass

software is recorded in a recor |ng

- har dehfingr ccnﬁm%nmﬂ)im dvvar e
| atibiyreBvingak Cz{?}é ﬁﬁ%abzedb

(I eased line 20 When determ nat| on se

det e‘?’H*’HE?"ie conprouhicatidn mdaisess i nformation and the

second ad ss.information do not agree with each
ot her or ﬁl'f@nfSP(Ft@lﬂ 1108 cleterniineseohiéth8ESH not the first address

1igde S el ectroni c equi pnent
i de m%iu%ff‘h‘g{m’? and,the Sﬁ@”@é‘%ﬁﬁﬁ dfgematsemh evhicleheabntiiad in the

eqwsmqt [ i Qn updati ng section 1404
rewrites thi r%i ggee “ﬁ’?’ﬂp F’é‘ﬁh@?’/%ﬁﬁ* withsa¢thother, orfand
el emﬁemrgrggﬂlﬁrﬁgg | filer .the ectroni c

equi pnent addr ess 81% or rreﬁelqou%PrE%'fﬁ Q?I}F?i%‘g‘aﬂ%t %Isemnd

‘ad debs&omb@hﬁmbhﬁaeﬁﬁﬁ&ehﬁﬁh%é Eoﬁqtgl%&g' A e Ay O Bess

i nformati on contained in the secon

conthanga confirntioniinforhaidx, ABraalFit | ectroniC.
i dentifier agreeing w t%et'ﬂi&ﬂme rmingtion

qui prrent
5Z| e¥etiom L 40%eamibervenally rbatived byeMIEP R AbMAGH, LA RS

second address change confirmation information

s e dOAP S8 PEAgdRgtin mhich detemmihation SEERAN 408 hBkbs 'El!ilal c

eq ier, contained in the second address
onabBiERaliied drig
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ToHRatior isusnallprealizbdby sefisre, and the
eq Wb RRER is 3L ENSn Ia%c?orr(?gtgllgg llix%dsziltcilr;g a hard disk. However, it
may be realized by hardware (leased line).

When determination section 1408 determines that the first address
information and the second address information do not agree with each other or
that the ﬁrst electronic eqmpment ldentlﬁer and the second electronic

g equipment 1dent1ﬁer do not agree with each other, electronic equipment address
information updatmg sectmn 1404 rewrites third address information or/and a

~ third electromc eqlupment 1dentl.ﬁer of the electronic equipment address

_ mformatmn contammg third address mformatlon agreeing W1th the first

address mformatlon contained in the second address change conﬁrmatlon




section 1404 can be usually realized by MPU, a nenory,
and the like. A processing procedure in which

el ectroni ¢ equi pnent address information wupdating
section 1404 updates as nenti oned above can be usually
realized by software, and the geftware is recorded in
a recording nmediumsuch as a hard 10 di sk. However, it
may be realized by hardware (Il eased |ine).

Her ei paf t of the information |
proceSS| ng sys ) Q&gﬁ jﬁ&%WF B%‘b‘PmPPF Kepyfierneregins withshe fixst

f el thd b d
| ?efgrgﬁfze to&t flfeo ttlﬁ% m% lﬁgfs’@OV’\lﬁé I;]’(iﬁséﬁllange
. 5301)coEﬁnﬁau@dﬂfo@ﬁlansﬂm%oﬁpﬁdrémmgﬁ?hgé 8%?”3{%351%

formng 15 section 1103 determ nes

i nst relettionir euipamnt identifior RAHRSEn (HEARIRA WATress chanee
recei ved. For exanple, electronic equipment 117 1Ssu &

“a m%ﬁmeﬁﬂqnanfomaumnf iBlentromiclgliiRfentGAARAS information updating

aut omat i and regularly. Wien the instruction to

confi P‘fﬂ& 48%8%5%%@@4@@5@&@@@, ahéfhedies A

truction to confirm an

. ';gdf I %s?aq?éxgce}i\hgre%w%gl&g@%@m eqiprentaddresssinformation

t f irst add h
cont Pokting setich 0T Wbtk ot Fon e Eaiowt 6 Ba barsdlayealized by
f.or nadfivzb, AAARESTvrdl8 M chl &h{g?t I 0 I%r(leflor ng{ulzhoz{]sahard

based on a user's instruction

Hidrdisk Mamﬁayb@ﬂah%ﬁ ggsggpggn Com

section 1103 obtains first a ess |n orma

first add}bmfmrmumermn ofthe BAfOYIRGRNTI6LdsORe Lhidm is
(Step 5303) First address change confirmation

i nf SeREtIeEn Fisvtls Ay operetion ofeledAmiokjuipmental 1 & d6dcribed with
el ect%onl C. e&w‘ﬁment identifier fromfirst electronic

wihant shown inFHg 3. sect i on 1102. (Step

'8304) Fir ch ge conflrmatlonlnformatlon
f orm ng S(gt‘,ep %gh% hangerconfirmation infamgeion forming

15 OnkddigRt cont ining the first address

i nf or mat |1ggg]odbt%gl nngwklﬁ t &b %?GJQBéﬁ'HC‘i‘%tquo an address

el eghan@p was e @fidiP r obtajned in.step

5303. Usual |y, fPrg?&Ifa%ﬂlg)T %ﬁ%ﬂ equipment 11 issues an
instruction to confirm an address change automatically and regularly. When
the instruction to confirm an address change is received, the step goes to step

- 8302. When the instruction to confirm an address change is not received, the

20 . step returns to step S301. Furthermore, ﬁrst address change confirmation

'i;lformaﬁon forming section 1103 may form first address change confirmation

information based on a user’s instruction.

(Step S302) First address change confirmation information forming

- section 1103 obtams first address information from first address information

.25

storage sectlon 1101.

(Step S303) First address éhange confirmation information forming
- section 1103 obtains a first electronic etiilipmént identifier from first electronié “



information processing device

confirmation information form ng section 1103 forns
the first address change confirmation information
that is a packet in which the first address
information and the first el ectronic equi pnent
identifier were witten in payl dd. (Step 5305) First
address change confirmation i nformati on sending 10
section 1104 sends the first address change

conf i@ﬁﬁﬁdﬁﬁi&eﬂﬁﬂéf@%&}a%@sécﬁ[)ﬂq@.nNeSt ep 5304 to

Xxt, an operation

of i nf or meStaQrS3eubPRstd ddgsd NALSR éﬁﬁﬁﬁ%ﬁﬁjﬁf&%ﬁ@gwﬁr&ng

reference to the flowhart shown |

5401 peqtiop 310 futme Sisstaiddrege cleniph ico il 05 n ik S aB LA &htaining the

1

recei.ving. 15 section 1203 determ nes whether or not
the friefdesyintamationsltainashinisterp$302mndithé AFtR14cORNIAS

recej . n the first address change confirmation
i ﬁf o?@??%‘%ﬁ n‘f’%&é’ﬁ’%ﬁ%d ni5EepsRHg. gbesallypfisst e dp49Phange

VWh B h . fi ti
it o rrpabbt AR Bt 86 S ig Uobfrme s hest pddseeghange

540 lconfiSh £orbd @ . .change, canfirmati o )

i nformation form RgSﬁ%&sf%% %%%%EU .cggl‘%%ﬁfaéigg"ﬁﬁ ormation
addraaeishe ffstleleetronid ofiipMeEe Sbﬁ:g'rt!' for mation

st orage section 1201§ﬁi?8teepﬁ%%%§) ée%on alpd]dlr a;yr’sioa ’

change co¥témr 3305) Birst addvsssrhbage doafifhAGon LR efding
@bt ains a_second el ectronic equi pnment identitier from

| e&8G149Ri1404 sepdis phefirst adduess Elismize séfiragion eefolaRtideBaned in

25 t 404). Second address change confirmation
“inf %éRangﬁOF%%%n@@@'@mdmmzoms second address

change c%qfirnatior.infor tion by witing the second
iap i i

_address i nroriRerH pEpaiion Roegssimgdevign d2 ihdescribed with
SeCRifske j 4, .equi. identifier obtained in
- step M%%%ﬁgﬁgﬁ#ﬁ?mg@&?‘@g éhange confirmtion

i nf or mat { Lo ddress changg ) ..
confi rrrat(si%glr?] Swlgjrzl’?g#%gtd ?%%Q&garn en‘l’ﬁrﬁi"&"’t OBﬁg@E@E“ﬁPF?‘E’éfmg
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el ectroni ¢ equi prrent@%&%ﬁ%Fﬁ%]ﬁrsggﬁeggse&aﬁﬁﬁwon.
- a_linfookatian (8 eRefvedS) WhES RIARNHIASSs GBARY Sonfirmation

confirmation information sending
- information is received, the step goes to step S402. When the first address

change confirmation information is not received, the step returns to step S401.

(Step S402) Second address change confirmation information forming

20 - section 1204 obtains second address information from second address

25

information storage section 1201.

(Step 5403) Second address change confirmation information forming
sectiqn 1204 obtains a second electronic equipment identifier from electronic

.equipment identifier storage séction 1202,

(Step 8404) Second address change confirmation information forming

: section 1204 forms second address change confirmation information by writing |

~ the second add;ess information obtained in step 5402 and the second electronic




section 1205 sends the second address change
confirmati-on information fornmed in step S404 to _
server device 14. Next, an operation of server device
14 is described with reference to the flowhart shown
in FIG 5. 10 (Step S501) Secondd4address change
confirmation informati on receiving section 1402

det ermi nes whet her or not the second address change

fi i . q] i . i.ved. th
S Ot eh iabilt Th a3 A8 ! il i St chanee
recei sopdrmhhion Hif@MaBRS sty o) drm%ﬂaﬁ%eg?o%ﬁg(n)g@on

address change confirmation i ntormation 1's

~ 1 ecei mnfmimatine faintyy deblist TE04Wrifds@Re seeBdd a&tﬁeﬁﬁﬁ?ﬂmaﬁm and
e fir

5502) Determ nation section 1403 takes out t st

- addr é48 sedond elenaenioeyEpmentidehiificitin @l lRQEEORIrGon of a block.

e%ui prment hnforma ion contained in the second address
cHange confi%matlohfedond address cmnge SorefornsdHA)information sending

Detern%ﬂgpkﬁg sectjon 1403 takes out the second _
‘addr 88€'% iR s addrestdvnee emdematinn énformation formed -

equi wéﬁgﬁigme%%%co?%ai ned in the 20 second

addr ess nge confi n information. (Step 5504)

DL et ey A SRR 5 STl e o o

" with ehAch

the first addreSs iIn n an

i nf oflomélia@tishowiiiaFi@/® contained in the second

address change confirmation information, agree with

¥hch. ot heStepiS5atSendrat dikliresichaske doRBirhbfish ifFbSEitiR b&iving
equi pnent identifier and 25 the second el ectronic

equi §sraeR 11Qdeterhiings whethethoranat thosicand addriess dHagge confirmation
secan address change confirmation infornmation, agree

wi t HEERLERbgR pas reogived + Whon thejsesondaddressmabiange berfirmitien

pro sing is conpleted and when they do not agree 15
i &8’9?? ceryedy thestep gossdo ﬁ"&psﬁ%& 5¥bsn thpsesontbaddress

t hatgsi : Lng .| | ef ed when th
agr oo ol Bfa B AEFRRA 15 ief 3ok o gy sraraipiste 501

1 cct r oni SRR DREriGRHION SR MRS Il b G ke Ry addres

s eCirifornatSonlARlthe Gkt eﬁ%ﬁﬁéﬁé&ﬁ&%ﬂéﬁ{ﬁﬁﬁ)&%% IBleh2d in the

or/and a third electronic

%5

second address change confirmation information.
(Step S503) Determination section 1403 takes out the second address

. K information and the second electronic equipmént information contained in the

. 20  second address change confirmation inforﬁlation.

(Step S504) Determination section 1403 determines whether or not the
ﬁ_rgt address information and the second address information, ﬁﬁch ére
~ contained in thg second address change confirmation information, agfee with
. each other, or/and whether or not the first electronic equipment identifier and
the second electronic equipment identifier, which are contained in the second
address change confirmation information, agree with each other. When they

agree with each other, the processing is completed and when they do not agree



identifier of the electronic equi pnment address

g nformation containing third address information

o i

agreeing with the first address information contai ned

in the second address change confirmation information

and a third electronic equipmedb identifier agreeing

with the second address information to second 10

add_res_s information or/and a second el ectronic

equi prith badhitathiéy fieRtep(8d & BEASHOS_ MR REEING QHLESS
change confirmation infornmation. Hereinafter, a
speciFrPesapesaompletal whirethen b@fedBiitR Badi AE&SH Rh a case, server
systemjn_the first exenplary enbodi nent 1Is

desc4ehee 14 15 taabgndon the woeivedpadietdi agram of the
informatig r | ng system In FIG 6, electronic

equi pnent (%i‘% §5,.°0%?§lectr%c egEpRent addneey mforalation mpdatég section
I gfo LOR::RL gcessing device 12 is, for exanple, a

(St S Bt ARy S g etk fhird slotomid ecovpment

Pr oCRRatifer of $RY| .a.t Internet 13, . .

Furt her ror e, sel?%%ru;%ce%llq@)em%ﬁz aﬁ@l“a%s’ rmation eaniaiping third
equi sdiresds iafbema6ion hatbaL I LiHAR, Q@%{jﬂ@ Lnb@Rh8,Shown ..

in FIG 6. El ectroéf?icec g%i pmg@ a re%smfog)?%ﬁ%ﬁn&?fmdm

manddesewnd tdttess eliange sorfitabion 2RforRASoR BE&F $hi?d electronic
el ectroni c equi pnent address information. Electronic
equiGgRtMent ddrndifier aprkeingwtithothelsecdidaddrets inl8EatidDo second
"t hi rﬁE%ddress dnformation” and "third electronic

# inforangtion arfand a'speyndelectronicientphemsiridertifier contained

i deft ixffyin he. el ectroni c_equi pnent address
~inf é%#r]ﬁ%%egﬁf&%ﬁrﬁﬁc fgesonfirmatiomnfonmations managenent

f tabl e dhiel, addr ess i nf Lon" herein 25
Genot os. Aot BbERRSURGRF eeth i vl o dniygmaonproseming ayser in
inf ey ' ' ige 12 (r r.). First of,
| el ORI 81 sh B Fik ot s
| nf efttiisbiforimddon PoaERE kAdoity S HEMENE WAL ALILIRIL 0% 5o for

sent from el ectroni c equl pnent

155 h oemamipde, fal f&rsohal fagdi@ér. ( Iﬁfoﬁﬂgﬁ&?ﬁﬁﬁgsﬁ% t?evi&:@ 12 is, for
I ricl udes” a

generally called a packet. The packet

s erefapple, ppontidr eSesveridevied 14 i @nnevlall @ irifSrmation processing
appropriately referred to as "SA"), a destination IP

ad 8F¥ee 12 mi iedntervet, 13wh FetthBrierea patvepddvidealdholds an
refiar- ed. to as DA"), a port of a device specified by

t h&'CSERNEequpment address information management table shown in FIG. 6,

El_ectronic equipment address information management table stores one or

20 = more pieces of electronic equipment; add.reés information. Electronic

equipment address information herein includes “ID,” “third address
information” and “third electronic equipm_enf: identifier” “ID” isr an jdentifier
for identifying the electronic equipment address information, which are data
| ﬁeéessary for management of table. “Third address informatioﬁ” herein
denotes a global IP address ét the side 'qf WAN of information processing device
12 (router). |

First of all, FIG. Tisa (_:oﬁceptual diagram showing the information




| P address (hereinafter, which is appropriately
referred to as "SP"), a port of a device specified by
the destination |IP address (hereinafter, which is
appropriately referred to as "DR},) and data
(hereinafter, which is appropriately referred to as
"Data"). Note here that the data are a main body
portion of. the 10 information (payload) to be sent.

- Furt Her 6788 *¥¢gR sheyingpafonmation st fiosi cleaitbii@Sfuipment 11.

infor | d "OSP'. is first electronic equipnent

i de nt%%ﬁ’?ﬁ%m’% ﬁ&sﬁﬂ'fpﬁ\ﬁkyﬂé) D dipacke02Nes pemerally called 2
That pgaskdtO PEYpacl atored in electronic equi pnent

11 originally %agj’%‘g@?dv‘ha?%aﬁe‘ﬁﬂ%%ga dvessdhe whioly is

t he iapbapratdlrof S .ce,. r, en the
gl obal 1P ad d}?esgﬁﬁ(gﬁ?%bflgﬁghgﬁ%%aﬂ?m&g‘@ﬁs mmmﬁﬁeﬂ which

* pPoc ésasipnepriteely eefeisd 6026 USAF), Dof e{]&ﬁ%ﬁcg%tglé@g?tg by ae sender’s

agree _with each other. To confirmsuc

E pr-oc B afdrgssdbersirgifter vick Beappbdp®lately PERhEY }’OC%?D‘,‘SI?”)S aportofa

'errbogi ment i.s carried out. Note here that
ol d PO R bypithe desténstionrliPadd st (Raihafdy wamd, ahen

it .changed, it agrees with "SP." According to
FI Gép’??&tt‘?i"‘g‘gf F%Efre%‘a??e Sﬁﬂ@) datat(baximstior,achithis appropriately
el eGhfoPRil i pent, 11 7s "219.126.194. 60" and
the first Q%F‘%??aﬁ%ﬁt c@%&eﬁﬁﬁﬂt theidataiare amais hody goition of the

181 edifoniiGort@y s L. Electropjc equipnentll
~ wites the @?F%rlg?@gggéé%%t'i ﬁ‘lpjétlhﬁ'ﬁ'[‘qrﬁn Qlfilg%dg%ﬁt}%’t

and atéhess infarinatiof Gl COBP” RO t .identifier "1° in_
payl oad as OSA and CR regsﬁ)%yg?gge WHC eauupeRtidentifier.  “0SA
equPRHENSP” mdy booldinfohaafibs St RN . )
conééqrigati on information of qul\]%gg{ﬁ%%, Bg%d%%e%é‘hﬂlgcmmc

t he®qYprgent dristuallyteanes veioh b iolobBE IFOMdr ' :

i nf ormat. oge processi ng devi ceg 12. " SA"é%?{eﬁté&gg%ﬂ%&mamm
(1)PROEPETR dewpe.| Hernten sehensthb global TPGddesE HADDY fhe

15eq%ﬂ)%%§011 and. DA" is a global |IP address of” server

devi cé T REpcesEmerdevishiie changed ettt infarntutossdondt!agbal with

I Peagid®as 9 cs8kver device 14 in advance for
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conmmuni cating W tie S FasgaRrPeassing aciondiog e thefirst exemplary
Pr eads S ;gg#?% stpres t second address

‘i nformat i oﬁ gd @6. }l\@ﬁe %@quﬁ%asi%’é' 1s 2% glddport number of

el elettrarit 6qEateR ' ifier "1 " The 5 secqond

addr ess i%oﬁat%@g%&‘f&S h chsneef.dit aeraes vath “B3

‘, addr ess Astortihe; t5iRI€, 7, the first address information stored in electronic
20  equipment 11 is “219,126.194.60"

and the first electronic equipment identifier

stored in electronic equipment 11 js “1.” Electronic equipment-ll. writes the
ﬁst z_iddress information 219.126.194.60” and the first electronic equipment
| identifier “1” in paylbad as OSA and OSP, feépebtively. Electz;onic equipment
11 forms the first address change confirmation information of packet (1), and
sends the first address change confirmation infor'mation to information
Processing device 12, “SA’_’ of the packet (1) is a local IP address assigned to

electronic equipment, 11 and “DA” is a global IP address of sexver device 14.
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19 or fds fommed.i Racketd8) dnsvrcidrige 7@@&&&&{@&&@& chan

of WAN of information processing device 12.

| nfformati on processing device 12 receives the first
address change confirmation information of packet (1),
and rewites "SA" to the second address information
"219.126.194. 60" and "SP" to theg second electronic
equi pnent identifier "1." Thus, packet (2) shown in
FIG 10 7 is formed. Packet (2) shown in FIG 7 is

' SeCOrgi ESfi ' fir Lon. .informatign. Then,
“infor rrgta?(g]?l pr oﬁé}g@seig%élggféﬁ %(g)aaigg addrass of sewver devige 14)in

ser v erdvant®\re8miduni S8 SIS &E.14., L §CEl ves packet
(2) shown in FIG 7, cgmag%y&ék%ce th "OSA" of :

packet (2)InfmohationpricesineSiRvidditehio y et (2). ..
In 15 f)acket (2;, " SA" gxagrsge& W?FS ﬁor%il&sg&gﬁgi%gﬁs(m}ommo
agr ee% WN2A6H1. 68 d the spenidicleztivnic efBRLALO IR tHRF “£F The
%w ce 14 ‘?ﬁg{}dons packet 2 without doing anythi ng.

B xt SCPRT afdrats ipformation 1319261186 600isiacuesic PRRlrebd af e side

sho WBNF G. 8. .. According to FIG 8, the first
ad d\rAGers ST 1% SiforRiation precsseng devied Kt Dofoimatiemioesiig debice 12

IS "pbaS . d the first_ electronic equipnent

i dent i fi"%sftﬁ% s§ta§§;§5£ ; F@%‘E‘#‘B‘?ﬂt@né%ifmrsﬁ@m ofipacket (1), and

" 1. "rewiiteh “SF B dhk QAU | 11, wr the first
addr gss i nfor mat i o%ﬁ%%guﬁe%g%zfmé’?n g{@igﬁé‘%ﬁ? squd “SP” to
el edbe sevbnd clegiy the@Hb e <7 2" b _Ra s OGA
and COSP, respectivel yI.) Theg%ﬁﬁ%re%'trg%ﬂ I’e%%%g@leﬁ%"“ﬁmm-

inf%&mtion of packet (1), and sends the Tast afdfeygmation

chaHyerpaien; r Fhen, drfonsatiod prooessinpnietioe 10 OhdBIdcREE (2) to server

pro&éessi device 12. Next, information processing
deviCe® % stores the second address information

- "2109. 1268%%%%3‘,1?%[‘40' the second el ectroni c equi pnent

i dentifi&r PRAvesaskat Glshosusin FIGH Tedmmves “SA”
" 210ith 265494 Sdtatis & current | P address at the side
of 1\3&% g§Ai ﬁffp%rﬁk%t@oaﬁld;‘?oa@% {%; Fébhi “QSPl »f packet (2). In

51 nfpack&t( L0, vice.d, receives the first,
ad(f\?}l ess (gyﬁ;srﬂ&g%%f%?l ?gna?l‘gnafl f'%ér?ﬁr?‘??ﬁ"éh ‘éﬁgke'@speml)ﬂ

- andheesfbief &SverWvick 94 %B&ig@%g ;i%&f‘% go‘!égi s_informatjon

"219. 126. 194. 63" and ok fomeanything

. equi prrentlesit defitrivation seds from R troRR K &lpnert 13 29 wn in FIG. 8.

-20 stored in electronic equipment 11 is “1.”
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According to FIG, 8, the first address information stored in electronic
equipment 11 is “219.126.194.62" and the first electronic equipment identifier
Then, electronic equipment 11 writes
. the first address information “219.126.194.62" and the first electronic
- equipment ide;_ltiﬁer- “1” in payload as OSA and OSP, respe;:ﬁvelyt Then,
_electronic equipment 11 forms the first address change confirmation
ipformation of packet D, ‘aﬁd sends the first address éhange confirmation
information to information pmceséing device 12, ' |
Next, informatibn Processing device i2 stores the second address

information “219.126.194.63” and the second electronic equipment identiﬁei: “1.7



in FIG 8 is forned. Packet (2) shown in FIG 8 is

second address change confirmation information. Then,

i nformation processing device 12 sends packet (2) to

server device 14. Next, server dl%w ce 14 receives

packet (2) shown in FIG 8, conpar es 10 "SA" with

"OSA" of packet (2), and conpares "SP'" with "OSP" of

pack E%Z%Hin packet (2) shown in FIG 8, "SA" and
uprmationcB189186.194.6This nehinseat IBAINEE at the

deV| Cﬁ% r?g s el ectroni ¢ equi pnent address

i nf ornmat i on FEREIR Promsssang devies 1. ndnfogeation processing

219, third add
“nfortet 017 4t PP gec Bt el enitomatinof pcke

i dent(Lf a6l rewiREPEAL ites " .
agdr ess | n]%eor mat | onhyéﬂe ec;p%.]ii gg %?lti“t? Sﬁilg%%ﬁi‘ and
i Bent'8PT trthe edcohdéledtesiné Shliph «19AmARd B

of packet (2). Thereforeé’q Ptlt;t}ll? gl}té%&ess i o,r%{??téﬂshown

of t MeFIGdbisdorufed! | Packe®() siovihiin FICE G5 QBofid GaleBI B hhge

addre i nforrratl on managenment ‘t abl e becones
" 219¢ gformation: t Khen mﬁtmatmmproeeﬁﬁigl dRB U2 sends

|de2](59 E{ZR of th record of "ID = 2" beconmes "1." 20

e {Psem'é Y& 14-0ni ¢ equi prrent nmanagenent

t abl e of ice 14 as in shown in

FIG 9. As mé%%rvg]h% k}gi‘\fscel‘éf‘édﬁgﬁtgb@ ghewnrip BiGy 8 tcompares
10X e nBlaa ke t he add J ich_ t
server detltfg‘ce se)nEcis I Y or n@t.%’ﬁ’afe& %E’meb&l’wﬁgfp@het . In
pr opesket®) dewnie TG, 4, REACL AELGED §5 89U, mt]& ﬁ%‘ﬁ’g"&ﬁer

identifier of the 25 el ectronic equl pne

t he Therefere, shrvirdevica 4 6haaige AREroNRY b’t’;[%]i‘p ﬁ#&m
el ectroni c equi pnment identifiers wth I gﬁﬂqﬂ oa‘%’S ation

: cpunbawgamgmsﬂab e comtainibg (HSA eAINIoCALILED” Qaa OSPRP i |Qhirg

S w th 1ight Ioad of CPUand 19 |Iight
eesinermatigatand fhird eleconitequipenaa ide@ificl dSpetively,
| cate M the el ectroni c equi pnent normally.
L e xcopriten ﬁldtiﬁfés fermpations rapﬂa‘tlyrcbdbctdomajmpmhﬁ;
gu \gﬂ 1ﬁlﬁae%ciron| cC ment sends first
ress changg g it 5 opf pasket(8). n Gherefore,
des%@gddfe@sﬁ?&ﬁahon’l—bf’%ﬁerecoréof‘ﬁﬁ-preferabl e that

the electronic in the electronic equipment
address mformahon.management table becomes “219.126.194.63” and “third

electronic equipment identifier” of the record of “ID = 2” becomes “1.”

20  Consequently, the electronic equipment management table of server device 14 is

.25 .

' changed as in shown in FIG. 9.
As mentioned above, according to the first exemplary embodiment,
When the address with which the server device sends mformatlon to the
. information processing device or the electronic ¢ eqmpment 1dent:1ﬁer of the
electronic equipment is changed, the server device can change and manage

.addresses or electronic equipment identifiers with light load of CPU and a smali

- amount of mmmunicatimi data. That is to say, with light Ioa'(i of CPU and



equi pnent sends first address change confirmation

information to the. information processing device

regularly. Because it is not preferable that when a
state in which the I P address, etc. at the side of WAN
of the information processing d8vice nmanaged by the
server device continues for a long tinme, a 10 state in
whi ch the el ectroni c equi pnent cannot be accessed from

th bt emub R t | ar|
roans o o ay AR GTUES oo Bl Bontin i osppbmicate with

t r ue theekéteorit SfipASRHY-ALUy.eNDodi ments.  Furt hernore,
even when the above- nentloned addr ess change

conf i rmat | Note berd thatiini the fir{ieaeiaplary ehbSiflent, RS timing af which
exanp] e, every three ninutes, data anount Is 15 i
and ¢& FoRi qquipTherd dends fristaddimsd dhakye édiiﬁi'ﬂﬁﬁ&n information
edI ess té’ say,..a structure of the electronic
5 Hewewrr, ibfis preforside vlert thewlegtronic
| ary enbodi nent is not

”?“.t bR Hledbeb A1 '?%

Lims ent, sends. ess cqrfirmagion gnforppation to the
?'oscig;l(‘dgﬁl.'p ation S&f&%ﬁvgcgg’é%ﬁs | nfﬁggg&%b&%ﬂgﬁ Bérelfgrglbledthat when
i nf oasratelmﬁvaeQP%&ﬁa%s oEL Gt ehePliad HRAN LRGN

el ectronic equi pnent . he sane i's

ex empb@ssing déxdehi iiRidged by Eldé 5108 Wivie cﬁﬁlﬁl&e@ §6Ad 10918%111% a
the el ectroni c equipment, the information procesSing

18ev iséate imwhichéhs elestemicleyiipment bintbs WS BeiES oD dufbide
the fast exenpl ary enbodi ment, may be realized by

sof PHRifes fxt long timef ¢ Resalarhs menshibr empsls aen e
Ser“ﬁ% for exqa?g];:‘g sQ to be distributed by software
dowAB%gs- e@ﬁ@%@ﬁt‘mﬂwlmyd@@qdanmt%d in

: CD- ROM to b
or o0 eerige i Whan SHE Bl monsiones anameerchpe gonfirmation

f I h
ks ary"EElEo%e eﬁtc‘ﬁﬂ%@%@?" RIS ISR fofaramount i
Wl@ﬁhllﬁﬁj&ﬂﬁﬁaﬁk&ﬁbﬂfc %e }iﬁ_onl c equi pment i n

the first exenplary e Was realized is as

fol | ows. Fﬂhhenﬂd&,%e%ﬂleﬁﬂcpé’ﬁ Astrl &'thd ?leg cu%&glgment

step of obtaining first addiess 5 | nforna

n adduess :J:dbrmamﬁm:f thd serbérodeviddindntioted Bl Bfel R0 fomplary
e qui pnen
embodiment is not Kmited to the structure shown in FIG. 6. The electronic

eqmpment address information may include, for example, electronic equipment

20 specific information (MAC address, etc.) for identifying the electronic

25

equipment. The same is true in the other exemplary embodiments.
., Furthermore, the operations of the electronic equipment, the
'A informatien processing device and the server device, which were described in
the first exemplary embodiment, may be realized by software, and the sofiware
may bedispdsed on th_e server, for example, so to be distributed by software
download. .F‘urthermofe, the software may be recordedin a recording medium
such as CD-ROM so as to be provided. Various devices can be realized by




identifier stored in advance; a first address change
confirmation information formng step of form ng
. first address change confirnmation information
-containing the first address |rﬁéﬁ*wat|on and the first
el ectronic equi pnent identifier7 and a first address
change confirmation information sendlng step of 10

sendlw %CU t. .address change confirmation
i nf orma @J‘Fﬁ@fhﬂamhedmotmrome&%ié ﬁl ¥in‘BSd1ments,

(SECCND EXﬁWEHﬁRY EWBODINENT) FIG 10 is a
di agr am show ng & % hat Apsperam wbpbﬂWBr@osmtmuecmmc

- accoredufphdn® it l.ar y enbodi nent. The
i nformation pr%ggﬁce%%pi qnﬁ(‘ﬁlaaae@zeﬂa:isfbﬂm@s The

equi pregramE0lbws bbah Rl ce SI ng.device 102, the
I pternet 13 and ser\%er gg%e%{el% btqipmgifirst address

veaw Ea‘hfﬁmatmilsmmdinmnﬁér rmati on
storaqgep section 1101, fi ra:% e?ﬂdgzroimng (fE‘?Hcﬁlf?éﬁlﬁeqmpment
i denlqenfiBior stoned syadwsmce;iacivst 4@ esd dh&ﬁ%e g%%g S % je.

~confprmati information form ng sect
bl gten. X

‘.addr ess W&WIMMBM@W&%&H ﬁﬁ?ﬂ{aﬁgn
SeCtdoﬁPm%g?ﬂ %ﬁg mation information receiving
.section ‘i‘%ﬁ%ﬁ pfrratishandtlc first slenhiig eczluipment
-sechﬂ@{hﬁ on processing device 10
i ncl udes eisl'%c%gﬁadﬁljs {d%?% Shapge ﬁfﬁﬁrsﬂtmlsnﬂommﬂs@ step of

1820 sending thedirsi meni. identifier storage
section 25, 12%1%& B? Pﬁ?&ﬂa)&%&gh atignitp theinfemation

i nfnrqmingrdelvﬁe,ei ving section 1203, second address
chan éEconfi rmation i nformation form ng section, 1204,

seco Eﬁmmnmn i nf ormati on

sendi ng i@éifﬂg é}%OS confirmtLon 21 i nformation

' sendl ng/ Adlekdiagraml SRdnan for mat i on
. r}j[%ctp rg;fc):e ving section 10202. Server %aew CarerpUpe system
inc

festhdcexemulapysmboditasas SThe ﬁﬂéﬂﬁ?ﬁﬁ(ﬁi‘pmssmg

15St tion 1401, second address change
' CO%?I rne ﬁﬁgﬂeﬁ %Q?C&Pm*aqswmsseim; m@rnﬁﬁ%ﬁ@&édégs,ﬁéqg“w 102,

ggg’f‘iﬁ%& ﬁaﬁf&%e%”de%‘ogﬁoi”d el ectroni c equi piment

Electronic equipment 101 includes ﬁ.rst address information storage
sectlon 1101, first electromc equipment identifier storage sectmn 1102, first
address change confirmation information forming secuon 1103, first address

20 | change confirmation information sending section 1104, confirmation

. information receiving section 10101 and. send back information sending section
10102.
Informatmn pmcessmg device 102 includes second address information
. storage section 1201, second electromc eqmpment identifier storage section
25 | 1202, ﬁrst address change confirmation information receiving sectlon 1203,
. second address change confirmation mformauon forming section 1204, second

address change confirmation mformanon sendmg section 1205 confirmation



i nformati on updati ng section 10404. El ectronic

equi pnent address informati on updating section 10404
i ncludes confirmation information form ng means
104041, confirmation information_sendi ng means 104042,
reply information receiving ne 104043, reply

i nformati on determ nation neans 10 104044 and

~updat j ng nmeans 104045. Confirmation information

r ecei W9rgadion spuling/otaivingsesione0200 BHH k8 1¥Brmation

~information fraominformation processing device 102.

The cHRAMEIFRESTBRE sechiomAd02i on is i nfornation for

confi'rrringS etEer. or not address information (an IP
addr ess at “the® S5¢& les glogtrpnigfeqiipimentratddess information

Pr OC Q$di i 102 1 tual|ly changes and a data

structur g@?‘%g}rﬂé g%‘oll’ ggc%?aﬁ?ﬁ %‘H%ﬁ? feplirmatipn énformation receiving

ESanmskétionaf402 N t&aihi i ' i pf,0r i on are shown

bel ow speci fical Ty AL | s et doipaent address

r ec einforigati@chpdading L66HaA 1 b is . i,re or

wi rel ess conmmuni ggtgi o roana, %%ﬂ%%ﬁ&ﬁ%%ﬁ%egﬁ

senditigreation updatiog 6@tioe 10404 iaBliled Rf@iABLbS hforahtion formin
to the confirmation information to g

corres ongi n C
info _ gid@@gm@ndefmmaﬁoﬂ.%diﬂgﬁlehﬁ@iﬁﬁom, reply

is informati on with which server device

i nf %ﬁ}it [ 9113
104 CONAHPRECRHA R pansy 104843, rpply dhfamgetiom déte emAad €68 Sfeans

-_li(g)]']f Ofdaﬁung‘?‘.léﬁ@a&%g@%ag{sﬁéi at the side of WAN, etc.)

i nfor Wi ce 102 is i nper sonat ed
by a mal i ¢hoiSa s - and.. a data structure of .
thereof is not ép@?t%ﬁ%%??%‘%ﬁﬂeﬁéﬂ? 1301 peeeives gpnfirmation

t he infoprthytiorframTBiok@ 9t ﬁrgggggﬁ% | ow. spegqi fically,.
Send back i nformation §I{en I 'Ng edc%?’lwgﬁo?m E’é‘%"ﬂéﬁm

- r ealnfpagatign i inborBaticn fo¥bdurRS:So ﬁﬁ%@é? lof bt 2 &ggxg}fs)fr%ﬁon

22 _Confirmation information sendi ecei vl ng

10260 Weadsressat chmsitle oBWAND ete) oPiTBch Sorf 151‘3338%%‘({;1%{30% 102

' 1%evi ce 104 and sends the confirmation | nfornm

| RN ehanges b dataGiruchon theredt is @it paREIRN 18Rited.
ser*%i ng/.recgl vi section 10201 can be realized by a
Wir ples o hggg:%@w : vaationarestusm below specifically.
Confirmation information receiving section. 10101 can be realjz_ed by a wire or
_wireless communication means, - '

Send back information sending section 10102 sends reply information

20  corresponding to the conﬁrmgltiox_z ipforniation to information processing device

95

102. The reply informaj:ion is information with which servei &évioe 104
#bnﬁrms whether or not the change in the address information (an IP address
at the side of WAN, efc.) of information ﬁroceséihg device 102 is imﬁersdnated
. by a malicious user, etc. and a dafa ‘structure of 'thereaf is not particularly
limited. Ex@ples of the repl'y‘ infqrinatioﬁ are shown below sl;eciﬁcally.
Send back information sé;iding section 10102 can be realized by a wire or

wireless communication means. -



Reply. i nformati on sendi ng/receiving section 10202
receives reply information fromelectronic equi pnent
101 and sends the reply information to server device
104. Reply information sending/receiving section 10202
can be realized by a wwire or wpgel ess comruni cati on

means. 10. Confirmation information form ng neans

104041 forns confirmation information. A data
ion information is not

. st t [ . fi g1
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el'ectroni ¢ equi pnent. Formng in

© pr oc essiingfreciving aclitivg 10201 éa 1 18R A hySt Q6 Or hr'ﬂ:eiegsjf 041

advance. Confirmation information formng neans

cn PunmuRigation meaw i zed by MPU, a menory, and the

‘i nf.ormat |

lirke. A pgggessi ng grocedyre in which confirmtion
by dniormation sendineteCiving ceationdnn02 revaiveorply

i nf ion gan be realized usually by software, and
¢ ne oAt EPR ISt immens 141 aud stuiathe nerly inforsudion to

o coekvat Hovlbcrton, MRIBN Shtorirh e St et e ratioa L0202 com be

ardware (Il eased

sen%wwgmlgwﬁﬁﬁ&onfi rmation :

i nformati on fornmed by con oﬁnl‘l?ﬁ‘%rnatio_n form ng

Confirmation informati on 25 sending

lfreans 1@Mitmhtioh M@fﬁ@,{dn%rﬂﬁgﬁe%ﬁiﬁquﬁgﬁ\{%%ﬁ %&éﬁéﬁaﬁon

" means. . Repl

be informiatiod. bi datavstrectote ofithebRFSmaSIT ML ERLGRNS not
formati on receiving neans 104043

. in _
r ecBaxpisulaply ém}midqf dhegonfomazRin information RehdE ihduléfnew

-, sendi Qf _.the confirmation information from
i nf T9TESIBRrmptien dehirhyas thaught to0R: chReped; of tHednforinition

recel vi o ans 104043 can _be realized by a wire or
e geﬁﬂﬁ%?‘b"gﬁtmﬁ“?weﬂéé%hﬁmmmle@mmc equipment,

15detgy; Elﬂfﬁ. nsg 104044 determ nes _whether or 5
~ hot the e%_ﬂ?‘@e%?wwg pding oyl infermation stored in

RRRLLE T 20 I T T e Pt T oOA@'m?égS means 104041 can be usually

-.._.20
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realized by MPU, a memory, and the like. A processing procedure in which
confirmation information forming means 104041 forms confirmation. |
ipformation can be realizgd usually by software, and the sofl:wéré is recorded in
a recording medium such as a hard disk. However, it may be realized by

' hardware (leased Hne). |

' Confirmation information lsending means 104042 seﬁds the

| confirmation information formed by ooni.irmati;)n information fo@g means
- 104041 to inﬁ:rmati@n processing deﬁoe. 102. Confirmation infofmation
sending means 104042 can bo realized by a wire or wireless communication
. means; | ‘ | |

= " Reply ipfqrmation.receivi_ng means 104043 recei_vés’ reply informﬁtion




i N WhiogRspongil %xotﬁgfsgﬁmgoe det mnat| n neanaWEMOM

satisfies a certain condition. Determ nation algorithm
of reply information determ nation neans 104044 is

not particularly limted. Determ nation algorithm of
reply information deternination means 104044 is -

descri bed bel ow specifically. Ba8ply information
determ nati on neans 104044 can be usually 10 reali zed
by MPU, .a nenory, and the like. A processing procedure

makes a determ nation C information

- sof t yabessingdbvidaq0g.0f

medi um such as a hard d M@bﬁd@g&‘%ﬂ?g%%g?ﬁ&%%w
by ‘haedlisad by ¢ wi@se drirdldss@dmmhinidiRA ni@pky | nfor mation
~determ nation nmeans 104044 determ nes that a certain

c ondi ti on Repliaformntion detepaiaitivn meas 304040 S mEWEd kEsther or
|rd ﬂ{%lre |nforrrat|on or/and a third electronic

eqw mmaglongecaited byl replyriofimatienrepiviiy means 104043
M i A o
cont e B .n%or@?.% i PArianl e d ‘%eé?mauon

: Iq : Ic?w (ggﬂ% %ﬁ?nafd&%ﬁ%e:t%gﬁ co n?’gﬁisa]d]%bai i sCribed below

 secopdcifiadifr BeploniRga tioa Tt TBh 4GSR ﬁéﬁ&fﬂ%b&?&x} b usually

- reans

second address information or/and a secon
1@ quirpalised by ¥ iafmemonpanditreikd. N Al6ce5 AL PrboB@eaS $rhich

.chagg@y confirmation information. Updatl ng neans
104

dfpropation <lg Fﬂl'm)ﬂl&i@;ai mgauk 104025 nldRbE a detdei ation can be
and éallui i ke g rocessi ng procedure of updating
lieeami thagsofistaa isyretnrdedint avescordign d

t hepss ed recordi ng nmedi um such

as a ha g“ saﬁ lﬁ'i%&fg‘r }#"F"eﬁ%’yﬁén%&ﬁ realizpddyy Irdware (Qleased
hargyere (leased line). Hereinafter, an operation of _
the information processing systemis described.

iesari bed e rry siBaton S EEhRRE s ARG deforines that

.20

E!ﬁ cettein SRl BAMELL, Bl ing AR D465 R tes third addross
~ information orfand a third electronic equipment identifier of the electronic
equipment address information containing third address mformatmn that is the
* same as the ﬁrst address information oonta.med in second address change
confirmation information and a third electromc equipment 1dent1ﬁer that is the

same as the first electromc eqmpment identifier contained i in the second

L address change confirmation mformatlon to second address mformatlon orfand

. a second electromc equipment 1dent1ﬁer contained in the second address change

: conﬁrmatlon information. Updatmg means 104045 can be usually reahzed by

) MPU a memory, and the like. The processing procedure of up datlng means
104045 can be reahzed usually by soﬁware, and the software i is recorded ina

3 recordmg medmm such -as a hard disk. However it may be reahzed by




section 1103 determ nes-whether or not an instruction
to confirman address change was received. Wen the

instruction to confirman address change is received,
the step goes to step 51102, and when the instruction

to confirman -address change i £4not received, the

step returns to 51101. 10 (Step S1102) First address
change confirmation informati on formng section 1103
obt ai hardiwhfeleaddili®ds i nformation fromfirst address
informati on storage section 1101. (Step 51103) First

- addr ess  chHemtnaftnfan dpatatih Jf n bl 80 gq{rj({ebség%system is

section 1103 obtains a first electronlc

i dentdepgrieds rBinstlyi msoperhtion ofuléctronibTqatHmAHPADY is eseribed with
|dent|g er rage section 1102. (Step 51104) First

addr & H’g‘g e figwehartghovomin FiGodiat i on f or mi ng

. sgetion 1 rst._address change confirmtion
i nf or mat i g‘ﬁégdﬁﬁgbrﬁt‘ﬁ addgess ehange conftimmtioni infoomation forming

bt 102, and the first el ect
ca poor 1A R Rt g Rer ot n dnespatione ooy @y e
5110 f
Sendt B o R RO M RN o Bl B G e o
conf recerndd, die stoy gedb 5P F196978Ha 3"59{%%12 gmgﬁgg,)l tCeonfirm an

i nformation processing device 10

- Confaddpess ichargeiinhoirmeediveal) thastep Mties¥8 11N 10101
- I?)eterm nes. whet her or not confirmation information was

ecei ved 1198) Finstorddsesschapgeaonfifi 8o Bifb @it Jorming

V\henthe r[ratlonlnforrmtlonlsrece|ved t he
st ep sﬁﬁg iétf’% gldressinfopmeation fronciinst hddwesd @fbrmation

i nf EE%% QN recei ved, the step skips to step
Sll% rkil 51107) Send back information sending
.section ck i nf oL mat i on Step

51108) Sé(%i%?bsgfggé)'ﬁf @g{ﬂ 8 qle@(r!esee forming
S engetibh 2105HLn Q‘ﬁi‘sﬂ i@t :/e:zqgugn}clgﬂtﬁ%nnge Tk ﬁfst%fé%omc

to information processing

_15 equipment identifier storage section 1102.

(Step S1104) First address change confirmation information forming
section 1103 forms ﬁrst address change confirmation mformatmn containing the
ﬁrst address mformatlon obtained in step S1102 and the first electronic

' eqmpment 1dent1ﬁer obtained i in step §1103. -

20 (Step 81105) First address change eonﬁrmatmn mformauon sending .

25

section 1104 sends the ﬁrst address change conﬁrmatmn information formed in
step S1104 to mformatlon processmg device 102, |
~ (Step 81106) Conﬁrmatton mformatmn receiving section 10101
' determmes whether or not confirmation information was reoelved from
mformataon prooessmg devme 102. When the oonﬁrmatmn mformatlon is.

reoelved, the step goes to step SlIO7 and when the conﬁrmat:on information is |

' not recelved the step skips to sbep 81109




~(Step S1109) It is determ ned whether or not tine is

out. When it is determned that tine is out, the
processing is conpleted, and when it is determn ned

- that tinme is not out, t he step rgturns to step 51106.

Note here that timeout neans that a certain tine has
passed since the first addr ess change 10 confirmation
ectroni c equi pnent 101 holds a

- { Pfrg: e o?%%%ﬁ@ﬁ%&a&&mﬁsms@mmm s@sion WOHO2FofiAs send

FIG 12. 15 (Step 5120

changscR Gk Sadidh t Ne address information. Next, an
operatl on of Information processing device 102 is

descri bed (Stég B110%) Séﬁd‘?aeckl : S%:Qe i %‘g’f@ﬂ?qr%ﬁégg 10102 sends the

conf isendibackrinforination firgad iRk
det erm nes whet her. or not flﬁ?g}i%@gégo?qagoﬁgrmsmgdmoe

cOnfilPdation information was recei ved. Wien the first

_recei vea F

address c gnge conflrnatlon information is received,

t he step ks &tendinedmilethorbr hGhbE iSSut. Whenit is
addr ﬁgecontlrmﬂtlon|nforrmt|on|s not

€ 1Rty the prasesinis coPletEl, apd Whea ) is

Seco onfirmation information .formng
-sect%ﬂggﬁﬁ%:‘%\t? ?1% g%‘hﬁ“&ﬁﬁ%ﬂ%@%ﬁ@tﬂﬁlwﬁ fNeotehere that

. secodle M3 th onstorage sectjon 1201.-
lu%ﬁt ep 51203) Sec%% b@ﬁé’ﬁ&‘%ﬁéawﬁt priirstgddress change
f@nﬁmmnfmfm Y obtai ns a
el ectroni ¢ equi prrentonl dgtﬁ%l fi er%(}%lﬁ el tig(i%"{l"’sa“mer

el edthesaierf domequtiisuallp Blchdd ’ 20
(St ep. 51204) Second add?ess c‘ﬁ%erfgélgé’gg% Pllgolﬁtﬁeagdmss

i nf 3. forming section 1204 forms second address
change thlon information by witing 26 the
second a PReratonef informbtion pededsihSdiceIb2324

t he el ectroni ¢ equi pnent identifier obtaine
in ‘é"? féﬁ ﬁh ﬁw@m@hoasdnm 1Zhange

%ﬁ%é”ﬁ‘%%@ﬁ%%@ﬁoﬁ? 4iionn g cenim %ié?a%‘imiﬂﬂi.?iimg
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}ﬁ%ﬁ%ﬁ f#é ﬁﬁ%@%hgtﬂg{ o riot hs;};n %%ré:s?srcfhlmrlgg (goln%gmatlon
~information was received. When the first ‘address change oonﬁrmatmn
mformatmn is rece1ved the step goes to step 51202, and when the first address

. change confirmation information is not received, the step returns to S1201.

(Step S1202) Second address change confirmation information forming -

sectmn 1204 obtams second address information from second address

] mformatmn storage sectmn 1201.

(Step 81203) Second address change conﬁrmatlon information forming
| secuon 1204 obtams a second electromc equipment identifier from second

electromc equipment identifier storage sectmn 1202.

(Step 51204) Second address change confirmation mformatlon formmgA

‘ sectwn 1204 forms seoond address change oon.ﬁrmanon mformatxon by wntmg




- S120

in step S1204 to server device 14. (Step 51206)
Confirmation i nformati on sendi ng/ receiving section
10201 determ nes whether or not confirmation

i nformation was received fromserver device 104. Wen
the confirmation information is 26ecei ved, the step
goes to 10 step 51207, and when the confirmation
information is not received, the step skips to step
51210the(sbtonn add20 Inflranfi -0k 4 nf or LBL i on

sendi nlg/recei Vi ng ])éngcti 3%5%%&13 d’sgﬁq and the second
conf i elpaktondrequiphemieddntificr S5t8ins@h i 06 t.0

el ectronic equipment 101. 15 %g&%ﬁg?}g@%%ﬁ%ﬁﬁmss
i nf orfhangoeenfenationinfeamitionng secti on 10202

det erm nes, whet her_or not reply information was

recei ved f {35 $1208} Senand addpes et cokikmaVibR infoifation sending

reply. .nfacnatiaon . js received, the step goes to step
ﬁ?%“gqug EFRF e seoprd addiren dhangoronfismatibn ifohatidf, formed

th t 1208. 20 (Step 51209) Repl
Fornaeh ST ARl BhiE: ¥ 10205 sentis ¢ he

i nformat1 on sen ‘ng section 10202 sends the

reply inf qsspigiong)" ' in. step. S1208 to server
dovi te 104 P S0 CEERsKEHoh FuSryiRion sentiaepdiving cshon 10201

not - detammines whétheMhehbotichnfiSnatflSt: that time s
outédtheégiocr:ﬂgislsi ng iscgonpleétgbgld',ﬁfoanggg gﬁs'r“fcef‘gﬁﬁomsewe”
det efevivad @4t N&then theconfirfiatioifornla

%tep 51§06. 25 Next, an operation Ig!?nz&éfe\?’g{vg%g\i}ggtgb%ﬂ%m
s 48R P139dgrnd when dfeswnfionation infdimatioR W HGY recstRAMhe sBep

FI GS 13. F;St%o 51301) Second address change

conf HW SR S EIYr mat i on recei vi ng 27 section 1402

determn or,. not . second address change
confir mal;s‘;Ts FM? %?W%f%@ﬁﬁwmﬁwmmgecﬁm 10201

sec nge. conf.irmat,ion information is
r.ecgi@l\%}eﬁ?El fhe sgggn%éfggn?fdo%’fe@ﬂvﬂmp She06 hoelectionic

secepsipmafgi@ss change confirmation information is not
received, the step returns to 5 step 51301.

15 (Step 51208) Reply information sending/receiving section 10202

20

25

determines whether or not reply information was received from electronic

- equipment 101. When the roply information is received, the step goes to step
51209, and when the

reply information is not received, the stepi returns to step
51208, o |

(Step 51209) Reply information sendingfreceiving section 10202 sends
the reply information received in step 81208. to server device 104,
| (Step S1210) It is determined whether or not time isout. When it is
: determingd that time is out, the processing is oompleteﬁ, and when it is
determined that time is not.out, the step returns to step 8120.6.. |

Next, an operation of server device 104 is described with reference to

. the flowchart shown in FIG. 13

| (Step 51301) Second address change confirmation information recéiving




(Step S1302) Determ nation section 1403 takes out
first address information contained in the second
address change confirmation information. (Step 51303)
Determ nation section 1403 takes out second address
informati on contained in the sezbnd address change
confirmation information. . 10 (Step 51304)

Det erm nati on section 1403 conpares the first address

-~ info j p L0 - nd address . informati on so_as
* to aRtEeh RS SRR iR agag Adueat fenga cppumation
ot hefnforf¥ei e W the _ .
pro cessi ng ?ybg)gerr% Ig%t&'e dwhtgﬂé&aﬁ%%gé %‘g‘{fe%fogﬁ%e QgPLmation
- Wi-t hindaradatioh eteceitdile tisd
here t hat sinc:q?ﬁgeprS%g%g?%ggf%ﬁg%%g?g?égﬁ%ﬁéﬁg%gmnd
-t heyaddgessehamgervonfumhntivniieformiabios iCHotdetded, the@tet feturns to

device 14 is to abandon the received packets. (Step
30%%P ¥ r mati on i nformation forning means 104041

“forms  copfir [ information, (Step 51306) :
Conf i .r mat g&?? gﬁ”&fﬁ%ﬂl&ﬁl@@n&@%ﬂ%@ﬁmmﬁ
20 t: ' .| i.pnf or mat i f di t 51305
20 BB BT B BB OO L S B e pomatin.

Reply i nf(gedmiils | Al ns 3 determ ne
- whet her or hot rggpl?%gl n? gﬁrgf%g‘ié%ﬁn\égﬁ%‘@@?v WA ﬁ‘f‘{r?Fé
r eplafoinidtivhBaiadidiis the SeBhY 1054804
51308, and when the reply in?%%{@g%&?é’on%%@%&éﬁmfnﬁamnh
19 ecei ved (Steh E180HDat@ininBtion Sectibe 1469 @parksiHeir 3l 308ss
Reply information determ nation neans 10134044
det BHormagion Ritht thersecondrdilrdsh énforphtion sif o dbic®ine whether or
received by reply information 28 receiving nmeans
1040%3heys341eq Wik eachathpni Whemtheyiagree Witk padbiuthere thei n
, the step goes to step 51309,

condition Ls sa isl;ie% )

~ and” WHERE FFeWEB%a?tﬁ »And Sphan thiey do net agree withi esth ethertthe step
r [ ' oyl et.ed. tep S1309) Updati ng neans

DR A0 SREOTREYSG, o S SR G20 el ng e

g . 1sth 'f:hé!y EHEC AR Uabh GAYL RIER, L gaesrt.l.,t sl,efr‘lreerrde(v)lfoe §I4(Iesc i_Eora andon the

‘received packets,

(Step S1305) Confirmation information forming means 104041 forms
confirmation information.
| (Step S1306) Conﬁfmation information sending means 104042 sends
20  the confirmation information formed in step. 81305 to information processing
| device 102. |
 (Step S1307) Reply infofmation receiving means 104043 determines
' whethe_r or not reply information _was-received. When the reply information is
i'e_ceivéd, the step goes to stép 51308, and when the reply inform'ation 1s not
25 -'received, the step returns to step S1307.
. (Step S1308) Reply iﬁfdrmation &etérin_ination means 104044

determines whether or not the reply information received by reply information




equi pnent address information containing third address
information agreeing with the first address

i nformati on contained in the second address change
confirmation information and a third electronic

equi prent identifier agreeing w&h the first

el ectronic equi pnent identifier contained in the
second address 10 change conflrnatlon |nfornat|on to

Seconsoatan el 0R0 1089 (A0, A, sgeond %% @,Egggt;,g

"eqU|pnent identifier containt

c hangesnditivaf i 6a6@fiedthe Bﬁe? Eﬂ@éldgqs@eopew t{j’ﬂ&

the flowmchart shown in F

1403 %mednmmﬁmweugmsﬁﬂgﬁssﬁnﬁlaggr mat i on w. t h
t he second address 15 informati on so 'as to determn ne

whet her or (Sfél’ mUagmm midis $R4035ebRHEes thif WBREs

d%te nat on slec 403 may determ ne whether or
not - t } Or: q leptxopirerquipmentddentifies ef elaetronic
- addrg [ ion, whi.ch are contained in the
' secongﬁl ggafflgsgag t‘ FrataLeg thipd eddvessiinformatiow egreeing

Bl it

in the second address change con

ntiher agreeing

el ecantitinatiod wBARHon 8N il ool L A1 GIALLME

i nf owithtthe firstalpemenivby ﬁﬁ@ﬁﬁd@hﬂﬁ&r cdiﬁehﬁéd‘ﬂlfth@ second address

]ﬂ/)emflc operation of t

el ec

e information processi
conflrmation inforneationyth aéfbbrﬂrﬂdﬂgésgﬁiﬁmhﬁnon or/and a  second
desci%(ged The conceptual diagramof this informatio
pr o SCEETORE edpipreantidentifier enmtminad in bint seﬁdilf&/ﬂddh:éhs%hﬁlgeﬁ
25 F Eﬁherm)re t he server device stores the
roni P’Laddress i nformati on managenent

“table shoyp LG 6,, Furt re, the electronic
 equi prrent |s a p&%b‘hg?e tﬂ’a’ﬁg OWé‘ﬁE Fltgeld, determanadtiom section
prog Ln the second
exe n%? %&;d;ﬂ%%% g&lﬁeth%ﬁ&\%ﬁiq{e %téqn Wikl thesecond address
lﬁjetﬂﬁw%né%%%ﬂd&ﬁr&ﬁgwiﬁﬂi ?htﬁss chan ?%ﬁeaf-lhgfther

confirmati on i nfornmati on sen

t heHawtdvarsdetemiiahtion o a
|IP 5 address at the si d?a %%MH% % anges fl?tg‘ nIpﬂ‘?‘?tﬂleir'}rst

. co rﬁqdﬂ'mmﬁmmhhm and thel deccﬁﬂrﬁiﬂress information, which are contained
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- in the second address change confirmation mformation, agree with each other,
and whether or not the first electronic eqmpment identifier and the second
electromc equipment identifier, which are contained in the second address
‘change confirmation mformahon, agree with each other.

* Hereinafter, a specl.ﬁc operatlon of the information processmg system in
' the second exemplaxy embodlment is described. The conceptual dJagram of
this mformatlon prooessmg system is the same as that shown in FIG. 6.
Furthermore the server dev1ce stores the electromc equipment address

.rmformatlon management table shown in FIG. 6. Furthermore the electronic

- eqmpment 1S a personal comput;er and the mformatlon processmg device isa




confirmation information to the router. Then, the
confirmation information is sent to the electronic
equi pnent via the router. Then, reply information is
formed in the el ectronic equi pnent and sent to the
server device via the router. #p this tine, when the

‘reply information is based on a certain condition, or

10 when the reply information is received, the server

‘devi gg,dipdat es the nanaged el ectronic equi pment

address I'nformati on nmanagenent table. Herein, the

‘ [ ' det ' t hat
Phe. adr anas) Bl B b Pl RERER, weShin goterdrioenc

pr oc dstirifdhes, hadkd &tH ' dates the ..
el ectronic equli.prren% %ﬁ%"r@i‘mﬁsfg?#eﬁ%ﬁ%n RN Tdemafipn sent
t abl &oar thetrinders sl the ad®e6s inifiehatin oftthel Yol (R SERhAE Yan 1P

enbodi ment. Herein, the processing after it is

- gt ePfimeatitheside nEWANDchanges) ff @nfihbbn Serbbeit-BadET

. repl

changes. and . before confirmation information is sent,
%’ I aieminimation ta the xoateranBhert, thesconditmianion &formation is

B B 9 SR s S Bty i
20 H Y LSt le is d bed. Now, it i

ass l'jfoniéngédt 1% at%l@ B%%I%él%xc F()ﬁilqggﬁgéﬁd ﬁ% % I@eequvee‘éig}f@:a agil t?le router.
C oy o G U O rlEin S Phoct oRR detbrip condtipnpr

el ectronic equi pnent to the rou

~ 100r nehepah sl BXorBRa0 is &ébeﬁb@th&ée&éxggéﬁré%% ac%g;t%e %u%}rmged

~determines that "third address 25 in

shown in FIG 8). Then, the. router.

to elestreue veuipnheut a@dre@ﬁhfomiaﬁ@nﬁﬁihﬁ?ém@@%’ﬂa%ﬁeﬁ ]
ormati on  an

"third elldewmgthaprocpssipgbefore thenkeivor devic® fefeh@ind@dRkiidhe

20 -

25

of ‘#‘%Z 2" in the electronic equi pnent address

i nf 877G ipformatian eftherontenchaneey bed thepmtesinraoridiite
to packef 2%(1. 30 Next, the server device forns, for
exanp! ‘& 1eEiR pidatesiheglediromisequipment.addpess koformayion s

R PR W EN TR SR A

evi ce " assl gns 5

o 4 fBreiot@ "DA " . Fuct hernpre, .the seryer
dovt o anar Berote @ plbering HhoriEineicmined ghaf th nddres

:L?Sﬁe)fﬁggﬁ ?g’;ﬂg E«gﬁlﬁzgir'] ch mkes ah@befile confiMhi GG %remattmrﬁels sent,
reply information is received and it is determined that the electronic equipment
z%lddress information management table is updated is described specifically.

Ersﬂx a ﬁrst example is described. Now, itis assumed thét packet (1)
shown in FIG. 14 (same as packet (1) shown in FIG. 8) is sent from the
electronic eQuipment to the router and that the router forfns packet (2) shown

_ ian'IG. 14 (same as packet (2) shown in FIG. 8). Then, the router sends packet

" (2) to the server device, Nex'ﬁ, the server deﬁw_ determineé thaf ‘fthj;rd address
informatiqn" and_“_third electronic e’qﬁipment identifier” of the record of “ID = 2”
in the elé_ctro’nic eqﬁii)ment address information management table may be

updated according to packet .(2)_.



to "Data." Wen the server device assigns "1" to
"Data" and "1" is returned as it is, the server
devi ce det.erm nes that the changed | P address of the
router, "219.126.194.63" and the changed port nunber
of the electronic equipnent, "130 are correct
information. That is to say, it is determ ned that the
recei ved 10 packet (2) is not inpersonated information
but correcfjes I Q0. T ies. to say, -h [ t he
reply inf or?r}lkat’tntifhgrgf%it‘ g%ncen%ﬁ%lsdr{grr%{gﬁ?feo%é‘?]ﬁg @éﬂ(’/‘@mm& 4.
devi dacket€d)das Enfiedatibd ai gy i 1] i :
satisfied when data ofh?ﬁg&%%%§ g%%?gﬂ%%éiﬁﬁﬁﬁFm%FePﬁ%
sent asgigils therehdnged IPhaddess bthe agitae “Motidedal 330k, the»
body part (payload) of the-received reply
i nf ofvEibeEROre Nbe sever deviitradssighe theadhaegedlporohuinber dfthe
ove; nent.ioned "Data" is _information show ng that the

a
aldr Sleeirape egupmenty (1t toS DIRSr Furthermiore, tled ssevarfdeive assigns “1”

above-. soped “Data, " the changed |P ao[plress of the
7 out B i oWion ticietior devicn gsupmb <Ih e rd I istprned as

2 5L e AR AT P b
33 IS L0815 AL g o1

and arecorett iffbremation. t Mhaise6 b4y RiS deteHHRIRRLL the received
Furt hermore, needl ess to say, as the above-nenti oned

19papacket £2) ig hetrispemonsteriinfyraaién Bt coRBd fnfdfRiatd8. That is to

information" may be assigned. Next, the server device
sen &%%m {the wplsmémationde@rmidation hémsraf theserverTdifice
receives packet (3), forms packet (4) and sends

r out,e .
pac i‘(ig{e%es thatafertom eanditionss satisfiedivpheardata hethe bodppart

| eg ' ' t i ves. icket (4 '
Cco RRUTorae MAP B abiiien ‘EhimROew aerpn ok dxtspf phasdy art

- sp TR e S reopAtuncin T pfeiods thbibe v 4y tho

15 angbode-nentibAcd Path L) mﬁ%}aﬁﬁ%ﬁ@gﬁ% Fl%agz](u% gﬂ(!h}éss changes.

i nformati on uses "Data

i nf Pusthdriore, aibhbsmﬁ@sfﬁhei%B%—ﬁ@hﬁ%d(‘m%eihe(%g%fg;

formed Then, the el ectronic equi pnent sends pac

t o addeess ofheroutth 4219.126.194.6%Yand {1 BhRSLd ﬁﬁt fiumber of the
equi pnent knows that "Data" contained in the receive

5 Eehopiesnipmenh‘d)” medy bnassignod.e olnf swich 'ARak@ it @fpréfaguble that

re%g/ f nf or, mat i on.
electronic equipment reads out the changed IP address, “219.126.194.63”

20 and the changed port number? “1” and records them in the electronic

25

equipment. Furthermbre, needless to say, as the above-mentioned “Data,” a
character string such as _“Qonﬁi'matibn information” may be assigned. |
N Next, the server device sends packet (3) shown in FIG. 14 to the router.
The router receives packet (3), forms packet (4) and sends i:ackef (4 to the
.electrqnjc equipment, Next, the electronic equipment receives packét (4)

(confirmation information) ahd forms packet (5) (reply informatioﬁ)_. Herein,

' _t1_1_é electronic eqﬁipment u_sés “SA”, “DA”, “SP” and “DP” as the reply.



Next, the router receives packet (5), forms packet (6)
and sends packet (6) (reply information) to the

server device. The server device receives packet (6)
(reply information) and checks whether or not the

val ue of "Data" of packet (6) i3 "1." Since the value
of "Data" of packet (6) (reply information) is "1," it
is 10 determ ned that packet (2) is a right packet
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mut er gnd that the server device receive
shovi6) isf'1.” FiSince the valne bf “DRE” SFavRst ( é;ﬁfixﬂh%ﬂdﬂnﬁlﬁsz," it is
"third

that "third address information" an
19 ecdatermipedthat packet (D deatight packedlseddnd 4daes ehafge” | D

= 2" in the electronic equipnment address information

man éﬁ’&ﬁﬂ%%ﬁqnalaf%mﬁﬁgn)oendl cver devive rekiitys (thixdmideéss
(2)...25 xt, the .server device sends, for exanple,.

bat PR PRReT A hire 1pt epmis squipRBRdenHEAS of breroctad n£ED = 2
che mig r .not reply information, i s received

fro %%tah e ro gt% éarc &P ¢ 5‘1‘&’8%@%/ 3@%9ﬁ%§??wonwgp@ﬁnwble fo
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1packtthe(rddord 5f ‘aD Q%M?E&}(ﬁm S .chan
confirmation information). gg&ﬁg%eﬁng%(ﬁ%égﬁ%%gn

t henmmmayanertasble bedofitsi“R O3 154, 14 65 33 €5 ic equi
information" of the record of ,,I%gﬁ%,ﬂﬁiﬁd?lﬁ%tromceqmpment
el etsientifien? of:thei rpeved bf ‘ARGt £'515echmied F (8 FTON gyrenagement

table to_ "219.126.194.63" and "third electronic
: Next, a second example is described. Now, similar to the first example,

it is assumed that packet (1) shown in FIG. 14 was sent from the electronic

20  equipment to the router and that the server device received packet (2) shown in
FIG. 14. Then, the server device determines that “third address information”
and “third electronic equipment identifier” of the fecofd of “ID = 2" in the
electronic equipment address information management table may be updated
ééoording to packet (2), _ |

25 . - Next, the server device sends, for example, packet (3).shown in FIG. 14.

- ‘Then, the server device checks whether or not feply information is received

~from the router in a predetermined time. When reply information is received




el ec%,a @bgsqg

equi pnent identifier" of the record of "ID = 2" to

"1." Next, a third exanple is described. Now, simlar
to the first exanple, it is assuned that packet (1)
shown in FIG 14 was sent fromthe el ectronic

equi pment to the router and thaggthe server device
recei ved packet (2) shown in 10 FIG 14. Then, the
server devi ce determ nes that "third address

[ nformat and ;egl rd el ectronic equi pnent

i dent Iofnr BtPr P’n%p glgrgingd ‘MPE) the pervemdevive determines that

ka}; res for on rranagemant
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pac k ixtforfrtionh6f¥e rdbofd §BT1) 4 2” ?14‘%} q%lgpéj Q?%ﬂ?%dress

equi pnent encrypts data of pa
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encrypted information to the server device via't

O__.

' rout%lmpwlé@mﬁ@r”Qféhﬂreeonﬂemfé‘IDeQ”aﬁ‘d’decrypts the

encrypted,. inf og;lfngtlon Then, the server device
det erni ne%’e?'hatt exqgapln & dqspyibeds  dow, gintila? Go Hecfket example,

seg S onf i ion i nformati on) when
t(he dg ecryp tgﬁfﬁa}: %eﬁ@ glb‘?f"‘ﬁ% G Tdrirasrsaak frm)thzﬁ electronic
sat i 2456 n. The ti one
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“electronic equiprent  ad ress | or e ﬁ“ﬁ'@ﬁgﬁ%‘ﬁé‘?@mm‘m
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eqU|pnent identifier”™ of the 25 recor

" 1. elegizonieenuipment alioase infapaatioh BnbSerhdift tﬁﬁﬁ%':gr be updated
exenpl ary enbodi nent, when it is determned th

. addReserdingiomagkati®n wit h which the server device 33

sends i n&‘gr mat i on to the informati on processi ng device
or ‘an el &8¢ pHeRdevag sendee far axaompls, prdiet (3) shiven in FIG. 14.

iC,e nment changes the server device
con h@lev%eé;?‘w@& egripmant rereivesmaeknt (kshowniis FEGgihé Then,
t he C rsqnated b
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device via the router. The server device receives and decrypts the encrypted

information. Then, the server device determines that the packet (2) is a right

20 packet (setzond address change confirmation information) when the decrypted -

mformatmn (reply mformatlon) satisfies a certam cond1t10n Then, as
mentloned ahove, the server device rewrites “third address information” of the

record of “ID = 2” in the electronic eqmpment address information management

" table to “219.126.194. 63” and “tlm:d electronic eqmpment identifiéx” of the

25

' record of “ID = 2” to “1L.”

As mentioned above, according to the second exemplary e‘r'nbodiment,‘

when it is determined that address information with which the server device



Furthernore, by encrypting reply information by

al gorithmsuch as SSL (Secure socket layer), the
reliability is further increased. Note here that in
the second exenpl ary enbodi nent, the server device
confirmed whet her or not the reggi ved second address
change confirmation 10 information was right by
various algorithm however, the confirmation is not

part i eHhdfin ed t.0 the above mentj oned exanpl es.
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codfbrmRtié:ORaviRg TRt 61@2 R g% (%e%1 ? @%l%ﬁr a‘?f'fl@r Tegeivimg such

information is right wthout chec |ng

t hisoragation; wesonighi taind o ¥ Rsw iR RAAFRS i QE TR LS I®ntioned

re ei ved_as_ nenti oned
above. Furthermore, as the value of “Data” of the confirmation information,

the changed IP address of the router, “219.126.194.63,” and the changed port

number of the electronic equipment “1” are assigned. When the mformatmn
“Data’
“SP”

inside the packet replied from the electronic equipment and “SA” and
inside the packet agree with each other, the server device determines that
the second address change confirmation information was right and may rewrite
- the address information, etc; as mentioned above, That is to say, the server

device sends the conﬁrmatlon information to the electromc equipment via the

‘information processing d_e_v1ce, recelves reply information corresponding to the




above. Furthernore, a programin which the operation
of the electronic equipnent in the second exenpl ary
enbodi ment was realized by software is as follows.
The program all ows a conputer to execute a step of
obtaining first 10 address infoBgation stored in
advance; a step of obtaining a first electronic

equi pnent identifier stored in advance; a first

addr esadia apglgcgﬁ}gd y Lnformatiqn form ng step

of fornmi ng first a reséﬂéﬁ%%%%)%%{’?’iay 'ieF’G'ﬁ“et?‘engaltﬂeSSOfthe
i nf oremiiedRe®an bailkeh 4038 obil Lofor mat |
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ptocessi ng .devj ce; . a confirmation information
"r%ce?@tﬁ’ﬁ{;

Y uporgnationsglan the genlh infoomitiomia tree@ived as mentioned
i nf of ion fromthe information processing device;
and a réply informati on sending step of sending reply

i nf ti ing.to.t firmatij
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id fidhd q COET ndence managenent section
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identifier storage section
el duformation pebRIR Hevid N bdrirfbtibl Bltohatidl] QoiBhi.on
for identifying electron e ﬁ{foﬁﬁatlgnreoelwngstepof
receiving the confirmation information from the information processing device;
and a reply information séhdjng step of sending reply information
. corresponding to the confirmation information to the information processing -
device.

(THIRD EXEMPLARY EMBODIMENT)

| FIG. 15 is a block diagram showing‘an information processing system
according to the third exemplary embodiment. The information processing
system includes electronic eil'uipment '151, the Internét 13 and server device
154. Electronic equipment 151 inchudes electronic equipment identifier-

storage section 15101, index infdrmation holding section 15102 and send

. information sending section 15103. Server device 154 includes electrﬁnic




equi pnent. Exanples of the el ectronic equi pnent
identifiers include a MAC address or an | P address of
the el ectronic equi prent, and the |Iike. However, - an

~electronic equipnent identifier may be any information

as long as it is information udbhque to electronic
equi pnment. This electronic equipnment 10 identifier is
information that is not desired to be knovvntothird

par t ie§SipmbRf relR5@{Hbin %%rig% (gnd ij%@;i? fegagtromc equipment

address is known to ICIOUS
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table in which electronic |pme
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nonvol atile recordi ng nedium However, it maybe

r eaP¥BRIe v Rem MAG ag@@@ﬁr ofi ai Prestdiressis Rfiovaa helmalicious third

i nfor n. sendi ng section 15103 obtai ns i ndex
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i nd%%ul n oor%r%r% %S?Fr?%c fHEPwER i1g gotparticnlagylimited. It is

str nd information i s naqt

o Potfe Rt el A SR bl 15101 i ratived
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com‘?unl cati on means. fq% #o%@ggﬁﬂ&l errg:lﬂgtegg avolatile
[ nfmcoi‘&ihg@{edgﬁlﬁ_r age section 15401 stores electronic

equi pnent related information that is information

rel at ed Indebindbmnitianheldegse@vants109 6148 /iR4LH Bfirhation.
equi prent rel ated information is one or

Index information is information used by server device 154 for identifying

electromc equipment. A data structure of the index information is not

20 particularly limited. When server device 154 has a table in which electronic

equipment identifier is storéd, the index information is, for example, address -
: jnformati’on of the table. It is preferable that index information holding section
15102 is realized by a nonvolatile recording medium. However, it may be

realized a volatile recording medium.

25 : Send information sending section 15108 obtains index information from

index information holding section 15102 and sends the send information

- containing the index information to the server device 154. Adata structure of



nore pieces of information related to electronic

equi pnent. Exanples of the electronic equi pnent
related i nformation include information (record
including an |P address, a port nunber, and the |ike)
for accessing one or nore electg®nic equipnent.

El ectroni c equi pnment related informati on storage
section 15401 10 can be realized by a nonvol atile

! Cumon s vol att coordi redi um |
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meanslettiatic eqipmbmatlacil R faeatBAERL ib A0 Std rebAN RE
obtai ned fromthe index information. That is to say,

ther elegignitrquipmerdor the electraiinéipineiterclHtod BRI ALRA is one or
and an el ectronic equi pnent identifier, or index

i nf oRER RIeASS plbipfommalipm kdated do elecindrsc tquipinent o ExpmeiMs of the

i de an_ el.ectropi c _equipnent identifier

TRAR-T T, ] ) it fmi;-
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medi um Send i nfor mati recerving sectil

10ecean berendivel] byd A6rB1HNE rect R SRR | i i
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conf

i nf srediumon recei ving section 15403 can be realized by
awire or_ wireless comunication neans.  |Information
access sddedtmicamipmertitidentifienindexaotmesitindefthihPRERnent
37 é&%ﬁnt bgl er based on the index information
R 49402 steres an plestrampic iegnipmentideatifies foe accessing electronic
rel ated i nformati on based on the
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containing index information and an electronic equipment identifier, or index

: informa‘tion may be linked to an electronic equipment identifier, or an electronic
equipment identifier may be stored in an address shown by index information.
Elec&oﬂc equipment identiﬂer index correspondence management section
15402 can be realized by a nonvolatile recording medium or a vdlatile recording

medinm, .

- Send information receiving section 15403 receives send infomiation

- : containing index information from electronic equipment 151. Send

. 25

informatidn receiving section 154083 can be realized by a wire or wireless

communication means,

- Information access section 15404 obtains an electronic equipment




15404 is usually realized by software. The software is
usual ly recorded in a recording nediumsuch as a hard
di sk. However, it nay be realized by hardware (| eased
line). Hereinafter, an operation of the information
processing systemis 10 descrigpd. Firstly, an
operation of electronic equipnent 151 is descri bed.

El ectroni ¢ equi prent 151 obtains index informtion by

SOme ;jk. as.to ,formsend information_ . )

cont oy iR ARG Sadcr HMARAH ARk RUROSOR infesmation, and
Ser VelecesSiR\dl : L [ at- whi ch el ectrani -
equi prrer?t 15%%@%3&@%3%{%%% Ifertnation tse 8“@&93‘?&‘”“1"
devi equipbént feRtitied arAdcsdshRr i . 15 { .
opergtion of gervzr devi cg%rlg%eﬂlsggg%scrl ’e%}f?ﬁ’(ﬁpemg’and
r ef etlemlike. t dnfothatiér mueaabdtionNEYOM badh Fd Gualt§ redl;

51601) It is determ ned whether or not seundgreé]é&ﬁ])yMPU’a
i Bf odemory And shelike. ndl proessting prot6diad of BFeIYAhnSRREs soction

i nf or. ti.on fromelectronic equi pnent 151. When the

send %%f‘d% Henally realized by eofimare. t Hee safopamgieasdatly stcepled in a

S160 when the 20 send_infqrmation is not
recell%\% [ghdgt’:ﬁ%a%gf"esﬁm}l@f ﬂ?‘ﬁ&g -stiégyreyesdt may bgreglized by
516Q%ﬁdhg&g&%@édﬁﬂ)access section 15404 obtains index
information fromthe send information received i nst ep
S1601. NoHerdmesred: | tion may agree.
with the index iﬁ%%%@#ﬁﬁ%%%%agﬁgggess’%ﬁﬂ%@’é"p
10ay destibed. st ah yperdtiod SHepRurehRbnihdba 1534l @cribed
access section 15404 obtains an electronic ‘equipnent’

i defil¢ctiopic dquipmentast obiains indus mﬁiadoaqagtaoﬁde%ﬁg&e%@ﬁsm
correspondence managenent. section 15402 based on the

i nderm sndinfrmationpmidinig the insler finBmaGds 82 sdndk &t server
516gﬁ$ Inforpption access section 15404 accesses

el elf 6%1{4 fitwnies et Whichelegtrpnic egpipment 161 sends the send

el ecter oni.c ui pnent .rel ated information storage
section 3{%’23% Sﬂ&&’ég‘w&‘ﬁ* 156 ds motgartiepely dawibeshent

18 denti fi gf.p kgn%pg&qioln%f servon (ﬁaewg ]].%%?is described with reference to

the flowchart shown in FIG. 16.
(Step S1601) It is determined whether or not send information receiving
section 15403 received send information from electronic equipment 1561. When

- the send information is received, the step goes to step S1602, and when the

20  send information is not received, the step returns to step S1601.

25

(Step 51602) Information access section 15404 obtains index
information from the send information received in step S1601. Note here that
 the send inforx_nation may agree with the index information. In sucha case,
th_is step may not be nécessm L
| | ~ (Step S1608) Information access section 15404 obtains an electronic
: éqliipment identifier from electronic equipment identifier index correspondence

management section 15402 based on the index information obtained in step -



Herei nafter, a specific operation of the information
processing systemin the third exenplary enbodi nent
is described. FIG 17 is a conceptual diagram of the
i nformati on processing system Electronic equi pnent
and a server device are connec8®d to each other via

~the Internet. Then, infornmation stored 10 in the

el ectroni c equi pnent and the server device and
sent f9iggxei ved i nformation are described with
reference to FIG 18. In FIG 18, an electronic

equi_pent (Bebpri160DeahfirfaibR h6isd ééclflﬁgﬂr\ﬁ 4t£§esses Iec
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the el ectronic eqw pment related information storage

‘secBFotrseedvath mfpvenes todfl6h 18he el ectroni ¢ equi pnent

rel at ed |Ian§nﬁ| on.25 includes, for exanple, "IP,
"'Tbrt » By Rg-eloghrgnicieqyipmant idsnpifier trstorerin R@Mntthe

) t server devi ce accesses
an SBEHE SRSt #@Hﬁﬁf “ﬁgﬁn%%l%@r%mw&fbﬂﬁ Jogtzonic

“%gﬂé t t
2 E o‘%/\(#no) b e’?sv\zgﬁﬁt é&t%r SOMeE 8‘&% lb‘ﬁ‘é‘h‘f e‘g?r’\%g? gé"‘é&?’%r

15de\ilestifier uE’dH&(tcon‘e§p(ﬁ1d919(§etm ay\%ecﬁ?%gh Cvl‘r{]%'éﬁ]g‘}(} 18. Inthis

el ectronic GQUIannt IS connec

" Laddctronie equipaimt iR indek BHAdE r@éﬁ%&@%ﬁf getcﬁon, the

eqw&rrent related information is rewitten
st alt; xripformotionsiaivoye addvessedtamticlOfeGaB b fRAE Rlectr8hid®
packet

equipment identifier exists. Furthermore, the server device holds the -

electronic equipment related information storage section shown in FIG. 18.

20 The electropic equipment related information storage section holds one or more

25

 pieces of electronic equipment relate& information. The value of electronic
équipment'identiﬁer shows an address at which the electronic equipment

related information in the electronic equipment relafed information storage
section exists. Furthermore the electronic equipment related mformatlon
includes, for example, “IP” “Port ” “lasttlme and “index information.” “IP”

- means an IP address with which the server devwe accesses the electromc

) eqmpment 1P address is, for example an IP address at the side of WAN of a




(send i nformation) containing index information and
sends it to the server device. Next, the server

devi ce receives send information. Then, the server
devi ce obtains index information fromthe send

i nformati on and obtains an el eghroni c equi pnent
identifier having the value of the index information
as an 10 address fromthe el ectroni c equi pnent

as an 10 adk rent
han, 0reE ok B iRG{eER AR HEdk e pmabepBtardtecerver dovis

; . inf ' i ch i St, t
g TSR A TR B e onoetod o e

i dentroifer “LaASHABhEANOGhe 2R rX&hecdevl ce can .
access the el ectronic equi prre\éﬁ?e%E%@%fxﬁcﬁ?g?cn%‘?%ﬂe%fhmd

usi ngpfbimmtionderewifitérdf or mati on. As nent.i oned above,
according to the third exenplary enbodi nent, wthout

_u"éi ng an éné@%ﬁﬁimgmipﬂeﬂﬁbMe, tistedlédifon® equildim&hst fBfins packet
[ nde{é |${ngqr{rrat_| n, it is possible to access unique

i nf oPFREE TS i o rentaininginddcinbomation ahd semigeth the server
the ggryerydevice Therefore, an el ectronic equi pment
ide‘n‘?s'?u er e Pelé"%ﬁ%‘ﬁ%%%ﬁﬁepﬁmfpmaﬁ@h i Bhempthe server
fro Biafifel i ui.pnment 1.0 the. server devjce, so
th a{& etvﬁbg Oec u?{rl(?é)% ﬁég)%&ggeg@m g}?.seﬁ‘igg?%ﬁ“ﬁl ] phtaiasen

| deldctioft olriptdeidetiif ol h AR VLT 6 £ 503 ifBrhiEon as an

el ectroni c equi pnent.

18t oladdress fremahe skeéRbnic e QAP LIRAE fHeniR ri?ﬂe}?&;rﬁ%ggg nee
Fur t accordi ng

variously fromthird parties. her nor e,

to mkanagément seotiomp| Thyncthib QelvAE Bévice dtBesRBs SHeWNdiiGaNce
of accessing_ the electronic equipnent related

i nf 8AMRDEBrelated indormationewhidh ekists atas dldresd @ €id VAGk df fhe
detaj | . However; for exanple, in the processing in

t hengP‘ir%I{w eRupmenligentifierdi A mensionerbatmvd, the @apiea dyvidQan
enbod| t ., the .access nethod of the 'server device

usi %‘%e%ﬁge Plactagnic cqiiPASPE Eplated informatiandermsing yhe index

152 iRk, My be used. The information processing

20
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system use f or the f irst exerrp! ary errbodi nment | S as
B e I L
dewriclgiut asiedg &n%ﬂcﬁ%ﬁic%ﬁ;ﬁﬁenttiﬁ&tiﬁex; by using index information, it
- is possible to access unique information of the electronic equipment managed by
the server device. Therefore, an electronic equipment identifier is not stolen .
when information is sent from the electronic equipment to the server device, so
that the security can be assured. Electronic equipment identifier is usually
information for accessing the electronic equipment. When such inforﬁation is
stolen, the electronic equipmentA may be attacked variously from third partiés.
Furthermore, according to the third exemplary emi)odjment, tile
signiﬁcance.of accessing the electronic equiphient related information in the
server device was not described in detail. However, for example, in thé :

' processing in the first exemplary embodiment or second ekemplaly




el ectroni c equi pnment including a first address
i-nformati on storage section storing first address

i nformati on showi ng an address with which the server
device sends information to the information processing
device, a first electronic equygnent identifier
storage section storing a first electronic equipnment
10 identifier that is information with which the

i nfor hon pracessi ng devi sends information to
e S B et ol of e caesor devioe et G mdbwinfigmation
SeCtiiﬁ@h]‘EgJFéHl g{}m?;& !Pfornﬁ%i on, a first address
Ir |

- change con on |.n l%)trl?ifﬁ' teeflor i ng section for
obt ai ni ng Thy S¥orpRdHs $Fock Lon. for t firs
- address information s?oragg}{en%; ct %ﬁﬁeaﬁ%&:ﬁﬁtﬁxﬁmﬁi%t
el ectembndiemeadis elkwst bn i dtion§irolds QR WD ehlifdhding:
el ectronic equi pment identifier storage section,
- oBt aPlertaepic eqigrmient; antimbimationgrotdshiRgIdAHRY; dndfa kiRl dce, the
hol dilg sectign and formng a first address change
conf £ HoAYpmentaeluding edirstzidireg infendativs btoragdeans

info tipn, the first el ectronic equi pment identifier
and %tﬁ%nff ﬁ’(f’@ ?dH’Feﬁ’F BHormabion sheyriag anfaddsessadth whish thaseger

~ conf ] L Rformation sending 20 section for
send(ileﬁg@%‘mlfiffeapaf"%:L 'S fuagg% ‘Foetilgngn ERRoressHag degise, a first electronic
i nf {0 ide ' i.on. progessing device; the

“i nf E)Hrq%ﬁl on pr gfgéggﬁo%ge%éé\%%%es% %gwtsrs'@ieé%"g’éésmment

i or mat | of _ i on } d. .
idesifion 1ol TR Lo oA AP AR A hO BRI AR AL dovice

address information show ng an ad SS W

ser vendsdeformation hsitheieldctro i ki@ nicdt  difindek iRk i holding
processi ng device, a second el ectronic equi pnent

i defi¢qticn deldingindgr informsation] ®firstiaddidte cRaBRC@RBrmation

el ectronic equi pment identifier that is information

wi t Frforgation formingseeiondor dhtaipinprinss hddredirifamasiondiom the

iag gﬁ‘%@%@%&%’&%@ﬂ%ﬁ@ﬁ%ﬁm g’%%mﬁ&e{e;ﬁﬁéc equipment
16 ook o Pho Bk i sndpmsnindontigresorsenanon,
i S e
o B 088838 i, S

§ o o ressintormatt, WAt RAR dlipHloRt ARGUREC A PiheHifhe
information, and a first address change confirmation information sending

=

s

2.0 section for sending the first address change confirmation information to the -
information processing device; the information processing device including a
second address mnformation stordge section storing second address information
showing an addre;s with which the server device sends in‘formatibn to the
i:iformation_ Processing device, a second electxopic’ equipment idéntiﬁer storage

25 section storing a second electroﬁic equipment identifier that is information with
which the information processing device sends information to the electronic

equipment, a first address change confirmation information receiving section




confirmation information by witing the second address
informati on and the second el ectronic equi pnent
identifier in the first address change confirmtion
informati on, and a second address change confirmation
informati on sending section forisending the second
address change confirmation information to the 10
server device, and the server device including an

‘el ectoPRicGvRgYhPERPLa BRI 8 SE«? (iéog{gig{ng,ﬁgéo A agg'secorid

section storrng one or noreé RPN
equi prldRdss cRAPE BHTirkiAtioh 1] Shid YA rd, .
address information and a _t]ﬁr e t’?“%gﬁg%onfgﬁgkmsemnd
i dentaidfiiess infiririation (a5 (b ddardd SnfBhffiid e section
equi ppent. identifier, - an el ectronic equi pnmen o
i dentPtaiEing h setond eloctremsip equipment MBABHETRR tREShADeledBnic
S%Ofi n&ﬂan el .ectroni c equi pnent identifier for ' ~

a

c eSS REepHdenificr shaspgesection prbformadsieenn] adb-aishbh@n
W th respondi ng to.the_index information, a second
add r'%é;*'gi}%‘ﬁﬁﬁ‘b’é’?%&%ﬂoll PN ang the seennd;addrese defomhatipn and the

: t4 | Vi t d h
Cont 1 (tloSE ooy KSR Py thetirat sdsvosssbpnnponfimaton

det eibffritiafieh, \Wi8 Lhekon' fi address information .
and second address 5‘8%@&?%@%@“&%‘%0%@%%&%3

i'n tseetioconaadigdhe Sscohd aAGS | {8 tion i ;
% e E%ﬂé—% tion dpfeupatipn to the

i nformati on, agree with each ot

1ot sgrver desicebbmttheaniver devi PRRIMing HEAbithSE e@gg%;@nt address

second el ectronic equi pnent identifier, which
cont3PHeqslemRee sesbiom dtoabigons or alvas gReaWTkldetiBhic @uipment

infgrﬂ%tl.o , agree with each other, and an el ectronic
e qu R pipaten contevnettiinhnddscintinfogmation iand o 2Birfleloctronic

- obt ai nQ Lectrgni c equi pnent identifier fromthe
- ndaibRnCideniyter with garospionding brotheielestroniv equizmensridantitir,

add i.nf- ' .nased an,the el ectronic equi pnment
et prtehe b Gk B e e fopgebon e Brmenagbrt sition

td I ' teidentifi f
o aery o e clo AL SRR B AR ot APretne e sThosroniong

t hiegaipatkit @8 @rebs indriBitioR iRty é%?%s%g?%%gg%%e%&ﬁ%ﬁj&%ﬁom a

address information contaln

- chaegmdaddfess ciRingd Bor MYnOItiHAtih Rmatiod r@cefdﬂlv\# %?t]f)ﬁ for receiving

el ectroni ¢ equi pnent identifier agreelng

f i ¢he sesprtaddverschbngsponfinmation defoihtic, aGRES:3iRE0r Setion

th? second address change confirmation
[tor {ief;ermmlng whether or not first address information and second address

20 information, which are contained in the second address changé conﬁrmation’.l

25

- information, agree with each other orfand whéther or not a first electronic

equipment identifier and a second electronic equipment identifier, which are

- contained in the second address change confirmation iﬁformatibn’, agrée with

. each other, and an electronic equipment address infofmation updating section

fo:; obtaining an electronic eqﬁipment identifier from the index infoi'matidn,

B o?)taining the electronic equipment address information based on the electronic
' equiplpént identifier, rewriting third address in_'fqrmationr orfand a third




information to second address information or/and a
second el ectronic equi pnent identifier contained in
t he second address change confirmation i nformation
when the determ nation section determ nes that the
first address information and t*ffe second address
informati on do not agree with each other or that the
10 first electronic equipnent identifier and the

" seconfleetrang qquringers dentifienss eldcB@Ric g a@tﬂ%sﬁg&'o%ﬁlatmn

with each other. Furthernore, the informatio

pr oc e‘???fﬂ’@mg Jhird ﬁﬁd;sa@dnﬁomatdsmageemgdmleehe 'ﬁﬁét%ﬁ)zlress
errbo |s a%mpfé . That is to say, in the

above- msnf'l oI e secgnd 9d@@é$@hange sopdimation hfformation

el ect t further | udes a 15
‘conf |%%ﬁ%ﬁﬁ or ﬁﬁ?‘flg?i‘e?%’él@? pegesing withthe first electronic

r 6CeleyiupthehDRlARRE c[)ﬁ@iﬂé}ggzl] féenéeg{)lrgaa %&(ﬁ‘%ﬁ&&]%ﬁﬁmaﬁm .

i nformati on processi ng

i nf oinfertnetivnt6 BetoNG adBeld lﬂﬁarfntgﬁ joft g{-}gmfg serD Bﬁk %]ﬁctromc equipment

i nformati on corresponding to con

i nf oﬁm@ﬁwnmddanmf@wm AdRed BERSSo ANy
rmation processing device f%rst | nc E%Oé's agmn

t he
- conf Vi‘ %edﬁtqmweﬁmnmtaﬁﬁﬂesr&m ﬂfé%rﬁt M&%%fo?ﬂatmn

1

2
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foraq%ctglwng confirmation information fromthe
ser & 48 §qcand %séﬁf?mgtl@lh do vordgreerwitheach sther 6Bla the

1HO 1t Foni c and a reply information
senglilq %tg recelc\F Hﬂméeé‘gf‘ieg ’b"r‘m} thediecimdplechrenicregpipment

I Nf edaiBiGhP, %I(E; n| c equi pnent and sendi ng
the reply &b t on Per server device; and when

t he deterp*ih—ﬂfgrmgfb BRGhieR 25 server devjce
‘determines that the first aaﬂ&) SESTE Trstre vend famthe seeond

s ecernplagdbtndindi & 2GR, dorts %gsae § %en{l)ove-mentmned

other or that the first electronic

i deimfdrinagion pratesdhes syeea) dheLRE5:AB | bgﬁﬁﬂl\éhpﬂﬁﬁ}eﬁ includes a

identjifier do not 43 ‘agree with ea

5] é@pﬁw@ngqfqrmgm rexcivigssectioh WrFBdeiviy HRABL M ation

sec on of the server device obtains an electronlc
Haakon fremithe inforntatiom Hrheessingdieice, iindraBahd BRek

t he el,ectropi c equi pnent address information
gtgic){ﬁé%tf'?nt Sroding seeiion foxseadingrepht infeteratiioh ic@responding to the

rewﬂﬁ&ﬁ [65$ infornation 5 or/and a third
el ectr O%Péﬁg%f %&'&0 ]a%lﬂf?ll‘il%'?o%'ﬂm@@sémgrd@m@ and the .

e OinfdaRiion ?)%Sﬁﬁg device further includes a confirmation information

sendingfreceiving section for ) receiving the conﬁrmaﬁon information from the
_server device and sending the conﬁrmatlon information to the electromc
_ equipment, and a reply mformahon sendmglrecelvmg section for receiving the
reply mformatlon from the electromc eqmpment and sending the reply
mformatlon to the server devme, and when the determmauon section of i;he
sexrver devme determines that the first address mformatmn and the second
address mformatmn do not agree w1th each other or that the first electromc

| eqmpment 1dent1ﬁer and the second electromc eqmpment identifier do not



information containing third address information
agreeing wwth the first address information contained
in the second address change confirmation information
and a third el ectronic equi prent identifier agreeing
with the first electronic equipient identifier
contai ned in the second address change 10 confirmation
information to second address information or/and a

secondgreetvithlehHbthe W QBB dentifier contained.in
the second address change codn%%ﬁl%ﬁtgﬁdf?ﬁﬁdﬁ?ﬁqﬂ??@ﬂupdmng
- Fur t hesctior d thé serviedet i@ BBl a e B S pmb G S LML
device may notify the index infornah%ﬁ‘ﬁ?lg%{']wge&ﬂerﬁ‘omthe

el ectPdeH BlosmatipnabtainnthetdietiohRehipicht b IRAY BN ion based

may acc n‘gll ate the index information. Therefore, it Is

- pref ét eCtrore equipmghidentifienriewtitésibinl £drs@hBrmation
egui {0 the index information is re-witable
reco F)%ﬁ &g‘gl r%r‘élﬁ‘? %F‘"S'%lﬁ equrmean idenfifiaref elecapnicrqtipment address
exewaﬁmgm%t%whg&? referable that the

server device encry . TROANER ARtGedns withl thaimt
1| a3 ST g

-advant ageous because en a m

obt ainfirnatien and @xhirdfeRicthic @i i.ci ous t.hird
'parzf%i can_ access the elcectrog?gmga%lﬁhn%ﬁa?@?’gg@ﬂthmeﬁrﬁ

prioRisIequip T dre id@THfRE CHRMEEin dﬁwsh&ﬁ{d@&ﬁessicﬂa{l%e
u

_Lgferrol ry enmhodi ments, the index information sho

e &Rﬁﬁ@‘é&. opdpformetion o sacondsadiveinriativl BraasH khdod
i's feigéher achieved. 25 In such a case, it is
i nt ended. ¢ RAPPIERE deatifier containerkin the seddndsaddies chakax

i nf Qg 8 he,.el ectroni c equi pnent regul arly.
Furt her rrggrﬁgl,l,tngfua 88P%m of realizing an operation of

the el ect ' .equi pment by software in the
erfeﬂngﬁ;{;;ﬁ/ e egﬁ;:ﬁfrrji}"?% 9 eﬁ@%?@%ﬂ@mt ! :F’f%;thp!sﬁg'elaﬁ&vioe may
a <Rk i st.ep qQf obtai ni_ng .
~ _index-1nformation %éﬁﬁﬁﬁé %8@“5??&%$q‘3paeebaﬁ4th§ﬂl¢ﬁtwgm
g o ot op o SRGRNE LRl Rllot M, TSR, bt

andtba step of sending the sen
s erthat a thgwincie. wiicKshasl8étkdni ChARRYE st i taq. the. .
oresent invention. when ikt st&%‘é%ﬁgin'?igmﬁorma on is
. Te"writable recording medium such as RAM.

i nf

Furthermore, in the exemplary embodiments, it is preferable tﬁat the
server device Qnérypts, the index information and then notifies it to electronic
20 .equipment. Itis advantagequs,because when a malicious third party obtains
. the mdex information, the malicious third parfy can access the el;actronic
- equipment related inforng.ation of the server devicé. |
Furthérmg;:e, in the exemplary embodiments, the index information
| should be changed regularly.. It is because a high secﬁﬁty is further achieved.
25 Insuch g case, it is intehded‘thatl_ the server device notifies the index | |
informaﬁqn to the electronic equipment regulazly; |
- Furthermore, a pro.grgni of realizing an operation of the electronic



i nformati on for conmmunication with respect to the

el ectroni c equi pnent nanaged by the server device is
kept-up to date, | oad can be reduced. '

| NDUSTRI ALAPPLI CABI | dTY 10 ; The present invention
relates to an information procedding systemetc. in
whi ch el ectroni c equi pnent and a server device
conmuni cate with each other. Wen information for-

conmefuiRmenshywoftwareda phe éxelh il dlGh L0 'Es?a follows. The
equi pnent managed by the server device Is epst up %o

dat e, PTP&8 dllowsisecompaithrde dxecdbe a 5t aF Bbtdinitiindex.information
i nf orh@p on, processi n? system conprising electronic

equi pren ¢ 3 stepof fogmingend ihforinhiial éonbiiging the index

equi RAR rksing: .an jnformation storage section
stori ng%%ﬁ%‘? Pgﬁe%r‘{f Fendipg thegiend infaumation todhi sateer device.
agcess to Ahg.Hk reni c_equi.pnent, a change
confirmation ?%‘glr%ga %’har T %g’é‘éd’lr?&?ﬁtmﬁﬂtlon, when

obt ainforg:tion ey dBRirh @B edtRn\a: ccess.fo.the el ectronic
equi prent fromthe infor #aw?l:é%ﬁ&g?%iﬁ&ﬁe@%@fqlﬂﬁ?q%ent
consmanagedily thé serebbdgtee GOREHL IR hnfor mati o
having the information for ﬂaccessﬁ%@iﬁ%"’gﬁsg‘f‘ﬁﬁﬁﬁl‘c :
equi pnent, a change confirmation i nformation sending
Secm transmtting the change confirmation
i nf or ﬁé@%ﬂ@ﬁl’l‘ﬁn i nformation receiving
1pection f,g%e receii.vi ng the confirmation information
transmi t t 6 FEEHEREention relates de on dnformatioreproesssing system ete,
— i nf o Gk ing.section for transmtting a return

i nfor matc;h%nrﬂec?:%ir}frzé3 &g%?ﬁb‘%“?i 6‘“56 SEFer dovirs commiicate with each
i nf othegt i ; evice co | Si ng:

When inff}h AR5 ST cog:mumcahon [t resp%ct to the electronic.

equipment managed by the server device is kept up to date, load can be
reduced.




an el ectronic equi pnment address information storage
section storing no |l ess than one piece of electronic
equi pnent address information having information for
accessing the electronic equipnent, a change
confirmation information receiving section for

recei ving change confirmati o#b i nformati on, which is a
change confirmation information transnitted by the

el ectronic 46 equipnment, and in which is witten
informati on for accessing the electronic equi pnent at
the tinme of transm ssion, and an el ectronic equi pnent
address information updating section for transmtting
confirmation information to the electronic equipnent,
to judge whether the change confirmation information
riggived ?y the change confirmation information

r ?V?h& section is proper or not, receiving the
ret ur M\ h Nirdorehh Bdre @'ﬂcﬁ:&ﬂ%@ﬂﬂgnﬁyﬁ&ﬁlhﬁoﬁ[@ﬁ%ﬁmgseMttronic
of the confirmation™information, judging whether the
gAMganeps AR d meeBYer ti&¥ies i on is proper or not,

based (B IR BRI BuliBALIALOmpARingt n the case

where the infornati _‘proper, rewiting the
i nf or ARt iinfofmratiovestonggel section stosgugpimfermation for

PAE SRR TR BR B Pe e EhRsl , RREC IR drppd iftipment,

- equi paechangy aiorddritatiba thiopmatioh forhiiarg section for
ST ook SRR i LS, EELED: PACERR Mtcronic
dQiifhente QAL PREC PAFOAIROACTRILEARE: 8Bction, and
i nformation storage section storing information for,
constituting the change confirmation information having the
- -information for accessing the electronic equipment,

a change confirmation information sending section for
transmitting the change confirmation information,

a confirmation information receiving section for
receiving the confirmation information transmitted from the
server device, and _

a return information sending section for transmitting a return
information corresponding to the confirmation information,
the server device comprising:

an electronic equipment address information storage
. section storing no less than one piece of electronic equipment
address information having information for accessing the
electronic equipment,

a change confirmation information receiving section for
receiving change confirmation information, which is a change

~confirmation information transmitted by the electronic




the server device to have access to the electronic
equi pnent, an index information hol ding section
hol di ng the index information which is an informtion
for obtaining an electronic equipnment identifier, a
change confirmation information formng section for
obtaining information for a¥cessing the electronic
equi pnent fromthe informati on storage section,

obtai ning index information fromthe index

i ng ign hol ding section, . and constituting the
cha%jﬁﬁégﬂﬁ ARg: ﬁ”ﬁh?br%&ﬂl@htm&\ihﬁ@rﬂrﬂmion for accessing

i ntloe rdecarofier eddip ARGESS] t.he el ectronic. equi pnent
and the_index in erl?mti onj§t ggghdgﬁb%o REPFHESS g, and

i nf or maff'ofi SEMAIig equiporetivraddrens bk iiba updating
¢ hsg@ononfdy MBtalr Q| .0 a confirmation
i nﬂgk%on recei vi ngﬁfslgéﬂn%C)Aﬁ1ﬁsmaﬁ1@8ei’\ﬂfﬁgnﬂﬁ‘@()n to the
FURRA N o g g{iﬂd%i o2t ori hange
trapsmitting a return | R 57 el &sh baot espangegandirmation
cORFPFMAten redaimimgi sactiohe isep¥Epelyl Got, receiving the
p@@mfﬁlﬁgoﬁlﬁaﬁlo?lct&om C eg‘%pnent addr ess )
|$%gréirrat| gn s o;&ge LLEEPBRAUNG itAgthe ressmismioonef the
p Bnagiaget riodfocoestibpeNfud ess,# nfor.mt, i on
Whmmgigﬂr@ﬁ on for ac;c'e's)tsbiI ngiji?%e ﬁfel*%&érﬂgﬁi%‘e change
' le&i prent TN e At PEPenherarettbased on the return
dgdopneationdeandf iR th g i ipment.. . .
W‘%’ i er _correspo dencgggm%%nggqﬁg@fwlg%ﬁ hydged
e fer wct ' ORFHRGuitBRednforgetion diorf GcRSSEAS Rbectronic
eqetprmeind e UHIREEsYe s,.jpformatiop,in S
7RI & espondence 't o thgﬁgﬁégc?((i? O TREGT ’CPdress information
atest information for accessing the electronic

equi ined j
quipment contained in the change confirmation information.

[Claim 2]
. An information Processing system comprising electronic
€quipment and a server device, '
the electronic equipment comprising:
an information storage section storing information for
the server device to have access to the electronic equipment,
. an index information holding section holding the index
information which (is an  information for obtaining an
-electronic equipment identifier, _ a change confirmation
information forming section for obtaining information for
accessing the eleqtronic equipment from the information
-storage section, obtaining index information from the index
information holding section, and constituting the change
confirmation information having the information for



a change confirmation information receiving section
for receiving change confirmation information, which
is a change confirmation information transmtted by
the electronic equipnent and in which is witten
informati on for accessing the electronic equi pnent at
the time of transm ssion, arf an el ectronic equi prment
address information updating section for transmtting
confirmation information to the electronic equipnent,
to judge whether the change confirmation information
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an electronic equipment identifier correspondence
- Mmanagement section storing the electronic equipment
identifier for accessing electronic equipment address
information in correspondence to the index information,
a change confirmation information receiving section for
. receiving change confirmation information, which is a change
confirmation information transmitted by the electronic
equipment and in which is written information for accessing
the electronic equipment at the time of transmission, and
an electronic equipment address information updating
-section for transmitting confirmation information to the
electronic equipment, to judge whether the change
_confirmation information received by the change confirmation
information receiving section is proper or not, receiving the
return information corresponding to the transmission of the

~confirmation information, judging whether the change




[Claim] An electronic equi pnent constituting the

i nformati on processing system according to either one

of clains 1 to 3. [Claimb5] A server device which

constitutes an information processing system having

el ectroni c equi pnent and a server device, conprising:

an el ectronic equi pnent addréss information storage

section storing no | ess than one piece of electronic

equi pnent address information having information for

accessing the el ectronic equi pnent, a change
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change contirmat :’i%gla:tg @r mat |rglﬁaP§)I‘proper or not
based on the return information, and,'in the case
‘\Qq information is judged proper, rewiting the
I'nformation for accessing electronic
An information processing system according to claim 1

or claim 2, wherein the information for accessing the
electronic equipment is an IP address and a port number for
accessing the electronic equipment.

[Claim4]
An electronic equipment constituting the information
processing system according to either one of claims 1 to 3.

[Claim 5]

A server device which constitutes an information
processing system having electronic equipment and a server
device, comprising: an electronic equipment address
information storage section storing no less than one piece of
electronic equipment address information having information
for accessing the electronic equipment,

a change confirmation information receiving section for

receiving change confirmation information, which is a change




equi pnent in the el ectronic equi pnment address
information into a latest information for accessing
the el ectronic equipnent contained in the change
confirmation information. [Claim®6] A server device
whi ch constitutes an information processing system
havi ng el ectroni c equi pnent 44nd a server device,
conprising: an electronic equi pnent address

i nformati on storage section storing no | ess than one
pi ece of electronic equipnment address information,
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t%e ation 1nformation, judging whether the change
confirmation information is proper or not based on the return
information, and, in the case where the information is judged
proper, rewriting the information for accessing electronic
equipment in the electronic equipment address information
into a latest information for accessing the electronic

equipment contained in the change confirmation information.

[Claim 6]

A server device which constitutes an information
processing system having electronic equipment and a server
device, comprising: an electronic equipment address
information storage section storing no less than one piece of
electronic equipment address information, having information
for accessing the electronic equipment, in correspondence to
the electronic equipment identifier,

an electronic equipment identifier index correspondence
management section storing the electronic equipment
identifier for accessing




el ectroni c equi pnent, to judge whether the change
confirmation informati on recei ved by the change
confirmation information receiving section is proper
or not, receiving a return information correspondi ng
to the transm ssion of the confirmation information,
j udgi ng whet her the change %onfirmation information
is proper or not based on the return information,
and, in the case where the information is judged
proper, obtaining an el ectronic equipnent identifier
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transmission, and
an electronic equipment address information updating
- section for transmitting confirmation information to the
electronic equipment, to judge whether the change
confirmation information received by the change confirmation
information receiving section is proper or not, receiving a
return information corresponding to the transmission of the
confirmation information, judging whether the change
- confirmation information is proper or not based on the return
information, and, in the case where the information is judged
proper, obtaining an electronic equipment identifier based on
the index information contained in the change confirmation
information, obtaining an electronic equipment address
information based on the electronic equipment identifier, and
rewriting the information for accessing electronic equipment
~in the electronic equipment address information into a latest
information for accessing the electronic equipment contained

in the change confirmation information.

[Claim 7]



A server device according to either one of clains 5 to
9, further conprising a judging section for judging
whether, in the change confirmation information, the
information for accessing el ectronic equipnent
contained in the change confirmation fornmed by the

el ectronic equi pnent agrees Stith the information for
accessing the electronic equi pment witten at the
time of transm ssion of the change confirmation

i nformati on or not, wherein the el ectronic equipnent
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proper. [Caim12] A server device according to

c[ITf_aIi s é]j wherein the electronic equi pnent address
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[Claim 10]

A server device according to either one of claims 5 to 9,
further comprising a judging section for judging whether, in
the change confirmation information, the information for
accessing electronic equipment contained in the change
confirmation formed by the electronic equipment agrees with
the information for accessing the electronic equipment written
at the time of transmission of the change confirmation
information or not, wherein
the electronic equipment address information updating
section transmits the confirmation information to the
electronic equipment, in the case where the judging section
judged that the two types of information do not agree with
each other.

[Claim 11]



A server device according to clains 11, wherein the

el ectroni c equi pnent address infornmation updating
section judges that the received return informtion
agrees with the prescribed conditions, in the case
where the data in the main part of the confirmation
informati on agrees with the ®@ata in the main part of
the return information. [C aim 14] A server device
according to either one of clains 5 to 10, wherein
the el ectroni c equi prent address information updating
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the information for accessing the electronic

e[qmacimqtz]i s an | P address and a port nunber for

accessing the electronic equipnent. [Caim17] An
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judges that the received return information agrees with the
prescribed conditions, in the case where the return

information contains the confirmation information.

[Claim 13]

A server device according to claims 11, wherein the
electronic equipment address information updating section
judges that the received return information agrees with the
prescribed conditions, in the case where the data in the main
part of the confirmation information agrees with the data in
the main part of the return information.

[Claim 14]

A server device according to either one of claims 5 to 10,
wherein the electronic equipment address information
updating section judges that the change confirmation

information is proper, in the case where it received the return
information.

[Claim 15]



havi ng el ectroni c equi pnent and a server device,
conprising: a change confirmation information
receiving step for receiving change confirmtion

i nformati on, which is a change confirmtion

i nformation having information for accessing the

el ectroni c equi pment hel d by3t he el ectroni c equi pnent,
transmtted by the el ectronic equi pnent, and in which
is witten information for accessing the electronic
equi pnent at the tinme of transm ssion, and an
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and, in the case where the information is judged
proper, rewiting the information for accessing the

e[ICéIatlfmm@ equi prent in the electronic equi pment

address information stored in the electronic
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eqU|pnent and a server device, conprising:
[Claim 17]

An information processing method used in a server
device which constitutes an information processing system
having electronic equipment and a server device, comprising:

a change confirmation information receiving step for
receiving change confirmation information, which is a change
confirmation information having information for accessing
the electronic equipment held by the electronic equipment,
- transmitted by the electronic equipment, and in which is
written information for accessing the electronic equipment at
the time of transmission, and

an electronic equipment address information updating
step for transmitting confirmation information to the
- electronic  equipment, to judge whether the change
confirmation information received in the change confirmation
information receiving step is proper or not, receiving a return

information corresponding to the transmission of the




a change confirmation information receiving step for

recei ving change confirmation informati on, which is a

change confirmation information having informtion

for accessing the electronic equipnent held by the

el ectroni c equi pnent and index information which is

an information for obtaining4 an el ectronic equi pment

identifier, transmtted by the electronic equipnent,

and in which is witten information for accessing the

el ectronic equi pnent at the tinme of transm ssion, and
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giectroni c equi pnent addres

ectronic equipment and a server device, comprising:

a change confirmation information receiving step for
receiving change confirmation information, which is a change
confirmation information having information for accessing
the electronic equipment held by the electronic equipment
and index information which is an information for obtaining
an electronic equipment identifier, transmitted by the
electronic equipment, and in which is written information for
accessing the electronic equipment at the time of
~ transmission, and

an electronic equipment address information updating
section for transmitting confirmation information to the
electronic equipment, to judge whether the change
confirmation information received in the change confirmation
information receiving step is proper or not, receiving a return
information corresponding to the transmission of the

confirmation information, judging whether the change



i nformation having information for accessing the

el ectronic equi pnent and the el ectroni c equi pnent
identifier, stored in correspondence to each other in

the el ectronic equi pment address information storage
section, and rewiting the information for accessing

the el ectronic equi pnent in&he electronic equipnent
address information into a latest information for
accessing the electronic equi pnent contained in the
change confirmation information. [Claim19] A
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equipment and the electronic equipment identifier, stored in

correspondence to each other in the electronic equipment
address information storage section, and rewriting the
information for accessing the electronic equipment in the
electronic equipment address information into a latest
information for accessing the electronic equipment contained
in the change confirmation information.

[Claim 19]

A recording medium recording a program for making a
computer execute prbcessing in a server device which
constitutes an information processing system having
electronic equipment and a server device, more specifically a
recording medium readable by comptter recording a program
for making a computer execute:

a change confirmation information receiving step for
receiving change confirmation information, which is a change

confirmation information having information for accessing




information corresponding to the transm ssion of the
confirmation i nformation, judgi ng whether the change
confirmation information is proper or not based on the
return information, and, in the case where the
information is judged proper, rewiting the
information for accessing tH® electronic equiprment in
the el ectronic equi pent address information stored
contained in the el ectronic equipnment address
informati on storage section into a latest information
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proper, rewriting the information for accessing the electronic
equipment in the electronic equipment address information
stored contained in the electronic equipment address
information storage section into a latest information for
accessing the electronic equipment contained in the change

confirmation information.

[Claim 20]

A recording medium recording a program for making a
Computer execute processing in a server device which
constitutes an information processing system having
electronic equipment and a server device, more specifically a
recording medium readable by computer recording a program
for making a computer execute:

a change confirmation information receiving step for
receiving change confirmation information, which is a change

confirmation information having information for accessing



section for transmtting confirmation information to
the electronic equi pnent, to judge whether the change
confirmation informati on received in the change
confirmation information receiving step is proper or
not, receiving a return information corresponding to
the transmnission of the con¥irmation informtion,

j udgi ng whet her the change confirmation information
i's proper or not based on the return information,

and, in the case where the information is judged

pribgereleobt@hid Ny @ Qi uj i, dentifier.
based on, the i %x{?%eg&m@ﬁ %ﬂnt@?ﬁg&étﬁopﬁ% equipment
C d ke i RE emtioinn oh ieh iisnanbin fusimgtidie for obtaining

elagerct rQBj I p - ] tifler d the index

i nf or mat ib_grn or g@‘{el?srgﬁgltt h.b&épg#f?%ni EI%WBM by the
aGdeeyoTIief oqmapiment sandeth i whgoh! RS PARERAE Snk8r Bt on for
oLReLssi) tzgl el ectroni ¢ equi pnrent identifier ]
corresporlence HeRERt hpgntophaldi @ dhe time of
eteoswnissicaguhpeent address infornation based on the

el ectroni clégui pnment identifier, by using the

el ect r 8 & Eﬁ%ntecﬁﬂd?rfég;ﬂt adfichresst infotmadtdogn updating
A £ SEAERIERTD R GO o o
cofi¢5pBHeeneduipmeniy, ot her judpke eldaithedi C the change
ARG o RS R i npation
- tiRéogmatioonieceiyirErete pi it HREpes! PN e RIRTE return
Qﬂ%?ﬁ? JLl.nformatl on into a latest 58 |n_f'orrr§it I on“for
acce55|$dolr'|‘le Cé]réﬂgﬁp&chl%u, therthe oriransedissiont hef the
coarfentibh’ MhESPmVi8hT®! j@lging whether the change
confirmation information is proper or not based on the return
information, and, in the case where the information is judged
proper, obtaining an electronic equipment identifier based on
thg index information contained in the change confirmation
information, by using the electronic equipment identifier and
. the index information for accessing the electronic equipment
address information, stored in correspondéence to each other
'in  the electronic equipment identifier correspondence
management section, obtaining an electronic equipment
address information based on the electronic equipment
identifier, by wusing the electronic equipment address
~ information having information for accessing the electronic’
equipment and the electronic equipment identifier, stored in
correspondence to each other in the electronic equipment
identifier correspondence management section, and rewriting
the information for accessing the electronic equipment in the
electronic equipment address information into a latest
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information for accessing the electronic equipment contained
in the change confirmation information.




