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PCT/ US99/ 097WO 99/57675 | . METHODS AND APPARATUS FOR DYNARGTUSIMIBTARD
SYNCHRONI ZATI ON AND PERSONALI ZATI ON ' :
TECHNI CAL FI ELD The present invention relates, generally, to the

use of .integrated METHODSCANDAPRARATHSROR MYNAMIC SMARTCARD

transactions and, nore h dynami cal l'y
synchroni zi ng and perso%?ﬁéﬁ#é%kéﬂé@réﬁﬁ Mmmﬁﬁm?% cont ext of

a distributed transaction system BACKGROUND ART AND
TECHNI CAL PROBLEMS Recent advances in Internet comerce,

el ectroni c dat a-processi ng, and 10TEEHMMNIGCAJLEIELD devi ce technol ogy have

| ead to an incigased i nt.erest in smartcard technol ggy. Cenerally

speaki ng, smar f BPHESNANYRIEQR relatesg 9eperallyate the ueaﬂasntegratqqlc@r%? gandsg
a mcropr ?‘%‘?ﬁé@ﬁéarﬂé")”?d? "conhkicil! tF‘dns%EtnéﬁQ da%r EudA aad"'tééﬂ;ﬁdé  for_

card. More conplex than magnetic-stripe and store-va ue caf

are c Hanamimnyzswchwmnpg iantli pers erhligitgosmarteant RifBthation i €64/ cbhiext of
feat ures. (ﬁ”l- 15 function cards, for exanple, are often configured to

support cAdlistributeditransactipRgystemy gl ue, loyalty, and a nunber of ot her
applications all within a single card. A typical mul ti-function
smartcard includes a mcrocontrol |l er enbedded within the card plastic

which is electrically BACKSRCGUNDOART ANDRYECHNIRAR! PROBEEMSICE S provi ded
on the card exterior. The smartcard microcontroller generally includes

an el ectri cal | feesnis Advangesi ino lrﬁeamtaﬁﬁmerqeeadeeﬁpwmawqm ahdr

stori u for s t.or a

Coot oy Sehicaiduetbf 0N feeRRBlogy, nETINMa t6¥aN) inePiastil ASRst i shiartcatd”
Rel ati vel yeehrrmbgy.m Qenedlly ebéﬂflﬁ?ﬁrsﬂwaﬂ’éﬁid@t&et watetisizel ld?e§ﬁaaller) cards
functions. Thus, i's not unusual for smartcards to utilize 8-b

i cr ocont MSOF E‘P@t'ﬂgtWQBWCSRSQﬁOT FERFrErantiier yo stase apdanghage data \Mﬁblnrthba

6805 card. More complex than magnetic-stripe and stored-value cards, smartcards are

characterized by sophisticated memory management and security features. Multi-
15 function cards, for example, are often configured to support credit, debit, stored
value, loyaity, and a number of other applications all within a single card. A typical
multi-function smartcard includes a microcontroller embedded within the card plastic
which is electrically connected to an array of external contacts provided on the card
exterior. The smartcard microcontroller generally includes an electrically-erasable and
20 programmable read only memory' (EEPROM) for storing user data, random access
memory (RAM) for scratch storage, and read only memory (ROM) for storing the card
operating system. Relativele simple microcontrollers are adequate to control these
functions. Thus, it is not unusual for smartcards to utilize 8-bit, 5 MHZ
*‘microcontrollers with about 8K of EEPROM memory (for example, the Motorola 6805
25 or Intel 8051 microcontrollers).

A number of standards have been developed to address various aspects of
integrated circuit cards, e.g.: /SO 7816-1, Part 1: Physical characteristics (1987); /SO
7816-2, Part 2: Dimensions and location of the contacts (1988); /SO 7816-3, Part 3:
Electronic signals and transmission protocols (1989, Amd. 1 1992, Amd. 2 1994);
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25 or Intel 8051 microcontrollers). A nunber of standards have

been devel opwd sve7aasidr ess vari ous aspects of i nt egr at ed CPEEYSIWTIs,
e.g.: /SO 7816-1, Part 1: Physical characteristics (1 987); |SO 7816- 2,
Part 2: Dinmensions and |location of the contacts (1988); |1SO 7816-3, Part 3:
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1994) ;
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i nt erchange (1995 | SO 7 5: Nunberi ng, syst
regi st r athroed. prb2 @hr@q/(ﬁc %I?Q%ﬁ’ﬁoﬁ"ﬂedm‘(&f%ﬁﬁi E@QZP"I‘S (19ﬂ§if ISO/IEfs) -

ore. 7. WP 79IBcd T FAPHEN o u Sk T el 30k ghd Eopuec WD s

7816- 85 Prg16-8, Pdrt &: mréi'kiﬁﬁd’ls‘trﬁ ety apoHitectaret (WFD5) 1 9Fhese Bidisdards are
standards are hereby incorporated by reference. Furthernore, general

i nf or mat ihenebye jacarpogated bymtsferancest riysthermare, generali infeemation Hegakdingund

b f t dard t d
004 "andrsarntic s Prsts i pin saBs San SRR fh ?wyer SR s
which arg, Qezsiéaed QTR0 SRART CAXDE ¢1 994)) @Rd Fdhki & Eff:ng, BSmisRT CARD HANDBOOR

mai ntain, Tor each smartfcard held by a consumer, substantially
accurat e (h99’r7brty\e(xfonteat&;atwl’tb¢h aref nabvnocprmdatapm referemge. associ at ed

wth e smarfcard, Pr known ste are aII i nadequate in
this {lagard tig fesi; ég?efﬁ Y'&%"‘ﬁ’éﬂ 0\?a ?Hf{q\ég?, bYe?l %Psé"?r%rt' hdds
for ensur Bﬂt RV aeBLrRS hitlory of REAYRSIGN |ﬂf6}rn"i@ﬁdrpanétaﬁbﬁébﬁﬁhst &ociated
smart car corresponding information stored 15 on one or nore external
dat abas esmth\shasnmtdard Presently knpyyresystenis aredtypically inadequate in thissregard
stol en cards be rei ssuge it h o:date i.nformgtion. ..

Vbr eover It masr%ﬁv o aetavEle SHinab afa rdiable Metbods for nsutifia SyPaNRRGAtAR:
al | ow an f%ﬁ%@&@oﬁ%%ﬁ%ﬁba@&%ﬁ%@&rﬁe%ﬂﬂﬂ m@&ﬁﬁaﬁawamred

Hertz, Hi ton the l1ke) to dynamcally add to or “otherw se nodify
t he siBr toreonk appioreaxntemal databases As a result, present systems fail to ensure that

lost or stolen cards may' be reissued or replaced with up-to-date information.
Moreover, present systems are inadequate in that the systems often do not
allow an enterprise, such as a smartcard corporate partner (for example, Hertz, Hilton
and the like) to dynamically add to or otherwise modify the smartcard application
20 structure itself. That is, in the context of muiti-function cards, it is often infeasible
to alter or augment the card’s file structure without engaging in the time-consuming
and costly process of re-issuing the card. |
Furthermore, known methods of issuing and re-issuing smartcards in a muiti-
application, multi-enterprise environment are typically inadequate. More particularly,
25 a smartcard often contains a number of different applications associated with a wide
range of enterprise organiiations. For security purposes, the writing, updating, and
reading of these files is advantageously restricted to particular parties in accordance
with a set of access condition rules. These access conditions are suitably
implem'entéd using cryptographic keys which are known only to the appropriate
30 parties, such as the enterprise. Thus, a card issuing party such as American Express

will typically not have access to the keys necessary to perform its function. Known
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20 structure itself. That is, in the context of nulti-functio L 1S
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i N accor qafifrmation, Wolld Rave HisabtraGs tohseqietdeson rul es. These access ~
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- . 78 Bamic hronizati . .
T/ Usoo RfEgapplizAboR e dfsamic syncbyanization,of multfunctipn smertosrds, |
accunul ati ng key data in a central repository used in the issuance

process. This nethod is unsatistactar a .nunber respects. Most

' f
notably, a security breach i 8 M%%hF;-I?HlEe'bB@NBRN of 0key i nformati on
woul d have di sgatf 6&%%:1%?@}?\%#!%% omgs th n{rﬁg&tHquHPﬁwébﬁo{ QF‘:{\;E{ gF&/iHﬁﬁded

to overcone these an I oNs 0 prior-ar

speci filocahkthodsy s rpparatus o parsanaliriog aied sgackdniting earttardt data in the
personal i zati on and _dynam ¢ synchroni zation of multi-function smartcards.
SUMVARY ontext of\grligtrioated transaction system.. ‘

In accordance with one aspect of the present invention, a dynamic smartcard
synchronization system comprises access points configured to initiate a transaction
in conjunction with a smartcard, an enterprise data collection unit, and a card object

15 database update system. An exemplary dynamic synchronization system (DSS)
preferably comprises various smartcard access points, a secure support client server,
a card object database update system (CODUS), one or more enterprise data
synchronization interfaces (EDSI), an update logic system, one or more enterprise
data collection units (EDCUs), and one or more smartcard access points configured

20 to interoperably accept and interface with smartcards. In an exemplary embodiment,
DSS comprises a personalization system and an account maintenance system
configured to communicate with CODUS.

In accordance with a further aspect of the present invention, personalization of
multi-function smartcards is. accomplished using a security server configured to .
25 generate and/or retrieve. cryptographic key information from multiple enterprise key

- systems during the final phase of the smartcard issuance process.

BRIEF DESCRIPTION OF THE DRAWING FIGURES .. -
The subject invention: will hereinafter be described in conjunction with the

appended drawing figures, wherein like numerals denote like elements, and:



The present invention overcones the [imtations of the prior art b ’
provi di ng 10voees784s and apparatus for personalizing and s"thPfFBHFMGI
smattcard data in the context of a distributed transaction system.
I n accordance with one aspect of the present invention, a dynam c snmartcard

synchr oni zat g, Sy 5 SN LABRK RSy ASRER DR Sh il HyhSfhic SyrBhidridich

transaction I n conjunction wth a smartcard, an e
col | ecti system In aceutdancawdthobarkmis dspetas afdhe preskitdnegrstionn An exenpl ary
dynam ¢ synchr.oni zati on system ( DSS preferably conprises various

. ) [
smart card acdd®s Jisi heshernatic Qyervieyplorn exeMplary secles support gligal seryfiect
dat abase upd Ste, , LRk N
synchroni zat ?‘%)lﬁ ?ﬁ?‘ & %EA"(% gsg?iﬂ%ﬁ ',Bg,aﬁ{ %ﬁgg%é's’gég ie@ {ésrégféej%@aosryencg Fonr%art’eo n

ent er B | igerface;data col |l ection units (EDCUs), and one or nore smartcard
access points_configured 20 to interoperably accept and interface with
smartcards. |FIGadt isxe sghematie ysaviaw et an exempiary dipsiate dogie systemnal i zati on -

ous, PR S SO B0GRISH B B oremial eBieifoe; e TR R 11
i nvention, pepieRBd gdaichematic overviewW bf ahWxemplans 8andt stje 86 databasé epBhtes hed
using a security server configured to 25 generate and/or retrieve

crypt ogr apstem Ke®DUSor mati on fromnmultiple enterprise key syst ens
duri the fi hasg of . the smartcard issuyance process. .. .
R QSR ARG B feepRhRaRendC R BB etRog 187 Sinsreenizing neneing,
wi Il her gianghé®dn Rfoflpatiohded in conjunction with the appended drawi ng
figures, wherein |like nunerals denote |ike elenments, and:
-3 - FIG. 8 laa fionghamdepicting an exemplary method for synchronizing update
PCT/ US99/ 09731, . .
transaction information;
FIG. 9 is a schematic overview of an exemplary personalization system;
15 FIG. 10 is a flowchart depicting an 'exemplary method of smartcard
personalization; and
FIG. 11 is an exemplary transaction data structure suitable for use in a travel

context.

DETAILED DESCRIPTION OF PREFERRED EXEMPLARY EMBODIMENTS

20 A system in accordance with various aspects of the present invention includes
methods and apparatus for personalizing and dynamically synchronizing smartcards

and associated databases in the context of a distributed transaction system. More
particularly, referring now to FIG. 1, an exemplary dynamic synchronization system
(DSS) preferably comprises a secure support client server 104, a card object

25 database update system 106 (CODUS), one or more enterprise data synchronization
interfaces 168 (EDSI!), an update logic system 110, one or more enterprise data
coliection units 112 (EDCUs), and one or more smartcard access points 102

' configured to interoperably accept and interface with smartcards 120. In an

exemplary embodiment, DSS also suitably comprises a personalization system 140 -



FIG 1 is a‘i@{} c overview of an exenplary dynam c synchr ggiramofd¥31
systemin ac ncé with various aspects of the present invention;

"FIG 2 is a schematic overview of an exenplary secure support client

server; FIG 3 is a schematic overview of an exenplary enterprise
data synd@mdoan agepunt MRintepaneegystem 142 configyred ta qommupisatenwith CORYSI ew
of an exequg ary update | ogic system FIG 5 is a schematic

overvi ew of ‘an exenplary enterprise data collection unit; FIG 6

i s a schemati pgregpartieuany, ina predéiéd embolifent) gHUE BlisHdstrd

system ( CODUS) ; 135 {/FI G 97 s a fl O\A/chgﬁ) %ggfégf‘? ng aﬁh exenpl grr §1-04

met hod f d$ copnettedraver aguitahie nerwork te [ERRladi0&througl enterprise networks 114.

gt 25 R RS Y e e SRR M TR OR oLl KRR B aredibrse
OVer Vi ew fafa 3BIEXTSPLARY 1R SERBlirsRl da cOiRERBA vhit? 112 are fihked r&?dcﬂ:@s

fl owchart depicting an exenplary nethod of smartcar personal 1 zati on;
and 106 andls8cutd suppem clieptrpérxey 10danbogeneral, dstdesstibad tiniferther dedaile
for use in a travel context. . . ' DETAI LED DESCRI PTI ON OF |
PREFERRESIO) 193K W@mﬁ\hﬁs gigine partner, hotel partngr.atravelgegencyiats.) is
vari ous o] ' ' j tus
for por sonaler ooty edcialSl Y (R PO ! 168, entertfid REtwBEK 1707368
assoclat &bt ab@sesThat ishEDOUt 2X2(a)f carresprindsbts EDSIr 2086)t avdh eFiteiprive

e ook Lkl 0 (4 St b ol hmamonnr
client Se;rf’@(rbe),lgﬁd sgaaﬁﬁ.r Orfisss nfay %@@@%ﬁ.é}pgﬁrgcé}s’,ﬁﬁggbgggg{‘ ;}%ﬁgnalone

or nore enterprise ta synchronization In
updat e | dpekssiysacrordance with tite nmnbee of enperpfises! rdresentedol | ection units
112 (EDCUs), and one or nore snmartcard access points 102 configured to

i nt er oper abl y Paesanslizatien j sustemnad4Q isuitabh fupetiens jasxghe | issuimg source of

15 smartcards 120. That is, personalization system 140 creates and issues smartcards

for use by the consumer by providing a predetermined file structure populated with

initialization data (e.g., account numbers, serial numbers, default preferences, and the

like). In this regard, CODUS 106 interfaces with personalization system 140 in order

to facilitate reissuance of the card by providing updated data in the event a card is

20 destroyed, lost, or stolen. Personalization system 140 is described in detail below in
conjunction with FIG. 9. .

Account maintenance system 142 is provided for customer service purposes
and, in this capacity, acts as the point of entry for cardholder complaints, questions,
and other customer _input._ ~CODUS 106 suitably communicates with account

25 maintenance system 142 in ordér to as,siétj_ customer service representatives and/or

automated systems in addressing_ _c_a_rdholc_ler _issu_es. y

Smartcard Access Points
Smartcard -access. points 102__ allow the_cardh_older- to. gain access to the .
distributed transactions system through a variety of means. .Such access points may

30 include, for example, standard_ home telephones, various. PCS wireless systems, pay
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_exenpl ary enbodi nent, DSS al so sui tably conprises a personali zation system
140 WO 99/57675 -4 - " PCT/J§99/09731 -
99/ 57675 . . PCT/ US99/ 09731
and an account maintenance system 142 configured to comunicate w th CODUS
106. phones, Pdino Bbkrigkitera! h¥teboBk ToPiiiterd, ItePORbAERAtioRE ALiBredOr t
client server 104 i s connected over a suitable network to EDSIs 108

t hr ough telleermpackineadAddi$s point. of Sal€meireinb(s8(ROS) ktaridealohe kipsics, metwgrk
system 1 10, which ltself is linked.to en rise ata col |l ection units
1 12. EnCOFRYIEE (s1” Baracset fafh Eaivtants WDAR, o anveeien Sulably Contigiatd ang

secure SHBH'@EPnﬁ'aEiSHt raftes. 1Réce§(sgp§ﬁ&egi@a Vﬂa@ gg??ﬂabféjhé i tid B&ge of

det ai | ow, each ‘enterprise ner, hotel partner,

t r avel 5 afBAy andtoellylar phonesporetentndlly loxated, for examplé, ia aidinecteloatihgrandEDSI
108, enterprise network 114  and 10 EDCU 112. That is, EDCU 112(a) . . .
correspod@ @@aemntabwiiﬁc'h%ﬁé}ﬁt@r'sbb@ér travel Rgepsies, and pals. itiop,

on. Tho. BRERBRCES MigH: e O e il oG BL NG Fo2 Tl P damiine it Sdnpiihey

i N accor gasipessitiavel. hig aprdiertedémbotimhdit, vefolaccssePohtts 102 are configured
Personal i zati on system 140 suitably functions as the issuing source of 15

smar t car 4@ intayfaceh ¥yith contacthasad sraantesrdsy$2@nin1ascardenge with dhe gelavant
smartcards .. By 4t mer by providing a predetermned file
strucfurgaﬁ%%rt'ﬁ éf)g&él\;fmél??mé]gtlam ??d;il | zation data (e.g., account nunbers,
serial -nunbers, default preferences, and the like). In this regard,
CODUS 106 interfaces with personalization system 140 in order to

i AECLIES gnlgesver d by provi di ng updated data in the.event a

Secure support client server 104 provides, where appropriate, any functionality
missing from the individual access point 102 used during a transaction. Server 104
- also suitably handles routing of messages from access points 102 to the appropriéte
15 EDSI 108 andfor EDCU 112. |
Refe}ring now to FIGS. 1 and 2, an exemplary secure support client server 104
comprises a security engine 202, a supplemental application support 204, and a
router 206. Security engine 202 comprises suitable hardware and/or software to
provide secure messaging between server 104, EDSUs 112, and enterprise networks
20 114. More specifically, security engine 202 utilizes authentication, data encryption,
and digital signature techniques in connection with incoming and outgoing message
packets. A variety of conventional security algorithms are suitable in the context of
the present invention, including, for example, DES encryption, RSA authentication,
and a variety of other symmetrical and non-symmetrical cryptographic techniques.
25 Supplemental application support 204 preferably comprises suitable hardware
and/or software components related to a specific access point 102 functionality.
More particularly, server 104 suitably determines the nature of the access point 102
utilized during a transaction. If the access point 102 does not include the appropriate -
software for effecting the requested transaction, then servér 104 supplies the'

30 functionality {i.e., software modules) which completes the transaction with respective



20 dest ro'yeqv Igg_}msor stol en. Personalization system 140 i s gegRisofeHzi N
detail bel oW®A ~conjunction with FIG 9. Account . nai nt enance

system 142 is provided for customer service purposes _ and, in this
capacity, acts as the point of entry for cardhol der conplaints, questions,
and ot hekDSlss108mand/ap&DCUCHNZs Toe supplemantal funatisnalitkincludes, auteo a@fia, 25
mai nt enange system 142 in order. to assist custoner service representati.ves
and/or | sottuatemaRulpeciok PLoReT fol R R Mg 4L BREHeuE fdasctfed FPhurdier detail
Smar t cargbif\wy $aft Bat BUEr the various netWRITks 8bMpAS ePOS8! FolEatiglé) Wwhbfe
cardhol der to gain access to the di stributed transactions system

t hr ough atraasaction tdkeseplace viduarhaceasepintol 02 whish c@dsists eotirely bba standpl e,

tandard h t el eph : ' P i r.el . t :
_S 5(_51n %r alogggma%q%g 6 arnI r?e%%lya u\lfxmctrxgnaeiﬁs |sS Sppﬁ{gcs! byp gg’rver 104 because

PCT/ Usgg{h\%ngs}ﬁé?%?:d reaBBP "H?ysitsé?ﬁg%ﬂw ARl Sfr;raﬁlgf’érﬁhgﬁﬁiﬁaégttﬁr&d rom

| nt er ne l'ons, autonate chi nes point of sale
t er m nal smaRc&yd IO ih al ‘humik! osdmmer nddomeker, wheanpsuitably(ddsigured PO sl
data assjstants (PDAs), or. any.other suitably confi gur ed cammuni ¢at i on
appar at ugclugedetor araess Poink 102y MRSt nacessany {unstiopalityaissupplisd bysvanious angd
cel l ul ar d I ' Il L ' |

o " o PREE el isiding Yo YRE PEEn st SEREP Sorel 184 nedil oty a0

and @ | the Varicwsimdssage packbtstaand dsomi whiet acoessipdint 00R0R4ithant sapplying
point 102 to streamine their enpl oyees' business travel. In a

pr ef er r eedditipoak seftwargar iAsidedafinationslinhmay (2 sueplisshithipugbgany suitgble
| nterface dd! 15Pakatbid Hfhigh e s ot bottbid SoRW/ARL €306 fe.4!, UbvhAcHEERY ANt

and the like), or distributed software residing within access points 102, cards 120,
and/or éerver 104. _ |
15 Router 206 suitably handles routing of messages to the appropriate EDCUs
112, enterprise networks 114, and access points 102. That is, router 206 is
configured to identify the appropriate functional blocks within the DSS to which.a
given message packet should be sent. The identification of the appropriate
functional blocks may take place in a number of ways. In a preferred embodiment,
20 the identification is accomplished through the use of. a look-up table comprising a list -
of appropriate deé;tinations keyed to inforrhation extracted from requests received
from access points 102.
In an alternate embodiment of the present invention, a secure support client
server 104 is not used, and the functionality of access points 102 are suitably
25 specified in order to obviate the need for server 104. Alternatively, the functions of
server 104 may be aliocated and distributed throughout the DSS components in any
advantageous manner. . _
it will be appreciated by those skilled in the art that thé term_"tfansactioh"
refers, generally, to any. message communicated over the system for effecting a.
30 particular goal, for examplg,;_.. .debit/charge - authorization, .pr_ef_e[enc_g changes,.

reservation requests, ticket requests, and the like. FIG. 11, for example, shows an
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10 portions of the |ISO 7816 standard. Secure Support Cien
Secur e suppoWO%f5V@At server 104 provides, where appropriate, Pgﬁb]&%g\ég{
functionality m ssing fromthe individual access point 102 used during
a transaction. Server 104 al so suitably handl es routing of nmessages
f rom acceedmpRiryitfank8etién dabe sBBtIEUseF@ iAhBLRINtdLBoPPEVFBFMIRgh bhdine
Referring nowto FIGS. 1 and 2, an exenplary secure support client server
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and or St chars, Maxigurs pida el TR, Sl e REPR IR aia sted f titin
112, andiohi, it BxaMbRD RS rifisackioh m¥SESucsatabin Bbinfris B6Himh HefiffteR®
202 utilizes authentication, data encryption, and digital signature
t echnibqudatai packets)calthoughvwithier datastrugtures nay beiemplopadage packets. A
vari ety of conventional security algorithns are suitable in the context of
the present invention, including, for exanple, DES encryption, RSA
| a4 ZYafe Ll gymmetrical and non-symetri cal
P NNl ques. ' ] ppremental application support 204
preferably cd@DUS306ustitably seeurkhaseores infortiatiors adiatedr ® theTptatedfsthe
related to a specific access point 102 functionality. Vor e
part i cul ¥aniQus issued, srpgrcards; 48Py BGT%’F'HQH&WtWeFF@gUFeaQﬁ 6 Ha aeretesredoi nt
102 N ' LQ0. i nt
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t r ansl@ct inoduld 604, aave bbjedd datstdsect! 6 1@ cafd bbjeet iadnfihistratioh .rMRoduleB0G)ar e
nodul es) which conpletes the transaction with respective’
Moo and an audiiglech @R 675 ,.

PCT/ US99/ 097?§ecurity engine 602 provides suitable security for, inter alia, the information

stored within card object database 116. In this regard, security engine 602 may
utilize various authentication, data encryption, and digital signature techniques-in
15 connection with incoming and outgoing message packets. Suitable 'algorithms in the
context of the present invention, include, for example, DES encryption, RSA
authentication, and a variety of other symmetrical and non-symmetrical cryptographic
techniques.
Data rhanagement module 604 suitably acts as a data interface between
20 CODUS 106 and account maintenance 142 as well as between CODUS 106 and the
various EDCUs 112. More specifically, module 604 converts and translates between
the data format used in these systems. For example, data stored within object
database 106 may not be stored in a format which can be easily used by EDCUs 112
or account maintenance 142. Accordingly, data management module 604 comprises -
25 suitable routines for effecting conversion and formatting of both incoming -',andl
outgoing data. '
~ Card object administration module 606 preferably provides suitable database
software to edit, update, delete, synchronize, and ensure non-corruption of data -

‘stored within object database 106. A variety of database packages are suitable for



EDSI s .108 ar‘%) 112. The suppl enental functionality i nisbyﬁggmg-,g{ er
alia, ware nmodul es for properly formatti ng nessage packets
(described in further detail bel ow) sent out over the various networks
conprising the DSS. For exanple, where a transaction takes place via an
access p‘-z!msnttaalgzmnfuduhg.ctmsewlenvaueuq conveantional cfourth-g¢nerationaetationdl

r eader nearly all func |on Ve pplied by server 104 because
t he smar‘ﬁ%ésa UWtISEY§ %glcﬁpéwﬁpabl e of transferring nmessages
to and from Audn?'F‘FHBGSVs‘i.’mEQ Bk CHlingRs BRIt ddf@ﬂ‘é‘éée’f16"‘ﬂf‘e‘?eﬁ\§/ﬁwpfl?dﬂ y

configured PC1s I ncl uded for access point 102, npbst necessa
funct i ontal ensurestheuinpégrity dfycardrdatasstored mthnmﬂ@DhiSdtlDSs Mauose pantjculariyhe
such a case, server 104 nee nl ansfer 10 the vari ous nessage
packeBs WHoR Rhenass e bt dE8abars 16 Tobe o agaw 9F Rgpterence WpasteR
ft
SOft war ewrafliiRfonk: B6bilcaNBh shickirY é?x‘%n%??poroefiﬁ [kep 4Rl 2l 608 dfré.%usesu.tabf

met hod, tor exanple, ough the use tware co

Act i veX informatiuh teiatetitbaheseochahges] ieloy} dthes efateyadred nattire iang curi:témnoﬁﬂwass
poi nts 102, cards 120, and/ or server 104. 15 Rout er 206 suitably
handl es ‘F'Eﬂﬂgeng of messages to the appropriate EDCUs - 112, enterprise

net wor ks 114 i ter. ' (o) ed
to identify t e ap ggﬁé%ap %?tl}sr?cat% Q%?}lgmﬂ%%gégx é/ﬁ%%hisﬁ'@ggdbgagat 8 o%hé‘%%pg’f

gi ven Onegdistrilsutpd dathbades, lisl used sonstorel ltite ikAOWn btatatdfotheobaridies spareardst e
functional bl ocks maﬁ take place in a nunber of ways. In a preferred

enbodi neh€0. 2o geprerp éh?lsft?@an ? §masteard dwphaeaeserizad by grsuitable set of card

it or mat PRI FF AR areEd shnihinsnt wRbrelf Bl sUEniR A cBBtBte PR TR0
I n an al 781 Baisc eAiployedIESArdObbjeBt dHtab&sY 1116/ 8bdrie8NinfernAAtidH FefatédP ol the
client server 104 is not used, and the functional IZééOf access points

102 are @di\ﬂdgalyamlogﬁeesfnre%mtrprbmlewarlgu@mmearnhe1 ide £ ghe suverall filen4.

A st bt B8 el HE¥ iyl fiRBEy Srocttind dnd Safk MRCAATRESS thoss
4 Gk
It will GsplrpBons] aAeMebstridiafe féikedrdesbjedt Ubtabusk 1181s IchBséf'stich that it

"transaction" refers, generall , to any message conmmuni cated over the
syst em fioeluglesea suitable. se3oF sata fieldsafor gogiven fsomartsardpl 20.  debi t/ char ge
aut hori zation, preference changes, reservation requests, ticket

requests, and the like. FIG. 11, for exanple, shows an

E ise Data Svnchronization Intert

In a preferred embodiment, the various EDSIs 108 track changes to smartcard

20 data and/or applications corresponding to individual enterprises. With reference to

FIGS. 1 and 3, in a preferred embodiment, EDS| 108 comprises a communication

server 302, a security engine 304, and a customer database 306.

Communfcation server 302 suitably facilitates communication with enterprise

networks 114 and update logic system 110. In this regard, server 302 is configured

25 to translate between various formats, media, and communication protocols as may
be necessary given.the.-particl;tlar choice of components employed.

- Security engine 304 provides suitable security measures with respect to the

access and storage of information with customer database 306. Security engine 304

. may utilize various authentication, data __enc_:ryption, and digital signature techniques

30 in connection with incoming and outgoing message packets. - Suitable algorithms in
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PCT/ US99/ 097®%0 99/57675 exenpl ary transaction data structure: use?ﬂr’qqul‘m'
context of perform ng an on-1line transaction with a travel partner,
wherein the field nane 1102, data type 1 104 ('C for character),

maxi num ﬁE@j I

T U S g By s APt %Ry Deohinfll, Fom
delim tedutl’ferdw“aﬁoﬁaamm/arletv Gboidler sthmetdealearai norcsymeetriest drgptageaphied.
Card Obj ect Dat abase Update System ( CODUS) CODUS 106 suitably
secur el y teghyriayes.nf ormation related to the state of the various issued

smart car ds 1%%5@%8?&&%&%\“’3% Q‘@"'}'. Pﬂﬂﬁd@s 4 p%%?gr fgregsfcﬁﬂwasmartcard

enbodi nent, conprisés a security en nagenment 10

modul es 6Gforatiohd réliter tto diNidilidedl parthersa ot aentecmisest atdtnissta qbamnular
nmodul e 606, and an audit file 608. ecurity engi ne 602

provi des esteérprise ¢hasting; iferexample; enterprige; netwarke 11 ﬁh» ﬁughfcﬁpmpnle.grmov |

wi thin car ob ect d. b

D1 e Saerd e Sammile, aniaoar rakfatioh FbERily «& Bt dridpRRel Py SRR

t echni quUEShéta éﬁarﬁ%w@t&a (oidity, preferene, aifd SthbOaariothaR y61a86s m&ﬁmuy
Suitable algorithnms in context of the present invention, include,

for ex armbethaog&eé nbampt Dunng Rmchromzanonéaﬁ desaribed, in fudther deteil ejow) apy her
chn
Dot MBnddengns watatireRoine ibusd by BrapEsReu Inmyat fif SysteRtend, visz ooy

CODUS 10@:h%ﬂﬂe§%‘?§HWﬁeﬂ§a:hnﬁﬁrW§i@ml\ﬂr%uﬁf béeldmmtinkkdE ¢ datddazelf662amhishe

communication is preferably done securely (using sedﬂrity engine 304) in conjunction
with communication server 302. _ |
In an alternate embodiment, the functionality provided by the EDSIs 108 are
15 folded into the corresponding EDCU 112. That is, while an illustrated embodimént
employs one or more physically separate EDSIs 108, it may be advantageous to
further streamline the DSS by incorporate this functionality into the corresponding
EDCU 112 functional block. |

Update Logic System

20 in a preferred embodiment, update logic system 110 formats and securely
routes card data received from and transmitted to EDCUs 112 and EDSis 108.
Referring now to FIG. 4, in a preferred embodiment, update logic system 110 includes
a logic engine 402, a data management module 404, a security engine 406, an
enterprise update administrator 408, and an enterprise update audit-module 410. -

+ 25 . Logic engine 402 suitably functions to.direct and distribute information changes- -
across the system. Thus, logic engine 402 is able to determine which modules (i.e.,
which EDCUs 112 and EDSIs 108) need to reflect the change -

Data management module 404 suitable acts as a data interface between EDSls
108 and EDCUs 112." More speciﬁcally,'-module 404 is able to convert and translate.

30 between data format used in these systems. Accordingly, data management module

-10 -



various EDCUs 112. More specifically, nodule 604 converts and
bet ween Wﬁe”_(ﬂ‘f"é format used in these systens. For.exanpl elfémﬁéﬁzred
wi t hi n obj ect dat abase 106 may not be stored in a format which can be
easily used by EDCUs 1 12 or account mai ntenance 142. Accordingly, data
managener804mibmhprised) suitalde | roatings fouieffentingr conversiorf and eformatiimg of both
conversiqn and formatting of both incom ng and out goi ng dat a.

Card obj de¢oming and Oui@QIRE d&8&ul e 606 preferably provides suitabl e database

software to ed . : t [ r - COLE Upt | of
dat a st or ggkw'ﬁﬁ?ﬁé@%ﬂg?t Ed%te gg‘égg{[@g 5{&5 Qgepg%@iﬁg{'? %#a;t?'g%sa&thp%%ﬁ%ges
3\;) egg;li&;t?g%dhtﬁdrowing through update logic system 110. Security engine 405 may utilize

PCT/ USB9/v@gpgs authenticaipy. dataencryrtiondiang digital signatrecstechnigues én connection

ti . - [ | _ b . t ¥
(46" RopNth incBHhing 4T SRl rieBsfte B8%ere . SR BRE-ERER JE 30 oBliph r
dat abase thd Greddit ildntivel, ndlgde, for bRampRY DES BRcryptied] RBA AltheAticatibd, and
stored within CODUS 106. Mre particularly, 5 when changes to obj ect

dat abase alv@ietykaf other symmetricekand nonh-synametrigal cryptbgraphic techniques.

transactions, _appli.cation structure ch S, .a the |jke, audit,file 608

tracks suit abIEQPé)rpr,'sF n‘f%‘f%tﬁdjﬂwséfaﬂ’égiﬁ SPHQE& ERaRGESS eyt eaq ;spEWalE; o

and nabulacalshryd! @aintain 4419 transféNBEBPeen EDSIs 108 & BDTULGH 2dat abase 1

16, which may conprise a single database or a set of 10 distributed

dat abases, i s Entarprise uptatecauditmodolend 30 suitably traeks/apdatednformationrflbsving
through update logic system 110. More particularly, when information is
communicated across update logic system 110, (as a result of preference updates,
transactions, application structure changes, and the like), audit module 410 tracks

15 suitable indicia of this information, e.g., time, date, and nature and content of the

communication.

E ise D Collection Uni
EDCUs 112 preferably store and coordinate the transfer of synchronization data
corresponding to a particular enterprise. With reference to FIG. 5, in a preferred

20 embodiment, enterprise data collection unit 112 includes a security engine 508, a
customer update transaction database 504, a customer loyalty transaction database
510, a customer pending transaction database 514, an update database 502, an
EDCU audit file 506, an EDCU administrative file 512, and an EDCU data
management module 516.

25 Security engine 508 is used to provide suitable security measures with respect
to data flowing through EDCU 112. Toward this end, security engine 406 may utilize
various authentication, data encryption, and digital signature techniques in connection
with incoming and outgoing message packets. Suitable algorithms in. the context of .

-the present invention, include, for.example, DES encryption, RSA authentication, and -

-11 -



120. In general, the state of a smartcard is characterized by a suitable
set of card WO9STIScia. In a preferred embodi ment, wherein aPgRU$99/09731
structure in accordance with |I SO 781 6 is enployed, card object _
dat abase 116 stores information related to the i ndi vi dual applications

present gnvididtyVaf ictHer SYPireaicEP ahd0nbh-symmbtifcd V@rivehtibhbie chptagfdphid!r €)

as well as the individual fields, directories, and data that conprise those
appl i cat tephniquesti | e structure for card object database 116 i-s chosen such
that it i ucludes a i tabl e set ,of data.fi.elds for a giyen spartcard
120, st ahate, VRRARITatabRen DM 18 4saE 0 store informatiprwhich

pr ef er 1 eagHaRR (Bdited! 7 & ShaPiard P05 ' 0
dat a and/gr appl 1 cattieons (?orrgspolﬁdi ng t%ﬁﬁlr\l’m%\? aﬁ?ﬁ:@%{%%@@@eﬁﬁﬁﬁ@

1 ef er nceatiaus databb$s arid netivarksithatreguiré espdating.rifod erample, &R3nhariciid 120

conprises a conmuni cation server 302, a security engine 304, and a
cust omer MeY; b Ysed ¥y ghange ca'dh"?‘{el’icprﬁ"éﬁ?ﬂ%ﬁﬁ ‘Grﬁ@e‘?%?e 982 Gansagtiop with a
facilitalesi | L, 0 | | : - U

| ogi ¢ syEaeaif By RRER” Tt infolddivbBi, i thd hoftisiin e o BB BitBhise,
bet ween @04 (forstheqpartitalar entbrprise) umtit itroowid betfammed>bat & CODWS 108/and thde
necessary given the particul ar chaice of conponents enpl oyed.

Secur i t yaBPrgRRate PGSy 1 desand EDs 4 08 c Jihis fynm:af transagfiom is deperibed in t he

accesfy ag_g,.tﬁéro&&gﬁ b%im%v”f ormation with custonmer database 306. Security
engi ne 3 may utllize various authentication, data encryption, and

digital signaCustnechyaltyasadéactioncdatabsse 61O0ns! Suitdliiprised wNstoreltigpalto
[n;_ssage ﬁ\afgkrggtsibnagég/?éy%%gg ?lrieirE rllremi;uleg'c stayer, etc.) associated with a particular
PCT/ Usggleﬂtgezgnjise or partner. In an-alternate embodiment, a loyalty transaction database
510 is not employed -- rather, the functionality of database 510 is incorporated into
15 databases 502, 510, and 514 such that a loyalty transaction becomes just anotﬁer

transaction modality to be tracked by EDCU 112.
Customer pending transaction database 514 is suitably used to store
'information related to transactions which have taken place without direct use of the
smartcard 120. More particularly, some transactions, such as preference changes
20 and the Iike,'may be initiated by a cardholder through a channel which does not
involve use of the card, for example, through a verbal request over a standard
telephone. In such a case, and as detailed further below, this data is suitably stored
in pending transaction database 514. The transaction data remains in database 514
until the corresponding smartcard 120 is used in conjunction -with an access point
25 120, whereupon smartcard 120 itself (as well as CODUS 106) is updated with this

new information.
 ‘Update database 502 is suitably- u_sed to store other types of transactions, i.e., -
transactions which may not be classifiable as update, loyalty or pending. For
example, update database 502 may-be ‘employed to store file structure updates: as
- 30 detailed below.

-12-



the context of the present I nvention, include, for exanple on,
RSA aut heWOI%947676n, and a variety of other symmetri cal ggéTﬁﬁﬁ&&B&{
non-symetrical cryptographic t echni ques. Custoner dat abase
306 suitably provides a means for storing smartcard 5 information rel ated

to individual Apaitt fier 506" isCldeR] 16 itedtk cﬁbﬁgi es % tﬁad&étdaﬁﬂbéée 504, perRiimg | se
(hosting, for exanple, enterprise network ht ‘conpil e, or enpl oy

ot her s  t database| ] 4sdatabese BQ2f andvain am llltatmted me imenth lnyaityt eatpbase

(at o t nap P manSeqtBe pHPneRe WngF i 1 seielece By ofiieRg 510 e

synchr onqgditi g SQS ﬂﬁélé‘sf 'cFlSﬁ?éé‘ tb luattaséséieseul 514, Oiid HD2. 10A&&iarmsss¢s>
dat abase 306 woul d be propagated through the system and, visa-versa,

changds ﬁ'bereﬁdrerhelpsnm hesenyesmnnvwlm djeﬂatammnhe cus;mi:ttve fies.abase 306. This
connunlcatlon refera ne s, cureJ sec i ne 304)

conj uncti on iRisHapy %ﬂ%ﬁfgtﬂfsw §§F95¥b'§d§‘tggase $o ¥‘f Recessary Lo ﬁ&[t
enbodi ey p [ f to
the corr o p%*n%?#'wﬁ“"'*%%@ oStie Hph eridifch, oF datd Stdred [AHRY the
enpl oys wvardoos dutalsasels)that abmprisepzD@tel EDS} s.el,0databasesn $0Re 504, 1 Ggamd s

to further stream ine the DSS by incorporate this functionality into
t he corrésﬂ'ondl ng EDCU 112 functional bl ock. Updat e Logic System

20 In a e‘?‘ﬁ’%ﬂd g4l |
secure y réf‘{es @%’d at a re'{l:eel ved r?‘c’)#r%%gn transm%’t"&’dft é%@js

and EDS| facifidte data frefisfer betveenvstrartdatds 4 20 andidptatfases S04 804 BOD} and
updat e Iogl c system 110 incl udes a logic engi ne 402, a data nanagenent
modul e 4840 @5 wellas betvwssy thesgcintabgses anfbmaapgﬁrﬁsmarel adHpdate jagier

408, a”dsﬁ‘&ﬁgﬁgﬁgﬁéégl rec?ﬁgﬁgﬂidfsét@?fdéhﬁnéégmeﬁ? odule 515%%'t§a§ﬂ9cbﬁ‘§c402

sui tably e chang
t he syst ednenstitSsedrlgss temgfercofidatal setalden the viftictissydtemBi ch modul es

(i.e., whi ch EDCUs 112 and EDSIs 108) need to reflect the change -
Dat a managenent nodul e 404 suitable acts as a data interface between EDSI s
108 M 12. More specifically, nodule 404 is able to convert and

t ranslat '

The various components; databases, modules, and apparatus described above
in connection with the preferred embodiment are connected via a suitable data
communication network. Such a network may consist of various physical
connections Llsing_ a variety of conventional data protocols, for exampie, the TCP/IP

20 protocol. It will be appreciated that the individual connections between components
of the present system may differ. For example, a wireless PCS network may be
employed from an access point 102 to secure support client server 104, while a
internet TCP/IP cbnnection may be empioyed from CODUS 106 to the various E_DCUs
112.

25 Those skilled in the art will appreciate that a variety: of hardware systems- are
suitable for implementing the present invention. Various -modems, routers, CPU’s,
monitofs, back-up systems, power-supplies, and péripherals may be employed to
realize the benefits of the present system. In one embodiment, for example, a
Compaq Prolinea computer operating in an 0S/2 environment using IBM MQ Server -

30 software is used to implement secure support client server 104, wherein the various -
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30 between data format used in these systems. Accordingly, data managenent
nodul e WO 99/57675 . - 10- - PCT/US9943731

99/ 57675 : : PCT/ US99/ 09731
604 conprises suitable toutines for effecting conversion and formatting of
bot h ' o ' ; S ' ' ' ed
o provi BAESHlfs Pt tei ot martcard Kosks BREDCY %A ChitS B 16°

t hr ough igptheineinhpieentyd todna CdMpaddtalinda/ compiuter épérating int a IWirrlovis/NT
various authentication, data encryption, and digital signature techniques
i n conneeRviganment ynning acwikakle daabase §eftvpradackagepacket s. Suitabl e

algorithns in the context of the present invention, include, for
exanpl e, DES encryption, RSA authentication, and a variety of other
symet r i PédsopBlizativiy Sygfeni ri cal cryptographic techniques.

Enterprise update adm nistrator 408 suitably conprises overhead software 10
necesdary to Refering nowata AGaflsine prefered erimIdimens persordization]system

Enterpri updat.e audi t .nodul 1 | racks dat g information

Mo hg. 150 SaiBachyrbinhdfB B Eard BHbhPent Vo0 205, B Babfy nateaditant

i nf or mat spsteld 904, & YHtHE GppRehtRW RFCUUIO UG, bREIGH MbE YHtdbdébs 639, an
result of preference updates, - transactions, application structure
changes, actirnatidre bladke pO8a@dcommudutcardipersonalizatioro utility AhRe(GCRY, @ senvice hi s
i nf or mat

conmuni c.h‘(t}ﬁnea'f.eg Ya, at‘i‘g“ﬁ?‘&?‘%efg esae@{i&at&%r&leeé%%d%o tYe?'t‘a"OJQewee"t systems918, -
et o Sha1 o Kol ans 0206/ kg SyRei Snbr ity gharios,
pr ef er r ed database module 922, CID replace module 924, key system 926, and key éystem
928.
CCP 912 suitably communicates with CODUS 106 (shown fn FIG. 1), and
legacy management system 904 suitably communicates with account maintenance
15 142 which is also configured to communic_ate with CODUS 106.
Card management system 902 suitably receives the card request 901 and
initiates the gathering of information from various sources. Generally, card request
901 consists of various request information intended to specify a desired group of
card characteristics. Such characteristics might include, for example: a list of desired
20 applications (airline, hotel, rental car, etc.); a designation of whether the card is new,
a renewal, or a replacement; a list of defauit cardmember preferences corresponding
to the desired applications; personal information related to the cardmember (name,
address, etc.); and required security levels. | .
Card management system 902 suitably parses the card request and, for
25 information already stored by the issuer, sends a request to legacy card management
system 904. For information not available as legacy data, card management system
902 forwards the relevant components of carc!_ request 901 to gather application
moduie 906. In an exemplary embodiment, card management system 902 chooses
- the optimum smartcard physical ¢characteristics for a particular card request 901.

30 That is, card management system 902 suitably determines the appropriate type of
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20 enbodi nent enterpr| se data collection unit 112 |ncI udes a |
engi ne 508, WO 99576355t oner updat e transaction database 504, apgﬁﬁ#é%?rhl

| oyalty transaction .dat abase 510, a custoner pending transaction

dat abase 514, an update database 502, "an EDCU audit file 506, an EDCU

adm ni st &abikard 'chg) 1 %e %@daﬁhsﬁm R n@mber WW&’&@P@%r%ﬂé*ﬁemgﬁ

Security engine 508 is used to provide suitable security neasures wth
respect requiremenhas aamd ooemputdtiomal cdEm@exity2of Tiveadésired ssenutity s unations.

engi ne 406 lize a t t t d
i g1 tal St e SRHAEL S AT aED ARELAH SVt SO N SoAk B aseBut Gcimg
nmessag e o} h

mventi cREats ebbdiffiid ThePanaREid bhie, BpERtg Sy e an el ike B,
WO 99/% 7épeified in card request 901

PCT/ US99/ 09731 a variety of other symretrical and non- syrmet ri cal
convent i onal kﬁ%ﬂd@?ﬁﬂgﬁ@e"t systerhAPGREES as a suitable repesitoRy Um%'t"éa

updat oa. 1HedCKE RS salden ek e REEnICT CIERACD, WAMF e, gl Sestiy

various gjapiition. aper BR&MPlds tildhofdmunirght atetd fomg-standingosnedit, oredebit
smartcard 120 may be used tq change cardhol der preferences in the

course ofcepuntawithdsswngarganization (Ip%ﬁqd e astaprad pmbessed mag-piring: ¢ard) on

woul cho | Bnd W SRRyt TridG 54 S6ehaefadg AR fpararsl e R jgbla RaFd. oul &

appropriat e ER&ier ldpplieatloFPROEUIR0S06 T8issitaBlycconfiguretdtacidceive mforhstidrped
in 10 further detail bel ow Custoner |oyalty transacti on dat abase

510 i s sfrombagd management systero\BQ2 and legagys managemnt §vgtem ©04qand then

or part nFSHARE iy Rhp  Sodods, ARARRRS" 1Y 59, BeBRr afft<Rbrinipa, FPHIERET
510 is npfoRRtictY SPecified it eard fddBest901 | CPl'éférbNIXOfdaﬁBa%Bﬁm ®&BrreSpond to

i ncorporated into 15 databases 502, 510, and 514 such that a |loyalty .
t r anstxt and amgmaqegswlthrtbgngdwldual partnenng enterprises which offer smartcard

applications for use in smartcard 120 (e.g., enterprise networks 114 in FIG. 1).
Thus, for example, a card request 901 which included a request for a hotel
application would trigger gather application 906 to initiate data communication with
the appropriate hotel database 910. Hotel database 910 would then return
20 information sbecif_\_/ing the correct file structure, access conditions (security), defaulit
~ values, and other data necessary to configure smartcard 120 with the reqdested
application. Communication with the various databases 910 may take place through
any suitable means, for example, data communication over the Internet, PSTN, and
- the like, or thfough'other channels, such as simple phone requests.

25 Activation block 908 is suitably used to provide a means for the cardmember
to activate the card once it has been issued. For example, jt.is common for credit
cards and the like to be sent to the cardmember unactivated; requiring that the

 cardmember call (or otherwise contact) an automated system at the issuer in order
to activate the card. This is typically accomplished via entry of the card number and -

30 other suitable ID using a touch-tone phone. In this regard, activation block 908 is- .
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transaction nodality to be tracked by EDCU 1 12. . Cust omer pendi ng
transacti on wetesamse 514 is suitably used to store i nf or nBETARIYWEIYt ed
to transactions which have taken place wi thout direct use of the

smartcard 120. More particularly, sone transactions, such as preference

ehich doaseddp fabficata s, et o7 the Pecifestéa Sriatlcatd) 6. thamepily oePRE "
request Queh d2tikABA% Recessa? haPhPRRcUls euel a case. and as detai | ed

further be . this data 1s suitably stored i n pending transaction
dat abase 514. CORe StliZaiss ased do craate eccaerrectly foumattbd seard 1”%bbject” untiid., the

correspondi ng, snartcard, 120 is used | nh.conjunctjon wth an,access i 25
120, wherPaRineLRestea (i $5UeRre 3 ol Ahatyaigbleceastiaiat &9 beclaygaiarded 1o «
this g BeyvqbRl OLABA tihsfer this informé%%ic?séﬁti@%é?ea'ép&Hm%rﬁaﬁéﬂ oftRe to
store other types of transactions, 1.e., transacti ons i ch may not be

cl assi f i smartcard) pddtCODUSY 806 \(farrrepemding ¢ghe Eard’s statexasrissaeduplePe912 is

dat abase 502 may be enployed to store file structure updates as 3Q detail ed
bel ow. preferably configured to tailor the format of the card gbject to the specifigygard

99/ 57675, . . 1
ALt 11 [S5B08° SYStem 1o be ysed (fescribed below).  Thus, agther applicatighf S7atetn S8
dat abase cah4lelidar ahaktivelyhigh+ievel ifanctiondlity sequdstd andtCCP 92 carl epsdté the
dat abase ,510. In an alternate enbodi nent, wherein no separate |oyalty
dat ab}Qe specifics”abieqt” to be Hsed in the implementatiay changes to dat abases 504,

514, and 502 oo bildlch $00iceBUrBEL 1Y Soiphess SGalIe Wernble bl S8fviare

data in the r Ve
' components to complete production of the smartcards for issuance to the respective

cardmembers. In this regard, service bureau 914 includes a suitable smartcard
“printer” to handie the transfer of information to the smartcard chip as well as any
15 conventional embossing or mag-stripe writing that may take place. Suitaﬁly
smartcard printers include, for example, any of the series 9000 and series 150i
smartcard issuance systems manufactured by Datacard Corporation of Minnetonka,
MN. o
C_dm‘mon card security server 916 (CCSS) suitably comprises software and
20 hardware cdmponents hecessary to retrieve cryptographic key information from
various enterprise key systems 920. In an exemplary embodiment, this information
is accessed by service bureau 914 in order to complete the personalization process.
More particularly, it will typically be the case that a smartcard 120 contains a number
of different applications associated with a wide range of enterprise organizations.
25 One in the art will appreciate that the writing, updating, and reading of these files is
advantageously restricted to particular parties in accordance with a set of access
condition rules. These access conditions are suitably implemented using
cryptographic keys which are known by the appropriate parties. Thus, service bureau
914 -- whose task it is t6 create and populate the card file structure -- will not, ab- -
30 ‘initio, have access to-the keys necessary to perform this function. As mentioned

briefly above, known systems have attempted to solve this problem by accumulating
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-13 - to key systems 920, but which is “owned” by the party implementing the

15 personalization system. The key-generating function may be distributed between
CCSS and key systems 920. That is, the keys may be generated in real time at
CCSS 916 (in accordance with algorithms and key information received from the
particular enterprises), rather than being generated at key systems 920.

It will be appreciated. to one skilled in the art that the functional blocks

20 illustrated in FIG. 9 may be implemented using a variety of hardware and software
components, both off-the-shelf and/or custom-developed. Database-intensive |
functions performed, for example, by card management system 902, may be

implemented using any suitable database package, e.g., Codebase, dBase, or the like.

Personalization P _

25 A personalization system as described above in conjunction with FIG. 9 is -
suitably used to efficiently issue a large number of smartcards with a wide range of
functionality levels. This task involves obtaining and coordinating, in a timely fashion,
accurate data for individual cardmembers across the various partnering enterprises.

- supported by the system. . In this regard, it may be the case that certain partnering

30. enterprises desire to limit the .dissemination of.proprietary data. This data might
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one or noTEaRe N ¥ denfriBRAy Prat i ol OO HREREIRM reRolNed bl
a dat 8@a$équ.i€§iU| RsTAéntishéd abBlVeCearPanagdident l@kté‘rﬁ%@ﬁ@%ﬁnaﬂ%ué%to :
system CCP 912 suitably communicates with CODUS 106

(shown i neﬂn@ ‘the, cand requestt eanet jnifiate Jeregathesing coh guiarmatieafirgm various

t t t t Wi h I f
communi ¢ 2PEGR% n CorpuetUBe S01 SRS coneints oreidst SnPergnbBont e )
recei ves shB&ifg &' dediitdlgioupBlcard Charactefstiét Stich RPapRitBASHAIMGht include,
I nformati on from various sources. Cenerally, card request 901 consists

of vari ofier exayoplet ailist of desiteshapplicetidnsi(aiding phetel,yreatai eai, reed):ga dagguatlon
card cter StICS uch characterjstic 1 ght i ncl.ude exa

Tat £8° BRSHRshSLHS RIS Be o R ePRNR i FeRACEMentin I Stdgrauls arghedber
desi gnat iplrePbnodict Hifbsding!tél the desived apph@aﬂcﬁﬁe%horfﬁl uffomahaﬁerm@éd a

list of ef au%t cardmenber preferences correspondi ng to the desired
appl i cat rtortbe gaedrmendier i(nadmenaddress, etaa):,emct required csgcdntynbvels( name,

2o oevoo SNty SERIA0R BRSNS g s 58 S EORHISES
appropriate for the given card request 801. This step is suitably performed by card
i 15 management system 902. Thus, card management system 902 examines a number
of factors in light of information received in card request 901 (e.g., memory
requirements, desired security functions, and the like), then selects an appropriate
smartcard chip from a library of available chips. In the same way, the optimum
smartcard operating system {SCOS) may also be selected.
20 In Steb 1006, cardmember information is obtained. This step is suitably
performed by gather application module 906 operating in conjunction with databases
910 and legacy management system 904, More particularly, cardmember-specific
information is preferably classified in two groups: information known to the
personalization system, arid information not known by the personalization system.
25 Known information generally consists of data acquired through a past relationship
with the organization hosting the personalization system. In such a case, certain data
such as cardholder'nanie, preferred billing address, titlé, company, etc., will most
likely alréady be known, as will certain application data. Such iriformation is suitably
stored in, and may be retrieved -from, one or more databases comprising legacy - -
30 management system 904. ‘As part of Step 10086, the system (specifically, module

908) preferably determines whether the card should require activation. That is, as
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b d d d
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smart car rprise networks 114 in FI G
to the enterprise host:ng the airline application, then download all necessary file

15 structure information. This process would continue in turn for each new or modified
application to be incorporated into the smartcard.

| In Step 1008, a full cardmember data set is created, suitably using CCP 912.

This data set, or “card object”, will ultimately be used by service bureau 914 to

create the physical smartcard. " The form of the card object may vary. In one

20 embodiment, the card object comprises what has been termed a Binary Large Object

(“BLOB"). The .card object is preferably tailored to the selected smartcard

configuration (e.g., chip type and operating system as specified in Step 1004), the

content of cardmember information data (gathered in Step 1006), and the intended
smartcard “printer” (i.e., the apparatus used to create the finished card within service -

25 bureau 914). This allows the system, in the preceding steps, to specify file
structures, data types, and the like, without concerning itself with how this structure

- will be encoded onto the smartcard or how the data wiil be accessed. Up until step

1008, the system need only develop a relatively high-level model of the intended

‘smartcard data structure; the specifics are substantially invisible to all but CCP 912,
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- appl i cati-onw@udsshets i gger gat her application 906 to initiate RERESINIT3I

comuni cation with the appropriate hotel database -910. Hotel database

910 woul d then return 20 information specifying the correct file structure,
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to configure he reques i-cat’i on.

Communi qad ¥arvinidd b8 privripoinst idathetnsesm9 Ithaty, tiek furdtivnalityhoDCOP 912 any
sui tabl e nmeans, for exanple, data conmmunication over the Internet, PSTN,

and rmay bei distributed mmanghvarions cemarnents olsthens¥stedy.npl e phone requests.

25 Actjvation hl 908,i.s _suitabl S | far. th
cardrember - Having Sfaatod e daicingmiber e et GE chRL RRELUB Seofl T8, fhis
It 1sgC i fHin SR ICODUSCRIB!IFSRPA 01D). | THE ehSures thétthe!DSS GartiduldApNber
unactivated, requiring that the cardnmenber call (or otherw se contact)
an aut on®0BUS:y86hasb retnrdiafsthe sinartcandestate at the tieiof peesantalizationd. Thigi s
iis typically accomplished vi.a entry, of the card nunber d 30 ot

sui t 2b) dnfasnaienysdhen EImedRie sudlable o BrrouTL BiARtenaRes svateth (BPock 908
| S The card object is then sent to service bureau 9142and (if required) CCSS/$16_ -
99/ 57675 PCT/ US99/ 09731
used to (Saep o) e In Step 1014, i the rfecessdry keys aes aequitethta altlow seivies bureau

p 405 914 socrests tielinisned SSHSEHR, ABTETIC Bbove: hencl 514 1 slfebly,

downt oadeLby GG ¢ Cbbamam) 81 seRblifivid fla BSLinCpibcRes” b erbe

bur eau 9drAbbdiphersy; e each dhdividual card is being created using an issuance system
suitably located at service bureau 914, service bureau 914 interrogates CCSS 916
for the appropriate cryptographic keys. These keys have either been retrieved from

15 key systems 920 and 918 earlier (i.e., aﬁer Step 1012), or are retrieved in real-time
in response to the request from service bureau 914. Alternatively, the keys may be
retrieved by CCSS 916 and transmitted td CCP 912 prior to transmission of the card
object to service bureau 914. In either case, the key or keys are then retrieved for
inclusion in the card object created in Step 1008.

20 In Steb 1016, the actual card is issued. Service bureau 914 suitably
downloads the card obiect into the correct smartcard hardware using the correct
cryptographic keys. The initialized smartcard may then be packaged and distributed

to the appropriate cardmember in accordance with conventional methods.

Svnchronization Pra :
25 - A dynamic synchronization system as described above in various embodiments -
is used to track the “state” of the consumer’s smartcard. The state of the smartcard
is suitably characterized by the structure of applications used in the smartcard and
the various pieces of data that are stored within these applications." - - -
The manner in which applications and data are managed within a smartcard can

30 vary. For example, data files and directories may be stored in a "tree" structure in
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his function. As

30 inftio, have.access to the keys.necessary to perform

Tent | Biegontexts idAed, thik BaraRIeGIRHIS Gateteaisyt With SARCHOR sy, Aac FRiase

problem ky: 3§ Giyadté'ttdHtactions, 2) pending transactions, and 3) file structure chafiges.
Each of these cases will now be described in turn with respect to the present

invention.

Example 1: Update Transactions

20 It is quite cbmmon- for a cardholder to make a local change to smartcard 120

which is not immediately reflected in all the databases which could advantageously

make use of this information. For example, suppose that upon initialization (i.e.,
-when the card was originally issued via personalization system  140) the cardholder’'s -

smartcard 120 was configured to reflect a general preference for smoking (e.g., one

25 file contains a Boolean field keyed to smoking/non-smoking), but the cardholder now

wishes to change this general preference file to reflect a non-smoking preference. .

In this case, referring now to FIGS. 1, 7 with respect to a preferred

embodiment of the present invention, the cardholder suitably inserts.card 120 into

a conveniently located access point 102, whereupon authentication of the card and/for - . .-
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conpar ablgppropridte filey veitsih shmartcdid 120. which is "owned" by the party
i npl ementing the 15 personalization system The key-generating function may

Ee distri bu'él ea:amemiemtion rogtss2@6 dn isepvery 14 nthegpiputes she itransagtion &9 themy
and k39 el Aol LT ARSI 0 RE o EDGUT 2 i RReay P afehes 07,

than bei nhdo8 N2 raésuttivelyk EThat)S| @dferiditty on the system kbnfigldation, ahe fike tabed
to one skilled in lﬁil:e ary't< that the functional blocks 20 illustrated in FIG

9 may be ghangedunight hesassgciated, with ¢ pertinulan waterpese ofonlitematively, might be

Funct 1 onesePRbTHEIt Fisroaaaranal hasting Mk Bsao ety B cobfl BR03SseMeBTN @
i'mpl ementygelh USi Ng any suitabl e dat abase package, e.g., Codebase, dBase, or

the |iKke. Personal i zati on Process 25 . A personalization system
as dedbri bed &ollowing branch 8% inohigure 8, thezhangesdata is sant thppd $ieed;ip the

effici enta{r}/pri:gf?ig'% ED'S‘?l "8 Tg{é’%e%oﬁs. Sﬁ%crirt:\ eafo%?c \giygperﬁl Nﬁlethéﬁrggnﬁfers this
change request to the appropriate EDCU 112 - i.e., the EDCU 112 corresponding to
the particular EDS! {Step 810). This information is suitably stored in the
corresponding update database 504. The information is also distributed to other
20 EDSIs. In the instant example, update logic system 110 would identify those
systems that would benefit from knowing the cardholder’s smoking status. Such
systems might include, for example, various hotels, rental car agencies, and the like.
Alternatively, following branch 805 in Figure 8, the data may first be stored at
the appropriate EDCU (Step 812), then distributed to other EDUCs 112 and EDSIs
25 108 as described above. - ' S

| The card data change is then transferred to CODUS 1086. Specifically, the
various fields and files associated with.the smartcard 120 are updated to reflect the
- change stored in update database 504. Thus, the information within CODUS 106
conforms to that contained within smartcard 120 and the various EDCUs 112 and
30 EDSIs 108. After this transfer, the corresponding change data in update database

504 is cleared (Step 818): - | - |
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exenpl ar yetswaer the' datadn sarertdardtli2nand thepdatadasvanious databases dbrasghbutithe

First, in Step 1002, the systemreceives smart card request . As
rent | 8neBSBboSschon casRmE REWE. S95eXB, Waea ihe serghaiddcals a Fotpktn, v e
h q : ity . . . :
sour cos. MERPCP FeaprRauOR YR Bor e ATl eral SRR il e Yharel |

- SPe6) fandenfikek! #fl otdl FRuest trEcHange hic besfierdrices. fréimcémoking to non-
characteristics mght include, “for exanple: a list of desired

appl i cat smmokin@i rl i ne, hotel; rental car, etc.); a designation 10 of

whet her th i | . - ' f
cardmenber . Retartngtian @ EFed pandiidnt B 38E With Getpdtc & afireftiria
per sofg! eHﬁg@?rﬁBh{ Ot the! péedent invértionheheacatanoider firstebntaisrars enterpriss ;

and required security |evels. . Next, in Step 1004, the system
sel ects threughaatmaads tthet does rehincudeysmartcard 180 opE-afe”$MAMEAE §Pten

Syst em oBmEsenyEangatP AR A0 P ¥n BB HLEEA b fioieh, RRVRS R,
- Tactors 'arbﬂdrﬂ%t oPiranBherismid salebRee(Stes 704)C aTHisr Sifdetis Wén (stothd lozalipr y
requi renents, desired security functions, and the like), then selects an
appr opr i aithin a particular enterprise network 114 and/or is stored within an EDSI 108 (Step
15 706). | |
Next, in Step 708, update logic system 110 routes this information to the
corresponding EDCU 112, where it resides in pending database 514. At this point,
smartcard 120 itself is oblivious to the change. As a result, if the cardholder were
to initiate a smartcard-present transaction, the corresponding enterprise would likely
20 look first to the data structure in smartcard 120 for preferences, and as just stated,
would most Iikely- arrive at the wrong conclusion (e.g., a smoking room might be
assigned notwithstanding the cardholder’s expressed preference).
| In order to remedy this situation, the present invention provides, in Steps 710-
712, a method by which the smartc;ard is updated upon its next use. That is, after
- 25 the smartcard is inserted at an access point 102 and is suitably authenticated (Step
-710), the system interrogates pending database 514 to determine whether any
changes have been made. If so, the appropriate information is downloaded to
smartcard 120 (Step 712).
After the above information transfer is successfully completed, the change data

30 is transferred to CODUS 106, where it is stored within card object database 116.

Finally, the respective information within pending database 514 is cleared (Step 716).

-23-



smartcard chip froma library of available ch| ps. in the sanme_wa
opti mum Waas/swas d operating system (SCOS) nay al so be se|%€T/§§99’°2631
In Step 1006, cardnmenber information is obtained. This step is suitably
performed by gather application nodul e 906 operating in conjunction with
dat abas efxampleB:0FifenStruegnreyAppilcagondShargyst em 904. Mre particularly,
car dnenber - speci fi c information is preferably classified in two groups:

i nf or mati on HAcMditien tacthe datguplatethm f'F%‘i’P@g?@ﬂedaﬁhpvemehameSdﬁ thet

cons, st ST 6P QR i P 12 rB Geb BeOidEab e inii R cptencts.
or gani zaTh#ish ekingOtHe igfensl & @ffdrtoard, RNs Jikeketat | thedif8 iSsuer A8 Gbarﬁféﬁ"hgl n
dat a such as cardhol der nane, Ereferred billi naﬂaddress title,

conpafy, entepriseypr thergandholder himeelf mayr desing tocextandrthe serdis functionality by

l'i cat h i nf . O it t d b
et ovettaineife BeCRuiE, o dRblicHiond BBUERY otieim BR3E0 Ran Bpeme o
syst em 9ktdhordePavho UseS!td BmbPeard ?&ere'h!télt@éﬁ éﬁcp‘éﬁ'luf'lé Qéééﬁatlaﬁéjkﬂlﬁh als0908)
preferably determ nes whether the card should require-activation. S

as wish to use the card for acquiring and paymg for hotéBreservations. In sucm 95&57675

PCT/ US99/. 09731 ti db f| t
S0 chor P aRroprizte bitel nasihar i brocksh3e CrelliEr S amBH A %‘Yge for
act i @t | &4Hifdn bha Hotblapplichfign its B¢ d?fdeﬁrtottﬂelé?ﬁart fﬂ@%&rﬂﬂt re. %éﬂbﬂ?ér' y

I nvol ves the use of an automated phone systemnm oice o er a
parti cul arampjedtmeqmmmcxssueamlght au'ghdmettheeaﬂdmom omammw ap‘pllt':am)mma

L2 o0 o B 1o RSHRAE, et b o S cEorvarseh T rapcba e
not i ncl yfgdotided m%emﬁ@i?gaaréﬁswgbg%mq@#% #pkdgat i on modul e

906 suitably communi cat es t abase to retrieve the information
In a preferred embodiment, the types of file structure changes described above

i

15 can be handled in a manner analogous to the proced'ure set forth in FIG. 7, dependirig,
to some extent, upon which party originates the file structure change. That is, as in
Step 712, the appropriate file structure change information may be stored in EDCU
112 (for example, in database 502}, and then transferred to smartcard 120 when the
card is used in conjunction with an on-line transaction {Steps 710 and 712). After

20 the file structure on smartcard 120 is augmented or otherwise modified, CODUS 106
{specifically, database 116} is similarly modified to reflect the change. The change
information is then cleared from database 502 (Step 7186).

Although the invention has been described herein in conjunction with the
appended drawings, those skilled in the art will appreciate that the séope of the

25 invention is not so_limi-ted_. Maodifications in the selection, design, and arrangement
of the various components and steps discussed herein may be made without

departing from the scope of the invention as set forth in the appended claims.
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needed to satjsf rd request 901. This information will ty bERUSH/MST St
of file 10 &qg%ﬁﬁé I nformation; e.g., the DF and EF hierarchy, data types
and | engths, and. access condition specifications-fer—the—particutar

equest 01 1ol udes a request for aaSne - appt i ANIEHT IREERLATHY ¢

application ul e 906 d contact the database corresportditg ® Sto*the
enterprise hz)%ﬁjﬁbs F%@“gﬁ%l ne application, then downl oad all necessary:

file 15 structure information. This process would continue in turn for each
new or nodified application to be incorporated into the smartcard..

In Step 1008,1.a full systemefase petronalizing as sorasteard, wherein| said ssmgrtcard
_912. Thi s data S‘étdb'ort "card ﬂ?f"l ect”"  widl .ulti tels¥ be used .bé,

servi ce BOMRAFEY 2,4y obiect havihg a @sﬁﬁffs?%'lcagﬁﬁr PRS Y SISRSABPIRIBE: ¢ he
card gpject may vaggechityo8étvés enbodiment, the card object conprises what
has been terned a Binary Large bject ("BLOB"). The card object is
preferably tail oreat least loneskeyesystemsassaciated with saidfat deastitanenagplicgtionchi p

type and qperating systemas, specified in St 1Q04), .t he cqnt ent of
P Grranb B Ky PR T IBES) T0CREVRIERtesy it S8 @ecuthg Seer AR APy
smart car g pebrii N , r .eate the finished card
Wi t hin sgrk\(/eipcde‘r}é%5 I?Jééegﬁaéﬁa??stTﬁ S s"Zldlll %s\gét eéégyg'em in the preceding
steps, to specify &ipersonalizationaitilite sonfigused ypasceisadsaid eatd lobjecti antbta

concerni ng itself with how this structure w || be encoded onto the
smar t i EOMMYyRiGatenwith 3ald BeFYrilYSe¥etssed. Up until step 1008, the

system need only dgyg 'L?%gs&ﬁi]i%ﬁ&ﬂ Mfﬁkﬁé flHABr EGHﬁ‘l;éurgﬁqslaldP;safc{‘ﬁe\i gklﬁ ﬁflg%‘érd

smartcard data struct e specifics are subStantia e to all

but CCP &Bjéct. _ -19 -
2. A system for dynamically synchronizing smartcard information
associated with a smartcard, said system comprising: |
15 an enterprise data collection unit configured to store update transactions

and pending transactions associated with said smartcard;
at least ohe access point configured to interface with said smartcard and
said enterprise data collection unit;
a cai’d object database system coupled to said enterprise data collection
20 unit and configured to store said smartcard information in accordance with said

update transactions and said pending transactions.
3. A system ac_cording to claim 1, further comprising a card management
system, said card management system configured to accept a card request and

communicate said card request to said personalization utility.

25 4, A system according to claim 3, further corﬁp;isi_ng a gather application

module configured to communicate with said p_a'rd'mana'gement system and gather

-25-
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I n an al t er ngoesndredi nent - vari m’ Hl’ lltm!uhe smartcard BETASHUPRIL-

may be determ ned at a prior*pot $tem That is, the
functionality of CCP 912 may be distributed anong vari ous conponents of
t he syst n t

obj cot . {Pleation dotpriier HeR 37 ERY P AR B abRRanth wah 5 Sey
Thi s ensm,léqe,gegthat the DSS (particularly CODUS 106) has a record of the
smartcard state at the tine of personalization. This = information is
then i medi ately avail able to account maint enance syst em 142. The

card object is the senﬁ to ser . ce, buy eau §4 é ui reg{, S 916
(Step 1012). Pn st S¥stem asroraid e slai Ly el somprisid ¢ SeLvies PUERY: e
bur eau 1onﬂ¥.§u¥éu t?d Eaﬁ%ﬁﬁléatfe' Withhesd gaps“dreﬁmuorf\anmﬁdbgaa s’é&%Y‘?y s&tv%P |

1014 is suit performed by CCSS 916 concurrently or serially with
t he |55uannmdelrtn:psx:lucbrthersa'\artcardnbod| ment, as each individual card is
bei ng created using an issuance system suitably | ocated at service
bureau 914, service bureau 914 interrogates CCSS 916 for the

appropriate cgypt o %3@5%% di §%?ec|%ﬁ~b{51 hﬁjfﬂqe%'.héea.ri%gsn é@h;a':(@hesio&kom

15 key systems 920 a ear after Ste

retri eveconfiguesd td determine whethes tlensmattoatdhwill require Bctlvannrsbv \ai cardialderau
914. Alternatively, the keys nay be retrieved by CCSS 916 and
transmtted to CCP 912 prior to transm ssion of the card object to

service bureay 914.5 gpstgh‘} B&doringto é:wﬁn Jﬁeﬁbrﬂfer ggbfﬁ:g%fn% ) Q%Qci} gﬁida‘ag\é%nftor

i ncl usi on |nthe car ject created in Step 1016
t he act uaystemgdsaid Iegauyauana@namtsydtwmmnfﬁgmed (1 ()] tcmhhmumcateiwmh sadscarﬂe
card Oéj ect into the correct snartcard haé%ware usi ng a‘he cor.rect

crypt 6r JpAPAJYEBGAL sysiem and; HensHH legary Jata §9a§a'9hea¢ BE 3pRIRatIRN mpedule
di stri but 6 onsnt/%%tsgﬁi @ggrlggeééﬁ]e cerdnenber i n accordance with

conventi ona roni zati on Process 25 A dynarri c

Synchroni zati on system as descri bed above I n various enbodi nents

used to track the "state" of the consuner's smartcard. The, state of tb

sirart car d 8. A system in accordance with claim 1, further comprising a card object
database update system configured to communicate with said personalization utility

and to store said card object associated with said smartcard.

15 9. A system according to claim 2, further comprising an update logic
system coupled to at least one enterprise data synchronization interface, said update
logic system configured to securely route card information between said enterprise
data synchronization interface and said enterprise data collection units, said enterprise
data synchronization interface coupled to an enterprise network configured to

20 communicate with said access point.

10. A system éccording to claim 9, further comprising a secure support
client server configured to commqni_cate with said access point, said secure support
client server further configured to adaptively provide communication functionality in

- accordance with the communication functionality available at said access point.
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is suitably characterized by th |'i cations us |
smart card awio99/576The vari ous p Ilil"l EM‘E ! mf are stored ﬁﬁ@g#/@ﬁ%‘se
appl i cations. The manner kn .cations and data are
managed within a smartcard can 30 vary. For exanple, data files and

di VZSCt ories mey, beagtiRf %@aﬂeﬂ gmafte8R sydteHfE ot MahBging the personalization and
PCT/ US99ya®hganization q;‘narsmmtdaruzouhanem spid smasteand reoraprises Becardr okjeck e

t abl nbl t M. ft Disk t
Z;ISt 2n’) ylpé\ﬁége@gzrl%t&qg Wf@}c@?'ﬂ"f P?'gssyﬂ%m comé’ﬂﬁ’(ﬁrgglsloy or g:tnl zqggr\?\n It R?n a

hi erarchy of direc @ﬁté's%?@ flcally three types of files are
defined in |1 SO 781 %Qﬁb icatéd files (DF), elenentary files (EF), and a
maste® 5 file (Mt ledse onaskeqrsxistém assoaratbdgnitb said ahedsE-dnéSapplication,
directory, ,and contains other files nd_glrectorles alc at ed

files araigdkeysAysternicondioyre §° gPmmypigateswi SeCHHtY$¢Tyeh AR o [§PPl
EFs. Thu r@.ﬁr f DFs, and t hese DFs
may or §’ke¥2ft? rgg (ﬁﬁé ?géﬁdﬁm&gﬁea%%%‘f@ espare used to store user

data, and nay exi sa pdrédnalizatide dititity ednfigueed oo recéibe rsald eardisbject farideto
H gher |evel DFs 10 (i.e., DFs_which house particul ar applications) are .
of ten re’F%"F‘F"éﬂ“Fiiea‘é"thﬁﬂ“ﬂ 886y servergedi cated files (ADFs). The scope of

the pgsent invent %ﬁa &eﬁsdﬁ%‘uzat V\@tYI ’fl.lll‘thgll &Fﬁjhgured 48 aBQ 's%/bcf I‘(%ﬁ'tooéald card

mul ti-Tunction car t| ons,
Java- baseﬂeegrds, are al so sui tabl e within the cont ext of t he instant
i nventi on. A nunber of synchronization issues may ari se in the

nul ti-function snaf@ tcead gbiest databasé updata-systemeentigused 4p mmynt,case ith
reoccur ¥\$ g ggpﬁalég MS‘V a&qd %l gldre said! Eardl)obli'é)cqaggﬁé} |H‘P hid 2)

pendi ng frle struc ur e changes
cases W gmanedrde descrl bed in turn with respect to the present
i nventi on. :

an enterprise data collection unit configured to store update transactions
and pending transactions associated with said smartcard, said enterprise data
collection unit configured to communicate with said card object database update
system; _ |

at least one access point configured to interface with said smartcard and

20 said enterprise data collection unit.
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Exanpl e 1° Update Transactions 20 It is qui te common for

car dhol der t WOn¥EF6H | ocal change to smartcard 120 whi ch |P§1i4‘6§99’°9731

i medi ately reflected in all the databases which coul d advant ageously

make use of this information. For ex | e, suppose that upé initialization
(i.e., when the cagd was originally issu.ed vi.-a personakgzati on system
140) the cardholder's e smartcard 120 was €onfigured to iB&flect a general
preference for €noking®(e.g., one 25 file cdhtai ns a Bool e figld keyed to
snoki ng/ non- spnlkéi ng t he car dhol der_now es togghan n% this
gener al pref‘e%nce reflect a|lnon-snoking preflerencél = In
this case, rete rin FIGS. 1, |7 with respect oapﬂé_éf%ﬁd

enbodi nent ilnventi on}] |t he cardhol d i tab é%rts card
| ocat edfgccess poi nt az <
<

120 into
aut henti cat and/ or

- 21 - 7675 -

PCT/ US99/ 09 eader t akd . erred
enbodi nment , aut,gent t akes pl ace in accordanice wikh rEl evant
sections of theafl SO andar d. Next, thel cardhol der uses a

sui tabl e us¢r |‘-nter
conjunction|wt
to request @ ch

bl 1 ed py |t he access poln rking in

p ) '

)|in ordér] to. performa tflannsacn_hono i.e., 5
pf efereh¢ds file (Step%ﬁ. Th2 &dphge woul d
a (

typically tﬁhe sigrtcard 120 | f-at e QETha I's, the
access poin{ 1027 an —~ = =
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server 104 woul d include the functionality necessary to access and update
t he - apprepobesme7siles within smartcard 120. "‘ConTRON/GSI08131
router 206 in server 104 then routes the transaction to the 10 appropriate
party, i.e., an EDSI 108 or an EDCU 1 12, corresponding to branches 807
and 812 respectively. That is, depending or@dfhe system configuration, the

file to be changed m ght be associated with a particular enterprise or,
alternatively, mght be associ or gani zati on hosting the
DSS. These two cases are descri bed . 115 Follomnng branch
807 in Figure 8, the change data is nd [st or e®

appropriate EDSI 108 (Step 808). Upldatie Io iC hsten13 QREn transfers
this change request to the apprjpp |a EU 112 - -CLIE T the EDCU 112
corresponding to the particul ar] EDSI (Ste) q10). R nformation is
suitably stored in the correspongli dat ab 0&04. The
information is also distributed to g%g%ﬁ- %@ the instant exanple
update | ogic system 110 woul d i dent M I systens that woul d benefit
from knowi ng the cardhol der' s snokihg[status.]Sdch systens m ght

i nclude, for exanple, various hotelf, |re@04l [Ear}] agencies, and the |iKke.
Alternatively, follow ng branch 805 i Frgure]8,] the data may first be
stored at t he appropriate EDCU | S o hen di stributed to other
EDUCs 112 and EDSIs 25 108 as descyi : The card data
change is then transferred to CODUS ijcal ly, the vari ous
fields and files associated with th 20 are updated to reflect

t he change stored in update datfpb se 504. | THus, the information within
CODUS 106 conforns to that conthi Injsmartcard 120 and {he
various EDCUs 112 and 30 EDSIs 108. ' ransfer, the correspondi ng
change data i n update database 504 is cleared (Step 818).

S | FIG.2

ENTERPRISE
 DATA
SYNCHRONIZATION
INTERFACES

COMMUNICATION SECURITY CUSTOMER /\/
SERVER =~ ENGINE DATABASE

>

FIG.3

LOGIC - DATA SECURITY _ UPDATE. _ UPDATE /\/
ENGINE MANAGEMENT ENGINE ADMINISTRATOR AUDIT.

.2 || ae 408 410

FIG.4
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WD 99/ 57675

PCT/ US99/ 09 M@ 99/57675 Exarrpl e 2::Pendi.ng Transaction . TRETUSPUR P er
m ght make a change or performa transaction through a channel that
does not directly involve smartcard 120, Bus creating an i nconsi stency
between the data in smartcard 120 and thdf8ata in various databases

t hroughout the 5 DSS. Such a case mght arise, for exanple, when the
cardhol der calls a hotel to make a reservationdﬁlather t han perform ng
the transaction on line using smartcard 120) arkNTERRRISEN oral request
to change his preferences fromsnoking to non- DATAGOLLECTION

Referring nowto FIGS. 1 and 7, in this case, with rei?ﬂit to a preferred
10 enbodi nent of the present inventlon the cardhol der1d rst contacts an

enterprise t hrough a neans that does not includespartcard 120 -- i.e.,
a "smartcard not present” transaction (Step 702 Usi ng an appropriate
interface (voice, keypad, ¢tc.) a change Rﬁ }f aqtion is selected
(Step 704). This change is theﬁ)THERedUPBMEIy D glﬂ hijn a particul ar

enterprise network 114 andjor
Next, in Step 708, update ljogi
corresponding EDCU 1 1 2, wherje d t abase 514. At this
poi nt, smartcard 120 itsel ge. As aresult, if
t he cardhol der were to |nSE§gBE?é snartéﬁMﬂNﬁmﬂﬁﬂVEtransactlon t he
correspondi ng enterprise wpul d y EQYAEPY flrst to tlhe data structure
in smartcard 120 for prefefen at ed, woul d nost |ikely
arrive at the wong conclugio i dht be assi gned
notw t hst andi ng t he car dholfde : Jdn order
to remedy this situation, the! ewdeq, in Steps 710-

712, a nethod by which the snartcard Wﬁﬂ“ﬂ@@g A itd next use. That is,
after 25 the smartcard is ijnserted at MANAGEMENT]> and is suitably
aut henticated (Step 719), the syst ¢TI pdgndi ng dat abase 514
to determ ne whet her any 5 h¢ . I f Jso, the appropriate
information is downl oaded t : (Step |713) . Af t er
t he above information trang i ‘ ed, the change data

08 (Step 1 5 706).
s ilnformation to the

CARD OBJECT
DATABASE UPDATE
SY?(')I'SEM

SECURITY DATA  CARD |
ENGINE MANAGEMENT OBJECT ADMINISTRATION ~AUDIT

602 | | 64 _ ag | | 8

FIG.6
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30 is transferred to CODUS 106, where it
dat abase 1 1WO099/57675Fi nal | vy,
dat abase 514 is cleared (Step 716).
-23 - WD 99/ 57675

PCT/ US99/ 09731

t he structure of data stored in smartcard 120
in certain contexts. That is, during the life
| i kely that -the card issuer, .a par : ent er
hi msel f may desire to extend the carg ona
suite of applications housed within the card. For
who uses a smartcard for rental car andjairline re
wi sh to use the card for acquiring and [aving for

is stored within card object °
the respective information wthiR

99/99331

Exanple 3: File Sﬁ4ﬂkture/AppI|cat|on Change
In addition to the data-rel ated nodifications detail ed above,

changes to

m ght al so be desirable
of a smartcard, it is
prise, or the cardhol der
ity by augnenting the
exanple, a car dhol der
servations mght al so
hot el reservations. In

such a case, the approprigate hqs Rr nay
request and arrange for 10 ad 'GQN’FAAQ%SE RlSEp
| N (NON-SMARTCA

the smartcard file structure.
m ght aut horize the addition
exanple, a credit and/or debit appli catiton.
appropriate in sonme instances re—+efpve

Conver

& Lot il o
>al

process the cardhol der's

|catngp to be added to
smartcard issuer

)n its own, for

sely, it may al so be

ens fromthe card.

1eNst r uc
jdbs to t

In a preferred enbodi ment, the typdRANS
above 15 can be handled in a anner 3&&5@)
FIG 7, depending, i
structure change. That is, as
structure change information
dat abase 502), and then transf
used in conjunction with an o
20 the file structure on smart

S(Dn (S eps 710 and 712)

e nges descri bed

ne procedure set forth in
party originates the file
appropriate file

2 (for exanple,

t he card is
After
H or otherw se nodified,

in

CODUS 106
68 UPDATE LOGIC SYSTEM
OUTES

R
TO ENTERPRISE DATA
COLLECTION UNITS

~_- 708

!

SMARTCARD
INSERTED AND
AUTHENTICATED

l

PENDING UPDATE
SENT TO SMARTCARD

Y

UPDATE LOGIC SYSTEM
SENDS TO CARD OBJECT

DATABASE UPDATE SYSTEM

'

PENDING DATABASE
- CLEARED

FIG.7
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(specifical Iw dat abase 116) is simlarly rmdlfled to refl ect the cha
The change Bmation is.then cleared from database 502 ﬁ#
Al t hough the invention has been described herein in conj unctlon W|th t he
appended drawi ngs, those skilled in the agy?wi || appreciate that the scope
of the 25 invention is not so limted. MdiTications in the selection,

desi gn, and arrangenent of the various conponents and steps discussed
herein may be made w t hout departing fromthe scope of the invention as

set forth in the appended cl ai
- 24- WO 99/ 57675 E START )

PCT/ US99/ 09731 CLAI M5

VWhat is clained is: 1. system for personali'zing a
smartcard, wherein said smartcard conprises a card object having at

| east on application, said gystenmrconprrsro: 5 a security

server: SMARTCARD :
INSERTED & - 802
AUTHENTICATED

" TRANSACTION
- VSELECTED . [ 94

807 . ‘

MESSAGE ROUTED 806
FOR VERIFICATION

805

DATA STORED AT ENTERPRISE DATA DATA STORED AT ENTERPRISE |-
SYNGHRONIZATION INTERFACES 808  |“"DATACOLLECTIONUNIT | < 812
Y | o Y
UPDATE LOGIC SYSTEM ROUTES UPDATE LOGIC SYSTEM ROUTES
R B o | R R
SYNCHON A BN INTERFACE(S) | syNOIRONZATGR INTERFACE(S)
1 UPDATE REFLECTED L 816
|- .| AT CARD OBJECT |e—n 810
DATABASE UPDATE
SYSTEM
* .
UPDATE DATABASE |
UEDRIABASE | 18

 FIG8
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at

|l east one key system associated with said at

I east one application

sai d key sysweWpSmI$i gured to communicate with said security g‘é’F’V@?Woc??ﬁ} to

suppl y

a key in response to a request fromsaid security server;

a personalization utility configured to receive said card object and to 10

communi cate with said security server
utility further configured to add sai

2.
associated with
enterprise dat

a smartcard,
coll ection unif

g

A system for dynami cally synchroni zing
sai d system conpri sing:

?( sai d personalization
ey to said card obj ect.
smartcard information

15 an

red to store update transactions

and pendi ng tr@nsactions associjggen wigh said snartcard; at
| east one access poi nt configu Toge W] h sal d smartcard and
said enterprise Nata collectio og obj ect
dat abase systemf€oupl ed to sai aﬁata || ¢cflon unit and
configured to sto said smart ( 1@%& ac ‘oanc with said
update transactjons and said p¢ ;% gﬂ 3. A
system accordilg to claim1, f{ i g o dai dE.gra ment
system sai dEs& d managenent s I g gce¢ «q rd request .and
conmmuni cat e card request ft-e b &4l i ijon . 25
4, A systmg@dﬂgdi ng to cl ai oy t hér qin gat er application
nodul e confT ~T.,0 conmuni catggith sai d caikd rrara;e st em and
gat her v <= | - P53
S SNE
< Z4=N
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==5 °
o=
Ew [
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=2 ©ow =
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o< D :
o = )
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V0 99/ 57675 i gyrgrs PCT/US99/09731

PCT/ US99/ 097? appl icati'on information fromat |east one database in -
accordance with said card request. 5. A system accordi ng
to claim1, further conprising a servi.ce bureau ~configured to

communi cate with said personalization qtlgl [ ty and said security server 5
in order to produce the smartcard. 6. A system according to
claim1, further including an acti vat ion bl ock configured to determ ne
whet her the .smartcard wi | < ay dhol der .

7. A system according tjo

|m4 further conﬁ 0 que y managenent
system said | egacy manaqerrBEC ME:SMARTGARDREQ EST) cprivmicate with said
card 10 managenent systemand transnmt |egacy data tof said gather

application nodul e responsive to sgid card request.
systemin accordance with cl ar m 1 furt er corrprr sing a card object
dat abase update system cof S A y sai d personalization -

8. A

utility and to store saSELEgTrrsm'mARBW F % 4 h_9pp4 snertcard.
15 9. A system gccor di naqQONFIGURATION further[ cOmprising an update
| ogi c

OBTAIN CARDMEMBER
INFORMATION 1006

CREATE CARDMEMBER
DATA SET - 1008
SEND DATATO CARD OBJECT b~ 1010
DATABASE UPDATE SYSTEM

'

SEND DATA TO SERVICE BUREAU

S ANDCOMMONCARD P 1012
SECURITY SERVER
ACQUREKEYS - [ —10M
ISSUESMARTCARD. [ 1018

. e
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system coupled to at | east one enterprise data syncHronizatLon i nterface,
sai d update WO9¥S7§T< system configuredWO securely route car PGTWIRRI on

bet ween said enterprise ‘data synchrdm zation interface and said
enterprise data collection units, said enterprise. dat a synchroni zation
I nterface couplefl tg entefrpr| gejnptjwprk |c glired 1of 40 cjo ni cat e
with said access{poi|n{® 13d. | Als acqordi ngjtp glaim9,
further conprisipg g ir e [suppqr cl ife efverl confli gurgd to
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