
RISK IDENTIFICATION METHOD, RISK 

IDENTIFICATION APPARATUS, AND CLOUD RISK

IDENTIFICATION APPARATUS AND SYSTEM

TECHNICAL FIELD

[0001] The present application relates to the field of Internet information 5

processing technologies, and in particular, to a risk identification method, a risk 

identification apparatus, and a cloud risk identification apparatus and system.

BACKGROUND

[0002] With the development of Internet technologies, various e-commerce 

platforms emerge. Among these e-commerce platforms, there is an Internet financial 10

service platform. For Internet financial service platforms, how to effectively control a 

risk is a prioritized important problem.

[0003] In an actual application, as the services, products, and transactions are 

increasingly complex in an Internet financial service platform, it is correspondingly

harder to control risks. Currently, an effective risk control method is as follows:15

[0004] A front-end device of an Internet financial service platform collects 

different types of data. Here, the different types of data include device data, 

environment data, behavior data, etc. The front-end device transmits the collected 

different types of data to a risk control server by using a network. The risk control 

server processes or computes the received different types of data, performs risk 20

identification and processing on service behavior of a client device, and then returns a 

risk identification result to the front-end device, to effectively implement risk control.

[0005] However, according to a research, after the front-end device collects 

different types of data, as the collected data is relatively large, a very high 

requirement is imposed on network transmission, background computing resources, 25

data storage, etc. of a system. Consequently, after the risk control server receives a 

large amount of data sent by the front-end device, it takes a relatively long time to 

compute data, and risk control efficiency is reduced.
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SUMMARY

[0006] In view of this, implementations of the present application provide a risk 

identification method, a risk identification apparatus, and a cloud risk identification 

apparatus and system, to alleviate existing technology's problem that a risk control 

server takes a relatively long time to process received data, which causes relatively 5

low risk control efficiency.

[0007] An implementation of the present application provides a risk identification 

method, including the following: collecting service data, where the service data is 

generated based on a service processing request; performing risk identification on the 

service processing request based on a stored risk identification rule or a stored risk 10

identification model with reference to the service data; and sending a risk 

identification request that includes the service data to a cloud risk identification 

device when a risk identification result cannot be determined, where the risk 

identification request is used to request the cloud risk identification device to perform 

risk identification on the service processing request that generates the service data.15

[0008] An implementation of the present application provides a risk identification 

method. A risk identification rule stored in a cloud risk identification device is 

different from a risk identification rule stored in an end-user device, and the method 

includes the following: receiving, by the cloud risk identification device, a risk 

identification request sent by the end-user device, where the risk identification request 20

includes service data; and performing, by the cloud risk identification device, risk 

identification on a service processing request that generates the service data based on 

a stored risk identification rule or a stored risk identification model with reference to 

the service data.

[0009] An implementation of the present application provides a risk identification 25

apparatus applied to an end-user device, and the risk identification apparatus includes 

the following: a collection unit, configured to collect service data, where the service 

data is generated based on a service processing request; a risk identification unit, 

configured to perform risk identification on the service processing request based on a 

stored risk identification rule or a stored risk identification model with reference to 30

the service data; and a sending unit, configured to send a risk identification request 

that includes the service data to a cloud risk identification device when a risk 

identification result cannot be determined, where the risk identification request is used 
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to request the cloud risk identification device to perform risk identification on the 

service processing request that generates the service data.

[0010] An implementation of the present application provides a cloud risk 

identification apparatus, a risk identification rule stored in a cloud risk identification 

apparatus is different from a risk identification rule stored in an end-user device, and 5

the cloud risk identification apparatus includes the following: a receiving unit, 

configured to receive a risk identification request sent by the end-user device, where 

the risk identification request includes service data; and a risk identification unit, 

configured to perform risk identification on a service processing request that 

generates the service data based on a stored risk identification rule or a stored risk 10

identification model with reference to the service data.

[0011] An implementation of the present application provides a risk identification 

system, and the risk identification system includes an end-user device and a cloud risk 

identification device. The end-user device collects service data, where the service data 

is generated based on a service processing request; performs risk identification on the 15

service processing request based on a stored risk identification rule or a stored risk 

identification model with reference to the service data; and sends a risk identification 

request that includes the service data to the cloud risk identification device when a 

risk identification result cannot be determined. The cloud risk identification device 

receives the risk identification request sent by the end-user device, and performs risk 20

identification on the service processing request that generates the service data based 

on the stored risk identification rule and the service data included in the risk 

identification request.

[0012] At least one of the previously described technical solutions used in the 

implementations of the present application can achieve the following beneficial 25

effects:

[0013] After collecting the service data, the end-user device performs risk 

identification on the service processing request that generates the service data based 

on the stored risk identification rule or the stored risk identification model, and when 

a risk identification result cannot be determined, triggers the cloud risk identification 30

device to perform risk identification on the service processing request that generates 

the service data. A distributed risk identification architecture is provided in the 

implementations of the present application. This effectively alleviates an existing 

technology's problem that a risk control server takes a relatively long time to process 
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received data, which causes relatively low risk control efficiency; reduces the

operation burden of the risk control server through this type of multi-layered risk 

identification; reduces overheads of system resources; and also completes risk 

identification on the end-user device, to shorten the time of risk identification, and 

improve user experience.5

BRIEF DESCRIPTION OF DRAWINGS

[0014] The accompanying drawings described here are intended to provide a 

further understanding of the present application, and constitute a part of the present 

application. The illustrative implementations of the present application and 

descriptions thereof are intended to describe the present application, and do not 10

constitute improper limitations on the present application. In the accompanying 

drawings:

[0015] FIG. 1 is a schematic flowchart illustrating a risk identification method, 

according to an implementation of the present application;

[0016] FIG. 2 is a schematic flowchart illustrating a risk identification method, 15

according to an implementation of the present application;

[0017] FIG. 3 is a schematic flowchart illustrating a risk identification method, 

according to an implementation of the present application;

[0018] FIG. 4 is a schematic diagram illustrating a scenario of a risk identification 

method, according to an implementation of the present application;20

[0019] FIG. 5 is a schematic structural diagram illustrating a risk identification 

apparatus applied to an end-user device, according to an implementation of the 

present application;

[0020] FIG. 6 is a schematic structural diagram illustrating a risk identification 

apparatus applied to an end-user device, according to an implementation of the 25

present application;

[0021] FIG. 7 is a schematic structural diagram illustrating a cloud risk 

identification apparatus, according to an implementation of the present application;

[0022] FIG. 8 is a schematic structural diagram illustrating a cloud risk 

identification apparatus, according to an implementation of the present application;30

[0023] FIG. 9 is a schematic structural diagram illustrating a risk identification 

system, according to an implementation of the present application; and

4



[0024] FIG. 10 is a schematic structural diagram illustrating an intelligent 

platform device, according to an implementation of the present application.

DESCRIPTION OF EMBODIMENTS

[0025] To achieve an objective of the present application, implementations of the 

present application disclose a risk identification method, a risk identification 5

apparatus, and a cloud risk identification apparatus and system. After collecting 

service data, an end-user device performs risk identification on a service processing 

request that generates the service data based on a stored risk identification rule or a 

stored risk identification model, and when a risk identification result cannot be 

determined, triggers a cloud risk identification device to perform risk identification on 10

the service processing request that generates the service data. A distributed risk 

identification architecture is provided in the implementations of the present 

application. This effectively alleviates an existing technology's problem that a risk 

control server takes a relatively long time to process received data, which causes 

relatively low risk control efficiency; reduces the operation burden of the risk control 15

server through this type of multi-layered risk identification; reduces overheads of 

system resources; and also completes risk identification on the end-user device, to 

shorten the time of risk identification, and improve user experience.

[0026] It is worthwhile to note that, the cloud risk identification apparatus 

described in the implementations of the present application can be a cloud-based risk 20

identification device, or can be a risk control system of a server. Implementations are 

not specifically limited here.

[0027] The risk identification apparatus described in the implementations of the 

present application can be a client device-based risk identification end-user device, 

can be integrated into application software of a client device, and can support 25

requirements of different operating systems. Implementations are not specifically 

limited here.

[0028] The risk identification apparatus here can be carried on a mobile end-user 

device, or can be carried on a PC device. The risk identification method applied to the 

end-user device according to the implementations of the present application can also 30

be applied to APP client software installed in the mobile end-user device, or can be a 

control element in the PC device. Implementations are not specifically limited here.
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[0029] It is worthwhile to note that, there is a difference between a risk 

identification rule stored in the cloud risk identification device and a risk 

identification rule stored in the end-user device.

[0030] The following clearly and comprehensively describes the technical 

solutions in the present application with reference to the specific implementations of 5

the present application and the corresponding accompanying drawings. Apparently, 

the described implementations are merely some but not all of the implementations of 

the present application. Other implementations obtained by a person of ordinary skill 

in the art based on the implementations of the present application without creative 

efforts shall fall within the protection scope of the present application.10

[0031] The technical solutions provided in the implementations of the present 

application are described in detail below with reference to the accompanying 

drawings.

[0032] Implementation 1

[0033] FIG. 1 is a schematic flowchart illustrating a risk identification method, 15

according to an implementation of the present application. The method can be 

described as follows. This implementation of the present application can be executed 

by an end-user device.

[0034] Step 101: Collect service data, where the service data is generated based 

on a service processing request.20

[0035] In this implementation of the present application, the end-user device 

receives a service processing request sent by a user, and starts a risk identification 

operation when receiving the service processing request. This can ensure timely risk 

control during service processing.

[0036] When starting the risk identification operation, the end-user device uses 25

service data generated by the service processing request in real time or periodically. 

The service data here includes but is not limited to device data (for example, a device 

identifier and data generated when a device is running), environment data, user 

behavior data generated in a process of service execution by a user, transaction data 

generated in a service execution process, etc.30

[0037] Step 102: Perform risk identification on the service processing request 

based on a stored risk identification rule or a stored risk identification model with 

reference to the service data.

[0038] In this implementation of the present application, after collecting the 
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service data, the end-user device analyzes the service data, and performs risk 

identification on the service processing request based on the stored risk identification 

rule or the stored risk identification model with reference to an analysis result.

[0039] Specifically, the end-user device determines a service indicator 

corresponding to the service data based on the collected service data. The service 5

indicator described in this implementation of the present application can include but is 

not limited to a count value, a sum value, a start value, an end value, a difference 

value, an average value, a standard deviation, a maximum value, and/or a minimum 

value of the service data in a predetermined time window. The end-user device 

analyzes a characteristic of occurrence frequency of the service processing request10

and/or a running environment characteristic of the end-user device based on the 

determined service indicator and the service data. The end-user device triggers a rule 

engine and/or a model engine to perform logical analysis and/or probability analysis 

on the determined service indicator, to obtain an analysis result.

[0040] The end-user device determines a risk identification result of the service 15

processing request based on the analysis result.

[0041] A risk identification rule stored in the end-user device described in this 

implementation of the present application can be delivered by a background server, or 

can be requested from a background server. Implementations are not limited here. In 

addition, the risk identification solution described in this implementation of the 20

present application can include an intelligent platform device. The intelligent platform 

device stores a risk identification rule, a risk control policy, etc., and the end-user 

device can also obtain a risk identification rule from the intelligent platform device. 

Implementations are not specifically limited here.

[0042] It is worthwhile to note that, the intelligent platform device described in 25

this implementation of the present application and the background server described in 

the existing technology can be the same device, or can be different devices. If the 

intelligent platform device and the background server are different devices, a 

difference lies in that the intelligent platform device described in this implementation 

of the present application can be a service platform with an integrated development 30

and maintenance function, and can be used to develop and maintain variables, rules, 

models, etc. The functions of the intelligent platform device are more comprehensive 

than those of the background server.

[0043] It is worthwhile to note that in this implementation of the present 
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application, the end-user device can perform risk identification on the service 

processing request by using a processing method supported by the end-user device, 

and a specific processing method is not specifically limited.

[0044] Step 103: Determine an operation result of step 102. If a risk identification 

result cannot be determined, perform step 104; or if a risk identification result can be 5

determined, perform step 105 and/or step 106.

[0045] In this implementation of the present application, because a condition such 

as a computing capability of the end-user device is limited, or some risk identification 

rules are not suitable for an end-user device, or for other reasons, in step 102, that the 

end-user device performs risk identification on the service processing request has the 10

following two cases:

[0046] Case 1: A risk identification result can be determined. Case 2: A risk 

identification result cannot be determined.

[0047] When the service data or the analysis result is entered into the rule engine 

and/or the model engine, if an output result is a definite result (for example, Accept or 15

Reject), it indicates that a risk identification result can be determined.

[0048] If the output result is an indefinite result (for example, Unknown or 

NULL), it indicates that a risk identification result cannot be determined.

[0049] The definite result described in this implementation of the present 

application can be understood as a result that can provide a definite direction for a 20

next step of risk control.

[0050] Therefore, for different input results, the end-user device triggers 

execution of different operations.

[0051] Step 104: Send a risk identification request that includes the service data to

a cloud risk identification device when a risk identification result cannot be 25

determined.

[0052] The risk identification request is used to request the cloud risk 

identification device to perform risk identification on the service processing request 

that generates the service data.

[0053] In this implementation of the present application, if a risk identification 30

result cannot be determined in step 102, it indicates that the end-user device cannot 

accurately identify risk behavior that occurs. The cloud risk identification device 

needs to determine the risk behavior. In this case, the end-user device needs to send 

the risk identification request to the cloud risk identification device, and adds the 
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collected service data to the risk identification request.

[0054] Step 105: Synchronize a determined risk identification result and the 

service data to the cloud risk identification device when the risk identification result 

can be determined.

[0055] In this implementation of the present application, step 105 and the case 5

described in step 106 can be performed at the same time, or can be performed 

sequentially. Implementations are not specifically limited here.

[0056] It is worthwhile to note that, when the risk identification result and the 

service data are synchronizing to the cloud risk identification device, key data in the 

service data can be selected and sent to the cloud risk identification device. As such, 10

synchronization can be implemented, a relatively small amount of transmitted data 

can be ensured, a data transmission rate can be improved, and system resource 

consumption can be reduced.

[0057] Step 106: Perform risk control on the service processing request based on 

the determined risk identification result.15

[0058] In this implementation of the present application, an operation in step 106 

can be performed based on the following two cases:

[0059] Case 1: A risk identification result can be determined in step 102, that is, a 

definite risk identification result is obtained.

[0060] The end-user device sends the obtained definite risk identification result to 20

a service processing unit in the end-user device, to perform effective risk control on 

the service processing request.

[0061] In addition, step 105 can be triggered.

[0062] Case 2: A risk identification result cannot be determined in step 102.

[0063] Therefore, when the end-user device cannot determine a risk identification 25

result in step 104, the end-user device sends the risk identification request to the cloud 

risk identification device. Once the end-user device receives the risk identification 

result sent by the cloud risk identification device, risk control can be performed on the 

service processing request based on the received risk identification result.

[0064] Specifically, the end-user device sends the received risk identification 30

result to the service processing unit in the end-user device, to perform effective risk 

control on the service processing request.

[0065] According to the technical solutions provided in this implementation of the 

present application, after collecting the service data, the end-user device performs risk 
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identification on the service processing request that generates the service data based 

on the stored risk identification rule or the stored risk identification model, and when 

a risk identification result cannot be determined, triggers the cloud risk identification 

device to perform risk identification on the service processing request that generates 

the service data. A distributed risk identification architecture is provided in this 5

implementation of the present application. This effectively alleviates an existing 

technology's problem that a risk control server takes a relatively long time to process 

received data, which causes relatively low risk control efficiency; reduces the

operation burden of the risk control server through this type of multi-layered risk 

identification; reduces overheads of system resources; and also completes risk 10

identification on the end-user device, to shorten the time of risk identification, and 

improve user experience.

[0066] Implementation 2

[0067] Based on the same invention concept, FIG. 2 is a schematic flowchart 

illustrating a risk identification method, according to an implementation of the present 15

application. This implementation of the present application can be executed by a 

cloud risk identification device.

[0068] Step 201: The cloud risk identification device receives a risk identification 

request sent by an end-user device, where the risk identification request includes 

service data.20

[0069] In this implementation of the present application, the risk identification 

request that is sent by the end-user device and received by the cloud risk identification 

device is sent when the end-user device cannot determine a risk identification result.

[0070] Step 202: The cloud risk identification device performs risk identification 

on a service processing request that generates the service data based on a stored risk 25

identification rule or a stored risk identification model with reference to the service 

data.

[0071] There is a difference between a risk identification rule stored in the cloud 

risk identification device and a risk identification rule stored in the end-user device.

[0072] In this implementation of the present application, because the cloud risk 30

identification device can support risk identification of complex risk behavior, when 

the end-user device cannot identify risk behavior, for the received risk identification 

request sent by the end-user device, the end-user device extracts the service data 

included in the risk identification request, and analyzes the service data, and further 
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performs risk identification on the service processing request that generates the 

service data based on the stored risk identification rule or the stored risk identification 

model with reference to an analysis result.

[0073] Step 203: The cloud risk identification device sends a risk identification 

result to the end-user device so that the end-user device performs risk control on the 5

service processing request based on the risk identification result.

[0074] Optionally, in this implementation of the present application, assume that 

the end-user device can determine a risk identification result. The cloud risk 

identification device described in this implementation of the present application can 

also receive a risk identification result sent by the end-user device, and store the risk 10

identification result and obtain service data of the risk identification result. As such, 

the cloud risk identification device can subsequently use the stored risk identification 

result and the service data as a training sample, to optimize a risk identification rule 

and improve the risk identification accuracy.

[0075] By using the risk identification solution described in this implementation 15

of the present application, when the end-user device cannot determine a risk 

identification result of a service processing request, the cloud risk identification 

device performs risk identification on the service processing request based on 

received service data and the stored risk identification rule or the stored risk 

identification model. As such, in the risk identification solution provided in this 20

implementation of the present invention, the "end + cloud" mode is used to reduce the

data computation burden of the cloud risk identification device. In addition, with the 

strong computing capability, the cloud risk identification device can perform risk 

identification on complex risk behavior, thereby ensuring the risk identification 

accuracy.25

[0076] Implementation 3

[0077] Based on the same invention concept, FIG. 3 is a schematic flowchart 

illustrating a risk identification method, according to an implementation of the present 

application.

[0078] Step 301: An end-user device and a cloud risk identification device obtain 30

a risk identification policy data packet from an intelligent platform device.

[0079] In this implementation of the present application, the intelligent platform 

device updates a stored risk identification policy data packet in real time or 

periodically, and transmits the risk identification policy data packet to the end-user 
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device and the cloud risk identification device through pushing (Push) or pulling 

(Pull). As such, the end-user device and the cloud risk identification device 

synchronously update a locally stored risk identification policy data packet.

[0080] Step 302: The end-user device receives a service processing request sent 

by a user, and collects service data generated in an execution process of the service 5

processing request.

[0081] Step 303: The end-user device performs risk identification on the service 

processing request based on a stored risk identification rule or a stored risk 

identification model with reference to the service data.

[0082] Step 304: The end-user device determines whether a risk identification 10

result can be obtained, and if yes, performs step 305, or if no, performs step 307.

[0083] Step 305: The end-user device sends a risk identification result and the 

service data to the cloud risk identification device.

[0084] Step 306: The end-user device performs risk control on the service 

processing request based on the risk identification result.15

[0085] Step 307: The end-user device sends a risk identification request to the 

cloud risk identification device, where the risk identification request includes the 

service data.

[0086] Step 308: The cloud risk identification device receives the risk 

identification request, and performs risk identification on the service processing 20

request that generates the service data based on a stored risk identification policy data 

packet and the service data.

[0087] Step 309: The cloud risk identification device sends an obtained risk 

identification result to the end-user device, and jumps to step 306.

[0088] FIG. 4 is a schematic diagram illustrating a scenario of the risk 25

identification method, according to this implementation of the present application.

[0089] It can be seen from FIG. 4 that after collecting the service data, the 

end-user device performs risk identification on the service processing request that 

generates the service data based on the stored risk identification rule or the stored risk 

identification model, and when a risk identification result cannot be determined, 30

triggers the cloud risk identification device to perform risk identification on the 

service processing request that generates the service data. A distributed risk 

identification architecture is provided in this implementation of the present 

application. This effectively alleviates an existing technology's problem that a risk 
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control server takes a relatively long time to process received data, which causes 

relatively low risk control efficiency; reduces the operation burden of the risk control 

server through this type of multi-layered risk identification; reduces overheads of 

system resources; and also completes risk identification on the end-user device, to 

shorten the time of risk identification, and improve user experience.5

[0090] Implementation 4

[0091] FIG. 5 is a schematic structural diagram illustrating a risk identification 

apparatus applied to an end-user device, according to an implementation of the 

present application. The risk identification apparatus includes a collection unit 51, a 

risk identification unit 52, and a sending unit 53.10

[0092] The collection unit 51 is configured to collect service data, where the 

service data is generated based on a service processing request.

[0093] The risk identification unit 52 is configured to perform risk identification 

on the service processing request based on a stored risk identification rule or a stored 

risk identification model with reference to the service data.15

[0094] The sending unit 53 is configured to send a risk identification request that 

includes the service data to a cloud risk identification device when a risk 

identification result cannot be determined, where the risk identification request is used 

to request the cloud risk identification device to perform risk identification on the 

service processing request that generates the service data.20

[0095] In another implementation of the present application, the risk identification 

apparatus further includes a control unit 54.

[0096] The control unit 54 performs risk control on the service processing request 

based on a risk identification result determined by the risk identification unit.

[0097] In another implementation of the present application, the risk identification 25

apparatus further includes a synchronization unit 55.

[0098] The synchronization unit 55 is configured to synchronize a determined risk 

identification result and the service data to the cloud risk identification device when 

the risk identification unit can determine the risk identification result.

[0099] In another implementation of the present application, the control unit 54 30

performs risk control on the service processing request based on the determined risk 

identification result, including the following: receiving a risk identification result sent 

by the cloud risk identification device; and performing risk control on the service 

processing request based on the received risk identification result.
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[0100] In another implementation of the present application, the risk identification 

unit 52 performs risk identification on the service processing request based on the 

stored risk identification rule or the stored risk identification model with reference to 

the service data, including the following: analyzing the service data; and performing 

risk identification on the service processing request based on the stored risk 5

identification rule or the stored risk identification model with reference to an analysis 

result.

[0101] It is worthwhile to note that, the risk identification apparatus provided in 

this implementation of the present application can be implemented by using hardware 

or software. Implementations are not limited here. The risk identification apparatus 10

can be carried on the end-user device. After collecting the service data, the end-user 

device performs risk identification on the service processing request that generates the 

service data based on the stored risk identification rule or the stored risk identification 

model, and when a risk identification result cannot be determined, triggers the cloud 

risk identification device to perform risk identification on the service processing 15

request that generates the service data. According to the provided distributed risk 

identification architecture, this effectively alleviates an existing technology's problem 

that a risk control server takes relatively long time to process received data, which

causes relatively low risk control efficiency; reduces the operation burden of the risk 

control server through this type of multi-layered risk identification; reduces overheads 20

of system resources; and also completes risk identification on the end-user device, to 

shorten the time of risk identification, and improve user experience.

[0102] FIG. 6 is a schematic structural diagram illustrating a risk identification 

apparatus applied to an end-user device, according to an implementation of the 

present application. Assume that the functions described in FIG. 5 are integrated into a 25

risk control module 61 of the risk identification apparatus. In addition to the risk 

control module 61, the risk identification apparatus shown in FIG. 6 includes a 

security module 62, a data module 63, and a communication module 64.

[0103] The data module 63 can collect device data, environment data, behavior 

data, transaction data, etc., can collect socket data, service call information, etc., can 30

identify abnormal environments, for example, performing simulator identification, 

can perform secure storage and query of data, and can perform data processing and a 

data operation, such as an arithmetic operation, a logical operation, and Velocity 

calculation.
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[0104] The risk control module 61 supports a rule engine and a model engine on 

the end-user device, analyzes and computes collected service data corresponding to a 

service processing request based on the rule engine and the model engine, and further 

performs risk identification on the service processing request.

[0105] The security module 62 supports anti-cracking, anti-injection, and 5

anti-adjustment, and can provide a virtual secure environment (Virtual Secure 

Environment) for algorithms, variables, rules, models, etc. that are deployed on the 

end-user device.

[0106] The communication module 64 can receive data, algorithms, rules, models, 

etc. that are pushed from a server to an end, supports synchronous call of a "cloud" 10

risk control service, supports asynchronous call of the "cloud" risk control service, 

and can communicate with the server in other forms, for example, performing status 

monitoring.

[0107] For example, a risk identification request is sent to a cloud risk 

identification device, and a risk identification result sent by the cloud risk 15

identification device is received.

[0108] The end-user device described in this implementation of the present 

application can also be referred to as an Edge end risk control device, can be a risk 

control system based on a mobile device, supports an Android and an ISO operating 

platform, and can be deployed in a client device. As such, the end-user device can 20

"use service data as soon as the data is collected", and can perform risk identification 

on a service processing request corresponding to the service data in time, effectively 

alleviating a risk identification delay caused by transmitting data to a background 

server, reducing resource consumption of the background server, and improving 

working efficiency of the entire risk identification system.25

[0109] Implementation 5

[0110] FIG. 7 is a schematic structural diagram illustrating a cloud risk 

identification apparatus, according to an implementation of the present application. 

The cloud risk identification apparatus includes a receiving unit 71 and a risk 

identification unit 72.30

[0111] The receiving unit 71 is configured to receive a risk identification request 

sent by an end-user device, where the risk identification request includes service data.

[0112] The risk identification unit 72 is configured to perform risk identification 

on a service processing request that generates the service data based on a stored risk 

15



identification rule or a stored risk identification model with reference to the service 

data.

[0113] In another implementation of the present application, the cloud risk 

identification apparatus further includes a sending unit 73.

[0114] The sending unit 73 is configured to send a risk identification result to the 5

end-user device so that the end-user device performs risk control on the service 

processing request based on the risk identification result.

[0115] In another implementation of the present application, the risk identification 

unit 72 performs risk identification on the service processing request that generates 

the service data based on the stored risk identification rule or the stored risk 10

identification model with reference to the service data, including the following:

analyzing the service data; and performing risk identification on the service 

processing request that generates the service data based on the stored risk 

identification rule or the stored risk identification model with reference to an analysis 

result.15

[0116] In another implementation of the present application, there is a difference 

between a risk identification rule stored in a cloud risk identification device and a risk 

identification rule stored in the end-user device.

[0117] It is worthwhile to note that, the cloud risk identification apparatus 

provided in this implementation of the present application can be implemented by 20

using hardware or software. Implementations are not limited here. When the end-user 

device cannot determine a risk identification result of a service processing request, the 

cloud risk identification apparatus described in this implementation of the present 

application performs risk identification on the service processing request based on 

received service data and the stored risk identification rule or the stored risk 25

identification model. As such, in the risk identification solution provided in this 

implementation of the present invention, the "end + cloud" mode is used to reduce the

data computation burden of the cloud risk identification device. In addition, with the

strong computing capability, the cloud risk identification device can perform risk 

identification on complex risk behavior, thereby ensuring the risk identification 30

accuracy.

[0118] Based on the same invention concept, FIG. 8 is a schematic structural 

diagram illustrating a cloud risk identification apparatus, according to an 

implementation of the present application. Assume that the functions described in FIG. 

16



7 are integrated into a risk control module 81 of a cloud risk identification device. In

addition to the risk control module 81, the cloud risk identification apparatus shown in 

FIG. 8 includes a data module 82 and a communication module 83.

[0119] The risk control module 81 supports a rule engine and a model engine on a 

background server, and performs risk identification on a service processing request 5

that generates service data based on a stored risk identification rule and the service 

data included in a received risk identification request.

[0120] The data module 82 can receive different types of data, store and query 

different types of data, and perform data processing and a data operation.

[0121] The communication module 83 receives data sent by an end-user device 10

(including service data, a request message, etc.), receives a risk identification policy 

data packet, a risk identification rule, a risk identification model, etc. sent by an 

intelligent platform device, and supports synchronous or asynchronous data 

invocation between the communication module and the end-user device.

[0122] The cloud risk identification apparatus described in this implementation of 15

the present application can be a server based risk control system, and provides a web 

service interface of RESTful and SOAP. The apparatus has a strong computing 

capability, large capacity storage space, and relatively high security.

[0123] Implementation 6

[0124] FIG. 9 is a schematic structural diagram illustrating a risk identification 20

system, according to an implementation of the present application. The risk 

identification system includes an end-user device 91 and a cloud risk identification 

device 92.

[0125] The end-user device 91 collects service data, where the service data is 

generated based on a service processing request; performs risk identification on the 25

service processing request based on a stored risk identification rule or a stored risk 

identification model with reference to the service data; and sends a risk identification 

request that includes the service data to the cloud risk identification device when a 

risk identification result cannot be determined.

[0126] The cloud risk identification device 92 receives the risk identification 30

request sent by the end-user device, and performs risk identification on the service 

processing request that generates the service data based on the stored risk 

identification rule or the stored risk identification model with reference to the service 

data.
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[0127] In another implementation of the present application, the risk identification 

system further includes an intelligent platform device 93.

[0128] The intelligent platform device 93 monitors a running status of the 

end-user device and a running status of the cloud risk identification device, and 

separately pushes a risk identification rule or a risk identification model to the 5

end-user device and the cloud risk identification device.

[0129] The end-user device and the cloud risk control device in this 

implementation of the present application have the functions described in the previous 

implementations, and details are omitted here for simplicity.

[0130] FIG. 10 is a schematic structural diagram illustrating an intelligent 10

platform device, according to an implementation of the present application. The 

intelligent platform device included in a risk identification system in this 

implementation of the present application can include a configuration module 1001, a 

monitoring module 1002, and a communication module 1003.

[0131] The configuration module 1001 configures various variables, rules, models, 15

etc.

[0132] The monitoring module 1002 can monitor a running status of an end-user 

device and a running status of a cloud risk identification device.

[0133] The communication module 1003 can separately push a risk identification 

rule to the end-user device and the cloud risk identification device.20

[0134] The intelligent platform device described in this implementation of the 

present application can be a service platform with an integrated development and 

maintenance function, and can be used to develop and maintain variables, rules, 

models, etc., to dynamically update risk identification policies used by the risk 

identification system described in this implementation of the present application.25

[0135] Beneficial effects of the risk identification solutions provided in the 

implementations of the present application are as follows:

[0136] 1. In the "end + cloud" risk control solution, the end-user device can "use 

service data as soon as having collected the data", without a need to transmit a large 

amount of data to the background server, and network overheads are reduced and 30

background server resources are saved. In addition, key data and data related to 

complex risk behavior are sent to the background server in this implementation of the 

present application. Strong computing resources in the background of the "cloud" are 

used to process risk identification requests that need a large amount of computation, 
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thereby ensuring risk control identification accuracy.

[0137] 2. Because risk identification can be currently performed on a large 

number of services (for example, most normal transactions and especially obvious 

problem transactions) at the "end", a network delay and a background operation time 

are no longer generated during this part of risk control identification, and user 5

experience can be improved. In addition, background service congestion is alleviated.

[0138] 3. Because some risk control computation tasks are put at the front "end", 

the computation burden of the "cloud" background is reduced, and background costs 

are reduced. In addition, because risk control of the "end" is introduced, some risk 

control requests no longer rely on the centralized background. Therefore, this 10

distribution design improves availability and fault-tolerance capability of a risk 

control service.

[0139] A person skilled in the art should understand that an implementation of the 

present invention can be provided as a method, a system, or a computer program 

product. Therefore, the present invention can use a form of hardware only 15

implementations, software only implementations, or implementations with a 

combination of software and hardware. In addition, the present invention can use a 

form of a computer program product that is implemented on one or more 

computer-usable storage media (including but not limited to a disk memory, a 

CD-ROM, an optical memory, etc.) that include computer-usable program code.20

[0140] The present invention is described with reference to the flowcharts and/or 

block diagrams of the method, the device (system), and the computer program product 

according to the implementations of the present invention. It should be understood 

that computer program instructions can be used to implement each process and/or 

each block in the flowcharts and/or the block diagrams and a combination of a process 25

and/or a block in the flowcharts and/or the block diagrams. These computer program 

instructions can be provided for a general-purpose computer, a special-purpose 

computer, a built-in processor, or a processor of another programmable data 

processing device to generate a machine. As such, the instructions executed by the 

computer or the processor of the another programmable data processing device 30

generate an apparatus for implementing a specific function in one or more flows in the 

flowcharts and/or in one or more blocks in the block diagrams.

[0141] These computer program instructions can be stored in a computer readable 

memory that can instruct the computer or the another programmable data processing 
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device to work in a specific way. As such, the instructions stored in the computer 

readable memory generate a manufacture that includes an instruction apparatus. The 

instruction apparatus implements a specific function in one or more flows in the 

flowcharts and/or in one or more blocks in the block diagrams.

[0142] These computer program instructions can be loaded onto the computer or 5

the another programmable data processing device. As such, a series of operations and 

steps are performed on the computer or the another programmable device, thereby 

generating computer-implemented processing. Therefore, the instructions executed on 

the computer or the another programmable device provide steps for implementing a 

specific function in one or more flows in the flowcharts and/or in one or more blocks 10

in the block diagrams.

[0143] In a typical configuration, a computing device includes one or more 

processors (CPU), an input/output interface, a network interface, and a memory.

[0144] The memory can include a non-persistent memory, a random access 

memory (RAM), a non-volatile memory, and/or another form in a computer readable 15

medium, for example, a read-only memory (ROM) or a flash memory (flash RAM). 

The memory is an example of the computer readable medium.

[0145] The computer readable medium includes persistent, non-persistent, 

movable, and unmovable media that can implement information storage by using any 

method or technology. Information can be a computer readable instruction, a data 20

structure, a program module, or other data. An example of a computer storage 

medium includes but is not limited to a phase-change random access memory 

(PRAM), a static random access memory (SRAM), a dynamic random access memory 

(DRAM), another type of random access memory (RAM), a read-only memory 

(ROM), an electrically erasable programmable read-only memory (EEPROM), a flash 25

memory or another memory technology, a compact disc read-only memory 

(CD-ROM), a digital versatile disc (DVD) or another optical storage, a cassette 

magnetic tape, a tape and disk storage or another magnetic storage device or any other 

non-transmission media that can be configured to store information that a computing 

device can access. Based on the definition in the present specification, the computer 30

readable medium does not include transitory computer-readable medium, for example, 

a modulated data signal and carrier.

[0146] It is worthwhile to further note that the terms "include", "include", or their 

any other variant is intended to cover a non-exclusive inclusion. As such, a process, a

20



method, a merchandise, or a device that includes a list of elements not only includes 

those elements but also includes other elements which are not expressly listed, or 

further includes elements inherent to such a process, a method, a merchandise, or a 

device. An element preceded by "includes a ..." does not, without more constraints, 

preclude the existence of additional identical elements in the process, method, 5

merchandise, or device that includes the element.

[0147] A person skilled in the art should understand that an implementation of the 

present application can be provided as a method, a system, or a computer program 

product. Therefore, the present application can use a form of hardware only 

implementations, software only implementations, or implementations with a 10

combination of software and hardware. In addition, the present application can use a 

form of a computer program product that is implemented on one or more 

computer-usable storage media (including but not limited to a disk memory, a 

CD-ROM, an optical memory, etc.) that include computer-usable program code.

[0148] The previous descriptions are merely implementations of the present 15

application, and are not intended to limit the present application. For a person skilled 

in the art, the present application can have various modifications and changes. Any 

modifications, equivalent substitutions, improvements, etc. made in the spirit and 

principle of the present application shall fall in the scope of the claims in the present 

application.20
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CLAIMS 

 

1. A method for risk identification, the method comprising: 

receiving by an end-user device, a financial service processing request; 

extracting by the end-user device, service data, from the financial service processing 

request; 

performing by the end-user device, first risk identification on the financial service 

processing request based on a first stored risk identification rule or a first stored risk 

identification model with reference to the service data to generate a risk identification result;  

determining by the end-user device, whether the risk identification result is a definite 

result or an indefinite result, the definite result providing a definite direction for risk control, 

and the indefinite result indicating that the risk identification result cannot be determined and 

not providing a definite direction for risk control; and 

in response to determining that the risk identification result is the indefinite result, 

sending by the end-user device, a risk identification request that comprises the service data to 

a cloud risk identification device, wherein the risk identification request is used to request the 

cloud risk identification device to perform second risk identification on the financial service 

processing request based on a second stored risk identification rule or a second stored risk 

identification model with reference to the service data to generate a risk identification result, 

wherein the second stored risk identification rule or the second risk identification model is 

different from the first stored risk identification or the first stored risk identification model; 

in response to determining that the risk identification result is a definite result that 

indicates a risk identification result can be determined: 

sending, by the end-user device, the risk identification result to the cloud risk 

identification device, 

receiving and storing, at the cloud risk identification device, the risk identification 

result sent from the end-user device, 

obtaining, by the cloud risk identification device, service data of the risk 

identification result, and 

using, by the cloud risk identification device, the stored risk identification result 

and the service data as a training sample to adjust the second stored risk identification rule 

or second stored risk identification model to improve risk identification accuracy. 
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2. The method according to claim 1, further comprising: 

in response to determining that the risk identification result is the definite result, 

performing risk control on the financial service processing request. 

 

3. The method according to claim 1, further comprising: 

receiving a risk identification result sent by the cloud risk identification device; and 

performing risk control on the financial service processing request based on the 

received risk identification result. 

 

4. The method according to claim 1, further comprising, when the risk identification result 

is the definite result that indicates the risk identification result can be determined: 

synchronizing the determined risk identification result and the service data to the cloud 

risk identification device, comprising sending the determined risk identification result and 

some or all of the service data to the cloud risk identification device. 

 

5. The method according to any one of claims 1 to 4, wherein performing the first risk 

identification on the financial service processing request based on the first stored risk 

identification rule or the first stored risk identification model with reference to the service data 

comprises: 

analysing the service data; and 

performing the first risk identification on the financial service processing request based 

on the first stored risk identification rule and a result of analysing the service data. 

 

6. The method according to claim 5, wherein analyzing the service data comprises 

determining a service indicator corresponding to the service data based on the collected service 

data. 

 

7. The method according to claim 6, wherein the service indicator comprises at least one 

of a count value, a sum value, a start value, an end value, a difference value, an average value, 

a standard deviation, a maximum value, and a minimum value of the service data in a 

predetermined time window. 
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8. The method according to claim 6, further comprising  analyzing a characteristic of 

occurrence frequency of the financial service processing request and/or a running environment 

characteristic of the end-user device based on the determined service indicator and the service 

data. 

 

9. The method according to any of claims 1 to 8, wherein the method is performed by the 

end-user device, and wherein the method further comprises:  

receiving, from an intelligent platform device and at both the end-user device and the 

cloud risk identification device, an updated risk identification policy data packet; and 

synchronously updating, by the end-user device and the cloud risk identification device, 

a locally stored risk identification policy data packet.  

 

10.  The method according to claim 1, wherein the method is performed by the end-user 

device, and wherein the risk identification result cannot be determined because a computing 

capability of the end-user device is limited. 

 

11. The method according to claim 1, wherein the method is performed by the end-user 

device, and wherein the risk identification result cannot be determined because the risk 

identification rule is not suitable for the end-user device. 

 

12. A risk identification system comprising:  

a risk identification apparatus comprising:  

an end user device, and 

a cloud risk identification device;  

wherein the end user device of the risk identification apparatus is configured to execute 

the method according to any of claims 1-11.  
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