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Description

Title of Invention

Operation Management Method, Operation Management System,
and Operation Management Program

Technical Field

[0001]

The present 1invention relates to an operation
management method, an operation management system, and an
operation management program, and more specifically to a
technology enabling operation management in which policies
and timings are adjusted between nodes even in a situation
where a plurality of administrators exist in a distributed
ledger system.

Background Art
[0002]

Traditionally, most of various transactions have been
implemented wvia reliable centralized authorities such as
financial institutions and governments. However, in recent
years, P2P (Peer to Peer) transactions between users have
been proposed, which is different from the traditional
transaction form, and there is a distributed 1ledger
technology as a means of implementing the transaction.
[0003]

As an example of such a distributed ledger technology,

there is a technology for performing a settlement transaction
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without using a centralized agency such as a bank using a
virtual currency called a Bitcoin. See Non-Patent Literature
1. With regard to Bitcoins, for a transaction data
(hereinafter also referred to as a transaction) on a P2P
network, a node called a miner determines its validity and
performs a confirmation process by a specific work called a
proof of work that is calculation of a hash value.

[0004]

Transactions that have been determined as described
above are grouped into one Dblock and described in a
distributed 1ledger called Dblock chain (hereinafter also
referred to as BC) at each node.

[0005]

On the other hand, based on BC implemented by the above
Bitcoin technology, various derivation techniques related to
BC and distributed ledger are further proposed and continue
to evolve.

[0006]

The main features of the current BC are (1) to confirm
the transaction by consensus formation and approval by
arbitrary or specific participants rather than the
centralized agency in transactions among participants on a
business network, 2) to summarize a plurality of transactions
as a block, to record it in a distributed ledger in a daisy-

chain manner and to hash calculation to consecutive blocks
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so that tampering is substantially impossible, and (3) to
enable confirmation of the transaction with all the
participants by sharing identical ledger data with all the
participants, and the like.

[0007]

By wusing the infrastructure that provides such a
distributed ledger (hereinafter referred to as a distributed
ledger base), it is possible to share and trade information
among multiple entities without management by a centralized
agency. For example, the entities may include multiple
companies related to a consortium or supply chain in a
specific business area. Here, a network constituted by
participants (and their nodes) participating in the
distributed ledger is called a business network.

[0008]

Based on the above characteristics, applications of
the distributed ledger technology including the BC mentioned
above is being studied as a mechanism for managing/sharing
trustworthy data and executing/managing transactions based
on contracts in a wide variety of fields such as a financial
and an IoT (Internet of Things) fields.

[0009]

For example, in order to be applicable not only to

simple virtual currency transactions such as Bitcoins, but

also to complex transaction <conditions and wvarious
3



10

15

20

25

applications, it is becoming possible to manage logic as
well as (transaction) data in the distributed ledger. This
logic is called a Smart Contract (hereinafter also referred
to as SC).

[0010]

On the other hand, in the distributed ledger base
having the execution function of SC (refer to Non-Patent
Literatures 2 and 3), a transaction (hereinafter also
referred to as TX) is accepted while consensus is formed at
a predetermined consensus level between nodes and executed
at each node to share the information (ledger) on multiple
nodes. Also, the distributed ledger base has a Smart Contract
(SC) execution function that executes predetermined logic
for TX.

Summary of Invention
Technical Problem
[0012]

In order to make the system constructed using the
above-mentioned distributed ledger technique (hereinafter
referred to as "distributed ledger system") to be put into
operation, 1t 1is necessary to perform system operation
management such as backup/restore of the ledger, halt of
service, etc.) as the conventional system such as a Web
system using a Web server and a DB server.

[0013]
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On the other hand, in the distributed ledger system,
there are cases where a business network is
constructed/operated by establishing a consortium etc. with
multiple entities. In other words, the distributed ledger
system can be constructed across multiple organizations.
[0014]

In the case where the operation management method of
the conventional system 1is applied to such a distributed
ledger system, two methods are conceivable. A first method
is that a single operator operates and manages all the nodes.
A second method is that an operator of each node such as an
owner of the node of each organization individually operates
and manages the node.

[0015]

When using the first method, there will be a problem
that the operation is centralized, and the strength of the
non-centralization, which was a feature of the BC system,
diminishes. There also remains a problem that the method is
not able to handle a multivendor operation. On the other
hand, in the case of using the second method, since
administrators and policies are different for each
organization, there is a problem that the system is not able
to be operated according to the same arrangement and timing.
In the distributed 1ledger system, originally, there are

backgrounds in which the administrator cannot access the
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nodes of other organizations, and the operation methods and
policies are different among the organizations and cannot be
executed according to the same arrangement or timing.

[0016]

It is an object of the present invention to provide a
technique for enabling operation management with consistent
policies and timings between nodes even in a situation where
there are a plurality of administrators in the distributed
ledger system.

Solution to Problem
[0017]

The operation management method according to the
present invention for solving the above-mentioned problems
of a distributed ledger system comprising a plurality of
nodes, wherein:

each of at least two or more predetermined nodes in
the plurality of nodes manages an operation smart contract
for operation management of the distributed ledger system
with a distributed ledger;

when at least one node in the two or more predetermined
nodes receives a transaction, the node which has received
the transaction Jjudges whether or not a type of the
transaction is the operation smart contract, and, based on
the judgment result, executes the operation smart contract.

[0018]
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Further, an operation management system of the present
invention comprising a plurality of nodes of a distributed
ledger system, wherein:

each of at least two or more predetermined nodes in
the plurality of nodes manages an operation smart contract
for operation management of the distributed ledger system
with a distributed ledger;

when at least one node in the two or more predetermined
nodes receives a transaction, the node which has received
the transaction Jjudges whether or not a type of the
transaction is the operation smart contract, and, based on
the judgment result, executes the operation smart contract.
[0019]

Further, an operation management program of the
present invention
for a distributed ledger system comprising a plurality of
nodes, the operation management program causing:

each of at least two or more predetermined nodes in
the plurality of nodes to manage an operation smart contract
for operation management of the distributed ledger system
with a distributed ledger;

when at least one node in the two or more predetermined
nodes receives a transaction, the node which has received
the transaction to Jjudge whether or not a type of the

transaction is the operation smart contract, and, based on
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the judgment result, to execute the operation smart contract.
Advantageous Effects of Invention
[0020]

According to the present invention, operation
management with consistent policies and timings between
nodes are realized even in a situation where there are a
plurality of administrators in the distributed ledger system.
BRIEF DESCRIPTION OF DRAWINGS
[0021]

[FIG. 1] FIG. 1 is a diagram showing a basic concept of an
operation management method according to the present
embodiment.

[FIG. 2] FIG. 2 1is a diagram schematically showing an
operation management system according to Embodiment 1.

[FIG. 3] FIG. 3 1is a Dblock diagram showing a physical
configuration of a distributed ledger node in Embodiment 1.
[FIG. 4] FIG. 4 is a diagram showing an example of a data
structure of a block chain on a distributed ledger in the
present embodiment.

[FIG. 5] FIG. 5 is a diagram showing an example of a data
structure of state information on a distributed ledger in
the present embodiment.

[FIG. 6] FIG. 6 is a diagram showing an example of definition
of a data structure and a function of a system operation SC

in the present embodiment.
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[FIG. 7] FIG. 7 is a flowchart showing an example of a new
member registration process of a business network according
to the present embodiment.

[FIG. 8] FIG. 8 1is a flowchart showing an example of
transaction processing of a Dbusiness SC and a system
operation SC in the present embodiment.

[FIG. 9] FIG. 9 is a flowchart showing a flow of an operation
work execution according to a system operation SC as the
entire operation management system in Embodiment 1.

[FIG. 10] FIG. 10 is a flowchart showing an internal
processing example of a deployment TX of a system operation
SC in the present embodiment.

[FIG. 11] FIG. 11 is a flowchart showing an example of
internal processing at the time of calling the SC function
"operation execution" of the system operation SC in the
present embodiment.

[FIG. 12] FIG. 12 is a diagram showing an example of a screen
of an operation management application according to the
present embodiment.

[FIG. 13] FIG. 13 is a flowchart showing a series of flows
of operation execution reception, operation execution,
execution completion registration, and recovery processing
according to the system operation SC as the entire operation
management system in Embodiment 2.

[FIG. 14] FIG. 14 is a flowchart showing an example of
9
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internal processing at the time of calling the SC function
"operation execution reception" of the system operation SC
in the present embodiment.

[FIG. 15] FIG. 15 1is a flowchart showing an internal
processing example at the time of calling the SC function
"operation execution completion registration" of the system
operation SC in the present embodiment.

[FIG. 16] FIG. 16 is a flowchart showing an example of
internal processing at the time of calling the SC function
"operation failure recovery" of the system operation SC in
the present embodiment.

[FIG. 17] FIG. 17 is a flowchart showing a series of flows
of operation execution reception, approval, and operation
execution processing according to the system operation SC as
the entire operation management system in Embodiment 3.
[FIG. 18] FIG. 18 1is a flowchart showing an internal
processing example at the time of calling the SC function
"operation execution reception" of the system operation SC
as the operation execution acceptance processing in
Embodiment 3.

[FIG. 19] FIG. 19 is a flowchart showing an example of
internal processing at the time of calling the SC function
"operation execution approval" of the system operation SC in
the present embodiment.

[FIG. 20] FIG. 20 1is a diagram schematically showing an
10
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operation management system according to Embodiment 4.
[FIG. 21] FIG. 21 is a flowchart showing an example of
periodic execution processing of operation work in
Embodiment 4.
[FIG. 22] FIG. 22 is a flowchart showing an example of
periodic execution processing of an operation work in
Embodiment 5.
[FIG. 23] FIG. 23 is a diagram showing an example of a
process of accepting new registration of a system operation
SC in a meta-contract for system management SC management in
Embodiment 6.
[FIG. 24] FIG. 24 is a diagram showing an example of approval
processing of new registration of a system operation SC in
a meta-contract for management of a system operation SC in
Embodiment 6.
[FIG. 25] FIG. 25 is a diagram showing an example of a
network configuration of an operation management system and
a distributed processing system as its management target in
Embodiment 7.
EMBODIMENTS
[0022]
-—-— Embodiment 1 ---

FIG. 1 shows a basic concept of the operation
management method of the present embodiment. In this

embodiment, by handling the system operation work as TX or
11
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SC managed on the distributed ledger, the system operation
work 1s performed while consensus 1s formed among the
distributed ledger nodes 3 constituting the distributed
ledger system 6.

[0023]

Further, in this case, the distributed ledger system
6 manages an operation smart contract 372 (hereinafter
referred to as "system operation SC") for system operation
work in each distributed ledger node 3, and is equipped with
an operation execution function corresponding to the system
operation SC, for example, an operation command, a management
API function, a program or an agent that executes operation.
In the present invention, a program that provides such a
function 1is referred to as an operation execution program
36.

[0024]

Here, as an example, when an execution TX of the system
operation SC is issued as an operation execution request to
the distributed ledger node 3 constituting the distributed
ledger system 6, a consensus is formed for this TX among the
distributed ledger nodes 3. After forming this consensus,
the operation work is executed 1in accordance with the
operation procedure such as an operation command group)
defined in the system operation SC on each distributed ledger

node 3. In this way, while performing consensus formation
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among a plurality of distributed ledger nodes, the operation
work is executed in a non-centralized manner and concurrently.
[0025]

A configuration example of a computer system that
implements the above basic concept, that is, the operation
management system 10 will be described. FIG. 2 is a diagram
schematically showing the operation management system 10
according to Embodiment. 1
[0026]

The illustrated operation management system 10
includes one or more distributed ledger nodes 3 and one or
more client nodes 4. The system 10 can also be called a
distributed ledger system. These devices are connected to a
network 1 through a physical communication line 2.

[0027]

The distributed ledger node 3 includes a consensus
management unit 31, a smart contract execution/management
unit 32 (hereinafter also referred to as SC
execution/management unit 32), a member management unit 33,
a transaction management unit 34, a transaction issuing unit
35, a distributed 1ledger 37, and participating member
management information 38.

[0028]
Among them, the consensus management unit 31 includes

a network protocol unit 311. In addition, the distributed
13



10

15

20

25

ledger node 3 accepts TX by the function of the transaction
management unit 34, and forms a consensus as to whether to
accept TX with the other node(s) by the function of the
consensus management unit 31. Also, when the consensus 1is
formed as described above, the distributed ledger node 3
executes deployment of the SC and the deployed SC via the
function of the SC execution/management unit 32, records the
history of TX and the execution result thereof in the
distributed ledger 37.

[0029]

Communication between the distributed ledger nodes 3
is performed by the function of the network protocol unit
311. In addition, the transaction management unit 34 of the
distributed ledger node 3 provides a function/interface for
accepting TX and obtaining/browsing history information of
TX in response to a request from each node such as the client
node 4. In this embodiment, it 1is assumed that the
distributed ledger node 3 can issue TX. The issuance of
various TXs wvia the transaction issuing unit 35.

[0030]

The member management unit 33 of the distributed ledger
node 3 provides new issuing and authentication functions of
members participating in the business network. In member
management, it is assumed that authentication of

participating members, signature to TX, control of SC
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execution authority, etc. are performed using a pair of
secret key and public key. The key information on such member
management is stored and managed in the participating member
management information 38.

[0031]

When accepting the TX, the transaction management unit
34 confirms whether the issuer of the TX 1is a correct
participant with authority through the function of the member
management unit 33 as occasion demands. Such a configuration
itself may be appropriately chosen from known techniques,
and a detailed description thereof will be omitted.

[0032]

Further, the distributed ledger 37 stores and manages
the ledger information related to the Dbusiness-related SC
(hereinafter, a business SC 371) and the system operation SC
372. As the data structure of this embodiment, it is assumed
that the history of TX is BC and state information based on
the execution result of TX is held in a table.

[0033]

The operation execution program 36 in the distributed
ledger node 3 1is a program that executes the operation
procedure defined 1in the system operation SC 372.
Specifically, an operation command, a management API
function, an operation script that describes combinations of

those executions, an operation script that hides a platform-
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dependent portion, an agent that executes an operation
management function, and the like are assumed.
[0034]

The operation execution program 36 may be arranged in
the distributed ledger node 3 in advance or may be arranged
at the timing of deploying the system operation SC 372.
[0035]

On the other hand, the c¢lient node 4 includes a
transaction issuing unit 35, a business application 41, and
an operation management application 42. The user of the SC
or the provider issues wvarious TXs via the transaction
issuing unit 35 of the client node 4 and transmits it to
each distributed ledger node 3.

[0036]

Incidentally, issuer information is attached to TX,
and as this information, authentication information (secret
key) issued by participating member management information
38 is used. The business application 41 is an application
that executes/manages the business process by issuing the TX
related to the business SC 371 via the transaction issuing
unit 35. The operation management application 42 1s an
application that executes/manages system operation work by
issuing a TX related to the system operation SC 372 via the
transaction issuing unit 35.

[0037]
16
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In the present embodiment, for example, it is assumed
that there are a plurality of distributed ledger nodes 3
managed by different entities. The above-mentioned entities
are, for example, businesses, organizations, and vendors.
Likewise, it is assumed that there are a plurality of client
nodes 4, and that a plurality of SC users utilize different
client nodes 4, respectively. With respect to the client
node 4, it is also possible for a plurality of SC users to
share the client node 4 by changing authentication
information to be assigned to the TX for each user.

[0038]

The physical configuration of the distributed ledger
node 3 in Embodiment 1 will be described. FIG. 3 is a block
diagram showing a physical configuration example of the
distributed ledger node 3 in Embodiment 1.

[0039]

The distributed ledger node 3 in the present embodiment
is a computer including an interface (I/F) 100, a processor
101 as a computing device, and a memory 102 as a storage
device.

[0040]

The I/F 100, the processor 101, and the memory 102 are
connected by a data bus 103.

[0041]

The distributed ledger node 3 having such a structure
17
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communicates with the network 1 wvia the I/F 100. The
processor 101 is a computing device such as a CPU. The memory
102 is a storage device for holding programs and data. The
processor 101 reads the program 110 (operation management
program) from the memory 102 wvia the data bus 103 and
implements necessary functions by executing it.

[0042]

Next, a configuration example of the distributed
ledger 37 will be described. FIG. 4 and FIG. 5 are diagrams
showing an example of a data structure stored in the
distributed ledger 37. FIG. 4 is a diagram showing an example
of BC which is one of data structures managed in the
distributed ledger 37.

[0043]

In the distributed ledger management wusing BC, a
plurality of TXs are grouped as a block, and each block has
a hash value of a preceding block, thereby managing data as
a chain. In such a configuration, if the value of the block
at the preceding stage changes even with 1 bit, the hash
value of all succeeding blocks changes, so it is possible to
make falsification difficult. In this embodiment, one block
is provided for each TX in order to simplify the explanation.
However, the present invention is also applicable to a case
where a plurality of TXs are collectively stored in one block.

[0044]
18
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Blocks 3712 to 3721, Dblocks 3721 to 3722, and Dblock
3713 in FIG. 4 are series of blocks, that is, BC.

[0045]

FEach block includes one of TX information of deployment
and execution of the operation SC, deployment and execution
of the system operation SC, respectively. And each block
contains time stamp information related to generation of the
block. Furthermore, each block includes a hash value of the
previous block and includes a hash value generated from state
information to be described later.

[0046]

With the data structure as described above, the TXs of
the deployment and execution of the operation SC, the
deployment of the system operation SC are managed as a chain
of data in the BC.

[0047]

Among the blocks constituting the BC, the block 3711
is an example of a block storing the deployment TX of the
business SC 371. In this example, an example of a business
contract concerning freight transportation is shown.

[0048]

The deployment TX of this embodiment includes a
contract type for specifying whether a contract is a business
or a system operation, a contract ID for uniquely identifying

a contract, and a substance (for example, executable binary)
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of a contract. It also includes contract input specifications
for users to grasp function names and arguments of contracts.
[0049]

The deployment TX also includes a contract meta-
definition which is a parameter (for example, contract user
and various definition information) defined according to
input arguments specified at the time of deployment. The
deployment TX also contains ID information for identifying
the publisher of this deployment TX, that is, the provider.
The deployment TX also includes an electronic signature used
to verify that the issuer and the data have not been tampered
with. This electronic signature is generated using the secret
key of each network participating member (that i1is, SC
provider or user) issued by the member management unit 33,
and it is possible to verify with the public key serving as
the pair.

[0050]

A block 3712 is an example of a block storing the
execution TX of the business SC 371. The execution TX of
this embodiment includes the contract ID of the contract to
be called, the function name of the contract to be called
and the information of the input argument.

[0051]
Furthermore, the execution TX contains ID information

for identifying the issuer of this production executing TX,
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that is, the user. The execution TX also includes the user
signature used to verify that the issuer and the data are
not falsified. Note that not only the issuer but also the
information on the network participants involved in
consensus formation may be managed/retained.

[0052]

Block 3721 and Dblock 3722 are examples of Dblocks
storing the deployment TX and execution TX of the system
operation SC 372. The deployment TX and the execution TX of
the system operation SC 372 of the present embodiment include
the same information as the same TX of the business SC 371
as a data structure in general. It is assumed that there is
only a difference as to whether SC related to business is
described simply, or SC concerning system operation 1is
described. This makes it possible to implement the present
invention as an outside function without changing the inside
of the distributed 1ledger system 6 (specifically, the
functions of 31 to 35 of the distributed ledger node 3). In
the following, the functions that the SC possesses are also
referred to as SC functions.

[0053]

FIG. 5 is a diagram showing state information managed
in the distributed ledger 37 of this embodiment. In the
distributed ledger management using BC, normally, in order

to acquire the (latest) state (for example, in the case of
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the virtual currency, the balance of the account), the BC
has to be traced. Since processing efficiency of this method
is not good, there is a method of caching the latest state
information separately from BC (Non-Patent Literature 3,
etc.). Therefore, 1t 1is assumed that the latest state
information is retained also in this embodiment.

[0054]

In this embodiment, it is assumed that a data area for
a state is prepared for each contract. The state information
holds the contract ID and the actual state of the contract.
[0055]

As a result, the SC execution/management unit 32 of
the distributed ledger node 3 can acquire and execute the
actual condition of the contract with the contract ID as a
key. The state information has an internal table for holding
the execution result of the SC. Every time the TX is executed,
the contents of this internal table are updated. Regarding
this state information, SC information of both the business
SC 371 and the system operation SC 372 is stored.

[0056]

Next, a specific example of the system operation SC
372 in this embodiment will be described. FIG. 6 is a diagram
showing an example of the data structure and the SC function
of the system operation SC 372.

[0057]
22
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The data structure in the system operation SC 372 is
managed and held as state information. In the data structure
in the system operation SC 372, "consensus forming policy",
"operation content definition", and "operation procedure"
are described as policies relating to system operation.
[0058]

"Consensus forming policy" is information for managing
on which node consensus is formed and which node executes
the system operation SC 372 corresponding to each operation
work. Here, the consensus forming policy is assumed to be
managed as internal information of the system operation SC
372. However, the consensus forming policy may be managed
outside the system operation SC 372. (The management method
of the same also depends on the implementation of the base.)
[0059]

"Operation content definition" is information
indicating the outline of the operation work. The "operation
procedure" defines/manages the operation process and the
individual operation handling (invocation of the operation
commands, management API, etc.) performed in this operation
work. It 1s desirable that the operation procedure 1is
described in the source code base (for example, a list of
operation commands). By using the source code base, it is
possible to perform the operation work uniformly. "Operation

execution history information" is an execution history of
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operation works defined in the system operation SC.
[0060]

As the SC function, it is assumed that "operation
definition setting", "operation definition reference",
"operation execution history reference", and "operation
execution”" are defined. These SC functions are specified and
executed at the time of issue of the execution TX to the
system operation SC 372.

[0061]

"Operation definition setting" is an SC function that
changes the definition of the operation work defined in this
SC. Basically, the definition of the operation work is
assumed to be set at the time of deployment (at the time of
deployment TX issuance). However, if it 1s necessary to
change the operation policy, it is also possible to update
the definition by using this SC function.

[0062]

"Operation definition reference" and "operation
execution history reference" are SC functions for
acquiring/referring to the operation definition defined in
the system operation SC 372 and the information on the
execution history thereof.

[0063]
"Operation execution" is an SC function that executes

the operation work defined in the system operation SC 372.
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The operation procedure executed during the operation work
is assumed to be described mainly in the data structure
"operation procedure". However, the operation procedure may
be described as a code in the SC function of the "operation
work". In either case, it 1is possible to commonalize
operational works on a code base.

[0064]

Here, "operation execution”" is not limited to a simple
operation execution, but it is possible to consider several
variations depending on the pattern of operation work. For
example, the "operation execution" process may be divided
into "operation execution acceptance" for accepting
processing and "operation execution completion registration”
for registering completion of accepted operation execution.
[0065]

In addition, recovery processing to be executed when
the operation execution fails midway may be defined in the
SC function (for example, "operation failure recovery").
Furthermore, when it 1is desired to provide an explicit
approval process by the administrator/management
organization Dbefore the operation 1is performed, the SC
function "operation execution approval" may be prepared. In
Embodiment 1, a case where the operation execution processing
is simply performed is described, and variations of these

are described in Embodiment 2 and the following.
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[0066]

The example of the system operation SC 372 shown in
FIG. 6 assumes not a specific system operation work but a
description assuming a common model of system operation work.
Actually, concrete operational work such as "backup
operation”™ or the like is applied according to this model.
[0067]

As a specific method of application of the operation
work (method of defining the system operation SC), the system
operation SC may be defined for each specific operation work
or a common system operation SC may be prepared and
information on a specific operation work may be defined by
inputting parameters such as argument for deployment. In
addition, a single operation task may be managed in one
system operation SC (in that case, for example, different
types of operation work are managed for each contract ID),
or two or more types of operation work may be managed (in
that case, for example, different types of operation tasks
are managed for each definition ID in FIG. 5).

[0068]

Here, examples of system operation work include
backup/restoration work of distributed ledger data, service
halt work related to the distributed ledger system, system
log acquisition work from each node for failure analysis and

auditing, increase/decrease of node/resource and SC update
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work requiring explicit approval process, system emergency
countermeasure work (security measures, troubleshooting
measures), and the 1like. Among such various kinds of
operation work, 1in the following embodiments, the backup
operation work of the ledger data managed by the distributed
ledger node 3 will be explained as a specific example as
necessary.

[0069]

Note that a balloon 3725 on the right side of FIG. 6
shows a concrete image of the operation procedure taking the
backup operation of the ledger data as an example. In the SC
function "operation execution" or 1in the data structure
"operation procedure", as shown 1in "Example 1)" in the
balloon 3725 the command string of the operation work may be
enumerated, or as shown in "Example 2)"an operation execution
program 36 (for example, an external program describing an
operation execution command string) to be called and a
related setting file may be shown.

[0070]

Next, a flow example of the operation management method
in Embodiment 1 will be described. In Embodiment 1, an
example of simply executing the operation work defined in
the system operation SC 372 is shown as a basic form of the
operation management method.

[0071]
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FIG. 7 1s a flowchart showing an example of a
registration process of new members participating in a
business network. In this case, the member management unit
33 of the distributed ledger node 3 accepts a member
registration request from another node such as the client
node 4 (S101). In this member registration request, a member
ID uniquely identifying the requesting member is included.
[0072]

Subsequently, the member management unit 33 generates
a pair of a secret key and a public key by an appropriate
algorithm, and associates this combination with the member
ID received in S101 (S102).

[0073]

Next, the member management unit 33 broadcasts the
member ID to be new registration obtained in S101 and the
public key generated in S102 to other nodes (S103).
Information of the member ID and the public key broadcasted
here is stored as participating member management
information 38 on each node.

[0074]

Further, the member management unit 33 returns the
secret key generated in S102 to the node that made the member
registration request (the node as a trigger of S101) (S104).
On the other hand, the node that received this secret key

stores the same in the participating member management
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information 38 as its own secret key.
[0075]

In this embodiment, it is assumed that authentication
of a network participating member, signature to TX, control
of SC execution authority, and the like are performed using
a pair of a secret key and a public key generated as described
above.

[0076]

Specifically, for example, the client node 4 side
issues a TX digitally signed with the issued secret key, and
the verification node verifies the digital signature using
the public key, thereby realizing identity verification.
[0077]

Note that a publicly known or well-known technique may
be applied to a method of generating a pair of a public key
and a private key, a method of signature verification, and
a method of linking keys and IDs, so they are not described
in detail herein. In the present embodiment, the function of
the member management unit 33 is shown as a function in the
distributed ledger node 3. However, a node dedicated to
member management may be set outside and the node may provide
the same function as the member management unit 33.

[0078]
Subsequently, the TX execution process will Dbe

described. FIG. 8 1is a flowchart showing an example of TX
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execution processing, that is, the processing of deployment
and execution of the business SC, deployment and execution
of the system operation SC.

[0079]

In this case, the transaction management unit 34 of
the distributed ledger node 3 receives the TX from the TX
issuer such as the client node 4 (S 201), and transfers the
TX to the consensus management unit 31, thereby deployment
and execution of the Dbusiness SC 371, and deployment and
execution of the system operation SC 372 are made according
to the type of SC/TX,.

[0080]

When the TX received from the transaction management
unit 34 is the deployment TX of the business SC 371 (S 202:
NO, S 203: YES), the consensus management unit 31 performs
a consensus forming process with the other distributed ledger
nodes 3 on whether the received TX may be executed and
whether the received TX may be added as a block to the end
of BC (S204).

[0081]

More specifically, known or well-known techniques may
be employed as a consensus forming processing method.
Specifically, it is conceivable to adopt, for example, an
algorithm called Practical Byzantine Fault Tolerance (PBFT).

PBFT is an algorithm in which consensus may be formed if
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consensus made among nodes more than or equal to a constant
ratio (two-thirds or more) between all nodes participating
in consensus forming (i.e., verification nodes).

[0082]

Briefly explaining the consensus formation based on
the PBFT as described above, the distributed ledger node 3
broadcasts the received TX to all the distributed ledger
nodes 3 participating in the network. On the other hand,
each distributed ledger node 3 verifies the signature on the
TX, confirms that no tampering has been done, and verifies
the validity of the content of the TX, and broadcasts the
confirmation result to another distributed ledger node 3.
[0083]

When confirmation can be made by a certain number or
more of the distributed ledger nodes 3, the distributed
ledger node 3 Dbroadcasts to the other distributed ledger
nodes 3 that preparation for approval of TX has been
completed. Then, consensus formation 1is completed with
confirmation of completion of approval preparation by more
than a certain number of distributed ledger nodes 3.

[0084]

When the consensus formation is completed in this way,
the consensus management unit 31 registers the SC included
in the TX in the distributed ledger 37 (S205) wvia the SC

execution/management unit 32. Specifically, based on the
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contents of TX, the contract ID and an entity of the contract
are registered as the state information in the distributed
ledger 37, and the Dblock including this deployment TX 1is
added to the end of the BC.

[0085]

Finally, the consensus management unit 31 returns the
execution result of the deployment TX to the TX issuer (S200).
[0086]

On the other hand, in the case where the TX received
from the transaction management unit 34 is the execution TX
of the business SC 371 (S 202: NO, S 203: NO), the consensus
management unit 31 performs consensus formation processing
(S 207) similarly to the deployment TX. This consensus
forming process is the same as S204.

[0087]

Upon completion of this consensus formation, the
consensus management unit 31 executes the SC and updates the
contents of the distributed ledger 37 wvia the SC
execution/management unit 32 (S 208).

[0088]

Specifically, the consensus management unit 31
executes the SC with the contract ID designated in the
execution TX, the SC assumed to be already registered, by
giving the calling function and the input argument specified

in the execution TX to the SC. Based on the result, the
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contents of the distributed ledger 37 are updated. Further,
the consensus management unit 31 updates the state
information 502 relating to the contract at issue based on
the execution result, and adds the execution TX as a block
at the end of the BC.

[0089]

Finally, the consensus management unit 31 returns the
execution result (for example, the return wvalue of the
function) of this execution TX to the TX issuer (S209).
[0090]

On the other hand, when the TX received from the
transaction management unit 34 1is the TX of the system
operation SC 372 (S 202: YES), the consensus management unit
31 performs SC deployment or execution processing (S210 to
S215) as in the case of the business SC 371.

[0091]

However, in this case, difference is that the operation
procedure specified in the system operation SC 372 1is
executed instead of that specified in the business SC (S
214) . The operation work itself is performed by the function
of the operation execution program 36.

[0092]

Here, the flow of the operation work execution

according to the system operation SC 372 as the whole system

in Embodiment 1 will be described with reference to FIG. 9.
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[0093]

In this case, when a node issues a deployment TX of
the system operation SC 372 (S1001), each distributed ledger
node 3 receives the TX, forms consensus among the nodes, and
deploys the system operation SC 372 according to the TX
(S1002) .

[0094]

After the system operation SC 372 is deployed, when a
call of the SC function "operation execution" is issued from
a node as an operation execution TX to the system operation
SC 372 (S1003) at the timing of the operation work execution,
each distributed ledger node 3 receives the TX, forms a
consensus between the nodes, and executes the operation work
according to the operation execution TX (S1004).

[0095]

Here, as the timing of the operation work execution,
the timing at which the operation execution TX is issued by
an operation on the display screen of the system operation
application 42 by any administrator who is authorized to
perform the operation work defined in the SC, the timing at
which the operation execution TX 1is 1issued by the direct
operation of each node, or the timing at which the operation
execution TX is automatically issued according to the
scheduled regular execution timings.

[0096]
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FIG. 10 is a flowchart showing an internal processing
example of the deployment TX of the system operation SC 372.
FEach distributed ledger node 3 receives the deployment TX of
the consensus formed system operation SC 372 (S 301), and
performs the deployment processing of the system operation
SC 372 by the function of the SC execution/management unit
32.

[0097]

Specifically, the distributed 1ledger node 3 first
places the contract entity of the system operation SC 372 in
accordance with the deployment TX (S 302).

[0098]

If this contract is managed externally and
installation of the operation execution program 36 1is
unnecessary, that is, if the program has been introduced as
standard on each distributed ledger node 3, or if the
contract entity includes all the reguired operation
processing (S 303: NO), the distributed ledger node 3
registers the operation definition information of the system
operation SC 372 to be deployed in the distributed ledger 37
according to the deployment TX (S307) and returns a
successful deployment (S 308).

[0099]
On the other hand, if it is necessary to install the

operation execution program 36 managed externally (S 303:
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YES), the distributed ledger node 3 downloads the operation
execution program 36 corresponding to the system operation
SC 372 from the external repository or the like, and installs
the program in a predetermined directory of the distributed
ledger node 3 (S304). It should be noted that this
installation may be executed in advance separately from the
processing flow.

[0100]

Next, the distributed ledger node 3 checks whether or
not the operation execution program 36 is correct (S306). As
this checking method, for example, a hash value is calculated
from the Dbinary of the operation execution program 36
installed in the distributed ledger node 3, and this hash
value 1is compared with the internal variable in the system
operation SC 372 separately calculated in advance in another
environment, and determines if the hash wvalue is correct
based on whether or not the both values match. The hash value
to be used for such determination may be a hash wvalue
calculated from the same binary in another distributed ledger
node 3, not in a separate environment.

[0101]

If it 1is determined that the operation execution
program 36 1is correct as a result of the above-described
determination (S306: YES), the distributed ledger node 3

performs the subsequent normal system processes (S307 to
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5308), and if it is found to be incorrect (S 306: NO),
returns a deployment failure (S309).
[0102]

By Jjudging whether or not the operation execution
program 36 is correct as described above, when the operation
execution program 36 as externally provided is used, it is
possible to prevent execution of an unexpected operation
work due to occurrence of falsification of the program, a
difference in the version or the setting, a failure in
configuration or the 1like and to further enhance the
uniformity of the operation work.

[0103]

FIG. 11 is a flowchart showing an example of internal
processing at the time of calling the SC function "operation
execution”" of the system operation SC 372.

[0104]

When each distributed ledger node 3 receives the SC
function "operation execution" call of the system operation
SC 372 as the operation execution TX on which a consensus is
formed (S401), each distributed ledger node 3 performs the
system operation work according to the above TX with the
function of the SC execution/management unit 32. The internal
processing is specified below.

[0105]

When the distributed ledger node 3 does not include
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the operation execution program 36 that 1s separately
installed in the defined operation procedure in the system
operation SC 372 to be executed (S402: NO), the distributed
ledger node 3 performs the operation work according to the
operation procedure defined in the system operation SC 372
(S403) . In the case of the ledger data backup operation work,
for example, the ledger backup data compression command and
the backup data save command are sequentially executed
according to a predefined procedure.

[0106]

Also, after the execution of the operation work is
completed, the SC execution/management unit 32 adds the
current operation execution to the operation execution
history of the state information to update the same in the
distributed ledger 37 (S408). For example, as a record of
the operation execution history, "operation completed" as
the operation definition name, the execution start/end time,
and the execution state are added.

[0107]

Finally, the distributed ledger node 3 returns the
execution result (e.g., success) of this system operation SC
372 (S409).

[0108]
On the other hand, when the operation execution program

36 separately installed in the defined operation procedure
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is not included in the system operation SC 372 to be executed
(S402: NO), the distributed ledger node 3 may perform the
confirmation processing of the correctness of the operation
execution program 36 for each execution.

[0109]

When the correctness of the operation execution
program 36 1is necessary (S404: YES), the distributed ledger
node 3 Jjudges whether or not the installed operation
execution program 36 is correct (S405) by the same method as
in S306.

[0110]

As a result of this determination, when the operation
execution program 36 1s correct (S406: YES) or if
confirmation is not required (S404: NO), the distributed
ledger node 3 performs the operation work by executing the
operation execution program 36 according to the operation
procedure defined in the system operation SC 372 (S407). In
the case of the ledger data backup operation work, for
example, a separately installed backup program or script is
called up, and a series of backup processing including halt
of request acceptance, ledger backup data compression,
backup data saving, and request acceptance resumption.
[0111]

After the execution of the operation work is completed,

the SC execution/management unit 32 additionally adds the
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current operation execution to the operation execution
history of the state information and updates the same in the
distributed 1ledger 37 (S408), and returns the execution
result of the system operation SC 372 (e.g., success) (S409).
[0112]

As a result of the above-described determination, if
the operation execution program 36 is determined incorrect
(S406: NO), the distributed ledger node 3 does not execute
the operation work, and returns the execution result of the
system operation SC 372 (e.g. Failure due to incorrect
program) (S409).

[0113]

FIG. 12 shows an example of a screen displayed by the
distributed ledger node 3 to the user when executing the
operation management procedure as described above. FIG. 12
shows an example of the display screen 1200 of the operation
management application 42.

[0114]

On the upper part of the screen of the display screen
1200, an operation work 1list 1201 defined in the system
operation SC 372 1is arranged. The display information 1in
this operation work list 1201 is acquired and arranged by
the distributed ledger node 3 by executing the SC function
"operation definition reference".

[0115]
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An operation management button 1202 is shown on the
right side of the operation work list 1201. An administrator
who 1s authorized to execute the operation work defined by
the SC can issue the operation execution TX of the designated
system operation SC 372 by pressing the execution button
12021 in the operation management button 1202 of the
operation management application 42. By ©pressing the
execution history reference button 12022, the operation
execution history list 1203 of the specified system operation
SC 372 as specified can be referred to.

[0116]

The operation execution history list 1203 is arranged
at the bottom of the display screen 1200. The display
information in the operation execution history list 1203 can
be acquired by the distributed ledger node 3 executing the
SC function "operation execution history reference".

[0117]

Even when a specific operation manager requests the
system operation work via the operation management
application 42, consensus is formed between the distributed
ledger nodes 3 managed by a plurality of administrators in
the back end, and the operation work is performed at the
same timing in accordance with the same operation procedure
in each distributed ledger node 3.

[0118]
41



10

15

20

25

As described above, by using the operation management
method of the present embodiment, even in the case where
there are a plurality of administrators in the distributed
ledger system, it is possible to form consensus on policies
and execution timings and to perform the operation work
collaboratively. In other words, it is possible to carry out
the operation work while assuring the nature of non-
centralization and a normal level.

[0119]

In addition, the present embodiment can deal with the
operation of distributed processing system constructed by
multiple vendors. Furthermore, by embedding the operation
procedure in the SC and making it procedural or scripted, it
is possible to ensure uniformity of operation among multiple
nodes (owned by multiple subjects).

[0120]

In addition, as an auxiliary effect of utilizing the
consensus forming algorithm of the distributed ledger system,
it can be guaranteed that the executed operation work meet
the normal standards of the distributed ledger system. For
example, 1in PBFT, even when f nodes in (3f+l) nodes are
malicious nodes, normal operation is possible). Therefore,
even if the operation work fails or malicious operators exist,
it is theoretically possible to maintain the normal operation

level within the range guaranteed by the consensus algorithm
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of the distributed ledger system.
[0121]

In this embodiment, an example using a PBFT is shown
as a consensus forming algorithm, however, the present
invention is not limited thereto. The present invention is
also applicable to other algorithms. For example, Bitcoin's
consensus forming algorithm, Proof of Work or its alternative
algorithm, Proof of Stake may be used. Alternatively, the
consensus forming algorithm of Hyperledger Fabric, Endorser-
Orderer Model may be used. Further, in FIG. 8 of the present
embodiment, the case where the TX execution processing is
performed in the order of reception of a TX,
identification/determination of the TX, consensus formation,
execution processing of the SC based on the TX, and addition
of blocks is shown as an example, however, the order of
processing is not limited to this. For example, the order of
TX identification/determination and consensus formation may
be reversed.

[0122]

Various variations of the embodiment of the present
invention will be shown hereinafter. Basically, since it is
based on Embodiment 1, the description of the common part
will be omitted. Further, it is also possible to combine the
embodiments for use.

[0123]
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--- Embodiment 2 ---

In Embodiment 2, an example is shown 1in which the
system operation work according to the system operation SC
372 is divided into the operation phase of the operation
execution and the completion phase of the operation execution,
and further, automatic recovery is also performed according
to the SC when the operation work fails during the execution.
[0124]

If this embodiment is employed, since there is no need
to wait for the completion of the operation execution carried
out in the system operation SC 372, even if it takes a long
time for the operation work, another next execution TX can
be executed earlier, and it is possible to reduce affection
on the business SC 371 and other system operation SC 372. In
addition, it is possible to manage that the operation work
has been reliably performed and the processing is completed
in all the nodes that should perform the operation work.
Furthermore, it is possible to make the recovery process
uniform by describing the process at the time of operation
failure as an SC.

[0125]

FIG. 13 is a flowchart showing a series of processes
from acceptance of operation execution, work execution,
execution completion registration, and recovery process

according to the system operation SC 372 as a whole system
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in Embodiment 2.
[0126]

In this case, when each distributed ledger node 3
receives a call of "operation execution acceptance" as the
operation execution TX after the system operation SC 372 is
deployed (S1101 to S1102), each distributed ledger node 3
only performs the operation execution acceptance processing
in the SC, and then returns the completion of the system
operation execution TX (S1103 to S1104).

[0127]

Next, each distributed 1ledger node 3 executes the
operation work in accordance with the system operation SC
372 triggered by the operation execution acceptance process
(S1105) .

[0128]

Upon completion of execution of the operation work,
each distributed ledger node 3 calls "operation execution
completion registration" as an operation execution TX as a
trigger (S1106).

[0129]

Next, each distributed ledger node 3 performs
operation execution completion processing according to the
received operation execution TX (S1107). In the operation
execution completion processing, when the operation

execution completion status in each distributed ledger node
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3 1s registered/managed and a predetermined condition of
completion of operation execution (for example, completion
of execution in all the target nodes) is satisfied, the
operation work as the entire system is determined to be
completed.

[0130]

In the system operation SC 372, each distributed ledger
node 3 automatically executes a recovery process for a
failure when the operation execution fails. Specifically,
upon detecting a failure 1in operation at a certain node,
each of the distributed ledger nodes 3 issues "operation
failure recovery" as an operation execution TX by one of the
nodes (S1108). Each distributed ledger node performs an
operation failure recovery ©process according to the
operation execution TX as received (S1109). Such an event
that the operation execution is not completed when if the
predetermined execution timeout period has passed 1in the
system operation SC 372 may be deemed to be a failure, for
example.

[0131]

FIG. 14 is a flowchart showing an example of internal
processing at the time of calling the SC function "operation
execution acceptance”" of the system operation SC 372 as the
operation execution acceptance processing.

[0132]
46



10

15

20

25

In this case, each distributed ledger node 3 receives
the SC function "operation execution acceptance" call of the
system operation SC 372 as the operation execution TX on
which consensus is formed (S501), and according to the
function of the SC execution/management unit 32, performs
processing of acceptance of the system operation work
execution according to the TX. The specific internal
processing is shown below.

[0133]

In the case o0of executing the operation work
asynchronously 1in this SC function (S502: YES), the
distributed ledger node 3 starts execution of the operation
work (S402 to S407) in the same way as the SC function
"operation execution" shown in Embodiment 1 (S503). However,
unlike Embodiment 1, the nodes 3 perform the operation
execution as an asynchronous processing, and within the SC,
does not wait for completion of the operation work.

[0134]

As a subsequent process of S 503, or in the case where
execution of the operation work is not started in this SC
function (S502: NO), the SC execution/management unit 32
updates the operation execution history of the state
information in the distributed ledger 37 (S504). For example,
a record "execution in progress" 1is added to the operation

execution history as the operation definition name, the
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execution start time, and the execution state.
[0135]

Finally, the distributed 1ledger node 3 returns the
execution result (e.g., success) of this system operation SC
372 (S505).

[0136]

In the case where the operation work is not started in
this SC function, for example, the operation execution
program 36 functions as an agent, autonomously refers to the
operation execution history autonomously and periodically,
and, as triggered by addition of a new record "execution in
progress", execution of the operation work according to this
system operation SC 372 is started.

[0137]

FIG. 15 is a flowchart showing an internal processing
example at the time of calling the SC function "operation
execution completion registration" of the system operation
SC 372 as the processing at the time of completion of
operation execution.

[0138]

In this case, each distributed ledger node 3 receives
the SC function "operation execution completion
registration”" call of the system operation SC 372 as the
operation execution TX on which consensus is formed (S601),

and according to the function of the SC execution/management
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unit 32, performs execution completion registration
processing at each node concerning the system operation work
according to the TX. Specific internal processing is shown
below.
[0139]

Here, in managing execution completion, for explicit
management of the completion of the operation work in each
distributed ledger node 3, an execution log, an execution
result (e.g., backup file information), and/or a screen
snapshot, etc. indicating execution completion, and/or hash
values thereof and the like may be registered/managed as
evidence.

[0140]

In the case where the evidence management is performed
in the execution completion management (S602: YES), the
distributed ledger node 3 acquires/confirms the execution
completion evidence (S603). As a method of obtaining this
evidence, the evidence may be included in the input argument
of the SC function, or the evidence may be arranged inside
the SC function after being arranged at a place where it can
be referred from the SC function and retrieved in the SC
function.

[0141]
In the case where evidence management is not performed

(S602: ©NO) or 1in a subsequent process of S603, the
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distributed ledger node 3 adds the fact that the execution
of the operation work at the distributed ledger node 3 that
issued the operation execution TX has been completed to the
operation execution history of the state information (S604).
[0142]

For example, a pair of a node name and a completion
time 1s managed as an execution completion status at each
node in a column of records indicating this operation
execution, and the information is updated.

[0143]

Further, the distributed ledger node 3 confirms the
execution completion status including the other nodes based
on the state information, and confirms whether execution on
all the target nodes is completed (S605). If the execution
is completed (S605: YES), this operation execution
completion is added to the operation execution history of
the state information to update the same. More specifically,
for example, the execution state of the record indicating
this operation execution is changed from "execution in
progress" to "execution completed", and the execution
completion time 1is registered.

[0144]

Finally, the distributed ledger node 3 returns the

execution result of this SC (S607).

[0145]
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FIG. 16 is a flowchart showing an example of internal
processing at the time of calling the SC function "operation
failure recovery" of the system operation SC 372.

[0146]

In this case, each distributed ledger node 3 receives
the SC function "operation failure recovery" call of the
system operation SC 372 as the operation execution TX on
which consensus is formed (S651), and, according to the
function of the SC execution/management unit 32, performs
recovery processing at the time of failure in operation.
Specific internal processing is shown below.

[0147]

First, the SC execution/management unit 32 executes
the recovery work according to the operation procedure
defined in the system operation SC 372 according to the
received operation execution TX (S652). As an example of the
recovery processing in the case of the ledger data backup
operation, as the rollback processing, the intermediate data
of the backup failure is deleted and the backup processing
is executed again.

[0148]

Next, the distributed ledger node 3 adds the operation
execution to the operation execution history of the state
information to update the same (S653). More specifically,

the execution state of the record indicating this operation
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execution 1s changed from "execution 1in progress" to
"operation failure/recovery completed", and the execution
completion time is registered.

[0149]

Finally, the distributed ledger node 3 returns the
execution result of this SC (S654).
[0150]

The recovery processing of the present embodiment is
triggered by the calling of "operation failure recovery" of
the SC function from the outside. However, it is possible to
manage a trigger such as timeout in the SC to execute the
recovery processing as the processing in the SC function.
[0151]

In addition, although acceptance control of TX is not
performed in the execution completion waiting state,
acceptance of the same TX may be blocked when waiting for
completion of execution. As a result, 1t 1is possible to
suppress load increase due to concentrated execution and/or
redundant execution of the operation execution TX.

[0152]

The management of the evidence information in this
embodiment 1is not essential and may be omitted. It is
possible to manage the evidence information in the other
embodiments including Embodiment 1.

[0153]
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-—-- Embodiment 3 ---

In Embodiment 3, an example 1in the case where the
system operation execution according to the system operation
SC 372 includes an explicit approval process before each
execution is shown. This approval means approval processing
as a higher-level concept (business operation or system
operation level) than consensus formation processing
(protocol level) as to whether a TX is to be accepted or not.
For example, it is effective when preliminary preparation is
needed prior to execution of the operation work at each node.
[0154]

FIG. 17 is a flowchart showing a series of processes
of operation execution acceptance, approval and work
execution according to the system operation SC 372 of the
whole system in Embodiment 3.

[0155]

In this case, after the system operation SC 372 1is
deployed (S1201 to S1202), each distributed ledger node 3
receives a call of "operation execution acceptance”" as the
operation execution TX, performs only the operation
execution acceptance processing on the SC, and returns the
completion of the system operation execution TX (S1203 to
S1204) .

[0156]

Next, each distributed ledger node 3 performs approval
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processing as to whether or not the administrative work can
be executed according to the present system operation SC 372,
triggered Dby the aforementioned operation execution
acceptance process (S1205). This approval process may be
automatically executed or may be manual determination.
[0157]

Upon completion of the above approval, each
distributed 1ledger node 3 calls '"operation execution
approval" as the operation execution TX as triggered by the
completion (S1206).

[0158]

Next, each distributed ledger node 3 ©performs
operation execution approval processing according to the
received operation execution TX (S1207). In the operation
execution approval processing, an operation execution
approval completion status of each distributed ledger node
3 is registered/managed and, when a predetermined condition
for completion of operation execution approval (for example,
completion of approval at all target nodes) 1is satisfied,
the operation work in accordance with the system operation
SC 372 is executed in the same manner as Embodiment 1 and 2.
[0159]

In this embodiment, an example of issuing an approval
TX (call of SC function "operation execution approval") is

issued for each distributed ledger node 3. However, not for
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each node, the approval TX may be prepared for each
organization or each administrator participating in a
business network.

[0160]

FIG. 18 is a flowchart showing an internal processing
example at the time of calling the SC function "operation
execution acceptance" of the system operation SC 372 as the
operation execution acceptance processing in this embodiment.
[0161]

In this case, each distributed ledger node 3 receives
the SC function "operation execution acceptance”™ call of the
system operation SC 372 as the operation execution TX on
which consensus is formed (S701), and according to the
function of the SC execution/management unit 32, executes
acceptance processing of the system operation work execution.
Specific internal processing is shown below.

[0162]

First, the SC execution/management unit 32 adds the
current operation execution acceptance to the operation
execution history of the state information in the distributed
ledger 37 to update the same (S702). For example, a record
of an operation definition name, an execution start time,
and an execution state of "approval in progress" is added to
the operation execution history.

[0163]
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Finally, the distributed 1ledger node 3 returns the
execution result (e.g., success) of this system operation SC
372 (S703).

[0164]

Fig. 19 is a flowchart showing an internal processing
example at the time of calling the SC function "operation
execution approval" of the system operation SC 372 as
processing at the time of approval of operation execution.
[0165]

In this case, each distributed ledger node 3 receives
the SC function "operation execution approval" call of the
system operation SC 372 as the operation execution TX on
which consensus is formed (S751), and, according to the
function of the SC execution/management unit 32, executes
execution approval processing at each node concerning system
operation work execution according to the TX. Specific
internal processing is shown below.

[0166]

First, the SC execution/management unit 32 adds to the
operation execution history of the state information the
fact that the approval of the operation execution at the
distributed ledger node 3 that issued the operation execution
TX has been completed (S752). For example, a pair of a node
name and an approval completion time is managed as an

approval completion status at each node in a column of
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records indicating this operation execution, and the
information is updated.
[0167]

Further, the distributed 1ledger node 3 checks the
approval management completion status including those of the
other nodes based on the state information, and confirms
whether approval at all the target nodes is completed (S753).
As a result, when 1t is determined that the approval 1is
completed (S753: YES), the distributed ledger node 3 adds
the approval completion of this operation execution to the
operation execution history of the state information to
update the same (S754). Specifically, for example, the
execution state of the record indicating this operation
execution is changed from "approval in progress" to
"execution in progress".

[0168]

When approval 1is completed as described above, the
distributed ledger node 3 executes the operation work
according to the operation procedure defined in the system
operation SC 372 as in Embodiments 1 and 2 (S755), and
returns the execution result of this SC (S756).

[0169]

Incidentally, there are operational works such as

those executed in accordance with a predetermined schedule

or activation condition rather than those executed on-demand
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in the system operation work. The schedule/execution
condition may be, for example, a specific date and time, a
specific system state (when the amount of data has reached
the upper limit), and the like. As a pattern for periodically
executing the operation work, Embodiment 4 depicts an example
in which the operation management node 5 prepared externally
manages the periodic execution and Embodiment 5 depicts an
example in which the periodic execution is managed in each
distributed ledger node 3, more specifically executed by the
operation execution program.

[0170]

-——- Embodiment 4 ---

FIG. 20 1s a diagram schematically showing the
operation management system 10 according to Embodiment 4.
Unlike the operation management system according to
Embodiment 1, the operation management node 5 is added, and
the operation management application 42 is omitted from the
client node 4. The rest other than the above is the same.
[0171]

The operation management node 5 1is a node for
implementing operation management, and in this embodiment,
it is assumed that in the same position as the distributed
ledger node 3, the operation management node 5 participates
in the network and participate sin consensus formation

processing of the system operation SC 372. Therefore, the
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operation management node 5 has the same function as the
distributed ledger node 3.
[0172]

It should be noted that the operation management node
5 participates only in the processing of the system operation
SC 372 and does not participate in the processing of the
business SC. Therefore, in the distributed ledger 37 on the
operation management node 5, only the information on the
system operation SC 372 is held/managed. In addition, the
operation management node 5 includes an operation management
application 42. The function of the application 42 is the
same as in Embodiment 1.

[0173]

A system configuration in which a node for operation
management participates in the network as described above is
effective when a plurality of vendors do not participate in
the work but only participate in the system operation work.
A vendor which does not participates in the business can
also implement multivendor operation in a non-centralized
manner in order to carry out the operation work while forming
consensus with the organization that performs the work.
[0174]

FIG. 21 is a flowchart showing an example of periodical
execution processing of the operation work in Embodiment 4.

As a premise here, it is assumed that the system operation
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SC 372 for periodical execution is deployed to each node
(S1301 to S1302).
[0175]

Subsequently, when the time negotiated for the
periodical execution elapses in the system operation SC 372
(S1303), the operation management node 5 issues the SC
function "operation execution" as the operation execution TX
of the system operation SC 372 (S1304). Here, the information
on the frequency of periodical execution is specified, for
example, by an input argument for deployment, and is held as
state information in the SC.

[0176]

For the operation execution TX issued by the operation
management node 5, a consensus formation process is executed
between the distributed ledger node 3 and the operation
management node 5 participating in consensus formation.
[0177]

After this consensus formation process, each
distributed ledger node 3 executes the operation work
according to the received operation execution TX (S1305).
[0178]

After that, the operation management node 5 waits for
a scheduled execution timing to repeatedly execute the
operation work (S1303 to 1305).

[0179]
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Although, in this embodiment, the operation management
node 5 participates in the consensus formation processing in
the same position as the distributed ledger node 3, the
operation management node 5 may issue the operation execution
TX as the network participant, without the consensus
formation. In that case, the functions 31 to 34 and the like
similar to those in the distributed ledger node 3 are
unnecessary to the operation management node 5.

[0180]
--- Embodiment 5 ---

In Embodiment 5, an example in which periodic operation
execution is managed in each distributed ledger node 3, more
specifically, by the operation execution program 36 is shown.
The operation management system 10 in this embodiment is the
same as in Embodiment 1.

[0181]

FIG. 22 is a flowchart showing an example of periodic
execution processing of the operation work in Embodiment 5.
As a premise here, it is assumed that the system operation
SC 372 as periodically executed i1is deployed 1in each
distributed ledger node 3 (S1401 to S1402). Therefore, the
operation execution program 36 in each distributed ledger
node 3 manages the periodical execution.

[0182]

For example, the schedule of the periodic execution
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may be acquired from the state information in the SC, or
information outside the SC, for example, one described in
the setting information of the operation execution program
36 may be used.

[0183]

In this case, when the time negotiated in the system
operation SC 372 has elapsed (S1403: YES), the operation
execution program 36 issues the SC function "operation
execution" of the operation execution TX of the system
operation SC 372 as a network participant (S1404)

[0184]

In addition, each distributed ledger node 3 executes
the operation work according to the received operation
execution TX (S1405).

[0185]

Here, in this embodiment, although the operation work
is executed after the operation execution program 36 issues
the SC function "operation execution", the execution result
of the operation work may be registered via the SC function
"operation execution completion™.

[0186]
--- Example 6 ---

In Embodiment 3, an example of performing the approval
process at the time of execution is shown. In addition, there

is a case where it is desired to perform the approval process
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when registering a new system operation SC 372. Therefore,
in Embodiment 6, an example in which a meta-contract for
managing the system operation SC 372 is prepared and the
approval processing in the registration of the new system
operation SC 372 is performed will be described.

[0187]

The meta-contract is an independent SC different from
the system operation SC 372, and it 1is assumed that
"operation definition registration acceptance" and
"operation definition registration approval" are defined as
the SC function. Since the basic SC deployment/execution
processing and the management method on the distributed
ledger are similar to those of the business SC 371 and the
system operation SC 372, the description of the same 1is
omitted.

[0188]

FIG. 23 shows an example of acceptance processing of
registration of the new system operation SC 372 in the meta-
contract that manages the system operation SC 372.

[0189]

In this case, each distributed ledger node 3 receives
the SC function "operation definition registration
acceptance" call of the meta-contract as the execution TX on
which consensus is formed (S801).

[0190]
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Next, each distributed ledger node 3 performs the
acceptance process of the new system operation SC 372
according to this TX Dby the function of the SC
execution/management unit 32. Specific internal processing
is shown below.

[0191]

The SC execution/management unit 32 adds the new
acceptance of this time as the operation definition
information of the state information in the distributed
ledger 37 (S802). For example, the operation definition
information and its management state "approval processing in
progress" are added as records.

[0192]

Finally, each distributed ledger node 3 returns the
execution result of this SC (S803).
[0193]

FIG. 24 1is a diagram showing an approval process
example of new registration of the system operation SC 372
in the above-described meta-contract.

[0194]

In this case, each distributed ledger node 3 receives
the SC function "operation definition registration approval"
call of the meta-contract as the execution TX on which
consensus is formed (S851).

[0195]
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Next, each distributed 1ledger node 3 performs the
execution approval process at each node regarding the meta-
contract according to this TX by the function of the SC
execution/management unit 32. Specific internal processing
is shown below.

[0196]

Here, the SC execution/management unit 32 adds to the
operation definition information of the state information
completion of approval concerning new registration of the
system operation SC 372 in the distributed ledger node 3
that issued the execution TX. (S852). For example, a pair of
a node name and an approval completion time is managed as an
approval completion status at each node in a column of
records indicating an operation definition to be newly
registered, and the information is updated.

[0197]

Further, the SC execution/management unit 32 confirms
the approval management completion status including those of
the other nodes based on the state information, and confirms
whether approval at all target nodes is completed (S853).
[0198]

As a result, if the approval has been completed (S853:
YES), the SC execution/management unit 32 adds the approval
completion to the operation definition information of the

state information (S854). Specifically, for example, the
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state of the record indicating the operation definition to
be newly registered is changed to "approved". When the
approval is completed as described above, the SC
execution/management unit 32 issues a deployment TX for the
system operation SC 372 that is a new addition target in the
meta-contract (S855). This process 1is the same as in the
other embodiments.

[0199]

Finally, each distributed ledger node 3 returns the
execution result of this SC (S856).
[0200]

By preparing the meta-contract in this manner, it 1is
possible to perform approval processing even in the process
of newly adding or updating of a new system operation work.
[0201]

In each of the above-described embodiments, an example
in which the business network managing the system operation
work is managed on the same business network as the business
SC 371 is shown. However, another business network dedicated
to the system operation may be constructed.

[0202]

In each embodiment, the execution at each node
regarding the operation work defined in the system operation
SC 372 is described as an example 1in which the execution is

made in the system operation SC 372 (for example, S403), or
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as an example in which the operation execution program 36
refers to the operation execution history autonomously and
periodically and starts the execution upon addition of a new
record of "execution in progress" (for example, explanation
of FIG. 14). However, the method of the execution is not
limited to the above.
[0203]

As another method, the execution may be performed in
an event driven manner. Specifically, in the case where a
function of managing events that enables issue/notification
among the distributed 1ledger nodes 3 or among business
network participants in the distributed ledger system, it is
possible that the function issues an event urging execution
of the operation work within the system operation SC 372 and
the operation execution program 36 in each distributed ledger
node 3 executes the operation work triggered by notification
of the event. In this case, in order to convey the content
of the operation work, specific operation contents (for
example, operation command) and a target node may be embedded
in the event, and the operation execution program 36 may
executes the operation work according to the information.
Incidentally, the event itself may be issued immediately
after completion of the SC execution, not during the SC
execution. Further, in case of the event driven operation,

the operation execution program 36 may register the result
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after completion of the execution using the SC function
"operation execution completion".
[0204]

Although the operation management method of the
present embodiment assumes mainly system operation, since
the method itself 1is not 1limited to system operation.
Therefore, the method may be applied to business operation
(e.g. application update). Further, although the operation
management method has mainly been described as the system
operation management of the distributed ledger system,
application target is not limited to the distributed ledger
system.

[0205]

For example, it 1s also effective in a distributed
processing system as a whole in a case where a plurality of
operators wish to collectively perform operation work on a
plurality of nodes (distributed processing nodes) having the
same role.

[0206]

FIG. 25 shows an example of the network configuration
of the operation management system 10 and the distributed
processing system 50 as the management target in Embodiment
7.

[0207]

In this case, it 1is assumed that each of the
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distributed ledger nodes 3 in the present embodiment manages
the smart contract 500 for operation management of the
distributed processing system 50 with the distributed
ledgers 37. Therefore, the distributed ledger node 3 executes
the smart contract 500 in the same way as in the above-
described embodiment, thereby performing the operation work
for each distributed processing node 55. In other words, in
this configuration, the operation management target is not
the distributed ledger 37 of each distributed ledger node 3
in the distributed ledger system 6 but each distributed
processing node 55 coupled with each distributed ledger node
3.

[0208]

Although the embodiments of the present invention have
been described in detail with reference to the drawings, the
specific configuration is not limited to the embodiments,
and the present invention includes designs and the 1like
without departing from the gist thereof.

[0209]

According to the present embodiments, even in the case
where there are a plurality of administrators 1in the
distributed ledger system, it is possible to form consensus
on policies and execution timings and to perform the
operation work <collaboratively. In other words, 1t is

possible to carry out the operation work while assuring the
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nature of non-centralization and a normal level.
[0210]

Further, the present embodiments can deal with the
operation management of distributed ©processing system
constructed by multiple vendors (e.g. Analysis system in
which load distribution is made by a plurality of distributed
processing nodes). In this case, the target of operation
management 1is not a distributed ledger but a distributed
processing node coupled with each node of a distributed
ledger system. Furthermore, by embedding the operation
procedure in the SC and making it procedural or scripted, it
is possible to ensure uniformity of operation among multiple
nodes (owned by multiple subjects).

[0211]

That is, Operation management with consistent policies
and timings between nodes even in a situation where there
are a plurality of administrators in the distributed ledger
system is realized.

[0212]

By the description of the present specification, at
least the following will be disclosed. That is, 1in the
operation management method of the present embodiments, the
node which has received the transaction in the distributed
ledger system may be configured to execute the operation

smart contract including an acceptance phase of an operation
70



10

15

20

25

work and a confirmation phase of completion of the execution.
[0213]

According to this, there 1is no need to wait for
completion of the operation execution executed in the
operation smart contract, so that the next separate execution
transaction can be executed at an early stage even when the
operation work takes a long time, and the business SC and
the other system operation SC can be less affected. Further,
it is possible to manage that performance of the operation
execution at all the nodes to be subjected to the operation
work is guaranteed, and the processing is completed.

[0214]

Further, in the operation management method according
to the present embodiment, the node which has received the
transaction in the distributed 1ledger system may be
configured to execute the operational smart contract and
makes the transaction in the confirmation phase of the
execution completion include an evidence of completion or
information associated with the evidence of the completion.
[0215]

According to this, it is possible to explicitly manage
the completion of the operation work at each node.

[0216]
Further, in the operation management method according

to the present embodiment, it may be configured that, when
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the node which has received the transaction 1in the
distributed ledger system has failed to complete execution
in the confirmation phase of the execution completion as a
result of execution of the operation smart contract, a
predetermined recovery or re-execution process according to
the operation smart contract is performed.

[0217]

According to this, when the operation work has failed
in the middle, recovery or the like is automatically executed
according to the SC, and the recovery processing and the
like can be uniformly performed.

[0218]

Further, in the operation management method of the
present embodiment, the node that has —received the
transaction in the distributed ledger system is configured
to execute the operation smart contract including an approval
phase in at least one of registration and execution of a
smart contract.

[0219]

According to this, approval processing as a higher-
level concept (business operation or system operation level)
than consensus formation processing (protocol level) as to
whether a TX is to be accepted or not is made possible. For
example, it is effective when preliminary preparation 1is

needed prior to execution of the operation work at each node.
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[0220]

Further, in the operation management method of the
present embodiment, a node which 1s not in charge of
executing a business smart contract for business among the
two or more predetermined nodes may be configured to
participate in a network and executes the operation smart
contract as a participant of a business network constituted
by the distributed ledger system or a node participating in
consensus formation of the operation smart contract.

[0221]

According to this, since the node for operation
management participates 1in the business network, 1t is
effective when plural vendors that do not participate in the
business participate only in the system operation work. Since
a vendor that does not participate in the business can also
carry out the operation work while forming a consensus with
the organization that performs the work, multivendor
operation in a non-centralized manner is realized.

[0222]

Further, in the operation management method of the
present embodiment, the node that has received the
transaction 1in the distributed ledger system may be
configured to issue a deployment transaction for
adding/updating the operation smart contract and an

operation execution transaction for executing the operation
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work defined by the operation smart contract with respect to
the operation smart contract, and to verify correctness of
an operation execution program to be used for the operation
work at the time of issuing at least one of the deployment
transaction and the operation execution transaction.

[0223]

According to this, by verifying the correctness of the
operation work program, when an external operation work
program is used, execution of unexpected operation work due
to alteration of the program, a difference in wversion or
setting, and failure of placement or the like is prevented ,
and it is possible to further enhance the uniformity of the
operation work.

[0224]

Further, in the operation management method of the
present embodiment, the operation execution program stored
in the node which has received the transaction in the
distributed ledger system or accessible to the node may be
configured to execute the operation work according to the
predetermined operation smart contract.

[0225]

According to this, the system configuration is such
that the node for operation management participates in the
network, which is effective when plural vendors that do not

participate in the business participate only in the system
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operation work. Since a vendor that does not participate in
the business can also carry out the operation work while
forming a consensus with the organization that performs the
work, multivendor operation in a non-centralized manner 1is
realized.

[0226]

Further, in the operation management method of the
present embodiment, a node which has executed the operation
smart contract in the two or more predetermined nodes may be
configured to issue an event related to the operation work
indicating that the operation smart contract has been
executed at the time of execution of the operation smart
contract, and an operation execution program which is held
by the two or more predetermined nodes or accessible to the
node may be configured to execute the operation work
according to the operation smart contract in response to the
event.

[0227]

According to this, the execution of the operation smart
contract at a predetermined node triggers operation smart
contract at another node, which leads to accurate
synchronization of the operation work at each node
constituting the distributed ledger system.

[0228]

Further, in the operation management method of the
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present embodiment, a specific operation work procedure to
be executed may be embedded in the event, and the operation
execution program may be configured to execute the operation
work according to the embedded operation work.

[0229]

According to this, a specific operation work procedure
is naturally executed by executing the smart contract for
operation management.

[0230]

Further, in the operation management method according
to the present embodiment, the plurality of nodes in the
distributed ledger system may be configured to manage a smart
contract for operation management of a distributed
processing system different from the distributed ledger
system by a distributed ledger, to execute the smart contract,
and to perform operation management of the distributed
processing node in the distributed processing system.

[0231]

According to this, it becomes possible to apply the
operation management of this embodiment to the distributed
processing system, and it is possible to perform operation
management with uniform policy and timing on distributed
processing nodes for a wide range of industries and
businesses.
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[0232]

1 Network

2 Physical communication line
3 Distributed ledger node

10 Operation management system
100 I/F

101 Processor

102 Memory

103 Data bus

110 Program

31 Consensus management unit
311 Network protocol unit

32 Smart contract execution/management
execution/management unit)

33 Member management unit

34 Transaction management unit
35 Transaction issuing unit

36 Operation execution program
37 Distributed ledger

371 Business smart contract (Business SC)

unit

372 Operation smart contract (System operation SC)

38 Participating member management information
4 Client node
41 Business application

42 Operation management application
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CLATIMS
1. An operation management method of a distributed ledger
system comprising a plurality of nodes, wherein:

each of at least two or more predetermined nodes in
the plurality of nodes manages an operation smart contract
for operation management of the distributed ledger system
with a distributed 1ledger, the operation smart contract
holding at least any one of an identifier identifying a type
of an operation and procedure information of the operation;

when at least one node in the two or more predetermined
nodes receives a transaction of the operation smart contract,
the node which has received the transaction executes the
operation smart contract, in response to the execution of
the operation smart contract, either of the node or an
operation smart contract associated with the node executes
an operation work according to at least any one of the
identifier identifying the type of the operation held in the
operation smart contract and the procedure information of

the operation for a node being a target of the operation.

2. The operation management method according to claim 1,
wherein the operation smart contract holds a data structure
managing an execution history of the operation work for the
identifier identifying the type of the operation,

the operation smart contract includes an acceptance
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phase of an operation work and a confirmation phase of
completion of the execution, and, as an internal processing
of the operation smart contract, includes an individual
registration step registering each completion of the
execution in each node in the execution history in the
confirmation phase of completion of the execution and a
completion judgement step judging the completion of the
entire operation work by confirming the registration status
referring to the registration of the completion of the
execution including those at the other nodes in the execution

history.

3. The operation management method according to claim 2,
wherein the node which has received the transaction in the
distributed ledger system executes the operational smart
contract and makes the transaction in the confirmation phase
of the execution completion include an evidence of completion
or information associated with the evidence of the completion,
and as an internal processing of the operation smart contract,
the node which has received the transaction in the
distributed ledger system registers an evidence of
completion at each of the nodes at the individual
registration step as the execution history or as information
linked with the execution history, and utilizes the evidence

of the completion to the completion judgement of the entirety
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of the operation work as a condition for the judgement of

the completion at the completion judgement step.

4. The operation management method according to claim 3,
wherein, the operation smart contract further holds recovery
procedure information corresponding to an identifier
identifying a type of an operation, when the node which has
received the transaction in the distributed ledger system
has failed to complete execution in the confirmation phase
of the execution completion as a result of execution of the
operation smart contract, a predetermined recovery oOr re-
execution process according to the recovery procedure

information in the operation smart contract may be performed.

5. The operation management method according to claim 1,
wherein the operation smart contract holds a data structure
for managing an execution history of at least any one of
registration of an operation work and execution of an
operation work for each identifier identifying a type of an
operation,

the operation smart contract includes an approval
phase in at least one of registration and execution of a
smart contract, and includes, as an internal processing of
the operation smart contract, an individual registration

step registering each completion of the execution in each
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node in the execution history in a confirmation phase of
completion of the execution and a completion judgement step
judging the completion of the entire operation work by
confirming the registration status referring to the
registration of the completion of the execution including

those at the other nodes in the execution history.

6. The operation management method according to claim 1,
wherein a node which is not in charge of executing a business
smart contract for business among the two or more
predetermined nodes participates in a network and executes
the operation smart contract as a participant of a business
network constituted by the distributed ledger system or a
node participating in consensus formation of the operation

smart contract.

7. The operation management method according to claim 1,
wherein the node that has received the transaction in the
distributed ledger system issues a deployment transaction
for adding/updating the operation smart contract and an
operation execution transaction for executing the operation
work defined by the operation smart contract with respect to
the operation smart contract, and verifies correctness of an
operation execution program to be used for the operation

work at the time of issuing at least one of the deployment
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transaction and the operation execution transaction by
calculating a hush value of the operation execution program
and judging based on whether or not the hush value matches
a hush wvalue calculated in advance and held as an internal
variable of the operation smart contract or a hush wvalue

related to the operation execution program on the other node.

8. The operation management method according to claim 1,
wherein the operation execution program stored in the node
which has received the transaction in the distributed ledger
system or the operation execution program associated with
the node executes the operation work according to the

predetermined operation smart contract.

9. The operation management method according to claim 1,
wherein a node which has executed the operation smart
contract in the two or more predetermined nodes issues an
event related to the operation work including an identifier
identifying at least the content of the operation indicating
that the operation smart contract has been executed at the
time of execution of the operation smart contract, and an
operation execution program which is held by the two or more
predetermined nodes or associated with the node executes the
operation work according to at least the content identified

by the identifier in response to the event.
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10. The operation management method according to claim 9,
wherein, as at least a part of the operation procedure
information, at least any one of one or more operation
command string, a program to be called, a source code
describing operation content, and information of the node to
be operated is embedded in the event, and the operation
execution program executes the operation work according to

the embedded procedure information.

11. The operation management method according to claim 1,
wherein the plurality of nodes in the distributed ledger
system manage a smart contract for operation management of
a distributed ©processing system different from the
distributed ledger system by a distributed ledger, execute
the smart contract, and perform operation management of the
distributed processing node 1in the distributed processing

system.

12. An operation management system comprising a plurality
of nodes of a distributed ledger system, wherein:

each of at least two or more predetermined nodes in
the plurality of nodes manages an operation smart contract
for operation management of the distributed ledger system

with a distributed 1ledger, the operation smart contract
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holding at least any one of an identifier identifying a type
of an operation and procedure information of the operation;

when at least one node in the two or more predetermined
nodes receives a transaction of the operation smart contract,
the node which has received the transaction executes the
operation smart contract, in response to the execution of
the operation smart contract, either of the node or an
operation smart contract associated with the node executes
an operation work according to at least any one of the
identifier identifying the type of the operation held in the
operation smart contract and the procedure information of

the operation for a node being a target of the operation.

13. An operation management program for a distributed
ledger system comprising a plurality of nodes, the operation
management program causing:

each of at least two or more predetermined nodes in
the plurality of nodes to manage an operation smart contract
for operation management of the distributed ledger system
with a distributed 1ledger, the operation smart contract
holding at least any one of an identifier identifying a type
of an operation and procedure information of the operation;

when at least one node in the two or more predetermined
nodes receives a transaction of the operation smart contract,

the node which has received the transaction to execute the
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operation smart contract, in response to the execution of
the operation smart contract, either of the node or an
operation smart contract associated with the node executes
an operation work according to at least any one of the
identifier identifying the type of the operation held in the
operation smart contract and the procedure information of

the operation for a node being a target of the operation.
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