CHALLENGE-BASED AUTHENTICATION WITHOUT REQUIRING KNOWLEDGE OF SECRET
AUTHENTICATION DATA BACKGROUND OF THE INVENTION 1. The Field of the Invention [0001]
The present invention relates generally to authentication. More specifically, the present invention
relates to challenge-based authentication mechanisms that do not require knowledge of secret
authentication data. 2. Background and Relevant Art [0002] Computing technology has transformed

the way we work@nd perNGETEAS D SYEIEME RMICLYIFON (herenaier NEQEiIRIfGo simply as
‘computing entities”) NRW ¢AWALE DICE G SHCOR IOTMUTHINNI dAFEONDRTPUters, laptop

computers, tablet PCs, Personal Digital Assistants (PDAs), household devices and the like. In its most
basic form, a computing system mcludes system memory and one or more processors. Software in
the system memory may be executBaEH R BN =Llse] FOEN other hardware of the computing
system to perform desired functions. In other computlng entltles logic is implemented using hardware,
or a combination or software and hardware. [0003] Networking technologies enable computing entities
to communlcf';\te even queryva hg]le!sltancnets6 thereby expanding on computer functionality. For example,
networking technol tions as e-mail, web browsing, file transfer, instant
messaging, EEBY\EPIC >f/}tl1|teboard|ng1 et\{vork C II boration ﬁnd (f)le like. Acc rdlnglyl\;[:&rglputer

3 relates” genera authéntication
networks en desprea communication an

specifically, the present invention relates to challenge-based authentication

mechanisms that do not require knowledge of secret authentication data.

2. Background and Relevant Art

[0002] Computing technology has transformed the way we work and play.
Computing systems and devices (hereinafter also referred to simply as “computing
entities”) now take a wide variety of forms including desktop computers, laptop
computers, tablet PCs, Personal Digital Assistants (PDAs), household devices and the
like. In its most basic form, a computing system includes system memory and one or
more processors. Software in the system memory may be executed by the processor
to direct the other hardware of the computing system to perform desired functions. In
other computing entities, logic is implemented using hardware, or a combination or
software and hardware.

[0003] Networking technologies enable computing entities to communicate even
over vast distances, thereby expanding on computer functionality. For example,
networking technologies enable such applications as e-mail, web browsing, file
transfer, instant messaging, electronic whiteboarding, network collaboration, and the
like.  Accordingly, computer networks enable widespread communication and

information access.
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information access. - Page 1 [0004] Unfortunately, computer networks also can potentially open up
connected computing entities to security breaches. One type of security breach is for one computing
system or user to make false claims about who they are to thereby access resources they should not
have access to. In order to guard against this, an authenticatee computing entity (i.e., a computing entity

that requires giaiignticatigrMiibelten cemipiieAmakiBaalicaler GAMPYHNG.ERtIYHE. up COMRIRG entity

that must authenticate) to authenticate itself. The authenticatee computing entity may then make a more
informed deciyRpkaaareinadiowy teciifsracthbs theALlypaliFalnLAMNBHIRE RNMEY o[@@éh@ﬁfhg

particularly useful form of authentication is often referred to as challenge/response authentication. In this

form of authegjtication. udbefoamatTeRECatem CapmutinG ently {RefeinaiissalaedaferRilieasihe
"authenticator") is to authenticate to an authenticatee computing entity (hereinafter also referred to as the

“authenticateghputiecrithenticateasendsaghaliange tedheauthentisatemilhecawhiapticateathon

generates a response (also referred to herein as an "answer") to the challenge typically by applying a

one-way hasly.glgaritampaine chalenae uwaingaeaehsaicaavailabin orike Rdthantisateeanseator

authenticator. This secret data may be, for example, a password corresponding to the authenticator. The

authenticatordigviseds@ganer e hsusan endite Rl usitOaliBsainge hashingaigerithiie@nd using the
same secret data. The authenticator then provides its answer to the authenticatee. The authenticatee

then comparggtthe@nswesdhputhey awibenticataegank@tesywithihemnaswediihat thenpyithendcatee

generated. If the answers
interact with the authenticator computing entity.
[0005] One particularly useful form of authentication is often referred to as
challenge/response authentication. In this form of authentication, when an authenticator
computing entity (hereinafter also referred to as the “authenticator”) is to authenticate to an
authenticatee computing entity (hereinafter also referred to as the “authenticatee”), the
authenticatee sends a challenge to the authenticator. The authenticatee then generates a
response (also referred to herein as an “answer”) to the challenge typically by applying a
one-way hash algorithm to the challenge using secret data available to the authenticatee and
authenticator. This secret data may be, for example, a password corresponding to the
authenticator. The authenticator likewise also generates the same answer using the same
hashing algorithm and using the same secret data. The authenticator then provides its
answer to the authenticatee. The authenticatee then compares the answer that the
authenticator generated with the answer that the authenticatee generated. If the answers
match, then the authentication is successful. The challenge/response authentication is
advantageous in that the secret data itself is not transmitted, and thus may not be intercepted.
[0006] However, this challenge/response authentication requires that the authenticator

and authenticatee computing entities have access to the secret data used for authentication,
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match, then the authentication is successful. The challenge/response authentication is advantageous in
that the secret data itself is not transmitted, and thus may not be intercepted. [0006] However, this
challenge/response authentication requires that the authenticator and authenticatee computing entities
have access to the secret data used for authentication, - Page 2 and that the authenticator and

authenticateq @ PARLIHC SMEHESHENAIAIR the ABRUEE o INRRME c AIYSORMERTS thisamayenotb& arsirable.
For example, many computing entities have limited processing power. The generation of an answer may

degrade the pg{igsmaaas &ﬁéhﬁaﬁﬁmwtmi?ﬂﬂ& Ipy ik ripg, RGOSR RATAR AR RRAcEsSSes.
Furthermore, the computing entities may not be themselves secure. Accordingly, an unauthorized entity

might conceiyaklysakaesoing. setirt dataraiohuse thatdaiatoiaiselyabanticpterdhd-Ascardingly,

what would be advantageous is a challenge/response authentication mechanism that does not require

the authenticasaipuic @HRNtISAIeR SOMP WHBEE Qi gSotPeI ORI Al &N (ROSKEEOr FaRtaimibe safret data
itself. BRIEF SUMMARY OF THE INVENTION [0008] The foregoing problems with the prior state of the

art are overcepigphyitieeRIingpies oldhaPresankinventiemewhichetelniglp achallemasbasashtity
authentication mechanism that does not require that the authenticating computing entities be aware of

the secret dataghseenieitabljintatautiesiicatiana [0 The: amdierrmeny naluderieur computing

entities, an authenticatee computing entity, a supplemental authenticatee computing entity, an

authenticator[geoTputing\ esditin @ndvehstipplampaiahautaesiicaton canmputingespbiiye hhmattbansicator
computing entity is to
mechanism that does not require the authenticator and authenticatee computing entities to

generate an answer or contain the secret data itself.

BRIEF SUMMARY OF THE INVENTION

[0008] The foregoing problems with the prior state of the art are overcome by the
principles of the present invention, which relate to a challenge based authentication
mechanism that does not require that the authenticating computing entities be aware of the
secret data used for the initial authentication.

[0009] The environment includes four computing entities, an authenticatee computing
entity, a supplemental authenticatee computing entity, an authenticator computing entity,
and a supplemental authenticator computing entity. The authenticator computing entity is to
authenticate to the authenticatee computing entity, but does not have direct access to the
secret data needed to authenticate.

[0010] First, the authenticatee acquires a challenge from the supplemental authenticatee.
This challenge may be solved by the supplemental authenticator, but not by the
authenticatee and authenticator. The authenticatee may also pass a secret key to the
supplemental authenticatee. The supplemental authenticatee encrypts the secret key using
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authenticate to the authenticatee computing entity, but does not have direct access to the secret data
needed to authenticate. [0010] First, the authenticatee acquires a challenge from the supplemental
authenticatee. This challenge may be solved by the supplemental authenticator, but not by the
authenticatee and authenticator. The authenticatee may also pass a secret key to the supplemental

aUthenticate%e&'éﬁﬁﬂ@k@%ﬂ@k@&hﬁﬁl&%ﬁ%pﬂﬁh\éﬁt&ﬂ?&%@fﬁﬁﬂﬁﬁ}érﬁﬁﬁﬂ aulRAAA GBIt At
known to the supplemental authenticatee and supplemental authenticator, but not to the authenticatee

and authentigatgi-th@mselvase hhts £hrdanaeamethe Resret itanalRibe ahasiv ficteeauthentication,
despite the secret data being unknown to the authenticatee and authenticator, and despite the challenge

being unsolvahies by theaninenticaien, Aesputharticaier diectyinOaalidhe RuiheRtigatar Rwvidas the

challenge as well as potentially the encrypted key to the authenticator. The authenticator provides the

challenge angiamshapsiomteskeydegite weprlemantial authentiaasaradibe sypplememiehasthentigator

solves the challenge to generate an answer, and also decrypts the encrypted key. The supplemental
authenticatorpepvigiestdheirrayer and the decrypted key to the authenticator. At this stage, the
decrypted key is known to the authenticatee and authenticator and may be used to secure future

communicatipegl pptweandhaaehficniicains ik adtbienticaions[QRIZs Recatithsnticaineifraisends the

answer to the authenticatee. The authenticatee then uses this answer to authenticate the authenticator
either by valigatingdhanewer. dmectiiRhiycausioddes hdpplanesialRuihgilcaipe dokeglidate the

answer.

supplemental authenticator. The supplemental authenticator solves the challenge to generate
an answer, and also decrypts the encrypted key. The supplemental authenticator provides
the answer and the decrypted key to the authenticator. At this stage, the decrypted key is
known to the authenticatee and authenticator and may be used to secure future
communications between the authenticatee and authenticator.

[0012] The authenticator then sends the answer to the authenticatee. The authenticatee
then uses this answer to authenticate the authenticator either by validating the answer
directly, or by causing the supplemental authenticatee to validate the answer.

[0013] Additional features and advantages of the invention will be set forth in the
description that follows, and in part will be obvious from the description, or may be learned
by the practice of the invention. The features and advantages of the invention may be
realized and obtained by means of the instruments and combinations particularly pointed out
in the appended claims. These and other features of the present invention will become more

fully apparent from the following description and appended claims, or may be learned by the

practice of the invention as set forth hereinafter.
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[0013] Additional features and advantages of the invention will be set forth in the description that follows,
and in part will be obvious from the description, or may be learned by the practice of the invention. The
features and advantages of the invention may be realized and obtained by means of the instruments and
combinations particularly pointed out in the appended claims. These and other features of the present

invention will become more fullygpparepikenriPeioNe WRafAsHRAW pdppended claims, or may be
learned by the practice of the invention as set forth hereinafter. BRIEF DESCRIPTION OF THE

DRAWINGS [00i4] In qrderda eeaesterthamamsith Whidh ihe aboxerieaigdaidipthadasiantages

and features of the invention can be obtained, a more particular description of the invention briefly

described abgyg fyifibesrengrraf euitiemenee otspeaific aorboditmants thesaptivhishhars{lissisated in
the appended drawings. Understanding that these drawings depict only typical embodiments of the

invention andaAtg1paktoamRiPEe JobeinaRsiceIe’d dbhedfeniing @f spscstopmbhatventioneviikhgdescribed
and explained with additional specificity and detail through the use of the accompanying drawings in

which: [0015hRiquigtisea diagianppéislessranexchaneshaieemhan duibedticates, dspipplamental
authenticatee, authenticator, and supplemental authenticator computing entities in accordance with the

principles of pipspspmbiueMionr 100 1bldnigs aisebantaticadtyid usbatasaidiatal sbrvetungtindhsg form of
a Simple Object Access Protocol (SOAP) envelope that includes SOAP headers in the form of billing and

signing headakssd&fl fhdigusatdillustr tegeaciiess age epthiangevithwiait i elecipeoicrily Wansiasable items

through the use of the accompanying drawings in which:

[0015] Figure 1 is a diagram of a message exchange between an authenticatee,
supplemental authenticatee, authenticator, and supplemental authenticator computing
entities in accordance with the principles of the present invention;

[0016] Figure 2 schematically illustrates a data structure in the form of a Simple Object
Access Protocol (SOAP) envelope that includes SOAP headers in the form of billing and
signing headers;

[0017] Figure 3 illustrates a message exchange in which electronically transferable items
are transferred between two computing entities in accordance with a first embodiment of the
present invention; and

[0018] Figure 4 illustrates a message exchange in which electronically transferable items
are transferred between two computing entities in accordance with a second embodiment of

the present invention.
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are transferred between two computing entities in accordance with a first embodiment of the present
invention; and [0018] Figure 4 illustrates a message exchange in which electronically transferable items
are transferred between two computing entities in accordance with a second embodiment of the present
invention. DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS [0019] The principles of
the present inventiomiprpW e - DARORSIPRARSN DXNEAICAIANF PIRRIAY BN BRDISASNPS require that the

authenticating computing entities be aware of the secret data used for the initial authentication, and do
not require thp@henticatingiMRUING & PHIRS therssedieproerrr alehan-ABs WasdP A ahalRAESH [0020]

Figure I illustrates an environment 100 that includes four computing entities 101 through 104.

Specifically, thgdeiiGanpitingenditing ing uds \wRaiwib hesaierreshipuan@enaiitbantisatee 6pmputing
entity 101, an authenticator computing entity 102, a supplemental authenticatee computing entity 103,
and a supplegagrial@auheniicata eamputinD antibhdtion) g descrintiopgand imthe ikiMfading
"computing entity" is any device or system that may retain data in memory and/or storage, and is capable
of electronic gerapIHRAICatigHed PRRATTRseRIe afaekwithecammting entities 101 through 104 may
have access to its own internal data, and may communicate with one or more of the other computing
entities. SuchE@PMUNERLRH NEaGHAEDePSIORS M RAMOKHaOIR}ABP RuRBY e RIRiE o1 e
computing entities 101 through 104 may be within the same electronic device or computing system. As
an example, thessppEMmapaliadinenticatoncorngiting entitied ddlnaaymbatanilMca@dnaaie 16an

authenticator computing entity 102 is a mobile telephone. The
authenticatee computing entity 101, an authenticator computing entity 102, a supplemental

authenticatee computing entity 103, and a supplemental authenticator computing entity 104.
In this description and in the claims, a “computing entity” is any device or system that may
retain data in memory and/or storage, and is capable of electronic communication.

[0021] For example, each of the computing entities 101 through 104 may have access to
its own internal data, and may communicate with one or more of the other computing
entities. Such communication need not be across a network. For example, any two or more
of the computing entities 101 through 104 may be within the same electronic device or
computing system. As an example, the supplemental authenticator computing entity 104
may be a SIM card, while the authenticator computing entity 102 is a mobile telephone. The
authenticatee computing entity 101 may be a front end Web server, while the supplemental
authenticatee computing entity 103 may be a back end Web server. The principles of the
present invention are not limited to this, however.

[0022] The authenticator computing entity 102 is to authenticate to the authenticatee
computing entity 101. In the embodiment of Figure 1, the authenticatee computing entity
101 and the supplemental authenticatee computing entity 103 are in a first common sphere
of trust. The authenticator computing entity 102 and the supplemental authenticator
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authenticatee computing entity 101 may be a front end Web server, while the supplemental authenticatee
computing entity 103 may be a back end Web server. The principles of the present invention are not
limited to this, however. [0022] The authenticator computing entity 102 is to authenticate to the
authenticatee computing entity 101. In the embodiment of Figure 1, the authenticatee computing entity

101 and the %@&RJ&M}%”E@WW'P@NB}@@%&QWI%%%ﬁ!‘%n%%rﬁ@%ﬁ@r@ fsteRmMMpR: spypienehityst. The
authenticator computing entity 102 and the supplemental authenticator - Page 6 computing entity 104

are also in a setRAH GRENAPHRNGrenaty Ut ahdaIRIARISIMABH] athanlicaie e sHapIPMENG @Rtip4 03 and

the supplemental authenticator computing entity 104 are in a third common sphere of trust. A "sphere of

trust” as useqp his HBACE IR RBphETBLEIIMA iSsgrbRestk as o callastiomahiwa-9kpam eamputing
entities in which each computing entity in the sphere of trust has received some assurance that the other

computing efiitiefmarg WhadheydPw RPdIRLRoA NSt thad IBfoRaati AR fipatitbecathelsCRMpLidngLokties is
at least somewhat reliable. [0023] In this description and in the claims, the authenticatee computing entity

101, the authenijraies cRpuing: SpHEYClOPuthenay pRleeNtahauibaRtifataRE ORBRIEATBATHNHE3, and

the supplemental authenticator computing entity 104, may also be referred to as simply the

"authenticategnifids aeavias thepfiaaiert 10 %e, thel ‘sup plesnepiRute ticatee tompant hsties is
"supplemental authenticator 104", respectively. [0024] Figure | also shows an example message flow that

results in authenrtisadianewansistriptavith the principles of the present invention. The sequential order of a
message

[0023] In this description and in the claims, the authenticatee computing entity 101, the
authenticator computing entity 102, the supplemental authenticatee computing entity 103,
and the supplemental authenticator computing entity 104, may also be referred to as simply
the “authenticatee 1017, the “authenticator 102, the “supplemental authenticatee 103”, and
the “supplemental authenticator 104”, respectively.

[0024] Figure 1 also shows an example message flow that results in authentication
consistent with the principles of the present invention. The sequential order of a message
transfer is represented sequentially by the number in the head of the arrow that represents
the message transfer. Using this message flow, an authentication method in accordance with
the principles of the present invention will now be described. The method allows the
authenticator 102 to authenticate to the authenticatee 101 wusing challenge based
authentication and without requiring the authenticator 102 and authenticate 101 computing
entities be aware of secret data used for the authentication.

[0025] The authenticatee 101 determines that the authenticator 102 is to authenticate.
This may be accomplished by, for example, the authenticatee 101 receiving a service request
(see arrow 111) from the authenticator 102. However, the authenticatee 101 may make the

determination that the authenticator 102 is to be authenticated in some other manner that
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transfer is represented sequentially by the number in the head of the arrow that represents the message
transfer. Using this message flow, an authentication method in accordance with the principles of the

present invention will now be described. The method allows the authenticator 102 to authenticate to the
authenticatee 101 using challenge based authentication and without requiring the authenticator 102 and

authenticate 49ds GRINRINING: SRfities Re AR ksacHt datReHsesdor te antbsntisationnio5ithe

authenticatee 101 determines that the authenticator 102 is to authenticate. This may be accomplished

by, for exampleuiie Rptbemicaise.tO v 18¢alving esseiyice request (see arrow | 11) from the
authenticator 102. However, the authenticatee 10 1 may make the determination that the authenticator

102 is to be gytpeticaterkins@igielher MmananthabuiRage dharasNatIelan ay sepplemeaauest from
the authenticator 102. Accordingly, the service request represented by arrow I | 1 is not essential. [0026]

The authentigatgenti@d:«tbanRcquiremaydhalenasplidiciamathesupriemesialy autnericatee 4idisThis

may be accomplished in any manner. However, in Figure 1, this is illustrated as being accomplished with

two messageiiignsiemsaeprpseiashiiisieawsth kd antsidd SaReHicalyshaadthentioalee IM0ahdrovides

a challenge request represented by arrow 112 to the supplemental authenticatee 103. The supplemental

authenticateg 193 gpayithenygenreciaircatthalenge flitcsasprilsaie thguelalgngscreatsstagnd then
provides the challenge 131 to the authenticatee 101 in response to the request as represented by arrow

113. However | theyatrreupplemaaiohaliennative weys that thppetheticaier dath@ay0 RGN enthe

challenge 13 1. The challenge 131 may have been provided by the supplemental
generate a challenge 131 in response to the challenge request, and then provides the
challenge 131 to the authenticatee 101 in response to the request as represented by arrow
113. However, there are a number of alternative ways that the authenticatee 101 may
acquire the challenge 131. The challenge 131 may have been provided by the supplemental
authenticatee 103 without a challenge request such as, for example, when the authenticatee
101 registers with the supplemental authenticatee 103, or perhaps at predetermined times or
time intervals.
[0027] In one embodiment called herein the “subsequent private communications
embodiment”, additional acts may be undertaken such that the authenticatee 101 and
authenticator 102 may subsequently communicate without relying on the supplemental
authenticatee 103 and supplemental authenticator 104. For example, in the subsequent
private communications embodiment, the authenticatee 101 may generate secret key data
132 that is likely not known to the authenticator 102, the supplemental authenticatee 103, or
the supplemental authenticator 104.

[0028] The authenticatee 101 provides the secret key data 132 to the supplemental

authenticatee 103 thereby informing the supplemental authenticatee 103 of the secret key
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authenticatee 103 without a challenge request such as, for example, when the authenticatee 101
registers with the supplemental authenticatee 103, or perhaps at predetermined times or time intervals.
[0027] In one embodiment called herein the "subsequent private communications embodiment”,
additional acts may be undertaken such that the authenticatee 101 and authenticator 102 may

subsequentlyjgamrpinicate Withaukesling anihesHppRiemenidlcauthienisaties dAdanth suepiemental
authenticator 104. For example, in the subsequent private communications embodiment, the

authenticategk9dafaax Mﬁl@@q&fd@yrg?@seﬂl&% thakislikelynot known to the authenticator 102, the

supplemental authenticatee 103, or the supplemental authenticator 104. [0028] The authenticatee 101

provides the fgEref keydatadepictadhnalsiinniemental 19othentigaieed@3pheaieydpforpingathel 32

supplemental authenticatee 103 of the secret key data 132. The secret key data 132 may, for example,

have been prgyigedeitdha-5samss messaas astiepphaienae seaeastierrassniad Beasipplcldenti029]
The supplemental authenticatee 103 then may encrypt the secret key data 132 using secret data 133

known to the sliRpiEBaeNal RUtbsRBGaIRE dARiaduine rPRIDMENE tRuIthentisatatct040I0RRUIRY

entities, but not known to the authenticatee 101 and the authenticator 102. The supplemental

authenticatee@3nfienonayprovise shgpanaevpiedusreialkey teaadad iihgravibentcateayiidd This

encrypted secret key data 134 may be provided at the same time and/or in the same message that the
supplementak@uthenijcaies 1340 urediehbiansiee theichallengacipk s kepsesentastby arrawylds. [0030]

The authenticatee 101 then provides the challenge 131 to the authenticator 102 as
provided at the same time and/or in the same message that the supplemental authenticatee
103 used to transfer the challenge 131 as represented by arrow 113.
[0030] The authenticatee 101 then provides the challenge 131 to the authenticator 102 as
represented by arrow 114. At the same time and/or in the same message, the authenticatee
101 may also provide the encrypted secret key data 134 to the authenticator 102 as
represented by arrow 114.
[0031] The authenticator 102 then acquires an answer to the challenge 131 from the
supplemental authenticator computing entity. This may be accomplished in any manner.
However, in Figure 1, this is illustrated as being accomplished with two message transfers
represented by arrows 115 and 116. Specifically, the authenticator 102 provides the
challenge 131 to the supplemental authenticator 104 as represented by arrow 115. The
supplemental authenticator 103 may then determines an answer 135 to the challenge 131,
and then provides the answer 135 to the authenticator 102 as represented by arrow 116. The
answer may be generated by, for example, performing a one-way hash algorithm on the
challenge 131 using the secret data 133.
[0032] In the subsequent private communications embodiment, the authenticator 103

may also provide the encrypted secret key data 134 to the supplemental authenticator 104.
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represented by arrow 114. At the same time and/or in the same message, the authenticatee 101 may
also provide the encrypted secret key data 134 to the authenticator 102 as represented by arrow 114.
[0031] The authenticator 102 then acquires an answer to the challenge 131 from the supplemental
authenticator computing entity. This may be accomplished in any manner. However, in Figure 1, this is

illustrated as peingnagcomplistiag ittty messade thansierspiePresratee,bYAiraws Il aanchdhbo.
Specifically, the authenticator 102 provides the challenge 131 to the supplemental authenticator 104 as

represented Ryeaip¥ k1wad hiBeSUBPIRMEeRialiRUENNEGEOIL R m@pl%@rﬂﬁt%ﬂeﬁc@fbﬁ%w&{s 135to
the challenge 131, and then provides the answer 135 to the authenticator 102 as represented by arrow

116. The ans¥eesaaydisyaensiatesl by, for example, performing a one-way hash algorithm on the
challenge 131 using the secret data 133. [0032] In the subsequent private communications embodiment,

the authenticpios 403 nray sigpleravida therraaedaied seaipikextlaaddd ththesuprisnmRial 34
authenticator 104. - Page 9 This may be accomplished by including the encrypted secret key data 134 in

the same messagmhassmas 4ged 39 ansmib the shisdienaadto leshippleeotadaiihe slisgiand=4i as
represented by arrow 115. [0033] The supplemental authenticator 104 may then decrypt the secret key

data 134 usipgiberRatset datankasbiknawmenthensuppieenaiall autihenticaiae 11330anE:tRecsepRigmental
authenticator 104, thereby informing the supplemental authenticator 104 of the secret key data 132. The
supplementaligithepticaierstgflthemiaravigratbasecoat ey gaiaidd2ike theret key data 132 to the
authenticator 102 thereby informing the authenticator 102 the secret key data 132. The
supplemental authenticator 104 may provide the secret key data 132 back to the
authenticator 102 potentially in the same message that was used to transfer the answer 135
to the authenticator 102. At this stage, both the authenticatee 101 and authenticator 102
have access to secret key data 132. This secret key data 132 may thus be used to
authenticate each other in subsequent communications independent of the supplemental
authenticatee 103 and supplemental authenticator 104.
[0034] The authenticator 102 provides the answer 135 to the authenticatee 101 as
represented by the arrow 117. The authenticatee 101 may then use the answer 135 to
authenticate the authenticator 102. There are a number of different ways that the
authenticatee 101 may do this.
[0035] In one example, the authenticatee 101 may acquire an answer to the challenge
from the supplemental authenticatee 103, potentially at the same time and in the same
manner as the challenge was acquired from the supplemental authenticatee 103. The
authenticatee 101 may then match the answer as acquired from the supplemental
authenticatee 103 with the answer as provided by the authenticator 102. A match results in

the authenticator 102 authenticating to the authenticatee 101.
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authenticator 102 thereby informing the authenticator 102 the secret key data 132. The supplemental
authenticator 104 may provide the secret key data 132 back to the authenticator 102 potentially in the
same message that was used to transfer the answer 135 to the authenticator 102. At this stage, both the
authenticatee 101 and authenticator 102 have access to secret key data 132. This secret key data 132

may thus be pagsbfo authentieriayeagte olbafciiskReequent sam meRicatonsINdaRRERIH Qb thee

supplemental authenticatee 103 and supplemental authenticator 104. [0034] The authenticator 102

provides the aispyuandnial ttiecattarRticaise thO lnasyiteREesrAaG RYthe gsrox 13:6vihe ayihaRtcatee

101 may then use the answer 135 to authenticate the authenticator 102. There are a number of different

ways that the, aréhapiieateer1fl tieayudpitaieni@03dhihenreXxampleribaapheantitates heddnayeacquire
an answer to the challenge from the supplemental authenticatee 103, potentially at the same time and in

the same mannahas ihe chatenge wasacauriediianingsupplamentdl eythenticaiamhds: thheit

authenticatee 101 may then match the answer as acquired from the supplemental authenticatee 103 with

the answer ampiuiteddiieauthantisalpisl Q2ng, MatehpgsHtnin b auibaeticaomif2isgiheaticating
to the authenticatee 101. - Page 10 [0036] Alternatively, the authenticatee 101 could delegate this

comparison te e sulgriertiabayHiepticrias Aishhy Qviding the answer 135 as provided by the

authenticator 102 to the supplemental authenticatee 103. The supplemental authenticatee 103 may then

match the anpgrps pravided iy hexautheniieaée et laweitbniey@pSWEr that ihuthenticated to the
authenticatee 101, and the service request may be honored if appropriate. The
authentication is challenge-based, and does not require the authenticatee 101 or
authenticator 102 have access to the secret data 133 used to generate an answer to the
challenge. Furthermore, in the subsequent private communications embodiment, the
authenticator 102 and authenticatee 101 may authenticate in subsequent communications
using the secret key data 132, rather than repeating the process described above.
[0038] Rather than simply securing subsequent communication based on the secret key
data 132 alone, the subsequent communications may be secured using a digest of the secret
key data 132 amongst one or more other items. The digest may then be used to secure
subsequent communications between the authenticatee 101 and authenticator 102. The
digest may also be based on the challenge 131 and/or the answer 135. Furthermore, the
digest may include data 136 communicated between the authenticator 101 and authenticatee
102 that is not also communicated to the supplemental authenticatee 103 or supplemental
authenticator 104. The authenticatee 101 and authenticator 102 may then communicate
using the digest to secure communications. When the digest is based in part on the data 136
that is not known to the supplemental authenticatee 103 and the supplemental authenticator

104, the supplemental authenticatee 103 and supplemental authenticator 104 are prevented
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internally generated. If a match is found, the supplemental authenticatee 103 may indicate to the
authenticatee 101 that authentication is successful. [0037] Accordingly, at this stage, the authenticator
102 has authenticated to the authenticatee 101, and the service request may be honored if appropriate.
The authentication is challenge-based, and does not require the authenticatee 101 or authenticator 102

have access R Hhesgaietdatadagpseddo gensiate an ansuefiatheoshaliapas fulberRaran the

subsequent private communications embodiment, the authenticator 102 and authenticatee 101 may

authenticate i gidhgesident camuumeatiense Using the secret key data 132, rather than repeating the
process described above. [0038] Rather than simply securing subsequent communication based on the

secret key dpse3b32 alepedbesubagasantkommeicaiions mayike sarwied Ysing ejoeshofshe secret
key data 132 amongst one or more other items. The digest may then be used to secure subsequent

communicatignsdpeyvpRi il avthentigaieentihpaciauhenscatr. 198 Khpprigestanayialaadabased on

the challenge 131 and/or the answer 135. Furthermore, the digest may include data 136 communicated
between the apdhentisptorthe Lsasdtarihentigales, QP pasdds Nt alreypramuaieales tadhetsuprlemental

authenticatee 103 or supplemental authenticator 104. The authenticatee 101 and authenticator 102 may

then communigatehtiéstog the. digRStiQIReEIHREOTIMHIE RS WhencHypteinastis Ragertn lamon the
data 136 that is not known to the supplemental authenticatee 103 and the supplemental authenticator

104, the supplemeitigltasithEnticaiae ko3 madsyipiementalhuthraticalos 0ders prevestetttRyge 11

from easily eavesdropping or spoofing on subsequent communications between the
137 using the secret data 131. The digest may then also be based upon this secret key 137.
[0040] Accordingly, a challenge-based authentication mechanism has been described in
which the direct parties to the authentication (i.e., the authenticator and authenticatee
computing entities) need not calculate an answer to a challenge, nor have knowledge of
secret data used in the initial authentication.  Furthermore, the authenticator and
authenticatee computing entity may subsequently authenticate and communicate
independent of the supplemental authenticator and supplemental authenticatee computing
entities.
[0041] In the embodiment illustrated in Figure 1, there are several communication
channels, one between the authenticatee 101 and the supplemental authenticatee 103
(hereinafter also potentially referred to as “the authenticatee channel”), one between the
authenticator 102 and the supplemental authenticator 104 (hereinafter also potentially
referred to as the “authenticator channel”), and one between the authenticatee 101 and the
authenticator 102 (hereinafter also potentially referred to as the “authentication channel”). If

the two computing entities are within the same device or computing system, the

corresponding channel may be a function call or local message mechanism. However, if the
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authenticator 10 1 and authenticatee 102. [0039] In one embodiment, the authenticator 102 also
generates secret key data 137, which is provided to the supplemental authenticator 104. The
supplemental authenticator 104 encrypts the secret key data 137, and passes the encrypted secret key
data to the authenticator 102. The authenticator 102 then passes the encrypted secret key data to the

authenticateqyl§ lcpuichnsesmthr sunelamapiaautsnricaige 1034 88enPt thgnserratdeyst34 using
the secret data 13 1. The digest may then also be based upon this secret key 137. [0040] Accordingly, a

challenge-bagg@yaHthipnicasias. mechanism has been described in which the direct parties to the
authentication (i.e., the authenticator and authenticatee computing entities) need not calculate an

answer to a qpalenge, per HarspkamiBe oR PEosgsighdataitisedrinithatbitialestaamiicatiaanspsthermore,
the authenticator and authenticatee computing entity may subsequently authenticate and communicate

independent R thelswpRIeMenia RrheatisaiasR e SHPRIFFR0I AMhRNiGIeS CaRPUibacCIilies.

[0041] In the embodiment illustrated in Figure 1, there are several communication channels, one between

the authenticgier &0dspad thé-prRpieMmRNRUIhabtsRIe R i (Retringftes alwerpstenitally wafried to as

"the authenticatee channel"), one between the authenticator 102 and the supplemental authenticator 104

(hereinafter alses FigpiallyjsafavedsPasdhg (sothentisaimpdianeehycanstanabsiveanthitport-
authenticatee 101 and the authenticator 102 (hereinafter also potentially referred to as the

"authenticatigndeandmealt Jmkntae. tWieBoSepLiBg BAjitigsoasmWENIBUrePsame: HeYIes eiporputingsystem,

the corresponding channel may be a function call or local message mechanism. However, if the
networks that do not directly support SOAP.
[0043] According to one aspect of the invention, a modification to conventional Web
Services may be employed to convey information important to authentication. For example,
a SOAP header may include a signing SOAP header as described in the United States
provisional application 60/515,461 incorporated by reference above. Figure 2 schematically
illustrates a structure of such a SOAP envelope suitable for performing billing and signing in
the context of Web Services. The SOAP envelope 200 includes SOAP headers 201 and a
SOAP body 202. The SOAP headers include billing header(s) 211, signing header(s) 212,
amongst potentially other headers 213. The signing headers 212 may include the
information for authentication. For example, the challenge 131, the secret key 132, the
encrypted secret keys 134 and 137, the answer 135, and the data 136 as well as any other
useful information may be included in the signing header(s) 212. However, the principles of
the present invention are not limited to communication using Web Services. It may be that
none of the authenticatee, authenticator, or authentication channels use Web Services in a
particular embodiment.

[0044] Once authentication has been completed, the authenticatee 101 is now in a

position to make a more intelligent decision regarding whether to authorize a service to be
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two computing entities are remotely located, the corresponding channel may use a networking protocol.
[0042] For example, if the two computing entities are located across different transport- level domains, a
transport-independent network protocol may be used to communicate. One such transport-independent
network protocol is known in the art as "Web Services" which uses Simple Object Access Protocol

(SOAP) envelepaade eoaveinfermaioniioz tanspert: rdengndaninidsnesgMabpaiidgasioay also
employ SOAP tunneling to transport across networks that do not directly support SOAP. [0043]

According to ARR-AsREGHR| {heaituetNMeR NokibigatoNtRigeNVANtiaRAIbeb) (EervigesdpryiRergmployed
to convey information important to authentication. For example, a SOAP header may include a signing

SOAP headesigsddassribestipthn Unitpd stsiem piowsienat arphaatien e9kipKodsincamamigshby
reference above. Figure 2 schematically illustrates a structure of such a SOAP envelope suitable for
performing bidligyand signing in the context of Web Services. The SOAP envelope 200 includes SOAP
headers 201 and a SOAP body 202. The SOAP headers include billing header(s) 211, signing header(s)

212, amongsbepsentially etaer headearsr2t3a T sigringReadears 2bamaninelude thel inkgrmation for

authentication. For example, the challenge 131, the secret key 132, the encrypted secret keys 134 and

137, the answendiBon dnesthe dataolistian v lhias heypSthrintbsafthifdponakierdnryiBetasidsasiin the
signing header(s) 212. However, the principles of the present invention are not limited to communication

using Web Segvigesrdhim@yebedhputnanecafithe mathenticatge, aciheniigatandriauthentcasen ahannels

use Web Services in a particular embodiment.
“electronically transferable item” is any item, whether physical or electronic, whose
ownership may be transferred from one entity to another by sending an electronic message.
The electronic message need not be purely electronic during the transfer, but may undertake
other forms such as optical forms during the transfer. Such transferable items may include
money. However, the transferable items may also include any other item that is
electronically transferable. For example, the items may be frequent flier miles, movie or
opera ticket credits, train tickets, class registration authority, and so forth. Likewise, in
order to perform the requested service, the computing entity 101 may transfer electronically
transferable items to the computing entity 102.
[0046] Figure 3 illustrates the environment of Figure 1 in which there are four
computing entities 301 through 304. The computing entities 301 through 304 may be the
same as described above for computing entities 101 through 104, although this is not
required. Computing entities 301 and 303 are in one sphere of trust represented by the area
within the dashed lines. Computing entities 302 and 304 are in another sphere of trust

represented by the area within the dotted lines. Computing entities 303 and 304 are within

yet another sphere of trust as represented the area within the intermittent dotted/dashed lines.
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[0044] Once authentication has been completed, the authenticatee 101 is now in a position to make a
more intelligent decision regarding whether to authorize a service to be - Page 13 provided to the
authenticator 102. Since the process has at this stage progressed beyond authentication to authorization,
computing entities 101 through 104 will each in the subsequent description of the subsequent drawings

be referred tq@amly asay oM RKING ARIDMIRAIS HNOEEEH 1AM IZE RatRaMEsiedIsapsieRalle
computing entity 101 may as a condition for such authorization require the payment or transfer of

electronicallyifrapgiRmblacamefrhthe ApHmtiBgRREtY A02Antn 10 dessriphionantiy thesclaims, an
"electronically transferable item" is any item, whether physical or electronic, whose ownership may be

transferred fronmengagoiitinid@neibeby sepdingBaRRLONIGHRSSAIRIng REtRIeStDRIGMASRTgEe need
not be purely electronic during the transfer, but may undertake other forms such as optical forms during

the transfer. pueRtdlangatenshle dpmstingieiiriidel mpeeyxineneverhhedisiesaliatiierns way also
include any other item that is electronically transferable. For example, the items may be frequent flier

miles, movie onvpgeR fiekedsadits taiprticketaglasstegisirapRN Abority, and so forth. Likewise, in
order to perform the requested service, the computing entity 101 may transfer electronically transferable

items to the qoUyBting eRditndRa:L0046] Sigwsehd Wusthaiesthe Baviigingst ef bigutmifdaishdthere
are four computing entities 301 through 304. The computing entities 301 through 304 may be the same
as describedtabp\etionigomputing e Ttsiascdtb gt ghtitp40altoeghphimis gty 301. In order to
authorize transfer, the computing entity 301 may inquire (see arrow 311) of computing
entity 303 as to whether or not computing entity 302 has authorization to transfer the items.
If the computing entity 303 does not already know, the computing entity 303 will make the
inquiry (see arrow 312) to computing entity 304 as to whether or not computing entity 302 is
authorized to make the transfer. If the computing entity 304 does not already know, the
computing entity 304 will make inquiry (see arrow 313) to computing entity 302 about
whether to make the transfer. The computing entity 302 may respond (see arrow 314) in the
affirmative. Upon receiving this message, or if the computing entity 304 had been pre-
authorized to make the charge due to prior communication with computing entity 302, then
the computing entity 304 responds (see arrow 315) in the affirmative. Upon receiving this
message, or if the computing entity 303 had been pre-authorized to make the charge due to
prior communication with computing entity 304, then the computing entity 303 responds
(see arrow 316) in the affirmative. The affirmative confirmations represented by arrows 314
through 316 may also include electronic transfer of the items itself, or an agreement to
enforce transfer at a later time.
[0049] An alternative embodiment of transfer is illustrated in Figure 4. In this

embodiment, computing entity 402 requests (see arrow 411) that the transfer of items be
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required. Computing entities 301 and 303 are in one sphere of trust represented by the area within the
dashed lines. Computing entities 302 and 304 are in another sphere of trust represented by the area
within the dotted lines. Computing entities 303 and 304 are within yet another sphere of trust as
represented the area within the intermittent dotted/dashed lines. [0047] Figure 3 also shows a message

flow showingaaw@y efdiansiggriagiglestonicaldansierable demsWhiatweepsaMaLIngremnitiesn30l and

302. Computing entity 304 has authorization information 321 relevant to whether or not computing entity

302 may trangé@ss RastChirRywWtes) taPmpHtind ROt 30dounersxaBaienit the KOMRREBE LNt IRO2 were
a SIM card, the items to be transferred may be, for example, money. [0048] The message flow shows

how items coamigrbeapuihesices iRt ansfepied @il theregiually Inansierisdrisuahgampginaeatity 302

to computing entity 301. In order to authorize transfer, the computing entity 301 may inquire (see arrow

311) of compugingngnfiy, 3Q3 astteowhettiah it crmRYtAN endtudD2 tempiheriaaiignimtiapsfer the
items. If the computing entity 303 does not already know, the computing entity 303 will make the inquiry

(see arrow 3b2HRIEOMHRUBAC-RRELY 3 ASIQqwhathekou D) ¢oropmipia RN N3P , aWtieiz@ddo make

the transfer. If the computing entity 304 does not already know, the computing entity 304 will make

inquiry (see aJfewiddd 3decaRrutingotity 3R2 akowt wietheniapnake dhatiransferrihessasuayting entity

302 may respond (see arrow 314) in the affirmative. Upon receiving this message, or if the computing
entity 304 haghlieeddergp@utaizrevial Make dhethratga Tentdhee teImMbp icakiontwith capipwing entity

302, then the computing entity 304 responds (see arrow 315) in the affirmative. Upon receiving this
message, or g aomputinguestitf 30@hathpeattpresauthaizadJenmeke e chasga duardserred.
Upon a subsequent reconciliation or in real-time, computing entity 403 may acquire a credit
for the items transferred from computing entity 404.
[0050] Thus, transfer of the electronically transferable items is made from the
computing entity 402 (or its user) to the computing entity 401 (or its user). Transfer in the
other direction from computing entity 401 to computing entity 402 may be accomplished in
the same manner as described above only in the symmetrically opposite direction.
[0051] The present invention may be embodied in other specific forms without departing
from its spirit or essential characteristics. The described embodiments are to be considered
in all respects only as illustrative and not restrictive. The scope of the invention is,
therefore, indicated by the appended claims rather than by the foregoing description. All

changes, which come within the meaning and range of equivalency of the claims, are to be

embraced within their scope.
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prior communication with computing entity 304, then the computing entity 303 responds (see arrow 316)
in the affirmative. The affirmative confirmations represented by arrows 314 through 316 may also include
electronic transfer of the items itself, or an agreement to enforce transfer at a later time. [0049] An
alternative embodiment of transfer is illustrated in Figure 4. In this embodiment, computing entity 402

requests (seqzo 41WihettheitrRasisd aédtrmsdlarediage 15 made. Computing entity 404 responds
(see arrow 412) with an approval to transfer the items (see arrow 412) and then debits an account by the

items to be transferred. The, agpreyaiptiansialamaychRIENCHPIRAHeRING SeCIHia 32 Kigvnto the
computing entities 403 and 404, but not to the computing entities 401 and 402. Computing entity 402

then providegufiigcansivptadiaaiiomat (SBMAIIRY 4halyo SONRURE RRSYARbuihickifien miavides the
encrypted approval (see arrow 414) to computing entity 403. The computing entity decrypts the approval

using secret ggigldddrand dhgefredis henpasauntaitcomnuing deriO hanéhadisar ebepuimting
entity 401 in the amount of the items being transferred. Upon a subsequent reconciliation or in real-time,

computing endiflit¢ OB MmayiReAdie asredit farkRatitarss tavnsfated feamycompistingantityc40hsEa050]
Thus, transfer of the electronically transferable items is made from the computing entity 402 (or its user)

to the compuing @mfEdtidn kiaritiieeNequiRngferdniireibatdupctiambpincomouingieptiyn#ai to
computing entity 402 may be accomplished in the same manner as described above only in the

symmetrically @ pRasiterdiseeii datd 00&L fokheRighentitavientigr Math&e empadied ieathriwsagcific forms
without departing
an act of the authenticatee computing entity acquiring a challenge from the
supplemental authenticatee computing entity;
an act of the authenticatee computing entity providing the challenge to the
authenticator computing entity;
an act of the authenticator computing entity acquiring an answer to the challenge
from the supplemental authenticator computing entity;
an act of the authenticator computing entity providing the answer to the authenticatee
computing entity; and
an act of the authenticatee computing entity using the answer to authenticate the

authenticator computing entity.

2. A method in accordance with Claim 1, wherein the act of the authenticatee
computing entity acquiring a challenge from the supplemental authenticatee computing
entity comprises the following:

an act of the authenticatee computing entity providing a challenge request to the

supplemental authenticatee computing entity;
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from its spirit or essential characteristics. The described embodiments are to be considered in all
respects only as illustrative and not restrictive. The scope of the invention is, therefore, indicated by the
appended claims rather than by the foregoing description. All changes, which come within the meaning
and range of equivalency of the claims, are to be embraced within their scope. [0052] What is claimed

and desired securegjisadt.n @B QIpATORRIRAL thatinsHAeS BMARE iEAICE-AOMMMIAC BTN o8 in

supplemental authenticatee computing entity, an authenticator computing entity, and a supplemental
authenticatorrggaﬂggmmﬁmgnghe; forahe authenticator computing entity to authenticate to the
authenticatee computing entity using challenge based authentication and without requiring the

authenticatee and apthRptigatRr cp Bkt ENlliest bARWBIERIESEERE §aitovaaldardhaAldhentcation,
the method comprising the following: an act of the authenticatee computing entity acquiring a challenge

from the supplemeniadiaathanicpien Compy Nty anretQfifie authenticatee computing entity
providing the challenge to the authenticator computing entity; an act of the authenticator computing entity

acquiring an answer to the challenge from the supplemental authenticator computing entity; an act of the
authenticator computing entity providing the answer to the authenticatee computing entity; and an act of

the authenticatee camputing sRiyUsiNg-tiedansyvaile auirenticatetis RutherdicaloncomRLing entity.

computing entity acquiring an answer to the challenge from the supplemental authenticator
computing entity comprises the following:

an act of the authenticator computing entity providing the challenge to the
supplemental authenticator computing entity; and

an act of the supplemental authenticator computing entity determining an answer to
the challenge; and

an act of the supplemental authenticator computing entity providing the answer to

the authenticator computing entity.

4. A method in accordance with Claim 1, further comprising the following:
an act of the authenticatee computing entity acquiring an answer to the challenge
from the supplemental authenticatee computing entity, wherein
the act of the authenticatee computing entity using the answer to authenticate the
authenticator computing entity comprises the following:
an act of the authenticatee computing entity matching the answer as acquired
from the supplemental authenticatee computing entity with the answer as provided

by the authenticator computing entity.

- Page 18 -



2. A method in accordance with Claim 1, wherein the act of the authenticatee computing entity acquiring
a challenge from the supplemental authenticatee computing entity comprises the following: an act of the
authenticatee computing entity providing a challenge request to the supplemental authenticatee
computing entity; an act of the supplemental authenticatee computing entity generating a challenge in

response to the chajenge reqiaal R RBARGRIREBUCRIBIMENA GUh eRbiGRIES GREAMHBSHRRIY
providing the challenge to the authenticatee computing entity in response to the request. 3. A method in

accordance Withfxlailp 2niRergimshenachadile wtla@méﬁﬁmecqmpmtﬁglﬁeﬂwra@eﬂiﬁsmgn@wer to
the challenge from the supplemental authenticator computing entity comprises the following: an act of the
authenticatoreaipRKiINGE Iy wiRriding the challenge to the supplemental authenticator computing
entity; and an act of the supplemental authenticator computing entity determining an answer to the

challenge; and an agh ohe sURRieMgiNa Ristbe NtsApHEIMRUIIRG §RBNdMwaViding thernswerde the
authenticator computing entity. 4. A method in accordance with Claim 1, further comprising the following:

an act of the aigprnpticaiee eRENALYARE &HiRuasgiing; an@nswer to the challenge from the supplemental

authenticatee computing entity, wherein the act of the authenticatee computing entity using the answer to

authenticate the  an act of the supplemental authenticatee computing entity providing to the
authenticatee computing entity an indication that the answer provided by the authenticator

computing entity is a proper answer for the challenge acquired from the supplemental

authenticatee computing entity.

6. A method in accordance with Claim 1, further comprising:

an act of the authenticatee computing entity generating secret key data that is not
known to the supplemental authenticatee, authenticator or supplemental authenticator
computing entities;

an act of the authenticatee computing entity providing the secret key data to the
supplemental authenticatee computing entity thereby informing the supplemental
authenticatee computing entity of the secret key data;

an act of the supplemental authenticatee computing entity encrypting the secret key
data using secret data known to the supplemental authenticatee and supplemental
authenticator computing entities, but not known to the authenticatee and authenticator
computing entities;

an act of the supplemental authenticatee computing entity providing the encrypted

secret key data to the authenticatee computing entity;
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authenticator computing entity comprises the following: an act of the authenticatee computing entity
matching the answer as acquired from the supplemental authenticatee computing entity with the answer
as provided by the authenticator computing entity. 5. A method in accordance with Claim 1, wherein the
act of the authenticatee computing entity using the answer to authenticate the authenticator computing

entity comprises thgfQli@winge anmecheédhe asthanticAtas GOpRPHHNG SRIBhBrAYIsingthe REPWARtO the

supplemental authenticatee computing entity; and an act of the supplemental authenticatee computing

entity providipgif thehaHibanteaigpueappkiiipg entity an indication that the answer provided by the
authenticator computing entity is a proper answer for the challenge acquired from the supplemental

authenticatee compyiingtitibe fucmathed i apaardantaydGiaHy hefortiopeaniisingyamact of the

authenticatee computing entity generating secret key data that is not known to the supplemental

authenticatego amhepprateh@ suipRleEABIIAMNEAEGARK computing entities; an act of the authenticatee
computing entity providing the secret key data to the supplemental authenticatee computing entity

thereby informing thg,supRIEMERtAp RUBERAlIGAIRENERMPLEGRRALITY ehiite sasiekieyiatrcan re) of the
supplemental authenticatee computing entity encrypting the secret key data using secret data known to
the supplemenial asiiienticaieaa@ndasynplementalthe supplemental authenticatee and supplemental
authenticator computing entities thereby informing the supplemental authenticator
computing entity of the secret key data;
an act of the supplemental authenticator computing entity providing the secret key

data to the authenticator computing entity thereby informing the authenticator computing

entity of the secret key data.

7. A method in accordance with Claim 6, further comprising the following:
an act of the authenticatee and authenticator computing entities communicating using

messages that are at least partially secured using the secret key data.

8. A method in accordance with Claim 6, wherein the act of the authenticatee
computing entity providing the challenge to the authenticator computing entity and the act of
the authenticatee computing entity providing the encrypted secret key data to the
authenticator computing entity are performed by the authenticatee computing entity
providing a single message that includes both the challenge and the encrypted secret key

data to the authenticator computing entity.
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authenticator computing entities, but not known to the authenticatee and authenticator computing
entities; an act of the supplemental authenticatee computing entity providing the encrypted secret key
data to the authenticatee computing entity; an act of the authenticatee computing entity providing the
encrypted secret key data to the authenticator computing entity; an act of the authenticator computing

entity providing the encryptarsacsgtkaydaiante M%@MQ%M@@mﬁE@i%?fmaMﬁ%emity: an act
ey

of the supplemental authenticator computing entity decrypting the secret ata using the secret data
known to the supplefpectafaHthantisaiesancbayrpigmaiial Ruthamicatgiearopulinganrtilies daereby

informing the supplemental authenticator computing entity of the secret key data; an act of the

supplemental gmihaslicAtarsRMPHINE SREDUREOMIGIRG the secret key data to the authenticator computing
entity thereby informing the authenticator computing entity of the secret key data. 7. A method in

accordance with Claima6t birtherceneriising hiednliavsna:ian A6 etie.authentigaies anthautheaticator

computing entities communicating using messages that are at least partially secured using the secret key

data. 8. A methpddin acaMERIGH WitheClairtniyb gl Hae arhef; thejauthenticatee computing entity
providing the challenge to the authenticator computing entity and the act of the authenticatee computing

entity providing the gper(RIEtSecIRétRY WatmiDitiiBcRithionticalpneampuing antibiaiepadarnied by the
authenticatee computing entity

messages that are at least partially secured using the digest.

10. A method in accordance with Claim 9, wherein the one or more other data

items includes the challenge.

11. A method in accordance with Claim 10, wherein the one or more other data

items includes the answer.

12. A method in accordance with Claim 11, wherein the secret key data is first
secret key data, wherein the one or more other data items includes second secret key data
known to the authenticatee and authenticator computing entities, but not known to the

supplemental authenticatee and supplemental authenticator computing entities.

13. A method in accordance with Claim 9, wherein the one or more other data

items includes the answer.

14. A method in accordance with Claim 13, wherein the secret key data is first
secret key data, wherein the one or more other data items includes second secret key data
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providing a single message that includes both the challenge and the encrypted secret key data to the
authenticator computing entity. 9. A method in accordance with Claim 6, further comprising the following:
an act of the authenticatee computing entity generating a digest of the secret key data combined with
one or more other data items; an act of the authenticator computing entity also generating the digest of

the secret key,g@ia ePmbinach¥titihe onk alumera Qider datputaipssantanaet Rttha Auihentiratee and
authenticator computing entities communicating using messages that are at least partially secured using

the digest. 1@uﬁﬁ1@ﬁf&ﬁﬂliﬁhﬁ?&ﬁf@lﬁé@ﬁn\ﬂiEh&l@iﬁé&a%@ﬁﬁ&ﬁﬁ)ﬁ%uﬁﬁﬁ%xﬁlh@&data items includes
the challenge. 11. A method in accordance with Claim 10, wherein the one or more other data items

includes the answer. 12. A method in accordance with Claim 11, wherein the secret key data is first
secret key data, wherein the one or more other data items includes second secret key data known to the

authenticatee and ayshentigaipétaem pHtBERMHioSwRUt ORINOVRHE hE tisd RRles RBIaHAUthe Miisatee and
supplemental authenticator computing entities. 13. A method in accordance with Claim 9, wherein the one

or more othegglata KeMincivE@sthenanswesr ifbré suethaskiniResordangeswithokdaier L3 ke aeein the
secret key data is first secret key data, wherein the one or more other data items includes second secret
key data - Pagewid to the authenticatee and authenticator computing entities, but not known to the

supplemental authenticatee and supplemental authenticator computing entities.

16. A method in accordance with Claim 6, wherein the secret key data is first
secret key data, the method further comprising:

an act of the authenticator computing entity generating second secret key data;

an act of the authenticator computing entity providing the second secret key data to
the supplemental authenticator computing entity;

an act of the supplemental authenticator computing entity encrypting the second
secret key data using the secret data known to the supplemental authenticatee and
supplemental authenticator computing entities;

an act of the supplemental authenticator computing entity providing the encrypted
second secret key data to the authenticator computing entity;

an act of the authenticator computing entity providing the encrypted second secret
key data to the authenticatee computing entity;

an act of the authenticatee computing entity providing the encrypted second secret

key data to the supplemental authenticatee computing entity;
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known to the authenticatee and authenticator computing entities, but not known to the supplemental
authenticatee and supplemental authenticator computing entities. 15. A method in accordance with Claim
9, wherein the secret key data is first secret key data, wherein the one or more other data items includes
second secret key data known to the authenticatee and authenticator computing entities, but not known

to the supplementahaythesiticates,prinevpnlerenat authestisatpicamputisa-gatifiesd 6aAypethod in

accordance with Claim 6, wherein the secret key data is first secret key data, the method further

comprising: aR&mdo§dbietaktheRicalah SQRIPIEING QRtILAEREArasi ft SREPIhrReeE bl fldlacanagt of the
authenticator computing entity providing the second secret key data to the supplemental authenticator

computing enfipyp1emash Pithe stk vanfautbenticatarcomputing entity encrypting the second secret
key data using the secret data known to the supplemental authenticatee and supplemental authenticator

computing entities; ap agt frthieSuppRMental authanticater canpUlBgRNHY peviding the arenpted

second secret key data to the authenticator computing entity; an act of the authenticator computing entity

providing thesgpeiviRigd faecomsbseerehtkaidatadsutig adthenticatee computing entity; an act of the
authenticatee computing entity providing the encrypted second secret key data to the supplemental

authenticatee computing entity; an act of the supplemental authenticatee computing entity decrypting the
encrypted second secret key data using the secret data known to the supplemental authenticatee and

17. A method in accordance with Claim 16, further comprising the following:

an act of the authenticatee computing entity generating a digest of the first and
second secret key data combined with one or more other data items;

an act of the authenticator computing entity also generating the digest of the first and
second secret key data combined with the one or more other data items; and

an act of the authenticatee and authenticator computing entities communicating using

messages that are at least partially secured using the digest.

18. A method in accordance with Claim 17, wherein the one or more other data

items includes the challenge.

19. A method in accordance with Claim 18, wherein the one or more other data

items includes the answer.

20. A method in accordance with Claim 19, wherein the one or more other data
items includes third secret key data known to the authenticatee and authenticator computing
entities, but not known to the supplemental authenticatee and supplemental authenticator
computing entities.
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supplemental authenticator computing entities; and an act of the supplemental authenticatee computing
entity providing the second secret key data to the authenticatee computing entity. 17. A method in
accordance with Claim 16, further comprising the following: an act of the authenticatee computing entity
generating a digest of the first and second secret key data combined with one or more other data items;
an act of the authenticator computing entity also generating the digest of the first and second secret key
data combined with the one or more other data items; and an act of the authenticatee and authenticator

computing entities commuCRBRGHYSINEcIPRRSRESF Th 138 avlenptRAtAlYoae G afbHsHIBcNgdigest. 18.
A method in accordance with Claim 17, wherein the one or more other data items includes the challenge.

19. A methodbhRGeerEeRGBMERWdAIM 18, wherein the one or more other data items includes the
answer. 20. A method in accordance with Claim 19, wherein the one or more other data items includes
third secret key data known to the authenticatee and authenticator computing entities, but not known to
the supplemental authenticatee and supplemental authenticator computing entities. - Page 23 21. A

method in accordangg, withACkm o/ invketeiinibe Rne 014nare1oheedatatitess nclHersdRanawer. 22.
A method in accordance with Claim 21, wherein the one or more other data

items includes third secret key data known to the authenticatee and authenticator computing
entities, but not known to the supplemental authenticatee and supplemental authenticator

computing entities.

23. A method in accordance with Claim 17, wherein the one or more other data
items includes third secret key data known to the authenticatee and authenticator computing
entities, but not known to the supplemental authenticatee and supplemental authenticator

computing entities.

24.  In an environment that includes an authenticatee computing entity, a
supplemental authenticatee computing entity, an authenticator computing entity, and a
supplemental authenticator computing entity, a method for the authenticatee computing
entity to authenticate the authenticator computing entity using challenge based
authentication and without requiring the authenticatee and authenticator computing entities
be aware of secret data used for the authentication, the method comprising the following:

an act of the acquiring a challenge from the supplemental authenticatee computing

entity;
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items includes third secret key data known to the authenticatee and authenticator computing entities, but
not known to the supplemental authenticatee and supplemental authenticator computing entities. 23. A

method in accordance with Claim 17, wherein the one or more other data items includes third secret key
data known to the authenticatee and authenticator computing entities, but not known to the supplemental

authenticatee and Sh']ﬁ)BB-%fBﬁ@%@'vﬁﬁﬁgeﬂh‘éc@l{%eﬁg@%%@gaﬁﬂh‘éﬁﬁéat%{l-c@rﬂiﬁt‘?xﬁyi&ﬁﬂ{ﬁewhﬁﬂéhi@Hr!:UdeS an
authenticatee computing entity, a supplemental authenticatee computing entity, an authenticator

computing e%ﬁﬂ%ﬁ%ﬁiﬁf@@g@hﬁ%ﬁ@@i@@é%@@@aﬂw @etiya RemetiRfandha gutisaiiaatee
computing entity to authenticate the authenticator computing entity using challenge based authentication
and without regiisiig 4he svtRticatagNd authenticator computing entities be aware of secret data
used for the authentication, the method comprising the following: an act of the acquiring a challenge from

the supplemental authepticeieecqmnuinBeaiyernAsRE Rieddingdhie shplengetadhaauthenticator
computing entity, wherein the authenticator computing entity acquires an answer to the challenge from

the supplemental apthepi¢akenAPRLLIREGRIT ANhaatichthe aaamsineihe asserifomihe
authenticator computing entity; and an act of the using the answer to authenticate the authenticator

computing entity. 25. A method in accordance with Claim 24, wherein the act of acquiring a challenge
from the supplemental authenticatee computing entity comprises the following:
25. A method in accordance with Claim 24, wherein the act of acquiring a
challenge from the supplemental authenticatee computing entity comprises the following:
an act of providing a challenge request to the supplemental authenticatee computing
entity; and

an act of acquiring an answer to the challenge request from the supplemental

authenticatee computing entity.

26. A method in accordance with Claim 24, further comprising the following:
an act of acquiring an answer to the challenge from the supplemental authenticatee
computing entity, wherein
the act of using the answer to authenticate the authenticator computing entity
comprises the following:
an act of matching the answer as acquired from the supplemental
authenticatee computing entity with the answer as provided by the authenticator

computing entity.

27. A method in accordance with Claim 24, wherein the act of using the answer
to authenticate the authenticator computing entity comprises the following:
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an act of providing a challenge request to the supplemental authenticatee computing entity; and an act of
acquiring an answer to the challenge request from the supplemental authenticatee computing entity. 26.
A method in accordance with Claim 24, further comprising the following: an act of acquiring an answer to
the challenge from the supplemental authenticatee computing entity, wherein the act of using the answer

to authenticate the %ﬂ%@@&i%ﬁ%&%ﬁ@oﬂi&”&ﬁwm&ﬂf@Bﬂﬁﬁ%ﬁk&%ﬁﬂ"ﬁmﬂéﬁii%&c&&hﬁi@ﬁ@@i&&i@? answer
as acquired from the supplemental authenticatee computing entity with the answer as provided by the

authenticatorgg@mputing entity. 27. A method in accordance with Claim 24, wherein the act of using the
answer to authenticate the authenticator computing entity comprises the following: - Page 25 an act of

providing the answeji{osthe supBieRRtafarthatiGalgacamputing RNty 8O d-ampeh @ resgiyinghfrom the
supplemental authenticatee computing entity an indication that the answer provided by the authenticator

computing entiidstRdPIRRahaRawes: [Rbineehallgrosdcatiadfromphensuanliemeataicpsthaiticatee
computing entity. 28. A method in accordance with Claim 24, further comprising: an act of the generating

secret key dafsr thatcisaneh ghavinited i siipeleppi@kntal authenticatee computing entity.

28. A method in accordance with Claim 24, further comprising:

an act of the generating secret key data that is not known to the supplemental
authenticatee, authenticator or supplemental authenticator computing entities;

an act of providing the secret key data to the supplemental authenticatee computing
entity thereby informing the supplemental authenticatee computing entity of the secret key
data;

an act of the supplemental authenticatee computing entity encrypting the secret key
data using secret data known to the supplemental authenticatee and supplemental
authenticator computing entities, but not known to the authenticatee and authenticator
computing entities;

an act of the acquiring an encrypted secret key data from the supplemental
authenticatee computing entity, the encrypted secret key data being the secret key data
encrypted using secret data known to the supplemental authenticatee and supplemental
authenticator computing entities, but not known by the authenticatee and authenticator
computing entities; and

an act of providing the encrypted secret key data to the authenticator computing

entity, wherein the authenticator computing entity provides the encrypted secret key data to
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authenticatee, authenticator or supplemental authenticator computing entities; an act of providing the
secret key data to the supplemental authenticatee computing entity thereby informing the supplemental
authenticatee computing entity of the secret key data; an act of the supplemental authenticatee
computing entity encrypting the secret key data using secret data known to the supplemental

authenticategiand pHNRIRRAN AL ALEIeRiF I HAMBELRERIISS, dUHARIN YN de the Sthentisptee and

authenticator computing entities; an act of the acquiring an encrypted secret key data from the
supplementalahthgaticatempRmpUEneE Y s0ei RRanpissd sa&retikay data being the secret key data

encrypted using secret data known to the supplemental authenticatee and supplemental authenticator
computing entities, but not known by the authenticatee and authenticator computing entities; and an act
of providing the encrypted secret key data to the authenticator computing entity, wherein the

authenticator computing entity RV adae enc/Riad crEeb ket ARt dorpei SHRRIRMEIAliAsthenticator
computing entity for decryption by the supplemental authenticator computing entity, and receives the

secret key data. 29..0 meetTedimasaesdapceityitheGlatbnidaforthensamprising thenfolluingsamact of

communicating with the authenticator computing entity using messages that are at least partially secured
using the secirt ka¥dafardilyseoatb@dsmaacosdaaerayitate:laim 28, wherein the act of providing the

challenge to the authenticator computing entity and the act of the providing the encrypted
30. A method in accordance with Claim 28, wherein the act of providing the
challenge to the authenticator computing entity and the act of the providing the encrypted
secret key data to the authenticator computing entity are performed by providing a single
message that includes both the challenge and the encrypted secret key data to the

authenticator computing entity.

31. A method in accordance with Claim 28, further comprising the following:

an act of the generating a digest of the secret key data combined with one or more
other data items;

an act of the communicating with the authenticator computing entity using messages

that are at least partially secured using the digest.
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secret key data to the authenticator computing entity are performed by providing a single message that

includes both the challenge and the encrypted secret key data to the authenticator computing entity. 31.
A method in accordance with Claim 28, further comprising the following: an act of the generating a digest
of the secret key data combined with one or more other data items; an act of the communicating with the

authenticator compuing erfitydishidempRSaans b ar it leastipaniallyisesmed usingdheddigast. 32. A

computer program product for use in an environment that includes an authenticatee computing entity, a

supplementac@RIRIEARS RERpaIBUtBRNHCalDr sGRpMAMERGIE NI RRE R SWpRieMentalpidneniicator

computing entity, the computer program product for implementing a method for the authenticatee

computing endiiypaiRanticaifd theupplhepltataiEaMBabI ¢ SAptYis ngisnalienae paseghdtagntication

and without requiring the authenticatee and authenticator computing entities be aware of secret data

used for the gutheptieatiaih] AR LQRZPM IRE QY RS QG RAIIRE IDE AR BT TMAKE teONHeRIcsRadable
media having thereon computer-executable instructions, that when executed by the authenticatee

computing entity, KANSRECHAG COPMPHNRG eatityytouRBISOERAN faethadd thritieatiad &0 MR SWighthe

following: an act of the acquiring a challenge from the supplemental authenticatee computing entity; an

act of providipgjthenghalenge:toitae-auHientisateic sompHipaiertityinhasehe cuihgatigatongamputing
entity acquires an answer to the challenge from the supplemental
for the authentication, the computer program product comprising one or more computer-
readable media having thereon computer-executable instructions, that when executed by the
authenticatee computing entity, causes the computing entity to perform the method, the
method comprising the following:
an act of the acquiring a challenge from the supplemental authenticatee computing
entity;
an act of providing the challenge to the authenticator computing entity, wherein the
authenticator computing entity acquires an answer to the challenge from the supplemental
authenticator computing entity;

an act of the acquiring the answer from the authenticator computing entity; and

an act of the using the answer to authenticate the authenticator computing entity.

33. A computer program product in accordance with Claim 32, wherein the act of
acquiring a challenge from the supplemental authenticatee computing entity comprises the
following:

an act of providing a challenge request to the supplemental authenticatee computing

entity; and
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authenticator computing entity; an act of the acquiring the answer from the authenticator computing entity;
and an act of the using the answer to authenticate the authenticator computing entity. 33. A computer
program product in accordance with Claim 32, wherein the act of acquiring a challenge from the
supplemental authenticatee computing entity comprises the following: an act of providing a challenge

request to the supplgngatal @utiRNicates GARRIRY tﬁ@@ﬁhﬁ&&k@&@e’ﬁlé@f FPEIMITtRS A0PISWEtsP the
challenge request from the supplemental authenticatee computing entity. 34. A computer program

product in acg@iickateadtbiaiaiihd2nviyerein the method further comprises the following: an act of
acquiring an answer to the challenge from the supplemental authenticatee computing entity, wherein the
act of using the answer to authenticate the authenticator computing entity comprises the following: an act
of matching the answer as acquired from the supplemental authenticatee computing entity with the

answer as provided 12y the QUEBRIMIRALOSrCABRUSIRARMLEY - 2R oAISRIV P! RIRBFATB PR the
accordance with Claim 32, wherein the act of using the answer to authenticate the authenticator

computing entityreRnmpfisascHigpialiawiRdonbwelof providing the answer to the supplemental
authenticatee computing entity;
an act of acquiring an answer to the challenge from the supplemental authenticatee
computing entity, wherein
the act of using the answer to authenticate the authenticator computing entity
comprises the following:
an act of matching the answer as acquired from the supplemental

authenticatee computing entity with the answer as provided by the authenticator

computing entity.

35. A computer program product in accordance with Claim 32, wherein the act of
using the answer to authenticate the authenticator computing entity comprises the following:

an act of providing the answer to the supplemental authenticatee computing entity;
and

an act of receiving from the supplemental authenticatee computing entity an
indication that the answer provided by the authenticator computing entity is a proper answer

for the challenge acquired from the supplemental authenticatee computing entity.
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and an act of receiving from the supplemental authenticatee computing entity an indication that the
answer provided by the authenticator computing entity is a proper answer for the challenge acquired from
the supplemental authenticatee computing entity. 36. A computer program product in accordance with
Claim 32, wherein the method further comprises: an act of the generating secret key data that is not

known to the supplefgentals asghguicateR AN PROEAION R RUBRISRIE NiatR Wt R CALOLERFRHURY
entities; an act of providing the secret key data to the supplemental authenticatee computing entity
thereby informigiddaeusteplesmgiialsauthenticatee computing entity of the secret key data; an act of the
supplemental authenticatee computing entity encrypting the secret key data using secret data known to

the supplemental authepticstagapdneRpiemesnial iaythRMicaterisoRopUtiigvaNtdiess kinppRinkaaNYN to the
authenticatee and authenticator computing entities; an act of the acquiring an encrypted secret key data

from the supplemefiahauibavicrRies GHibaamituthenaesinisthsesratdridata being the secret
key data encrypted using secret data known to the supplemental authenticatee and supplemental

authenticator compuking-esfipesviindlckieyen by thaauhroticpienaithautheaiicaier conRIHing
entities; and an act of providing the encrypted secret key data to the authenticator computing entity,
wherein the auiingniieatby cRMORLINORN LY PrOViges hfRAGRMRied SapiRiNEYt@icothe secret key
data;
an act of the supplemental authenticatee computing entity encrypting the secret key
data using secret data known to the supplemental authenticatee and supplemental
authenticator computing entities, but not known to the authenticatee and authenticator
computing entities;
an act of the acquiring an encrypted secret key data from the supplemental
authenticatee computing entity, the encrypted secret key data being the secret key data
encrypted using secret data known to the supplemental authenticatee and supplemental
authenticator computing entities, but not known by the authenticatee and authenticator
computing entities; and
an act of providing the encrypted secret key data to the authenticator computing
entity, wherein the authenticator computing entity provides the encrypted secret key data to

the supplemental authenticator computing entity for decryption by the supplemental

authenticator computing entity, and receives the secret key data.
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the supplemental authenticator computing entity for decryption by the supplemental authenticator
computing entity, and receives the secret key data. 37. A computer program product in accordance with
Claim 36, wherein the method further comprises the following: an act of communicating with the
authenticator computing entity using messages that are at least partially secured using the secret key

data. 38. A computeyprogramaipriugt aaaaidaneawith GlabrddRcvheneit thsash ofvRepMiding the

challenge to the authenticator computing entity and the act of the providing the encrypted secret key data

to the authentieaion ¢eRHRHUBESALLY @eerpsiormged by providing a single message that includes both the
challenge and the encrypted secret key data to the authenticator computing entity. 39. A computer

program product in agGRIdAREMIRICIaHD wahwheigtRdhefoehnabluihesfRNNIse sihgdalloming: an

act of the generating a digest of the secret key data combined with one or more other data items; an act

of the commupicatipgsiithtihgyaistheadicates aRBUENReNHM Using messages that are at least partially
secured using the digest. 40. A computer program product in accordance with Claim 36, wherein the one

or more computer-readable media are physical media. CHALLENGE-BASED AUTHENTICATION
WITHOUT REQUIRING KNOWLEDGE OF SECRET AUTHENTICATION DATA ABSTRACT OF THE

DISCLOSURE 38. A computer program product in accordance with Claim 36, wherein the act of
providing the challenge to the authenticator computing entity and the act of the providing
the encrypted secret key data to the authenticator computing entity are performed by
providing a single message that includes both the challenge and the encrypted secret key

data to the authenticator computing entity.

39. A computer program product in accordance with Claim 36, wherein the
method further comprises the following:

an act of the generating a digest of the secret key data combined with one or more
other data items;

an act of the communicating with the authenticator computing entity using messages

that are at least partially secured using the digest.

40. A computer program product in accordance with Claim 36, wherein the one

or more computer-readable media are physical media.
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A challenge based authentication mechanism that does not require that the authenticating computing
entities be aware of the secret data used for the initial authentication. An authenticator computing entity
is to authenticate to the authenticatee computing entity. First, the authenticatee computing entity acquires
a challenge from a supplemental authenticatee computing entity. The authenticatee computing entity

provides the challergg A9 NENRGHSSNSHD" LOTAENT RIAIGNONITAFGUSH RN EN@ thenticator

computing entity solve the RN$PEEDGE @tantisatar SOTPHIRT ROAtY I$PRdsATaanswer to the
authenticatee computing entity, which uses the answer to authenticate the authenticator computing

entity. Figure 1
ABSTRACT OF THE DISCLOSURE

A challenge based authentication mechanism that does not require that the
authenticating computing entities be aware of the secret data used for the initial
authentication. An authenticator computing entity is to authenticate to the authenticatee
computing entity. First, the authenticatee computing entity acquires a challenge from a
supplemental authenticatee computing entity. The authenticatee computing entity provides
the challenge to the authenticator computing entity, which has a supplemental authenticator
computing entity solve the challenge. The authenticator computing entity sends the answer
to the authenticatee computing entity, which uses the answer to authenticate the

authenticator computing entity.

Figure 1
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