-1- TRANSACTION SYSTEM Background of the Invention The present

invention relates to a method and apparatus for a method of performing

secure transactions between a user and a merchant, and in particular,

between a user end station and a meréhant station. Description of the Prior

Art The reference to any prigr art in this specification is not, and should not

be taken as, an acknowled&éﬁ%%&%uggestion that the prior

art forms part of the common general knowledge. Currently, when online
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performed by having the user visit a merchant web page. The merchant web
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a secure technigue for making payment. This may be achieved in one of two

main ways. Often, the user is redirected to the merchants financial institution
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bank via this payment page with the details being stored by the bank behind
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The bank software will allow the online card user to enter the secure site of the bank of the merchant
to provide card details and seek payment authorisation. Card details are transmitted safely online

using industry standards secure socket layer encryption.

In this instance the software operated by the merchant's web server will cause the credit card details to
be transmitted securely to the bank via this payment page with the details being stored by the bank
behind a security firewall. Card details are therefore never disclosed to the merchant. Transactions
are completed in real time or are batch based. The payment is then usually received by the merchant

the same day or at the latest the next day depending on the time of the transaction.

An alternative process to the one outlined above is for the merchant to have an agreement with an

independent broker or agent in relation to the processing of card transactions.



requirements placed on the merchant are also of a lesser standard level. In
these instances the broker or agent will usually allow for a secure payment
page and a secure link between the merchant and the online card user. The
card user will provide details using this’method with the merchant storing
these details until it can be transferred to the broker's or agent's system for
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remains and grows at an alarming rate, in particular, as more and more
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“B?EEi’éﬁﬁgI‘éﬁ“&&@ﬁﬁa%éqﬂﬁ?ﬁiooﬁfr%é%f g‘f‘\ﬂﬂ‘iiﬁﬁ“i’éab&ﬁ%lé“bfub“amal’ with

lopsgragingiwitiy éxistihg ISYstemBardndfiyetdnasnditetiabilitatd drgsticalbnd merchants

cﬂ?ﬁﬁ’lfé%‘é@l}h@vé‘?%ff{%%%ﬂiﬁ% ﬁﬂ_fi’a%nﬁ %ﬂr%@giQ%IOPSQQSQ@)&ML%ﬁéQ$oi§urb
achjeved by negating the ne?esy oé the disclosure of sensitive credit card,

SEE U detAIS B IBARE, tC SHY HHY SERY R S8 Aol Bl ettt o

agmdrpayhmereerscoumnliRrefsratly- this is achieved by ensuring that the only
details of a transaction that are made known to a -3- third party within the
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Summary of the Present Invention

The present invention therefore seeks to ameliorate the problems outlined above by providing an
alternative method of transacting, which is capable of integrating with existing systems, and yet has

the ability to drastically improve the security of online, and other transactions.

In one example, this is achieved by negating the necessity of the disclosure of sensitive credit card,
account details or the like, to any third party and yet allows the transaction and payments to occur.

Preferably this is achieved by ensuring that the only details of a transaction that are made known to a



merchant to gain payment. As the payment indication is unique to the
particular transaction and the parties thereto, it cannot be used by, or benefit
any third party to the transaction. It has a one time use, and thereafter
expires or ceases to have any effect of value. This prevents third parties
from obtaining sensitive information such as card, account details or the like.
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nethadoingiuglingsR) Transferring payment details from the end station to the
merchant station; b) Causing the merchant station to: i) Generate a payment
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account may be at least one of: a) A bank account; and, b) A credit card
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Procelanheripgmsdaet de@horo) Provitisatiopay hemeisiditativnto the
merclianiistationerchiie saaurity information can include at least one of: a) A

user-ril)an&%ileg)(éﬂé e‘ﬁ’t%‘aiue%} &gﬁgggqard details; d) Financial institution

account details; eE) \n indication of a preferred payment method; and, f) Any
other rediréd IRTEATRRRSAPerIE §6RLE ¥Bhnection can be an SSL (single
socket laZerhconivedtiont. thd rriifvecayment indication can include a voucher,
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payment details, the financial institution station holding an account of the user and being

responsive to the payment request to obtain payment from the user via the user account.

The account may be at least one of:
a) A bank account; and,

b) A credit card account.

The method can include causing the financial institution station to respond to the payment request to:
a) Initiate a secure connection with the user’s end station
b) Obtain security information from the user end station;
¢) Process the transaction; and,

d) Provide a payment indication to the merchant station.

The security information can include at least one of:
a) A username;
b) A password;
¢) Credit card details;
d) Financial institution account details;
e) An indication of a preferred payment method; and,

f) Any other required information.

The secure connection can be an SSL (single socket layer) connection.



The method may include: a) Assigning a unique merchant ID to each

merchant; b) Causing the merchant station to include a unique merchant 1D

in the payment details; and, c¢) Causing the financial institution station to: i)

Generate a unique identifier in accordahce with the merchant ID, and, ii)

Provide the unique identifier on the voucher. The merchant station may be
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station to generate web-pages including details of available products; b)
TAdlowting tive wskrdo select one or more of the products; ¢) Causing the

meschantstationiposnerateB Rayment@meunt; and, d) Causing the user to

supmi ment details in.response to the payment amount. In a second
b)c‘l déra%g}{gtﬁle merchant, station to include a. ani uE:) n}érchaflt I?n}n the II:fad/ment details; and,
bro orm-ne present iInvention provides apparatus 1or pe rming secure

transactions thedeesy msyssior pidisteiton and a merchant station, the
appangtusdneiuding quéneichantenchstaliowiadapted iai ap Raceive payment

detallisl)frgrm }hgt}%nuqﬁaﬁ%til&nhf@_% ierate a payment request including: i) An

indication of the users en station; 1i) An indication of the transaction; and, c)
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with the payment details, e Hnancial ifsttition St&tion olding an account
visfaprewisePlasriiseing responsive to the payment request to obtain payment
from the user via the user account. The account is generally at least one of:
Tay Acbmdknacoslwdt; and, b) A credit card account. The merchant station is

geperallyiasaignreRdesRRelye-Rarchanbssthemarchant stalianbesdiucts;
a ?ptgﬂl ta in(t:lllude un{qbl{e merchant.ID in tgtectgaymentdetails. Typically the
me
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inStitUeRR NS IALBITAATASEEEN fe SBTAESTHEERURTMAGifth other secure
comnetiivity fMaydde usadi paynidnedaigrchasipstationtegaybemmdapied to: a)
Generate web-pages including details of available products; b) Allow the

IMSREIHSBIBE Qe AerPREENOTHNGKOFMICI&s apparatus for performing secure transactions
between a user end station and a merchant station, the apparatus including a merchant end station
adapted to:
a) Receive payment details from the end station;
b) Generate a payment request including:
1) An indication of the user’s end station;
i) An indication of the transaction; and,
¢) Transfer the payment request to a financial institution station in accordance with the payment
details, the financial institution station holding an account of the user and being responsive to

the payment request to obtain payment from the user via the user account.

The account is generally at least one of:
a) A bank account; and,

b) A credit card account.

The merchant station is generally assigned a respective merchant ID, the merchant station being

adapted to include a unique merchant ID in the payment details.

Typically the merchant station is adapted to transfer the payment request to the financial institution

station via a secure SSL connection, although other secure connectivity may be used.



c) Generate a payment amount; and, d) Receive payment details from the
user end station in response to the payment amount. In general the
apparatus is adapted to perform the method of the first broad form of the
invention. In a third broad form the present invention provides apparatus for
authorising secure transactions between a user end station and a merchant
Toeinghame Yisparais Rittitg a financial institution station adapted to: a)
Re¢elverajrayrhentaeqeedntolétciudingilibmintiigation of the user's end
staionlidiy daindication aftharsansastinnaaind, b) Initiate a secure

(:oclgne\cvcetrlltgrrg1 téveg%tpneentgger snggg | station; c) Obtain security information from

the’user en ion; ﬁolgro’ces’s the transaction; and, e) Provide a payment
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at least one of: a) A username; b) A password; c) Credit card details; d)
Tigaeandidici prititatio s adeptdrie details therekteddahthadicabioaddpranmiahe ipsention.
payment method. The secure connection is preferably an SSL connection.
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Strgggcyd%nt (_lll?,.the financial institution station being adapted to: a) Generate a
unique fiénfifier in accordance with the merchant ID, and, b) Provide the

umduBerEBIR RSy BENtFREUASUIEARIUHNGIIl be appreciated that the apparatus of
the third hroadden itbessrvendiamioaay be used in conjunction with the

apparigtugnq[l&gtgg%ﬂhq QQE?&%E%E%&{‘: the invention, and/or be used to

perform the method of the first broad form of the invention. -6- In a fourth
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HayingdhssfikstRauyiprovige payment details to the second party; b)
Caegls'&g}g tge second to:

vide a payment i?lglla/tion to the merchant station.
The security information typically includes at least one of:
a) A username;
b) A password;
¢) Credit card details;
d) Financial institution account details; and,

e) An indication of a preferred payment method.
The secure connection is preferably an SSL connection.

The payment indication can include a voucher, the voucher being used by the merchant to obtain

payment.

The payment request can include a unique merchant ID, the financial institution station being adapted
to:
a) Generate a unique identifier in accordance with the merchant ID, and,

b) Provide the unique identifier on the voucher.

It will be appreciated that the apparatus of the third broad form of the invention may be used in
conjunction with the apparatus of the second broad form of the invention, and/or be used to perform

the method of the first broad form of the invention.



I) Generate a payment request including: (1) An indication of the first party;
(2) An indication of the transaction; and, ii) Transfer the payment request to a
third party in accordance with the payment details, the third party
administering an account on behalf of the first party and being responsive to
the payment request to obtain payment from the first party from the account..
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meychanialiheragGaHPbRIAY: beyaklrashians @k s@)A paRk account; and, b) A

Cr%?'t&%% account. Hg\(vc—%g.er, it will be appreciated that the account may be

any accourit that Sllows funds to be allocated on behalf of the user. The
method (ypIERIRARbITgR<GaersiAg WHasthird party to respond to the payment
request ta) aj Indikateactarieatianyyith the user; b) Obtain security

informatign KEMELR: Y& inEXRERERTS,Hae transaction; and, d) Provide a

payment indication to the merchant. The connection is preferably be%llt?gzat o th
- F;Ial s, the
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card detajilspAhkhnancial instititiph aeaarnt detalsy a0 dson) ienislication of a
preferred payment method. The payment indication typically includes a
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although any alphanumeric code may be used. -7- The method typically

TSRS des: Al ASRINIG AMRISHE IR ISSACNR859Rd Party; b) Causing

the second party to include the unique 1D in the payment details; and, c)
. ausingtthe fgn rlciatl insti}‘ution to: i) Generate a unique identifier in
€ acco may eFI ﬁas one or: .. . . . P
accordance with the unique ID, and, ii) Provide the unique identifier on the
VO"E}ChAeP.ank account; and,

b) A credit card account.

However, it will be appreciated that the account may be any account that allows funds to be allocated

on behalf of the user.

The method typically includes causing the third party to respond to the payment request to:
a) Initiate a connection with the user;
b) Obtain security information from the user;
¢) Process the transaction; and,

d) Provide a payment indication to the merchant.
The connection is preferably being a secure connection, such as an SSL. connection.

The security information typically includes at least one of:
a) A username;
b) A password;
¢) Credit card details;
d) Financial institution account details; and,

e) An indication of a preferred payment method.

The payment indication typically includes a voucher, the voucher being used by the merchant to obtain

payment, although any alphanumeric code may be used.



The method can be a method according to the first broad form of the
invention. In a fifth broad form the present invention provides apparatus for
performing secure transactions between a first party and a second party, the
apparatus including second party end-station adapted to: a) Receive
ayment details from the first party; b) Generate a payment request including:
TgeAl??[il??giE@ffé‘Hyoff“ﬁl?grfﬁ%lf‘ﬁ%frty; i) An indication of the transaction; and, c)
TransfesithepaymweniPae erebistooadthirty party in accordance with the payment
degilsathigethicd-Raity.Adminisiasing @yacaounhop.hetaldaflithenirst party
anéi b&mg reag&)gésril\clgltlgsmﬁ . payment request to obtain payment from the
first party ffom the account. In'a sixth broad form the present invention
providesApparatyeife Mmarsihe atie wihdsenshs Betifeen first and
secont [rasties,tlibenappadattitineludingiédinancial institution station adapted
to: a) Receive a payment request including: i) An indication of the first party;
Tihy Aedibdicatien atdha iranaagtioticand bialnitiaiefanseskiggonnection with
the first party; c) Obtain security information from the first party; d) Process
ithe AfansRslianad, SLEroUde PR IBFICAIORIQIRESEEORRA Y sactions
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perform R Mefhod Sf theP 1ot ARBAd Torm of the RveRtion. Th'a s eVeRth
bréhdRRspivctPry preistsit e s edities a system for performing secure
trap)saztions Heiwesqditsinoady@and a second party, the apparatus

incluq'5ngAql 51%9039g1%§[ﬁ¥ glgﬂ)mgion according to the fifth broad form

coupled to a financial institution’end station according to the sixth broad form
via a BorhUic895 AetiRsklith: 4ieighth broad form the present invention
providessir gleptsonic payrsentmethod tdnenaiieracuser torspoamedytails, the third
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steps of; 8 &) accessing a merchant websi femotel. fom,a user computer
via a BcYmpute network; f ta merlélnan WébS?Ee con roaﬁedl%y a merchant
computer, enablin?bﬂ':]he user to select an account held with a financial _
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beegpge $ira ikl ecpaadciadiot. cbmapritetussadt pay afentretjuestingleaing adapted to:
identificatian ehfhenUsgn&ompuiaL;: identification of the merchant, the
transaction amodnt ang. g aggount,
i) An indication of the transaction; and,
b) Initiate a secure connection with the first party;
¢) Obtain security information from the first party;
d) Process the transaction; and,

e) Provide a payment indication to the second party.

The apparatus of the fifth and sixth broad forms is preferably adapted to perform the method of the

fourth broad form of the invention.

In a s eventh broad form the present invention provides a system for performing secure transactions
between a first party and a second party, the apparatus including a second party end station according
to the fifth broad form coupled to a financial institution end station according to the sixth broad form

via a communications network.

In an eighth broad form the present invention provides an electronic payment method to enable a user

to securely purchase goods and services from a merchant, the method comprising the steps of:



d) electronically transmitting the payment request from the merchant

computer to a financial institution computer, said financial institution

computer controlled by the financial institution at which the account is held;

e) at the financial institution computer; fhitialing a secure communication
connection with the user computer; f) under the control of the user,
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with a financial institution, the method comprlsmg the steps of: a) accessing a
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b) selgctinghtthe amegmunthhidld with a financial institution from which payment is

to e madeaip)sanfisinenapaymenhieguestssaid RAMBRLITSIUSSEction with the
|nd|cat|nlgcthe t{ansacUon amount and the account; d) accepting a secure

communication connection request from the financial institution; and e)
eléttridedhy tpareraitthig sectmtninfTssatisn fom e dws %Nﬁﬁbf@?‘f’(‘)‘tﬂﬁ@ the
financiakningtitstitotonldoeaceoatit is typically a credit card account, or a
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present invention will now be described with reference to the accomg)an ying

drawiFigEH VU AR RGO R SR P b R BE R fIFEUS P 3y JaRgd pgy payment

perfornding! treinga ctioirsmFid irgitisnggehaen@tibediaptan @hentexample of a

system for implementing the present invention; Figure 3 is a schematic
Idiagnanhrofdfiorexaenpiseof ion@tohtheviiocessigositsiemaf Rightiét@ plaigeneidr to
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Fi urest 5 a d 58 e a flowt%harttof asp ecific examp Ie of the system as
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pretexsesfiperfoereling wehsattiondy DetdikeeDeseritionn ofcthw Prefered:
EmpodissaiimAnreuilinaof e precessnof pesfarsmneghrRHIRNSAIOR B made;
ac((::)o I’QOE% 1%?111\1%"[21hp£1|'}]/rené&vr%(rf&!3(s)p salAlpra]l?r\{lven fequest indicating the transaction amount and the
account;
d) accepting a secure communication connection request from the financial institution; and
e) electronically transmitting security information from the user computer to the financial

institution.

The account is typically a credit card account, or a savings account.

Brief Description of the Drawings
An example of the present invention will now be described with reference to the accompanying

drawings, in which: -

Figure 1 is a flow chart of an outline of a process for performing transactions;

Figure 2 is a schematic diagram of an example of a system for implementing the present invention;
Figure 3 is a schematic diagram of an example of one of the processing system of Figure 2;

Figure 4 is a schematic diagram of an example of one of the end stations of Figure 2;

Figures 5SA and 5B are a flow chart of a specific example of the system as implemented via the



described with reference to Figure 1. In particular, at step 100 a merchant
and a user (in this case a customer of the merchant) negotiate a transaction.
This will typically involve having the user indicate they wish to purchase
respective goods or services from the frrerchant, at an agreed price. At step
110, details of the transaction are provided to the user's financial institution,
Hsgsthd'with a merchant ID. In this case, the financial institution is adapted
Frgugedniinistefrran! acoaineiohelpetvalf of rrfogeingdrdsmagntherefore be an entity
such as the user's bank, or the like. Alternatively, the financial institution may
oiSIRADRS AN AR HARIER B GRnicate with the user's bank on
behalf of the user. The merchant ID Is a unique identifier assigned to the
Ametahanifimapeossasioendthitie inMendion.id beoraekehai 1k isvdseth t@ill now be

d@my&nﬁrg@g@ﬁ&%ﬁg&ggfinancial institution. Accordingly, the merchant ID
is assigned by a trusted third party. When the merchant ID is provided to the

erehant.|Lisalsn seakio any inaneial instiytions, (aace aricRAiNg e .
tHe transactio scheme. This allows the fmanqa? Institutions to uniquely .
URISHTRP thE P Bt EHERIERR dBREGrepag et BrOpETIParaUBda, PAETRT lepective
goescribaeddes Monehd etaltaelownanllese triansaction details may be provided
either by the merchant, or by the user depending on the implementation. If
Avrsfded bytdinecnser rthedsaraeayalsa pradde-accamtdeiails speciying aith a
m%g&%H%oﬁé%sl I(!‘(a é,f{k%rﬁlya\llpczlﬁhigs%}/lmgnnltsI§d5%t9c?_ t(l;n a%%?ﬁiébt‘ér%lepcc]b%gt’ CEII;] %ehalf of a

financial institution operates to obtain authorisation from the user. The
usgitARtE R ST T BT ety atEA T HRC traf sAbrPtd M rdte ot [ 4RaEHY, the financial
ipreventing frawed lent trad sactiohgtbi tthisthnpaities withéerauthorisation ishalf of the
Jtypically achieved by having the user and the financial institution

communicate directly, allowing the user to provide security information, or the

TGl RS ARRIGRIIGH HIALINRP & RRAIQ AN, RS INROSIAHARIMURR, IO The

confirm the user's identity and to confirm the user's desire for the transaction
MY BracEed ?%ﬁﬁttgﬁ@%éﬁmﬁﬂ“ﬁf%‘}ﬁﬂﬁ ESEVERT aCeHE Y e FRehant ID
ifrongvwdhiots thetgbyumignttis to occur, if this has not already been provided

above. Once the financial institution has authorised the transaction, the
Wieanbiah#nstitu fio s gasyideo ce 88 theclpay néntlat ste p b fallevidngsthetions that are

pEﬁ%ﬁﬁ&’tﬁ@tiM&Q@ﬁ%&ﬁ%@&%@o%i@ﬁlé@é‘m‘é'ﬁhiﬁé&%&%ﬁgﬁsﬂig?%r&@rymmgfihe
party, such as the user's bank, depending on the implementation at step 140.
TS e TR B T YA BIRSRER Wit 4 MR FEISHT RS BIRsUsE thag!o™-
ayment is only received by the merchant. This can be achieved in a number
Tg?%ﬁﬁﬁ@%?%l?d?aé{x%ﬁﬂé@ﬁéﬂfﬁ%ﬁ&éﬂei FStiEBt S NCRy Bt i depgnding on the
inplachentine udlipgptiiedrigrdraneiDhéogetherywith pthéde nfosmmationilsTiiscdgang an

a&@&ﬁtp& Hé@fﬂ@%&ﬁ%ﬁﬁﬁ&ﬁ?f%@ﬁtt@ QRainpayment, for example by presenting
the voucher to the financial institution in

At step 120, the financial institution operates to obtain authorisation from the user. The authorisation
is required to allow the transaction to proceed, thereby preventing fraudulent transactions by third
parties. The authorisation is typically achieved by having the user and the financial institution
communicate directly, allowing the user to provide security information, or the like. It will be
appreciated that this is used to allow the financial institution to confirm the user’s identity and to
confirm the user’s desire for the transaction to proceed. At this point the user may also indicate an

account or the like from which the payment is to occur, if this has not already been provided above.

Once the financial institution has authorised the transaction, the financial institution can process the

payment at step 130 allowing the merchant to obtain payment from the financial institution, or from



return for the payment. At this point, the merchant will need to provide their

merchant ID to identify themselves, and therefore confirm to the financial

institution that the merchant is the intended recipient of the payment.
Alternatively, the merchant may define!8tanding instructions for payment

when obtaining their merchant ID. In this case, when the merchantIDis = |
aﬂ‘?fﬂ%ﬁl%ﬁpﬁﬁﬁ%% e TRk iRt BRo HIE R'BEP RS AL Yoy dtfer With '
ptiferstah dirgderstneetions tehichichaay ihen bewtofed inanddtabase. kveityis by the
n&a8@nwhen the financial institution processes the payment, the financial

institution will use the merchant ID received with the transaction details to
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account of the merchant Th|s allows the flnanctlal |nst|tut|%nsto arran

a voucher inclu .together with oth mation can then bg used by the
PRYEAPTS B RS S GVBLIN IR BH HEESUNT SF thE YRS cAAR CHhBFaEYy
merebanintg tvatinpey meht fier mad)elfobvhermr@lgam dnetirotatye thmpdogﬁérwtlmnon in
r@mml&@@mrm%ﬂgﬁbwhﬁ%wmmﬂw therprrs emiingetoNantio foWibhtify
th%?nw ees a%TQ’ QOr\éVIEQnI}Efer?nﬁle tP nlaftllglu{emzsfltl 19 aq’l l [ r%@?céa?lp?g egle intended
includes a num er of merchant servers 1 cou lf dnto a ypass payment
TSENGBY S the RIMEET of end stations 3, and a number financial institution
servers 4 via a communications network such as the Internet 5 and/or one or
Aspetiv AN STE dreathare anNe tRoTk )8 dilE UBEIUHe M EPEPANNSE rYEs PRipming their
ngeneraily. adapiedstowgepeiaiweihpbgesinhichupaicb e vieweshdyl iksrisoas, this
Jﬂ%@@%ﬁ%Qggéhépxé}%déﬁ'oﬁa}%ﬂy?nsmﬁd&%r%%t ﬁ?&’ﬁ{& by 'ArlaQi‘ Bl%”&&‘t%ase In

applications software which allows transactions to b éperforme

L EBTISER Wit VHS HrBSERtMVERTRSTTS TS ATy MedIRMIHel deriydempill use the
ngaymeiDschemeé svitictheasdivectise Gzl shoppig thasketdiogalhenw¢herusdicto may

n&%l@&ff&f%k%ﬁﬁ% ﬁé{Qfﬂs%‘ﬁ QPQQM{ 5@{1\8%&1\{!@0%@%@5{%% ff?f[aﬁalﬁ RRithon to
T SRR LS IS S SRS D o
PQ@W@@ QWIFC&W%@MW@I@WHW&@@MM applications software to aIIow

the payment method to be implemented, with the software being executed by
Ainexamelchiamipsetve ssithtds frmemtibnediab dvep Featibypasstservelt Rowibadseribed
wpidRRB dhdigation of the merchant IDs to the financial institution servers

4. In use, the financial institution servers 4 operate to process transactions on

IPSQ@UuQIr Ur’ﬁgri)p%«lfug’flﬁﬂ@d%é’ steanas wilkbridesained inmare %eﬁ%kpﬁé%ymem
Accordlnﬁ alt will be ag%fma ed th tthe servers 1,2, 4mayb

serrﬁ%l %m a r Og-éﬁlg ?]tl anda FSIP(% XL g 1hanc§a é{létllnutlﬂrh RN r§n4 iu/éa ngﬂ%mumcanons

nwwbmcp%é@@m@%ymrlslgmwmﬁﬁw@@ A@%N@Wltﬁé processing
system includes a processor 20 coupled to a memory 21, an input/output

I{UP) tlevioel2R sarccan extemealalhtedipcd RBgviaradueb 24k hvehphovedsori@dd by

uSXECHRS aRRlGANOR SRTWAEESIOREH, IMdNR-RIRMQEYAL N AT GRPIMBIONHRcations

sct)rf-lt%a':r%qvql el'ld K owcstltgaggzllctgons t(? t%xpt)grr O?ILégtlenn:i%goerdance with the present invention. This

will typically include usual payment schemes such as the use of a shopping basket to allow the user to

select products such as goods or services, which are offered for sale on the web site.

The bypass server 2 operates to issue unique bypass IDs to each one of the merchant servers 1 upon
registration of the system. The bypass servers 2 will also typically download special applications
software to allow the payment method to be implemented, with the software being executed by the

merchant servers 1 as mentioned above.

The bypass server 2 will also provide an indication of the merchant IDs to the financial institution

servers 4. In use, the financial institution servers 4 operate to process transactions on behalf of users



23 allows the processing system to be coupled to communications networks
and will therefore include modems, network interface cards, or the like. In
use, each of the servers will typically also be coupled to a database (not
shown) to allow information to be storéd therein. In the case of the merchant
servers 1 this may include information regarding the products for sale, the
Ob By BETHE WERRE I&HCad TSFRASAT FYOTh the case of the bypass server 2
this will typically include an indication of the merchants registered with the
ASGeidRg o et Peadsate e SRIETDS. Tn it Asdyrementidatijgny form of
pinstititiomsseryansedatipd: wilihtyypically irchides Getails oficarth Hofders, and may
also include merchant IDs. Similarly, the end stations 3 must be capable
AtansiertRgisiarmationeto iaumechaniservecdsaad the nithancal, instipitontput
6]V i 35 %ﬁ'hﬁ‘%&é&‘ﬁsmgf\é’%bz?@ge?b% QQe ke AR EXRMPIE QB application

suitable end station 3 is shown in Figure 4. In particular, the end station
SIS B IPIREBEBIB0 1&%%6??@?“%%?6%%‘&%?‘(%? -dERACEs! g tace
23nlextettrglrinteriace 83) coupleditdge thhemviaiativuns Bdyoiccordint ei¢forilibdude
nRRRreciateshthat the endsstatirma may be any form of suitable end station,
such as a personal computer, PDA, lap-top, mobile phone, or the like.
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station 3 could be formed from a server, such as a merchant server

njeTiBR L AP R BXAnTpie %H@r&ﬁ‘&?ﬁ%‘f KPR difftseRanipik b plgmation
régardmdire, rovwkaie frthddrtmsagtiontis ishe perfiormachonliRe Inahahedefabnédppass

swurrmflmﬂ agscinechwith rafereneerterigwasmansandskRd mlﬂamca{}}@ma@gether
P b [ R S
dﬂ‘?é‘ifsféﬁféé@éfﬁsoﬁﬁé BrdnstsldiResTsr Berchase and provides an

indication of this to the merchant server. This may be achieved in the normal
Swralptor texehplaitny saletthegiprbldiiers o anflisnaiod adeimegtheriesqye | and the
risReppingibasket-ok thadikeal Atbsiepi220iamersirniseniesheiaéamingsble end
the ce of the ?_electgd fﬂrOd ct a[hd d|§pqosn IS s 1o the -12- user ThIS ma

th ﬁS spown 1n urh L?ar icular udes aé)I'OCGSSOI' r. memor
be In‘the form of & checkout process with the merchant server 1 displaying

Yrares R bR fsreadét %‘ﬂé‘é gt laﬁﬁﬁsin%ﬁafé?%% Berer K st 230 the
user indicates if they wish to proceed with the transaction typically by simply
Aserifiraing! thigh th ipnscezee Siithe eat Stepn 240 e ferant Seppiend station, such
ag@ pekatescanpawmeDireges! asd displays:thisiie thrnsahokhss paytaeRtion may
ofnesh il iisalle nclude ARIRIS Al I RATPIR 7 PG, AU B8 ANNIAN scrver
delivery address. In addition to this, the user will be required to enter at least
defstibid Yretfeir own financial institution details in the form of payment details
at step 150. The financial institution details must include

Specific Example

Operation of a specific example of the invention, in which the transaction is to be performed online via

the Internet, will now be described with reference to Figures SA and 5B.

In particular, as shown in Figure SA at step 200 the user of one of the end stations 3 accesses a

merchant web-site via the Internet 2 or the LANs 4.

At step 210 the user selects one or more products for purchase and provides an indication of this to the
merchant server. This may be achieved in the normal way for example by selecting products from a

list and adding these to a shopping basket or the like.

At step 220 the merchant server 1 determines the price of the selected products and displays this to the



sufficient information to allow the merchants to identify an appropriate

financial institution server 4A, 4B, 4C, 4D which will be adapted to authorise

payments on behalf of the user. This will typically be the user's bank, which

holds an account of the user, but may be-a trusted third party adapted to

obtain authorisation from the user's bank on behalf of the user. In this latter
Uitse WM& aPpPEcltBathac i E HhArSAT ifdhhfoRddimhs s idtrlgane an
igliffichenf iKorndationcocaltbevtbefingnedalpirestitution to identify the user's

bank. The user may also provide details of their identity such as name or
Aothiep padsonalsidendifigatidhtadythisshstageodeperidingeombie inettypdaiity dhvethply
cdRicABHIOWE KL hishyill be provided later, as set out below. It is also

possible for steps 220 and 240, and 230 and 250 to be combined, as will be

ARRIESIIGRA Y Hhase &5&!%%&5&%95%%&%9 %9& the H‘L%féiﬂalﬂtﬁgr\é@ wer, The

generates a pggment request in accordance wi Eh;ﬂel’]'[ detalls.
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10n to enfi

icient erch ts t yanI %? P 1ate financia 1nst tut1on dﬁiver 4A,
nanC|a |ns itution. IS a € user to'sele er ror examp e cre
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tsupplyingthedetaisdanbe snerehantsBRAYNHS & bithpaynmenpsygtaapted to obtain
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electronic bill payment service offered by Australian banks, building SOCIetIeS
therfepuradituniing daals eurs Rektls e Briftererary &n%ﬁé“ sl abBsiption o
i&holyshewstortens.to pay a wide range of bills with via telephone or the

Internet. Customer's can pay bills via BPay where the biller and the financial
Tishdtthory hllamarmrﬁeragiﬂtﬁremeihmhi'waaﬁﬁ aif rany additte paksnfiormationtis at this

sera%g%&q&e/ t&‘hﬁ@%ﬁi@é ﬂﬁl%‘i%’&'o'i‘ kﬁl QA%VQF%Q%PWH%&H% GRANLs set out
such as BF‘jg Y number or the lik tstee[%% 0 th eﬁ)ayment request is

O A sTlradi s e thiely f?ﬁaﬁ&%ﬂ ‘Wélt ?ﬂﬂo'ﬁ“% e YiAZofa S RERh et b

apyrstiend80htre skilddighinstitution server 4A processes the payment request
before initiating a secure connection to the user's end station 3 at step 290.

AT lepuB®r twvlhthreimibecaskedntoass p phyany regeirédadafcnmation toepeyfosmdhals.

Tﬁ(@@%&lﬁ@e@&ﬁ%ﬁ%ﬁ@ﬁ ﬁ@l‘dlﬁr@%@&ﬁ%@?ﬁd in a number of manners
de ending on the respectlve implementation. Thus, for example, the user

ORTeRETR Bonfirm that the transaction is to proceed if sufficient
°ne13&§‘aa@dwn‘mmlaimvmm supplied at step 260, or if existing default

-PaypeRt QRN Hye been

® Any payment option selected.

Accordingly, if the user has selected a particular payment option with their payment details this is
provided to financial institution. This allows the user to select either for example credit card payment,
EFTPOS payment, BPAY payment, or the like, when supplying the details to the merchant. BPAY is
a bill payment system developed by a group of Australian banks, and launched in 1997. BPAY is an
electronic bill payment service offered by Australian banks, building societies and credit unions as a
core feature of internet and phone banking. BPAY allows customers to pay a wide range of bills with
via telephone or the Internet. Customer's can pay bills via BPay where the biller and the financial
institution have pre-registered. In this case, if any additional information is required by the financial

institution this is also provided by the merchant, such as BPAY number or the like.



predefined by the user with the financial institution. If the user has only
selected an option, such as BPAY or "Pay Anyone" access type payments,

the user may be requested to login to their Internet banking account, or
provide details of the account to be uséd- Alternatively, the user may be

asked to provide a payment option if this was not provided at step 260. If the
AlSEP dOR PR BIAADE ST h Bt B RIRY ha ST CHARE AL LB S8 ey ia secure
cagkitigfor account details, credit card details, or the like. However, it is usual
at step 300 for some form of security check to be required to confirm that the
Ausep 180geafiinadiatihetinoldescofdhvelidentifiedagopunt; crpcit gdivc: oridhinlikeecure
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scheme that may alternativel provr ion of a passwor
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dophidingvill thaviesoesyvidiamifipaiietioser, such as answering a number of security

guestions. The financial institution server 4A receives any required

Timforfiratianpén ththen procedsegthepagrfienthatistepn3d0omiis $tapo8R0 thafficient
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a institution server nerates the voucher at ste ) providing t
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payment has been processed. In'any event, payment confirmation is
bargﬁ’%%cﬁ"fbc?ﬁ%‘ Bae iSRSt o50 49918 (Rﬁlf%‘r?fﬁﬁf‘é% ISRy thibe like

financial institution server 4A either operating in accordance with normal way,
HotceskdfripreuBlaprieRitih éPate Bl foceaptty chre fikee TeaiTPb e appstiatiatede user
ithatdihisymayhbiecachiey eddnyictransterritgda copyrahanyevouchengepieipjacke the
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terminates the secure connection to the end station 3 and" this will typically

S RESTITETH RFEISET WtrBetPARSTAT HRY BAYK 16 e WP LB S tha aR ﬁ‘éﬁ?ld‘ will
upiipichy Wawify thelyearsimbleb imstasis yiilebthef tansactionipaperformed. Finally

at step 370 the merchant obtains payment from the financial institution
Topératicig theidinangialerinstiktions seywequiid oifdroan@anathécinstitetionhspgment
a@gegﬂg(yser's bank, depending on the implementation. This will typically

either be achieved in the normal way or by having the merchant cash in the
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the voucher to the respectlve bank or th rou%;'ﬁ other alternative processes.
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Otherwise some other form of confirmation may be sent to the merchant indicating that the payment

has been processed.

In any event, payment confirmation is displayed to the user at step 350. This will typically be
performed by the financial institution server 4A either operating in accordance with normal way, for
example by providing an online receipt or the like. It will be appreciated that this may be achieved by

transferring a copy of any voucher generated above to the user end station 3.

At step 360 the financial institution server 4A terminates the secure connection to the end station 3 and

this will typically result in the user being transferred back to the web page of the merchant which has



the transaction system as prescribed by the present invention as their

preferred method of payment and identifies their bank or card issuer. STEP

2: The merchant's web site generates a payment request to the bank or card

issuer, this payment request may incldde: a) an indication of the user, and

the transaction b) an indication of the user's end station STEP 3 : The bank
b Ak IERE W B8 HETISA A &S TREYEquest by: a) initiating a secure

connection with the user's end station b) obtaining security information from
Fiprdly 81<) Probe S5t @i Bt AR NRETAR tH & HHHECACRS e the financial
iprovidingeavpayment fnsicatiohef sustneisa vahchehioudassnmenthappesing R :the
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interactions between the user enq ista,tlo_n 3, the merchant server 1 and the
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tahovgrPhqtotrank indsoaghtiibigaevactiessesd by having the merchant

present the payment indication to the financial institution in person if it is in

Tthve, fortheobampe chers. ascdiseusse dirthmeyeede taihbetbwinRangmentramidne can be
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financial institution then they canclaim payment by themselves by submitting
the vEGCREY {65 RruHEA S hstitution of the card user, or they can pass
details on tetheinpeyiverityrosessihadminisorator or broker for claiming. In

this case thg merchants o dR [Rwaultkngsd to be submitted with any claims
for identification purposes, The benefits of the voucher method include that
e e S e I SRRt T D ment o
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secure link, or in person. When submitting the voucher they will also have to
disclose thefl BEG S ATEERRT 1193 SRR CHERLIGS fBr dfication.
Monieg Whli: Beepaidhimtotiontives slccpymewfitldeatier shasiti @riyyiidne voucher will
expire once used, and therefore be useless to any third parties. It will
Ttheiredorede Bppeaciateddhaidhadnefchianhtlisnneirgenesal yhkephsedraktitution

sgl\%W@X Gfe Engwn in Figure 6. In this case, step 4 is shown in dotted lines as this may be achieved
by having the merchant present the payment indication to the financial institution in person if it is in

the form of a voucher, as discussed in more detail below.

Payment

In the situation in which the voucher system is used as described above, the voucher could comprise
an alphanumeric code, such as a series of numbers and letters which form the identification of the
voucher. This series of number and letters will identify the merchant of the card user, or an

authorisation number and payment amount as well as the card user's financial institution.

If the merchant does not have an account with the financial institution then they can claim payment by
themselves by submitting the voucher to the financial institution of the card user, or they can pass

details on to their payment processing administrator or broker for claiming. In this case the merchant's



merchant ID is used by the financial institution to ensure that payment is
genuinely provided to the merchant, and is not fraudulently obtained by
another third party. In order to achieve this, the merchant must identify
themselves to the financial institution; With the merchant ID being used by
the financial institution to access details provided by the bypass server 2.
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Vstc K that USers register with the gl
has their own clearing house to hold monies deblted at the time of issuance of the vouchers, pending a

claim by the merchant.

Financial Institution

It will be appreciated in the above that the term financial institution above is intended to represent any
financial institution capable of holding or administering an account on behalf of the user and therefore

will typically be the user's bank.

However, this need not be the case, and accordingly, in the above process the financial institution may
represent a trusted third party that interacts with the user’s bank to obtain authorisation for the

payment.



server, allowing the bypass server to subsequently verify the identity of the

user and perform transactions on their behalf. This may occur for example

where the user's bank or the like is not a member of the scheme. In this

case, they are not registered with the"Bfpass server 2 and would not

therefore by able to determine the merchant via the merchant ID, and as a
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party may require cleared funds in advance which are held in an account on

ehalf of the user. In any event, this allows the user tg make transactions
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the above described method. The third party will then perform the check of
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technique may be implemented. Thus, for examﬁ)le, the merchant may
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details to the financial institution. Thus, in this case, the payment request is
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held by the trusted third party acting as the user’s financial institution for the purposes of online or

other transactions.

Alternatively, instead of holding account, the trusted third party may be authorised to communicate
with the user’s bank or other financial institution on the user’s behalf. In this instance, the third party
will obtain security details from the user and therefore act as the financial institution in the above
described method. The third party will then perform the check of the merchant ID as described above,

before contacting the user’s bank or other financial institution to arrange payment.



to online transactions. Thus, in the case of telephonic transactions, the user
end station 3, the merchant server 1 and financial institution server 4A may
be replaced by individuals provided with telephones. It will be appreciated
that the interaction between the individtfals will follow a similar pattern to that
outlined above The same is true for face-to-face transactions, with
*between the user end station 3 and the merchant station 1
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ideterminedcthastransaction to be performed, contact with the user is initiated.
This may occur, for example by having the financial institution telephone the
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and an end station 3. Thus, for example, if in a shop, the user could contact
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n ATM or the like to contact the financial institution. In this case, the
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the financial institution can issue a voucher to the merchant directly, or
Taltermatialyivia thabdTdl whirus Tios, esaapieplthetisercban abtaimpaydaid of the
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financial institution, and then obtain the voucher from the A he user can
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4paynireeribed above. Alternatively, the merchant can provide the details to the user, for subsequent
transferral to the financial institution. This can occur by having the merchant issue an invoice or the

like, as mentioned above.

In either case, the merchant ID must be provided to the financial institution to allow the financial
institution to pay the merchant. Thus, in the case of an invoice being issued, the invoice must include

the merchant ID, to allow this to be transferred to the financial institution for processing.

Once the financial institution has determined the transaction to be performed, contact with the user is

initiated. This may occur, for example by having the financial institution telephone the user on a



In any event, if communication is via telephone, the user can provide the
information required to perform the transaction either by speaking to an
operative, or a voice recognition system implemented on a processing

system, or by providing information usitiy a touch tone keypad. This will

usually take the form of account details, user name and passwords, or the
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third party, such as the bypass payment server 2 described above, this will
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account details are only ever submitted to their own financial institution. This helps improve security
of the user's account details, credit card details, or the like as this will prevent them falling into the

hands of third parties.

Furthermore, use of the voucher system to allow the merchant to obtain payment, allows the financial
institutions to ensure that third parties are not able to redirect the payment to themselves.
Furthermore, as the merchant has to register with the trusted third party, such as the bypass payment
server 2 described above, this will provide the third party with the opportunity to validate the merchant

as a genuine merchant, thereby ensuring that only genuine merchants are able to obtain the merchant



The term " transactions” at least encompasses any form of communications
between two or possibly more parties that relate to commerce, trade or the
transfer of consideration or value. This is not intended to limit the
interpretation of the term, which could tferefore also include any
communications_had between two or more parties relating to any matter
T ARAL 8BTS PRE TR flancial institution” includes any entity or individual
capable of making a payment, or arranging a payment on behalf of the user,
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services, but may also relate to the payment of bills, accounts or similar
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kS dNE systemuisast dirtitechianvamsastiansomith spesghants and may
include -20- transactions between any parties. Furthermore, the term

"merchant” is not intended to be restrictive, and is intended to cover any third
istered with the system to obtain an ID (commonly referred to as a
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regulatory or government bodies, or the like, as well as traders. This will
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YanRirR AN Bedificatians wilk hecema ARRs P ASUchyaeations and
modifications which become apparent to persons skilled in the art, should be
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cenyisdéingmébistation ageduat iméd bhdrtustation, the method including: a)
Transferring payment details from the end station to the merchant station;

In this regard, the term “account” encompasses any system bearing any designation or entitlement of

credit or otherwise, and is derived from any method or means, and includes but is not limited to bank

accounts, credit accounts, credit card accounts, charge card accounts, loan accounts.

Security information may include any other information as required or in accordance with the security

protocol as stipulated from time to time by the financial institution, or card issuer.

The term payment indication is intended to cover any form of indication that allows payment to be
received by the merchant and in one example include an alpha-numeric code, which in another

example may be incorporated into a voucher.

The term “payment” is not only limited to purchases of goods or services, but may also relate to the
payment of bills, accounts or similar transactions where money is due and owing by the user to any

third party. Thus, the system is not limited to transactions with merchants and may include



b) Causing the merchant station to: i) Generate a payment request including:
(1) An indication of the user's end station; (2) An indication of the

transaction; and, ii) Transfer the payment request to a financial institution
station in accordance with the paymemtQdetails, the financial institution

station holding an account of the user and being responsive to the payment
TRHTER B DR ARANE Al account details from the user end station, to

thereby obtain payment from the user via the user account. 2) A method .
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degeBbathe payment indication including a voucher, the voucher being used by
the merchant to obtain payment. 7) A method according to claim 6, the

method including: a) Assigning a unique merchant ID to each merchant; b)
Causing the merchant station to include a unique merchant ID in the payment
details; and, c) Causing the financial institution station to: i) Generate a

unique identifier in accordance with the merchant ID, and, ii) Provide the
unique identifier on the voucher. 8) A method according to any one of the
claims 1 to 7, the merchant station being adapted to transfer the payment
request to the financial institution station via a secure SSL connection.



-22- 9) A method according to any one of the claims 1 to 8, the method
including: a) Causing the merchant station to generate web-pages including
details of available products; b) Allowing the user to select one or more of
the products; c) Causing the merchantXtation to generate a payment
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adapted seringlugea usigheuraeneankdDdebihe payment details. 13)

2APPRAUE.AGCARI IR IRANYRNE Qh I RE R AR R0 12, the merchant station
being Aalga%Eted to transfer the payment request to the financial institution

stdtion via §C§%%nﬁ;r%n‘§SL connection. 14) Apparatus according to any one of

th&clAifs1 619?48 "Fhe merchant station being adapted to: a) Generate
3webrpagescinalidingldetaiis dfiavailablehpdoduicts s bjuslipi thensentorg@iegttion

oNng REJHNE @E theRrPdysisoC) Generate a payment amount; and, d)

Recelys, payment details fion e user, and ggation i response (o the

p Ei/ment amount. 15) Apparatus (S)erreslﬁ?horl.ang secure transactions between
a G5eP B8 SEAtiBA"EHEE dhireHEn St 4O e apparatus including a
finandiacmstitutiomgtatiorndadapted to: a) Receive a payment request

includingid) Anyindicationief tha.useds.eraistation; i) An indication of the
4;ra‘9§%&1%8 Qm%ﬂﬁig to claim 3, the security information including at least one of”
a) A username;
b) A password;
¢) Credit card details;
d) Financial institution account details; and,
e) An indication of a preferred payment method.
5) A method according to claim 3 or claim 4, the secure connection being an SSL connection.
6) A method according to any one of the claims 3 to 5, the payment indication including a voucher, the
voucher being used by the merchant to obtain payment.
7) A method according to claim 6, the method including:
a) Assigning a unique merchant ID to each merchant;
b) Causing the merchant station to include a unique merchant ID in the payment details; and,
c) Causing the financial institution station to:
i) Generate a unique identifier in accordance with the merchant ID, and,
ii) Provide the unique identifier on the voucher.
8) A method according to any one of the claims 1 to 7, the merchant station being adapted to transfer the

payment request to the financial institution station via a secure SSL connection.



b) Initiate a secure connection with the user's end station; c) Obtain security
information, including financial account details, from the user end station; d)
Process the transaction; and, e) Provide a payment indication to the
merchant station. 16) Apparatus accoréfing to claim 15, the security
information including at least one of' a) A username; -23- b) A password; c)

Credit Catd-ttal t’s“’&)%"ﬂe HASCiRgtE |ont5c318thﬂ‘t B and, e) An
indicdtrRInnsTtae prafhtredhirrrrsnt fothbeRst T dsiimrégaids at ewrtahtgptedeféﬁm
150pr slainnd te tRe seeltecaonneationdaginguan; SSL connection. 18)

ARW@KH%Q&&GQ{Q'LH%@Q&%GMQQ&Q&tﬁ&%ﬂé@%&&ﬁpallZ the payment

in BC ion in¢ udln oucher, loucher belnq used by the merchant to
ausin ?Sejl: S}& mit ment etal respons iga e t amount.
obtain pay

pa a us according to claim ayment request
19%ctamﬁ@hfﬂrﬁef&é%rﬁﬁ%ﬁfmaﬂ%nﬁﬁ%{wefma Ht%tttﬁ‘ttétﬁtlgtatt’&ﬁ BEIAy A daftedhe

toapPa@ensrakéng unighienidedhtifi@mimgosordance with the merchant ID, and,

b) Hradde dheymaidue.idevtifies Qo dhgoyoucher. 20) A method of performing
seg)urg tragr&ggcgonrllesn tt%gctg\els ena fII‘gSt party and a second party, the method
includ |ng a) I—Favm the first arty Prowde payment details to the second

party; bf@ﬁﬁglﬁﬁ%ﬂ%t@éﬁgﬁ(f@ 1Y: i) Generate a payment request
includingAn(myligatiomeli xtipnsetitheafidst party; (2) An indication of the
transaciiemnr; ardyi)ndianrgiet the payrenhiequesiticoa thisct@adiyeifvith the payment
aCCOr&’&‘i‘ﬁ%ﬁé’%a&ﬁl%[ﬁ%&@%ﬁ'&tdﬁg J;b%@o@@@ﬂ%q{?@%%&ﬂg I@S%OHSIVC to the

account ontbehalf th €. fII’fS E y and b in res# nsive to thetg b bt

requepsatyfnerbﬁfﬁuest‘lr?a%c?é Gt RSSO irst par ytab1 ﬁere e y obtain

obtaiRPEYPHERR RS ﬁﬁétsﬁfé‘ﬁﬁ?‘f%m the account. 21) A method

lacsppaing tocelding (20aithe thikchganty eing kafinanoctal institution. 22) A

mgthg@mg@jgﬂg diclaim 21, the third party administering the account. 23)

A Lneét Car%l’dl Lo any one of the claims 20 to 22, the first party being a
A metho accordlng to any one of the claims 20 to 23, the second

| Bl SR8 AT etob alloRdIFg o Eli b e HEE LR Pecte

bemn:g:la’(ntel@sttl@ngeghant station being adapted to include a unique merchant ID in the payment
details.
13) Apparatus according to anyone of the claims 10 to 12, the merchant station being adapted to transfer
the payment request to the financial institution station via a secure SSL connection.
14) Apparatus according to any one of the claims 10 to 13, the merchant station being adapted to:
a) Generate web-pages including details of available products;
b) Allow the user to select one or more of the products;
c) Generate a payment amount; and,
d) Receive payment details from the user end station in response to the payment amount.
15) Apparatus for authorising secure transactions between a user end station and a merchant station, the
apparatus including a financial institution station adapted to:
a) Receive a payment request including:
1)  An indication of the user’s end station;
i) An indication of the transaction; and,
b) Initiate a secure connection with the user’s end station;
c) Obtain security information, including financial account details, from the user end station;
d) Process the transaction; and,
e) Provide a payment indication to the merchant station.
16) Apparatus according to claim 15, the security information including at least one of”

a) A username;



a) A bank account; and, b) A credit card account. 26) A method according to
any one of the claims 20 to 25, the method including causing the third party
to respond to the payment request to: a) Initiate a connection with the user;
b) Obtain security information from the?dser; c) Process the transaction; and,
d) Provide a payment indication to the merchant. 27) A method according to
claim 2B t8 ¢onnection being a secure connection. 28) A method according
to QlaffrrP5easd 8f 26, the security information including at least one of: a)
A usarhaiie;ib)idtpasswordgta4-a6), Credit card details; d) Financial
ingtitution ACGEMNt Al 3adh &) Ahiadication of a preferred payment

1 %hggatuzs%gcé}megggg'% %O()I;dcilrggxlt% atpe}/ SOI;]JI'eC ggnglréetigrllaégpns %15 SRZSﬂn%ht?on

ga ent indication incliding a Voucher, the' Voucher beifig usecf?oy the -

T P EvRIEHS (t5 GBtaR LAy e, o Ametidd- EBYaHY i etdim b thie rathesdhe
includingbeial wis$igrihgnardimiquet@toagach. second party; b) Causing the

15£EpREhRA JRIRGMEe S Uigen B iR dhe pryment detalsnadda: 8), the financial
Causing th at‘m%@%igaﬁ Agﬁyg%gon to: 1) Qenera_te a uniqug ide_ntifie_r _in
accordance with the unique ID, and, ii) Provide the unique identifier on the

vollcHER 51 A Tt A HECEATHOE 1B s e T HRE" Eraitis 20 to 30, the
méthdeb s thdivrahaidimgfihefitstyoaskgrand third party communicate using a
26irst paitydesicstation 2nA rastoothaseeteingio: glatinagdd atheofiasp4psy tyicenéehod
statign;heing a mobile phone. 33) A method according to any one of the
cla}i;mls{z to 30, the method bein ta# m thogl accocridin to any one of the
er

claims 116 616 ,Eff %Bﬁﬁrr(gfﬂespfad’}nﬁ etails.to the secon

orming secure fFransactions between a
fird patty HHiracsegntyperty, the apparatus including second party end
station aGapied ipaacRegeiseipayiment details from the first party; b)
Generatg;a RRHNERLISAHESEINGIAAINg: 1) An indication of the first party;

(2) An indication of the transaction; and,

ii) Transfer the payment request to a third party in accordance with the payment details, the third
party administering an account on behalf of the first party and being responsive to the payment
request to obtain financial account details from the first party to thereby obtain payment from
the first party from the account.

21) A method according to claim 20, the third party being a financial institution.

22) A method according to claim 21, the third party administering the account.

23) A method according to any one of the claims 20 to 22, the first party being a user.

24) A method according to any one of the claims 20 to 23, the second party being a merchant.

25) A method according to claim 20, the account being at least one of:

a) A bank account; and,
b) A credit card account.
26) A method according to any one of the claims 20 to 25, the method including causing the third party to
respond to the payment request to:
a) Initiate a connection with the user;
b) Obtain security information from the user;
¢) Process the transaction; and,
d) Provide a payment indication to the merchant.
27) A method according to claim 26, the connection being a secure connection.
28) A method according to claim 25 or claim 26, the security information including at least one of:
a) A username;

b) A password;



i) An indication of the transaction; and, c) Transfer the payment request to a
third party in accordance with the payment details, the third party
administering an account on behalf of the first party and being responsive to
the payment request to obtain financia@taccount details from the first party to
thereby obtain payment from the first party from the account. 35) Apparatus
act orﬁ?ﬁ%tfﬁr%ﬂgﬁtﬁﬁ 32, the apparatus being adapted to perform the method of
and) oRigapfithiastersiimae2ondgals3dy.Apparatus for authorising secure
transactiedisabetwieainfirstdpaghsecaniabparties, the apparatus including a
2HNANCIALINSIHANSIRHIGN SAAPIRIN0Is) REGE MG ARV IRIMEE a voucher, the
includ'n?l:milz Al\lrswe(iﬂ)di&%tlil%gcl%);nytléeoﬂtrgrt\lﬂgart i) An indication of the transaction;
i s o

). ! !
and, b) Initiate a secure connection & first party; c) Obtain security

3thforRTRAS ACHIER YR Ah dha g irt Weils from the first party; d) Process
the transadtionyand, B yRroviderad payynent indication to the second party. 37)

Appatatus aseadingtaclaindd dhe.appayatus peingadanteddo perform the

m%;h%qu%fng% gene of the, claims 20 to 31. -25- 38) A system for performing
secure transactions between a first party and a second party, the apparatus

including 4 SBEohY BET B HY SBEHARCoHEY tB 1SR 4% coupled to a
finandial Trestiderthorieand Yeation cadeoidithgrto claim 34 via a communications
3neiwatko B Adingleciipnie @ayornismethod e enablenalwiser Heisgadmaly party and
PUiERa58,30R0% A1 SELYices oM 1 gkghant, the method comprising the
S515PS9F ) acessing a mefchiant websie femtely flom,a iser computer via
a?compu er network; b) at a merchant website controiied by 'a merchant

38bfmpeHier SHIBREIIY 08eritBsenitt 2hiadtolnnHo—bRR rTHahargprding to any
institutioe ftans whieh payment is to be made; ¢) generating a payment

JUSAYESEAL e MEFahant GRS SAIRPAYMERE FRaUESt iNEURlINGry, the apparatus

idenliifhcation of the user omputer identification of the merchant, the
mcluding secon arty en Cit%%on aJ d to

transaction amount and the acESunt’; d) electronically transmitting the
pay mBHErERRER T (i HE MBFHEME S mputer to a financial institution
compttesrasaidafinarctahérstitlvtion: computer controlled by the financial
institujionatdihich dh@-acaquny;is held; e) at the financial institution

compﬁl)te&niﬂj(tlii@;{p)g &&g%g&gmm&nicaﬂon connection with the user
¢) Transfer the payment request to a third party in accordance with the payment details, the third
party administering an account on behalf of the first party and being responsive to the payment
request to obtain financial account details from the first party to thereby obtain payment from the
first party from the account.
35) Apparatus according to claim 32, the apparatus being adapted to perform the method of any one of the
claims 20 to 31.
36) Apparatus for authorising secure transactions between first and second parties, the apparatus including
a financial institution station adapted to:
a) Receive a payment request including:
i) An indication of the first party;
ii) An indication of the transaction; and,
b) Initiate a secure connection with the first party;
¢) Obtain security information, including financial account details from the first party;
d) Process the transaction; and,
e) Provide a payment indication to the second party.
37) Apparatus according to claim 34, the apparatus being adapted to perform the method of any one of the
claims 20 to 31.



computer; f) under the control of the user, transmitting security information,
including financial account details, from the user computer to the financial
institution computer; and g) if the security information is accepted by the
financial institution, processing the payifient request at the financial

3ignstitution ?ompfuter, and thereafter electronically {Providing a (E)ayment
MdICKEIER it B SRl TSN A RS RRCUYEY 15 th& i rEiv AR P ESm Bt P
A0 afetsort ofitlaihserolprepelinatreckite b pruided Eretitredrdradedmnd 4hon
Themaethodofclzim3taherginithenaceaunt is a savings account. 42) An

38/ QGIrORICRRYRGRLMEIAGH (0 SRADIE RHICEIQSHCHIRIM LAY AMRICRANLI @I o
fu%%?c-nn?rthﬁa%g gﬁbn’gh%gs ro esraﬁt_ing a user computer and maintaining an
account with a manma?fln_sgti tion, the method comprising the steps of: a)

actle <SSty A MBFENANMNRRIBSTEE PEM SN HSHI YRR S YR B 6PRIBLIE PRAY R
computemaebarorksbiiy selecdiidg theracheunrbinplgwdthbéinineneial insfitutionccount
from witichpayme issiauaen Magehich paRflEMING R Aawment request, said
paéﬂmgte%rﬁ%gg ea“p'a@%'&?“r@%gs}e a&r%l[;]es%etrlc ra]n?'nc]oonyp% e‘?‘,ngait(rI %a;arg&l?urg ugs) including

accep I‘g}% a Secure communication connection request from the financial

institdfiSl SHa ) diBbirbHEaNG trAHEIHHRY S SEURT ifo fiR ARBHCIRE AR 20d the
financkePartcount details, from the user computer to the financial institution.
43)) Thecteihod efichaiimmgohwheyain:the@ecaudnt it aneredit Caidpaccavint. fidkddial

The methed O GIRim: AQWARHRIA I ARTOMHIIRR SAYINES RCHO RIS iARkAbn at

methoql.of t;%erforminsghslgpure transactions between a user end station and a
merchant s 5ﬁ%ﬂ?I{He ‘method including: a) Transferring payment details from
thé e At ARSI 6 & e PRI St AR BHINee SprAY TR HRIEAIY TRRIGAIRIY AL the user
indicatvomufra financial institution but no account details; b) Causing the

m@j‘ClﬂﬂJ{Hf glatigndasr i%ﬁﬁ&?ﬁ%ﬁ%&@x&kﬁm& ﬁﬁ%ﬁﬁ&ﬂﬂﬁ%ﬁﬂg tikdacAaccount details,
indicafti(gnﬂgéc the user's §Ontge§11ation' %)[ An indice}gogngf the transaction; and,
[

. T r? user computer nancial i ution co l%u I . B
II) Transfer the payment request to a financia stifution station in accordance

with tHePpASHHBh GRtaliRY frischipfah IR SatibR St BN RS SR HXEsRIAEavest

of theause fiamdiP eirguresgomsine. tad therpésmleritoreglie storodolstaimypay natiation

from tﬂ?@purs&ﬂiﬂaiaiﬁhmsuﬁﬁsra&%pmt.té@): Admﬁh@a@werforming secure
AHRRRactiens Pelwesn A Laahend siatian and. admerghant station, the method

|nclud|n% _ _ _ .
41) The method of claim 37 wherein the account is a savings account.

42) An electronic payment method to enable a user to securely pay a merchant from funds in an account,
the user operating a user computer and maintaining an account with a financial institution, the method
comprising the steps of:

a) accessing a merchant website remotely from the user computer via a computer network;

b) selecting the account held with a financial institution from which payment is to be made;

¢) confirming a payment request, said payment request indicating the transaction amount and the
account;

d) accepting a secure communication connection request from the financial institution; and

e) electronically transmitting security information, including financial account details, from the user
computer to the financial institution.

43) The method of claim 40 wherein the account is a credit card account.

44) The method of claim 40 wherein the account is a savings account.



a) Transferring payment details from the end station to the merchant station;
b) Causing the merchant station to: i) Generate a payment request including:
(1) An indication of the user's end stati&h; (2) An indication of the
transaction; and, ii) Transfer the payment request to a financial institution
43t BRI TaTE ARt Gt di ctiraddneid disheeian station. the
mstheibinchdleing an account of the user and being responsive to the payment
requUeshier@biai papaymentif aonthe usekiantRekiseraeeo watoantwhekaindetails
accoynt details AiR.not fFansiarad.iedhs M?ESQ&%L%@JEQE 47) A method of

pelgforcmln secure trants?ctlons between a first party and a second party, the
méthSd RENIAMG A" AUR the first party provide payment details to the
seconid Wﬁﬁ.a@%%mgeﬁhetsm party to generate a payment request

including(BnAndidiation @fiibesctranigaction; c. Transferring the payment
request t@)agmmlgﬁggyoim@c&gggggg}penwith the payment detalils, the third

party ; drPInI ering an account peha]f of he first party; and, d esnol onsive
ranster t ayment req UCS ancial Ins 1tut10 h accordance Wit gayment
to the payment re uest, avm the first arty an party communicat

the third ﬁ‘ﬁ\lfyt%f&ﬁ?ﬁ% Fﬁﬁ%@fhﬁt%i’é’éé’ﬂ ‘Héfh?%%ﬁrﬁfﬂ%“ﬁ?%i"ﬁ&ﬁ?%esmnme o
thereby disteanmpaysnesttdramaittpeyfiist partihérom thehacsoerbud8) A method

48CQ0rehNEater plaivmdns tharmethedidachiding havingnthafisst.panthanddhittion, the
parrgéthggmmg%oate using a first party end station. 49) A method according to
claim 46, the first party end station being a mobile phone. 50) A method
ac¥orlih %‘8%@?%%“&?&%1& "B AE A4S lﬂ%totil?é‘ﬂiré{‘r%d%é"%g a method
actordimgnothanydne sitivieelaims 1 to 9.

i) Generate a payment request including:

(1) An indication of the user’s end station;

(2) An indication of the transaction; and,

ii) Transfer the payment request to a financial institution station in accordance with the payment
details, the financial institution station holding an account of the user and being responsive to
the payment request to obtain payment from the user via the user account, and wherein
account details are not transferred to the merchant station.

47) A method of performing secure transactions between a first party and a second party, the method
including:

a. Having the first party provide payment details to the second party;

b. Causing the second party to generate a payment request including an indication of the
transaction;

c. Transferring the payment request to a third party in accordance with the payment details,
the third party administering an account on behalf of the first party; and,

d. Responsive to the payment request, having the first party and third party communicate, the
third party obtaining financial account details from the first party to thereby obtain
payment from the first party from the account.

48) A method according to claim 45, the method including having the first party and third party
communicate using a first party end station.

49) A method according to claim 46, the first party end station being a mobile phone.

50) A method according to any one of the claims 45 to 47, the method being a method according to

any one of the claims 1 to 9.



