1 Description STORAGE MEDIUM, COMMUNICATION SYSTEM, AND
CONTROL DEVICE Technical Field [0001] The present invention relates
to a storage medium that stores therein subscriber information of a
cellular phone and includes a contact connection interface for connection
to a cellular phone so that the subscri?er information may be controlled
from the cellular phone side, and particularly to a storage medium that
has SIM card functions defined by GSM (11.11) and ISO/IEC 7816, a
control device, and a communigatien systeanformed of a storage medium
and a control device. [0002] More specifically, the present invention
SFelates 10 va storage DR thATAas theYSaRd sizeMdhd il SHapeCE
as th_ose of a SIM card defined by GSM (11.11) and ISO/IEC 7816 and
TRYeMidesplurad finttions such as functions of a memory card, electronic
money, and credit card on a cellular phone, and the invention relates to a
[cohiro] device and a communication system formed of a storage medium
and a control device. In particular, the present invention relates to a

storage Fieeliuri &t inCIiHER d ¢6Rtatfeds ffbrte hebides s Contact ™

+hat stores therein subscriber information of a cellular
phone and includes a contact connection interface for
connection to a cellular phone so that the subscriber
information may he controlled from the cellular phone
side, and pafticularly to a storage medium that has 5IM
card functions defined by GSM (11.11) and ISO/IEC 78le, a
control device, and a comumunication system formed of a
storage medium and a control device.
[cco23

More specifically, the present invention relates to
a storage medium that has +he same size and terminal
shape as those of a SIM card defined by GSM (11.11) and
T30/IEC 7816 and provides plural functions such as
functions of a memory card, electronic money, and credit
card on a cellular phone, and +the invention relates To a
control device and a communication system formed of a
storage medium and & control device. In particular, the
present invention relates to a storage medium that

includes a contactless interface begides a contact



2 connection interface for connection to a cellular phone, and of which
stored contents relating to provision of services by a memory card,
electronic money, and credit card are controlled by an external control
device via the contactless interface, and the invention relates to a control
device and a communication system formed of a storage medium and a
control device. Background Art [0003] In recent years, due to the
advancement and popularization of techniques of information apparatus
~ahth deformation cormurication, reorgarizationtsf eorffmukicatipnoone;,
carriers, price revision, and diversification of communication services are
sheing fpromiated sAnong the rapidlsadiErting @lécormmaticatioRs °
industry, particularly techniques of mobile communication typified by .
seettular phongs aresigificatiy Yrowir OOBAFIMgEHeYal, AE ||E‘}r‘:?1/erdlt
phone is provided with a contact IC card called a subsiril?jer iggrétit¥ia the
aaodule (SIMPTR vHier Sub¥erier SRt RmAadn fora-éaitier =

(telecommunications company) in.a cellular phone network_is _stored.
FUHRFREPE mahy OF Fécem céitilar phod 358 E leaﬁip%%gav%ﬁg .

éggggyﬁsgg%fggdggwtgngg%ﬁunication system formed of a

storage medium and a control device.
Background Art
[0003]

In recent years, due to the advancement and
popularization of techniques of information apparatus and
information communication, recrganization of
communication carriers, price revision, and
diversification of communication services are being
promoted. Among the rapidly-advancing relecommunications
industry, particularly technigues of mobile communication
typified by cellular phones are significantly growing.
r0oc4]

In general, a cellular phone is provided with a
contact IC card called a subscriber identity module (SIM)
in which subscriber information for a carrier
(telecommunications company) in a cellular phone network
is stored. Furthermore, many of recent cellular phones

are equipped with contactless IC card functions for



3 supporting applications such as electronic money. Moreover, many
cellular phones have a slot in which a memory card for recording therein
images captured by a camera and music data for reproduction is loaded.
Background techniques will be described below regarding the respective
card functions incorporated in a cellulgr phone. SIM Card and IC Card
[0005] The SIM card is a contact IC card defined by the ISO/IEC 7816
standard, and is used in cellular phones based on the system of GSM
s(Glebak-Sysiearior Mohileo Commuhicatiors) W-COMA (Wideland-Code
Division Multiple Access), or the like. The SIM card is given a unique
Maurabetiefetred $o as ahihternatioret sdbilessubseribér ideritiy-AMSY)
The cellular phone can carry out communication by linking the IMSI with
ritsrtetephomed nGmber f0008]. For iHesroFatICATMIE Eelfifa PG, AV

card 1 has the specific size and shape (see Fig. 14A) . This size (width
EEI xadEbtRRS rAnPR HickigssTEPE AimTist Shahér thah 1Rt of a

Hgﬁe@nfe%cg);%?’élﬁ? ;gé!é(} g?égeléﬁ(i% ngrg )éigdé g1 rni1 b%a%e ggl c%' vef Bg'e garding

the respective card functicons incorporated in a cellular
phone.

SIM Card and IC Card

[0005]

The SIM card is a contact IC card defined by the
180/1IEC 7816 standard, and is used in cellular phones
based on the system of GSM (Global System for Mobile
Communications), W-CDMA (Wideband-Code Division Multiple
Acceés), or the like. The SIM card is given a unigue
number referred to as an international mobile subscriber
identity (IMSI). The cellular phone can carry out
communication by linking the IMSI with its telephone
numbear.

[oooel

For incorporation in a cellular phone, & SIM card 1

has the specific size and shape (see Fig. 142). This size
.(width 15 mm x depth 25 mm x thickness 0.76 mm) 1s
smaller than that of a general contactless IC card 17 (86

mm x 54 mm, see Fig. 14B). Information exchange between a



4 contact IC card and apparatus is carried out via a terminal 300 with a
§pecific shape. [0007] Fig. 15 shows an example in which the SIM card 1
is applied to a cellular phone 2. Because the power supply of the SIM
card has to be surely turned off before loading/unloading of the card,
many cellular phones have a structure that does not permit
loading/unloading of a SIM card unless the battery of the cellular phone is
detgched and thus the power supply thereof is turned off. In the example
QfFigc15 the SiMicantil isdipslustedsbeébind artrdttety @1torv the backside
_of the cellular phone 2. [0008] The loading/unloading of the SIM card
riafrom a1 celiuanphone allows tHe. teleplagree.number to be transferred to
another cellular phone, and permits one cellular phone to use plural
telephbne numbers through switching. However, basically the SIM card is
not designed for frequent loading/unloading. The maximum_capacity of
the SIM Eam pdtinfpragtical (eeisRson’ a8 abolit 158 v Mvfigh <
allows storing of the personal information of a contractor and several terisy

aifndlephone directdry! Holever here is B Hend 5 incteals e =“FF

of the SIM card has to be surely turned off before

1 is

loading/unloading of the card, many cellular phones have
a structure that does not permit loading/unloading of a
5TM ecard unless the battery of the cellular phone is
detached and thus the power supply thereof is turned off.
In the example of Fig. 15, the SIM card 1 is included
vehind a battery 21 on the backside of the cellular phone
2.

[0C008]

The loading/unloading of the SIM card in/from a
cellular phone allows the telephone numper to be
transferred to another cellular phone, and permits one
cellular phone to use plural telephone numbers through
switching. However, basically the SIM card is not
designed for freguent loading/unloading. The maximum
capacity of the SIM card put into practical use 1s as low
as about 128 MB, which allows storing of the personal
information of a contractor and several tens of telephone

directory. However, there is a trend to increase the



5 capacity to 1 GB, which allows storing of content information and so
on. [0009] Generally, contact IC cards such as the SIM card are intended
to safely record therein the inside information and safely treat the
information between the card and apparatus (cellular phone, payment
terminal, and so on) and services to which the card is applied. With
reference to Fig. 16, the functions of a SIM card and an IC card will be
described below. [0010] Subscriber information is safely recorded in the
SIMseard,1 apd is usgd far asthentication suithrd aarrief 3@atthetime of
connection to a cellular phone network. The SIM card 1 includes a data
area imwhichna telephanesrdirectory and so on are stored, which allows
recording of and reference to telephone numbers in accordance with
users pperation on the cellular phone 2. [0011] On the other hand, the IC
card 1' is used as e.g. a cash card, credit card, or electronic money IC
card, an@czrried but nGtoHE atthentieaticiPwith @ eehite-3€ bt ‘aIss T ¢

authentication with a payment terminal 2'. Furthermore, the IC card 1'
exehargeendypredimpattanfecord therein the inside

information and safely treat the information between the
card and apparatus (cellular phone, payment terminal, and
so on) and services to which the card is applied. With
reference to Fig. 16, the functions of a SIM card and an
IC card will be described below.

[0C10]

Subscriber information is safely recorded in the
STM card 1 and is used for authentication with a carrier
30 at the time of connection to a cellular phone network.
The SIM card 1 includes a data area in which a telephone
directeory and so on are stored, which allows recording of
and reference to telephone numbers in accordance with
user’s operation on the cellular phone 2.

[C011]

On the other hand, the IC card 1’ 1is used as &.g. a
cash card, credit card, or electronic money IC card, and
carries out not only authentication with a center 31 but
alsc authentication with a payment terminal 27.

Furthermore, the IC card 1’ exchanges encrypted important



_6 data such as credit information (including electronic money
information) and personal information with the payment terminal 2' and
the center 31. [0012] In this process, the command/response of the SIM
card_ and the IC card is controlled by the apparatus to which the card is
applied. The electric signal terminals, .electric specifications, data-transfer
control system, and command/response transmission/reception system
on an IC card interface 4 are defined as the standard by ISO/IEC 7816.
qkhe cggyg&a@y respense and thesprotecol at anl upperdevéleare defined
on a service-by-service basis. For example, as the global standards,
@ SMisiuseskfes the rcellutas phene senvice e EYM. (Burgpay, the
MasterCard, Visa) is used for the credit card service. [0013] Therefore,
riherSiM caretarichthe I cardchaviesa fanétich tthold data and are
equipped with an interface function compatible with the ISO 7816
[starddard in common. Furthermore, the cards each have a protocol

function compatible with a corresponding one /of services. Dgpqqldén%?ﬂ

the function stférediBiPiRISTOtdCaR EBRIGISt ALtTaHiicaRor, “enciyption,
and so onis carried out.
card and the IC card is contreolled by the apparatus to

which the card is applied. The electric signal terminals,
electric specifications, data—transfer control system,

and command/response rransmission/recepticn system on an
1C card interface 4 are defined as the standard by
1SO/IEC 7816. The command/response and the protocol at an
upper level are defined on a service-by-service basis.

For example, as the global standards, GSM is used for the
cellular phone service, and EVM (Europay, MasterCard,
Visa) is used for the credit card service.

[0013]

Therefore, the SIM card and the IC card have a
function to hold data and are equipped with an interface
function compatible with the IS0 7816 standard in common.
rurthermore, the cards each have a protocol function
compatible with a corresponding one of services.
Depending on the function of fered by the protocol,
contrel of authentication, encryption, and so on is

carried out.



7 [0014] Fig. 17 schematically shows the hardware configuration of the
SIM card (IC card). [0015] An IC card terminal 300 is an electric signal
terminal applied to the IC card interface 4. Under the standards of
ISO/IEC 7816-1 and -2, the respective terminals of power supply (VCC),
reset (Reset), clock (Clock), program power supply (VPP), data transfer
input/output (I/0), ground (GND), and reserve (RFU) are arranged in the
terminal 300 as shown in the drawing. [0016] An IC card interface
contreier 301 provides an interface function, and controls data transfer
between the card 1 and the IC card interface 4 in accordance with the
ISO/IEC 784 6-3 Standarch FurtheripreHthe £ohtrelléra 80¥ zafries out
command reception and response transmission in accordance with the
dfomtatpf 1SOIEC 78164 (&ipfication pidtecsiadzda unit (APDU)). [0017]
A CPU (Central Processing Unit) 302 is a major controller for controlling

tié protocol compatible with a service between the card 1 and the cellular

phone 2. [0018] ‘ . .
An IC card terminal 300 is an electric signal

terminal applied to the IC card interface 4. Under the
standards of ISO/IEC 7816-1 and -2, the respective
terminals of power supply (VCC), reset {(Reset), clock
(Clock), program power supply (VPP), data transfer
input/output (I/0}, ground (GND), and reserve (RFUY are
arranged in the terminal 300 as shown in the drawing.
[0016]

An IC card interface controller 301 provides an
interface function, and controls data transfer between
the card 1 and the IC card interfacé 4 in accordance with
the T30/IEC 7816-3 standard. Furthermore, the controller
301 carries out command reception and response
transmission in accordance with the format of ISO/IEC
7816-4 (application protocol data unit (APDU)).

[0017]

A CPU {(Central Processing Unit) 302 is a major
controller for controlling the protocol compatible with a
service between the card 1 and the cellular phone 2.

[CC18]



8 A read only memory (ROM) 304 is a memory area in which a program
that is to be executed by the CPU 302 is stored in a nonvolatile manner.
A random access memory (RAM) 305 is a work memory area used when
the CPU 302 executes a program. [0019] A cryptographic block 306
executes data encryption/decryptiongvhen the CPU 302 treats encrypted
data. A cryptographic algorithm such as data encryption standard (DES),
Triple-DES, or advanced encryption standard (AES) is implemented on
the cryptographicblogk ri306: Q020IAN eRetically erasaihs dng rea 11
programmable ROM (EEPROM) 307 is a nonvolatile memory area for .
whalding: datavthatiis toobé treatétbby thee el {2 Y helepGHh2° 02 18
acquires a command from the IC card interface controller 301 via a
ssystent bus 303,cant kakridsoiasredsterminéd prtBe6iontrol Wik =Y

access to the cryptographic block 306 and the EE ROV\g 307 as o,
(RAKEM ATebFoRse f- the e e iRterfacB XBNtBile’ 301 [0027]

executes a program.
[oo1el

A cryptographic block 306 executes data
encryption/decryption when the CPU 302 treats encrypted
data. A cryptographic algorithm such as data encryption
standard (DES), Triple-DES, or advanced encryption
standard (AES) is implemented on the cryptographic block
306.

[0020]

| An electrically erasable and programmable ROM
(EEPROM) 307 is a nonvolatile memory area for holding
data that is to be treated by the card.
[0021]

The CPU 302 acguires a command from the IC card
interface controller 301 via a systemnm bus 303, and
carries out predetermined protocol control with access to
the cryptographic block 306 and the EEPROM 307 so as to
transmit a response to the IC card interface controller

301.

[0022]



9 Fig. 18 schematically shows the hardware configuration of the cellular
phone terminal 2 in which the SIM card 1 is loaded. [0023] An IC card slot
400 is an insertion port for accepting the SIM card 1, and has contact
points corresponding to the respective signal terminals on the IC card
terminal 300 of the SIM card 1. [0024}An IC card interface controller 401
is a controller corresponding to the controller 301 in the SIM card 1
loaded in the IC card slot 400, and carries out command transmission
and responge regeptiortoffronsthetCstard sinterfades4.40625] A CPU 402
controls the protocol with respect to the SIM card 1, and controls a
eelltlar communication Hfanctdnal Liait Wﬁﬂh*él%ﬁ?%%roﬁ@p%w
with respect to a carrier 3. Furthermore, the CPU 402 carries out control
tofeappliatioreds the eeltasgiione 2 via a Ul (User Interface) functional

unit 408. [0026] A ROM 404 is a memory area in which a program that is
6 beexecuted by the CPU 402 is stored in a

An IC card slot 400 is an insertion port for
accepting the SIM card 1, and has contact points
corresponding to the respective signal terminals on the
¢ card terminal 300 of the SIM card 1.

[0024]

An IC card interface controller 401 1is a controller
corresponding to the controller 301 in the SIM card 1
ioaded in the IC card slot 400, and carries cut command
transmission and response reception to/from the IC card
interface 4.

[0025]

A CPU 402 controls the protocel with respect Lo the
SIM card 1, and controls a cellular communication
functional unit 409 to thereby control the protocol with
respect to a carrier 3. PFurthermore, the CPU 402 carries
out control of application as the cellular phone 2 via a
UT (User Interface) functional unit 408.

[002¢6]
A ROM 404 is a memory area in which a program that

is to be executed by the CPU 402 is stored in a



10 nonvolatile manner. A RAM 405 is a work memory area used when
the CPU 402 executes a program. An EEPROM 407 is a nonvolatile
memory area for holding data that is to be treated by the card. [0027] A
cryptographic block 406 executes data encryption/decryption when the
CPU 402 treats encrypted data, and a cryptographic algorithm such as
DES, Triple- DES, or AES is impleme]nQed on the cryptographic block 406.
[0028] The cellular communication functional unit 409 is a wireless

%gmlﬂ'%ﬂ%n unit that proyidggthgeommunication fupetion ofthes used

r phone. The Ul functional unit 408 is a device of an operating

system .and-gisplaying-systemdar providige aserdnterfacemf the? is a
cellular phone. [0029] Fig. 19 is a flowchart showing the procedure of

imerace processingafihe:SIM eard (G taid)dased-on: the standardsoef
ISO/IEC 7816-3 and -4. This processing is executed by the IC card

interfaeeicontralies 3@rcaxcept for command processing 504. [0030]
Activation processing 500 is to allow the cellular
100271

A cryptographic block 406 executes data
encryption/decrypfion when the CPU 402 treats encrypted
data; and a cryptographic algorithm such as DES, Triple-
DES, or AES is implemented on the cryptographic block 406.
(00281

The cellular cemmunication functional unit 409 is a
wireless communication unit that provides the
communication function of the cellular phone. The UL
functional unit 408 is a device of an operating system
and displaying system for providing a user interface cf
the cellular phone.
100297

Fig. 19 is a flowchart showing the procedure of
interface processing of the SIM card {IC card) based on
the standards of ISO/IEC 7816-3 and -4. This processing
is executed by the IC card interface controller 301,
except for command processing 504.

[0030]

Activation processing 500 is to allow the cellular



11 phone 2 to activate the SIM card 1. Specifically, the respective
terminals of the SIM card 1 are so controlled as to be in the following
states: VCC supplied, Clock supplied, VPP stopped, RST = Low, and I/O
= reception mode. [0031] Reset processing 501 is to issue a reset to the
SIM card 1 after the activation of the, cellular phone 2, and acquire
interface-ability information referred to as Answer to Reset (ATR).
Described in the ability information are the upper limit of the frequency of

@Q@nglogkgl&ataqg@l%gépm}%ﬂ thervatdahle clockrate idonwetsign facter
(deflned as F, D), the transfer protocol system (definedas T=0, T =1)
Aor Jransmissiopkaseption offdatadcemimaraii@sponse), e cs«@m*pngplled
voltage value of VPP, and so forth. The cellular phone 2 has to carry out
alBtemtads&ofﬁotﬁmao@mldmwwvlﬁtm@%lI|t§f¢ﬁ¥oﬁﬂﬁﬁ’ér% ffldatal ocx
communication. [0032] Protocol setting (protocol type selection (PIS))
spropéssing 502 8s to-alfavethe Bélfular pishe 216's ép the trafisfer protoeol
system and the clock rate conversion factor for the SIM card 1. In this
mprdeessing, the cellular phone 2 issues a PTS request to thereby set

[0031]

Reset processing 501 is to issue & reset to the 3IM
card 1 after the activation of the cellular phone 2, and
acquire interface-ability information referred to as
Answer to Reset (ATR). Described in the ability
information are the upper limit of the frequency of the
clock that can be supplied, the variable clock rate
conversion factor (defined as F, D), the transfer
protocol system (defined as T = 0, T = 1) for
rransmission/reception of data {command/response), the
supply voltage value of VPP, and so forth. The cellulazr
phone 2 has to carry out interface control in accordance
with the ability information in data communication.

[CG32]

Protocol setting (protocol type selection (PTS) )
processing 502 is to allow the cellular phone 2 to set
the transfer protocol system and the cleck rate
conversion factor for the SIM card 1. In this processing,

the cellular phone 2 issues a PTS request to thereby set



12 the protocol system in the SIM card 1. The SIM card 1 sends back a
PTS reply to thereby notify the set protocol system. From then on, data
(command/response) communication is carried out under the set transfer
protocol and clock rate. [0033] Command reception processing 503 is to
allow the SIM card 1 to receive a COtﬂnand transmitted from the cellular
phone 2. The received command is sént to the CPU 302. [0034] The
command processing 504 is executed by the CPU 302. Specifically, the

{GRU302 sxeautes apalysis-ofithe reneivediepmmanttaritiiteticard 1
operation on the cipher corresponding to the command, and EEPROM
Contl Hectheselpyr consiplof asresphrseQ0351tREsporse trmsmissioaco
processing 505 is to transmit the response sent from the CPU 302 to the
Splular phanes:2. f0036] dihyougtht repetition o thie €6 ATEHR reception
processing 503, the command processing 504, and the response
dransmission processimg 505 54 sekids BResmamany set transfer

protocol and clock rate.
[0C33]

Command reception processing 503 is to allow the
STM card 1 to receive a command transmitted from the.
cellular phone 2. The received command is sent to the CPU
302,

[0034]

The command processing 504 is executed by the CPU
302. Specifically, the CPU 302 executes analysis of the
received command, arithmetic operation on the cipher
corresponding to the command, and EEPROM control, to
thereby construct a response.

[6035]

Response transmission processing 505 is to transmit
the response sent from the CPU 302 to the cellular phone
2.

[0036]

Through repetition of the command reception

processing 503, the command processing 504, and the

regsponse transmission processing 505, a series of command



13 processing is executed, so that the protocol control corresponding to
the service is carried out. [0037] Stop processing 506 is to allow the
cellular phone 2 to stop the SIM card 1. Specifically, the respective
terminals of the SIM card 1 are so controlled as to be in the following
states: VCC stopped, Clock stopped,l\_{PP stopped, RST =L, and I/O = L.
[0038] Fig. 20 shows the application protocol data unit (APDU) of
command/response applied to the interface of the SIM card (IC card)

chased.qn the ISOUEC #8164 standarsh: [2039] it theocammantlARPDU
indicated by reference numeral 60, CLA (600) provides class (CLASsS)
dnformationder identifications et thecprotecat zomésgorming to the service.
INS (601) offers information on the command instruction (INStruction) at
tbe service class. P1 (602) and P2 (603) provide information on
parameters associated with the command. Lc (604) is given the_data
length ofs the splrsetrent databAreal(®05) o thetbrimand Sle (66@) R°1e

given the expected value of the data length of a data area (61%) of q ;
Tesporseop the SIM card 1. Specifically, the respective

+erminals of the SIM card 1 are so controlled as to be in
the following states: VCC stopped, Clock stopped, VPP
stopped, RST = L, and 1/0 = L.
[0038]

Fig. 20 shows the application protocol data unit
(APDU) of command/response appliéd to the interface of
the SIM card (IC card) based on the ISO/IEC 7816-4
standard.
[003%9]

Tn the command APDU indicated by reference numeral
60, CLA (600) provides class (CLAss) information for
identification of the protocol corresponding €O the
service. INS {(601) offers information on the command
instruction (INStruction) at the service class. P1 (602)
and P2 (603) provide information con parameters associated
with the command. Lc (604) is given the data length of
the subseguent data area (605) of the command. Le (606)
is given the expected value of the data length of a data

area (610) of a response.



14 [0040] In the response APDU indicated by reference numeral 61, SWI
(611) and SW2 (612) subsequent to the data area (610) indicate the end
of the response, and indicate the processing status in some cases
depending on their values. [0041] Fig. 21 simply shows an example of the
sequence of control of the protocol of authentication and encryption with
use of the SIM card and the IC card. 6042] In the sequence in Fig. 21, the
SIM card 1 and the carrier (center) 3 hold a common secret key Ki (700)
ecution of verification. Specifically, in order to prevent the common
secret key Ki (700) from being leaked to the transmission path (the IC
card interface 4 or the commanication detwarkd)ba radom euatbarumeral
(701) produced by the carrier 3 and the common secret key Ki (700) are
dnputtela cormmon oty ptegraphicZalgenithae AYF0L), bhd i ré3hRart- <
authentication data (703) is utilized for the verification. Furthermore, after
@uthenticationa tata: lis:transmitte dtafter SemP B Ay piaef Wit & <R font e
key Ks (704) obtained together with the authentication data (703), so thft
thetrarshiitied Batats deeryiftad of I5€ TodRRSTPar sfieon thelr values.

[co041]

Tig. 21 simply shows an example of the sequence of
control of the protocol of authentication’and encryption
with use of the SIM card and the IC card.

(004217

In the sequence in Fig. 21, the SIM card 1 and the
carrier {(center) 3 hold a common secret key Ki (700) for
execution of verification. Specifically, in order to
prevent the common secret key Ki (700) from being leaked
to the transmission path (the IC card interface 4 or the
communication network %), a random number (701) produced
by the carrier 3 and the common secret key Ki (700) are
input to a common cryptographic algorithm A (702), and
+he resultant authentication data (703) is utilized for
the verification. Furthermore, after authentication, data
ig transmitted after being encrypted with a segsion key
Ks (704) cbtained together with the authentication data
(703}, so that the transmitted data is decrypted on the

counterpart side.



15 [0043] Via the IC card interface 4, the activation processing 500, the
reset processing 501, and the protocol setting processing 502 shown in
Fig. 19 are executed at the time of activation of the cellular phone 2.
From then on, the commands/responses specified for the service are
transmitted/received based on the APDU shown in Fig. 20. The class
information CLS (600) in the commahd APDU is given a common value
for providing the service. [0044] The details of the respective

W@?nds/responses and the operation sequence will be described
elow with reference to Fig. 21. [0045] The INS (601) in an authentication
request garamand {#1Q)s giventtbe vadue indicating'atithentication
request.” The random number (701) is specified in the data area (605) of
fhe cemmand ARDU anrd thesdatagengthsthiengofis Speeified Wnthe Lc
(604). [0046] The SIM card 1 receives the authentication request

sosvoand (ZL0)t and startsarthimeticcsperationon the fduEhertication
data (703) and the session key Ks (704).
executed at the time of activation of the cellular phone

2, From then on, the commands/responses specified for the
service are transmitted/received based on the APDU shown
in Fig. 20. The class information CLS (600) in the
command APDU is given a common value for providing the
service.

[0044]

The details of the respective commands/responses
and the operation sequence will be described below with
reference to Fig. 21.

[0045]

The INS (601) in an authentication reguest command
(710) is given the value indicating “authentication
request.” The random number (701) is specified in the
data area (605) of the command APDU, and the data length
thereof is specified in the Lc (604).

(0046}

The SIM card 1 receives the authentication request

command (710), and starts arithmetic operation on the

authentication data (703) and the session key Ks {704} .



16 In addition, the SIM card 1 transmits an authentication request
response (711). In the SW1 and SW2 in the response APDU, the
processing status indicating the normal start of the processing is set.
[0047] The cellular phone 2 issues an authentication reply command
(712) to the SIM card 1 in order to acquire the authentication data (703)
The value indicating "authentication reply" is specified in the INS (601) in
.the command APDU, and the data length of the authentication data (703)
15 spagified i the-Le (604). {0048]1The-SiMcardladdsthéentication
authentication data (703) obtained as an arithmetic result to the data area
#640): of arresponse:APDLU, jand Iransinits HAlauthentitationreplye
response (713) At this time, the processing status is ‘set in the SW1 and
SWRdn she reSpbnsehaP DU {8049] For dhttreadifehIhe SH cdrd 1,
the cellular phone 2 adds to a data read command (714) the address

reorresponding to afddtarend pequicst by thé cafifer 3 and a data length,
and transmits the command to the SIM card 1. In the command APDU,

tké ¥allie indicating "data read" is set in the INS (601), and the address
value is set in
The cellular phone 2 issues an authentication reply

command (712% to the SIM card 1 in order to acguire the
authentication data {(703). The value indicating
“authentication reply” is specified in the INS (601} in
the command APDU, and the data length of the
authentication data (703) is specified in the Lc (604) .
(00487

The SIM card 1 adds the authentication data (703)
obtained as an arithmetic result to the data area (610)
of a response APDU, and transmits an authentication reply
response (713). At this time, the processing status is
set in the SW1 and SW2 in the response APLDU.
(00497

For data-read from the SIM card 1, the cellular
phone 2 adds to a data read command (714) the address
corresponding to a data read reguest by the carrier 3 and
a data length, and transmits the command to the SIM card
1. TIn the command APDU, the value indicating “data read”

is set in the INS (601}, and the address value is set in



17 the P1 (602) and the P2 (603) . Furthermore, the data length is set in
the Lc (604). [0050] Upon receiving the data read command (714), the
SIM card 1 reads a plaintext data (705) from the address specified by the
command and encrypts the read data by the session key Ks (704) The
SIM card 1 adds an obtained ciphertﬁt (706) to the data area (610) in a
response APDU and transmits a data read response (715). The
ciphertext (706) is decrypted to the plaintext (705) in the carrier 3. [0051]
{FQr data-ywrife 1o thesSIM<card 1, tiscellular phioneradds toha datewrite
com_mand (716) the address corresponding to a data write request by the
;F@;ﬁ@&jhai@at@éengﬂﬁ, and a.ciphéftéxt.(708) arising from encryption in the
carrier 3, and transmits the command to the SIM card 1. In the command
ARDBUthe value indicating "data write" is set in the INS (601), and the
address value is set in the P1 (602) and the P2 (603). Furthermore, the
data length ot the ciphieitest (708) 45 2t HPM@ 1OBTAYSand/the) - the ST

ciphertext (708) is set in the data area (605). g0052]
card 1 reads a plaintext data (7C05) from the address

specified by the comménd and encrypts the read data by
the session key Ks (704). The SIM.card 1 adds an obtained
ciphertext (706) to the data area (61C) in a response
APDYU and transmits a data read responsse {(715%y. The
ciphertext (706) is decrypted to the plaintext (705) in
the carrier 3.

[0051]

For data-write to the SIM card 1, the cellular
phone 2 adds to a data write command (716) the address
corresponding to a data write request by the carrier, a
data length, and a ciphertext (708) arising from
encryption in the carrier 3, and transmits the ccmmand to
the SIM card 1. In the command APDU, the value indicating
“data write” is set in the INS (601), and the address
value is set in the Pl (602) and the P2 (603}.
Furthermore, the data length of the ciphertext (708) is
set in the Lo (604), and the cilphertext (708) is set in
the data area (605).

[0052]



18 Upon receiving the data write command (716), the SIM card 1
decrypts the ciphertext (708) set in the data area to a plaintext (707), and
writes the plaintext to the specified address. The SIM card 1 adds the
processing result to the SW1 and SW2 in a response APDU, and
transmits a data write response (7172. [0053] Note that the communication
system on the communication networ?< (public network, cellular network)
side has no direct relation to the gist of the present invention and hence
the desefiption.thereot isigmitied. AE0O54Y Metrory @ardrAlmemery cart ¢
a card-type storage device that includes a high-capacity flash memory as
sawecordingl mestumpThetenarexiariouststandairds df tiememoryardata
such as Memory Stick, Secure Digital (SD) card, MultiMedia Card (MMC),
aCGempact Elashdiedistered titlemaRy anetURiGeidaf SehartBasishy
memory. Furthermore, there is also a memory card on which a CO‘E right,
é%§51ng

inanageméht eEhAiEeds fmpldhenfet inCadhsiderafios of Pécdrdi

media content such as music_and video associated wj ci?pyriggts.
qggggF to the SW1l and SWZ2 in a response AFDU,"a

transmits a data write response (717).
[0053]

Note that the communication system on the
communication network (public network, cellular network)
side has no direct relation to the gist of the present
invention and hence the descripticn thereof is omitted.
[0054]

Memory Card

A memory card is a card-type storage device that
includes a high-capacity flash memory as a recording
medium. There are various standards of the memory card,
such as Memory Stick, Secure Digital (SD) card,
MultiMedia Card (MMC), Compact Flash {(registered
trademark), and Universal Serizl Bus (USE) memory.
Furthermeore, there is also a memory card on which a
copyright management technique is implemented in
consideration of recording of media content such as music
and video associated with copyrights.

[0C55]



19 Fig. 22 schematically shows the hardware configuration of a memory
card. [0056] A memory card interface 6 is used for control of a memory
card 7 from external apparatus and is defined for each memory card
s_tandard. In general, physical specifications for prescribing an electric
signal and transmission system and lpgical specifications of the memory
card for command control from external apparatus are defined. For the
command control, a command system for read or write of memory data is
plefmed.Fljjgad@Qomﬁam@&i@htmaﬁaqemem@eé?m@@%e
implemented, a command system for authentication with external
c@mr@mtamtrdaié emcngutionys eefified. [0057] A memory card terminal
800 functions to transmit an electric signal in accordance with the
imebtory card standard. [0058] A memory card interface controller 801

_e>_(ecutes command processing with external apparatys in accordance._ -
with the kegelaaa by ke p%%i%élf?ﬁ?eecif?cajtﬁng%%g ulﬁj%i%a?gsggﬁclcat%%sa

of the memory card interfa ) iati i
TSTOEEYSIAG T e"fco%%ﬁ%rﬁep:g"geGrr{gla%sggjgéa:glgguv‘élthawg ciogn@g@gned for

each memory card standard. In general, physical
Specifications for prescribing an electric signal and
transmission system and logical specifications of the
memory card for command control from external apparatus
are defined. For the command control, a command system
for read or write of memory data is defined. In additiocn,
if a copyright management trechnigue is implemented, a
command system for authentication with external apparatus
and data encryption is defined.

[0057]

A memory card terminal 200 functions to transmit an
electric signal in accordance with the memory card
standard.

[0058]

A memory card interface controller 801 executes
command processing with external apparatus in accordance
with the regulation by the physical specifications and
logical specifications of the memory card interface 6. In

association with the command processing, the contreller



20 801 exchanges control information and memory data added to a
command with a flash controller 803. Furthermore, for command

processing relating to copyright management, the controller 801 controls
a cryptographic block 802 for execution of arithmetic operation on

authentication information and encr%%lion/decryption of memory data.
[0059) The flash controller 803 reads/writes memory data from/to a flash
memory 804 in accordance with control information. [0060] Memory Card
s Brovided, with Both SIM-Bunctioncanc High: GapacityéemorzEeanctished
For various applications in which both a nonvolatile memory card and a
+ SIM carshare, ytikizegh it sis toavenient that WlSIM #iégratEd cirk Gt ehipsis
incorporated in the memory card. For example, a proposal has been
rmadeahoua gard thatconformsLotdither the NMMC 4l StRABEGEIISD -
card standard (for example, refer to as Patent Document 1) . This card is
tseephysicallyl thangéd as 15 havé the samesHape N pinpodftionsHs ~°F
those specified by either the MMC card standard or SD card standard,

carbistsoomodifiedras tersichsRaea bard tiat RFSHHS ththe 18B/IEC
7816 standard and the .
information and encryption/decryption of memory data.

rgose]

The flash controller 803 reads/writes memory data
from/to a flash memory 804 in accordance with control
information.

[0060]
Memory Card Provided with Both SIM Function and High-
Capacity Memory Function

For various applications in which both a
nonvolatile memory card and a SIM card are utilized, it
is convenient that a S$SIM integrated circuit chip is
incorporated in the memory card. For example, a proposal
has been made about a card that conforms to either the
MMC card standard or SD caxnd standard (for example, refer
to as Patent Document 1). This card is so physically
changed as to have the same shape and pin positions as
those specified by either the MMC card standard or 5D
card standard, and is so medified as to encompass a card

that conforms to the ISO/IEC 7816 standard and the



21 circuit arrangement of a card that conforms to the ISO/IEC 7816
standard. .[0061] In addition, another proposal has been made also about
a composlte memory card obtained by combining the SIM function with a
nonvolatile flash memory that conforms to the MMC or SD card standard
and a controller of the memory (for %ample, refer to as Patent Document
2) Th_e physical format of this composite card is one of the formats of a
plug-in S_IM card, MMC card, and SD card. In one representative form
-the-plug-in SIMhgriddermat isused;danchseveralexternal slectriecontacts
are added to those of the plug-in SIM standard in such a way that the
T8eMacts ey be seguited-tor the operation of the memory that conforms to
either the MMC standard or SD standard. [0062] Moreover, a memory
[gardjjj_as also been brought into existence that has a SIM card shape and
is equipped with the functions of both a SIM card and_high-capacity
nonvolafite meridr:tfor eXBRPIE Teler T8 28 Nor Patdnt Dok r%iéesnta °C

This memory card has electric contacts of the SIM card and electyi
aEoNtacts fOPBESESSHD eI ORRTE n?é%r‘gﬁ(%glg.?mﬁéff%é%}% the

independently of each ,
3IM function with a nonvolatile flash memory that

conforms to the MMC or SD card standard and a controller
of the memory (for example, refer to as Patent Document
2). The physical format of this composite card 1s one of
+he formats of a plug-in SIM card, MMC card, and SD card.
In one representative form, the plug-in SIM card format
is used, and several external electric contacts are added
to those of the plug-in SIM standard in such a way that
the contacts can be required for the operation of the
memory that conforms to either the MMC standard or SD
standard.

[0062]

Moreover, a memory card has also been brought into
existence that has a SIM card shape and is eqguipped with
the functions of both a SIM card and high-capacity
nonvolatile memory (for example, refer tc as Non-Patent
Document 1). This memory card has electric contacts of
the SIM card and electric contacts for access to the

nonvolatile memory (e.g., MMC, USB) independently of each



22 other. Furthermore, subscriber information used in a cellular phone
and various kinds of media content are managed in one memory card.
For dgta stored in the nonvolatile memory function, a function for
copyright management is provided. When a cellular phone terminal is
_changed, the user of the cellular pho e can shift not only the subscriber
information but also media content simultaneously by moving the card to
the new terminal. Furthermore, a carrier can safely manage media
oeontent thatistehe-proyidegHedra iserthioughrits comtent: sedvide @
together with subscriber information in the same card. Moreover, a
cesliular-phastecdees:not needitousaveladnembripedidisI6EJOGES] Fig 23
sche_matically shows a hardware configuration example of a card
rebiained hynincomorating 1a SivMEard & & Afeméry e in 8 oneSshape
body. Basjcally this card is formed by combining the functional blocg% of
rihe @Mk Earbies HOIP IVFIG 1 7 Wit the? funtiichal BlodkE of tRB Yheory

card shown in Fig. 22. The configuration and ration of the respective .
rfanetiseg blocks 46 A bl $bove. Qrﬁé%@’%%g‘?%ﬁﬁ%% e 30

shared by the SIM card and the me
changedY the user ci the ce?¥gX§?H%hone can shift neot

only the subscriber information but alsco media content
simultaneously by moving the card to the new terminal.
Furthermore, a carrier can safely manage media content
+hat is to be provided to a user through its content
service together with subscriber information in the same
card. Moreover, a cellular phone does not need to have a
memory card slot.

[0063]

Fig. 23 schematically shows a hardware
configuration example of a card obtained by incorporating
4 SIM card and a memory card in a one-shape body.
Basically this card is formed by combining the functional
nlocks of the SIM card shown in Fig. 17 with the
functional blocks of the memory card shown in Fig. 22.
The configuration and operation of the respective
functional blocks are as described above. The
cryptographic block 306 is shared by the SIM card and the

memory card.



23 [0064] Contactless IC Card Technique A contactless IC card is
obtained by substituting a wireless interface for an IC card interface for
connection of a contact IC card to external apparatus. For the operation
of the contactless IC card, power is supplied to the IC card by utilizing
electromagnetic induction due to a transmission carrier from a
reader/writer, so that communication between the reader/writer and the
card i§ carried out through modulation of the carrier. Contactless IC card
[tggl@;r;llgues are used for electronic money such as "Edy," rail passes
such as "Suica," employee ID cards, etc. [0065] As one of systems based
@hthecontactless ICcardTtechniomes, "FeliCa (registered trademark)” is
widely known. For FeliCa, an electromagnetic induction system
employing ad3t56:MHz fredleneyrbaridsiscusea Mutiufatior i cdriied ou 2
based on ASK 10% and Manchester code is employed. The maximum

communsisation eatéds 218 kbpan [6066]ae cormiihfcatiohange of the
contactless IC card based on the electromagnetic induction system

depends banthelamtefing of Bife E4rdSE6F ekample: WHEh arf IS a1 -

For the operation of the contactless IC card, power 1s
supplied tc the IC card by utilizing electromagnetic
induction due to a transmission carrier from a
reader/writer, so that communication between the
reader/writer and the card is carried cut through
modulation of the carrier. Contactless IC card technigues
are used for electronic money such as “Edy,” rail passes
such as “Suica,” employee ID cards, etc.

[0065]

As one of systems based on the contactless IC card
techniques, “FeliCa (registered trademark)” is widely
rnown. For FeliCa, an electromagnetic inductieon system
employing a 13.56-MHz frequency band is used. Modulation
is carried out based on ASK 10% and Manchester code 1is
employed. The maximum communication rate is 212 kbps.
[0066]

The communication range of the contactless IC card
based on the electromagnetic induction system depends on

the antenna of the card. For example, when an 1C card



24 with a general size (86 mm x 54 mm) is equipped with a coil antenna
having the length equivalent to that of the entire outer circumference of
the IC card, the communication range of the card is in the range of
several centimeters to about 10 cm. [0067] In Japan, cellular phones are
also provided with contactless IC cajg techniques. For example, when a
cellular phone is equipped with the IC chip for Mobile FeliCa developed
by FeliCa Networks, Inc., the above- mentioned Edy and Suica (Mobile
wSHica) canheusedeven oncthercetlutat phioheldepositshmetrawals via
contactless transmission and deposits (charge) via a cellular network are
cpassible r Alse-inthisicaser the benwhbnieatior rarjetdépendsssn the e

antenna, and the cellular phone is equipped with a coil antenna having
cthiei lengthequivalent tofirat ot dse efitire'6utdl ciretifferehBe of the

cellular phone. [0068] Patent Document 1: JP-T-2004-506266 Poa%ent
cDOCUMENEL:1 I T-2008: 525880 NGA-Fatért Bocumént T 9°

http://www.spansion.com/jp/flash mem%y groducts/mirrorbi t hd sim.html
@ of Febfgary ZoREC 360 7P aPout m.

[0067]

In Japan, cellular phones are also provided with
contactless IC card technigues. For example, when a
cellular phone is equipped with the IC chip for Mobile
FeliCa developed by FeliCa Networks, Inc., the above-
mentioned Edy and Suica (Mobile Suica) can be used even
on the cellular phone: deposits/withdrawals via
contactless transmission and deposits {charge) via a
cellular network are possible. Alsc in this case, the
communication range depends on the antenna, and the
cellular phone is equipped with a coil antenna having the
length eguivalent to that of the entire outer
circumference of the cellular phone.

(00681 |

Patent Document 1: JP-T-2004-506266

patent Document 2: Jp-T-2006-523889

Non-Patent Document 1:
http://www.spansion.com/jp/flashwmemory_products/mirrorbi

£ hd sim.html (as of February 22nd, 2007)



25 Disclosure of Invention Technical Problems [0069] Currently, the
functions of a SIM card, memory card, and contactless IC card are each
applied to cellular phones as an individual medium, and are utilized for
services of carriers. The SIM card allows telephone calls and an
information provision service such as."i-mode (registered trademark)." In
addition, services of treating media content (e.g., music downloading or
the like) can be offered by using the memory card as a medium.

Mareqyer.serwees gf-glectrenic money and rail passes can be utilized by
using contactless IC card techniques. [0070] Such use modes of cellular
misc{g@vipgc@ﬁ@ﬂ@t flexibility of service provision) apply to services

in Japan particularly. This is due to the business model in Japan, in

witiels the flexibility of the carrier side is high. Specifically, in Japan,

various kinds of services relating to cellular phones are integrally

providedatr theribitiativé lof cariers, iarorthe Sspecfiedsiesr cBiffiary cards

phone terminals that are developed and manufactured by mantifafturers
ane alswdesignad at te TtV ST Gifidrsiicafly. *¢ celiular

phones as an individual medium, and are utilized for
services of carriers. The SIM card allows telephone calls
and an information provision service such as “i~mode
(registered trademark).” In addition, services of

treating media content (e.g., music downloading or the
like) can be offered by using the memory card ag a medium.
Moreover, services of electronic money and rall passes

can be utilized by using contactless IC card techniques.
[0070]

Such use modes of cellular phones (having excellent
flexibility of service provision) apply to services in
Japan particularly. This is due to the business model in
Japan, in which the flexibility of the carrier side is
high. Specifically, in Japan, various kinds of services
relating to cellular phones are integrally provided at
+he initiative of carriers, and the specifications of
cellular phone terminals that are developed and
manufactured by manufacturers are alsgo designed at the

initiative of carriers basically.



26 [0071] On the other hand, countries having a major cellular phone
market other than Japan, such as the U.S., Europe, and China, generally
have_a business model in which carriers merely supply a user with a SIM
card in which subscriber information is stored. In these countries,
manufacturers independently develop cellular phone terminals.
Therefore, as it stands, the flexibility "of service provision by carriers is
on\(er in foreign countries compared with in Japan. Although careers plan
rdtilization of the above-described electronic money service by a cellular
phone, the service will not be realized as planned unless the
manufagtyrenside ageees: with, theqlar ahd 2quipsiteeminalsuih a
conta_tctless communication function. [0072] The present inventors
ceansidenthahibis prefekatiie thaeSIM eards’supplied 35 @RersShy-E&rriers -/
be provided with various functions as one of methods for allowing the
reartiprs, toxsetute ieflexibiligref grovisisitorsdvises FéaiZiatya 1 °

cellular phone also in countries other than Japan, [0073] Usipg an
wleclromagiétc dbelicn ¥y stéRPay ot useé)wig% a]é%ﬁ ard in

which subscriber information is stored. Tn these
countries, manufacturers independently develop cellular
phone terminals. Therefore, as it stands, the flexibility
of service provision by carriers is lower in foreign
countries compared with in Japan. Although careers plan
utilization of the above-described electronic money
service by a cellular phone, the service will not be
realized as planned unless the manufacturer side agrees
with the plan and eguips terminals with a contactless
communication functiocon.
(00721

The present inventors consider that it is
preferable that SIM cards supplied to users by carriers
be provided with various functions as one of methods for
allowing the carriers to secure the flexibility of
provision of services realized by a cellular phone also
in ccuntries other than Japan.
[0073]

Using an electromagnetic induction system as a



27 conta_lctle_*ss communication technique involves a problem that the
communication range depends on the antenna and is not sufficiently long.
For exgmple, in FeliCa employing a 13.56-MHz body, the communication
range is in the range of several centimeters to about 10 cm as described
above. [0074] A discussion will be magle below about the case in which a
SIM card is provided with a contactless IC card technique. [0075] In this
case, because the power supply of the SIM card has to be surely turned
cOffheforedoadingiunioadiag 1afrthe @and iarsteudtoreis esically Empieed
in which the SIM card is provided behind the battery on the backside of
 the- cellhsarphonenand thusrthe Sivecatebsart ot Be Tt cilibaded

unless the battery is detached to turn off the power supply of the cellular

i phone: (seefEige 1E5) tHowever suchta sﬁiﬁ@fﬂ?é?rwoﬁés%‘ﬁo}ﬁ:& problem
that eleptric waves are blocked by the battery, in addition to therproblem :

ethat the cemmnuinicdtiorMfaAgE O tthe Cont&ctIEETE Cakd Rorigingly = *"

short. [0076] Furthermore, it is difficult to mount a coil
the range of several centimeters to akout 10 cm as

described above.
(00747}

A discussion will be made below about the case in
which a SIM card is provided with a Contactless IC card
technique.

(00751

In this case, because the power supply of the S5IM
card has to be surely turned off before loading/unlocading
of the card, a structure 1is basically employed in which
the SIM card is provided behind the battery on the
packside of the cellular phone and rhus the SIM card can
not be loaded/unloaded unless the battery 1s detached to
turn off the power supply of the cellular phone (see Fig.
15} . However, such a structure involves another prcepblem
that electric waves are blocked by the battery, in
addition to the problem that the communication range of
the contactless IC card is originally short.

[0076]

rurthermore, it is difficult to mount a coil



28 antenna for a contactless IC card on a SIM card, which has a smaller
size compared with the contactless IC card. It would be possible to
dispose the coil antenna outside the SIM card. However, in this case,
there is a need to route this external antenna inside a cellular phone
terminal. Therefore, eventually, the si'télation in which the plan is not
realized unless the approval of terminal manufacturers is obtained
remains. That is, carriers can not secure the flexibility of service
. Pravision.40077] Asdeserthed:abave, da dapam, maRGICtrer protide”
cellular phone terminals with contactless IC card techniques such as the
EeliGa systeneat thizinitiative of carriersh Thus, thesendte 8ftilZaticRof -
electronic money on a cellular phone is realized. Of course, this case .
Talsa dnolvésa prelieml that terfinals Havelelafge SiZd ¢y cutside
restrictions on the routing of a coil antenna. Moreover, when a terminal is
tatemnyBd, onlyca SINPEAESS -uiibadéd froffthe ol k& fiflar phone termina
so as to be moved to the new cellular phone terminal V\Terea electronic

ThoRey Wéﬁnﬁiﬁ?%bea%%%aco}ﬁg&%%s ?Ccc%% functioh iS left in
R B T SR R
the plan is not realized unless the approval of terminal
manufacturers is obtained remains. That is, carriers can
not secure the flexibility of service provision.
(00771

As described above, in Japan, manufacturers provide
cellular phone terminals with contactless IC card
techniques such as the FeliCa system at the initiative of
carriers. Thus, the service of utilization of electronic
money on a cellular phone ig realized. Of course, this
case also involves a problem that terminals have a large
size due to restrictions on the routing of a ceil antenna.
Moreover, when a terminal 1is changed, only a SIM card is
unloaded from the old cellular phone rerminal sc as to be
noved to the new cellular phone Terminal, whereas
electronic money information charged on the contactless
7¢ card function is left in the old terminal. That 1is,
there is a problem that the electronic money information

can not be moved immediately by a user itself at the time



29 of the terminal change. In terms of the latter problem, if a SIM card is
provided with a contactless IC card function, electronic money information
can be conveniently moved together with the SIM card by a user itself.
[0078] For an application in which both a nonvolatile memory card and a
_SIM card are utilized, it is convenient,that a SIM integrated circuit chip is
incorporated in the memory card as %escribed above. Although a
technique for incorporating a wireless function in this kind of composite
JremoLy gg@@mn@h@ﬂ@t@the presentrinveritorsiean eeddily thinklofer,
incorporation of the function of a contactless IC card such as the FeliCa
fer usenf the SiMifanctian: Hewevert EehCa based ohegrs 1C card
electromagnetic induction system employing a 13.56-MHz frequency
handinvelyes aqroblem thatthe gormmintisatiororatéds abfhost 212 kbps
and this rate is insufficient to transmit media content recorded in a
tighreapacitylmemorg dcdrd SOt etrsel it vdld be Possbictddpply &+
known high-speed wireless communication technique such as wireless
1AM OEBluetooth communication to the composite memory card.
However, this communication technique has a problem that power
EBRdErption is too high to incorporate

For an application in which both a nonvolatile
memory card and a SIM card are utilized, it is convenient
that a SIM integrated circuit chip is incorporated in the
nemory card as described above. Although a technique for
incorporating a wireless function in this kind of
composite memory card does not exist, the present
inventors can readily think of incorporation of the
function of a contactless IC card such as the FeliCa for
use of the 8IM function. However, FeliCa based on an
electromagnetic induction system employing a 13.56-MHz
fregquency band involves a problem that the communicaticn
rate is at most 212 kbps and this rate is insufficient to
rransmit media content recorded in a high-capacity memory
card. Of course, it would be possible to apply a known
high-speed wireless communication technigque such as
wireless LAN or Bluetooth communication to the composite
memory card. However, this communication technigque has a

problem that powexr consumption is too high to incorporate



30 this kind of circuit for wireless communication in cellular phones.
[0079] There.is an object for the present invention to provide an excellent
storage medium that has the same size and terminal shape as those of a
SIM card defined by GSM (11.11) and ISO/IEC 7816 and can provide
plural functions such as functions ofglomemory card, electronic money,
and credit card on a cellular phone, and to provide a communication
system and a control device. [0080] There is another object for the

Jesentinuention- 1 pravide an excelartstoragermedivat that includes a
contactless interface besides a contact connection interface for

@pg@g@@n fmareelular phone, and of which stored contents relating to
provision of services by a memory card, electronic money, and credit card
@e7fayorably controlled by an external control device via the contactless
interface, and to provide a communication system and a control device.
[0081] Thérers farhemandthersbjbetfck tite prseRb invéhtdhte Provide

an excellent storage medium that is obtained by housing all circuit
m@ﬂﬁﬁﬁ@n@?nﬂéﬂﬁ}&ﬁ@t storage medium that Has the same

gize and terminal shape as those of a SIM card defined by
GSM (11.11) and ISO/IEC 7816 and can provide plural
functions such as functions of a memory card, electronic
mohey, and credit card on a cellular phone, and to
provide a communication system and a control device.
[0080]

There is another object for the present invention
to provide an excellent storage medium that includes a
contactless interface besides a contact connection
interface for connection to a cellular phone, and of
which stored contents relating to provision of services
by a memory card, electronic money, and credit card are
favorably controlled by an external control device via
the contactless interface, and To provide a communication
system and a control device.
[0081]

There is further another object for the present
invention to provide an excellent storage medium that 1is

obtained by housing all circult components relating to a



31 contactless interface, including an antenna, in a SIM car [

GSM (11.11) and ISO/IEC 7816 and can secure sufficient C(?I‘T?I‘?]ﬂ?l?(:daggn

performance of the contactless interface without suffering from

mt_erference by a component in a cellular phone terminal even when

being loaded in the cellular phone, and to provide a communication

system and a control device. Technical Solution [0082] According to an

embodw_nent qf the present invention, there is provided a communication
~System including ge eehdar phane el stogagen ety tiat isusddir ¥uch

a manner as to be loaded in the cellular phone and stores therein at least
< Subsertreriatormationiof the céllular phohé Cdrid'a cOhtrbl &8¥icE Mt

provides an application function with use of the storage me iqﬁrpl. The

e

« €oMMUBIcAToTSystentintiides Cohtatt cBRReCHRFMEaNS for ¢ ti
the storage medium to the cellular phone, and Wirelefss comm n%nn%(iglng
cmﬁﬁ a@@n Eéﬁt@@ﬁ#?lé estbrage Hedihh 16 Ah &ktérnal control d%vicer.lce

r phone is allowed to_contro] the subscriber jnf tiQR, Vi
byontacbemmEsting Heansand thé %o%?r%?ge%‘lgé: I|ns,l§ffli Qe I e

: ' _ owed to control the
subscriber information via the wi icati
being loaded in the L the wireless communifafing, meagss de a

communication system and a control device.
Technical Solution
[oos2]

According to an embodiment of the present invention,
there is provided a communication system including a
cellular phone, a storage medium that is used in such a
manner as to be lcaded in the cellular phone and stores
therein at least subscriber information of the cellular
phone, and a control device that provides an application
function with use of the storage medium. The
communication system includes contact cennecting means
for connecting the storage medium to the cellular phone,
and wireless cqmmunicating means for connecting the
storage medium to an external control device. The
cellular phone is allowed to control the subscriber
information via the contact connecting means and the
control device is allowed to control the subscriber

information via the wireless communicating means.



32 [0083_] The term "system" refers to an entity arising from logical
aggr(_egatlon of plural devices (or functional modules that realize specified
funct!ons), and it does not matter whether or not the respective devices or
functional modules are included in a single casing (hereinafter, the same
shall apply). [0084] Currently, in Japan, the functions of a SIM card
memory card, and contactless IC ca?gare each applied to cellular ’phones
as an individual medium, and are utilized for services of carriers.
ver, this feature relies on the business model in Japan, in which
various services relating to cellular phones are integrally provided at the
initiativergf.cartiers. Wit standsyit fedifficudt for thisfeéature tol prevail Lrom
among many other countries in which carriers merely supply users with
1SIM ggld%@gw@@dtiwswtbepMmerﬁlatﬁ@vrscsﬁ@redoaﬁdfﬁh@féfé%lﬂfﬂe
erX|b|I|ty of service provision by the carriers is limited. [0085] The present
«iBYeNtoss considerthat itds sprefsrableathARSMV EaRdS suppliedts UsefSby

carriers be provided with various functions as one of methods for
not matter whether or not the respective devices O

sunctional modules are included in a single casing
(hereinafter, the same shall apply).
[0084]

Currently, in Japan, the functions of a SIM card,
memory card, and contactless TC card are each applied to
cellular phones as an individual medium, and are utilized
for services of carriers. However, this feature relies on
+the business model in Japan, 1in which various services
relating to cellular phones are integrally provided at
the initiative of carriers. As it stands, it is difficult
for this feature to prevail among many other countries in
which carriers merely supply users with SIM cards in
which subscriber information is stored and therefore the
flexibility of service provision by the carriers is
limited.

[0085]

The present inventors consider that it is

preferable that SIM cards supplied to users by carriers

be provided with various functions as one of methods for



33 _allowmg the carriers to secure the flexibility of provision of services
realized by a cellular phone also in countries other than Japan. For
examplg, if a SIM card is provided with a contactless IC card function
electronic money information can be conveniently moved together Wit,h
the SIM car_d by a user itself at the tige of terminal change. [0086] When
a SIM card is provided with a contactless IC card technique based on a
related-art electromagnetic induction system, the following problems will
= PEGYLhe -sommuinication range depends on thié anténhaidnd ot
sufficiently long; electric waves are easily interfered by other components
pSY6h s batterydn she teyminall ianetit fardifficoft 18 dedgnthesINP AT
and the terminal main body due to restrictions on routing of a coil
1 antenne: {0087] dn icentrasty accereliny: to BRenfEGdiment o%eapﬁe%n?ard
. |nvent|orI1, a sto_rz?lge medium used in such a manner._ as to be loaded in a
1 geliutarphione inchites comtdaCEdiiectiiy iéats for iictidhing for
connection to the cellular phone, wireless communicatin

efunctioningforesiectibATs S extBriat Controldévice, AP H8Lea

together with the 3IM card by a user itself at the time
of terminal change.
[0086]

When a SIM card is provided with a contactless IC
card technigue based on a related—-art eléctxomagnetic
induction system, the following problems will occur: the
communication range depends on the antenna and is not
sufficiently long; electric waves are easily interfered
by other components such as a battery in the terminal;
and it is difficult to design the SIM card and the
terminal main body due to restrictions on routing of a
coil antenna.

(0087}

Tn contrast, accerding Lo an embodiment of the
present invention, a storage medium used in such a manner
as to be loaded in a cellular phone includes contact
connecting means for functioning for connection to the
cellular phone, wireless communicating means for

functioning for connection To an external control device,



34 and subscriber information storing means for storing therein
sub;criber information of the cellular phone. The subscriber information
storing means is controllable from the cellular phone via the contact
cc_)nnecting means and is controllable from the control device via the
wweles; communicating means. Basically this storage medium has the
same size and terminal shape as those of a SIM card defined by GSM
(11.11) and ISO/IEC 7816. [0088] The wireless communicating means

'H&'UQSB aJeflector that transmils data by-aJeflected wave arising rfrom

modu ation processing, and the control device includes a reflected-wave
Headnit that tarsmits ann epmedulased carrierandabads sut datarfeom dhe
modulatgd reflected wave from the reflector. The wireless interface for
Gonnestion o thereantral tevicetemploysreereflected- wawve trahsafission TOM
system. [0089] That is, the storage medium according to an embodiment
10f¢he plasent inyention caidbe-formedrdsa tSINPERRIPOVRISBAIT T2
wireless communication function based on the reflected-wave

transonission sybietn fHiE Allowsaedessio 858 &6t dl ifteFate O fife ©°°

SIM card from an external control device via wireless
communicating means. Basically this storage medium has

the same size and terminal shape as those of a S5IM card
defined by GSM (11.11) and ISO/IEC 7816.
[0088]

The wireless communicating means includes a
reflector that transmits data by a reflected wave arising
from modulation processing, and the control device
includes a reflected-wave read unit that transmits an
unmodulated carrier and reads out data from a medulated
reflected wave from the reflector. The wireless interface
for connection to the control device employs a reflected-
wave transmission system.

[0089]

That is, the storage medium according to an
embodiment of the present invention can be formed as a
SIM card provided with a wireless communication function
pased on the reflected-wave transmission system. This
allows access to the control interface of the SIM card

from an external control device via wireless



35 communication by the reflected-wave transmission system. When a
2.4-GHz frequency band is utilized for the reflected-wave transmission,
the antenna size can be decreased compared with FeliCa, which employs
a 13.56-MHz band. This makes it easier to integrate the SIM card with
the wireless communication function._ [0090] In the case of incorporating
the antenna for the reflected-wave trahsmission in the storage medium
such as a SIM card, it is preferable that this built-in antenna be disposed

3%%%%§¥@§gﬁ§g%&yaEﬁé”%%gﬁﬁgﬁﬂggmﬁﬁﬂeﬂﬁﬁﬁMéﬁaﬁhﬁmn system.

consideration of poSsibility that the orientation of the SIM card loaded in
Hheslat of a; cellular phene gliffers fwhich-ofuhe fronesurface ané back
surface of the SIM card faces outward differs) depending on the kind of
Gelulas phongderminak {089 HsEhmstotage mediumdoredasarSive card
may be provided with a credit function for treating electronic money and
9o as yelasiherSiM fundtioR<or atowing L &leanisr 16 Yéeat stibsciber 12
|r_1format|on. In this case, the control device can control the credit function
himdhe refléctedaiave fransmission. Furthermars ifa high- cafatiFd with

memory card function is added to the SIM card,
the wireless communication function.

[0090]

Tn the case of incorperating the antenna for the
reflected-wave transmission in the storage medium such as
a SIM card, it is preferable that +this built-in antenna
be disposed on both the front surface and back surface of
the STM card, in consideration of possibility that the
orientation of the SIM card loaded in the slot of a
cellular phone differs (which of the front surface and
back surface of the SIM card faces outward differs)
depending on the kind of cellular phone terminal.

(00917

The storage medium formed as a SIM card may be
provided with a credit function for treating electronic
money and so on as well as the STM function for allowing
a carrier to treat subscriber information. In this case,
+he control device can contrel the credit function via
the reflected-wave transmission. Furthermore, if a high-

capacity memory card function is added to the SIM card,



3_6 the control device can access a control interface of the memory card
via the rgflected-wave transmission. [00921 In such a case, the contact
connecting means carries out data transfer control compat’ible with
ISO/IEC 7816-3 as an IC card interface. The wireless communicating
means transmits a command/respo APDU defined by ISO/SEC
7816-4 between the control device and the storage medium. [0093)
Furthermore, in this case, the transfer protocol system (T = O T=1)

- defined by JSOQUIEG 7816:3 mayhes setfordhe subsdriber irfafRatidn the
storing means from_the_ cellular phone via the contact connecting means

mé%daic&g|%@tm%tlmeeofm@63ﬂ®mm@omﬁtﬂ@%mbé?jtﬁ’@wireless |
communicating means recognizes the transfer protocol system set for the

r subsariber information storing means from the cellular phone, and carries
out command/response control in accordance with the transfer %rotocol

;)r/stemt.I_[ﬁogé):ﬁh@ stovage MediuFCAdcOFding 20 AREMBSdifent 8f the
esent invention may further include service i j [
cwwmggm@r@iﬁt@rﬁéénsfer contrc\:%:ecg}g%g%%t{aofeﬁ%rj!@% n}LeS%]}SIEC

7816-3 as an IC card interface. The wireless
communicating means transmits a command/response APDU
defined by ISO/IEC 7816-4 between the control device and
the storage medium. |

[0093]

Furthermore, 1in this case, the transfer protocol
system (T = 9, T = 1) defined by ISO/IEC 7816-3 may be
set for the subscriber information storing means from the
cellular phone via the contact connecting means. In
addition, at the time of access from the control device,
the wireless communicating means recognizes the transfer
protogol s&stem set for the subscriber information
storing means from the cellular phone, and carries out
command/response control in accordance with the transfer
protocol system.

[6094]

The storage medium according te an embodiment of

the present invention may further include service

information storing means for storing therein service



37 i_nformation relating to service provision. The "service information
relat!ng to service provision" refers to functions of electronic money, a
credit card, and so on, which are provided by a contactless IC card ’in
related arts. The control device can control deposit/withdrawal and
accounting for the credit function via3tge wireless communicating means
[0095] That is, according to an embaddiment of the present invention, a .
contactless credit function can be easily provided to a cellular phoné.

1 Furthermare, the shape,and terminglsof a relategtart SIMbard carrheé ce
used as they are. Thus, the embodiment of the present invention can be
1 SPQOthiy- appliad-witheutthesesstoremaqueba related- art éelitdarshone
_termlnal._ Furthermore, at the time of change of a cellular phone terminal
fRfration ean ke @asily shiftedomeraly byriedag tive StV g tG thedD
new termlngl. [0096] The storage medium according to an embodiment of

Jtheqresent iprentiohemay furhecintide if fife $5me 8hapgd afieMbRy

card function and a memory card terminal for access to the

| ( ‘ emory card
afur:aeuon:Tammam@brﬁ@amwmvénq@%ﬁﬁ&l|§b@é’ﬂ%ﬁ¥3r?élgé}%%aarwal
phone via

and accounting for the credit function via the wireless
communicating means.
[0095]

That is, according to an embodiment of the present
invention, a contactless credit function can be easily
provided to a cellular phone. Furthermore, the shape and
terminals of a related-art SIM card can be used as they
are. Thus, the embodiment of the present invention can be
smocthly applied without the need to remodel a related-
art cellular phone terminal. rurthermore, at the time of
change of a cellular phone terminal, information can be
easily shifted merely by moving the SIM card to the new
terminal.

[0096]

The storage medium according to an embodiment of
the present invention may further include in the same
shape a memory card function and a memory card terminal
for access to the memory card function. Such a memory

card function is controllable from the cellular phone via



3_8 the memory card terminal and is controllable from the control device
via the wireless communicating means. For example, the control device
can contrql transmission/reception of media content to/from the memory
card funct_lon. Furthermore, the control device can control reception and
reproduction of media content recorded in the memory card function
[0097] In this case, the wireless communicating means transmits a |
command/response APDU defined by ISO/IEC 7816-4 to the control

tr%,?vﬁ‘r‘@m&tﬂ? preferphle that-a command/response thatis ¢o Hectrarishfitted

between the control device and the storage medium include an

~information cemponent thak providdsan acossstybedsr diféieAfation ©OF
between a command/response for controlling the memory card function

= AREA egMitandé cesponsedsompatiote: WithaSOYIEC 7816-4. This feature
allows access to the SIM card from both the cellular

ot secess o e S card o i e el prone e
Lonserpotoel sen the S car. 0088) he memon g ien, car
by the rd tEfmirial that are defined
control reception and reproduction of media content
recorded in the memory card function.

00971

Tn this case, the wireless communicating means

transmits a command/response APDU defined by ISO/IEC
7816-4 to the control device. 1T is preferable that a
command/response that is to pe transmitted between the
control device and the storage medium include an
information component that provides an access type for
differentiation between a command/response for
controlling the memory card function and a
command/response compatible With ISC/IEC 7816-4. This
feature allows access to the SIM card from both the
cellular phone and the control device by the same
transfer protocol without change of the transfer preotocol
set in the SIM card.

[0098]

The memory card function has a memory card shape

and a memory card terminal that are defined by the



39 _standard of any of a Memory Stick, SD card, MMC, Compact Flash
(reglgtergd trademark), and USB memory. If a high- capacity memory card
funct!on is added to a SIM card equipped with a wireless communication
function based on a reflected-wave transmission system, access via the
reflected-wave transmission allows media content utilized on a cellular
phone to be treated also from the control device. Combining such a
memory card function with the SIM function and the credit function
sPeImits & carrigr {o providgandistrimtionisendce fermmediMontéftT[OT99)
qut_hermqre, it is also possible that a user utilizes content that is
rOfiginallydatended dar wse bysae cellular pHofiks withareerof extéfat high-
apparatus (i.e., reproduces the content) by transferring the content via
- sgflected-wasectransmissiofuirefeatling BuBeKEshtEM, ahe Teflsctédwave
transwssmnl allows high-speed operation with low power consym tign.
ehdvaptageolisiEffects 1{@1@@]SAI¢Wrﬁ%ﬁﬂ@ﬂhgﬁggérﬁrfnvean i%% can
provide an excellent storage medium that has the same size.anc!Ch
&

aterminalshepevasthoss BT &SP £aR defited by &SM (11.11) and
ISO/IEC 7816 and can provide plural fluPctions . =
reflected-wave transmisslon a.Llows media content utilized

on a cellular phone to be treated alsc from the control
device. Combining such a memory card function with the
SIM function and the credit function permits a carrier to
provide a distribution service for media content.

[0099]

Furthermore, it is also possible that a user
atilizes content that is originally iﬁtended for use by a
cellular phone with use of external apparatus {(l.e.,
reproduces the content) by transferring the content via
reflected-wave transmission. In reading out of content,
+he reflected-wave transmission allows high-speed
operation with low power consumpticn.

Advantageous Effects
[0100]

An embodiment of the present invention can provide
an excellent storage medium that has the same size and
rerminal shape as those of a SIM card defined by GSM

(11.11) and ISC/IEC 7816 and can provide plural functions



40 such as functions of a memory card, electronic money, and credit
card on a cellular phone, and the embodiment can provide a
commqnlcation system and a control device. [0101] Furthermore, an
emb_odlment of the present invention can provide an excellent storage
medlum_that includes a contactless jnterface besides a contact
connection interface for connection% a cellular phone, and of which
stored contents relating to provision of services by a memory card,

- Electronic:money and gredit cardare fayeraply-cenitoliedity amwexternaind

control device via the contactless interface, and the embodiment can
- provige caagg{mg}yrgcai@m%wn@mh@ contral device={0102]\oreover;
an e_mbodlme_nt of the present invention can provide an excellent storage
pMedium thadsebained thyhousing @ cincdit gompohents eatiFecto a
contactless interface, including an antenna, in a SIM card defined by
(65M (11.11) and ISO/IEC 7816 and can secure sufficient communication
_performance of the contactless interface without suffering from
interferencet by arconporeht R AEITRR hohe EfniRarsehwhar €PF1on

being loaded in the cellular phone, and the embodiment can pravide a
mngmﬂ@af@i@nagys@m%hgedl@orﬁm%emedium that 1 AMRE -

contactless interface besides a contact connection
interface for connection to a celliular phone, and of
which stored contents relating to provision of services
by a memory card, electronic money, and credit card are
favorably controlled by an external control device via
the contactless interfaca, and the embodiment caﬁ provide
a communication system and a control device.
(01023

Moreover, an empbodiment of the present invention
can provide an excellent storage medium that is obtained
by housing all circuit components relating to a
contactless interface, including an antenna, in a SIM
card defined by GSM (11.11) and ISO/IEC 7816 and can
secure sufficient communication performance of the
contactless interface without suffering from interference
by a component in a cellulér phone terminal even when
peing loaded in the cellular phone, and the embodiment

can provide a communication system and a control device.



41 [0103] The storage medium according to an embodiment of the
present invention is formed of a SIM card provided with a wireless
communication function based on a reflected-wave transmission system,
and is so configured as to allow access to the control interface of the SIM
card from an external control device via such a wireless interface. Via the
wireless interface, e.g. a command/fesponse system based on ISO/IEC
7816-4 is transmitted. Therefore, the stored contents in the SIM card can
be @1% trolled also from the external control device via the wireless
ifterface similarly to control from a cellular phone. Furthermore, the

wirelessTanctiq_nor(_: e applied tovarioyskinds,of:¢ardsibecausemit does

S
not depenoFon_a hig e_r-IeveI p_rotocol of the SIM card. [0104] In access to
dhe SIM.cardvia the wirelgss; interface; @csess proressingds paniettout

after recognition of the transfer protocol and the clock rate that are initially
Setforthe SIM ecarg fromma.eelltlar: phonenthis atlows secess:taathe SIM
card from both the cellular phone and the control device with the same
transferquatocol and clockrtateswithostyehiage efithe itrarssfercpiofocol red
and the clock rate set in the SIM card.

as to allow access to the control interface of the 5IM
card from an external control device via such a wireless
interface. Via the wireless interface, e.g. a
command/response system bésed on ISO/IEC 7816-4 is
transmitted. Therefore, the stored contents in The 5IM
card can be controlled also from the external control
device via the wireless interface similarly to control
from a celliular phone. Furthermore, the wireless function
can be applied to various kinds of cards because it does
not depend on a higher-level orotocol of the SIM card.
[0104]

In access to the SIM card wvia the wireless
interface, access processing 1ig carried out after
recognition of the transfer protocol and the clock rate
that are initially set for the SIM card from a cellular
phone. This allows access to the SIM card from both the
cellular phone and the control device with the same

transfer protocol and clock rate without change of the

transfer protocol and the clock rate set in the $SIM card.



42 [0105] As functions of the SIM card, a credit function for treating
elec_tronic money and so on as well as the SIM function for allowing a
carrier to treat subscriber information can be incorporated. Furthermore,
the C(_)ntrol device uses the credit function as well as the SIM function via
the wireless interface to thereby carry out control of deposits/withdrawals
and accounting. This allows the contietless credit function to be utilized
also on a cellular phone. The shape and terminals of a related-art SIM

{%%[rgsﬁan be used as they are. In addition, the SIM card can be applied
without the need to remodel a related-art cellular phone terminal.

Furthermare; at the, fime of:changesaha eeliular phanestermindlnaothon fox
subscriber information and electronic money information can be

dransferred ta the-new termipakmerely byanoving sthe<SIM earddioshe Héw
termlna}l. .0106'] If a 2.4-GHz frequency band is utilized for reflected-wave
Aransmissionyia the wireless intedfacd dncarpotatedin the>SiM Bafd, the
antenna size can be _decreased compared with FeliCa, which employs a
k3:B6-MHiz dands T his-cam integrate: thedanteFra i e Gard 6167 E 1o+
device.uses the credit functicn as well as the SIM
function via the wireless interface to thereby carry out
control of deposits/withdrawals and accounting. This
allows the contactless credit function to be utilized
also on a cellular phone. The shape and terminals of a
related-art SIM card can be used as they are. In addition,
the SIM card can be applied without the need to remodel a
related-art cellular phone terminal. Furthermore, at the
time of change of a cellular phone terminal, both
subscriber information and electronic money information
can be transferred to the new terminal merely by moving
the SIM card to the new terminal.

r010e]

Tf a 2.4-GHz frequency band is utilized for
reflected-wave transmission via the wireless interface
incorporated in the SIM card, the antenna size can be
decreased compared with FeliCa, which employs a 13.56-MHz

hand. This can integrate the antenna with the card.

[0107]



43 Furthermore, a high-capacity memory card function may be added to
the SIM card. This allows access to a control interface of the memory
card from an external control device via the reflected-wave transmission
That is, media content that is originally intended for use from a cellular |
p_hone can _be treated from the external control device. Combining the
hlgh-capacny memory card function \%ith the credit function permits a
carrier to provide a distribution service for media content. Furthermore, a

user cap,lfiize cqntent thatls (prigiagllydntepdedioryse:by a daliulzrLon
phone from external apparatus by transmitting the content by the
[&flected-wave transmissiomThe reflectedwavel ramsnrissiers in feadig
out of content allows high-speed operation with low power consumption
-[9108], 5till giher:objects fepturesandradvantayesofthe rpressht nal
mven'qqn will become apparent from the following more detailed
descriptiondased oniembodinments of tesl impsitiohkaRpRession.  That

3 Ainguamahimwing shotnfGarsiOPREABIE L 7-oncen 0z ute
from a cellular phone can be treated from the exfernal
control device. Combining the high-capacity memory card
function with the credit function permits a carrier to
provide a distribution service for media content.
Furthermore, a user can utilize content that is
originally intended for use by a cellular phone from
external apparatus Dy rransmitting the content by the
reflected-wave transmission. The reflected-wave
rransmission in reading out of content allows high-speed
operation with low power consumption.
[0108]

5till other objects, features and advantages of the
present invention will become apparent from the following
more detailed description nased on empodiments of the
invention and the accompanying drawings.
Brief Description of Drawings
10109}
[Fig. 11

Fig. 1 is a diagram showing a configuration example



44 of_ a contactless wireless unit 100 applied to a reflector. [Fig. 2] Fig. 2
is a @agram showing a configuration example of a wireless unit 11 .
applied to a reflected-wave read unit. [Fig. 3] Fig. 3 is a diagram showing
the har_dvv_are configuration of a SIM card in which a reflected-wave
transmission system is applied to a wijreless interface. [Fig. 4] Fig. 4 is a
dlagram schematically showing the )anrdware configuration of a control
device that controls the SIM card 12 shown in Fig. 3 via the wireless

oflsnt.ae rf%(g@%z Jhased.an the reflecteduwave trausraissibnesystem [Fig. jerigor -

IS a diagram showing a hardware configuration example of a SIM card

[ﬁfﬁthaﬁﬁ integrated with a memory card function and employs a
reflected-wave transmission system as its wireless interface. [Fig. 6] Fig

6 is a diagram shpwing aiconfignratiorexample cofa Mﬁé%@%%@?‘ﬁ—“@le

-
of]a wireless unit 11 applied to a reflected-wave read
unit.

[Fig. 3]

Fig. 3 is a diagram showing the hardware
configuration of a SIM card in which a reflected-wave
transmission system is applied to a wireless interface.
[Fig. 4]

Fig. 4 is a diagram schematically showing the
hardware configuration of a control device that controls
the SIM card 12 shown in Fig. 3 via the wireless
interface 7 based on the reflected-wave transmission
systemn.

[Fig. 5]

Fig. 5 is a diagram showing a hardware
configuration example of a SIM card 14 that is integrated
with a memory card function and employs a reflected-wave
transmission system as its wireless interface.

[Fig. 6]
Fig. 6 is a diagram showing a configuration example

of a wireless frame.

[Fig. 7]



45 Fig. 7 is a diagram showing a frame configuration in which a control
commam_j syst_em applied to a SIM card is carried on a data frame, [Fig
8] Fig. 8 is a diagram showing a frame configuration example in Wr’1ich é
control cc_)mman_d system applied to a memory card is carried on a data
frame_. [Fig. 9] Fig. 9 is a diagram s %Wing a frame configuration example
in which a control command system coupled to sector data for read/write
from/to a memory card is carried on a data frame. [Fig. 10] Fig. 10 is a

di , ' . :
C'agri‘%”%%‘.owf”@ an.example f frames seguende forcontrolihg'he SR
ard rom a control deV|ce_ 13. [Fig. 11] Fig. 11 is a diagram showing a
1 reanfiguration: example ebanvirelless,cammuaipatibASysent thaLbffefd d
service of electronic money or a credit card with use of a SIM card and a
; £ontrol device @cgorsing to ereembodiment of the present invention.
[Fig. 12] Fig. 12 is a diagram showing a configuration
[Fig. 8]

Fig. 8 is a diagram showing a frame configuration
example in which a control command system applied to a
memory card 1s carried on a data frame.

[Fig. 9]

Fig. 9 is a diagram showing a frame configuration
example in which a control command system coupled to
sector data for read/write from/to a memory card 1is
carried on a data trame.

[Fig. 107

Fig. 10 is a diagram showing an example cf frame

sequence for controlling the SIM card 12 from a control

device 13.
[Fig. 111

Fig. 11 18 a diagram showing a configuration
example of a wireless communication system that offers a
service of electronic money or & credit card with use of
a SIM card and a control device according to one
embodiment of the present inventicn.
[Fig. 12]

Fig. 12 is a diagram showing a configuration



46 example of a wireless communication system that offers a distribution
service for copyright-managed content with use of a multifunction SIM
card and a control device. [Fig. 13] Fig. 13 is a diagram showing an
example in which DRM content recorded in a SIM card 140 is reproduced
by a control device. [Fig. 14A] Fig. 1%% is a diagram showing the
structure of a SIM card. [Fig. 14B] Fig. 14B is a diagram showing the
structure of a contactless IC card. [Fig. 15] Fig. 15 shows an example in
anhiep peSIM cards1 is: epplied tonacellutar phane 2= fleig. 16kkigoIGisa a
diagram for explaining the functions of a SIM card and an IC card. [Fig.
difA tig bl iscar diagramcsehématicalhy showingrthe algardwarse tent with
configuration of a SIM card (IC card). [Fig. 18] Fig. 18 is a diagram
sehenfaticaliy showingthaon SIM card and a control device.
[Fig. 13]

Fig. 13 is a diagram showing an example in which
DRM content recorded in a SIM card 140 is reproduced by a
coentrol device.
[Fig. 14A]

Fig. 14A is a diagram showing the structure of a
SIM card.
[Fig. 14B]

Fig. 14B is a diagram showing the structure of a
contactless IC card.
[Fig. 15]

Fig. 15 shows an example in which a SIM card 1 is
applied to a cellular phone 2.
[Fig. 16]

Fig. 16 is a diagram for explaining the functions
of a SIM card and an IC card.
(Fig. 17]

Fig. 17 is a diagram schematically showing the
hardware configuration of a SIM card (IC card}.

[Fig. 18]

Fig. 18 is a diagram schematically showing the



47 hardware configuration of the cellular phone terminal 2 in which the
SIM card 1 is loaded. [Fig. 19] Fig. 19 is a flowchart showing the
procedure of interface processing of a SIM card (IC card) based on the
standards of ISO/IEC 7816-3, and -4. [Fig. 20] Fig. 20 is a diagram
showing command/response APDU applied to the interface of a SIM card
(IC card) based on the ISO/IEC 7816-4 standard. [Fig. 21] Fig. 21 is a
diagram simply showing an example of the sequence of control of the
pretocalef authentication: andencryptiorewitin use opacSIiM candramdan 2
IC card. [Fig. 22] Fig. 22 is a diagram schematically showing the
hardwarencaonfigutation-etd nlemerylcade fRig. 23] Fig. 23 is a diagram
schematically showing a hardware configuration example of a card
obtained by incorporating a SIM card and a memory card in a one-shape

body. Explanation of Reference Numerals [0110]
Fig. 19 is a flowchart showing the procedure of-

interface processing of a SIM card (IC card) based on the
standards of ISO/IRC 7816-3, and -4.
[Fig. 20]

Fig. 20 is a diagram showing command/response APDU
applied to the interface of a SIM card (IC card} based on
the ISO/IEC 7816-4 standard.

[Fig. 21]

Fig. 21 is a diagram simply showing an example of
the sequence of contrcl of the protocol of authentication
and encryption with use of a SIM card and an IC card.
(Fig. 22]

Fig. 22 is a diagram schematically showing the
hardware configuration of a memory card.

[Fig. 23]

Fig. 23 is a diagram schematically showing a
hardware configuration example of a card obtained by
incorporating a SIM card and a memory card in a one-shape
body.

Explanation of Reference Numerals

[0110]



48 1...SIM card 2...Cellular phone 4...IC card interface 6...Memory card
interface 7...Wireless interface 10...Contactless wireless unit
1001...Antenna switch 1002...Baseband controller 1003...ASK receiver
11...Wireless unit 1101...Antenna 1102... Circulator 1103... Receiver
1104... Transmitter 1105...Baseband ntroller 1106... System bus
1107..CPU 12...51M card 1200... Builtin antenna 1201 16 card
controller 1202... Selector 13...Control device 1301...Ul functional unit
13025 r@oaymdnication functional unit

2...Cellular phone

4...IC card interface
6...Memory card interface
7...Wireless interface
10...Contactless wireless unit
1001...Antenna switch
1002, ..Baseband controller
1003...ASK receiver
11...Wireless unit

1101, ..Antenna
110Z...Circulator
1103, . .Regeiver
1104...Transmitter
1105...Baseband controllier
1106...8ystem bus
1107...CPU

12...58IM card
1200...Built-in antenna
1201...1C card controller
1202...5elector
13...Control device
1301...UI functional unit

1302...Communication functional unit



49 14...SIM card 1400...IC card/memory card controller 1401... Selector
30...Carrier 31...Center 300...IC card terminal 301...IC card interface
controller 302...CPU 303... System bus 304...ROM 305...RAM 306...
Cryptographic block 307...EEPROM 400...IC card slot 401...IC card
interface controller 402...CPu 403... System bus 404...ROM 405...RAM
406... Cryptographic block 407...EEPROM 408...Ul functional unit
800...memory card terminal 801...Memory card interface controller
14...5IM card

1400...IC card/memory card controller
1401...8elector

30...Carrier

31...Center

300...IC card terminal

301...1IC ;ard interface controller
302...CPU

3032...8ystem bus

304...ROM

305. . .RAM

306...Cryptographic block
307...EEPRCOM

400...1IC card slot

401, ..IC card interface controller
402...CPU

403...5ystem bus

404...ROM

405...RAM

406...Cryptographic block
407...EEPROM

408...01I functicnal unit
800...Memory card terminal

§01...Memory card interface controller



50 802. . .Cryptographic block 803...Flash controller 804... Flash memory
2200... Television 2201... Speaker Best Modes for Carrying Out the
Invention [0111] Embodiments of the present invention will be described
in detail below with reference to the drawings. [0112] One embodiment of
the present invention provides a storage medium obtained by
incorporating a wireless communication function in a SIM card in which
subscriber information of a cellular phone is stored. Basically, this

steragemedivayhas the-samesize and terminal shape as those defined
by ISO/IEC 7816. [0113] Furthermore, the storage medium according to

ohe. emhpdiment-oftthe jpresent invention employs a reflected- wave
transmission system as its wireless communication system. The term
greflectetwalke transmission” refers to a communication system in which
a reflector sends a reflected-wave signal arising from execution of
Pcdulaticreprocessing for received electric waves to

2201...8peaker
Best Modes for Carrying Out the Invention
[0111]

Embodiments of the present invention will be
described in detail below with reference to the drawings.
[0112]

One embodiment of the present invention provides a
storage medium obtained by incorporating a wireless
communication function in a SIM.card in which subscriber
information of a cellular phone is stored. Basically,
this storage medium has the same size and terminal shape
as those defined by ISO/IEC 7816.

[0113]

Furthermore, the storage medium according to one
enboediment of the present invention employs a reflected-
wave transmission system as 1ts wireless communication
system. The term “reflected-wave transmission” refers to
a communication system in which a reflecteor sends a
- reflected-wave signal arising from execution of

modulation processing for received electric waves to



51 thereby allow wireless transmission. The reflected-wave transmission
has a feature that low power consumption can be realized in a
communication mode in which transmission from the reflector side
occupies almost all of the communication. [0114] A reflected-wave
transmission system is formed of a reflector that transmits data by using a
reflected wave arising from modulation processing, and a reflected-wave
read unit that reads out data from a reflected wave sent by the reflector.
Aldhe titne; of datairansnaissionrthesreflectedrwavenkeada flitirarsmits.an
unmodulated carrier. In response to this, the reflector executes

imedidatien ipracessing coresparding 4@ transmissicincdatarferthet 1on can
unmodulated carrier by carrying out load impedance operation such as
iarniveg: On/ofof ithe antemyatetmirial O to theteby Bend bohdatea Theission
reflected-wave read unit receives this reflected wave and can acquire the
fraemniission date tHrodgl démottfatioreanddecsde prdcessing1§0115]
The reflector is formed of e.g. an antenna that reflects incident continuous
EPEEHE Wabes & -transmission data generation circuit, and an impedance

[0114]

A reflected-wave transmission system is formed of a
reflector that transmits data by using a reflected wave
arising from modulation processing, and a reflected-wave
read unit that reads out data from a reflected wave sent
by the reflectcor. At the time.of data transmission, the
reflected-wave read unit transmits an unmodulated carrier.
In response to this, the reflector executes modulation
processing corresponding to transmission data for the
unmodulated carrier by carrying out load impedance
operation such as turning on/off of the antenna terminal,
to thereby send out data. The reflected-wave read unit
receives this reflected wave and can acquire the
transmission data through demodulaticn and deccde
processing.

[6115]

The reflector is formed of e.g. an antenna that

raflects incident continuous electric waves, a

transmission data generation circuit, and an impedance



52 change circuit that changes the impedance of the antenna depending
on transmission data. Fig. 1 shows a configuration example of a
contactless wireless unit 10 applied to the reflector. [0116] Reference
numeral 1001 denotes an antenna switch as a single-pole/double-throw
(SPDT) switch. This antenna switch t\%Jémtions both for production of a
reflected wave and for switching betwéen transmission and reception. A
terminal c is connected to an antenna. [0117] At the time of data

dranspissionca tarminalb isp keptat theoffistateiy adaseband contretiers
1002, so that the right-end switch is kept at the off-state. Furthermore,

deansmission data: (% DATA) isapplied to arierminalshrom the
baseband controller 1002. Because a terminal d is grounded, the left-end
switthgs shorted whemthetransmissiontdatais 4sand isopesedinhenl 0
the transmission data is 0. In this manner, phase modulation is executed
dowan afmoduldted tafrierreceived via the antenna (not shown), so that
the resultant wave is emitted from the antenna as a modulated
réflectéd-wave signal. [0118]

Reference numeral 1001 denotes an antenna switch as
a single-pole/double~throw (SPDT) switch. This antenna
switch functions both for producticn of a reflected wave
and for switching between tranémission and reception. A
terminal ¢ is connected to an antenna.

[C1i17]

At the time of data transmission, a terminal b is
kept at the off-state by a baseband controller 10062, so
that the right-end switch is kept at the off-state.
Furthermore, transmission data (TX DATA) is applied to a
terminal a from the baseband ceontroller 100Z. Because a
terminal d is grounded, the left-end switch is shorted
when the transmission data is 1, and is opened when the
transmission data is 0. In this manner, phase modulation
is executed for an unmodulated carrier received via the
antenna (nect shown), so that the resultant wave 1is
emitted from the antenna as a medulated reflected-wave
signal.

[0118]



53 At the time of data reception, the terminal b is kept at the on-state by
the baseband controller 1002, and an ASK modulated signal received by
the antenna is sent to an ASK receiver 1003 via a terminal e. The sent
signal is demodulated by the ASK receiver 1003 so as to be converted to
received data (RX DATA). In this mar%r%er,,the received data is sent to the
baseband controller 1002. [0119] Fig. 2 shows a configuration example of
a wireless unit 11 applied to the reflected-wave read unit side. The

wireless pinitiddeineluges an anteanaddfi+ asitculater 13021 raceaivers
1103, a transmitter 1104, and a baseband controller 1105. [0120] When

the wireteshuenibht seadsdata from the seardactlessiwirelédsunit 102, and
shown in Fig. 1, an unmodulated carrier is generated from the transmitter
41 049K responsectocasinstrattion by tve babebdrite contrelleral 105, Thet
unmodulated carrier passes through the circulator 1102 and is emitted

from thé: BRtermactiTolr tOWAR theccontaciess Wireléss uhit10SThe signal
circulator 1102 is used to separate a transmission wave (unmodulated

Earis#om-a received WikeARoditated feffectdd watk) adhdry be

transmission and reception are simultaneous%
converted to recelved data (RX DATA).

In this manner,  the
received data is sent to the baseband controller 1002Z.
(01197

Fig. 2 shows a configuration example of a wireless
unit 11 applied to the reflected-wave read unit side. The
wireless unit 11 includes an antenna 1101, a circulatoer
1102, a receiver 1103, a transmitter 1104, and a baseband
controller 1105.

[0120]

When the wireless unit 11 reads data from the
contactless wireless unit 10 shown in Fig. 1, an
unmodulated carrier is generated from the transmitter
1104 in response to an instruction by the baseband
controller 1105. The unmodulated carrier passes through
the circulator 1102 and is emitted from the antenna 1101
toward the contactless wireless unit 10. The circulator
1102 is used to separate a transmission wave (unmodulated

carrier' from a received wave {(modulated reflected wave)

when transmission and reception are simultaneously



54 carried out. [0121] As described above, a reflected wave is produced
from the unmodulated carrier in the contactless wireless unit 10, so that
the wave is returned to the wireless unit 110 as a modulated reflected
wave. This modulated reflected wave is received by the receiver 1103 via
the antenna 1101 and the circulator é%OZ and is converted to a
baseband IQ signal, followed by being demodulated by the baseband
controller 1105. [0122] On the other hand, at the time of transmission of
Mata oe g cantrol command from the wireless unit 110 to the contactless
wireless unit 10, an ASK modulated wave is generated by the transmitter
13041in accordance with transmission data from the baseband controller
1105, so that the generated wave is emitted from the antenna 1101
similarly KEhelbasebardicantrotier 14054$ tennecteddoa systemrbuged
1106, and exchanges data with a central processing unit (CPU) 1107 via
thesystem busidd062Thel CRUZEIDT éxedutes processingTorahigheress
layer of the communication protocol and processing for control of the
@@éﬁﬂkﬁuﬁqﬁeﬁﬁﬁﬁeEhﬁj@i?@]is returned to the wireless

unit 110 as a modulated reflected wave. This modulated
reflected wave 1is received by the receiver 1103 via the
antenna 1101 and the circulator 1102 and is converted to
a baseband I¢ signal, followed by being demodulated by
the baseband controller 1105.

[0122]

On the other hand, at the time of transmission of
data or a control command from the wireless unit 110 to
the contactless wireless unit 10, an ASKX modulated wave
is generated by the transmitter 1104 in accordance with
transmission data from the baseband contrcocller 1105, so
that the generated wave 1s emitted from the antenna 1101
similarly. The bhaseband controller 1105 is connected to a
system bus 1106, and exchanges data with a central
processing unit (CPU) 1107 via the system bus 1106. The
CPU 1107 executes processing for a higher layer of the
communication protocel and processing for control of the
operation of the entire unit.

(01233



55 ltis also possible that in the contactless wireless unit 10, the antenna
switch 1001 for changing the load impedance of the antenna is formed of
a CMOS transistor incorporated in a circuit module. Alternatively, the
antenna switch 1001 may be formed of an integrated circuit (IC)
composed of gallium arsenic (GaAs)SsDeparately from a circuit module so
that high- speed switching operation ¢an be realized with low power
consumption. In the latter case, the rate of data transmission through

reflectedrwave modidatioisisi nbanced; and the powes consumpton is
suppressed to several tens of microwatts or lower. Therefore,
wonsidesingthe facttthat-the powerrconssmiption df Owireless LAN: atithey
time of communication is in the range of about several hundreds of
rhitliwattstoisgvetalwatts; fit Car bersaid tizat tve fefloctet-anave CMOS
communication has overwhelming performance difference compared with
‘generd|siirelessAgowRiERdnvidives SighfficaRtlyrRiGher power
consumption (refer to e.g. Japanese Patent Laid-Open No. 2005-64822).
I3t i more, Hhe contadiieds Wikdless dmb 10 MsglipSed itk He © L
reflector (or a SIM card equipped with the contactless wireless unit 10)
ﬂ%e§QRﬁ%€ﬁEﬁﬂe%ﬁrcult (IC) composed of gallium arsenic

(GaAs) separately from a circuit module so that high-
spead switching operation can be realized with low power
consumption. In the latter case, the rate of data
transmission through reflected-wave modulation is
enhanced, and the power consumption is suppressed to
several tens of microwatts or lower. Therefore,
considerihg the fact that the power consumption of
wireless LAN at the time of communication is in the range
of about several hundreds of milliwatts to several watts,
it can be said that the reflected-wave communication has
overwhelming performance difference compared with general
wireless LAN, which involves significantly higher power
consunption {refer to e.g. Japanese Patent Laid—Open No.
2005-64822} .
[0124]

Furthermore, the contactless wireless unit 10
egquipped with the reflector (cr a SIM card equipped with

the contactless wireless unit 10) does not generate a



56 carrier but merely reflects received electric waves. Therefore, it is not
regarded as a wireless station and hence is treated as being exempt from
regulations imposed on radio-wave communication. Furthermore, other
contactless communication systems such as an electromagnetic
induction system employ a frequencyg’g the range of several megahertz
to several hundreds of megahertz (e.g:, 13.65 MHz). In contrast, the
reflected- wave communication system can realize high-speed data

dransmissign withuse of e.8r a4~ He bighseguency: band called the

ISM band (Industry Science and Medical band). [0125] Performance
specifications of-theseflectedawaveldransmission sydtess are:shown ind
Table 1. In Table 1, "Up" indicates the direction from the contactless
lweretess.enit 1640 ¢hie wiretessnniekenard "Down'r dtdidates the diragtiored
from the wireless unit 11 to the contactless wireless unit 10. 57 [0126]
$Tabled] dtems Specifisations: Userfreqlendy isamP 2 2-GPizisahd

contactless communication systems such as an
electromagnetic induction system employ a freguency in
the range of several megahertz to several hundreds of
megahertz {e.g., 13.65 MHz). In contrast, the reflected-
wave communication system can realize high-speed data
transmission with use of e.g. a 2.4-GHz high frequency
band called the ISM band (Industry Science and Medical
band) .

[0125]

Performance specifications of the reflected-wave
transmission system are shown in Table 1. 1In Table 1,
“Up” indicates the direction from the contactless
wireless unit 10 to the wireless unit 11, and “Down”
indicates the directicn from the wireless unit 11 to the

contactless wireless unit 10.



Transmission rate Up: 20 Mbps, Down: 2.5 Mbps Modulation system Up:
QPSK/BPSK, Down: ASK Transmission system Up-down asymmetric
TDD system Maximum throughput Up: 16 Mbps, Down: 1.5 Mbps Error
correcting code Up: Reed Solomon code, Down: BCH code
Retransmission control system HybridEﬁ\RQ system Transmission power
of 10 mW wireless unit Antenna gain of wireless unit 5 dBi Power
consumption of 30 mW (Average at the time of reflector communication)
ameunication range Maximum 3 m (depends on reflector side antenna)
[0127] Fig. 3 shows the hardware configuration of a SIM card 12 in which
the reflected-wave transmission system is applied to a wireless interface.

Thic SIM.card. has-a..confiauration-obtained-byv-additivvev-providina-the
OO TvIrrardrmas-a--ourtntrgouratron S’”Luuf\’u L{:y u.uull.lvul‘y PIUVIUIIIQ aTc
Tc’iﬁ‘\fﬁs el -elenruadadi 17 H peciiigations AN TR PR
U'élelwffgé[ﬁeoléiv ||a|r!(|jrlu. I7 vitru 3L,h)|_|¢gl&z,uggﬂ&lw|6|caa urmtIU, a Dunt=ir
E} i D L

Artenna 1200, an fCcard tontrotter; 1 26%, @it @ Selector B262,[0128] A

WGIESS aterfacer Tunctions to conirol therSivscard-12 viadhe

Teflectedswave: transmission systenipandrcharacteristicdiBOtransports

Mathrof coimanmgdirtesponse Up: 16 Mbps, Down: 1.5 Mbps

Error correcting code Up: Reed Sclomon code, Down: BCH code
Retransmission control system | Hybrid ARQ system

Transmission power of 10 mW

wireless unit

Antenna gain of wireless unit | 5 dBi

FPower consumption of 30 mW {(Average at the time of

reflector communication)

Communication range : Maximum 3 m f{depends on reflector side
antenna)

[0127]

Fig. 3 shows the hardware configuration of a SIM
card 12 in which the reflected-wave transmission system
is applied to a wireless interface. This SIM card has a
configuration cbtained by additively providing the SIM
card shown in Fig. 17 with the contactless wireless unit
10, a built-in antenna 1200, an IC card contreller 1201,
and a selector 1202Z.

(01281

A wireless interface 7 functions to control the SIM
card 12 via the reflected-wave transmission system, and
characteristically transports data of command/response
APDU (see Fig. 20 applied to the IC card interface by
using a wireless frame.

[012%8]




APDU (see Fig. 20) applied to the IC card interface by using a wireless
frame. [0129] 58 Upon receiving a wireless frame via the built-in antenna
1200, the contactless wireless unit 10 transmits command data carried on
the frame to the IC card controller 1201. [0130] The IC card controller
1201 is connected via the selector 1 to the IC card interface controller
301 by a predetermined electric signal applied to the IC card interface.
The selector 1202 functions to select one of the path for an electric signal
from the iG gard eeatrollergl 20 k.ane thespathfaman electri¢. signali framin
the IC card terminal 300. [0131] The IC card controller 1201 transmits the
Lommand 1data o the: |C catchintéréace edntrolles 30tibyta data: transfer t s
system complying with ISO/SEC 7816. Subsequently, the IC card
contrettel 1R0lareceivesaesponsd datbrasithet eesulteofléonmmand
processing by the CPU 302. The response data is carried on a wireless
Famia by Hee cartagtiess wireless unit 10, followed by being transmitted

\[/jrjalt?g] built-in antenna 1200 to the wireless interface 7.

The IC card controller 1201 is connected via the
selector 1202 to the IC card interface controller 301 by
a predetermined electric signal applied to the IC card
interface. The selector 1202 functions to select one of
the path for an electric signal from the IC card
controller 1201 and the path for an electric signal from
the IC card terminal 300.

[0131]

The IC card controller 1201 transmits the command
data to the IC card interface controller 301 by a data
transfer system complying with ISO/IEC 7816. Subsequently,
the IC card controller 1201 receives response data as the
result of command processing by the CPU 302. The response
data is carried on a wireless frame by the contactless
wireless unit 10, followed by being transmitted via the
built—-in antenna 1200 fo the wireless intgrface 7.

[0132]
Regarding the configuration of the built-in antenna

1200, it is preferable that the built-in antenna be



[0132] Regarding the configuration of the built-in antenna 1200, it is
preferable that the built-in antenna be 59 disposed on both the front
surface and back surface of the SIM card, in consideration of possibility
that the orientation of the SIM card 12 loaded in the slot of a cellular
phone differs (which of the front surf and back surface of the SIM card
12 faces outward differs) depending on the kind of cellular phone
terminal. [0133] Fig. 4 schematically shows the hardware configuration of

& conirel deyicesk3 thatigentrelsithe s S M caed 32 shpwnin Fig.£3 via the
wireless interface 7 based on the reflected-wave transmission system.
tihis contreh device i Sccondrals the- S carfd 12 fronthiel wiretéss-unib &1
via the wireless interface 7. [0134] The wireless unit 11 transmits/receives
wata of tiel commiand/eesponseaARD U déseritradl abvovd)applied to thes
IC card interface, and therefore provides the control device 13 with the
dandtichrequivalent HithaesfthedCledrdointérfaceleshitiolle 402G tierd
cellular phone shown in Fig. 18. The CPU 402, a system bus 403, the

ROK 504 TRERAK 205, theltrystbgraphid BIGRR 408 HAd the! EEPRGM

407
depending on the kind of cellular phone terminal.

[0133]

Fig. 4 schematically shows the hardware
configuration of a control device 13 that controls the
SIM card 12 shown in Fig. 3 via the wireless interface 7
based on the reflected-wave transmission system. This
control device 13 controls the SIM card 12 from the
wireless unit 11 via the wireless interface 7.

[0134]

The wireless unit 11 transmits/receives data of the
command/response APDU (described above) applied to the IC
card interface, and therefore provides the control device
13 with the function eguivalent to that of the IC card
interface controller 401 in the cellular phone shown in
Fig. 18. The CPU 402, a system bus 403, the ROM 404, the
RAM 405, the cryptographic block 406, and the EEPRCM 407
have the same functions as those described for Fig. 18.
[0135]

Furthermore, a UI functional unit 1300 and a



have the same functions as those described for Fig. 18. [0135]
Furthermore, a Ul functional unit 1300 and a 60 communication functional
unit 1301 are provided corresponding to application functions offered by
the control device 13. Examples of an application by the control device
13 will be described later. [0136] In Fig, 23, a configuration example of a
card obtained by incorporating a SIM card and a memory card in a
one-shape body is shown. Fig. 5 shows a hardware configuration

example of aiSIM eand-14 that is integrated withya memeonryeard function
and employs the reflected- wave transmission system as its wireless
dnterfacec j0ld3d This St icard d4anclirdes;thesidessthesconpanentasn
the SIM card shown in Fig. 23, the built-in antenna 1200, the contactless
avirgless. udit t10ran 1C cardimembey card eontrolier 1k00] andlaysdleetor
1401. [0138] The SIM card 14 carries out wireless control for the SIM
cand functiopdlipart aAdwirdleSs comtpsifopte admdry card functional
part via the contactless wireless unit 10, similarly to the SIM card shown

WERL 8. That

In Fig. 23, a configuration example of a card
obtained by incorporating a SIM card and a memory card in
a one-shape body is shown. Fig. 5 shows a hardware
configuration example of a SIM card 14 that is integrated
with a memory card function and employs the reflected-
wave transmission system as 1ts wireless interface.

[0137]

This SIM card 14 includes, besides the components
in the SIM card shown in Fig. 23, the built-in antenna
1200, the contactless wireless unit 10, an IC card/memory
card controller 1400, and a selector 1401.

[0138]

The SIM card 14 carries out wireless control for
the SIM card functional part and wireless control for the
memory card functional part via the contactless wireless
unit 10, similarly to the SIM card shown in Fig. 3. That
is, via the wireless interface 7, a command/response for
controlliing the memory card is transported on a common

wireless frame.



IS, via the wireless interface 7, a command/response for controlling the
memory card is transported on a common wireless frame. 61 [0139]
Furthermore, the SIM card 14 receives/transmits command
data/response data via the contactless wireless unit 10. The IC
card/memory card controller 1400 controls command/response transfer
with respect to the memory card interface controller 801. [0140] The
selector 1401 functions to select one of the path for an electric signal that
fassed through the memory card terminal 800 and the path for an
electric signal from the IC card/memory card controller 1400. [0141] A
memory card centiel systernés disgloseddn 4. ridapanese Ratentmits
Laid-Open No. 2006-202260, which has been already assigned to the
presemtiassigneér Astransportisystemi entdwireless intefface isdiselosed
in e.g. Japanese Patent Laid-Open No. 2006-146460 and Japanese
PatentlApplidationiNo c2006380894, whith have beehlakeddy dssighnédols
to the present assignee. [0142] Fig. 6 shows a configuration example of a
gifalessl/ response transfer with respect to the memory card
interface controller 801.
[0140]

The selector 1401 functions to select cne of the
path for an electric signal that has passed through the
memory card terminal 800 and the path for an electric
signal from the IC card/memory card controller 1400.
[0141]

A memory card control system is disclesed in e.g.
Japanese Patent Laid-Open No. 2006-202260, which has been
already assigned to the present assignee. A transport
system on a wireless interface is disclosed in e.g.
Japanese Patent Laid-COpen No. 2006-146460 and Japanese
Patent Application No. 2006-330824, which have been
already assigned to the present assignee.

10142]

Fig. 6 shows a configuration example of a wireless

frame. A common configuration is provided in both

transmission and reception.

101437



frame. A common configuration is provided in both transmission and
reception. [0143] 62 A preamble 150 is data for bit synchronization and
so on for the frame. A unique word 151 is fixed-pattern data for frame
synchronization. A header 152 is composed of a frame type 1521, a
destination address 1522, a source aggress 1523, control 1524, and a
data length 1525. The frame type 1521 provides differentiation among a
beacon, control frame, data frame, and so on. The destination address

1522 and the samtce-address 4523 rindicate thertransmissionanst ion and
reception destination of the frame. The control 1524 functions for
setrapsmissiom contraharrival canfismationrand §4 onsTHe xlate tesgtie rn
1525 stores the data length of the frame. Data 153 is an area for data that
datembé tranfmitted apdcbceived.ani adataHramedhe datd 1538 isomposed
generally referred to as "payload." FEC 154 is an error correcting code for
ekesuting franteyerror. Slidok, andesd IORCBs @d8d 461 tHe FEC £54.
[0144] Fig. 7 shows a frame configuration in which a control command

B9 SRt apphae fra S var§ R ¢&ied L6R Adatd framedata length 1525.

The frame type 1521 provides differentiation among a
beacon, control frame, data frame, and so on. The
destination address 1522 and the source address 1523
indicate the transmission and reception destinaticn of
the frame. The contrel 1524 functions for retransmission
control, arrival confirmation, and so on. The data length
1525 stores the data length of the frame. Data 153 is an
area for data that 1s to be transmitted and recéived« In
a data frame, the data 153 is generally referred to as
“payload.” FEC 154 is an error correcting code for
executing frame error check, and e.g. CRC3Z is used for
the FEC 154.

[0144]

Fig. 7 shows a frame configuration in which a
control command system applied to a SIM card is carried
on a data frame.

[0145]
Cn the paylocad 153 of a wireless frame (data frame)

15, the command APDU 60 or the response APDU 61 shown in



[0145] On the payload 153 of a wireless frame (data frame) 15, the
command APDU 60 or the response APDU 61 shown in 63 Fig. 20 is
carried together with an access type 160. The access type 1600 is type
information for discrimination of the subject of control by the
above-described IC card/memory car&controller 1400 of the SIM card 14.
The access type 1600 of Fig. 7 is given the value that specifies the IC
card side as the control subject. [0146] Fig. 8 shows a frame configuration

exgmple in whigh- a:controb gemmand.systerarapplied 4@ adpgmory gard ihe
carried on a data frame. The same frame configuration is disclosed also
drdapanesgoRatent Apphcatign=Nan2@06::330894 {descriked-above) r and
characteristically implements direct register control, command control,
ahdtbeffendortrol farfa memorylcdrg vidiwirelessecatamunidation.[{D147]

In the data frame shown in Fig. 8, a control command 1700 or response
4704 iseaaied otk paylbad I53rtogétheraiththe dcdéssayse 1600. The
Similarly to the access type shown in Fig. 7, the access type of Fig. 8 is
A Pe Informafién foridiscrimination of iiecsubjéq value that

specifies the IC card side as the control subject.
[01l46]

Fig. 8 shows a frame configuration example in wﬁich
a control command system applied to a memory card is
carried on a data frame. The same frame configuration is
disclosed also in Japanese Patent Applicaticn No. 2006-
330894 (described above), and characteristically
implements direct register control, command control, and
buffer control for a memory card via wireless
communication.
[0147]
| In the data frame shown in Fig. 8, a control
command 1700 or response 1701 is carried on the payload
153 together with the access type 1600. Similarly to the
access type shown in Fig. 7, the access type of Fig. 8 is
also type information for discrimination of the subject
of control by the IC card/memory card controller 1400 of
the SIM card 14. The access type of Fig. 8 is given the

value that specifies the memory card side as the control



of control by the IC card/memory card controller 1400 of the SIM card 14.
The access type of Fig. 8 is given the value that specifies the memory
card side as the control 64 subject. [0148] Fig. 9 shows a frame
configuration example in which a control command system coupled to
sector data for read/write from/to a ory card is carried on a data
frame. Reference numeral 180 denotes a payload configuration for read,
and reference numeral 181 denotes a payload configuration for write.
Referance numerals 1800 and 1801 denote a command and a response
for read, and reference numerals 1802 and 1803 denote a command and
goresponse for write. The same frame configuration is disclosed also in
Japanese Patent Laid-Open No. 2006- 146460 (described above). The
frame coRfiguratioph charaeteiisticallycaiovisimplefentaiorreflesaiesvdfl ch
register control, command control, and buffer control on the memory card
Bidend HredrebyEaryb Ut YeAGAVrite bR 1 & Settor-bycdetiodsdsis. for
Furthermore, the transfer of data coupled to sector data can enhance the
URFSIESE Hand BRI oy [FRIP 1Y tHerddta Fraré Shof inEig Fehé

control
frame. Reference numeral 180 denctes a payload

configuration for read, and reference numeral 181 denotes
a payload configuration for write. Reference numerals
1800 and 1801 denote.a command and a response for read,
and reference numerals 1802 and 1803 denote a command and
a response for write. The same frame configuratiocn is
disclosed also in Japanese Patent Lald-Open No. 2006-
146460 (described above). The frame configuration
characteristically allows implementation of a series of
register control, command contrel, and buffer control on
the memory card side, to thereby carry out read/write on
a sector-by-sector basis. Furthermore, the transfer of
data coupled to sector data can enhance the wireless
frame efficiency.
[0149]

In the data frame shown in Fig. 9, the control
command 1800 (1802) or response 1801 (1803} is carried on
the payload 153 together with the access type 160.

Similarly to the access types shown in Figs. 7 and 8, the



command 1800 (1802) or response 1801 (1803) is carried on the payload
153 together with the access type 160. Similarly to the access types
shown in Figs. 7 and 8, the 65 access type of Fig. 9 is also type
information for discrimination of the subject of control by the IC
card/memory card controller 1400 of SIM card 14. The access type of
Fig. 9 is given the value that specifies the memory card side as the
control subject. [0150] Fig. 10 shows an example of frame sequence for
Loptrelling Jhe SIM garg 12ofrom the contrpbdeviad d3xnn 1his example,
the control device 13 executes the authentication sequence that is
executedimatheccellofar:pkone: B ferthecdarrend imFige 21t iheIC
description of the example is based on the premise that the control
creyitérESisonrrected-tortheqpublic neéWerkes or hnotheY fixedndtvork The
As for the system of communication between the control device 13 and
alseeanict B a detailddy debciiticn- iscomitied bethuge the systeathas Ad
direct relation to the gist of the present invention, similarly to the case of
Fig 2e1ory1 ) THesMtard 12 i Bséd i sith & Warfiter as to be

inserted in the slot of the cellular phone 2. Upon the
[0150]

Fig. 10 shows an example of frame sequence for
contrelling the SIM card 12 from the control device 13.

In this example, the control device 13 executes the
auvthentication sequence that is executed by the cellular
phone 2 for the carrier 3 in Fig. 21. The description of
the example is based on the premise that the control
device 13 is connected to the public network 5> or another
fixed network. As for the system of communication between
the control device 13 and the carrier 3, a detailed
description is omitted because the system has no direct
relation to the gist of the present invention, similarly
to the case of Fig. 21.

[0151]

The SIM card 12 is used in such a manner as toc be
inserted in the glot of the cellular pheone 2. Upon the
activation {1900} of the cellular phone 2, power 1is input
from the cellular phone 2 to the SIM card 1Z. In response

to the power input, the SIM card 12 executes initial



activation (1900) of the cellular phone 2, power is input from the cellular
phone 2 to the SIM card 12. In response to the power input, the SIM card
12 executes initial 66 setting (1901) for wireless communication.
Furthermore, the activation processing 500, the reset processing 501,
and the protocol setting processing 5 % (see Fig. 19) are executed by the
cellular phone 2 for the SIM card 12. Due to this operation, the IC card
interface controller 301 is so set as to carry out data transfer in
accordancel with)a predetermined protoeaki {0152} The IC cardicontrotier
1201 also has to follow the same protocol for data transfer to the IC card
tinterface 1 canticler 302cAseomingly, the setectorsk202cmoniersithe 1,
card interface between the IC card terminal 300 and the IC card interface
aoohtrolier B ITHIS Allows the Seletior $202:t 5 provided Witha 12) are
function to acquire the protocol type information and clock rate

TOHRVEITEh Fictbl frofita PTS Fediedt@nd aPTS FeFly (dls&Gfed hboveyue
and notify the IC card controller 1201 of them. In this manner, protocol

SettiiyproRBssiag 1902)40F the” 16T LRSI 420198 tofiptéted Y

[0153] In this frame seguence exarggle, connectign-oriented
is s¢ set as Lo carry out ta transfer in accordance

with a predetermined protocol.
[0152]

The IC card controller 1201 also has to follow the
same protocol for data transfer to the IC card interface
controller 301. Accordingly, the selector 1202 monitors
the IC card interface between the IC card terminal 300
and the IC card interface controlier 30l. This allows the
selector 1202 to be provided with a function to acquire
the protocol type information and clock rate conversion
factor from a PTS request and a PTS reply (described
above} and notify the IC card controller 1201 of them. In
this manner, protocol setting processing (1802) for the
IC card controller 1201 is completed.

[G153]

Tn this frame seguence example, connection-oriented
connection ig carried out from the control device 13 to
the SIM card 12. Specifically, the control device 13

simultaneously sends a beacon frame 1203 periodically and



connection is carried out from the control device 13 to the SIM card 12.
Specifically, the control device 13 simultaneously sends a beacon frame
1903 periodically and 67 waits for a reply from the SIM card 12. When the
SIM card 12 (cellular phone equipped with the SIM card 12) is brought
close to the control device 13 by user's, operation, the SIM card 12
receives the beacon frame (1903). In response to this reception, the SIM
card 12 notifies the control device 13 of its location by a location

wotification-frames(d 904 Adport receiving dhe-doqation watification frarme card
(1904), the control device 13 transmits a connection request frame

12905)= Subsequenity; supan tegepfioniofa cdnmetlin ceply frame (E006)
from the SIM card 12, connection is established. [0154] From then on,
commphndirésponseccontrol forthe SIMicaid ¢2 frbnptheieenmtrdl device 13

is carried out by using the data frame shown in Fig. 7. Specifically, the
INSHBOIP Ik art AEtHeHYcatsn réquest ediitfiand (D07 i Yiverr dee

value indicating "authentication request.” The random number (701) is
speeifibd inlthe tatd Qe (665) “ofthe @rimand AP B cand therdad 12

Iength thereof Is specified in the Lc (604). %0155& _
notifies the control device 13 7o t5 location by a

location notification frame {(1904). Upcn receiving the
location notification frame (1%04), the control device 13 .
transmits a connection reguest frame (1905). Subsequently,
upon reception of a connection reply frame (1906) from
the 8IM card 12, connection is established.
(01541

From then on, command/responge control for the SIM
card 12 from the control device 13 is carried out by
using the data frame shown in Fig. 7. Specifically, the
INS (601) in an authentication request command (1%07) is
given the wvalue indicating “authentication request.” The
randeom number (701} is specified in the data area (605)
of the command APDU, and the data length thereof is
specified in the Lc (604).
[0155]

The SIM card 12 receives the authentication request
command (1907), and starts arithmetic operation on the

authentication data (703) and the session key Kg [(704).



The SIM card 12 receives the authentication request command (1907),
and starts arithmetic operation on the authentication data (703) and the
session key Ks (704). 68 In addition, the SIM card 12 transmits an
authentication request response (1908). In the SWI and SW2 in the
response APDU, the processing statLg%indicating the ‘normal start of the
processing is set. [0156] The control device 13 issues an authentication
reply command 1909 to the SIM card 12 in order to acquire the
Tauthentication data £703)T heavalue indieatingn {'authenticationsiephyds i on
specified in the INS (601) in the command APDU, and the data length of
tbevauthenticatiansdata {203))is specifieckindtie Ler(608)2[01571 ke SIN
card 12 adds the authentication data (703) obtained as an arithmetic
respit testhehdatd aréa €6 10)o oka sespprisesARD UL add trahsniitstdre
authentication reply response (1910). At this time, the processing status
Mo et n HeSWPAand SwW2 v tesrebpansé APBU. [0158] In this manner,
command control equivalent to that carried out from the cellular phone 2 -
(8ée frig. 21) can be carried out from the control device 13 via wireless

The control device 13 issues an authentication
reply command 1909 to the SIM card 12 in order to acguire
the authentication data (703). The value indicating
“authentication reply” is specified in the INS (601) in
the command APDU, and the data length of the
authentication data (703) is specified in the Lo (604).
[0157]

The SIM card 12 adds the authentication data (703)
obtained as an arithmetic result to the data area (610)
of a response APDU, and transmits an authentication reply
response (1910). At this time, the processing status is
set in the SW1l and SWZ in the response APDU.

[0158]

In this manner, command control eguivalent to that
carried out from the cellular phone 2 (see Fig. 21) can
be carried out from the control device 13 via wireless
communication. Furthermore, for the SIM card 14 (referred
to as Fig. 5) eqguipped also with a memory card function,

command control equivalent to that carried out from the



communication. Furthermore, for the SIM card 14 (referred to as Fig. 5)
equipped also with a memory card function, command control equivalent
to that carried out from the 69 cellular phone 2 can be carried out by
using the data frame shown in Fig. 8. Moreover, using the data frame
shown in Fig. 9 allows high-speed memory data access. [0159] After
carrying out predetermined SIM card control and memory card control for
the same connection, the control device 13 transmits a disconnection
tequest{rarpeo1911) tx:thessIM gatt 22 (ertd ) Subseayently, upone
receiving a disconnection reply frame (1912) from the SIM card 12 (or
Adyrthe control devieédl3 énds e communication. [0h601EIgall shows
a configuration example of a wireless communication system that offers a
seprce bheRttronft mdrmsysora orediteard withnisey/ ofla SiMacsrd amd a
control device according to one embodiment of the present invention.
[0161 ]A SIM card 120 has a function to treat subscriber information for

the carrier 30 similarly to a related-art SIM card. Furthermore, the SIM
card 120°4<€E fGRdionigro out predetermined SIM card control

and memory card contrcel for the same connection, the
control device 13 transmité a disconnection request frame
{1911) to the SIM card 12 {or 14} . Subseguently, upon
receiving a disconnecticn reply frame (1912) from the SIM
card 12 (or 14}, the control device 13 ends the
communication.

[0160]

Fig. 11 shows a configuration example of a wireless
communication system that offers a service of electronic
money or a credit card with use of a SIM card and a
control device according to one embodiment of the present
invention.

[C161]

A SIM card 120 has a function to treat subscriber
information for the carrier 30 similarly to a related-art
SIM card. Furthermore, the SIM card 120 has a function of
electronic money or a credit card {credit function) that
is offered in the form of an IC card generally.

Specifically, information relating to electronic money or



electronic money or a credit card (credit function) that is offered in the
form of an IC card generally. Specifically, information relating to electronic
money or 70 a credit card (credit information) is stored in the storage
area of the SIM card (IC card), and a protocol for safely treating this
information is shared by apparatus toj&vhich the card is applied and the
center 31. This protocol is realized by carrying out a series of
command/response control via the IC card interface 4 or the wireless

dnterfage 7. [Q162] The=SIM cardrb2@his-aentrolled byra eelfulanphonre 20
via the IC card interface 4 similarly to a typical SIM card. A related-art
cellulag phane £ovérs-only $HelSHE rfunclion damxbnirast,dn the presend L
embodiment, the cellular phone 20 covers the credit function as well as
fhe StMFahgtiom§6163]5A tbntrolidelieenad0 ascessestthe SiMorard 120
via the wireless interface 7 and is connected to the carrier 30 and the
epterlvia the ebimhuiibaticirAciwotk B0 164) ittHe Systepenter 31.

configuration shown in Fig. 11, the cellular phone 20 can be used through
Subscapeitocel 1s realized by carrying out a series of

command/response control via the IC card interface 4 or
the wireless interface 7.
[0162]

The SIM card 120 is controlled by a cellular phone
20 via the IC card interface 4 similarly to a typical S8IM
card. A related-art cellular phone covers only the SIM
function. In contrast, in the present embodiment, the
cellular phone 20 covers the credit function as well as
the SIM function.

(0163]

A control device 130 accesses the SIM card 120 via
the wireless interface 7 and 1s connected to the carrier
30 and the center 31 via the communication network 5.
[0164]

In the system configuration shown in Fig. 11, the
cellular phone 20 can be used through subscriber
authentication similarly to related arts by applying the
SIM card 120 to the cellular phone 20. Furthermore, if

the cellular phone 20 covers the credit function, a



authentication similarly to related arts by applying the SIM card 120 to the
cellular phone 20. Furthermore, if the cellular phone 20 covers the credit
function, a 71 service of electronic money/credit card can be utilized via
a cellular network. [0165] Moreover, also via the control device 130, a
service of electronic money/credit cargl,can be utilized similarly. In this
case, the control device 130 serves as a payment terminal that executes
processing of deposits/withdrawals, accounting, and so on (credit
Jrecassing)fin altilizatiomotelectieni¢ mmengyicredit dcarerbetween e St
card 120 and the center 31. [0166] In addition, in the system shown in Fig.
dila subsetibefautheatication and credit processing can be executed by
using the same SIM card. This allows the carrier 30 of the cellular phone
k@ havé enhanced flexibility of service provision, and thus the carrier
becomes capable of offering a user a service of electronic money and

credit catpireaddition #6-fife GHgiral felEpRHE dalf§aivice. jo1b7] 2

Furthermore, subscriber information and credit o
service of electronic money/credit card can be utilized

.similarly. In this case, the control device 130 serves as
a payment terminal that executes processing of
deposits/withdrawals, accounting, and so on (credit
processing) in utilization of electronic money/credit
card between the SIM card 120 and the center 31.

[01l66]

In addition, in the system shown in Fig. 11,
subscriber authentication and credit processing can be
executed by using the same SIM card. This allows the
carrier 30 of the cellular phone to have enhanced
flexibility of service provision, and thus the carrier
becomes capable of offering a user a service of
electronic money and credit card in addition to the
original telephone call service.

[0167]

Furthermore, subscriber information and credit
information can be managed by one SIM card. This offers a
cellular phone user an advantage that, at the time of

change of a cellular phone terminal, these pieces of



information can be managed by one SIM card. This offers a cellular
phone user an advantage that, at the time of change of a cellular phone
terminal, these pieces of 72 information can be shifted merely by moving
the SIM card to the new terminal. [0168] Fig. 12 shows a configuration
example of a wireless communicatioq ystem that offers a distribution
service for copyright-managed (DRM (%igital Right Management) content
with use of the above-described multifunction SIM card and a control

dericen69] Therparticipators of the-PRM, systepvaretypicadly @rM card

content provider, license manager, and user. The user owns a content
treprodactien: deviea anglutilizes content by using the device. The license
manager issues a license to the user. The content provider offers content

{6 ties user. In the DRM, providing the user with the license (use permit)

of a content is realized by giving the content key to a (specific) valid
reproduckid deVitesdforfe dseroThe Svalit-reproductionidevide samedansg Lless
that the reproduction device can process a cryptographic key, content
Keyamd sacrypleaciiteRt WitRGUtIE ARG theif 1R theteiieffal service

for copyright-managed (DRM (Digital Right Management)
content with use of the above-described multifunction SIM
card and a control device.

[0169]

The participators of the DRM system are typically a
content provider, license manager, and user. The user
owns a content reproduction device and utilizes content
by using the device. The license manager issues a license
to the user. The content provider offers content to the
user. In the DRM, providing the user with the license
(use permit) of a content is realized by giving the
content key to a (specific) valid reproduction device of
the user. The “valid reproduction device” means that the
reproduction device can process a cryptographic key,
content key, and decrypted content without leaking them
to the external.

[0170]
A 8IM card 140 has the configuration shown in Fig.

5, and hence has the functicn of a high-capacity memory



[0170] A SIM card 140 has the configuration shown in Fig. 5, and hence
has the function of a high-capacity memory 73 card in addition to the
functions of the SIM card 120 (SIM function, credit function). The memory
card function includes a copyright management (DRM) function, and
control of authentication and control of content encryption are carried out
between the SIM card 140 and apparatus to which the SIM card 140 is
applied. [0171] The system configuration of Fig. 12 is based on the
assumptiondhat-a egllular phene 24 hasen SIM furetions Teredit functinn,

and function to reproduce DRM content. In this system, the cellular phone
21eontrols theSIM ceard i Fviadhe d@ card thterfaceidrand-thecmémory i on
card interface 6. [0172] A control device 131 accesses the SIM card 140
viee the svirelessointeriaget7 madds eorndcté @k thelcarvier B0, the:denter

31, and a content distribution server 32 via the communication network 5
¢fixad nétwork p [0173] 1h thé SgsteanEorsfigutation SHoWwPTH-Figt 12, the
following services can be utilized by applying the SIM

encryption are carried out between the SIM card 140 and
apparatus to which the SIM card 140 is applied.

10171

The system configuration of Fig. 12 is based on the
assumption that a cellular phone 21 has a SIM function,
credit function, and function to reproduce DRM content.
In this system, the cellular phone 21 controls the S5IM
card 140 via the IC card interface 4 and the memory card
interface 6.

[0172]

A control device 131 accesses the SIM card 140 via
the wireless interface 7 and is connected to the carrier
30, the center 31, and a content distribution server 32
via the communication network 5 (fixed network).

01731

In the system configuration shown in Fig. 12, the
following services can be utilized by applying the SIM
card 140 to the cellular phone 21: a telephone call via a

cellular network, service of electronic money/credit card,

and content distribution service. Moreover, the same



card 140 to the cellular phone 21: a telephone call via a cellular network,
service of electronic money/credit card, and content distribution service.
Moreover, the same 74 services can be utilized via the control device
131. [0174] In case that the latter content distribution service is used, the
control device 131 executes processi,rlig of downloading DRM content for
the SIM card 140, and carries out a license purchase procedure through
credit processing for use of the content. By thus combining download
Ju0peassing and creditiproressingy contens withprotacted eopyrightt such
as music or video, can be purchased simultaneously through simple
user'sg Joperation such as holding of the cellular phone 21 over the control
device 131. [0175] Furthermore, subscriber authentication, credit '
processifg, ard downivadprocessing candseteartied it bybudingthe
same SIM card. This offers a cellular phone carrier an advantage that the
TaFfdracaniprovited a GS6r WHthta edn@nY disfribtiibnserdies #¥ addition
to a telephone call service and service of electronic money/credit card

RERARES S dIed By RS BhRaNCER! fRRIBiIRY bf S&vide FrovidiorE2Td

140, and carries out a license purchase procedure through
credit processing for use of the content. By thus
combining download processing and credit processing,
content with protected copyright, such as music or video,-
can be purchased simultaneously through simple user’s
operation such as holding of the cellular phone 21 over
the control device 131.
(01751

furthermore, subscriber authentication, credit
processing, and download processing can be carried out by
using the same SIM card. This coffers a cellular phone
carrier an advantage that the carrier can provides a user
with a content distribution service in addition to a
telephone call service and service of electronic
money/credit card and thus is allowed to have enhanced
flexibility of service provision.
[0176]

Furthermore, subscriber information, credit

information, and content informaticn can be managed by



[0176] Furthermore, subscriber information, credit information, and
content information can be managed by 75 one SIM card. This offers a
cellular phone user an advantage that, at the time of change of a cellular
phone terminal, these pieces of information can be collectively shifted
merely by moving the SIM card to the,new terminal. [0177] Fig. 13 shows
an example in which DRM content recorded in the SIM card 140 of Fig.
12 is reproduced by a control device. [0178] A control device 132

Seguires DRMdnformationcamd: a6 enciypted contenidhat are«stored in the
memory card storage area of the SIM card 140 via the wireless interface
Fiaadaepeoduces the content throagh DRMa prpcessing. The Lohol phone
device 132 outputs video content to a television 2200 and outputs music
oententad a speaken220is For this plrpuse; thencomtrolldevice 13T thiage Ly
output functions compatible with the respective content media. [0179] In

this Thignnere DRM contehe WHiieh ehA bel fepreddceeonily By He cSlffarnal -

phone 21 equipped with a
{0177}

Fig. 13 shows an example in which DRM content
recorded in the SIM card 140 of Fig. 12 is reproduced by
a control device.

[gi781

A control device 132 acguires DRM information and
an encrypted content that are stored in the memory card
storage area of the SIM card 140 via the wireless
interface 7, and reproduces the content through DRM
processing. The control device 132 outputs video content
to a television 2200 and outputs music content to a
speaker 2201. For this purpose, the control device 132
has output functions compatible with the respective
content ﬁedia.

01793

In this manner, DRM content, which can be
reproduced only by the cellular phone 21 equipped with a
memory card in related arts normally, can be reproduced
also on another apparatus by sending out the content via

the wireless interface 7. Furthermore, a use style for



memory card in related arts normally, can be reproduced also on another
apparatus by sending out the content via the wireless interface 7.
Furthermore, a use style for 76 enjoyment of an individual person can be
changed to one for enjoyment of plural persons. [0180] The present
invention has been described in detal E)above with reference to specific
embodiments of the invention. It should be apparent that various
modifications and substitutions might be incorporated into the
embediments by thosenskilediinthegut-withouia fleparting-framadhe gis 0f
the invention. [0181] In the present specification, the description is made
With focts ancthe enbediment that isapplied to a SIM card defined by
GSM (11.11) and ISO/IEC 7816 as a storage medium in which subscriber
infofrdation of a cellular phone is stored. However, the gist of the present
invention is not necessarily limited thereto. Although presently the SIM
card is withely Rised $ir tcellules phbhes bt thdeBM aRa W CDMAL systeial 1
of course an embodiment of the present invention can be similarl

HPPHE Bist torRIRUR fiSes 6 SiBRAYE AfedRAWHIER Sibsefiben®

information of a cellular phone is stored, )
' 1d be apparent that various

inventicn. It shou
modifications and substitutions might be incorporated
into the embodiments by those skilled in the art without
departing from the gist cf the invention.
(01811}

In the present specification, the description is
made with focus on the embodiment that is applied to a
STM card defined by GSM (11.11} and ISO/IEC 7816 as a
storage medium in which subscriber information of a
cellular phone is stored. However, the gist of the
present invention is not necessarily limited thereto.
Although presently the SIM card is widely used in
cellular phones of the GSM and W-CDMA systems, of course
an embodiment of the present invention can be similarly
applied also to various types of storage media in which
subscriber information of a cellular phone is stored,
irrespective of the presence cor absence of compatibility
with the SIM card.

[0182]



irrespective of the presence or absence of compatibility with the SIM
card. [0182] 77 That is, the embodiments of the invention are disclosed
merely for the purpose of exemplification. Therefore, the description in
the present specification should not be interpreted to limit the scope of
the invention. The appended claims should be consulted to determine
the gist of the invention. 78 Claims 1. A storage medium used in such a
manner as to be loaded in a cellular phone, the storage medium
comprisingzeontact eonnesting means-for fmnctinaingfoeroonmectar to
the cellular phone; wireless communicating means for functioning for
Ehpakctienritanan externalcaritrel device sand Subseribériifforavation .
storing means for storing subscriber information of the cellular phone;
Whereifo the subscribes infopmation storinhemearssisnosesiiable fromithe
cellular phone via the contact connecting means and is controllable from
theedrtrol tebice vid teowiteds tommiticafifgmeapge of the

invention. The appended claims should be consulted to

determine the gist of the invention.



2. The storage medium according to claim 1, wherein the wireless
communicating means includes a reflector that transmits data by a
reflected wave arising from modulation processing, and the control device
includes a reflected-wave read unit that transmits an unmodulated carrier
and reads out data from a modulated. reflected wave from the reflector,
and data communication with the control device is carried out by a
reflected- wave transmission system. 79 3. The storage medium
according to claim 1, wherein the stogaggsmedium has the same card size
as a card size defined by GSM (11.11) (Global System for Mobile
CommunicationssdxEL)y, ardithercardact conneatihg mesnsnbas e to be
same terminal shape as a terminal shape defined by ISO/SEC
lintetnatidmal Orgahizatien foh Standardization/inteen atiohalhn
Electrotechnical Commission) 7816-2. 4. The storage medium according
Ttk 21 ngherein the contact connecting means carries out data
transfer control compatible with ISO/IEC 7816-3 as an IC (Integrated
CkmﬂDcﬁRﬁﬁﬁéﬁa&@@@@Cting means for functioning for

connection to the cellular phone;

wireless communicating means for functioning for
connection to an external control device; and

subgcriber information storing means for storing
subscriber information of the cellular phone; wherein

the subscriber information storing means is
controllable from the cellular phone via the contact
connecting means and is controllable from the control
device via the wireless communicating means.

2. The storage medium according to claim 1,
wherein

the wireless communicating means includes a
reflector that transmits data by a reflected wave arising
from modulation processing, and the control device
includes a reflected-wave read unit that fransmits an
unmodulated carrier and reads out data from a modulated
reflected wave from the reflector, and data communication
with the control device 1s carried out by a reflected-

wave Lransmission system.



the wireless communicating means transmits a command/response
application protocol data unit (APDU) defined by ISO/IEC 7816-4 to the
control device. 5. The storage medium according to claim 4, wherein a
transfer protocol system (T =0, T = 1) and a clock rate conversion factor
(F, D) that are defined by ISO/IEC 78; 6-3 are allowed to be set for the
subscriber information storing means from the cellular phone via the
contact connecting means, and 80 at the time of access from the control

device, the wirgless corpunigating:meanssecagnizesthelransfer,

protocol system and the clock rate conversion factor that are set for the
wJubseriber information storing means from the cellular phone, and carries
out command/response control in accordance with the transfer protocol
system ahe the cloek sateecbnversies facter. SaThestodgeimedian & card
according to claim 1, further comprising service information storing
smeansifof storihg> seffte inférmation(felating toSeriea pfevisidab 1 1le
wherein service information stored in the service information storing
GreanisContonabléflom the » and the contact connecting means

has the same terminal shape as a terminal shape defined
by ISO/IEC (Internaticnal Organization for
Standardization/International Electrotechnical
Commission) 7816-2.

4. The storage medium acccording to claim 1,
wherein

the contact connecting means carries out data
transfer control compatible with ISO/IEC 7816-3 as an IC
(Integrated Circuit) card interface, and

the wireless communicating means transmits a
command/response application protecol data unit (APDU)
defined by ISC/IEC 7816-4 to the control device.

5. The storage medium according to claim 4,
wherein

a transfer protocol system (T = 0, T = 1) and a
clock rate conversion factor (F, D) that are defined by
ISO/IFEC 7816~3 are allowed to be set for the subscriber
information storing means fﬁom the cellular phone via the

contact connecting means, and



cellular phone via the contact connecting means and is controllable from
the control device via the wireless communicating means. 7. The storage
medium according to claim 6, wherein the service information storing
means includes at least one of electronic money and a credit card as
service information relating to serviceBBrovision. 8. The storage medium
according to claim 1, further comprising 81 a memory card function and a
memory card terminal configured to be provided in the same shape, the

memory sgargiferninakbeing:usedsfor ageassctiodhesnemoly cardice, the
function, wherein the memory card function is controllable from the
weHdlae phonevia:thecmemarywasch terminal andzis scanteollabtenfsdrrthe
control device via the wireless communicating means. 9. The storage
predicnpaccordingrtoxctaim:82 whieveik the treemoryveard fanctionchasrathat
memory card shape and a memory card terminal that are defined by a
atandmrt dbanydfa Mérmonistck, Brseeite Digital (S card means from
MultiMedia Card (MMC), a Compact Flash (registered
the cellular phone, and carries cut command/response
control in accordance with the transfer protocol system
and the clock rate conversion factor.

6. The storage medium according to claim 1,
further comprising

service information storing means for storing
service information relating to service provision,
wherein

service information stored in the service
information storing means is controlliable from the
cellular phone via the contact connecting means and is
controllable from the control device via the wireless
communicating means.

7. The storage medium according to claim 6,
wherein

the service information storing means includes at
least one of electronic money and a credit card as
service information relating to service provision.

8. The storage medium according to claim 1,

further ccomprising



trademark), and a Universal Serial Bus (USB) memory. 10. The storage
medium according to claim 8, wherein the wireless communicating means
is allowed to transmit a command/response application protocol data unit
(APDU) defined by ISO/IEC 7816-4 to the control device, and a
command/response to the control de\éi%e includes an information
component that provides an access type for differentiation between a
command/ response for 82 controlling the memory card function and a

command/respense campatible with ISQAECa7816nd r11.cEheistoraga na 1
medium according to claim 2, wherein a built-in antenna for
dJefleciedwave-ttansmissioni isdispased: botuar adtonb surfane ohtherry
storage medium and on a back surface of the storage medium. 12. A
commuaication systemmincludiag acellatar ephone; atsteragemmegliuba that
is used in such a manner as to be loaded in the cellular phone and stores
fatieastosubseribeeinformation of the cellular phone, and a control device

that provides an application function with use of the storage medium, the
connnuh&%ﬁoﬁ%@@ﬁﬁnQQﬁﬁpﬁ§ﬁ§¢ion iz contrecllable freom the

cellular phone via the memory card terminal and is
controllable from the contreol device via the wireless
communicating means.

9. The storage medium according to claim 8,
wherein

the memory card function has a memory card shape
and a memory card terminal that are defined by a standard
of any of a Memory Stick, a Secure Digiteal (SD} card, a
MultiMedia Card (MMC), a Compact Flash (registered
trademark), and a Universal Serial Bus (USB) memory.

10. The storage medium according to claim 8,
wherein

the wireless communicating means 1s allowed to
transmit a command/response application protocol data
unit (APDU) defined by IS80/IEC 7816-4 to the control
device, and

a command/response to the control device includes
an information component that provides an access type for

differentiation between a command/response for



contact connecting means for connecting the storage medium to the
cellular phone; and wireless communicating means for connecting the
storage medium to an external control device; wherein the cellular phone
is allowed to control the subscriber information via the contact connecting
means and the control device is alloyed to control the subscriber
information via the wireless communicating means. 13. The
communication system according to claim 12, 83 wherein the wireless

Lommpynicating yreansisfermed ef argflectarthatis included in the
storage medium and transmits data by a reflected wave arising from

dJoedulation precessing-ang arefeetediwavereadnitt that 4s included in
the control device and transmits an unmodulated carrier to read out data
from a niddulatéc: reftected; wavediom the cefletiorgand the wireless
communicating means carries out data communication by a

weflectéd-wave transmission system. 14. The communication system
according to claim 12, wherein the storage medium is formed to have the
same card tSiid- s Hcard s deflirdd B GoM (EE 1T} Hhdtthansmission

is disposed both on a front surface of the storage medium
and on a back surface of the storage medium.

12. A communication system including a cellular
phone, a storage medium that is used in such a manner as
to be loaded in the cellular phone and stores at least
subscriber information of the cellular phone, and a
control device that provides an application function with
use of the storage medium, the communication system
comprising:

contact connecting means for connecting the storage
medium to the cellular phone; and

wireless communicating means for connecting the
storage medium to an external control device; wherein

the cellular phone is allowed to control the
subscriber information via the contact connecting means
and the control device is allowed to control the
subscriber information via the wireless communicating
means.

13. The communication system according to claim 12,



contact connecting means has the same terminal shape as a terminal
shape defined by ISO/IEC 7816-2. 15. The communication system
according to claim 14, wherein the contact connecting means carries out
data transfer control compatible with ISO/IEC 7816-3 as an IC card
interface, and the wireless communicg]tjjng means transmits a
command/response APDU defined by ISO/IEC 7816-4. 16. The
communication system according to claim 15, 84 wherein the cellular
phone:sets a transfer protocol system (T =0, T = 1) and a clock rate
conversion factor (F, D) that are defined by ISO/IEC 7816-3 for the
storage miedium réadbe contactadnnecting means, amnd dithediine 6f a
access to the storage medium via the wireless communicating means,
ke tontrokdéviee recogmizésittlsettrarsfergirotoopt systéiand thie set
clock rate conversion factor, and carries out command/response control
iy aceortance avith the traristdrl protedolsysten ahdithe clockrate
conversion factor. 17. The communication system according to claim 12,
WaEtemttheTstorkReanediuth ikthe? storés¥Bhdce wave read unit that

is included in the control device and transmits an
unmodulated carrier to read out data from a modulated
reflected wave from the reflector, and the wireless
communicating means carries out data communication by a
reflected-wave transmission system.

14. The communication system according to claim 12,
wherein

the storage medium is fcormed to have the same card
size as a card slze defined by GSM (11.11), and the
contact connecting means has the same terminal shape as a
terminal shape defined by ISO/IEC 7816-2.

15. The communication system according to claim 14,
wherein

the contact connecting means carries out data
transfer control compatible with ISC/IEC 7816-3 as an IC
card interface, and

the wireless communicating means transmits a
command/response APDU defined by ISO/IEC 7816-~4.

16. The communication system according to claim 15,



information relating to service provision, and the cellular phone is allowed
to control the service information via the contact connecting means and
the'control device is allowed to control the service information via the
wireless communicating means. 18. The communication system according
to claim 17, wherein the service information includes at least one of
electronic money and a credit card, and the control device controls
deposit/withdrawal and 85 accounting for the credit function via the
wreeless, communicating means. 19. The communication system
according to claim 12, wherein the storage medium further includes in the
same shape a@iémorrcarddurctiontanc atmemsfiecardrteminal ferysten
access to the memory card function, and the cellular phone is allowed to
cBntrolthelmembry acatdfundtionkvia aife contarecsriratting mcansiand D)
the control device is allowed to control the memory card function via the

Wirdlessreoriiaiuhicaingymeéand. 26: Theldommipicatibi systeh? d6catafg ™

to claim 19, wherein the control device controls transmission/reception
via the centact connecting means, and

at the time of access to the storage medium via the
wireless communicating means, the control device
recognizes the set transfer protocel system and the set
clock rate conversion factor, and carries out
command/response control in accordance with the transfer
pretocol system and the clock rate conversion factor.

17. The communication system according to claim 12,
wherein

the storage medium further stores service
information relating to service provision, and

the cellular phone is allowed to control the
service information via the contact connecting means and
thé&* control device is allowed to control the service
information via the wireless communicating means.

18. The communication system according to claim 17,
wherein

the service information incliudes at least cne of
electronic money and a credit card, and

the control device controls deposit/withdrawal and



of media content to/from the memory card function. 21. The
communication system according to claim 19, wherein the control device
controls reception and reproduction of media content recorded in the
memory card function. 22. The communication system according to claim
19, wherein the memory card functiog has a memory card shape and a
memory card terminal that are definedaby a standard 86 of any of a
Memory Stick, a Secure Digital (SD) card, a MultiMedia Card (MMC), a
comnaeti hlash {registeres- &ratlemark); ahera Universal Serisd Bus{USB)
memory. 23. The communication system according to claim 19, wherein
dbersterage medjumeisrconfigured in accordance with a regulation by
GSM (11.11), and the control device adds an information component that
providesldh acEéss typeitomicommandAEsponseaoths ddtotageomedivin 12/
for differentiation between a command/response for controlling the
whermeiycard function and a command/response compatible with ISO/IEC
7816-4. 24. A control device for controlling a storage medium thatis -
loaded irFheeilifaF pABnBeRH Slofbsdther includes in the same

shape a memory card function and a memory card terminal
for access to the memory card function, and

the cellular phone is allowed to contrcl the memory
card function via the contact connecting means and the
control device ig allowed to control the memory card
function via the wireless communicating means.

20, The communication system according to claim 19,
wherein

the control device controls transmission/reception
of media content to/from the memory card function.

21. The communication system according to claim 19,
wherein

the éontrol device controls reception and
reproduction of media content recorded in the memory card
function.

22. The communication system according to claim 19,
wherein

the memory card function has a memory card shape

and a memory card terminal that are defined by a standard



least subscriber information of the cellular phone, the control device
comprising: wireless communicating means for functioning for connection
to the storage medium; and controlling means for controlling the storage
medium via the wireless communicating means. 25. The control device
according to claim 24, wherein the stprage medium includes a reflector
that transmits data by a reflected wave arising from 87 modulation
processing, and the wireless communicating means is formed of a
Jeflestedarave reagbunit that srapsmitseanurmodulated. casier and-reads
out data from a modulated reflected wave from the reflector, and the
Muitelede cdmniunicatifigideans Canrips out Hatastonimemicationdy a
reflected-wave transmission system. 26. The control device according to
claideR4,r whereindhe stirage msediubeis fermédito NAVE thetsame card
size as a card size defined by ISO/IEC 7816, and carries out data .
transmis&ibn caitfol COmTpHtibREWIRTS ONECS 826 WA Me EQlIUAR L™ 19/

phone via an IC card interface, and
wherein

the storage medium is configured in accordance with
a regulation by GSM (11.11), and

the control device adds an information component
that provides an access type to a command/response to the
storage medium for differentiation between a
command/response for controlling the memory card furiction
and a command/response compatible with ISO/IEC 7816—4.

24, B control device for controlling a storage
medium that is lcaded in a cellular phone and stores at
least subscriber information of the cellular phone, the
control device comprising:

wireless communicating means for functioning for
connection to the storage medium; and

controlling means for controlling the storage
medium via the wireless communicating means.

25. The control device according to claim 24,
wherein

the storage medium includes a reflector that

transmits data by a reflected wave arising from



the wireless communicating means transmits a command/response
APDU defined by ISO/IEC 7816-4 to the storage medium. 27. The control
device according to claim 26, wherein a transfer protocol system (T =0, T
=1) and a clock rate conversion factor (F, D) that are defined by ISO/IEC
7816-3 are set in the storage mediun%ﬁ’md at the time of access to the
storage medium, the wireless communicating means recognizes the set
transfer 88 protocol system and the set clock rate conversion factor, and
rEadiies eubeopmandiespansegantrol in accordance with the transfer
protocol system and the clock rate conversion factor. 28. The control
device acaerding-toiclaisn 24nmwhereintthestoragesmediufrtunther sfores
service information relating to service provision, and the control device
wohtrels the-serviee information Via e Wirelesgicommunicating wédirsd
29. The control device according to claim 28, wherein the service

GRformatior il Uk gt 1east olfe-of BléttrohidRidney effdl & Bretitleid,

and
wave from the reflector, and the wireless communicating

means carries out data communication by a reflected-wave
transmission system.

26. The control device according to claim 24,
wherein

the storage medium is formed to have the same card
size as a card size defined by ISO/IEC 7816, and carries
out data transmission control compatible with ISCG/IEC
7816-3 with the cellular phone via an IC card interface,
and

the wireless communicating means transmits a
command/response APDU defined by ISC/IEC 78l6~4 toc the
storage medium.

27. The control device according to claim 26,
wherein

a transfer protocol system (T = 0, T = 1) and a
clock rate conversion factor (F, D) that are defined by
ISO/IEC 7816-3 are set in the storage medium, and

at the time of access to the storage medium, the

wireless communicating means recognizes the set transfer



the control device controls deposit/withdrawal and accounting for the
credit function via the wireless communicating means. 30. The control
device according to claim 24, wherein the storage medium further
includes a memory card function in the same shape, and the control
device controls the memory card fungtion via the wireless communicating
means. 31. The control device according to claim 30, 89 wherein the
control device controls transmission/reception of media content to/from

dhespemonscarddunction viadhe cwireless gomumunieating-means. 32.cEhwe:,
control device according to claim 30, wherein the control device controls

deeeption-aed reprodustion:of media contenttecordéd imthecmembry card
function via the wireless communicating means. 33. The control device

vaccording ta claira 38, whereinthe stpedgermeadilint issconfigiked &t e
accordance with a regulation by GSM (11.11) and ISO/IEC 7816, and the
wiretess comnigvidcating means adds an

28. The control device according to claim 24,
wherein

the storage medium further stores service
information relating to service provisicn, and

the control device controls the service information
via the wireless communicating means.

29. The control device according to claim 28,
wherein

the service information includes at least one of
electronic money and a credit card, and

the control device centrols deposit/withdrawal and
accounting for the credit function via the wireless
communicating means.

30. The control device according to claim 24,
wherein

the storage medium further includes a memory card
function in the same shape, and

the contrcl device controls the memory card

function via the wireless communicating means.

31. The control device according to claim 30,



information component that provides an access type to a
command/response to the storage medium for differentiation between a
command/response for controlling the memory card function and a
command/response compatible with ISO/IEC 7816-4.

89

wherein

the control device controls transmission/reception
of media content to/from the memory card function via the_
wireless communicating means.

32. The control device according to claim 30,
wherein

‘the control device controls reception and
reproduction of media content recorded in the memory card
function via the wireless communicating means.

33. The control device according to claim 30,
wherein

the storage medium is configured in accerdance with
a regulation by GSM (11.11) and ISO/IEC 7816, and

the wireless communicating means adds an
information component that provides an access type to a
command/response to the storage medium for
differentiation between a command/response for
controlling the memory card function and a

command/response compatible with ISC/IEC 7816-4.



