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US 6,769,066 discloses “detecting harmful or illegal intrusions into a computer network or
into restricted portions of a computer network uses a process of synthesizing anomalous data to
be used in training a neural network-based model for use in a computer network intrusion
detection system. Anomalous data for artificially creating a set of features reflecting anomalous
behaviour for a particular activity is performed.” The method of intrusion detection is typically
classified as a supervised training system as deemed abnormal data is typically required to

provide a pre-defined profile of normal behaviour.
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= ulilising one or more correlation engine for determining intrusion counter measures
based on matching features of one or more detected abnormmal patterns with -
correlation rules.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will be understood better and readily apparent to one
skilled in the art from the following written description, by way of example only, and in
conjunction with the drawings, in which:

Figure 1 is a schematic diagfam illustrating a Pattern Discovery Engine (PDE}in
an example embodiment.



conjunction with the drawmngs, in which: Figure 1 is a
schematic diagramillustrating a Pattern D scovery
Engine (PDE) in an exanple enbodinment. 3 Figure 2 is
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Figure 10 is a flowchart illustrating steps to configure a Master Correlation Engine in

an example embodiment.

Figure 11 is a flowchart illustrating steps to create a new correlation rule in a Master

Correlation Engine in an example embodiment.

Figure 12 is a flowchart illustrating processing relating to a PAIR rule in the example
embodiment.

DETAILED DESCRIPTION

The example embodiments described below can provide a method and system for
incorporating more-than-one neural-network-based or machine-learning-based algorithms to
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e.9. P8 (gwrRgl) pbt %teaﬁoﬂh@e med%fttagm éatgbasmmg (WM4giFigarel ), the
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At step §08, mﬂa@megmremg)algoumm majabebissedi®ethegeoenator egntios (Figure
1) tolgaRerdfeBlle@ccount password are inputted. At step 606,
an option may be selected to enable operating the
generator e.g. 108 (Figure 1) based on a schedul er.
At step 606, if the option is selected, a start time and duration time is inputted into the

. configuration of the generator e.g. 108 (Figure 1). The generator e.g. 108 (Figure 1) begins a
- learning process at the inputted start time and continues the learning process for a period



At step 608, a nmachine-learning algorithmmy be

sel ected for the generator e.g. 108 (Figure 1) to

generate rules. At step 606, if the optionis

selected, a start time and duration tinme is inputted

into the configuration of the generator e.g. 108

(Fi gure 1). The generator e. g 108 (Figure 1) begi ns a
ook SAPPARL® HRE PR s, LAY 45 B B s, o tearming
P"‘@@?Sr ésqjmatwg"yt gopred dndbe genkratar ai 408 (Figwee 1Athesrautdraatically
gefbib@E k@8 ti me expires, the learning process is

automatically stopped and the generator e.g. 108

(Figure 1) then automatically generates rules. At

st et 61@8 ,60B.Mn theeexanpieptnebodimizant| i fowrrtredeffioed mpthede patieeddiscovery
melfRidE ags s&éﬁtfoﬁrcﬂ r%?‘n Vlgér i n% r@grﬁd?i%iﬁs fa@' g;%ld%gt h@cﬂtlo(ﬁfa‘ machine-

nmachi ne-| ear ni n orit rovid
leafRie IR 5 P gevs 0@851 |U§'ﬂ9r§d%%ﬁqpaﬂ@rru6'§@vsaeraetugqSrfgto the PDE
10@dsiegl apartidefimeddies (Do‘amiyatnmtdwgiﬁmhﬁb@ inteeraddDEAPIN GBe four pattern

di ,cation Q
R0 R0RE A AR it SRR s AT Spons v
e%f‘ W‘Eﬂ%‘?"&ul t al gorithm par amat ers and their

configuration options are described bel ow. PATTERN

first pattern discovery nethod
P@ﬁ%@?%&w-@;@ Machi nes (SVM al gorithm
SVM conpri ses | earning machi nes that plot training

V e Cﬁ‘ﬂar Sirdt eftetM Qgcg}ep;e Wtf%'&agtllrs£$ af léruSq.%P wqﬁachlnes (SVM)

each tralning vector
alg%fft'a@s$YM &emaetes '?ﬁj"'"%l é’taefe!mwﬂfgﬂ@t tegininghyeckip gt high-dimensional
fealBc kpace. adidalidRAEH tARHGOVSCI@T By mmbernse ogvm _hﬂas%ﬁﬁbs Qfata by

T N e
vectpsntbal eutlinech hiyries plané i the ihigs-dimensianaf &e@rea‘ﬁpetche'rﬂww provides
a g@rkea,e Qnédﬂaﬁlblg tgagtf@s ¥ sUFhRDorank ﬁﬁﬁlﬁlprlag%:%ﬂ gﬁé 84t r@ﬁéﬁs a kernel
runlign RS EORPRT Mscbike MRORY ATy AP Bies Sngiich tpite Sxiouring the
learning prEkees andihp [BMM mee ctlectsuppahegectdie abng ﬂlm:ﬁjrﬂf:e tihtae function.
Theffh%‘ﬁgﬁ Ry co%BﬁseféJIﬂl%Enl 93) mia Loy él@-ﬁmaﬂ G2

pol ynom al or SI gnol uncti on. e exan‘pl e
enbodi nent, to confl gure the Pattern Di scovery Method

1, In paeaﬁﬁrﬁﬂé érotiodinhent, S¥eV @h@rrétihm FFBﬂ’erbeDithWéhI @kthod 1,

perd sl DR O Bl Sy BETALLENGE b gonchil Ea LRCER e 0
Tabledl hetavy w%themrl@mparmqgﬁ and seperiptioeofdhe pdremeters. t er n
Di scovery Method 1 Al gorithm Parameter Descri ptl on

B Al e ST oSG 2o

Algorithm Parameter Description

Kernel Type Four basic kernel types for selection: linear, polynomial, radial
basis function and sigmoid

Gamma Gamma value to be used in the selected kernel type of
polynomial, radial basis function and sigmoid

NU This parameter controls the trade-off between distance of the
hyper-plane from the origin and the number of points in training
dataset




Ganma Gamma val ue to be used in the sel ected kerne
type of polynomal, radial basis function and signoid
NU This parameter controls the trade-off between

di stance of the hyper-plane fromthe origin and the
nunber of points in training dataset 8 Degree This
sets the degree paraneter |n8the polynon1al kerne

nr\{-n [aYaldlalasaY

T
éf?ér nel type Epsillo bt Stﬁe ggee R%’a?‘sieéwé‘h%‘"){ﬂ"m'a' kemel type
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ure RMnQ \ algorit
algorithmis an artifici aI neural network al gorithm
PAEBRERNDIS COVER¥ MWEBIRODI 2ar ni ng. The SOM constructs a
preserving topol ogy mappi ng froma high- dinensi onal
space onto map units so that relative di stances
bet ibe seehnd paen dissownemetpre géisord Sell Degamisng featuse Biaps (SOM)

algﬂﬁlhf‘rpn%é %@Ma BRhAh RN QRficial SEAEART ndt@blkl SRMART Dased on
un ﬁ$gc' on o go:;\l@? unlét carries the semantic High
f‘f?F 6157dL'FYR 8f b, QSEUCHE Zr PrEPFYNg TPRAIK tMRAFINGLIERTE @ hig
dingdngionalr spage dBdormmeEpi gnifisnécothahtrelative ldatanasse belwesh afaed points are
preégﬁegr&ﬁﬂae%aﬁ)rmt&enemi‘cg@%mq %‘F&bﬁ(‘jlﬂﬁné&%ﬁ ghaantlgttrce where the

mensi on space |attlces Wi arr
'°°3‘E?6‘Lﬂf 3 RP 'l’ﬂ*'g%éf#es(ih?r%ﬁﬁ%ﬁﬂaﬁ inforation efjthelaities earging infarpation about
clusterigr Senfgntiainfosinaton TR areicliisteredl ang dappat fdm thi ‘ﬁlgﬁé?\d:mensmn space

. it I at
it Bt B @b o o bRl B B Fenactiopne”
either arbitrarily or using first principal

COTTWitﬁ eefefencd B ﬁlb&b'ﬁéﬁﬁé&f‘?@i :ﬂltﬁﬁhsa?@ﬂo? HEOS il IHBOFIthm is carried
i alisi

r { n
oo, Rl B 200 Ao e 5, Sl B
arbmezily nugingo finst wendipal comperrente rinifialisation bf tienSOB sigbrithm further
conftdes ﬁﬁtl:ﬁﬁ&ﬁ&&?&@ﬂlﬂé‘%ﬁ@ﬁﬁd y%%'ﬂb%hw tadiub %Ml% &?M algorithm. At

| pcat'e a neuron closest to

uat ed
steg, ¥€‘{3 an fput Y%??fﬂﬁeﬁwa?n B adiginingsset ng aBﬁ?EP 48R & Bast Matcmng Unit
(BMpiighzahuatédtg lovete Dnirar dosesialisaBrue stqs 708, €2 nelithn closest to

the tB@/ﬁ) érm Ltt% ﬁé #b%@lgﬁy ﬂ%r&r{%ta‘?e ﬁg%ulgfé'dggt Cg‘l g?ll']e%rmng rate

a cbnvergen
a"ddﬁ’ P@H h?ﬁﬂ radiug aﬁf@ﬂf&ﬁ@arﬁﬁﬂeatetﬂs&dﬁrremnvetgenmstu igjcarded out.

the Pattern D|scovery Met hod 2, pararreters for the
ener.at or

S thi t h

08P (IR0 Sl "Bkt 6, 5ot o " PrBSh T BB Seni Method 2,
pargragtensdorethe SON alposthni piy ba infutted éntp ircageteatsr. e. §a1ﬂ86(%ure 1).
Tabr@I b 412 PRIAYTRIHRT ﬁargr%tePsaJnﬁquchuéﬁ 6MRE Yablepd

Al gorithm Paraneters Description Learning te r| ng
initialisation for learning in the SOM algorithm a
| ar ge  Table 2: Algorithm parameters for Pattern Discovery Method 2

Algorithm Parameters Description

Learning Rate During initialisation for learning in the SOM algorithm, a large
learning rate is utilised. Subsequent fine-tuning uses a lower
learning rate. The learning rate should preferably be low for the
SOM algorithm.

Grid Number The grid number is in relation to a two-dimensional regular
lattice. E.g. if the value of Grid Number is 10, the dimension of




learning rate is utilised. Subsequent fine-tuning uses
a lower learning rate. The |learning rate shoul d
preferably be low for the SOMalgorithm Gid Nunber
The grid nunber is in relation to a two-di nmensional
regular lattice. E.g. if the value of Gid Nunber is
10, the dinmension of 9 the ¢attice is 10X10. PATTERN

BFSCOVERY-METHOD -3-The third-np

.(I)

utilises a k-neaf BEratics 5 i ARSI (KNN) algorithm The
third pattern di scovery nethod is a geonetric
framewor k for unsupervi sed anonaly detection. The KNN

thmis an algorithmthat stores all avail abl e
P@%%I%§°QHERYN% PRes new data based on a

simlarity measure of the available exanples. The KNN

al g%é M}H‘ ;{éﬂgmb sc\l)?%]rg%getlgo% I?fﬁ*gé n% dtfegr%g{ nel r]}1bour W) algorithm.

appr oxi mat'l on
The, g PG diseRuetys MeHers |aegemre§dfr@ne\whﬁm brRypetyised anomaly

detketmearresthlag&muﬁ Ss Gin a?shhmpmbn%toréé all Nvaffabe %&a:h;h@s and
e near.est nei

clabe HEP G bohof ol BRUETH BRI PR RS BapAEm e K

alg@rﬁﬁg,nwrbg veried {sddresa sunstioraarpraxingation ninttheeexaoanigembodiment, the

KNR rﬂlétﬁ:ﬂfﬁﬁ Abtects CarpRTlid ARt Jhecé?ﬁﬁuk.ﬁ% ek %Eé’t’égtr B(elgﬁ\ﬁ)'bnrgdof each

orit utted
poifly i (RN 'Ifﬁ FﬁiaaF%Eg*he @gafegﬁ RGOy 7 Romra gpal 5 giatesihan a
deSire@;thsewhle taegcow dldmnitipa comsitieer the poidt atescaroptaiyon of t he
par aneters. Tabl e 3: AI gorithm paranmeters for Pattern
Di scovery Met hod qorl t hm Paraneters Description
val lfethef ewm%@ﬂb%m@r odestonfiguippihes Paiiars eRisgepenoMethod 3,
parmhmemsgosthahmmergeamha@ey 0k induttad gﬂt@ tHenglreadtece.§e1o (&f@;‘gre 1).
- FeQbigkDsSLANces. as 00|ate
R L R R e
renainlng clusters are |labelled as "anomal ous" In the

exanpl e bl iaAthm pdtahBRrsiofP APty Mé@Rby §xanmpl e
cal attribute-values. The

ceri had hyvy nuerl.c

A'%SF&'H’ST’%’é"’&F%Sst JMESCMIR e | ear ni ng phase. The

Valuhifance bet weeNunvier efdospbteexdmplesr s 1s regarded as a

P Ay _
S0 s T or der "t JETHESF ) CHSRRATIEEY ML pAd santging the
the exanple set, largest awpibess of inglaheds @ﬁsgmﬁbgtwrg" thie| clysters are
to the new i nst angRlle ke “Atkar MTRE femdiliRg wytéry%F@%@IIed as

is then classifiied according to the class that the
majority of the|Kk Q?ﬁn:%'ﬁes bel ong to.

In the example embodiment, in the KNN algorithm, each example is described by
numerical attribute-values. The examples are stored in the learning phase. The distance
between two example vectors is regarded as a measure of similarity between the two
example vectors. In order to clagsiw a new instance based on the example set, K examples,
which are most similar to the new instance, are determined. The new instance is then
classified according to the class that the majority of the K exampies belong to.

PATTERN DISCOVERY METHOD 4



PATTERN DI SCOVERY METHOD 4 10 The fourth pattern

di scovery nethod utilises a Clustering for Anonaly

Det ection (CLAD) algorithm The CLAD al gorithm gathers
simlar data instances into clusters and wutilises

di stance netrics on the clusters to determ ne abnor nal
data instances. Clustering mmy be carried out on

unl I nd_nay r ir onIy ature vecto
Wi t ﬁgg tf&tﬁ'ﬁbg@{e@n %ISC%\IB {negl'gzﬁt 'é@ Igse’lgmbqof tha[ynDetectlon
(C't“H%) Agerip. eT@r‘&b&Dnell@ﬂth@aaﬁ&aﬂatsmlpoﬂma instanagsrie®esiustets and

uties Aist:Mas Wietricses B dmétetré 3BT gbﬁd?%ﬁk%ﬁé‘ﬁns%tzés Clustering
al

ma@%e a{ﬂgd'g‘n aswﬂ%ge Iﬁcgez?tﬁ ascg r’r%g:[%:glg? gglg fq:qt!érgtv,eg)t rS(vgthaut fabels to
be: P&QSP@{GR to the algmithrel Ih Yheaexampld ersieodiroerd aedthatateepointris aepresented
as faeﬁéﬂdfeeveiﬁﬁq}? tif’d?l@ﬁ)f'mﬁ e g @aténﬁbfh{s Aﬁ%s%ﬁtﬁ? when using the

LA ;fﬁ nees wirh diff efent Class| 1 Cations are ;
ARSI s dtaineienoss BaYiess SRAE CERYIGRIRD 0. GFitagkt of rormal’) are
clopenét eanbesther epa deturti spyce andel a Betabler etict andi data iimstdriees with
daffErreﬁ! aééggcét%'i‘us 'a?e & %gérft JF Ry adtBinEq tﬂl;bq\%% Eﬁmﬂ‘?%fﬁ?% ata tgétances

abnormal or 1 ntrusi ta | nstance
eP{eRingdeEmd nefyrors petfyitiginhe Haibing selde siogifiertly mege thap ‘e number
of abhemmaBodntrusivordatd instahdedn IS carried out on the dataset

and, at step 806, and a netric is constructed. At

step 808, clustering is carried out; at step 810 and

t heVith sleeanse afoe Figtise Bl @t Stext 882.0p @B8set tibededngd at step 804,

norakiEatior i@raab@eldas omﬁemameem it &sﬁ 808, a}.ht%@ﬁ.& |sta&g15ﬁ|m§ed At
orithm

stef B Y@ 8 ol e Byt A A i e R 17 o
the normal i sed dataset, the algorithm conputes a

di SAt%%dSeMé’QﬁD\d QSOH?@%&’%J?QBQWMH Qr?%g{ﬂgﬁse@gfclgﬁ&g a% the empty

ds of the

ent rol
set Rpgvﬁi%fféﬁ URgaie ahive algogimeBioceRdst Berceach dewedat tnﬁ@nwewtneved
froul ditea nometisetceatased, theealg®itini @ofhpOies tah gisints hetwekd the new data

mstér%%rﬁ&:'dféa@ﬁ of tHe cetnn'gldg of h% ?t?stersc’ ml %33 e% ofa gHaerCsoascﬁugF er with the

ance
Sh°¢&5t §ls@ﬁ°%&%iwew&e€@maéﬂ @éfﬂmerﬁﬂdl th@ etrgroichofithe eluglenis irdgotified.
If thetiistafee BedssMarCd sHsRRBW, BRMed datd 18t ué asdufet B RRkter.
of data i nstances associated with the clusters as
"normal " while the renmai ning percentage of the set of
cl fdtstars8iG thalddlACedigodthontabelsisih. N Lsdrednitagegofothe set of clusters
contﬁﬂnh‘r@ttﬁé Sarfé<® ViufRer BELSL Wﬁ:ﬂﬁ{céﬁ'ﬁsggg n%d"@ﬁﬁrtie ]QE% % '?'%rmal
e

mal i es as the CLAD orit
il e A gePeISelgHecO it 56k FsiHELers ¢ hglioghyapsalous”. Labeling of

clustersh pobvides) etetrainationf bigclagtershonBaing BiorhkiRe ®sethy dEAD @orithm

dealé with B | ithm may be inputted

eai Flvtl 0 ﬁﬁgérggﬁétr%gﬁ g{e e&Qﬁp '%@%?‘ﬁ%ﬁ{u e 1). Table 4 bel ow
lists the algorithm parameters and description of the

pariangkesstamplé dribolimeNt 0 &F |cbhf§u9@rtﬁérefb§fe‘ﬁn f Si5cdv @ltyt flcthod 4,
paraHe?e‘l“so %)r tl¥e &/EL\B ggonthm mgy I’he inpu |n 0 teegre%er%?osrcerg 108 (prgure 1)

Table 4 below lists the algorithm parameters and descrlpt:on of the parameters.

Table 4: Algorithm parameters for Pattern Discovery Method 4

' Algorithm Parameters Description
_ Get Width Percentage This parameter is the constant W used in the process of




Get Wdth Percentage This paraneter is the constant W
used in the process of Clustering (i.e. At step 808 of
Figure 8) Threshold Percentage This paranmeter is the

percentage of clusters containing the |argest nunber
of data instances. The clusters defined by this

paraneter will be |labelled asi"normal". (i.e. At step
Q1N ~f Eig QY )| l:f"TI VVENESS | n the exanple

enbodi ment - as_ dbSHFIEa HenBluCP A ABIE Pa f | C

Thesalrreid Peroentagee c ol dbisgrazaroetkt &tmdpércmgeebmnkemr@ﬁfa|Mg the
by the sensors e gargeg@gu&gér rdSta%starW%h% ciu&%gieﬁrﬁed by this

generality, the npetwork |c connection recor
split into data eP¥RERIS W'U< b.e. labelled gg1 ‘noppalf. Hee-eAtafigP S10 of

enbodi rrent, t he >ﬁ@0m f al I p033| ble data elenents is
nnnnn aof

UBI | IICU asS  all I IIJUL \I nst allucl Spatt X Thc t‘yp{) o+
i nput _space is dependent on the type of data being
CQlHHGE lé)o NEBS he PDE 100 (Figure 1). In the PDE 100
(Figure 1) the i nput space X can be the space of all
possi bl e network traffic connection records. El enents
of iméhe expuplespabedixest, casrdppariped abave, pefweris triafiic asonnection
rech@@dhé %oﬁé%?ébefr m EGokapdiK By g%ag&sgré 8. ga10§“3(?ig||.lyee‘f)t Without

space of sone di mensi on or 6 ¥genéra
losgaf [generaliya dies nF-tﬂJ\rork At ywohssction cedPRE ar@OSF(hFurgq rdatal)elements

n
TR R MR, SRRAIR 4 B3he AEDoRR0 b ERUAPI e
as al Kok (nstancekspace - iThe tMPBhJé mpptas[mcbm depengentical the éype of data

bez%gﬁﬁlﬁéﬂsbm@qﬁ@ S?If’: ﬁ-ﬁ?—@rﬁb EF%ge @‘n%?r‘r?;but space

e ofd par aI [ ze
X C@néz%v@rgpacalo@mﬂu ﬂcmﬁﬁ)fﬂ‘raytwdeqjeaﬁb mnbd:teanoeck&ds ddlements of the

lnplﬁ%r ?Rn&@ n?grpg(egeou? cgﬁéahtglm'ﬁ edilfe Ij?g JQ%@E ?Hgf)ﬁ/IY is a

i zed cess P A PRy
reahyeqﬁ@rssqace cﬂf ispgneokigh qmaemmm ddps mwe wnemﬂy Iaofdllb'é‘vznpace For

anaqc}P P'Vlﬂ'?e) PQEqO§QF:PBFJ ) ln-mc?fe%\“m? léggc of cfeﬁg?sng Sd%J ré??ﬂ?t Detween

ferent patt I'scover
elerna@twftr@rfe@tunemvum formtime-w ndow and
connection-w ndow based feature space (the features
are listed in Table 5). Structuring is done so that
t hé& R 190FigHie B Rigsritha’s dugy e i either earelishorsedalizag progesses when

procaseiny fBaturelspadaltidilfs. (The gideeof bhardliél of bdrafFedavod attern discovery
alpofES, 1) gibend HOE, S8 irEEaliech 75 il c oot n @
Se”qg RIPEesS, g@&t@mmﬁ@p‘eﬁw ogthiod EINE DM 1 )bhasgsiolita weertpatiern discovery

metﬂﬁannﬁtji(pdim)sgnu@gfdrms whi ch each utilise a single
al gorithm cannot be readily used with additional

algorithnms due to different result features or feature
spdbesutp@a of the matihe diffranichattednalidebierl Bigorthing Breestilidtuied based

on atc!?aﬁmﬁiﬁqm%r% tﬁﬁ@@ﬂh&ﬁ Qg 96%&%%%@8@ ?%#r t)eta%ﬁet gpo?;?\%ae features

ditional pattern discover
are l}g}gd in Jgb'e |5) RIRICLiNG isetone 59 |trﬁag thergjfferent outputs can be referenced and

worked upon by the PDE 100 (Figure 1) in either a same parallel or a same serialized process.
The PDE 100 (Figure 1) can utilise information from the common feature space where required
attributes have been mapped. Existing IDS which each utilise a single algorithm cannot be
readily used with additional algorithms due to different result features or feature spaces. On the
other hand, the PDE 100 (Figure 1) in the example embodiment provides the ability to add
additional pattern discovery methods through software APl and allows further tuning and



12 customi sation of different algorithnms to provide
result features that can be unified in a common
feature space. The choice of network feature rel ates
to the accuracy of anomaly detection in the PDE 100
(Figure 1). Basic features may include source IP
address and service port, destination |IP address and

e T A ARV —

feqtqfﬁépaﬁpndow based features and connecti on-w ndow based
features. In the exanple enbodi nent, tinme-w ndow

D Sy Ry e b i Sy e b o
10& [Figiee MeRisi¢ feafureSanayi isdudeDeBicedP tadkss amicserdegon tgstination IP
add?féésaéﬂﬂssetn)f&' Ed?{ IoYotdddY ALYE aHBEN S tedf arORRREH bpgﬁ Derlved

‘ sl ow scanning activities are téalca
ea "f 'EE% '"P‘H?ﬁ “f&% ywd?%é?afﬁ?sfﬁgtuzearand [Ferestonayipdousasgd feaides. In
thelexample etnbodimént temeasihddvhbased fa‘a&m&sa&@ Odiﬂiﬁ'uctEdeo QAP LEnections

3
RS RSl LR PLoBHE0 08 RIS e o
scanag efiaess YRRl iReiveRurfse ‘%ﬁ%&?tﬁéﬁt i n order to

capture sl ow scanning act ivities, connecti on- w ndow

bas 0 as ta ure the s

Chafggt'{ Zoﬁeg i?nzisg&f ?anl;n H;]vst (?f IaroentyplFagl& %P?f S H@p scan%[ureehosts (or
ports) agd Vﬁermwwfﬂa@é@t'm%ate\waé&an lafew seepnds ouexerhpian atdne-scan-per-

mink@Sbr Bbé’hoélféeé'ébh PEShoul 3BARL De @&é&é’& Iuélﬁé %emﬁhtuﬁ@@undow based
nnect i oq%[ﬁ?gaow based features in

feat{.lﬁnelgv\%erﬁﬁag)p nd Cgtmergtntn or pegure '?|°W59°erft$cﬂﬁt"ﬁpﬁf connection-
windoynbased faatwasi anel derivbdiseds foamplurecthe séreatharactdNaiie oF eetasheection
recdi{@§§§ HRE-WABoWRSER datares Nt QR %@?ﬂuféd it %%sﬁ%\l é&“%&%h? Table 5

bel Z‘l ce | P sourceport Source es I nat
cloge d3t Pty B frffte-waé@‘v i3REt SBRBRIPR-WIDEQY jh3aed Eﬁ@twﬂ%ﬁ fn the example
embodioientol Protocol flags Flags nunberof bytes Nunber

O Bytes nunberof packets Nunmber O Packets

Ti me- W ndow based Features count _src Nunber of

connect i dAkle fabimetwindsyrand sernegionadndowrhasert featorssr d i n

Fedt@8Namb S €JPdNiifre description where 7=5, N=100
Basic Features

sourceip Source IP
sourceport Source Port
destinationip Destination IP
destinationport Destination Port
protocol Protocol

flags Flags

numberofbytes Number Of Bytes
numberofpackets Number Of Packets

Time-Window based Features

count_src Number of connections made by same source as current record in last
T seconds
count_dest Number of connections made to same destination as current record in

last T seconds




count dest Nunber of connections made to sane
destination as current record in last T seconds 13
count _serv_src Nunber of different services from sane
source as current record in |ast T seconds

count _serv_dest Nunber of different services to sane

dest i ﬁati on as current recortBin last T seconds
nnnnn \AA hf‘lf\\l\l hacad E

SRS s | e Rtpker gl e rnt sehiRes FONSaRG SPUIGE a5 SUBRTY goRrd in
| ast N conplestflisengndsount dest| Number of connections

coli Rni @6 AMENHRGEr o @fdrERt serviced id SdMe deanidiign by cur?é#@ fecbtd in
connecti ons csﬁg.nt serv_srcl Nunber of connections wth
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With reference to Figure 9, to configure the detectors e.g. 110 (Figure 1), the
following steps are taken. At step 902, a machine-learning algorithm is selected and, at step
904, a processing interval is inputted to specify a processing frequency of the detectors e.g.
110 (Figure 1). At step 906, a pattern or TIF threshold count is specified and, at step 908, a
pattern or TIF threshold time is inputted to specify the time threshold for the detectors e.g.
110 (Figure 1) to hold the TIF. In the'example embodiment, the pattern or TIF threshold
count specifies the count threshold for the detectors e.g. 110 (Figure 1) to be triggered.
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the BarrdMtioU Ir@lSs ddtTatdred at step 1208, at step 1214, a check is made to determine
if there are any other correlation rules. If there are other correlation rules at step 1214, at
step 1216, the TIF is sent to the next correlation rule. If there are no other correlation rules at
step 1214, at step 1218, the TiF is sent out of the Master Correlation Engine e.g. 208 (Figure
2).

_ If the first specified 'pattern in the correlation rule was not matched by previous TIF at
step 1206, at step 1220, a check is made to determine if there are any other correlation
rules. if there are other correlation rules at step 1220, at step 1222, the TIF is sent to the
next correlation rule. If there are no other correlation rules at step 1222, at step 1224, the TIF
is sent out of the Master Correlation Engine e.g. 208 (Figure 2).

‘ if the first specified pattern in the correlation rule is matched at step 1204, at step
1226, a check is made to determine if the window period has expired. If the window period
has expired at step 1226, at step 1228, the TIF is sent out of the Master Correlation Engine
e.g. 208 (Figure 2) and the TIF is removed from other correlation operations, if there are any.
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At step 1120, one or more actions to be executed may be inputted when a matching
TIF is detected. Table 8 below lists examples of actions, which are supported by the Master
Correlation Engine e.g. 208 (Figure 2).

Table 8: Actions that may be executed by correlation rules

Action | Description

none No action to be taken
send Combines all matching TIF into a single TIF and sends the TIF to the
next module

discard Discards the TIF

create syntax is “create [<context name> [<time> [<action list>]]]"

i} Action creates a context with the name <context name> and a

lifetime of <time> seconds.
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set

syntax is “set <context name> <time> [<action list>]’

i) Action sets the context name to <context name> and resets the
lifetime of the context to <time> seconds.

if) % variables can be used <context name>.

iif) A default value of 0 is assumed for <time>, which signifies an
infinite lifetime for the context.

iv) If <action list> is specified, the action list will be executed once the
lifetime of the context expires. If <action list> comprises more than one
action, the action list is enclosed in parentheses.

event

syntax is “event [<time>] $0”

i) Action creates the matching TIF in an event buffer after <time>. The
Master Correlation Engine will process the TIF in the event buffer
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alerts. Event correlation may also be performed in real-time by the Master Correlation Engine -
e.g. 208 (Figure 2) as the TIF can be processed as soon as they are stored in the storage
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and One or nore correlation engine for determning

i ntrusion counter neasures based on matching features
of one or nore detected abnornal patterns with
correlation rules. 2. The intrusion detection system
as claimed in claim1l, wherein the algorithns are
tuned such that each algorithmoutputs attributes of
features in a common featur® space. 3. The intrusion
detection systemas clainmed in clains 1 or 2, wherein
the algorithnms conprise nore than one supervised
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The intrusion detection system as claimed in claims 4 or 5, wherein the generator further
generates further discovery rules based on a collective set of pattern discovery
algorithms, the detectors detect events from the TIF generated based on the further
discovery rules generated by the generator, and the correlation engine determines the
intrusion counter measures further based on the detected events.



12. The intrusion detection systemas clained in any
one of clains 1 to 11, further conprising an

al gorithm application programable interface (APlI) to
support new supervi sed and unsupervi sed algorithnms to
be included in detection capability. 13. The intrusion
detection systemas clained in any one of clains 1 to
12, wherein the generators5conprise a graphical user
interface for creating a new correlation rule. 14.
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The intrusion detection system as claimed in claim 13, wherein creating the new

correlation rule comprises selecting a rule type.

The intrusion detection system as claimed in claims 13 or 14, wherein creating the new
correlation rule comprises selecting a pattern type.

The intrusion detection system as claimed in any one of claims 13 to 15, wherein
creating the new correlation ruie comprises inputting an action list.

The intrusion detection system as claimed in any one of claims 13 to 16, wherein
creating the new correlation rule comprises selecting a window period, a threshoid value,
or both.



18.

19.

20.

METHOD AND SYSTEM FOR ANOVALY DETECTI ON USI NG A
COLLECTI VE SET OF UNSUPERVI SED MACHI NE- LEARNI NG

ALGORI THVS ABSTRACT An anomal y detection system
conprising, one or nore distributed sensors for

gat hering network or |og data; one or nore generators
for generating discovery rules based on a collective
set of pattern discovery al2gorithms including one or
nore unsupervised machine |earning algorithns; one or
nore detectors for detecting abnormal patterns in the
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im@nngsi on counter neasures based on matching features
of one or nore detected abnormal patterns with

rr tion ules. FIGURE. 1
Qr?\e ir%ru%on detectlron system as claimed in any one of claims 1 to 17, wherein the

network traffic data includes log data.

An intrusion detection method comprising:

e utilising one or more distributed sensors for gathering network traffic data;

= utilising one or more generators for generating discovery rules based on a collective
set of pattern discovery algorithms including one or more unsupervised machine
learning algorithms;

s utilising one or more detectors for detecting abnormal patterns in the network traffic
data gathered by the sensors based on the discovery rules generated by the
generator; and

s utilising one or more correlation engine for determining intrusion counter measures
based on matching features of one or more detected abnormal patterns with

correlation rules.





