1 Smart Card Techni ques for Mdtor Vehicle Record Admi nistration Background
Ok the Invention 1. Field of the Invention The invention rel ates general l'y
to smart cards, and nore particularly to sirart card techni ques for use in
conj unction W|th the ‘administration of nbtor vehjéle records. 2.
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locations. The system is used by motorists who need to update their motor vehicle

registrations, but do not wish to wait in long lines at government motor Vehicle

licensing offices. Each smart card stores a record setting forth motor vehicle

registration parameters, and these records are updated by inserting the smart card
~ into a large, stationary customer machine. |

The use of stationary customer machines for the purpose of administering
motor vehicle records is impractical in that a prohibitively large number of
machines must be utilized to provide a reasonable level of service throughout a
state or metropolitan area. If an insufficient number of machines are utilized,
many vehicle owners will be situated closer to a conventional motor vehicle
registration station than to a machine, and these owners are not very likely to drive -
the extra distance merely for the privilege of dealing with the machine. Moreover,
such machines are expensive to manufacture and to maintain. An additional
expense will have to be borne by the state and/or the taxpayers, because the
governmental motor vehicle authority will have to purchase or lease the space on
which the machines are to be located. .

A significant shortcommg of prior art systems is that only one category of
motor vehicle record is administered. For example, one such proposed system
only provides for the administration of records dealing with motor vehicle
ownership registration. It would be desirable to have a record administration
system which is equipped' to handle all types of record arising in connection with
the ownership and operation of motor vehicles, such as drivers license registration,
automobile insurance renewal, environmental inspection compliance, motor
vehicle code violations, parking garage fee payments, and the payment of highway

~ tolls. However, existing systems lack the data structures, process steps, and/or
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the extra distance nerely for the privilege of dealing with the machine.
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a reader on the machine. The forms that are processed by Winn concern motor
vehicle registration, and do not encompass other functions connected with the
ownership and operation of motor vehicles. Accordingly, motorists can register
their automobile ownership with the state, but the Winn system is not equipped to
deal with automobile insurance, toll payments, or traffic violations.

For purposes of customer and administrative convenience, it would be
desirable to have a system which fully integrates a plurality of records associated
with automobile use and ownership. As stated above, present-day motor vehicle
record administration systems are generally single-application systems equipped to
process only one catégory of motor vehicle records. However, in view of recent
technological and legal developments, such systems are in need of dramatic
improvement. Along with the increased use of electronic automation, the
proliferation of insurance and environmental regulations has dramatically
increased the record-keeping burden imposed on motorists. A present-day
automobile driver may be required to carry a drivers license card, one or more

- vehicle registration cards, a proof-of-insurance card, a motor club card, a tollway
authority pass card, a parking garage pass card, and an environmental inspection
certificate. The requirement to carry around all of these cards is an inconvenience.
These cards add weight and bulk to wallets and purses. - Time is wasted fumbling
around trying to find a desired card from among a myriad of other cards.
Additionally, due to the sheer number of cards, the cards are rendered increasingly
vulnerable to loss, misplacement, or theft; i.e., a card falling to the ground
unnoticed while its owner is frantically searching for another card; a card sliding
out of an already-overcrowded wallet; etc. Due to. the relatively large number of
cards, the loss or misplacement of one of the cards may go unnoticed until
recovery of the card is difficult or impossible. What is needed is a system for




Fee Coll ecting and Recei pt Dispensing System This systemutilizes a
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administers motor vehlcle records.
~ FIG. 1 sets forth the data structures utilized by a preferred embodiment of
the smart identification card;
FIG. 2 is a hardware block diagram showing an illustrative operational
environment for the- smart identification card of FIG. 1;
FIGs. 3 and 3A are a flowchart setting forth a procedure for use in
conjunction with the hardware shown in FIG. 2;
FIG. 4 is a hardware block diagram showing a smart identification card
system for use in connection with law enforcement operations;
FIG. 5 is a flowchart setting forth a procedure for use in conjunction with '
the hardware shown in FIG. 4;
FIG. 6 is a hardware block diagram showing a first embodiment of a smart
identification card systenf for collecting highway tolls;
FIG. 7 is a flowchart setting forth a procedure for use in conjunction with
the hardware of FIG. 6;
FIG. 8 is a hardware block diagram showing a second embodiment of a
smart identification card system for collecting highway tolls;
FIG. 9 is a flowchart showing a procedure for use in conjunction with the
hardware of FIG. 8;
' * FIG. 10 is a hardware block diagram illustrating a smart card identification
system for use at a parking facility;

™ juad
-i.




authority pass card, a parking garage pass card, and an environnent al
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operation of motor vehicles. Each smart identification card is equipped to interact
with any of a plurality of computer databases through the utilization of a
conventional communications link in conjunction with a smart card scanner.
Interactions between the smart identification card and one or more computer
databases provide for the administration of the aforementioned records, as will be
described in more detail below with reference to FIG. 2.

Referring now to FIG. 1, a smart identification card stores and administers
motor vehicle records corresponding to a particular motorist. These motor vehicle
records include a plurality of item categories selected from the group of motor
vehicle registration information, drivers license information, vehicle code
violations, automobile insurance information, parking garage entry times, parking
garage account balance, highway toll account balance, motor club information, and
environmental inspection information. For example, FIG. 1 includes a File
Identifier "A" - Cardholder Identity 131 field, which is used to store the drivers
license number 147 of the identification card holder. Similarly, File Identifier "B"

- Cardholder Identity. 133 field is used to store the social security number of the
identification card holder.

A-l-thOUgh the exarriple of FIG. 1 uses two fields to store information related

" to the identity of the identification card holder, this is shown for illustrative
* purposes. Any convenient number of fields may be employed to store information
relating' to the identity of the cardholder, so long as at least one field contains
sufficient information to uniquely identify a particular cardholder from all other
cardholders. The term "file identifier" is employed because the drivers license
number 147 stored in the File Identifier "A" - Cardholder Identity 131 field may be
used by a centralized computer as an index for the purpose of locating a particular
record in a large database. Likewise, the File Identifier "B" - Cardholder Identity




I nformation, vehicle code violations, autonobile insurance information,
parking garage entry times, parking garage account balance, highway toll
account bal ance, notor cl ub i nf or mat i on, _.and environmental inspection
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security number 149 specified in the File Identifier "B" - Cardholder Identity 133
~ field. One or more violation identifiers may optionally be associated with the
violation record file identifier 135. These violation identifiers correspond to a
particular motor vehicle code violation or a particular category of motor vehicle
code violation. For example, violation identifier M 151 corresponds to a vehicle
code section prohibiting speeds in excess of 100Kph on highways. Violation
identifier N 153 corresponds to disobeying a traffic control device, i.e., by running
through a red light, and violation identifier ) 155 corresponds to parking in a
handicapped zone.

Each violation identifier may optionally be associated with a date field
setting forth the date of the violation, and a status field setting forth the legal status
of the violation, ie., awaiting trial, guilty verdict rendered with judgment satisfied,
guilty verdict rendered with judgment not satisfied, and acquittal of all charges.
The violation identifier may be used as an index, whereby the violation identifier is
associated with a file in the state drivers license record bureau which contains
more detailed and specific information about a particular vehicle code violation
stored on the smart identification card. As will be described in more detail below
with reference to FIG. 4, the smart identification card includes a data input device
which is equipped to accept violation record identifiers 135 and/or violation
identifiers 151, 153, 155 from mobile computers situated within police cars.

The smart identification card of FIG. 1 contains a toll account file identifier
137 which is associated with a toll account balance 157. The toll account
identifier 137 is employed to uniquely identify a particular highway toll collection
authority. These toll collection authorities are responsible for collecting tolls on
one or more specific toll roads, bridges, and/or tunnels. Each toll account




FIG 8 is a hardware block diagram showing a second enbodi ment of a smart
identification card systemfor collecting highway tolls; FIG 9 is a
fl owchart showi ng a procedure for use irk'conj unction with the hardware of
FIG 8; FIG 10 is a hardware bl ock di agramillustratin%dg smart card
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A parking émage file identifier 139 is used to uniquely identify a specific
parking garage or parking garage authority. Each parking garage file identifier
139 is associated with a parking garage account balance 159 specifying the amount
of money, the amount of time, and/or the number of parkings remaining in the

“cardholder's account. [Each parking garage file identifier 139 may also be
associated with an optional time of entry field setting forth the time and/or date at

which the cardholder entered the parking facility. The parking garage file
identifier 139, parking garage account balance 159, and any optional time of entry
fields may be downloaded into the smart identification card by a computing device
under the control of the parking garage authority, as will be described in greater
detail below with reference to FIGs. 10 and 11. Although the smart identification
card of FIG. 1 includes one parking garage file identifier 139, it is to be understood
that the smart identification card may contain any convenient number of parking
garage file identifiers 139.

An automobile insurance file identifier 141 uniquely specifies an insurance
company and an insurance policy file corresponding to the smart card holder and
stored in a centralized computer database under the control of the specified
insurance company. Each insurance policy file specifies a particular insurance
policy, and may optionally include information concerning the terms of the policy,
information related to the nature and status of insurance claims, personal
information related to the policyholder, and information pertaining to motor
vehicle code violations. The interactions between the smart identification card and
the insurance company centralized computer database will be discussed at length
below, with reference to FIGs. 12 and 13. o _

Returning now to FIG. 1, automobile insurance identifier 141 is associated
with an automobile identification field 161 setting forth Automobile X, which may
be a 1988 Thunderbird. Automobile insurance file identifier 143 is associated with




conventional comunications link in conjunction with a smart card scanner.

I nteractions between the smart identification card and one or nore conputer
dat abases provide for the adm nistration of the aforenentioned records, as
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accessed, for example, from a conventional cellular or landline telephonic device
coupled to a modem.
A Department of Motor Vehicles Automobile Registration File Identifier
145 uniquely identifies a vehicle ownership registration file stored in a centralized
computer database and administered by the government motor vehicle licensing
authority. Such a file contains information related to the ownership of a specific
motor vehicle, such as the owner's name, address, telephone number, age, and
drivers license number; vehicle make, model, color, VIN (Vehicle Identification
Number), and year; and other pertinent information.
Associated with Department of Motor Vehicles automobile Registration
File Identifier 145 is a VIN # 177 field which sets forth the VIN of automobile X
(the 1988 Thunderbird), a registration expiration date 179 field which sets forth the
motor vehicle registration expiration date, a registration expiration flag 181 (the
registration expiration flag 181 is in a first logic state, i.e., logic "one" if
registration has not expired, and is in a second logic state, i.e., logic "zero" if
registration has expired), an inspection due date 183 field setting forth the deadline
for the next upcoming environmental/safety inspection of the vehicle, and an
inspection overdue flag 185 (the inspection overdue flag 185 is in a first logic state
if the inspection date has already passed and the vehicle has not yet been
inspected, and in a second logic state if the inspection date has not already passed
and/of if the vehicle has already been inspected).




used by a centralized conputer as an index for the purpose of |ocating a
particular record in a | arge database. Likew se, the File Identifier "B" -
Car dhol der ldentity- 5 133 field may agfo be enpl oyed as an index to

| ocate a particular record in a centraliZzZed database external to the snmart

identification cAltilbughnthelixampleo€FIGt heshowsmmo Depativent 6f Mdier Vehidles

dent 1ot A5 RO 1 AR 46 8 RS oEERBMTORE ¢,
a rel ati velof Metuyt\shicles dnutiornobile Registrationfile Identifiersrid S¢ b4p mayrbe Koredsnart -
135 whi ch ) et Slenfifiparich AT M pPacticd! alsph VB ettt 'ﬁ”ﬂe‘@.‘ : a‘”
cent ral | zecsmrIt aidantéfieation: sartdiolder hes aﬁpc@rewndmg ddepagimentr of | Motor
recor di ng bVélﬂélés mofﬁ%Buel tiohO/Fife Oehtifiér Spﬁs:' fagd byrtpe smart
viol ation rawggg giﬁﬁ SSOcogrevngggh he np%gr st haV|gg t he
drivers |id ‘Fﬂﬁ‘t‘?ﬂe‘far ‘iﬁ?é&‘f’?ﬁ&‘ﬂlfﬁﬁeﬂé tthq:ﬁg}art;d u%ﬁ%ﬁ?‘
IFdle gt : Td gn tllaaqlr icéhtdin awo Eﬁmnalofsmn Mfg?)méﬂ)@rutaﬂﬁbﬂeekegm@sh%nlﬂ Siletel o
i Iolent i fier Jd t]14(§n§??y etﬂgscgggﬁgiéeayw%sq(ﬂgo& o‘fogf‘?lﬁyh "Hg%gli‘
identifier ml&ﬁlﬁéﬁmenecardowm icontain esik i Déepartmentr oft Miotorl VehlelepaAutomd‘m}e
oL o SRt Rk AR RO W Bk MERRRA o lor SEhES o0
Automoblle Registration Flle Identlﬁer 146 includes a VIN # of Automobile 148
field, a registration expiration date 150 field , a registration expiration flag 152, an
inspection due date 154 field, and an inspection overdue flag 156. _

The data structures of FIG. 1 are directed to alleviating a currently-existing
situation whereby motorists must carry separate drivers license cards, vehicle
registration cards, proof-of-insurance cards, motor club cards, tollway authority
pass cards, parking garage pass cards, and environmental inspection certificates.

The data structures of FIG. 1 confer an additional benefit to motorists in cases
where cards must be periodically renewed. The hardship of having to appear in
person to wait in long lines for card renewals is eliminated, due to the fact that the
FIG. 1 data structures have been developed for record administration via
conventional communication links. In this manner, motorists can save time by
updating their motor vehicle records at remote locations. Additionally, the
inconvenience of having to carry around a multiplicity of cards to operate a motor
vehicle is dramatically reduced, if not eliminated altogether. Excess weight, bulk,
and confusion is eliminated from wallets and purses. The time that would
otherwise be spent fumbling around trying to find a desired card from among a
myriad of other cards is now time saved. Since it is much easier to keep track of

- one card as opposed to several cards, an integrated identification card is less
vulnerable to loss, misplacement, or theft, as might occur when a card falls to the
ground unnoticed while its owner is frantically searching for another card, or when
a card gradually slips out of a bulging, overcrowded wallet. With an integrated
identification card, it is very likely that the loss or misplacement of the card would
not urinoticed for very long.
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Smart card scanner 105 includes a second communications interface for
communicating with a computing device such as a computer terminal 107 and/or a
microprocessor-based device. Computer terminal 107 may be a conventional
personal computer. The computer terminal 107 is coupled to a user interface 109,
which may include a conventional keyboard and a conventional video display
device. Computer terminal 107 is also coupled to a conventional modem 111
adapted to communicate data over one or more conventional landline telephone
communications links 113, 121.
The computer terminal 107 includes a conventional memory device
(random-access memory - RAM, read-only memory - ROM, and/or a data storage
drive), into which is loaded a communications link table. The memory is
organized to include a file update buffer for storing one or more files until such
time as the file(s) is (are) transmitted from the computer terminal over a
communjcations link. The communications link table contains a list of file
-identifiers. Each file identifier is associated with a communications link
specification setting forth a category of communications link, and an access
address for the communications link. Illustrative categories of communication
links include direct, dedicated, real-time, hardwired links; conventional landline
telephonic links; conventional cellular telephonic links; point-to-point microwave
links; and the like. The access address sets forth information which is sufficient to
uniquely specify a given communications link. For example, in the case of a
conventional landline or cellular telephonic link, the access address would include
- the telephone number of the link. In the case of a direct, dedicated, real-time,

-




6 identifier is associated with a toll account bal ance 157 specifying the
anount of noney and/or the nunber of tolls remaining in the cardholder’s
account. As will be described hereinafter, With reference to FIGs. 6 and 7,
the toll account identifiers and toll ac nt bal ances may be down| oaded
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situated user terminal includes a conventional smart card scanner 104, a
conventional computer términal 106, a conventional user interface 108 for the
computer terminal 106, a conventional modem 110, and a conventional cellular
transceiver 122 adapted for communications over a cellular communications link
129. The cellular communications link 129 may be coupled via a cellular carrier
to a landline carrier which directs communications over a conventional landline
telephone line to modem 123. Alternatively, the cellular communications link 129
may communicate with a cellular transceiver 124 coupled to modem 115.

The system of FIG. 2 may be advantageously utilized in the context of a
state motor vehicle inspection system. These systems typically provide several
vehicle inspection stations within a given metropolitan area. Such inspections are
often time-consuming because vehicle and personal information must be manually
gathered from the vehicle owner, usually by means of a paper form. The vehicle
must be inspected, and the results of the inspection forwarded to a centrahzed state
database along with the information gathered from the vehicle owner.

~ In the example of FIG. 2, smart card scanner 105, computer terminal 107,
user interface 109, and modem 111 are situated at a first motor vehicle inspection
station in the Northern suburbs of a metropolitan area. Smart card scanner 104,
computer terminal 106, user ‘interface 108, modem 110, and cellular transceiver
122 are situated at a second motor vehicle inspection station in the Western
suburbs of a metropolitan area. Cellular transceiver 124, modem 115, first
centralized database computer 117, and database 119 are situated at the state
capital, hundreds of miles away from the aforementioned metropolitan area. |
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The affirmative branch from block 203 leads to block 207, where the smart
card scanner scans the smart identification card and uploads one or more file
identifiers from the card. These file identifiers may include, for example, the
social security number and/or the drivers license number stored on the smart

- identification card, as was previously described in connection with FIG. 1. The
smart card scanner downloads the file identifiers to the computer terminal in block
209. At block 211, the computer terminal searches a communications link table
for the file identifier which was downloaded in block 209. The computer terminal
retrieves the communications link specification associated with this file identifier
(block 213). At block 215, a test is performed to ascertain whether or not the
communications link specification sets forth a direct, real-time communications
link. If so, the program jumps ahead to block 235, where a series of operations is
implemented as will be described in greater detail below.

The negative branch from block 215 leads to block 217, where the
computer terminal places a call via the modem to a centralized database computer
over a telephonic (cellular and/or landline) communications link. Next, the
compute; terminal checks to see whether or not there is an updated file in the
computer terminal file update buffer (block 219). A file will be in the file update
buffer if the routine of FIG. 3 has been previously executed and, during such
previous execution, an edited file was placed in the file update buffer at block 233.
If there is an updated file in the file update buffer, the program progresses to block
221, and if there is not an updated file in the file update buffer, the program skips
ahead to block 227. |

" At block 221, the file or files in the file update buffer are uploaded to the
centralized database computer via modems over the communications link. The



associated with a policy expiration date field 163, 171, respectively, an
I nsurance expiration flag 165, 173, respectively, and an insurance conpany
t el ephone nunber field 167, 175, respectiyely. The policy expiration date
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conventional hardwired data line such as, for example, a T1 line. The computer
terminal downloads the file identifiers to the centralized database computer (block
237). The centralized database computer uploads files corresponding to the file
identifiers. These files are uploaded to the computer terminal (block 239). The
files may be displayed and/or edited on the computer terminal user interface (block
241). The edited files are downloaded from the computer terminal to the
centralized database computer (block 243).  The program then loops back to block
201.

FIG. 4 is a hardware block diagram showing a smart identification card
system for use in connection with law enforcement operations. A law enforcement
vehicle, such as police car 427, is equipped with a mobile computer terminal 409,
to which is coupled a smart card scanner 405 and a user interface 409. The smart
card scanner 405, user interface 409, and mobile computer terminal 407 are similar
to smart card scanner 105 (FIG. 1), user interface 109, and computer terminal 107,
respectively, with an additional requirement that smart card scanner 405, user
interface 409, and mobile computer terminal 407 should be adapted to operate
from a conventional vehicular power supply of 13.8 volts (nominal). The mobile
computer terminal 407 is coupled to a modem 410 which interfaces with an RF
transceiver 411. Mobile computer terminal 407 may comprise, for example, a
laptop computer adapted for mounting in a law enforcement vehicle. Mobile
computer terminal 407 includes memory, which is any desired combination of
RAM, ROM, and/or data storage drives. Memory is organized to include a file



File Identifier 145 is a VIN # 177 field which sets forth the VIN of
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which operates over th equency range or ranges covered by RF transceiver 411.

In the case where RF transceiver 411 is a conventional police radio
transceiver, antenna 414 communicates with base station antenna 417 over a
conventional electromagnetic communications link 415. The base station antenna
417 may actually consist of one or more antennas, physically located at one or
more locations, which are used by the police department to communicate with
vehicles out in the field. The base station antenna is coupled to RF transceiver
419, which is a conventional base station transceiver equipped to operate on one or
more federally-assigned public service channels for communication with RF
transceiver 411. RF transceiver 419 includes an integral data
modulator/demodulator which demodulates received data signals and converts
these data signals into a form suitable for transmission over data link 420. The
data modulator/demodulator also modulates signals received over data link 420
into a form suitable for transmission over antenna 417.

Data link 420 may comprise a dedicated, hardwired communications link, a
conventional telephonic communications link, a microwave point-to-point link, a
combination of the aforementioned links, or the like. This link connects RF
transceiver 419 to a conventional modem 421, which modem 'may be situated at a
remote location relative to RF transceiver 419. The modem 421 is connected to a
centralized database computer 423 which administers database 425.

If RF transceiver 411 is a cellular transceiver, antenna 414 communicates
with cell site antenna 437 over a conventional cellular radio communications path.
Cell site antenna 437 is coupled to a conventional cell site transceiver 439, which
is equipped to provide a communications path between RF transceiver 411 and a
landline telephone system interface 441. The landline telephone system interface
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the mobile computer terminal in the police car prompts the user (i.e., a law
enforcement officer) to enter a password into the user interface connected to the
mobile computer terminal, and to place a smart identification card into the smart
card scanner. At block 305, the program tests to see whether the smart card
scanner can read the smart identification card. If not, the user interface connected
to the mobile computer terminal prompts the officer: the smart identification card
is not readable.

If the smart identification card is readable, program control progresses to
block 309, where the smart card scanner scans the smart identification card and
uploads one or more file identifiers (i.e., social security number and/or drivers
license number) from the smart identification card. At block 311, the mobile
computer terminal establishes an electromagnetic communications link with a
centralized database computer via modems and RF transceivers, as was discussed
in connection with FIG. 4. The mobile computer terminal implements a test at
block 305 to determine whether there is an updated file in the mobile computer
terminal file update buffer. If there is an updated file in the file update buffer, the
program progresses to block 317, where the file(s) in the file update buffer are
uploaded from the buffer to the centralized database computer. The centralized
database computer then updates the database (block 319) with the new files which
were uploaded from the buffer in the previous step. The file update buffer is
cleared at block 321, and the program progresses to block 325.




one card as opposed to several cards, an integrated identification card is
| ess vul nerable to | oss, msplacenent, or theft, as m ght occur when a card
falls to the ground unnoticed while its gwner is frantically searching for
another card, or when a card gradually slips out of a bulging, overcrowded
wal let. Wth an BledgriSeds irdacheds directhyofremr block: 32% mergdtdrnmglythponthe

| oss or m S%gggfﬁrﬁf t@fe 9&1@6&89&%910@@31'5“@9{1?16@? 3@?1 th\éerBbelé’E&n uﬁer

FIG 2 is a Jdwar e _ di agram show n operatio
envi r onment 19rakinglndosyloads; damifilei dANEiSiers pTaViSuSE! Geceived Shmy the smart

i denti fi cat jquntifration @ard fo tdarhaalifel détﬂ&@sref@ﬁhﬁlﬂeﬂ\" The QestiRiZedCBisbase
scanner 105. Smart card,scanngr 105 incl udes a fi hze ﬁi‘?&ﬂ‘ n cat tlHﬂons
wlo §

interface WPRPUIR Wplopds, any  lles somespendiag, fo; the; 1erg dA the; mabilen
card 101. Seompatdritershinab(block 827). dTtese file(s) meplaacd inde sheafilenmpydate bu fer,

when data cOMARLa0NJREsplaY R Ry of ctited PGk 325 Ths YL ma s o WS,
105 may hol dr edited maing thdamobilé canpntcr d¢enmainahusersintesfage: i Eypigalfiles moudd y
vt onut i AU SRS 200 Al 85, NI
devi ces and Weighto tet%),oéleddﬂ‘f/@lg mcon] costesponding doatheodriuensc license snunber,
desi gn and %H&lé stidfiof fin formatibA i/ S RitdmoBile ifutaiteinfdtthationd MLt er
well known to glsext the mobile computer terminal prompts the officer to enter one or
more violation identifiers (block 331). Each violation identifier corresponds to and
uniquely specifies a particular vehicle code or other law violation. The mobile
computer terminal user interface may optionally display or read for the officer a
brief description of the violation identifier so as to enable the officer to select the
most appropriate violation identifier(s) for a given situation. At block 335, the
mobile computer terminal user interface optionally accepts and stores the signature
of the alleged vehicle code violator as entered by the violator on the mobile
computer terminal user interface, or as stored on the smart identification card of
the alleged violator. At block 337, the mobile computer terminal user interface
prints out a ticket and optionally a summons for the alleged violator. The edited
files corresponding to the alleged violator are stored in the file update buffer
(block 339). The mobile computer terminal downloads the violation identifiers to
the smart identification card microprocessor via the smart card scanner (block
341). The smart identification card microprocessor stores the violation identifiers
in smart identification card memory as a violation record in a section of smart
identification card memory reserved by the smart identification card
microprocessor for this purpose (block 345). The program then loops back to
block 301. |
FIG. 6 is a hardware block diagram showing a first embodiment of a smart
identification card system for collecting highway tolls. The system includes a toll
booth computer terminal 503 linked to a toll booth transceiver 507. The toll booth
computer terminal 503 may be a conventional personal computer, a network of
personal computers interconnected via a local-area network (LAN), a mainframe
computer system, or the like. Toll booth computer terminal 503 includes a central




skilled in the art. Smart card scanner 105 includes a second comunications
interface for communicating with a conputing device such as a conputer
term nal 107 and/or a m croprocessor-bas devi ce. Conputer termnal 107
may be a conventional personal conputer. The conputer termnal 107 is

coupl ed to probésing Dhitr 4L 6né &, mots akerminterfavel defeices suciy astkeybabrdsestibar d
and a convepti,onal video display device. Conputer termnal 107 is al so
coupl ed t o USRIBRSEAFEMSnal nodem 111 adapted to communi cate data over one or
nore convent i ondloll dooth cempetee pérmisakc503rmeéd aot be situatedsat 1 Singlepdiscrete

conputer termn.m C
LT i D R O G G O
whi ch’ i s | cemhghis,ahe ootbaareaasticRie ng e talh éOHE‘FﬁQW andderatzenmols,

i ncl ude a flgghéf& %e B@é&ﬁoﬁ?{h&bﬂrdd}&cﬁ&e affa. Pérerlame, elﬂiryhoﬁ bobitt | e

as the file are transmtte r te oVv,er

communi cat | evdd | henRquipped ¥R M iuser ing a‘Fq RV‘PEB&QY q gfsPJﬂ‘Y)f ile
i dentifier Shargﬁ?ﬂédftbhﬁe cexatfdliproedssing tﬁﬁﬁwhidhtlsdloustmuﬁal@oﬂl'nmbmédmgmai i nk

aecess aqdrBesol spllprioroikm,in B G hem 6o BRRGRGE té‘!?égnk
conmu nit :3 g; ;tleﬁlngn'rﬂ llsit)gl a;rf Islitgetedl at eemptejkn_atam}mg dhesecportiphsrimayhbe ﬁdz &o rthfh ks;
[ nice: poi emitipg: RortioPs FELRIL Bobli Eompale, Nhe RaBvediiond! imiBngaion °
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communi cati ons | {5 bobH cmpiet ermiifal 303 Baike@'to 2oll booth RF transceiver 507
via a conventional hardwired communications link, a telephonic communications
link, an electromagnetic communications link, or any convenient combination of
. the aforementioned links. Toll booth transceiver 507 may actually represent a
plurality of RF transceivers, such that every toll booth is equipped with its own RF
transceiver. The RF transceivers may be equipped to operate on a plurality of
frequencies, such that simultaneous operation of a plurality of transceivers is
possible without mutual interference. For example, each toll booth could utilize its
own dedicated set of transmit and receive frequencies. Toll booth transceiver 507
is coupled to a toll booth antenna 509 which may represent a master antenna
system for all toll booths in a given toll collection area or, alternatively, antenna
509 may represent a plurality of antennas, wherein each toll booth is equlpped with
its own dedicated antenna. ' '

Motor vehicles are equipped with a motor vehicle transceiver 513 coupled
toa motor vehicle antenna 511. The motor vehicle transceiver 513 is designed to
operate on frequencies which are compatible with those utilized by toll booth RF
transceiver 507. In the case where toll booth RF transceiver 507 is adapted to
operate on a plurality of frequencies, this transceiver may be programmed to
transmit periodic interrogation signals on a currently vacant channel. The motor
vehicle transceiver 513 is then programmed to scan across all radio channels
assigned to the toll collection system, tuning to the channel providing the strongest
interrogation signal. In the case where it is desired to program the toll booth RF
transceiver 507 and the motor vehicle transceiver 513 as mentioned immediately
above, then these transceivers should be equipped with microprocessor control.
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106, a convsmtheslalcmuﬂe rihelhptarnehicle émnmvwnialﬁ sulartgard ‘Scanner 515, and
user interface 517 are situated within a conventional motor vehicle 501.

FIG. 7 is a flowchart setting forth a procedure for use in conjunction with
the hardware of FIG. 6. The program commences at block 701, where the motor
vehicle slows as it approaches a toll booth. The motorist then inserts an
identification card (FIG. 6, 519) into the smart card scanner (FIG. 6, 515). At
block 705, a test is performed to ascertain whether or not the smart card scanner
can read one or more toll account file identifiers from the identification card. If
the smart card scanner cannot read any toll account file identifiers from the smart
card, the negative branch from block 705 is followed to block 707, where the user
interface provides an audible and/or visual prompt that the identification card is
unreadable and/or a toll payment account has not been installed on the smart
identification card, and the program loops back to block 703.

The affirmative branch from block 705 leads to block 709, where the smart
card scanner downloads all toll account file identifiers from the identification card
to the motor vehicle transceiver. The motor vehicle transceiver transmits the toll
account file identifiers to the toll booth transceiver over an RF data
communications link (block 711). The toll booth transceiver receives the toll
account file identifiers from the motor vehicle transceiver (block 713), and the toll
booth transceiver then downloads the toll account file identifiers to the toll booth
computer terminal (block 715). '

The toll booth computer terminal searches a toll account file identifier table
to locate a toll account file identifier which is identical to one of the toll account
identifiers downloaded into the toll booth computer terminal (block 716). The toll
account file identifier table associates toll account file identifiers with
corresponding toll accounts. The program progresses to block 717 once an
identical match of file identifiers is found. For purposes of the present example, if



transcei ver 122 adapted for conmunications over a cellular comrunications
link 129. The cellular comrunications link 129 may be coupled via a
cellular carrier to a landline carrier whjgh directs comunications over a
conventional |andline telephone |ine to nodem 123. Alternatively, the
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of remaining tolls (block 719). The motor vehicle then leaves the toll booth area
(block 721), and the program re-executes for the next motor vehicle in line,
starting back at block 701.

Note that the sequence of operations implemented in FIG. 7 characterize a
toll payment system where the toll account balance is stored in the toll booth
computer terminal. However, it is also possible to store the toll account balance on
the smart identification card as opposed to, or in addition to, storing the toll
account balance in the toll booth computer terminal. The procedure of FIG. 7
provides the toll authority with the greatest amount of oversight and control over
toll collection operations, and may serve to minimize fraud. However, the system
to be described in conjunction with FIGs. 8 and 9 stores the toll account balance on
the smart identification card and not in the toll booth computer terminal. This
approach has the adVantage of siinplifying record-keeping and reducing the
expense and the hardware requirements of that portion of the system for which the
toll collection agency has ‘administrative responsibility.

FIG. 8 is a hardware block diagram showing a second embodiment of a
'smart identification card system for collecting highway tolls, wherein the toll
account balance is stored on the smart identification card. A toll booth is equipped
with a toll booth gate 801, and a toll booth transceiver 805 coupled to a toll booth
antenna 807. The toll booth gate 801 and the toll booth transceiver 805 are placed
under the control of a toll booth microprocessor 803 coupled to microprocessor
memory 804.




Mbdem 123, second centralized dat abase conputer 125, and database 127 are
| ocated at the headquarters of the governnent operated environnental
protection entity. FIGs. 3 and 3A are a f} %Wchart setting forth a procedure-
for use in conjunction with the hardware shown in FIG 2. Program control
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FIG. 9 is a flowchart showing a procedure for use in conjunction with the
hardware configuration of FIG. 8. The procedure commences at block 901, where
a motor vehicle decreases its velocity as it approaches a toll booth. The motorist
inserts the smart identification card into the smart card scanner (block 903). At
block 907, the smart card scanner conducts a test to see whether or not the scanner
can read at least one toll account file identifier, as well as the toll account balance
file associated with this toll account identifier, from the smart identification card.
If the smart card scanner cannot read the aforementioned items from the smart
identification card, program control is diverted to block 905, where the scanner
user interface provides an audible and/or visual indication that the smart
identification card is unreadable and/or a toll account has not been setup.

If the smart card scanner can read one or more toll account file identifiers
and the corresponding toll account balance files from the smart identification card,
then the procedure progresses to block 909, where the motor vehicle transceiver
transmits an initiation signal to the toll booth transceiver. The initiation signal
includes all toll account file identifiers which were read from the smart
identification card in block 907. In actuality, this initiation signal may comprise a
specific, arbitrarily-selected binary value and/or binary sequence. The specific
sequence or value selected for this purpose is an arbitrary design parameter which
may be determined by the system designer. Such a binary signal is placed on an
RF carrier by the vehicle transceiver using conventional modulation techniques,
such ‘as, for example, PCM (pulse-code modulation), FSK (frequency-shift
keying), SSB (single-sideband), FM (frequency modulation), and others. In
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comuni cations link specification sets forth a direct, real-tine

comuni cations link. If so, the programjunps ahead to block 235, where a
series of operations is inplemented as whlgl be described in greater detail
bel ow. The negative branch from bl ock 215 1 eads to bl ock 217, where the
conput er t eresponde tol the dpitiation| signalsthetell bogtniranscives domaloadsitheantiation

conputer ovgik ﬂ&%@p&?gbgﬁ}(ﬁﬁj E\lo%ss%?gﬁl%kb@'l‘)“ i ne) communi cations |ink.

Next, th t t whet h h

N e SO g obimhoth miRprogesr | plagpudbe ik Agrouts) ik Beafbers
file will bgdidddw 4 { inQ dﬂlﬁ@ﬁrﬁtlbﬂéﬁ eignal intba U@ﬁrllﬂ%l@boﬁtlﬁnl&obﬁ&ebmn
previously execut e& ‘g% qE h 8 Vi-Qus _execution dfile

pl aced in t RETMQY %Y d ol b kmz%rgprqcpﬁql;éeéfq}ges W“ﬁ}'ﬂagﬂc‘?&‘% I e
in the fil emeptarietodlddate .a lﬁ‘lle 1demg;ﬁanstpredg ire SpiTsoprocessor km&hbdry awhich fis
Lher e 15 Dol bge of W ided it EREARRRRR, BR8P GE P
buf fer are mgebeddibmdhe motoevehigle tzmscwsa(ﬁdsm l@skn&ltzbr It{mmdmﬁeahm&ebr
the communi Sf‘tﬂlgrlﬁfﬂht'iﬁ‘#‘mlﬁhﬁ t fould, 48 m&emﬂ 168558850 16 VIBLk 0suDYRRS

t he dat abas |ch we |.oa
buf fer (bl oidentigal) mamhgf identifiers, 1 d e%f@tmge%ﬁ%ér&g(%ﬁ

where the toll booth microprocessor instructs the toll booth transceiver to issue an
acknowledgment signal which echoes the identically matching file identifier back
to the motor vehicle transceiver. In actuality, this acknowledgment signal may
comprise a specific, arbitrarily-selected binary value and/or binary sequence. The
specific sequence or value selected for this purpose is an arbitrary design
parameter which may be determined by the system designer. Such a binary signal
is placed on an RF carrier by the vehicle transceiver using conventional
modulation techniques, such as, for example, PCM (pulse-code modulation), FSK
(frequency-shift keying), SSB (single-sideband), FM (frequency modulation), and
others. )

The motor vehicle transceiver receives the acknowledgment signal and
downloads the received file identifiers to the smart card scanner (block 914). The
smart card scanner downloads the received file identifiers to the smart card
microprocessor (block 915). The smart card microprocessor compares the
received file identifiers with the toll account file identifiers stored in the smart card
(block 917)." At block 919, a test is performed to determine whether the received
file identifiers match the toll account file identifiers stored on the smart
identification card. If the received and stored file identifiers match, then program
control progresses to block 927 in FIG. 9B. If the received and stored file
identifiers do not match, the program diverts to block 921. The presence of a
match means that the received and stored file identifiers are identical, in the sense
that every one of the received file identifiers is identical to one of the toll account
file identifiers stored in the smart identification card.

 The negative branch of block 919 leads to block 921, where the scanner
user ‘interface provides a visual and/or audible indication: "There is a
communications link problem. Do you wish to try the automated smart card toll '



Bl ock 227 is executed as programcontrol transfers from bl ock 225 or,
alternatively, if the negative branch of block 219 is followed. At bl ock
227, the conputer term nal downl oads file,Jjdentifiers to the centralized
dat abase conputer. The centralized databaSe conputer uploads, fromthe
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keying), SSB (smglre-md&ané), M (frequency modulation), and others. At this

time, the toll booth microprocessor stores the matching file identifier in a matching

. file identifier register of toll booth microprocessor memory.

In response to the confirmation signal received from the smart card
microprocessor, the smart card scanner activates the motor vehicle transceiver and
modulates the transceiver with the confirmation signal (block 928). Upon receipt
of the confirmation signal, the toll booth transceiver transmits a toll debit signal
denoting a monetary amount of toll and/or denoting a quantity of toll passages to
the motor vehicle transceiver (block 929). In actuality, this toll debit signal may
comprise a specific, arbitrarily-selected binary value and/or binary sequence. The
specific sequence or value selected for this purpose is an arbitrary design
parameter which may be determined by the system designer. Such a binary signal
is placed on an RF carrier by the vehicle transceiver using conventional
modulation techniques, such as, for example, PCM (pulse-code modulation), FSK
(frequency-shift keying), SSB (single-sideband), FM (frequency modulation), and
others. The motor vehicle transceiver downloads the toll debit signal to the smart
card scanner (block 930), and the smart card scanner downloads the toll debit
signal to the smart card microprocessor (block 931).

At block 932, in response to the toll debit signal, the smart card
microprocessor checks smart identification card memory to ascertain whether or
not sufficient account balance exists in the toll account balance file specified by
the identically matching file identifier downloaded to the smart card

- microprocessor at block 915. If sufficient account balance exists, the program




to which is coupled a smart card scanner 405 and a user interface 409. The
smart card scanner 405, user interface 409, and nobile conputer terninal
407 are simlar to smart card scanner 10%2(FI G 1), user interface 109, and
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card m cropydsQe SipinstOfer. In actuality, this "insufficient account balance" signal may
comprise a specific, arbitrarily-selected binary value and/or binary sequence. The
specific sequence or value selected for this purpose is an arbitrary design
parameter which may be determined by the system designer. Such a binary signal
is placed on an RF carrier by the vehicle transceiver using conventional
modulation techniques, such as, for example, PCM (pulse-code modulation), FSK
(frequency-shift keying), SSB (single-sideband), FM (frequency modulation), and
others.

The motor vehicle transceiver sends the insufficient account balance signal -
to the toll booth transceiver (block 936), and the toll booth transceiver downloads
the “insufficient account balance" signal to the toll booth microprocessor (block
937). The toll booth microprocessor checks to see whether any toll account
identifiers in areas of toll booth microprocessor memory other than the buffer area
identically match any of the toll account identifiers received from the smart
identification card and stored in the buffer area in block 912 (block 938). At block
939, if a set of identically matching file identifiers is located in addition to the
matching file identifiers which were previously: found in block 919, program
control progresses to block 940. However, if a set of identically matching file
identifiers is not located in addition to the matching set already found at block 919,
the program progresses to block 945. |

The procedure of block 940 is performed upon execution of the affirmative
branch from block 939. At block 940, the toll booth microprocessor replaces the
identically matching file identifiers previously found in block 919 with the
identically matched file identifiers found in block 939. Recall that the matching
file identifier found in block 919 was stored in a toll booth microprocessor

- memory register termed the matching file identifier register at block 927. At block



RF transcei ver 411 may be a conventional police radio transceiver which
operates on one or nore federally-assigned frequencies in the public
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by the vehicle transceiver using conventional modulation techniques, such as, for
example, PCM (pulse-code modulation), FSK (frequency-shift keying), SSB
(single-sideband), FM (frequency modulation), and others. The toll booth
transceiver locks the toll booth gate until the toll is paid manually (block 949).
- After the toll is paid, the program waits for the next vehicle to approach the toll
booth, whereupon the program loops back to block 901.
The affirmative branch from block 933 leads to block 951 (FIG. 9D).
Recall that this affirmative branch is followed at block 933 when the smart card
microprocessor determines that there is sufficient account balance in the smart
identification card holder's toll account to pay for the toll. At block 951, the smart
card microprocessor sends a sufficient balance signal to the scanner user interface
and the motor vehicle transceiver. In actuality, this sufficient balance signal may
comprise a specific, arbitrarily-selected binary value and/or binary sequence. The
specific sequence or value selected for this purpose is an arbitrary design
parameter which may be determined by the system designer. Such a binary signal
is placed on an RF carrier by the vehicle transceiver using conventional
modulation techniques, such as, for example, PCM (pulse-code modulation), FSK
(frequency-shift keying), SSB (single-sideband), FM (frequency modulation), and
others. :
At block 953, the scanner user interface provides a visual and/or audible
indication: "Thank you for paying your highway tolls using the AT&T Smart Card
System!". The motor vehicle sends a toll payment completion signal to the toll
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The smart card scanner 1017 is connected to a scanner user interface 1015 which
includes any combination of a keypad, a keyboard, push-button switches, contact
switches, other types of switches, an alphanumeric display, an LCD display, a
video display screen, a voice synthesis circuit, an audio oscillator, indicator
lamps/LEDs, and the like.

Smart card scanner 1017 is adapted to perform read/write operations on a
smart card, such as smart identification card 1019, which includes a smart card
microprocessor 1021. Smart card scanner 1017 is substantially the same scanner
as that described in connection with FIG. 2 as smart card scanner 105. Motor
vehicle transceiver 1007 is designed for two-way (i.e., bi-directional) RF
communications with a parking garage transceiver 1005 used by a parking facility.
Such transceivers could operate on virtually any convenient frequency band,
pursuant to the rules and regulations of various govemmental PTT authorities or
the like. If the relatively modest power levels: permitted under the relevant PTT
regulations are not sufficient to provide adequate coverage in a given system
application, higher RF power levels may be employed, although an PTT license
may be required in some cases. For example, the motor vehicle transceiver 1007
and the parking garage transceiver 1005 may be designed for operation on certain
frequencies within the 27-MHz, 49-MHz, 800-MHz, 900-MHz, and/or 2-gHz
ranges, and/or on certain frequencies within the VHF and UHF public service
bands (30-50 MHz, 148-174 MHz, and 450-512 MHz). Use of some of the
aforementioned frequency ranges may require a PTT license.

The motor vehicle transceiver 1007 includes a modulator circuit which
accepts digital input from smart card scanner 1017 and uses the digital input to
modulate an RF carrier. Conventional modulation schemes may be employed,
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1011 is coupled to a timer 1013. Timer 1013 is a clock which keeps track of the
date and the time of day, and provides the date and the time to the microprocessor
in a digital format as a plurality of bits. A parking garage gate 1009 controls
motor vehicle access into and out of the parking garage. This parking garage gate
is controlled by the microprocessor 1011 and/or the parking garage transceiver
1005. Conventional components may be employed for smart card scanner 1017,
motor vehicle transceiver 1007, parking garage transceiver 1005, scanner user
interface 1015, parking garage antenna 1001, parking garage microprocessor 1011,
timer 1013, parking garage gate 1009, and motor vehicle antenna 1003.

FIG. 11 is a flowchart showing a procedure for use in conjunction with the
hardware diagram of FIG. 10. The procedure starts at block 1101, where a motor
vehicle stops at the parking garage gate upon entering a parking facility. The
motorist inserts a smart identification card into the smart card scanner (block
1103). At block 1105, a test is performed to ascertain whether or not the smart
card scanner can read a parking garage file identifier and a parking garage account
balance file from the smart identification card. If not, the program diverts to block
1107, where the smart card scanner user interface provides a visual and/or audible

| prompt: "Your smart identification card is unreadable, or you have not set up a
parking garage account." The program then loops back to block 1103, whereupon
the motorist may either (a) have the scanner make a second attempt at reading the
identification card, or (b) elect to handle the parking garage transaction manually
(i.e., using conventional techniques such as taking a paper ticket, etc.). '




were upl oaded fromthe buffer in the previous step. The file update buffer
Is cleared at bl ock 321, and the program progresses to bl ock 325. 15

Bl ock 325 is reached directly from bl ock 5321 or, alternatively, upon
execution of the negative branch at bl ock 315. At bl ock 325, the nobile
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In response to ti'le tinmatlon signal, the parking garage transceiver issues an

~acknowledgment signal which echoes the parking garage file identifier (i.c., a
digital representation of the parking garage file identifier) back to the motor
vehicle transceiver (block 1111). The acknowledgment signal may comprise a
specific, arbitrarily-selected binary value and/or binary sequence. Therefore, the
acknowledgment signal may include a digital representation of the parking garage
file identifier. The specific sequence or value selected for the acknowledgment
signal is an arbitrary design parameter which may be determined by the system
designer. '

The motor vehicle -transceiver receives the acknowledgment signal and
downloads the received file identifier to the smart card scanner (block 1113). The
motor vehicle transceiver may receive the acknowledgment signal in digital and/or
encoded form, whereupon the transceiver demodulates and/or decodes the signal,
for example, using conventional demodulation techniques for demodulating PCM
(pulse-code modulation), FSK (frequency-shift keying), SSB (single-sideband),
FM (frequency modulation), or other types of modulated signals.

The smart card scanner downloads the received file identifier to the smart
card microprocessor (block 1115), and the smart card microprocessor compares
the received file identifier with the file identifier stored in the smart card (block
1117). At block 1119, a test is performed by the smart card microprocessor to
determine whether or not the file identifiers compared at block 1117 are an
identical match. If not, the program branches to block 1121, whereupon the smart
card scanner user interface provides an audible and/or visual indication: "Failure
to confirm identity of smart card - do you wish to try the smart card automated
payment system again, or do you wish to pay garage fee manually?" The user then
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i ncl udes a Cthetdonfirmation signal received from the smart card microprocessor, the smart
card scanner activates the motor vehicle transceiver and modulates the transceiver
with the confirmation signal (block 1129). If a binary signal is employed for the
confirmation signal, this binary signal is placed on an RF carrier by the motor -
vehicle transceiver using conventional modulation techniques, such as, for
example, PCM (pulse-code modulation), FSK (frequency-shift keying), SSB
(single-sideband), FM (frequency modulation), or other types of known
modulation schemes. |

Upon receipt of the confirmation signal, the parking garage transceiver

forwards the signal to the parking garage microprocessor (block 1131). If a binary
signal is employed for the confirmation signal, this signal is demodulated by the
parking garage transceiver using conventional demodulation techniques for PCM,
FSK, SSB, FM, or other appropriate conventional demodulation techniques.” The
parking garage microprocessor reads the value of the timer and downloads the
value of the timer to the parking garage transceiver, where the value is stored in a
timer buffer (block 1133). The parking garage microprocessor includes a random-
access memory device which is organized to include a register, termed the timer
buffer, for storing the value of the timer. The parking garage transceiver transmits
the value of the timer to the motor vehicle transceiver using conventional
modulation techniques (block 1135), and the motor vehicle transceiver receives the
value of the timer using conventional demodulation techniques (block 1137). The
value of the timer received by the motor vehicle transceiver is downloaded into the
smart card microprocessor (block 1137).
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compares the value of the timer received from the motor vehicle transceiver with
the value of the timer stored in the timer buffer, and performs a test to ascertain
whether or not these timer values are identical (block 1149). If not, the program
loops back to block 1133. Note that, if the program loops back to block 1133 from
block 1149 more than a certain minimum number of trials (i.e., two or three), the
scanner user interface could be activated to provide an error/fraud message, and
the program would then exit, instructing the user to see the parking garage
attendant.

The affirmative branch from block 1149 leads to block 1151, where the
parking garage microprocessor triggers the parking garage gate to open. The
motor vehicle then enters the parking garage and pulls into an available parking
space. The time at which the motorist entered the parking garage is now stored in
the smart identification card, and need not be retained in the timer buffer of the
parking garage microprocessor. At this point, the program waits until the motor
vehicle approaches the parking garage exit gate (block 1153).

Upon exiting the parking garage, the motor vehicle approaches the parking
garage exit gate (block 1155). The parking garage transceiver issues an
interrogation signal to the motor vehicle transceiver (block 1157). In actuality, this

interrogation signal may comprise a specific, arbitrarily-selected binary value
and/or binary sequence. The specific sequence or value selected for this purpose is
an arbitrary design parameter which may be determined by the system designer. If
a binary signal is employed for the interrogation signal, this binary signal is placed
on an RF carrier by the parking garage transceiver using conventional modulation
techniques, such as, for example, PCM (pulse-code modulation), FSK (frequency-
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compani es s uchlcl% transceiver (block 1165). The motor vehicle transceiver sends the value of
the timer to the parking garage transceiver (block 1167), and the parking garage
transceiver downloads the value of the timer received from the motor vehicle
transceiver to the parking garage microprocessor. The parking garage
microprocessor reads the current value of the timer and calculates the amount of
elapsed time as the difference between the current (present) value of the timer and
the value of the timer received from the motor vehicle transceiver (block 1171).

At block 1175, the parking garage microprocessor calculates a monetary
amount based ‘upon the amount of elapsed time calculated at block 1171. This
monetary amount represents the cost of parking in the parking garage or parking
facility. This monetary amount is downloaded to the parking garage transceiver.
The parking garage transceiver transmits a debit signal specifying the amount of
money determined in the previous step to the motor vehicle transceiver (block
1177). Note that, although the present example utilizes a monetary amount for
purposes of debiting the smart identification card, it is alternatively possible to
debit the smart identification card in terms of a predetermined quantity of
permxtted parking garage entries and/or exits.

The motor vehicle transceiver receives the debit signal (block 1179) and
downloads the debit signal to the smart card scanner (block 1181). . In turn, the
smart card scanner downloads the debit signal to the smart card microprocessor
(block 1183). In response to the debit signal, the smart card microprocessor
decrements the parking garage account balance in the amount specified by the
debit signal. The smart card microprocessor performs a test at block 1187 to
ascertain whether or not sufficient parking garage account balance exists to pay for
the parking garage fee (i.e., the monetary amount calculated in block 1175). The




Motorola, OKI, and Uniden. Mdtor vehicle transceiver 513 is coupled to a
smart card scanner 515 which may be identical to the smart card scanner 105
descri bed previously in connection with ‘*G 2. This smart card scanner 515
Is adapted to performdata read/wite opi ations on identification card
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mterface provides a visual and/or audible indication: "Thank you for paying your
parking garage fees using the AT&T Smart Card system" (block 1199). The motor
vehicle transceiver sends a parking garage fee payment completion signal to the
parking garage transceiver (block 1192), and the parking garage transceiver signals
the parking garage gate to raise (block 1194) The program then loops back to
block 1101.
FIG. 12 is a hardware block diagram illustrating a smart card identification
system in the context of an automobile insurance provider. An insurance company
computer 1201 is configured to access database 1203. Database 1203 includes a
plurality of automobile insurance policy files. Each automobile insurance policy
file is associated with an insurance policy identifier which uniquely specifies a
particular automobile insurance policy file. The automobile insurance policy files
each include an insurance policy expiration date, the VINs (vehicle identification
numbers) of all motor vehicles covered by the policy, the name and address of the
policyholder, the drivers license number and social security number of the
policyholder, the terms of the policy (amount deductible, coverage for collision,
liability, etc), motor vehicle code violations committed by the policyholder, and a
policy payment record listing payments actually made by the policyholder, the date
such payments were made, and any i)ayments owing and due.
A state department of motor vehicles computer 1205 is configured to
access database 1207. Database 1207 includes a plurality of motor vehicle
registration files and drivers license files. Each drivers license file is associated




to the notor vehicle transceiver. The nptor vehicle transceiver transmts
the toll account file identifiers to the toll booth transceiver over an RF
data communi cations link (block 711). Thg toll booth transceiver receives
the toll account file identifiers fromthe notor vehicle transceiver (block
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the motor vehicle registration covered by the policy, and the address of the motor
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The insurance company computer 1201 is coupled to modem 1209, which is
a modem of conventional design. The state department of motor vehicles
computer 1205 is coupled to modem 1211, also a modem of conventional design.
Modems 1209 and 1211 are equipped for data communications over a
conventional public switched telephone network 1213. The public switched
telephone network 1213 is adapted for communications with a conventional
cellular telephone network 1215. Cellular telephone network 1215 is equipped
with a cellular antenna 1217 for communicating over a cellular communications
link 1219. '

A motor vehicle is equipped with a cellular antenna 1221 coupled to a
conventional cellular mobile transceiver 1223. The cellular mobile transceiver is
adapted to transmit and receive digital signals from smart card scanner 1225, by
using conventional modulation techniques for placing digital information on an
analog RF carrier. Exaﬁlples of suitable digital modulation techniques include
PCM (pulse code modulation), QAM (quadrature amplitude modulation), FSK
(frequency shift keying), PWM (pulse width modulation), CDMA , TDMA, and
others. Smart card scanner 1225 is adapted to perform read/write operations on a
smart card, such as identification card 1227. This smart card scanner 1225 is
substantially similar to smart card scanner 105 discussed previously in conjunction
with FIG. 2.

" FIG. 13 is a flowchart setting forth a procedure for use in connection with
the hardware of FIG. 12. The procedure commences at block 1301, where the
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responsi bi 1 i ¥ 1301 and waits until the next periodic check of the expiration date is to
occur, -
The affirmative branch from block 1305 leads to block 1307, where a test is
implemented to ascertain whether or not the insurance policy has already expired.
If so, the program progresses to block 1309, where the user interface provides a
visual and/or audible indication: "Your automobile insurance has expired!". The
smart card microprocessor sets an insurance expiration flag at block 1311, which is
a bit that is assigned a first value ("set") to signify that insurance has expired, and a
second value ("not set") to signify that insurance has not expired. The program
then continues to block 1313. '
The negative branch from block 1307 leads directly to block 1313, where
the user interface provides a visual and/or audible indication: "Your automobile
insurance will expire in N days!". The progfam checks at block 1315 to see
whether or not the insurance expiration flag is set. If the flag is not set, the
progranf ‘returns to block 1301 and waits for the next periodic check of insurance
expiration date to occur. If the flag is set, the program progresses to block 1317,
where the smart card microprocessor retrieves the insurance company telephone
number from smart card memory. The telephone number is downloaded into the
cellular mobile transceiver. The cellular mobile transceiver establishes a cellular
communications link with the telephone number downloaded from smart card
memory in the preceding step (block 1319). The smart card microprocessor
downloads an insurance expiration signal indicative of an expired auto insurance
policy to the smart card scanner. This insurance expiration signal may be a




FIG 8 is a hardware block diagram showing a second enbodi ment of a smart

I dentification card systemfor collecting highway tolls, wherein the toll
account bal ance is stored on the snart |d:9 ntification card. A toll booth is
equi pped with a toll booth gate 801, an toll booth transcei ver 805
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synthesis ¢ "0 0S user 1 ntertace also 1 ncludes
user i nput memrs/ehmkm( kolB27)but t on switches, toggle swtches, other

types of switchegy bﬂaci&elm%'the%rogfﬁn hrdits uxﬁﬂ%ﬁiﬁ@ﬁﬂm@@bﬂyﬁéﬁﬁﬁ%ceived at
the insurance company. The program then continues to block 1331, where the
insurance company receives a payment for a specific insurance policy having a
corresponding insurance policy file identifier. The insurance company computer
searches an insurance policy contact table which associates each of a plurality of
insurance policy identifiers with a corresponding cellular telephone number (this is
the cellular telephone number of the cellular mobile transceiver in the motor
vehicle owned by the insurance policy holder). At block 1333, the insurance
company computer searches the insurance policy contact table to locate the
cellular telephone number corresponding to the insurance policy identifier of block
1331. The insurance company computer (at block 1335) establishes a cellular
communications link with the telephone number located in the previous step
(block 1333). The insurance company computer (block 1337) then sends a receipt
of payment signal to the cellular mobile transceiver. This signal, indicative of the
insurance company receiving payment for the auto insurance policy specified by
the insurance policy identifier set forth in block 1333, may be of digital/binary
form, as described previously in conjunction with confirmation signals. The
insurance company cdmpilter sends an expiration date signal to the cellular mobile
transceiver (block 1339). This expiration date signal, which may be in
binary/digital form, specifies the new expiration date of the automobile insurance
policy after the payment received from the policyholder is credited to the policy
(this payment was received/credited at block 1331). The cellular mobile
transceiver downloads the receipt of payment signal and the expiration date signal
to the smart card scanner (block 1341).
~ At block 1343, a test is performed to determine whether or not there is a
smart card in the smart card scanner. If so, the program progresses to block 1345




813 is adapted for performng data read/wite operations on a smart

I dentification card 817 which includes a smart card m croprocessor 819.
FIG 9 is a flowhart showing a procedure,for use in conjunction with the
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signal is phsingdmodenns and the public switched telephone network. e program then
 exits. | |

The negative branch from block 1343 (FIG. 13A) leads to block 1357 (FIG.
13C), where the user interface provides a visual and/or audible indication: "Your
automobile insurance payment he “een received - please insert your smart
identification ¢ard into the smart card scanner so that your card may be updated!”.
An "update required" flag is then set in the smart card scanner. This update

" required flag may be provided in the form of a flip-flop integrated into the smart
_card scanner. The flip flop has a first "unset" state when the smart identification
card does not need to be updated, and a second "set" state when the smart
identification card needs to be updated. -

The user interface transmits a "no smart identification card in scanner”
signal to the cellular mobile transceiver (block 1359). This signal is indicative of
the fact that there is no smart identification card in the smart card scanner, and the
signal may be of digital/binary form. The cellular mobile transceiver transmits the
"no smart identification card in scanner" signal to the insurance company
computer (block 1361). The insurance company computer sets a "future smart
card update” flag (block 1363) corresponding to the insurance identifier set forth in
block 1331. Each insurance identifier stored in the insurance company computer
is associated with a corresponding "future smart card update" flag. This flag is a
bit with a first value ("set") indicating the requirement for a smart identification
card update, and a second value ("not set") indicating no requirement for a smart
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identification card is inserted into the smart card scanner, the smart nfentlﬁcatlon
card microprocessor implements a preliminary comparison, for example, between
file identifier "A" 131 stored on the smart identification card and file identifier "A"
as stored in the memory register of the scanner. If the file identifiers do not match,
the smart card scanner would provide a message "Your smart card is not

* authorized for use with this scanner!". If the identifiers do match, the program
would proceed to the next step, which in the example discussed immediately
above, is block 1369. |

At block 1371, the program checks to see whether the update flag is set. If
not, the program exits. If so, the program continues to block 1373 where the smart
card microprocessor downloads the insurance company computer telephone
number from smart card memory. This telephone number is associated with a -
given insurance policy file identifier, as was described in conjunction with FIG. 1.
The smart card microprocessor uploads the insurance company computer
telephone number to the smart card scanner (block 1375), and the smart card
scanner uploads the insurance company computer telephone number to the cellular
mobile transceiver (block 1377). The cellular mobile transceiver forms a
communications link between the smart card scanner and the insurance company
computer by dialing the telephone number of the insurance company computer
until a cellular telephone connection to the insurance company computer is
achieved (block 1379). _
Next, at block 1381, the smart card scanner downloads all information

flowing from the insurance company computer over the cellular communications
link to the smart card scanner. This information is downloaded to the smart card -
microprocessor. The smart card scanner uploads all outgoing information from the




paranet er which nmay be deternined by the system designer. Such a binary
signal is placed on an RF carrier by the vehicle transceiver using
conventional nodul ation techni ques, suchg@s, for exanple, PCM (pul se code
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t he aut omat mbmmrgrr@)lmﬂ:r 38yl IThe insurance company computer downloads a receipt of
payment signal, signifying receipt of an insurance policy premium (payment), to
the smart card microprocessor (block 1391). The smart card microprocessor clears
the insurance expiration flag (block 1393), and the smart card microprocessor
breaks the communications link to the insurance company computer by issuing the
appropriate signals to the cellular mobile transceiver via the smart card scanner
(block 1395). The program then exits. |
Although various particular embodiments have been disclosed or suggested,
it is clear that others are possible within the spirit and scope of the invention. For
example, various security and/or data encryption algorithms may be utilized to
encrypt/encode communications to/from the smart identification card. Suitable
security and/or data encryption algorithms are disclosed in U. S. Patents Nos.
5,120,939 and 5,310,999, issued to the assignee of the present patent application.
Those skilled in the art will understand that the security techniques disclosed in
U. §. Patents Nos. 5,120,939 and 5,310,999 may be applied to any of the systems
and/or methods disclosed herein.




21 paynent system again, or do you wish to pay toll manuall
925, .the user enters the toll paynent nethod sel ection into |t fRISSHEFEHAS BEEN
user interface. If the user specifies naggal paynent (bl ock{923), REREACED
programexits, and if the user specifies "try again", the p
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including a plurality of motor vehicle records related to the operation and/or

ownership of motor vehicles, the smart identification card including memory

means organized for storing a plurality of file identifiers, each file identifier

. uniquely specifying a file stored on any of the plurality of centralized databases of
motor vehicle records.

3. A smart identification card as set forth in Claim 2 characterized in that
the memory means stores a plurality of file identifiers corresponding to a single
motorist.

4. A smart identification card as set forth in claim 2 characterized in that
the motor vehicle records include items selected from the group of motor vehicle
registration information, drivers license information, vehicle code violations,
automobile insurance information, parking garage entry times, parking garage
account balance, highway toll account balance, motor club information, and
environmental inspection information.

5. A smart identification card as set forth in claim 3 characterized in that

' the motor vehicle records include items selected from the group of motor vehicle

registration information, drivers license information, vehicle code violations,

automobile insurance information, parking garage entry times, parking garage

account balance, highway toll account balance, motor club information, and
environmental inspection information.
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branches to block 934. At bl ock 933, the smart card m croprocessor
decrenents the account bal ance of the toll account specified by the
identically matching file identifier, such that the toll account is debited
in the amount specified by the toll debit signal.

toll account is
anount ,
at bl ock 933,
descri bed bel ow.
where the snart

and/or as a quantity of toll

debited may be specifiedl for exanple,
passages.

as

The negative branch
card m croprocessor

k 932 | eads
i nsuf ficient

LEC ot

The amount by which the

a nonetary

After the account is debited
t he program junps ahead to bl ock 951 (FIG 9D),

to be
to bl ock 934
account bal ance"

signal to the notor vehicle transceiver. In actuality, this "insufficient
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identically match any of the toll account identifiers received fromthe
smart identification card and stored in the buffer area in block 912 (bl ock
938). At block 939, if a set of identically matching file identifiers is
| ocated in addition to the matching file identifiers which were previously
found in block 919, program control progéesses to block 940. However, if a
set of identically matching file identifiers is not |ocated in addition to
the matching set already found at block 919, the program progresses to
bl ock 945. The procedure of block 940 is perfornmed upon execution of the
affirmati ve branch from bl ock 939. At block 940, the toll booth
m croprocessor replaces the identically matching file identifiers
previously found in block 919 with the identically matched file identifiers
found in block 939. Recall that the matching file identifjer found in block
919 was stored in a toll booth m croprocessor nenory register terfed the
matching file identifier register at block 927. At bl ock 23 94qf t he
toll booth mcroprocessor wites the matching file ide wer fzqﬁqgaFm
bl ock 939 to this register, such that the contents of sy e iktgggno

J . The

i ncl udes one copy of the matching file identifier found pt o
program then | oops back to blocks913 (FIG 9). The neg ve& byangh &r o
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user interface provides an audi bl e and/or visual

t he account

smart card toll

not or vehi cl
toll
si gnal

is an arbit
desi gner.
transcei ver
PCM (pul se-
(single-sidg
transcei ver
(bl ock 949)
t o approach
The affirnaf
that this a
m cropr oces
smart ident
bl ock 951,

to the scanhdr

actuality,
arbitrarily

booth trans
may conprlse a speC|f|c
bi nary sequeree-

Sy

bPand) ,

pronpt :
bal ances of all applicable toll paynent accounts,

paynent system You nust pay for the toll

%j@&ver t hen sends a nmanua toll

e tr
(8 ock 947).

In actuality,

A

in

» oz g hd
usi ng conventlonal nodul # i on techni ques

tgde nodQANSMART CARD-SBANNER READ: MOTORs YEHIGLE ORIWER Q) |
FM (f r eque IBENTIFICATION.tOARN)?, and ot hers.

SY
The

Jéh as,

"After checking

It has been
determ ned that you have insufficient account balance to use the autonated

manual | y!"

paynent signal to the
this manual toll
a Iy sel ect ed b| nary val ue an

R0
to

The

payment

Otfbs

0pai d manual |

for exanpl e,

| ocks the toll boot the toll i
t

g

fli_ r mat i%¥ a

he smart card m croprocedsor sends a SUTTI

f POMPUTIR ..’:‘T' BC o ;ﬁ('n‘ "sv";mc;,rr o ;:
b S U e CIOPAYFIER DOWNLOASER kDM, IENTIFICATION,

COMPUTER TERMINAL RETRIEVES THE COMMUNICATIONS LINK SPECIFICATION

ASSOCIATED WITH THE FILE IDENTIFIER LOCATED IN THE PREVIOUS STEP
213
DOES COMMUNICATIONS LINK SPECIFICATION SPECIFY A DIRECT

REAL-TIME COMMUNICATIONS LINK ?
§NO il

COMPUTER TERMINAL PLACES CALL TO CENTRALLZED DATABASE COMPUTER
OVER A TELEPHONIC (CELLULAR AND/OR LANDLINE) COMMUNICATIONS LINK

218

‘ ‘7‘ \/
ya spec

¥
IS THERE AN UPDATED FILE IN THE COMPUTER TERMINAL FII.E UPDATE
BUFFER (i.e., FROM A PREVIOUS UPDATE) ?
§es 2l
UPLOAD FILES IN FILE UPDATE BUFFER OF COMPUTER TERMINAL TO
CENTRALIZED DAT‘ABASE COMPUTER
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223
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' K 225

| CLEAR ng_upn'_A_TE BUFFER |
| 277

COMPUTER TERMINAL DOWNLOADS FILE IDENTIFIERS TO CENTRALIZED
DATABASE COMPUTER

] 29

CENTRALIZED DATABASE COMPUTER UPLOADS FILES CORRESPONDING
TO FILE IDENTIFIERS TO THE COMPUTER TERMINAL 3
' ' 231

Y
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EDITED FILES ARE STORED IN FILE UPDATE BUFFER
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specific sequence or value selected for this purpose is an arbitrary design
paraneter which nmay be determ ned by the system designer. Such a binary
signal is placed on an RF carrier by the vehicle transceiver using
conventional nodul ati on techni ques, such4as, for exanple, PCM (pul se-code
nodul ati on), FSK (frequency-shift keying),, SSB (single-sideband), FM
(frequency nodul ation), and others. At block 953, the scanner user
interface provides a visual and/or audible indication: "Thank you for
payi ng your highway tolls using the AT&T Smart Card System ". The notor
vehicle sends a toll paynment conpletion signal to the toll 24 booth
transcei ver (bl ock 955), and the toll booth transceiver signals the tol
booth-gate to raise (block 957). This toll paynent conpletion signal my
conprise a specific, arbitrarily-selected binary value and/or binary
sequence. The specific sequence or value selected for this purpose is an
arbitrary design paraneter which nayJ?j.ﬂeter i,ned by the system desi gner.
After block 957 is executed, the pro i ntil another notor vehicle
approaches the toll booth, whereupon the program | oops back to bl ock 901.
FIG 10 is a hardware block diagramillustrating a smart card
identification systemfor use at a parking facility. A notor vehicle is
equi pped with a notor

FROM FIG. 3

COMPUTER TERMINAL ESTABLISHES A
DIRECT, REAL-TIME COMMUNICATIONS /235
LINK WITH A cmmuzg DATABASE COMPUTER

CONPUTER TERMINAL DOWNLOADS FILE IDENTIFIERS | 237
T0 CENTRALIZED DATABASE COMPUTER
. : Y
CENTRALIZED DATABASE CONPUTER UPLOADS FILES
CORRESPONDING TO FILE IDENTIFIERS 70 THE |~239
COMPUTER’TERMINAL
FILES MAY BE EDITED AND/OR DISPLAYED ON THE |~241
COMPUTER TERMIN?L USER INTERFACE
EDITED FILES ARE DOWNLOADED FROM THE
COMPUTER TERMINAL TO THE CENTRALIZED
DATABASE COMPUTER

®
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1007 coupled to a notor vehicle antenna 1003. The notor
1007 is adapted to interface wwth a smart card scanner
1017 is connected to a scanner user interface
$eypad, a keyboard, push-button
o

vehi cl e transcei ver
vehi cl e transcei ver
1017. The snmart card scanner

1015 whi ch includes any conbi nation of a
swi tches, contact sw tches, other types swi tches, an al phanuneric

di splay, an LCD display; a videga display screen, a voice synthesi s.!
an audi o oscillator, indicator {anps/LEDs, and the like. Snart cars

1017 is adapted to perforn1reaoAAA e operations on a smart card,
smart identification card 1019/ \ Wi ¢h i ncl udes aasnart—card-a1crogg

1021. Smart card scannerglO17 | § Eh-stantlally tWe san¥ scarmfer astt
descri bed in connection ﬁﬂtf1 ¢ 5

vehi cl e transcei ver 1007 s deSidred for twognay
conmuni cati ons vmtt1qp parkinglgarpge transcepver
facility. Such gLanscelvggs*c

es and

frequency band, gursuant oLt hg

governnment al PTT{ aut [ n=| i ke. 4" the

| evel s permitteg PTT redul ati

provi de adequatl# syst eg appl

| evel s may be e PTT Iléense $

cases. For exanpl 2 tradscelver 1007 and the parKkiag

garage transceiver. 05 nay be de5|gned fpr operation on certaln 3
Q 2-gHz

frequencies within th&27-VHz, - 49- MHz, 300 900- VHz, _apd

ranges, and/or on certa frequenC|es wﬁi‘\ hg VHF ang blic service
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bands (30-50 MHz, 148-174 MHz, and 450-512 MHz). Use of sone of the

af orenenti oned frequency ranges nmay require a PTT |icense. The notor
vehicl e transceiver 1007 includes a nodulator circuit which accepts digital
i nput fromsmart card scanner 1017 and uges the digital input to nodul ate
an RF carrier. Conventional nodul ati on sthenes may be enpl oyed, 25 such
as FSK (frequency-shift keying), PCM (pul se-code nodul ation), SSB (single
si deband), FM (frequency nodul ation), and others. Mtor vehicle antenna
1003 is adapted to transmt and receive on the frequency band or bands
utilized by notor vehicle transceiver 1007. Parking garage transceiver 1005
I ncl udes a nodul ator circuit which accepts digital input froma parking
garage m croprocessor 1011 and uses the digital input to nodulate an RF
carrier. Conventional nodul ati on schenes may be enpl oyed, as nentioned in

t he above paragraph with respect to notor vehicle transceiver 1007. The -
par ki ng garage transcei ver 1005 includes a transmtter adapted for
reception on the notor vehicle transceiver 1007. The notor vehicle
transcei ver 1007 includes a transmitter adapted for reception on the
par ki ng garage transceiver 1005. The.ggg WNQg rage transceiver 1005 is
coupled to a parking garage antenna I e T par ki ng gar age

m croprocessor 1011 is a comonly avail abl e

| ~ (SIART |
301\ ] ' @
MOBILE COMPUTER TERMINAL IN POLICE CAR PROMPTS FROM FIG. 5A

USER TO ENTER PASSWORD

305

y
CAN SMART CARD SCANNER READ MOTOR VEHICLE
< DRIVER IDENTIFICATION CARD ? / >N9_ 307

309 IVES \ _
T < : T NOBILE COWPUTER

CARD AND UPLOADS ONE OR MORE FILE IDENTIFIERS (ie., SOCIAL Jg@g‘"@ﬂ“&”ﬁ
SECURITY NO. AND/OR DRIVERS LICENSE NO.) FROM CARD :

READABLE
N v
MOBILE COMPUTER TERMINAL ESTABLISHES AN ELECTROMAGNETIC
AND/OR CELLULAR COMMUNICATIONS LINK WITH A CENTRALIZED
DATABASE COMPUTER VIA MODEMS AND RF TRANSCEIVERS

1S THERE AN UPDATED FILE IN THE COMPUTER TERMINAL N
FILE UPDATE BUFFER (i.e., FROM A PREVIOUS UPDATE ) ?
37\ ' yYES
UPLOAD FILES IN FILE UPDATE BUFFER OF MOBILE
COMPUTER TERMINAL TO CENTRALIZED DATABASE COMPUTER

M

313

39 | {
| DATABASE 1S UPDATED WITH NEW FILES |
LI ¥

L CLEAR FILE UPDATE BUFFER |




m croprocessor of a type known to those skilled in the art. The

m croprocessor 1011 is coupled to a tinmer 1013. Tinmer 1013 is a clock which
keeps track of the date and the tinme of day, and provides the date and the
time to the mcroprocessor in a digital format as a plurality of bits. A
par ki ng garage gate 1009 controls nmotor vEhicle access into and out of the
par ki ng garage. This parking garage gate is controlled by the

m croprocessor 1011 and/or the parking garage transceiver 1005.

Conventi onal components may be enployed for smart card scanner 1017, notor
vehi cl e transcei ver 1007, parking garage transceiver 1005, scanner user

I nterface 1015, parking garage antenna 1001, parking garage m croprocessor
1011, timer 1013, parking garage gatedhii? azf tor vehicle antenna 1003
FIG 11 is a flowhart showi ng a proc of O e in conjunction with the
har dwar e di agram of FIG 10. The procedure starts at block 1101, where a
not or vehicle stops at the parking garage gate upon entering a parking
facility. The notorist inserts a snart é&ﬁhﬁ%fécation card into the smart
card scanner (block 1103). At bl ock 1109 et is perfornmed to ascertain
whet her or not the smart card scanner can d a parking garage file

i dentifier and a parking garage account balgance file fromthe snmart

Smart card soanner uper MOPLE CORPRERSERING SOWMOMISTIE RERTIFERY,: 205, O
"Your smart identifi Eaticn -t dfoegﬁimx%i®améﬂsgﬁyg@ﬁae prot—sed up a
par ki ng garage accoupt.’ f ops back to block 1103

wher eupon the not ori $tCENERALEZER DATABASE) COMPUEER 1R 0ARS: FILES CORRESPOMDENGC 39_(3%7
attenpt at reading the i d@nFILE IDENTIFIERS FOuTHE MOBILE [COMPUTER (TERMINALaNdI ¢ t'he
par ki ng garage transaction manually
* FILES MAY BE DISPLAYED AND/OR EDITED ON THE MOBILE
COMPUTER TERMINAL USER INTERFACE, THE FILES INCLUDING [~ 329
DRIVERS LICENSE NO. AND VEHICLE REGISTRATION INFORMATION

[MOBILE COMPUTER TERMINAL PROMPTS USER TO ENTER ONE OR MORE
" VIOLATION IDENTIFIERS, EACH VIOLATION IDENTIFIER UNIQUELY [~ 331
SPECIFYING A PARTICULAR‘ VEHICLE CODE VIOLATION
MOBILE COMPUTER TERMINAL OPTIONALLY ACCEPTS AND STORES '
'SIGNATURE OF VEHICLE CODE VIOLATOR AS ENTERED BY _~335
VIOLATOR OR AS STORED GoN IDENTIFICATION CARD.

MOBILE COMPUTER TERMINAL PRINTS OUT A TICKET AND A | _~337
SUMMONS FOR‘THE VIOLATOR

| EDITED FILES ARE STORED IN FILE UPDATE BUFFER |~338

1
MOBILE COMPUTER TERMINAL DOWNLOADS VIOLATION 341
IDENTIFIERS TO SMART CARD MIC;!OPROCESSOR VIA CARD SCANNER [ °
SMART CARD MICROPROCESSOR STORES VIOLATION -
IDENTIFIERS IN SMART CARD MEMORY AS A VIOLATION RECORD 345

.T0 FIG. 5



(i.e., using conventional techniques such as taking a paper ticket, etc.).
26 - The affirmative branch from bl ock 1105 | eads to bl ock 1109, where the
notor vehicle transceiver transmts an initiation signal to the parking
garage transceiver which includes a parking garage file identifier. This
initiation signal may conprise a specific, &rbitrarily-selected binary

val ue and/ or binary sequence. The specific sequence or value selected for
this purpose is an arbitrary deskgn parameter which nay be determ ned by

t he system designer. Such a bindﬁ¥ signal is placed on an RF carrier by the
nmot or vehicle transceiver using conventional nodul ati on techni ques, such
as, for exanple, PCM (pul se-dode ng¥ ation), FSK (frequency-shift keying),
SSB (si ngl e-si deband), FM (freg@é@;EETDdulation), and ot hers. Accordingly,
the initiation signal may corl&ig%a gital and/or encoded representation.
of the parking garage file identifB&¥| In response to the initiation
signal, the parking garage transciver issues an acknow edgnent signal

whi ch echoes the parking garage f§jle identifier (i.e., a digital
representation of the parking garjage file identifier) back to the notor
vehicl e transceiver (blocig1111). agknow edgnent signal may conprise a
specific, arbitrarily-sel v#Pue and/or binary sequence.
Therefore, the acknow e y include a digital representation
of the parking garage

915

Lad 3
—
lsﬁ ==
T <t
Lad L [ &3 oc
= D oL}
(7,1 e :<
o= |2 GO
o <oz
A=
=" =
[
© =
[
1
. =
) =
N \

-—
[ =]
D



file identifier. The specific sequence or value selected for the

acknow edgnent signal is an arbitrary design paraneter which nay be

determ ned by the system designer. The notor vehicle transceiver receives

t he acknow edgnment signal and downl oads the received file identifier to the
smart card scanner (block 1113). The not 8r vehi cl e transcei ver may receive
t he acknow edgmegF ' nal7i n digital and/or encoded form whereupon the
transcei ver denodul“ates and/ or decodes the signal, for exanple, using
conventi onal denodul ati on techni AT or denodul ati ng PCM (pul se-code

modul ation), FSK (frequency-shift=§eyf ng), SSB (single-sideband), FM
(frequency nodul at en OHFRER Q

0 L PEHWE signals. The smart card
scanner downl od@ls~ he receM 9 Ny tA er to the smart card _
ni croprocessor (bl pck 1115) APPROACHES JOMNBIATHCcar d ni crlopr ocessor conpares the
received file identifier with the fk ol oot ' d
(bl ock 1117). At b , 3 gt byt he snphl/ card
m cropr ocessor 79x{et er é NR filelidelf
bl ock 1117 are an Ldent i &A _ 1 LA L\r&,’A
1121, whereupon_the
and/ or visual VyRh
you wish to try th

er user interface pt

TIUKSER INTERFACPR 21 ed jpt
r & ¢ck
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wi sh to pay garage SUSEer _tnen UNREADABLE OR TOLL
709 SMART CARD SCANNER DOWNLOADS ALL TOLL AC%%ERTSHETASU;*OT

ACCOUNT FILE IDENTIFIERS TO
__MOTOR VEHICLE TRANSCEIVER

¥
il MOTOR VEHICLE TRANSCEIVER TRANSMITS TOLL
~1 ACCOUNT FILE IDENTIFIERS TO TOLL BOOTH RF
TRANSCEIVER QVER RF DAJA COMMUNICATIONS LINK

713 TOLL BOOTH TRANSCEIVER RECEIVES TOLL ACCOUNT
FILE-IDENTIFIERS FROM M%TOR VEHICLE TRANSCEIVER

7154  TOLL BOOTH TRANSCEIVER DOWNLOADS TOLL
ACCOUNT FILE IDENTIFIERS TO TOLL BOOTH
COMPUTER TERMINAL

TOLL BOOTH COMPUTER TERMINAL SEARCHES
A TOLL ACCOUNT FILE IDENTIFIER TABLE TO
LOCATE A TOLL ACCOUNT FILE IDENTIFIER WHICH NO
IS IDENTICAL TO ONE OF THE TOLL ACCOUNT FILE
IDENTIFIERS DOWNLOADED IN BLOCK 713, IS THE
TOLL BOOTH COMPUTER ABLE TO LOCATE SUCH
AN IDENTICAL MATCH ?; E_gILE IDENTIFIERS ?
TOLL BOOTH COMPUTER TERMINAL RETRIEVES A TOLL
AV, ACCOUNT FILE CORRESPONDING TO A
TOLL ACCOUNT FILE IDENTIFIER DOWNLOADED FROM
THE TOLL BOOTH TRANSCEIVER. TOLL ACCOUNT
FILE SPECIFIES MONETARY BALANCE AND/OR
NUMBER OF TOLLS REMAINING IN THE ACCOUNT.

5718

USER INTERFACE
PROVIDES AUDIBLE/

VISUAL PROMPT: >
TOLL ACCOUNT HAS
NOT BEEN SET UP

76

719_1 TOLL BOOTH COMPUTER TERMINAL DEBITS TOLL
ACCOUNT FILE FOR AMOUNT OF TOLL AND/OR'
DECREMENTS NUMBER‘OF REMAINING TOLLS
721~ MOTOR VEHICLE LEAVES TOLL BOOTH AREA |




27 enters the garage fee paynent selection into the scanner user interface
(block 1123). At block 1125, a bit representing the fee paynent sel ection
is downl oaded to the smart card m croprocessor which perforns a test to
determ ne the user's fee payment selectiqg. |f manual garage fee payment is
specified, the programexits, and if "try the smart card autonated paynent
system again" is specified, the program | oops back to bl ock 1103. The
affirmati ve branch from bl ock 11'19§eads to block 1127 of FIG 11A, where
the smart card m croprocessor sends p confirmation signal signifying a file
identifier identical match to t smary card scanner. In actuality, this
confirmation signal may conprise_axspecific, arbitrarily-selected binary
val ue and/ or bi nary sequence. T1§ g)'g--f+'c-§equence or val ue selected for
this purpose is an arbitrary degi gff paf ankEt e} whij@d npy be determ ned by
the system designer. In responsé—teqth cagf? mat@n signal received from
the smart card m croprocessor, the 4mank :gr@ scaeaer! aati vates the notor
vehi cl e transcei ver and nodul ates t e tBal@River ajgh &he confirmation

signal (block 1129). If a binary sidnal T;él%pl oyi&s %7 the confirmation
signal, this binary signal i placedesh afFrb can@‘aer by the notor vehicle
transcei ver using convention dl_.]._lﬁ oni{te®hni oifs. ! such as, for exanple,
PCM (pul se-code nodul ati on B &pensysshi ft keying), SSB

(si ngl e-si deband), FM (fredyency*n&Rigt htion), or other types of known
nmodul ati on schemes. Upon recei pg of b confirmation signal, the parking
garage transcei ver :

1-817

SCANNER

SMART CARD 813
TDENTIFICATION CARD

FIG.




forwards the signal to the parking garage m croprocessor (block 1131). If a
bi nary signal is enployed for the confirmation signal, this signal is
denodul at ed by the parking garage transceiver using conventiona
denodul ati on techni ques for PCM FSK, SSB, FM or other appropriate
conventional denodul ati on techni ques. Thdlparki ng garage m croprocessor
reads the value of the tlner and downl oads the value of the tinmer to the
par ki ng gar age transqf? QBere the value is stored in a timer buffer
(block 1133). The parking garage m croprocessor includes a random access
menory device which is organized o _include a register, terned the tiner
buffer, for storing the val ue of (SIARL) ner. The parklng garage transcei ver
transmts the val ue of the tiner to he N transcei ver using
conventional rgggulfation t e MOHIR)WeHICLE SLOWS ASlliS) and tlhe notor vehicle
transcei ver recei Jes the val APPRONCHES §OLLi BOOTH usi ng conyenti onal denodul ati on
techni ques (bl ock TI37). The value qf the trner recelrv by the notor

vehi cl e transceiver is downl oaded i rHeot-bo-sonrt Pe“ﬂ<2§ Fmegﬁor (bl ock
1137). 28 The smart card mcroprqcessor stores the ue of the tiner |n
smart card menmory (block 1139). At fhQis point _the programpr

bl ock 1141 or, in an alternate enbodi nent of the procedure of FIG 11, the
program j unps ahe for now9Qhat the

program progr eggg SMART CARD SCANNER
USER INTERFACE

907»_< CAN SMART CARD SCANNER READ ATLEAST ONE \No FRW‘B&S /SgDIBLE

to blo

CARD INTO SMARI CARD SCANNER

e

TOLL ACCOUNT FILE IDENTIFIER AND CORRESPONDING Mot AYDZCRL -
ACCOUT BALIC FLE FROM TENTECATN C40 2/ { | 40’5 hReADe |
909 WOTOR VEHICLE TRANSCEIVER TRANSITS AN INTTIATION AND{gW%#&g”"‘
SIGNAL TO THE TOLL BOOTH TRANSCEIVER WHICH
INCLUDES ALL TOLL ACCOUNT FILE IDENTIFIERS STORED
ON SVART IDENTIFICATION CARD

911 IN RESPONSE TO INITIATION SIGNAL, TOLL BOOTH
"] TRANSCEIVER DOWNLOADS INITIATION SIGNAL TO TOLL
BOOTH MICROPROCESSOR

v
TOLL BOOTH MICROPROCESSOR SEARCHES
MICROPROCESSOR MEMORY TO LOCATE A FILE
IDENTIFIER STORED IN MICROPROCESSOR MEMORY
912 WHICH IS IDENTICAL TO ONE OF THE TOLL
ACCOUNT FILE IDENTIFIERS RECEIVED FROM THE
SMART IDENTIFICATION CARD; TOLL BOOTH NO
MICROPROCESSOR PLACES TOLL ACCOUNT FILE
IDENTIFIERS RECEIVED FROM SMART IDENTIFICATION
CARD INTO A BUFFER IN TOLL BOOTH
MICROPROCESSOR MEMORY; IS SUCH AN
IDENTICAL MATCH FOUND ?

YES

I () FRON FIG. 9C

913 | TOLL BOOTH MICROPROCESSOR INSTRUCTS TOLL BOOTH

“ TRANSCEIVER TO ISSUE AN ACKNOWLEDGEMENT SIGNAL

WHICH ECHOES IDENTICALLY MATCHING FILE IDENTIFIER
___BACK TO MOTOR VEHICLE TRANSCEIVER

éro FIG. 9A




1141; the sequence of steps perfornmed at block 1151 will be described in
nore detail below The smart card m croprocessor copies the stored val ue of
the tinmer and forwards (downl oads) this value to the smart card scanner
(block 1141). The smart card scanner downl oads the value of the timer to
the notor vehicle transceiver (block 1143).1Zhe notor vehicle transceiver
transmts the value of the tinmer back to the parking garage transceiver

(bl ock 1145). The parking garage transceiver receives the value of the
timer and downl oads the value to the parking garage m croprocessor (block
1147). The parking garage m croprocessor conpares the value of the tinmer
received fromthe notor vehicle transceiver with the value of the tiner
stored in the tinmer buffer, and perfgltilg teg} to ascertain whether or not
these tiner values are identlcal (bl 49) 14f not, the program | oops
back to block 1133. Note that, if the program | oops back to block 1133 from
bl ock 1149 nore than a certain mnimum nunber of trials (i.e., tw or
three), the scanner user interface could be activated to provide an
error/fraud nessage, and the program would then exit, instructing the user
to see the parking garage attendant. The affirmative branch from bl ock 1149
| eads to bl ock 1151, where the parking garage microprocessor triggers the
parking garage gate to open. The notor VRB|E ¢ hen enters the parking
garage and pulls into an avail able parking sRace. The tinme at which the
notori st entered the parking garage is no bred in the smart
identification card, and need not be retaingd in the tiner, buffer of the

par ki ng garage m croprocegs f W—Ws until the
ot or T NoTor VEIELE TRANSCE

ACKNOWLEDGMENT SIGNAL AND DOWNLOADS
RECEIVED FILE IDENTIFIER TO SMART CARD SCANNER

915_] SMART CARD SCANNER DOWNLOADS RECEIVED FILE
IDENTIFIER TO SMART fARD MICROPROCESSOR

: SMART CARD WICROPROCESSOR COMPARES RECEIVED
17 FILE IDENTIFIER WITH FILE
IDENTIFIER STORED IN_SMART CARD

913 ARE TILE_IDENTIFIERS A“OIDENTICAL MATCH 7

SMART CARD SCANNER USER INTERFACE
PROVIDES AUDIBLE AND/OR VISUAL INDICATION:
COMMUNICATION LINK TROUBLE -

DO YOU WISH TO TRY AGAIN OR WILL YOU PAY
TOLL MM:UALLY ?

925 | USER ENTERS TOLL PAYMENT SELECTION
- INTO SCANNER USER INTERFACE

YES

T0 FIG. 9B

921 _1

¥
{ MANUAL TOLL PAYMENT SPECIFIED ?
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vehi cl e approaches the parking garage exit gate (block 1153). Upon exiting
t he parking garage, the notor vehicle approaches the parking garage exit
gate (bl ock 1155). The parking garage transceiver issues an interrogation
signal to the notor vehicle transceiver (block 1157). In actuality, this
interrogation signal may conprise a specifitd, arbitrarily-selected binary
val ue and/ or binary sequence. The specific sequence or value selected for
this purpose is an arbitrary design paranmeter which nay be determ ned by
the systemdesigner. If a binary signal is enployed for the interrogation

signal, this binary signal is placqugngpn Eigiarrier by the parking garage
transcei ver using conventional nodulatti™n t I ques, such as, for exanple,
PCM (pul se-code nodul ation), FSK (frequency- 29 shift keying), SSB
(singl e-sideband), FM (frequency nodul ation), or other types of known
nmodul ati on schenmes. The notor vehlcl g* gglver | ssues an acknow edgnent
signal to the parking garage transce|§ k 1159) in response to the
recei pt of the interrogation signal tra tted at block 1157. The

i nterrogation signal may_be received usi conventional denodul ati on

t echni ques, and the ackn)SMARTGCARBrMICROPROCESSORSENDS GCONEIRMATONhD/ or nodul at ed
usi ng conventional codi g SIGNAIOINCOWDING IDENTICALLY MATRGHING TIE spart card
m croprocessor retrieveg [DENTIFYER! RECEIVED tADBLOCK 914 TO THE SMART
927.~  CARD SCANNER; TOOL BOOTH MICROPROCESSOR
STORES IDENTICALLY MATCHING FILE IDENTIFIERS IN
A MATCHING FILE IDENTIFIER REGISTER OF TOLL
-BOOTH MICROPR%CESSOR MEMORY
IN RESPONSE TO CONFIRMATION SIGNAL RECEIVED
FROM SMART CARD MICROPROCESSOR, SMART CARD
928~ SCANNER ACTIVATES MOTOR VEHICLE TRANSCEIVER
AND MODULATES TRANSCEIVER WITH CONFIRMATION
SIGNAL
¥

UPON RECEIPT OF CONFIRMATION SIGNAL, TOLL
929~ BOOTH TRANSCEIVER TRANSNITS TOLL DEBIT SIGNAL
. DENOTING A MONETARY AMOUNT OF TOLL AND/OR
DENOTING A QUANTITY OF TOLL PASSAGES TO THE
MOTOR VEHICLE TRANSCEIVER
930_-|MOTOR VEHICLE TRANSCEIVER DOWNLOADS TOLL DEBIT
__ SIGNAL T0 SMARI CARD SCANNER

931._~ SMART CARD SCANNER DOWNLOADS TOLL DEBIT
SIGNAL TO SMART CQRMICROPROCESSOR

"SMART CARD MICROPROCESSOR CHECKS:  \NO
SUFFICIENT ACCOUNT BALANCE AVAILABLE ? >‘—’@
YES 0 FIG. 9¢

IN RESPONSE TO TOLL DEBIT SIGNAL, SMART CARD
933~ MICROPROCESSOR DECREMENTS ACCOUNT BALANCE
OF TOLL ACCOUNT SPECIFIED BY IDENTICALLY
MATCHING FILE IDENTIFIER, SUCH THAT TOLL
ACCOUNT IS DEBITED IN THE AMOUNT SPECIFIED
BY THE TOLL DEBIT SIGNAL

932

10 FIG. 9D



timer fromsmart card nenory (block 1161), and the value of the tiner is
downl oaded fromsmart card nenory to the smart card scanner (bl ock 1163).
The value of the tinmer is then downl oaded fromthe smart card scanner to
the notor vehicle transceiver (block 1165). The notor vehicle transceiver
sends the value of the tinmer to the parkil garage transceiver (block
1167), and the parking garage transceiver downl oads the value of the tiner
received fromthe notor vehicle transceiver to the parking garage

m cr opr ocessor. The parki ng garage m croprocessor reads the current val ue
of the timer and cal cul ates the anount of elapsed time as the difference
between the current (present) val ue o???qg g?gjand the value of the tiner
received fromthe notor vehicle trans r ck 1171). At block 1175,

t he parki ng garage m croprocessor calculates a nonetary anount based upon

t he amount of el apsed tine calculated at block 1171. This nonetary anount
represents the cost of parking in the parking garage or parking facility.
This nonetary amount is downl ocfREM é)e par ki ng garage transceiver. The
par ki ng garage transceiver transn1tm a debit signal specifying the anmount
of noney determined in the previou step to the notor vehicle transceiver

(block 1177). Ot € ) S0 p utilizes a nonetary
anount for pup S¢S O ge ntitrcation card, it is
alternatively posgible to % %ﬁ jientificagfion card in ternms of a
predeterm ned quantity of ¥ El‘ garage entries and/or exits.

The notor vehicle transceiver recelkes t he debit _si gnal (block 1179) and

downl oads t he debi|t si gri0TOR JEHICE ERANSGEIVERrSENBSE anner| (bl ock 1181). In turn,
t he C 936 INSUFFICIENT ACCOUNT BALANCE SIGNAL TO _
TOLL BOOTH TRANSCEIVER

o TOLL BOOTH TRANSCEIVER DOWNLOADS
937_~  INSUFFICIENT ACCOUNT BALANCE SIGNAL TO
TOLL BOOTH MICROPROCESSOR

TOLL BOOTH MICROPROCESSOR CHECKS TO SEE

WHETHER ANY TOLL ACCOUNT IDENTIFIERS IN TOLL
BOOTH MICROPROCESSOR MEMORY IDENTICALLY MATCH
938 _~ ANY OF THE ACCOUNT IDENTIFIERS RECEIVED FROM
' THE SMART IDENTIFICATION CARD IN ADDITION TO
THE MATCHING TOLL ACCOUNT FILE IDENTIFIERS

ARE THERE ANY IDENTICALLY MATCHING

s TOLL ACCOUNT FILE IDENTIFIERS IN
940
4
SCANNER USER INTERFACE PROVIDES AUDIBLE AND/OR| [ TOLL BOOTH MICROPROCESSOR |
945~ VISUAL PROMPT: YOU HAVE INSUFFICIENT ACCOUNT REPLACES IDENTICALLY
BALANCE AND MUST PAY TOLL NANUALLY MATCHING FILE IDENTIFIER
] STORED IN BLOCK 927 WITH
947-| WOTOR VEHICLE TRANSCEIVER SENDS WANUAL TOLL | NEW MATCHING FILE IDENTIFIERS
PAYMENT SIGNAL TO TOLL BOOTH TRANSCEIVER FOUND AT BLOCK 939
g49_{ TOLL BOOTH TRANSCEIVER LOCKS TOLL BOOTH GATE é
UNTIL TOLL IS PAID MANUALLY 10 76, 9

o



smart card scanner downl oads the debit signal to the smart card

m cr oprocessor (block 1183). In response to the debit signal, the smart
card m croprocessor decrenents the parking garage account bal ance in the
anount specified by the debit signal. The smart card m croprocessor
perforns a test at block 1187 to ascertail®® whet her or not sufficient
par ki ng garage account bal ance exists to pay for the parking garage fee
(i.e., the nonetary anmount calculated in block 1175). The 30 affirmative
branch from bl ock 1187 |eads to block 1197 (FIG 11D), and the negative
branch from bl ock 1187 | eads to bl ock 1189. At block 1189, the smart card

m cr oprocessor sends an insufficient account bal ance signal to the notor
vehi cl e transceiver via the scanner user interface. The scanner user
interface provides an audi bl e and/or visual indication: "You have

i nsufficient account bal ance and nmust pay the parking facility fee
manual | y!" The notor vehicle transceiver sends a manual garage fee paynent
signal to the parking garage transceiyv Jggglog5 193), and the parking
garage transceiver |ocks the parking g until the garage fee is
paid manual ly (block 1195). Upon manual paynent of the garage fee, the
programexits. The affirmative branch from block 1187 (signifying that the
smart identification card contains a sufficient parking garage account

bal ance) leads to )

FROM FIG. 9C

SMART CARD MICROPROCESSOR SENDS SUFFICIENT
BALANCE SIGNAL TO SCANNER USER INTERFACE [~ 931
AND MOTOR VEHI‘CLE TRANSCEIVER

SCANNER USER INTERFACE PROVIDES VISUAL

AND/OR AUDIBLE INDICATION: THANK YOU [~ 953

FOR PAYING YOUR HIGHWAY TOLLS USING THE
ATXT SMART CARD SYSTEM

NOTOR VERICLE TRANSCEIVER SENDS TOLL |- 955

PAYMENT COMPLETION SIGNAL TO TOLL
BOOTH TRANSCEIVER

y
TOLL BOOTH TRANSCEIVER SIGNALS TOLL [~ 957
._BOOTH GATE TQ RAISE

EXIT




bl ock 1197, where the smart card m croprocessor sends a sufficient bal ance
signal to the notor vehicle transceiver via the scanner user interface. The
scanner user interface provides a visual and/or audible indication: "Thank
you for paying your parking garage fees using the AT&T Smart Card systent
(bl ock 1199). The notor vehicle transcei vE? sends a par ki ng garage fee
paynment conpletion signal to the pagki ng garage transcei ver (block 1192),
and the parking garage transceiver gnhal s the parking garage gate to raise
(bl ock 1194). The program then | oops pback to block 1101. FIG 12 is a
hhardware bl ock diagramillustratf mart ca@rd fBentification systemin
the context of an autonpbile ins{i provi ) i nsurance conpany
conmputer 1201 is configured to (Eegégcra't-a'bqs 12083. Dat abase 1203 i ncl udes
a plurality of autonobile insurdri&e3polli cy es.[ Bach aut onobil e i nsurance
policy file is associated wth ar—pstrang liqy |identifier which

uni quely specifies a particul ar autpnobil g urgdaee policy file. The

aut onobi | e i nsurance policy files epch ing —eq S [nsur ance policy
expiration date, the VINs (vehicle |dentif i onp*munbers) of all notor
vehicl es covered by the poli g, {the nr&nfe g ddrlesls of the policyhol der,
the drivers |license nunber a S|&gi I=decy nynger of the policyhol der,
the ternms of the policy (anggx—cﬂ @i overage for collision,
liability, etc), motor vehigle c@@gcl ations committed by the
policyhol der, and a policy p{yngnt reéEqrd |listing paynents actually made by
the policyhol der, the date sugh payngnts were nmade, and ap rrents oW ng

SPRRCESSIR % 3y

“PARKING GARAGE

and due. A state departnent of\ notorgvehicles conputer donfi gured
to

N

1019
1021

SCANNER

IDENTIFICATION CARD|

SMART CARD 1017

SMART CARD
MICROPROCESSORH1

10

FIG.




access dat abase 1207. Database 1207 includes a plurality of notor vehicle
registration files and drivers license files. Each drivers license file is
associ at ed 31 with a file identifier, such as a drivers |icense nunber
and/ or a social security nunber, which uniquely specifies a particular
notorist. Each ehij i e file is associ aed with a file identifier,
such as a drivegggth éé nunber and/or a social security nunber (or, in
the case where nore than one per s(SfARNS a nmotor vehicle, a plurality of
drivers license nunbers and/or socCr ¢ securlty nunbers), which uni quely

identifies theifm\/\ne R VEHICE 0P AFC pr vehicle. The drivers
| icense files Mide driver g matlon such as the nane,

address, hei ght, weights V,fpu'.hﬁﬁﬁm ‘ﬁ{' of—ahd—Dbirthdate of a
notori st, al

€ Ccode Vi UI al T'ONSs Ccolmmrtoed Dy U s

nmot ori st, and t he ifnsuran RISTH Ne not brist. E not or
vehicle file h‘tﬂSu’des theml\in %Mﬂ'l €AR§%&NN§H cati oh nunbe aﬁ@? a not or
vehicle, the jdenti 0 5 overi ng ﬁﬁl%@ SCANNERT e

the identity Jf the ‘ Lo :-_ teo t eh|cie
regi stration kous -[CAN SMARE C ANNER. REATS Tcl‘ ABAL l.'fSErINTERF(:E

t he
owner. The i nsur ande FiLbriPEN ERo 1‘ PMNGZWAG&AGGQHNTeO ol b z \,:
i s a nodem of| convelt i BALANCEOHEE GROM TOENTIEICAHGN GARDYr t nfent  of W)UAL Ay h| cles

YES
1109¢——1—TH—_M0T0R VEFICLE TRANSCEIVER TRANGHITS AN CARD IS ”NREADABLE

INITIATION SIGNAL TO THE PARKING GARAGE
TRANSCEIVER WHICH INCLUDES
PARKING GARAGE FILE IDENTIFIER

!

1111_]IN RESPONSE TO INITIATION SIGNAL, PARKING
GARAGE TRANSCEIVER ISSUES AN ACKNOWLEDGEMENT

SIGNAL WHICH ECHOES PARKING GARAGE FILE

REVTFIER BACK 10 WOTR VEHE TRUGGETEY

NOTOR VEHICLE TRANSCEIVER RECEIVES
ACKNOWLEDGMENT SIGNAL AND DOWNLOADS
RECEIVED FILE IDENTIFIER TO SWART CARD SCANNER

\ll

1113+

1115_ [ SWART CARD SCANNER DOWNLOADS RECEIVED FILE
IDENTIFIER TO SNART fARD MICROPROCESSOR

. SHART CARD MICROPROCESSOR CONPARES RECEIVED
7 FILE IDENTIFIER WITH FILE
IDENTIFIER STORED IN SMART CARD

_1119 £S

ARE FILE IDENTIFIERS Mr{loIDENTICAL MATCH ?

1N SMART CARD SCANNER USER INTERFACE

~| PROVIDES AUDIBLE AND/OR VISUAL INDICATION:

FAILURE TO CONFIRM IDENTITY OF SMART CARD -

DO YOU WISH TO TRY AGAIN OR WILL YOU PAY
GARAGE FEE‘MANUALLY ?

1123_] USER ENTERS GARAGE FEE PAYMENT SELECTION
INTO SCANNER USER INTERFACE

v
N0 ANUAL GARAGE FEE PAYNENT SPECIFIED 7 D,

11251 %ﬁ)

T0 FIG. 11A




conputer 1205 is coupled to nodem 1211, al so a nodem of conventi onal

desi gn. Mddens 1209 and 1211 are equi pped for data conmuni cati ons over a
conventional public switched tel ephone network 1213. The public sw tched
t el ephone network 1213 is adapted for coggunications wi th a conventi onal
cellular tel ephone network 1215. Cellul ar 'tel ephone network 1215 is

equi pped with a czt !;ar ngepna 1217 f I cating over a cellular
comuni cations |i ]. 19.7A?ﬁ£tor vehiJﬁEquﬁggﬂipped with a cellular
antenna 1221 coupled to a conventi onal cel{:)ar nobi | e transceiver 1223.
The cellular nobile transceiver is adapted §0 transnmit and receive digital

signals fromsmart card sESNART CARDZ MICROBROOESSOR SERDS CONFIRMATION npdul at i on

t echni ques for placi L pi [ [ afrier.

Exanpl es of suitabl e?g@iL. aFEM)Ldu at i ERTF;M %ﬂg‘;{lg‘g{“ﬂ@%jﬁ%m (pul se code
nodul ati on), QAM (quadr at :rr-e—aﬁp-l-ﬂ-f-um atrrot),—FSK—(frequency shift
keying), PWM (pulse width | T - t=rers. Smart card
scanner 1225 is adapted tp {‘ 6 al smart card,
such as identificati ﬁ)ﬂ[gc;@d WARF Y 3 ePARDoOE i s
substantially simlar To bnehCANNERrACTIVAEES rMOTOR YEHIGLES ERANSEEIVESr eli ously i n
conjunction with FIG 2. FI @GND MODUKATES TRANSCEIVERt Wl tQONFIBMATION h| a procedure
for use in connection with the hardware ofJGRMG 12. The proceflure conmences
at block 1301, where the ¥ :

UPON RECEIPT OF CONFIRMATION SIGNAL, PARKING
GARAGE TRANSCEIVER FORWARDS SIGNAL TO PARKING
GARAGE MICROPROCESSOR

PARKING GARAGE MICROPROCESSOR READS VALUE OF |FROM FIG. 118

133~ "TIVER AND DOWNLOAD VALUE TO PARKING GARAGE
TRANSCEIVER AND STORES VALUE IN A TIMER BUFFER

I
1135~ PARKING GARAGE TRANSCEIVER TRANSITS VALUE OF
TINER TO MOTOR VEHICLE TRANSCEIVER

y
MOTOR VEHICLE TRANSCEIVER RECEIVES VALUE OF
TIMER AND DOWNLOADS VALUE OF TIMER TO SMART
CARD MICR%PROCESSOR

1139~  SMART CARD MICROPROCESSOR STORES VALUE OF
TIMER IN SMART CARD MEMORY

...... ALTERNATE. FROCRAN.ELOY,.(F)

SMART CARD MICROPROCESSOR COPIES STORED VALUE | TO FIG.11B
OF TIMER AND FORWARDS THIS VALUE TO SMART CARD
SCAQNER
1143~ SMART CARD SCANNER DOWNLOADS VALUE OF TIMER

T0 MOTOR VEHI%LE TRANSCEIVER
1145~ MOTOR VEHICLE TRANSCEIVER TRANSMITS VALUE OF
TIMER BACK TO PARKIN‘G GARAGE TRANSCEIVER

1147~ PARKING GARAGE TRANSCEIVER RECEIVES VALUE OF
. TIMER AND DOWNLOADS VALUE TO PARKING GARAGE
MICROPROCESSOR

. TO FIG. 118

1131~

137

1141~




32 smart card mcroprocessor periodically conpares the autonobile insurance
policy expiration date stored in smart identification card nmenory with the
current date downl oaded to the smart card m croprocessor fromthe snart
card cal endar/clock via the smart card scanner. These periodi c comparisons
may occur at regul ar |ntervals such as ate a day, by using the smart card
m cr opr ocessor cloqlﬂ[' d/oﬁ smart card cal endar/clock, as a tine

ref erence. Alternatively, e conparis Fp programmed in the smart
card m croprocessor to occur whenever e rt identification card is
inserted into the smart card scanner. hbxﬁgggt bl ock 1303, the smart card

m croprocessor calculates the ampunt of ti reppining on the ayto Ile

! P! RARKING BARAGESMICRORROCESSOR €OHPARED YALUDE Ofc TIMERN 7 t her
or not the time remaifi REEEM!DtFRGM INOTOR YEHIGLE 'FRS\RSOENER WFTWWEUE amy

I be ch e TMER & Ay
|1 the t1me remini gl o TR TORCP B, TR MR K5, T ENERYALES o RO, R

to block 1301 and wai t o33 ‘-mg‘i. he e—exdi ration
date is to occ _Qﬂf@_@ﬂfﬂ@%ﬁ&_ﬂ_ﬂp_r_gng_h__j 3% bl ock 1305 | eads to bl ock
ai n whet her or not the insurance

1307, where a t I's inplenented to ascer
pol i cy has al r ERN expI T et RiNG S ARAGE TRICROPROCESS TRIGGS ARkNG D' Otk 1399,

where the useflGi tkker flace provides a g audr bl e 1'ndi caffon” " Your
aut onobi | e i nsurance ' - e@zg—m—ﬁhepw sets an
i i i t hlock 1311 . wich is }

I nsurance expiration f , —ch _
< “~WAIT UNTIL MOTOR VEHICLE APPROACHES PARKING ), 1153

ARAGE EXIT GATE

MOTOR VEHICLE APPROACHES PARKING GARAGE EXIT GATE |~ 1199
!

PARKING GARAGE TRANSCEIVER ISSUES INTERROGATION SIGNAL | _ {157
TO MOTOR VEHICLE TRANSCEIVER

i nsur-ance policy. At

_ _
MOTOR VEHICLE TRANSCEIVER ISSUES ACKNOWLEDGMENT
SIGNAL TO PARKING GARAGE TRANSCEIVER

SMART CARD MICROPROCESSOR RETRIEVES VALUE OF TIMER | - 1161
FROM _SMART CARD MEMORY

L~ 1159

- y
VALUE OF TIMER IS DOWNLOADED FROM SMART CARD MEMORY |~ 1163
TO SMART CeRD SCANNER

VALUE OF TIMER IS DOWNLOADED FROM SMART CARD SCANNER | 1169
TO MOTOR VEHICLE TRANSCEIVER

MOTOR VEHICLE TRANSCEIVER SENDS VALUE OF TIMER 10 |~ 1167
PARKING GARAGE TRANSCEIVER
| ¥
PARKING GARAGE TRANSCEIVER DOWNLOADS VALUE OF TIMER 163
RECEIVED FROM MOTOR VEHICLE TRANSCEIVER TO PARKING [~
GARAGE MICI;OPROCESSOR
PARKING GARAGE MICROPROCESSOR READS CURRENT VALUE |~ 1171
OF TIMER AND CALCULATES THE AMOUNT OF ELAPSED TIME
BETWEEN THE CURRENT VALUE OF THE TIMER AND THE VALUE
OF THE TIMER RECEIVED FROM THE MOTOR VEHICLE TRANSCEIVER

10 FIG. 11C



a bit that is assigned a first value ("set") to signify that insurance has
expired, and a second value ("not set") to signify that insurance has not
expired. The programthen continues to block 1313. The negative branch from
bl ock 1307 leads directly to block 1313, where the user interface provides
a visual and/or audible indication: "YouQautonobile insurance will expire
i n N days!". The program checks at bl ock 1315 to see whether or not the

i nsurance expiration flag is set. If the flag is not set, the program
returns to block‘éggé;andfm?k?s for the next periodic check of insurance
expiration date t cur. 1l he flag is set, the program progresses to

bl ock 1317, where the smart card mni cr ofROMcHB.sd18 retri eves the insurance
conpany tel ephone nunber fromsmart card ry. The tel ephone nunber is
downl oaded into the cellular nobile trans ver. The cellular nobile
transcei ver establishes a _cellular communi gations link with the tel ephone

number downl oaded from siBASED AUROM AMOUNTr OF IELAPSED: TIME £ CALGUDATES ep (bl ock
1319). The smart cqqge MiMONETARY ANOUNT REPRESENTING THE COSTS OF PARKINGPI r at i on
signal indicative of an EXAN'THE FARKING 'GARAGEQTRIS MONETARY AMPURDe prmart card
scanner. This insurance Sedili bmtnsfogﬂft' D ARRINGOEAR? A‘.{.p pay y/ di gi t al

signal as previously des! on signals.
The smart card m croproc policy file

==~ DARKING GARAGE TRANSCEIVER TRANSMITS
177 A~ PARKING GARAGE DEBIT SIGNAL SPECIFYING

THE MONETARY AMOUNT DETERMINED IN THE
PREVIOUS STEP TO THE MOTOR VEHICLE TRANSCEIVER

¥
1179 <~ MOTOR VEHICLE TRANSCEIVER RECEIVES
PARKING GARAGE AC:)OUNT DEBIT SIGNAL

1181 —~ MOTOR VEHICLE TRANSCEIVER DOWNLOADS TOLL DEBIT
SIGNAL TO SNART CARD SCANNER

- y
1183~ SMART CARD SCANNER DOWNLOADS PARKING GARAGE
ACCOUNT DEBIT SIGNAL TO S{P{ART CARD MICROPROCESSOR|

1185 IN RESPONSE TO PARKING GARAGE ACCOUNT DEBIT

~1 SIGNAL, SMART CARD MICROPROCESSOR DECREMENTS

ACCOUNT BALANCE IN THE AMOUNT SPECIFIED BY
THE PARKING GARAGE ACCOUNT DEBIT SIGNAL

)
1187 /" SNART CARD NICROPROCESSOR CHECKS: SUFFICIENT \YES
| ACCOUNT BALANCE AVAILABLE ?

N0 710 FG. 110

1189 . SWART CARD WICROPROCESSOR SENDS INSUFFICIENT

' BALANCE SIGNAL TO SCANNER USER INTERFACE AND
MOTOR VEHICLE TRANSCEIVER

- Y
SCANNER USER INTERFACE PROVIDES AUDIBLE AND/OR
1181+  VISUAL PROMPT: YOU HAVE INSUFFICIENT ACCOUNT
BALANCE AND MUST PAY¥ GARAGE FEE MANUALLY

1193 _~ MOTOR VEHICLE TRANSCEIVER SENDS MANUAL GARAGE
| FEE PAYMENT SIGNAL TO PARKING GARAGE TRANSCEIVER

¥ —
1195 ,.! PARKING GARAGE TRANSCEIVER LOCKS PARKING GARAGE
, GATE UNTIL GARAGE FEE IS PAID MANUALLY

EXIT D




identifier specifying a particular auto insurance policy to the smart card
scanner (block 1321). The smart card scanner downl oads the insurance
expiration signal and the insurance policy file identifier to the cellular
nmobi | e transcei ver (block 1323), and the cellular nobile transceiver
transnmts the insurance expiration signal2land the i nsurance policy :
identifier to the insurance conpany over the cellular comrunications |ink
(bl ock 1325). The insurance conpany then sends "bul k" (i.e., batched)
updat es of expired insurance policies to the state departnent of notor
vehicles (block 1327). At block 1329, the programwaits until an insurance
paynment is received at the insurance conpany. The programthen continues to
bl ock 1331, where the insurance conpany receives a paynent for a specific

i nsurance policy having a corresponding insurance policy file identifier.
The insurance conpany conputer searches -an insurance policy contact table
whi ch associ ates each of a plurality of insurance policy identifiers with a
correspondi ng cel lul ar tel ephone nunber (this is the cellular tel ephone
nunber of the cellular nobile transcezggw;in ?hZJ?Dtor vehi cl e owned by the
i nsurance policy holder). At block 13337 M he i'n ance comnpany conputer
searches the insurance policy contact table to |ocate the cellular.

t el ephone nunber corresponding to the insurance policy identifier of block
1331. The insurance conpany conmputer (at block 1335) establishes a cellular
comuni cations link with the tel ephonefgoM¥Pler fligcated in the previous step
(bl ock 1333). The i nsurance conpany conput (bl ock 1337) then sends a
recei pt of paynment signal to the cellular ile transceiver. This signal

i ndi cative of the _
SWART CARD MICROPROCESSOR SENDS SUFFICIENT
BALANCE SIGNAL TO SCANNER USER INTERFACE [~ 1197

AND_MOTOR VEHI::LE TRANSCEIVER
SCANNER USER INTERFACE PROVIDES VISUAL
AND/OR AUDIBLE INDICATION: THANK You {1198
FOR PAYING YOUR PARKING GARAGE FEES USING
THE ATAT SMART CARD SYSTEM

NOTOR VERICLE TRANSCEIVER SENDS PARKING |~ 1192
GARAGE FEE PAYMENT COMPLETION SIGNAL
T0_PARKING GAR:GE TRANSCEIVER

PARKING GARAGE TRANSCEIVER SIGNALS |~ 1194
PARKING GARAGE GATE TO RAISE

EXTT




i nsurance conpany receiving paynent for the auto insurance policy specified
by the insurance policy identifier set forth in block 1333, may be of
digital/binary form as described previously in conjunction with
confirmation signals. The insurance conpany conputer sends an expiration
date signal to the cellular nobile transggi ver (block 1339). This
expiration date signal, which may be in binary/digital form specifies the
new expiration date of the autonobile insurance policy after the paynent
received fromthe policyholder is credited to the policy (this paynent was
received/credited at block 1331). The cellular nobile transce‘“‘
downl oads the recei pt of paynent signal and the expiration daye
the smart card scanner (bl ock 1341),. At block 1343, a test i
determ ne whether or not there isE§c§nart card in the smart
| f so, the program progresses t @k 1345 34 (FIG 13B),,a
the program progresses to bl ock T-(FIG 130C). At bifpck 1844

card scanner downl oads the receigi paynent signal Shd t e "eypi r &5
date signal to the smart card micCrZprocessor. IR o] @g& ation
date signal, the smart card m cropgPocessor |oads> 1 %gdﬁ Cy
expiration date into snmart card ne (bl 1347) . tg*é e
recei pt of paynment signal, the smart m cr opr ocessqg gt he~
i nsurance expiration flag -

<~
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(bl ock 1349). The user interface provides a visual and/or audible

I ndi cation: "Your insurance paynent has been received, and your snart
identification card has been updated!" (block 1351). The insurance conpany
conput er breaks the communications link with the cellular nobile
transcei ver (block 1353), and the insurand® conpany conputer sends an

i nsurance payment Jdf@te fefbrd (indicating that the policyhol der has nade
an insurance paynent) to the state department of notor vehicles database
(bl ock 1355). This insurance pa PaaR: ypdate record may be sent to the
governnmental notor vehicle authat abase usi ng rmdems and the public
switched te A g S S Regat i ve branch
from bl ock where the user
interface p bur aut onmobi | e

I nsurance p S mar t

I denti ficat bur card nmay be
updat ed! ". art card scanner.
Thi s update h flip-flop

I nt egrated a first "unset”
state when be updated, and a
second "set Is to be updat ed.
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X

HAS POLICY ALREADY EXPIRED ?

ni s signal

hrd i n scanner”
S
on card in the

X0

1313

|
x{ USER INTERFACE PROVIDES VISUAL/AUDIBLE INDICATION:

YOUR AUTO INSURANCE WILL EXPIRE IN N DAYS

L_to

1315~ )

D
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signal may be of digital/binary form The cellular nobile transceiver
transmts the "no smart identification card in scanner" signal to the

i nsurance conpany conputer (block 1361). The insurance conpany conputer
sets a "future smart card update” flag (block 1363) corresponding to the

I nsurance identifier set forth in block 2331. Each insurance identifier
stored in the insurance conpany conputer is associated with a correspondi ng
"future smart card update" flag. Thislﬁkﬁg is abit with a first val ue
("set") indicating the requirenent fo nar’ég ntification card update,
and a second value ("not set") indicating no requirenent for a smart 35
identification card update. The insurance conpany conputer breaks the _
comuni cations link with the cellular tyrmpsge yyr (block 1365). At bl ock
1367, the programwaits until a smart |Jmn ication card is inserted into
the smart card scanner. The smart card mc rocessor checks the scanner to
see whet her the update fla rt card
scanner may al so per | oChhLUEAR

' iRAN he
identity of the smar{ i GIGNAL AND NSURANGESPOLIOYnEILE IDENTIFIER 7@iINSURSNGE a|ChIAZR
need not only be performed agOMPANEIOVERS OELLUIAR CCOMMUNIGATIGNS UINK erment ed | every

time a smart identificatrom card s Insertef into the scanner. For . exanpl e,
the scanner may be efriramay 2 = "
read-only menory whi¢ 1327
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file identifier "A" 131 (FIG 1) and/or file identifier "B" 133. Every tine
a smart identification card is inserted into the smart card scanner, the
smart identification card m croprocessor inplenents a prelimnary
conparison, for exanple, between file identifier "A" 131 stored on the
smart identification card and file ident2%ier "A" as stored in the nenory
regi ster of the scanner. If the file identifiers do not match, the smart
card scanner woul d provide a nessage "Your smart card is not authorized for
use with this scanner!”. If the identifiers do match, the program woul d
proceed to the next step, which in the exanple discussed i nmedi ately above,
is block 1369. At block 1371, the program checks to see whether the update
flag is set. If not, the programexits. |If so, the programcontinues to

bl ock 1373 where the smart card m croprocessor downl oads the insurance
conpany conputer tel ephone nunber fromsmart card nenory. This tel ephone
nunber is associated with a given insfrfiGe pfl P file identifier, as was
described in conjunction with FIG 1. The smart card m croprocessor upl oads
t he insurance conpany conputer telephone nunber to the smart card scanner
(bl ock 1375), and the smart card scanner upl oads the insurance conpany
conmput er tel ephone nunber to the cellular nobile transceiver (block 1377).
The cellular nobile transceiver fornms a comunications |ink between the
smart card scanner and the insurance qRERaly. GaMputer by dialing the

t el ephone nunber of the insurance conpanyeQmputer until a cellular

t el ephone connection to the insurance co conputer is achieved (bl ock
1379).
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Next, at block 1381, the smart card scanner downl oads all information

flow ng fromthe insurance conpany conputer over the cellular

communi cations link to the smart card scanner. This information is

downl oaded to the smart card m croprocessor. The smart card scanner upl oads
all outgoing information fromthe 36 &%art card microprocessor. This
information is uploaded to the cellular nobile transceiver, whereupon the
transcei ver sends thf@J@or mft8¢G to the insurance conpany conputer. The
smart card m croprocessor downl oads the autonobile insurance policy file
identifier fromsmart card nenory and tFROM FIBhd3Aance policy file identifier

Is sent to the insurance conpany conputer r the cellular comuni cations
link (block 1383). The insurance conpany c uter retrieves a paynent
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the smart card m croprocessor (block 1391). The smart card m croprocessor
clears the insurance expiration flag (block 1393), and the smart card

m croprocessor breaks the communications link to the insurance conpany
conputer by issuing the appropriate signals to the cellular nobile
transceiver via the smart card scanner (bkgck 1395). The programthen
exits. Al though various particul ar enbodi nents have been discl osed or
suggested, it is clear that others are possible within the spirit and scope
of the invention. For exanple, various security and/or data encryption
algorithns may be utilized to encrypt/encode comuni cations to/fromthe
smart identification card. Suitable security and/or data encryption

al gorithns are disclosed in U S. Patjﬂll;Nbsféglazo,QSQ and 5, 310, 999,

i ssued to the assignee of the present patent application. Those skilled in
the art will understand that the security techniques disclosed in U S.
Patents Nos. 5,120,939 and 5, 310,999 may be applied to any of the systens

and/ or met hods di scl osed herein. 37 T&g i nvention clainmed is: 1. A smart
identification card for integrating andRQMHGa18C er i ng records related to
t he ownershi p and/or operation of notor v |l es, and for use in a system

I ncl udi ng a
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central i zed database of mptor vehicle recards, the smart identification

card including nenory neans organi zed for stofing a plurality of file

identifiers, each file identifier uniquely specifying a file stored on.the

centralized datapase of ot or vehl cle recor ds . 2 A smart I, dent i fication

card for integradmagt &anddeennigy ! 3k Reg A AISIA

and/ or operation of m)tor vehi cl es, and for use in a system I ncl ud| ng a

plurality of centralized databases, each centralized database including a

plurality ofABSEAEL vehicle records related to the operati on and/ or

owner shi p of not @marehdaed eechriifeess ape tdxsaesvéd ffof dhiegrating’ dnd na:dmdustgnﬁgrmr y

nmeans organi zed forl | ur,al it of file.l de ti ftl ers CE% é}]ng?
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information, drivers | cense | nfornation, g de vi fatl

aut onobi | e | igaEageeniey times, parking garage account ance hl way toll account balance

| ' motor club information, and environmental inspection information. Each smart
identification card is equipped to interact with any of a plurality of computer
databases through the utilization of a conventional communications link in
conjunction with a smart card scanner. Each of the computer databases

administers motor vehicle records.
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i nformgtion, parking garage entry tlnes parklng gar age account bal ance,

hi ghway -tal | account bal ance, notor cl'db i nf or mation, and WL Qn “Hﬂket

i nspection information. 5. A smart identification card as

claim 3 wherein the notor vehicle records jnclude itens sel ected fron1the

group of notor vehicle registration i nf or n&if i on, drivers |license

I nformation, vehicle code violations, autonobile insurance information,
arkin e, entry.tine I ng garage account bal ance, hi ghway toll

gccoun? ggﬁ% VIR %éﬁn Eﬁlﬁﬁéo+ﬁgtlon and environmental inspection

I nformati on. REPLACEMENT SHEET ‘6. A smart identification card as set

forth in Claim5 {urtl_{'uer dé};‘;uql 43 t(i(f Q&g t|8 §d' nfgf.faﬁ@t %
3 zmdn 6

i nterfaci

conput er %%!Ei%ﬁef 'CQEEO” ﬁar sst‘?ém Of 4

wher ei n t*@e&@f&‘i‘i‘éé&‘“&é‘éa]bé‘éér @fem QI ES AdAH f ags

card scannfdentification card including memory means organized for storing
a plurality of file identifiers, each file identifier uniquely
specifying a file stored on the centralized database of motor
vehicle records.

2. A smart identification card for integrating and
administering records related to the ownership and/or operation
of motor vehicles, and for use in a system including a plurality
of centralized databases, each centralized database including a
plurality of motor wvehicle records related to the operation
and/or ownership of motor vehicles, the smart identification card
including memory means organized for storing a plurality of file
identifiers, each file identifier uniquely specifying a file
stored on any of the plurality of centralized databases of motor
vehicle records.

3. A smart identification card as set forth in Claim 2
wherein the memory means stores a plurality of file identifiers
corresponding to a single motorist. '

4., A smart identification card as set forth in claim 2
wherein the motor vehicle records include items selected from the
group of motor vehicle registration information, drivers license
information, vehicle code violations, automobile insurance
information, parking garage entry times, parking garage account
balance, highway toll account balance, motor club information,
and environmental inspection information.

5. A smart identification card as set forth in claim 3
wherein the motor vehicle records include items selected from the
group of motor vehicle registration information, drivers license
information, wvehicle code violations, automobile insurance
information, parking garage entry times, parking garage account
balance, highway toll account balance, motor club information,
and environmental inspection information.
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8 A smart identification card as set forth in Caim6 wherein the

comupications |ink conprises any comnbination of a Iandllnem&ﬁbggﬂgmlghé@tnk
and/or a cellular tel ephonic Iink. REPLACEMENT SHEET

38

6. A:smart identification card as set forth in Claim 5
further including communications interface means
interfacing with a communications 1ink coupled to
any of a plurality of computer databases.

7/ A smart identification card as set forth inbClaim 6
wherein the communications interface means comprises
an inerface to a smart card scanner.

8. A smart identification card as set forth in Claim 6
wherein the communications T1ink comprises any
combination of a landline telephonic 1ink and/or
a cellular telephonia link.
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