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| N\VERSE TRANSPORT PROCESSOR W TH . MEMORY Al I L TRY

“This invention relates to apparatus for processing packets of progr
conponent data from a packet video signal and extracting correspondi ng
payl'oads of different program signal conponents. It enconpasses apparatus
for addressing a transport buffer menoyy and the concept of utilizing a
common transport buffer nenory. BACKGROUND COF THE | NVENTI ON
It is knowmn from for IXERSE TRANSEORTIROCESSOR WATHD, 168, 356 and
United States Patent No. ﬁﬁﬁﬁa ﬂﬁﬁs (CIRCEEMept ageous to transmt
conpressed vi deo si %na | N pac gf(SAﬁ §es ective ﬁoackets affording a
measure of error &tﬂb‘m‘g@ﬂetﬁlﬁ&ﬁﬁ Whé%@@%ﬁs OF PEECEHBYoi ng
patents ;ﬁmtoﬂ dﬁt‘iﬁ?séoﬁlp'iidé&kedhﬁ Yol gdl@:ftamdé’d bﬁghal/\" th a
pluralit onents,, fromres ect Y ansm ssi on channel s

‘é‘;rsg ramc ‘{H} {

These syst FACHAE fesRopding: paylog 45 ¢ of ¢ Gitferent, RLogrANt HEPAleo

tSIh gnal dcowmpememf ][RS mbmgasli{e@graqm%rmrs ;ﬂggt fza%drbs?mgtssa nftah@pcﬂndl tion
e video, C onen Qr oductl on al en n cusses

or ocessi njuLHE ReBery; ahd ) toe, ot 8¢y utatiRe 40 50RO, Yinspdit

es an

i nver se t baffgrormegmorgssor whi ch separat es ot her program conponents with a
sinpl e denul ti pl exer respg, m blEﬁ% or di sti ngui shi ng
respective signal conponents € separate VI €0 conponent is coupled to
a buffer nemory, whilteis kaowenefremng fer gramplap & Stagess Ratpnt Nl ed

directly 150168856 aPhita Siﬂ%SPh{&xtCN&U'StZw 276 that it is !t is known
from Lni te%vzsltn%etxgeso&at t%nttraﬁszt%lt compressed video signal in packets
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with respective packets affording a measure of error
protection/correction. The systems in the foregoing patents
transmit and process a single television program, albeit with a
plurality of program components, from respective transmission
channels. These systems utilize inverse transport processors to
extract the video signal component of respective programs for
further processing to condition the video component for
reproduction. The 5,289,276 patent only discusses processing the
video signal component. The 5,168,356 patent describes an
inverse transport processor which separates other program
components with a simple demultiplexer responsive to packet
header data for distinguishing respective signal components. - The
separated video component is coupled to a buffer memory, while
the remaining signal components are shown coupled directly to
their respective processing circuitry.

It is known from United States Patent 5 233,654, that
code may be transmitted with television signals in order to
provide interactive programming. This code will typically be
operated upon, or executed by, a computer associated with a
television receiver.

In applications where most of the program
components are compressed, some buffering is needed between
the transmission channel and most of the respective component
processing (decompression) apparatus, thus it is desirable to
couple most, if not all components to buffer memory. The data
rates of different program components may vary widely between
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component buffering, processor house keeping, and interactive
functions.
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SUMMARY OF THE INVENTION

The present invention is an inverse transport
processor system for a TDM packet signal receiver. The system
includes apparatus for selectively extracting desired payloads of
program component data and coupling this data to a common
buffer memory data input port. A. microprocessor generates data
which is also applied to the common buffer memory data input
port. The respective component payloads and data generated by
the microprocessor are stored in respective blocks of the common
buffer memory in response to associated memory addresses
which are applied to a memory address input port by a address
multiplexer. . .

In a particular embodiment the program component
packet payloads of respective program components are
multiplexed to a memory data input port and directed to select
areas of random access memory (RAM) in accordance with a
plurality of start and end pointers. The start and end pointers are
stored in a first plurality of registers, one for each program
component. Addresses are generated, in part, by a plurality of
read pointer registers multiplexed with an adder to successively
increment the pointers for respective program components. The
start pointers are associated with read pointers for memory
addresses that scroll through designated memory blocks
selectively assigned to respective program components.
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program component processors, and data write requests from the

component payload source, memory access for read and write

functions is arbitrated so that no incoming program data is lost,

and all component processors are serviced.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention will be described with reference to the
drawings, wherein: |
_ FIGURE 1 is a pictorial tepresentatton of a time
division multiplexed packet television signal;

FIGURE 2 is a pictorial representation of respective
signal packets;

FIGURE 3 is a block diagram of a receiver for selecting
and processing packets of multiplexed component signals
embodying the present invention;

FIGURE 4 is a block diagram of exemplary memory
management circuitry which may be implemented for element 17
of FIGURE 3;

FIGURE 5 is a pictorial representation showing
memory address formation for service channel data.

FIGURE 6 is a pictorial representation showing
memory address formation for auxiliary packet data.

FIGURE 7 is a block diag}am of exemplary circuitry for
generating auxiliary packet memory addresses.

FIGURE 8 is a block diagram of alternative register
circuitry for incrementing memory addresses.

FIGURE 9 is a flow chart of operation of the memory
address control.



In a still further enbodi ment, a detector is included to detect payl oads
“including entitlenent data. Payloads containing entitlenent data are
directed via the comon buffer nmenory to a smart card which generates the
packet specific decryption keys. A data output fromthe nmenory
is coupled to a bus interconnected wth the respective program component
processors. Responsive to data requests fromthe respective program
conponent processor FIGURBId(a isvd btockgliegtzmf obra coaditiopsnastessay! oad
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operation C)fdeo. audio ahd data components for program 1, and V3, A3, A3g,
D3, represent video, audio 1, audio 2 and data components of
program 3. The data packets Dj may contain e.g. control data to
initiate certain action within a receiver, or they may include
executable code forming an application to be executed by e.g., a
microprocessor located within or associated with a receiver.

In the upper line of the string of packets the
respective components of a particular program are shown grouped
together. However there is no necessity of packets from the same
program being grouped as is indicated by the entire string of
packets. Nor is there any particular order for the sequence of
occurrence of respective components.

The respective packets are arranged to include a
prefix and a payload as shown in FIGURE 2. The prefix of this
example includes two 8-bit bytes comprising five fields, four (P,
BB, CF, CS) of which are 1-bit fields, and one (SCID) of which is a
12-bit field. The SCID field is the signal component identifier.
The field CF contains a flag to indicate whether the payload of the
packet is scrambled, and the field CS contains a flag which
indicates which of two alternative unscrambling keys is to be
utilized to unscramble scrambled packets. The prefix of every
packet is packet aligned, thus the location of the respective fields
are easily identifiable.

Within every payload is a header which contains a
continuity count, CC, modulo 16, and a TOGGLE flag bit which are



address control . -4-

“"FIGURE 10 is a block diagramof a conditional access filter/start code
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shows a signal stream consisting of a string of boxes which represent

si gnal packets which are conponents of _.a plurality of different television

or interactive television prograns. These program conponents are assuned to

PgSIfO or Methrbr &&wo%ﬁﬁsﬁeeﬁtg?eem}%e THE edritndRedneptife 5 ¥irﬂ§ﬁ' gata for

mages 1S ria etsa

acket s
P bt {SticoeRGYRn UM RETiagy &f; SHESESSINPe PRkl bR, SABIE PTOE

program dothpenent! erhé/['BOGGUH €1a; bxtDierar bneebtteagnhl wvhith, fordihe and
dat a packet d(sg and acket.s nat,e

AlLe
dat 8 PACKElR I RESKEe SR BT UBLET of ISkkles ThophbkelsSBRRRSMR, o\ 1)
D3, reprethentb uninmg afdiao new spiditure? (frainelgt fecopackets swivichpcogtaim 3. The

data packet y in e.g. control data to initiate certain
action w ﬁh‘l’?&% h%%’ treit hey may incl ude executable code form ng an
application to be e

3y ilugtrates in dlopkofarsaor al portienl ofi digitalor

associ at eﬁe Widiod lv%cewer mcludm blblhgﬁ LRGETar] | 1'&‘%?§et he string of
packets t

resp ect ve compgqpent.s i cu program shown
gr ouped F‘@Qépﬁé‘r PIOGRESRS: ¢ Rignal ésngem&“éistya%f B?Stﬂ!@tsl the sane

program bappliedr Qupsdtmeﬂ deteciorat BL, thidme emtadtg at pafticwlar packets. Nor

's there frec tPeat{cty' Cb nd of dleécel%dt Q{egns 18, and p prov1des baseband
compressed signal in a binary format. The frequency band is
selected by the user through a microprocessor 19 by conventional
methods. Nominally broadcast digital signals will have been error
encoded using, for example, Reed-Solomon forward error
correcting (FEC) coding. The baseband signals will thus be applied
to a FEC decoder, 12. The FEC decoder 12 synchronizes the
received video and provides a stream of signal packets of the type
illustrated in FIGURE 1. The FEC 12 may provide packets at
regular intervals, or on demand, by for example, memory
controller 17. In either case a packet framing or synchronizing
signal is provided by the FEC circuit, which indicates the times
that respective packet information is transferred from the FEC 12.

The detected frequency band may contain a pluré,lity

of time division multiplexed programs in packet form. To be
useful, only packets from a single program should be passed to
the further circuit elements. In this example it is assumed that
the user has no knowledge of which packets to select. This
information is contained in a program guide, which in itself is a
program consisting of data which interrelates program signal
components through SCID's, and may include information relating
to, for example, subscriber entitlements. The program guide is a
listing for each program, of the SCID's for the audio, video, and
data components of respective programs. The program guide
(packets D4 in FIGURE 1) is assigned a fixed SCID. When power is
applied to the receiver, the microprocessor 19 is programmed to
load the SCID associated with the program guide into one of a
bank of similar programmable SCID registers 13. The SCID fields
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“are arranged to include a prefix and a payload as shown in Fl GURE 2. The-
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command from the user via an interface 20, which is shown as a
computer keyboard, but which may be a conventional remote
control, or receiver front panel switches. The user may request to
view a program provided on channel 4 (in the vernacular of
analog TV systems). The microprocessor 19 is programmed to
scan the program guide list that was loaded in the memory 18 for
the respective SCID's of the channel 4 program components, and to
load these SCID's in respective other ones of the programmable
registers of the bank of registers 13 which are associated with
corresponding component signal processing paths. _

Received packets of audio, video or data program
components, for a desired program, must ultimately be routed to
the respective audio 23, video 22, or auxiliary data 21, (24) signal
processors respectively. The data is received at a relatively
constant rate, but the signal processors nominally require input
data in bursts (according to the respective types of decompression
for example). The exemplary system of FIGURE 3, first routes the
respective packets to predetermined memory locations in the
memory 18. Thereafter the respective processors 21-24 request
the component packets from the memory 18. Routing the
components through the memory provides a measure of desired
signal data rate buffering or throttling.

The audio, video and data packets are loaded irto
respective predetermined memory locations to enable the signal
processors convenient buffered access to the component data.
order that the payloads of respective component packets get
loaded in the appropriate memory areas, the respective SCID

In
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stored audio, video or data SCID, the corresponding packet

payload will be stored in the audio, video or data memory area or
block respectively.

The respective 51gnal packets are coupled from the FEC
12 to the memory controller 17 via a signal decryptor 16. Only
the signal payloads are scrambled and the packet headers are
passed by the decryptor unaltered. Whether or not a packed is to
be descrambled is determined by the CF flag in the packet prefix,
and how it is to be descrambled is determined by the CS flag. If
no SCID match is had for a respective packet, the decryptor may
simply be disabled from passing any data. Alternatively, if there
is no SCID match for a packet the decryptor may be allowed to
decrypt according to its last settings and the memory write
control may be disabled to dump the respective packet.

The decryptor is programmed with decryption keys
provided by the smart card apparatus 31. The smart card is
responsive to entitlement information contained in particular
packets of the program guide to generate appropriate decryption
keys. The system of the present example incorporates two levels
of encryption or program access, entitlement control messages,
BCM's, and entitlement management messages, EMM's. Program
entitlement control and management information is regularly
transmitted in packets identifiable with specific SCID's included in
the packet stream comprising the program guide. The ECM
information contained in these packets is used by the smart card




-6- of the prefix portion of respective detected packets of signal fromthe
*FEC 12 are successively loaded in a further SCID register 14. The
programuabl e registers and the received SCID register are coupled to
respective input ports of a conparator circuit 15, and the received SCID is
conpared with the programguide SCID. |f the SCID for a packet matches the
program gui de SCI D, the conparator 15 %®onditions a nenory controller 17 to
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example, a broadcaster may be required to black out a football
game in the area local to the stadium, if the tickets for the game
are not sold out. This information is not available until
immediately before game time. With such short lead time it may
not be possible to program EMM's to black out the local area. A
further coding of the entitlement information is included within
payloads of entitlement data to allow instant blackout.
' ‘ Packets containing the entitlement data include a
payload header of 128 bits arranged in specially coded 4 groups
of 32 bits. A matched filter or E-code decoder 30, is arranged to
detect certain combinations of bit patterns within the 128 bit
header. If a match is detected the decoder communicates with the
memory controller 17 and the smart card 31 to make the
remainder of the entitlement payload available to the ‘smart card
(via the memory 18). If a match is not detected, the payload is
not accepted by the specific receiver. The special codes may be
periodically changed if the matched filter 30 is made
programmable. These codes may be periodically provided by the
smart card. For more specific details on smart card operation as
related to viewer entitlements the reader is invited to review
Section 25 of THE SATELLITE BOOK, A COMPLETE GUIDE TO
SATELLITE TV THEORY AND PRACTICE, Swift Television
Publications, 17 Pittsfield, Cricklade, Wilts, England.



signal data rate buffering or throttling.

The audi o, video and
- data packets are | oaded into
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enabl e t he si gnal processors conveni ent buffered access to the conponent

data. In order that the payl oads of respective conponent packets get
| oaded in the appropriate nenory areas, the respective SCD
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memory only after the next MPEG start code is detected by the
decoder 30.

FIGURE 4 illustrates exemplary apparatus for the
memory controller 17 shown in FIGURE 3. Each program
component is stored in a different contiguous block of the memory
18. In addition other data, such as data generated by the
microprocessor 19 or a Smart Card (not shown) may be stored in
the memory 18.

Addresses are apphed to the memory 18 by a
multiplexor 105, and input data is applied to the memory 18 by a
multiplexor 99. Output data from the mcmory management
circuitry is provided to the signal processors by a further
multiplexor 104. Output data provided by the multiplexor 104 is
derived from the microprocessor 19, the memory 18 or directly
from the multiplexor 99. Program data is presumed to be of
standard picture resolution and quality, and occurring at a
particular data rate. On the other hand high definition television
signals, HDTV, which may be provided by this receiver, occur at a
significantly higher data rate. Practically all data provided by the
FEC will be routed through the memory 18 via the multiplexor 99
and memory [/O circuit 102, except for the higher rate HDTV
signals which may be routed directly from the multiplexer 99 to
the multiplexor 104. Data is provided to the multiplexer 99 from
the decryptor 16, the smart card circuitry, the microprocessor 19,
and a source of a media error codes 100. The term "media error
codes as used herein, means special codewords to be inserted in a
data stream, to condition the respective signal processor
(decompressor) to suspend processing until detection of a



passed by the decryptor unaltered. Wiether or not a packed is to be )
- descranbled is determned by the CF flag in the packet prefix, and how it
is to be descranbled is determned by the CS flag. If no SCID match is had
for a respective packet, the decryptor may sinply be disabled from passing
any data. Alternatively, if there is no SCID match for a packet the
decryptor nmay be allowed to decrypt -g@xording to its last settings and the
menory wite control may be disabled to dunp the respective packet.
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with a Service Pointer Controller 93, to provide the appropriate

read or write addresses for respective program’ signal

components. -

The respective addresses for the various signal
component memory blocks are generated by four groups of
program component or service pointer registers 83, 87, 88, and
92. The starting pointers for respective blocks of memory, into
which respective signal components are stored, are contained in
registers 87 for the respective signal components. The start
pointers may be fixed values, or they may be calculated by
conventional memory management methods in the microprocessor
19. _

The last address pointers for respective blocks are
stored in the bank of service registers 88, one for each potential
program component. Similar to the start addresses, the end |
addresses may be fixed values or they may be calculated values
provided by the microprocessor 19. Using calculated values for
starting and end pointers is preferred because it provides a more
versatile system with less memory.

The memory write pointers or head pointers are
generated by the adder 80 and the service head registers 83.
There is a service head register for each potential program
component. A write or head pointer value is stored in a register
83, and provided to the address multiplexor 105 during a memory
write cycle. The head pointer is also coupled -to the adder 80,
wherein it is incremented by one unit, and the incremented
pointer is stored in the appropriate register 83 for the next write



subscri ber specific. For exanple, the present systemw | include a nodem
*(not shown) for communicating billing information fromthe smart card' to
t-he program provider, e.g., the satellite broadcaster. The smart card nmay
be progranmed with, for exanple, the area code and tel ephone exchange of
the receiver location. The EMM may incl ude data, which when processed by
the smart card, wll entitle or deny-léception of particular prograns in
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pointers stored in registers 87, and associates these bits with the
16-bit head pointer bus. This is illustrated by the bus 96 shown
being combined with the head pointer bus exiting the multiplexor
85, and by FIGURE 5 with reference to the bold arrows.
In FIGURE §, the top middle and bottom rows of boxes
represent the bits of a start pointer, an address and a head or tail
pointer respectively. The . higher numbered boxes represent more
significant bit positions. The arrows. indicate from which bit
positions of the start or head/tail pointers the respective bits of
an address are derived. In this derivation the bold arrows
represent steady state operation. |
Similarly, memory read pointers or tail pointers are
generated by the adder 79 and the service tail registers 92. There
is a service tail register for each potential program component. A
read or tail pointer value is stored in a register 92, and provided
to the address multiplexor 105 during a memory read cycle. The
tail pointer is also coupled to the adder 79, wherein it is
incremented by one unit, and the incremented pointer is stored in
the appropriate register 92 for the next read cycle. The registers
92 are selected by the service pointer controller, 93, for the
appropriate program component currently being serviced. -
The registers 92 provides 16 bit tail pointers. 18-bit
read addresses are formed by concatenating the two most



-9 - The matched filter or E-code decoder is arranged to perform

- a second function, which is to detect particular MPEG video headers. These*
headers or start codes are 32 bits in length, (which is the reason the
headers of entitlenent payl oads are coded in 32-bit groups). If video data
is lost, an MPEG video decoder can onky restart deconpressing video data at
particul ar data entry points. These entry points coincide with MPEG start
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program component, and if they are equal the more significant
bits of the head pointer are replaced with the lower 14 bits of the
start pointer and zeros are placed in the lower two bit positions of
the head pointer portion of the address. This is illustrated in
FIGURE 5 with reference to the hatched arrows between the start
pointers and the address. This operation is illustrated by the
arrow 97 pointing from the service pointer controller 93 to the
head pointer bus from the multiplexor 85. It is presumed that
application of the lower 14 start pointer bits override the head
pointer bits. Replacing the head pointer bits with the lower start
pointer bits in the address for this one write cycle, causes the
memory to scroll through the memory block designated by the
upper two start pointer bits, thus obviating reprogramming write
addresses at the start of each packet to a unique memory location
within a block.

If the head pointer ever equals the tail pointer (used
to indicate where to read data from the memory 18) a signal is
sent to the interrupt section of the microprocessor to indicate that
a head tail crash has occurred. Further writing to the memory 18
from this program channel is disabled until the microprocessor re-
enables the channel. This case is very rare and should not occur
in normal operation.

Data is retrieved from the memory 18 at the request
of the respective signal processors, at addresses calculated by the
adder 79 and registers 92. After reading a byte of stored data,
the tail pointer is incremented by one unit and compared to the
end pointer for this logical channel in the service pointer



particular data rate. On the other hand high definition television

- signals, HDTV, which may be provided by this receiver, occur at a
significantly higher data rate. Practically all data provided by the FEC

will be routed through the nmemory 18 via the nultiplexor 99 and nenory 1/0

circuit 102, except f-or the higher rgiﬁ_HDTV signal s which nmay be routed

directly fromthe nultiplexer 99 to e nultiplexor 104. Data 1is provided
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addresses by the lower 14 bits of the start pointer may be
accomplished by appropriate multiplexing, or the use of three
state interconnects . '

Data transmitted in auxiliary packets is typically
directory, header or control information and thus is processed
slightly differently from program component data. Data in the
auxiliary packets include -information necessary to establish the
requisitc memory storage areas for the respective program
components and any included applications. As such auxiliary
packets are given preference. Two service blocks are provided for
each component. Each block has an eight bit sequential address or
storage locations for 256 bytes of data. Each block has an
eighteen bit total address which is illustrated in FIGURE 6. The
eight LSB's of the address are provided by a sequential counter.
The ninth bit is provided by the CS or scramble key bit from the
transport prefix. The tenth through twelfth bits are generated
responsive to the particular SCID's assigned for program detection.
This example assumes that the system has provision for
processing and detecting five program components (including
program guide) or services. There are thus five SCID's
programmed in the respective programmable SCID registers 13
and five SCID comparators, 15. The five comparators each have
an output terminal, which terminal is assigned a program
component. The five possible programs that are associated with -
the five comparator output terminals are assigned respective
three bit codes, three bits being the fewest number of bits that
can represent five states. The three bit codes are inserted as the



read or wite addresses for respective program signal conponents.

- The respective addresses for the various signal conponent nenory bl ocks
are generated by four groups of program conponent or service pointer

regi sters 83, 87, 88, and 92. The starting pointers for respective bl ocks

of menory, into which respective sigg | conmponents are stored, are

contained in registers 87 for the rée géctive si gnal conponents. The start
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addresses are provided by the microprocessor according to
conventional memory management techniques.

FIGURE 7 illustrates exemplary auxiliary memory
address generating circuitry. FIGURE 7 includes a prefix register
125 used for capturing the prefix bit CS, which is applied to the
microprocessor 19. The five control lines from the SCID detector
15 are applied to a five control line to three bit converter 126,
which may be a simple Boolean logic operator. The three bits
generated by the converter 126 are applied to the microprocessor
19 which composes respective 10 most significant bit (MSB)
portions of auxiliary addresses. On detection of an auxiliary
packet, the 10-MSB address portion is applied to the MSB portion
of one of a bank of registers 128. The 8-LSB portion of the
respective register 128 is set to a predetermined value, typically
zero, at the beginning of each auxiliary packet . The 8-LSB portion
is appended to the 10-MSB portion and applied to an input port of
a 10-to-1 multiplexer 129. The 8-LSB portion of respective
addresses provided by the multiplexer 129 are coupled to an
adder 130, wherein the 8-LSB address value is incremented by
one unit and coupled back into the 8-LSB portion of the register
128 via a further multiplexer 127. The incremented LSB portion
(with its MSB portion) serves as the next successive address for
the respective auxiliary packet. The multiplexers 127 and 129
are controlled by the DMA controller 98 for selecting the current
memory block to be addresses. Note, in an alternative.
arrangement the uPC 19 may be arranged to establish at least a
portion of the auxiliary addresses. '



cycle. The registers 83 are selected by the service pointer controller, 93,
. for the appropriate program conponent currently being serviced.

In this exanple it is assuned that the start and end pointers are 16-bit

pointers. The registers 83 provides 16 bit wite or head pointers. 16-bit

pointers were selected to facilitate use of 16-bit or 8-bit busses for

| oadi ng the start and end pointers iRrlthe registers 87 and 88. The nenory
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address nul ti pl exor durin read cycle.. The tail. pointer is
al so coupled to the PIYQT F‘?’l ¥?“§‘9? is performed by the

service pointer controller and direct memory access, DMA,

' elements 93 and 94. The DMA is programmed to schedule read

| and write cycles. Scheduling is dependent upon whether the FEC
12 is providing data to be written to memory or not. FEC data
write operations take precedence so that no incoming signal
component data is lost. In the exemplary apparatus illustrated in
FIGURE 4, there are four types of apparatus which.may access the
memory. These are Smart Card (not shown), the FEC 12 (more
precisely the decryptor 16), the microprocessor 19 and the '
application devices such as the audio and video processors.
Memory contention is handled in the following manner. The DMA,
responsive to data requests from the various processing elements
listed above, allocates blocks of memory for respcciive program
components. Access to the memory is provided in 95 nS time
slots during which a byte of data is read from or written to the
| memory 18. There are two major modes of access allocation,

defined by “FEC Providing Data“, or “FEC Not Providing Data"
respectively. For each of these modes the time slots are allocated
and prioritized as follows, assuming a maximum FEC data rate of S
Mbytes/second, or one byte for each 200 nS. These are:
FEC Providing D
1) FEC data write;
2) Application device read/Microprocessor read/write;



i ncrenmented by one unit, and the incremented pointer is stored in the .

- appropriate register 92 for the next read cycle. The registers 92 are
sel ected by the service pointer controller, 93, for the appropriate

program conponent currently being serviced. The registers 92

provides 16 bit tail pointers. 18-bit read addresses are forned by
concatenating the two nost -16- -12-

significant hits, of the start pointers to the 16-bit tail pointers, with
t he star?ﬁpgﬁé é’rat?)iwgﬁ?n the nost significant bit positions of the
conbi ned 4)8- Mitroprocessodr asad/Whieser vi ce pointer controller parses the

nor e signé@c t start pointer bits fromthe start pointers stored in
registers o7, dnd associates these bits with the 16-bit tail pointer bus.

This is i 1 94 shown being conbined with the tail

poi nter bys exidrt NEarB rEWG WHkEXOT 90. Data is stored in the
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are shared by the application devices and the microprocessor.
When there is no data available for the requesting devices, the
microprocessor is provided use of the application time slots.

The Controller 93 communicates with the SCID
detector to determine which of the respective Start, head and end
pointer registers to access for memory write operations. The
controller 93 communicates with the DMA to determine which of
the start, end and tail registers to access for memory read
operations. The DMA 98 controls selection of the corresponding
addresses and data by the multiplexers 99, 104 and 105.

Preferred alternative circuitry for incrementing
memory addresses is shown in FIGURE 8, which circuitry may be
utilized in either the FIGURE 4 or FIGURE 7 apparatus. FIGURE $8
illustrates its implementation as for tail pointer incrementing
according to FIGURE 4. At the beginning of a packet, the pointer
in the associated register 92A is coupled to the adder 79A,
wherein it is incremented by 1. Rather than storing intermediate
incremented tail pointers in the registers 92A of FIGURE 8 (92 of
FIGURE 4), intermediate incremented pointer values are
successively stored in a working register 107. After the last
pointer value is generated for a packet of signal, the updated
pointer in register 107 is transferred to the register 92A
associated with the packet SCID.

It is not uncommon that data in a memory buffer may
need to be omitted. For example a partial packet may have been
stored when a system error or a data interrupt occurred. To
conserve memory space, the data omission is performed simply



application of the lower 14 start pointer bits override the head pointer-

- bits. Replacing the head pointer bits with the |ower start pointer bits in
the address for this one wite cycle, causes the nmenory to scroll through

the nenory bl ock designated by the upper two start pointer bits, thus

obviating reprogranmng wite addresses at the start of each packet to a

uni que nenory location within a bl ock I f the head pointer
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fast as possible, it is necessary to include a media error code at
the beginning of the first video packet after detection that a
packet is lost. The circuitry of FIGURE 4 places a media error code
at the beginning of every video packet and . .then excises the media
error code in respective packets if there is no loss of a preceding
packet. The media error code is inserted in the first M memory
address locations reserved for the current video packet payload,
by writing to memory 18 for M write cycles prior to the video
payload arriving from the decrypter. Concurrently the multiplexor
99 is conditioned by the DMA 98, to apply the media error code
from the source 100 to the memory 18 I/O. M is simply the
integer number of memory locations required to store the media
error code. Assuming the memory to store 8-bit bytes, and the
media error code to be 32 bits, M will equal 4.

The addresses for loading the media error code in
memory are provided by the respective video component service
register 83 via the multiplexer 82 and multiplexer 85. It will be
appreciated that the first M addresses provided from the pointer
register 83 for loading the media error code into the memory
locations that would otherwise be loaded with video component
data, will simply be the next M sequential addresses that would
normally be produced by the video head pointer. These same
addresses are coupled into an M-stage delay element 84, so that
immediately after the last byte of the media error code is stored

in the memory 18, the first of the M addresses is available at the
output of the delay element 84.



pointer is now equal to the head pointer, then the respective nmenory bl ock
is defined as enpty and no nore bytes will be sent to the associated signal
processor until nore data is received fromthe FEC for this program
channel . The actual replacenent of the head or tail pointer portions of the
respective wite or read addresses by the lower 14 bits of the start

poi nter may be acconplished by approﬁZﬂate nultlpIeX|ng or the use of
three state intgrconnects r(E&nsmtted i n aUX|I|ar¥ packet s
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by writing to memory 18 for M write cycles prior to the video
payload arriving from the decryptor. Concurrently the multiplexor
99 is conditioned by the DMA 98, to apply the media error code
from the source 100 to the memory 18 I/O. M is simply the
integer number of memory locations required to store the media
error code. Assuming the memory to store 8-bit bytes, and the
media error code to be 32 bits, M will equal 4.

The addresses for loading the media error code in
memory are provided by the respective video component service
register 83 via the multiplexer 82 and multiplexer 85. It will be
appreciated that the first M addresses provided from the pointer
register 83 for loading the media error code into the memory
locations that would otherwise be loaded with video component
data, will simply be the next M sequential addresses that would
normally be produced by the video head pointer. These same
addresses are coupled into an M-stage delay element 84, so that
immediately after the last byte of the media error code is stored
in the memory 18, the first of the M addresses is available at the
output of the delay element 84.

Packet error or loss detection is performed by an error
detector 101 which is responsive to the CC and HD data of the
current packet. The detector 101 examines the continuity count
CC in the current packet to determine if it differs from the CC of

~




-14- tenth through twelfth bits of the auxiliary packet addresses. Assune
that SCID s for five respective program conponents are assigned to
programuabl e registers arbitrarily nunbered 1-5. The three bit codes
assigned to the conponents assigned to the programmble registers 1-5 are
000, 001, 010, 011, and 100 respectiveiy. Dependi ng upon whi ch program
conponent is currently being det ecte‘dz, the three bit code associated with
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to memory is retained in the respective payload to alert the
decompressor to institute remedial action.
If a packet loss is detected, the video component of the
current packet is stored in memory 18, starting at the next or
(M+1)th  address location. This is accomplished by conditioning
the multiplexer 85 to continue to pass undelayed head pointers
from the appropriate register 83. Alternatively, if a packet loss is
not detected, the first M bytes of the video component in the
current packet are stored in the memory locations in which the
media error code was immediately previously stored. This is
accomplished by the service pointer controller conditioning the
multiplexer 85 to pass the delayed head pointers from the delay
element 84, for M write cycles. At the end of the M write cycles
the service pointer controller 93 will condition the multiplexer to
again pass undelayed head pointers. When the multiplexer
switches back to non delayed pointers, the next non delayed
pointer will correspond to the M+1th address.
Depending upon the particular designs of a given.
receiver, it may or may not be conducive to include media error
codes in different ones of the signal components when respective
component transport packets are lost. In addition it may be
advantageous to utilize different media error codes for different
signal component formats or compression processes. Thus one or
more media error code sources may be required.
FIGURE 10 illustrates exemplary apparatus for
detecting packets which include conditional access information or



a 10-to-1 nultiplexer 129. The 8-LSB portion of respective addresses

. provided by the multiplexer 129 are coupled to an adder 130, wherein the
8-LSB address value is incremented by one unit and coupl ed back into the

8-LSB portion of the register 128 via a further nultiplexer 127. The

incremented LSB portion (with its MaBportion) serves as the next

successive address for the respective auxiliary packet. The nultipl exers
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connections of a comparator 254 which may be configured of, for
example, a bank of eight exclusive NOR (XNOR) circuits having
respective output connections coupled to an AND gate and a latch.
The latch may be a data latch arranged to latch the results of the
AND gate at each byte interval.

A 32-bit MPEG start code is stored as four bytes in an
8-bit register bank 265. Entitlement header codes are stored as
8-bit bytes in a bank of 16 8-bit registers 257. Loading of the
register banks 251 and 265 is controlled by the microprocessor 19
and/or by the smart card. The start code registers 265 are
coupled to a four to one multiplexer 266, and the entitlement
header registers are coupled to sixteen to ong multiplexer 257.
Output ports of the multiplexers 257 and 266 are coupled to a two
to one multiplexer 249. Respective output connections of the
multiplexer 249 are coupled to respective corresponding second
input terminals of the -comparator 254. Note the input and output
connections of the multiplexers 249, 257 and 266 are 8-bit
busses. If the respective values exhibited at the respective output
connections of the register 250 are correspondingly the same as
the output values exhibited by the respective output connections
of the multiplexer 249, a true signal is generated by the |
comparator 254 circuit for the corresponding data byte.

For start code detection, the multiplexer 266. is
scanned by the counter 258 to sequentially couple the four
different registers 265 to the XNOR in synchronism with the
occurrence of the first four data bytes from the decryptor 16.
Alternatively, for entitlement payload header detection, the




~ cascaded connection with the multi pl exer 129.

. control is perforned by the service pointer controller and direct nenory
access, DMA, elenents 93 and 94. The DVA is progranmed to schedul e read
and wite cycles. Scheduling is dependent upon whether the FEC 12 is
providing data to be witten to nenory or not. FEC data wite operations
t ake precedence so that no |ncom ng sédmal corrponent dat a is lost. In the
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the FEC bbuphmrehffcmeaclene.y mhethdecegmsters 269, tthethe ocarppar&tesor 19 and

t he appldl{;@‘hton devi ces such as the audio and video processors. Menory
contention 7s handled in the faollow ng manner. The, DVA, resdoon5| ve to data
requests fromthe vEhEoQUtpHo®Esthercamparatos circuiteis applied 4p| 8Bat es
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Different subscribers will be arranged to look for different
combinations of bytes of the 128 bits. For example one subscriber
apparatus may be arranged to match the first four bytes of the
entitlement payload header. Another subscriber apparatus may
be arranged to match the second four bytes of the entitlement
payload header and so forth. In either of these exemplary
situations the circuitry 255 will determine if a match has occurred
for the appropriate four consecutive bytes. :
The FIGURE 10 apparatus also -includes circuitry
(elements 261-263) for detecting an all zero entitlement payload
header condition. The bits of respective arriving bytes of data are
coupled to respective terminals of the 8-bit OR gate 263. If any
one of the bits is a logic one the OR gate 263 generates a logic one
output. The output of the OR gate 263 is coupled to one input' of a
two-input OR gate 262, which has an output and second input
coupled respectively to the data-input and Q-output terminals of a
D-type latch 261. The D-type latch is clocked by the timing circuit
259 synchronously with the arrival of incoming data bytes. If any
bit in any of the data bytes which occurs after the latch is reset is
a logic one, the latch 261 will exhibit a logic one at its Q-output
until the next reset pulse. The Q-output of latch 261 is coupled to
an inverter which exhibits a zero output level whenever the latch
exhibits a one output level. Thus, if after the 128 bits (16 bytes)
of the header have been passed through register 250, the output
of the inverter is high, then the 128 bits are zero valued.
Responsive to detection of a high output level from the inverter

after passage of the entitlement payload header, the circuitry 255
will generate a data write enable signal.

Menory read/wite



3) FEC data wite; 4) Mcroprocessor read/wite; and for FEC Not Providing
Data 1) Smart Card read/wite; 2) Application device read/ M croprocessor
read/ wite; 3 )Smart Card read/wite; 4) Mcroprocessor read/wite. Because
FEC data wites cannot be deferred, the FEC (or nore correctly the
decryptor), when providing data nust guar ant eed nmenory access during
each 200 nS interval. Alternate time €10ts are shared by the application
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regi st er sThis dimitss ther nunihery of eexternak paths nwhich enayn lead ctnt r ol s

sel ecti on.@k: Lihe S i addresses and data by the multipl exers 99,
104 and 1‘C.5§fuctali| tﬁﬂﬁ{ge gagﬁﬁtrséd alternative circuitry for incrementing
menory addresses is shown in FIGURE 8, which circuitry may be wutilized in
either the FIGURE 4 or FIGURE 7 apparatus. FIGURE 8 illustrates its

i npl ementation as for taill pointer increnenting according to FIGURE 4. At
t he begi nning of a packet, the pointer in the associated register 92A is
coupled to the adder 79A, wherein it is increnmented by 1. Rather than
storing internediate increnented tail pointers in the registers 92A of
FIGURE 8 (92 of FIGURE 4), internediate increnented pointer values are
successively stored in a working register 107. After the last pointer
value is generated for a packet of signal, the updated pointer in register
107 is transferred to the register 92A associated with the packet SCI D.




It is not uncommon that data in a menory buffer may need to be omtted.

. For exanple—a——partial packet nay have been stored when a systemerror or
a data interrupt occuk ‘fded To conserve menory space, the data omi ssion is
per f or med Thip as Beenl $eDaY -17- by overwriting
t he partlal l\H“IH“a Overwiting this datar etting
t he approprl o the value it exhibit ed|arrisREEE HATBREN o { t he
packet. Such resetting is acconplished 28 ot trafsfer rﬁﬁﬁt‘%q‘fcen\zal in
register 107 to the pointer register, that is by a&rng nothing.

It is advantageous to insert nedia error codes into the video conponent
signal stream when packets are |ost, to condition the video signal
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the multi R{tﬁégfly exclusive direct memory access address sequences to write
payloads of component data in mutually exclusive blocks of said
buffer memory.

2. The apparatus set forth in claim 1, further including:

control apparatus .programmed to generate a.plurality of
N-bit start and end pointers for application to said direct memory
access circuits to define said mutually exclusive blocks of buffer
memory (N an integer). :

3. The apparatus set forth in claim 2, wherein said direct
memory access circuits include:

first and second like pluralities of registers for storing
said plurality of N-bit start pomters and N-bit end pomters
tespectxvely, and

means for forming write addresses from said N-bit start
pointers including an accumulator for incrementing successive write
addresses by one unit.

: 4. The apparatus set forth in claim 1, further including
circuitry including a comparator for preventing respective ones of
the direct memory access circuits from generating addresses outside
of its associated mutually exclusive memory block.
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99 is conditioned by the DVA 98, to apply the nedia error code fromthe
‘'source 100 to the menory 18 I/O Mis sinply the integer nunmber of nenory
| ocations required to store the nmedia error code. Assum ng the nmenory to
store 8-bit bytes, and the nedia error code to be 32 bits, Mw Il equal 4.
The addresses for |oading the nedia grﬁgr_code in menory are provided by
the respective video conponent service ‘register 83 via the multiplexer 82
and nmultiplexer 85. It will be appreciated that the first M addresses
provided fromthe pointer register 83 for |oading the nmedia error code

into th | ocdt i ohke tapparamsl ¢ i | ith yi
e e el e 5l B

conmponent madtiplexed Ifosi FRLLY seguent i al,’ ac
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coupl ed i nto A HU§ ety At address mors4of said Hauffed HedigHyel v after the

| ast byte of the media error code is stored in the nmenory”18, the first of
the M addresses is available at the output of the delay el enent 84.

- 18- The tim ng of the | oading of the nmedia error code into
menory coincides with the determ nation of a |ost packet. Loading the nedia
error code while packet |oss determination is perforned places no
additional timng constraints on signal flow processing. If a
packet |oss is detected, the video conponent of the current packet is
stored.in nenory 18, starting at the next or (Mtl)[err] address |ocation

- of the nenory bl ock established for that
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conponent. This is acconplished by conditioning the multiplexer 85 to
- continue to pass undel ayed head pointers fromthe appropriate register 83.
Alternatively, if a packet loss is not detected, the first Mbytes of the
vi deo conponent in the current packet are stored in the nmenory |locations in
whi ch the nmedia error code was i medi ately previously stored. This is
acconpl i shed by the service pointer controller conditioning the nultiplexer
85 to pass the delayed head pointers frpgrthe delay element 84, for Mwite
cycles. At-the end of the Mwite cycles the service pointer controller 93
will condition the nultlplexer to agaln pass undel ayed head pointers. Wen

the nultiplexer swt e next non del ayed
pointer will correspois OQﬂégéBrlf’WE Eﬁ Packet error or

| oss detection is perfor MEMORY ADDRESS:CIRGUERYwhi ch is responsive

to the CC and HD data of the «current packet. The detector 101 exam nes the

continuity count CCin the Cl,u[ﬁ)gmugﬁcﬁﬁtm@]gg;&rm ne if it differs from
the CC of the previous packe y one uni n addition the TOGAE bit in
the current packet is examined to determine if it has undergone a change
fromthe previous packet. If the CC value is incorrect, the state of the

TOGGLE bit is Araifivesse touseodt mowssomequrab”BDMopackqﬁemwlaﬁ‘d/ Teceiverbi t
are in err d res ectiyvel
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packet containing a slice start co ice layer 1s a s et of

conpr essedtidedprosetsomdataf a&rmtdrc,ﬂnnbﬂtehc o imendin rlﬁtffanmcﬂmqnm resporigesto t he
media error code witten to nenory is retained in th
associated memory addresses from a multiplexer ( 17 ) A decryption device

( 16 ) decrypts payload data according to packet specific decryption keys. A
detector ( 15 ) detects payloads including. entitlememt data. Payloads containing
entitlement data are directed to a smart card which generates the packet specific
decryption keys. A memory data outpul is coupled to respective program
component processors ( 21- 24 ). Responsive to data requests and data write
requests, memory access for read and write functions is arbitrated ( 17 ) so no

incoming program data is lost, and all component processors are serviced.

Figure 3



-19- respective payload to alert the deconpressor to institute renedial
- action. Dependi ng upon the particul ar designs of a given
receiver, it may or nmay not be conducive to include nmedia error codes in
di fferent ones of the signal conmponents when respective conponent transport
packets are lost. In addition it may be advantageous to utilize different
medi a error codes for different signal conponent formats or conpression
processes. Thus one or nore media error code sources nay be required.
FIGURE 9 illustrates an exenplary flow chart of the DVA 98 nmenory access
process. The DMA responds (200) to detection or non detection of a received
packet via detection of SCID s. |If a SCID has been detected indicating the
presence of data fromthe decryptor 16 to be witten to nenory, one byte of
program data fromthe decryptor is witten {201} to the buffer nmenory 18.
The bl ock of menory to which it is witten is deternmined by the processor
93 responsive to the current SCID. Next the DVA determ nes {202} if any of
t he program conponent processors, inclugipg the smart card and [err] PC are
requesting data or read/ wite (R'W access to the nenory 18. If no data
requests apa nmade on the DVA the process returns to stepP§200}. If a data

R/ W r equest ) made, the DVA det ) {203} the prilority of the
request . *2 viPR1 Ee acconpl i shed by a cBR¥eitional interMupt routine or
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of video will be read frommenory. During the next operation of step
{203} a byte of audio Il will be read fromnenory, and During the next
subsequent occurrence of step {203} a byte of [err]PC data will be
witten to- or read fromnenory 18 and so forth. Not e that address for
smart card and [err] PC access are provided by the smart card and [err] PC
respectively, but addresses for video, audi o and program gui de are
avai l abl e fromthe address pointer arrangenent (80-93).

-20 - Once priority access %Pﬁ been established {203}, the

requi site program processor is serviced {204} with one byte of data witten
to- or read fromnenory 18. Next a byte of data fromthe decryptor 16 is
witten {205} to nenory. A check {206} is made to determine if the [err]PC
I's requesting access. If the [err]PCis reouestlno access, it is serviced
{207} with one byte of data. I} ! gquesting access the
process junps to step {202} to dqg he program processors

are requesting access. In this g@n : ) ' Dt a- i s al ways
guar ant eed access t very ot l7ps N5\ FLC § di BJ, and the intervening
menory access peghdds qre spFedla he § ram processors.

If data is not pi tl\y avail ak , ( T 16, i.e. an SCID is
not currently de d, \he procks 54— flol 1 oved. First {208} the
smart card is ex t o] det er nErme=t - e ng nenory access. |f
it is, it is givhRR ane yte nenDry access el se a check i s made
{210} to determ i ma e prs i s requesting nenory

access. If a
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data R Wrequest has been nmade, the DVA determ nes {211} the wpriority of
*the request. The appropriate processor is serviced {212} wth a one byte
menory read or wite access. |If a data R Wrequest has not been nmade by

t he program processors, the process junps to step {213} where a test is
performed to determne if the smart card is requesting nenory access.' If
It is it is serviced {216} with a o§é7byte menory access, else the
process junps to step {200}. It should be recognized that in
the present pref erred_”_exarrpl e, when in the "FEC Not Providing Data" node,
the smart ' | ded a two-to-one access precedence over all other
priority is programmed into a programi@bl e state

machi ne w t Rapparatus and i s subject to being changad by the
[err] PC. AS aegd earlier, the systemis intended to pr
I nteractive Yy e [err]PC 19 wll be_respong’v EQ
i nteractivg =k - p@rt t I nter ' ration.
In this rol will use theS& neno 18 @th pplication
st orage ano‘ ; ‘ wy.| In {anc 4> % per at e ‘may
change t he [t | m %gr or i t 1 th menory
access of i | 1 ] t‘Elg quency. The
reprogr anmi | iy agses$ pridr e iyl u a(ﬁl set of
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particular signal entry point occurs in the data stream It is not
"practical to predict where and in which video packet the next entry point
may occur. In order to find the next entry point as fast as possible, it is
necessary to include a nedia error code at the beginning of the first video
packet after detection that a packet is lost. The circuitry of FIGURE 4

pl aces a nedia error code at the begi nning of every video packet and then
excises the nedia error code in respective packets if there is no |oss of a
precedi ng packet. The nmedia error code is inserted in the first M nmenory
address |ocations reserved for the qyprent video packet payload, by witing
to nenory 18 for Mwite cycles prior to the video payload arriving from
the decryptor. Concurrently the nultiplexor 99 is conditioned by the DVA
98, to apply the nedia error code fromthe source 100 to the nenory 18 I/0Q
Mis sinply the integer nunber of nmenory |ocations required to store the
nmedi a error code. Assum ng the nenory to store 8-bit bytes and the nedi a

error ¢ £ P2 rjrol M| eysdla 1 g~ db th etsfor
oadi ng it T T 5 y the respective
ﬁb eﬁbf@ *rre sﬂrr 8 a tﬁ%”hu‘{ﬁ%

vi deo co ent | exer 82 andﬁqg$ E?Iexer
85. It ishzies[1sHUR3IET]1d] Sﬁﬁq}% the
poi nt er “=regrst 4 & de e menory

| ocations tha Lﬁj Ctﬁer ‘§e4)ell &6, d#wu#h vn4d conponent data, wll
simply be t hd1afstft TR {1610 h8{7el6 ¢S [hid e 1 HERD'OR MAIR POINTERCed
by the vi deo tread po NMter.—Tese sal audresses—are coupled into an

M stage delay el ement 84, so that immediately after the |ast byte of the
media error code is stored in the nenory 18, the first of the M addresses
is available at the output of the delay el enent 84. Packet
error or loss detection is perfornmed by an error detector 101 which is
responsive to the CC and HD data of the current packet. The detector 101
exam nes the continuity count CCin the current packet to determne if it
differs fromthe CC of

AUXILIARY PACKET MEMORY ADDRESSES
~——MSB's i LSB's ——
18|17}16[1sf14]13l12|11|10la|8| 7|6 [s|4[3|2]1

£ %
/ y

ﬁ; Vs
BASE POINTER & EIGHT BIT ADDRESS
FROM uPC | COUNTER
Cs 8IT
FROM FIG. 6

THREE BITS FROM PREFIX
S~-LINE TO 3-BIT
CONVERTER



-22- the previous packet by one-unit. In addition the TOGGE bit in the
-current packet is examned to determine if it exhibits the proper state for
the respective video frame. If the CC value is incorrect, the state of the
TOGGLE bit is exam ned. Depending if one or both of the CC and TOGA.E bit
are in error, first or second nodes of error renediation are instituted. In
the first node, where only the CC i$ £rroneous, the systemis conditioned
to reset to a packet containing a s (ce | ayer header. (A slice layer is a
subset of conpressed data within a frane.) In the second node, initiated by
both CC EB?,%OGG.E bits being erroneopperive BEGISTERS conditioned to reset

to a pac ont aj t and second
modes, tRECd® ' A B W ' ' respective
payl oad te—a-l—e.ﬁ tFle aecarrp]esi or it,o i nEt i Iut b T C oR.

| f a packet | 0SS s detected, U(Nne video conponent tne cur t packet is

stored in nmenory n [ r] addrie28 | ocati on.
This is acconplished by conditi G g the nultiplgxer] 85 to contippg to

pass undel ayed head pointers fromthe appropri r i ster 83.
Alternatively, if a packet loss is not dete , rst M By quef|the
vi deo conponent_in the _current packet are / b 101D lé)- # NS
in which the| nedia error code was i mge¢aioM el \CONTROUSRY st ofréd. 1t; S
acconpl i shed |by the service pointer conig@l IE anditiqbi ng i RONVER

nul ti pl EROMY5 ¢ o he del ayed head poi nters fromthe delay gl enent
84, for @8ri : thegend of thqg Mwite cycles the seryice
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agai n pass undel ayed head pointers. Wen the nultiplexer swtches back to
non del ayed pointers, the next non delayed pointer will correspond to the
M+l t h addr ess. Dependi ng upon the particul ar designs of a
given' "~ receiver, it may or may not be conducive to include nedia error
codes in different ones of the signal cgyzonents when respective

conponent transport packets are | ost. ddition it may be advant ageous
to utilize different nedia error codes for different si gnal conponent
formats or coupression processes. Thus ogd Q nore nmedia error code
sources may $e required. FrGFRRD i1l ustrates exenpl ary
appar at us fof detecti ng packets which iJgl ude conditional access

i nformation ¢r -23 - MPEG start
codes (decoddgr 30 of FlI GRE=S—WrelPET Onle Q_is conditioned to
detect entitllement payl opds or MPEG sTs tsbgce) ig a functi oFBG.t9e SCID
currently beilng recei ved 1 84! GQURE 10, i assuned that data provided
fromthe decryptor & A 3-bit bytes and cket ali guied. T .t is, the
first byte off an efti t WRIFEt payl oad or the flrst b Q G start

code is alignfed pr¢dRECIDDATAY t he beglnnlnabc such t hat
for detecting specific h¥gder or start code ds, il e v the
bit/byte strgamis preefSt known. | Data froml|t he ded 16 is| applied

to an 8-bit rleghs

AaF\ hasjan 8- bit jparallel output porf coupled
to respecti v
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respective output connections coupled to an AND gate and a | atch. The | atch
may be a data latch arranged to latch the results of the AND gate at each
byte interval. A 32-bit MPEG start code is stored as four
bytes in an 8-bit register bank 265. Entitlenent header codes are stored
as 8-bit bytes in a bank of 16 8-bit registers 257. Loading of the

regi ster banks 251 and 265 is controlled b¥#/The m croprocessor 19 and/or
by the smart card. The start code registers 265 are coupled to a four to
one nultiplexer 266, and the entitlenent header registers are coupled to
si xteen to one nultipl exer ngu, Qut put ports of the nultiplexers 257 and
266 are coupled to a two toawbke multiplexer 249. Respective out put
connections of the multiplie 249 are coupled to respective correspondi ng
second input term nals of |t M“Cconparator 254. hb t he i nput and out put
connections of the ti pldxe 249, 257 and 26 8-bit Dbusses. If the
respective val ues egdfbi connections of the

regl ster

250 are colg pspp

by the respective off put

byt e.

y the sane as

At i ons

of the nu

‘254 circuit for

ode detection,

% put val ues exhi bited
| exer 249, a true signal
t e correspondi ng data

mul tipl exer 266 is

f our di fferent
e ogcurrence of the first
Al t er ngtg |y, for ggnltlenent
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~different ones of the registers 265 to the conpara
The output of the conparator circuit is applied toja
circuit 255. The circuit 255 determ nes i'f any of
byte matching conditions have occurreﬂ and if the
write enable signal for the entitlene g‘data in a

payl oad under exami .Qn: p . AL z
header contains 12 '|t‘is)tﬁéltfé;k?litre1 eifn&@éﬁ% §gslg‘?t Segnents.. D

subscri bmemory | coiacideniyith tthe| detemminatian ® loshbpacketons of bytes of
the 128 pinha;i SEHGE ! | it to match
the fi rspb?ab?gmeggﬂg?ifhéga%h&i,t I ef%vlgl? I?B?/]I oacg lkgsas(rjr?ﬁtéﬂgﬁ([)it%zegubscri ber
appar at uBCHAFTISA Plages BO: additienal mibEs FOnSLAN, OB GgnthdleNt i1 erent
payl oasl b@ggggs'_ I sotfor_th. _I][\ EIthf,‘I’ of these exe(rjrp:c ary”sll tuations tthe
circuitry Wi ermpe, i.f a .mtch ha curr or RIORL ] at e
four consecutive byﬂgg. pacﬁct loss is ﬁlﬁgeqllfélﬁéelﬁug%’pé}oépﬁgﬁﬁﬁé)f?ﬁl udes
ci rcui t r gurfeaite packet A8 stored) ih omeinoeyt 18 starting atetheenext lament

payl oad th COQMli i QN [ [ VA at a
are couépg%qt%o reg‘g%’%:éflgvzaoé%fonﬁp n(csi .éﬁéf ﬁﬁﬁb@f@%"éﬁ@% ?ﬁotglr?g one
of the bicosmpenent.ogThisnis tarccomplished2by genditioning thegimubiplexstt put .

The outp i . ; two- i nput | OR
T e%565'85 Yo idthifeitdAoe pild gfﬁfg@gg‘ﬁu otORUEroin Ahe
na

R coa% eg resgectivel y to the
dat a- i np APRIRPTBLE  TERISeTe O gnatively hea | packetodass 18enek ¢ ype | at ch
i s cl ockedeteytdd)ethie nfifg Mr bgjtés oI5 theyviderssiapyneht hint ftRe acuirenat of
i ncom ng dat.a b%tes. it in any,of the

after t nebicketn € “stoted L the' imyoty 10¢atas S WBIEH Jh| iRiRL ¢ o
| ogi ¢ oneembri ted€ waspimmediatelyt fprevéanslye seoredsl s&highis Q out put  of
| LCh 20T oRIE Wy R KL RINED SOl BoRBlofi e oI5,
bits (16 Byultiplexer §hethepassr thavdelayed thead poimtersyfresyitheedel®o, the
output  element 84, for M write cycles. At the end of the M write cycles
the service pointer controller 93 will condition the multiplexer to
again pass undelayed head pointers. When the multiplexer
switches back to non delayed pointers, the next non delayed
pointer will correspond to the M+1th address.

Packet error or loss detection is performed by an error
detector 101 which is responsive to the CC and HD data of the
current packet. The detector 101 examines the continuity count
CC in the current packet to determine if it differs from the CC of
the previous packet by one unit. In addition the TOGGLE bit in the
current packet is examined to determine if it has undergone a
change from the previoussepacket. If the CC value is incorrect, the
state of the TOGGLE bit is examined. Depending if one or both of
the CC and TOGGLE bit are in error or changed respectively, first
or second modes of error remediation are instituted. In the
second mode, initiated by the CC being in error and the TOGGLE bit
having changed, the system is conditioned to reset to a packet
containing a picture layer header. In the first mode, where only
the CC is erroneous, the system is conditioned to reset to a packet
containing a slice start code. (A slice layer is a subset of
compressed data within a frame.) In both the first and second
modes, the media error code written to memory is retained in the

accunul ate and t est
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~of the inverter is high, then the 128 bits are zeroK/EiPILLA\,(;E:'Jg 1r\capUIblve to
" detection of a high output level fromthe inverter ja g}f
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ft er _pass
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has been found to be particularly effll%ent to partftion the system shch
that the SCID detector, the decryptor, tthe addressi |

condi tiopag @&f@ésgaéwﬂ toaruiehh%an%rcoﬁﬁs&ska% etd aALRGR Hemddigiuded on
a single | egrate

Ircuit. This limts unber of external paths which
may | ead @81k tical tining constraints.
- 26- Dependidppapen Uthd paaticalsall desigee of anglivenansport
processor_for

P progréﬁ?ﬁ’d’ eSSI n Si awpétqucbg 33@9@%@%‘1 ﬂew S| lHgerml Eﬁi}ﬁl exed packet s

conponentcatiesa mndlﬁeimadmnesn of the signakrtomgpenents aﬂhescrdxpealldramer ein

respecti Ve, RpvheRl uRhsPotIpheks"aPe lost. In addition it may be
advantageous to utilize different media error codes for different
signal component formats or compression processes.
more media error code sources may be required.

FIGURE 9 illustrates an exemplary flow chart of the

DMA 98 memory access process. The DMA responds (200} to
detection or non detection of a received packet via detection of
SCID's. If a SCID has been detected indicating the presence of data
from the decryptor 16 to be written to memory, one byte of
program data from the decryptor is written {201} to the buffer
memory 18. The block of memory to which it is written is
determined by the processor 93 responsive to the current SCID.
Next the DMA determines {202} if any of the program component
processors, including the smart card and pPC are requesting data
or read/write (R/W) access to the memory 18. If no data requests
are made on the DMA the process returns to step {200}. If a data
R/W request has been made, the DMA determines {203} the
priority of the request. This will be accomplished by a
conventional interrupt routine or alternatively sequential one
byte service in an arbitrary order of those program processors
requesting data. For example, assume that an arbitrary order of
access priority is video, audio I, audio II. smart card, and uPC.
Assume also that only the video, audio II and uPC are requesting
memory access. During the current operation of step (203} a byte
of video will be read from memory. During the next operation of
step {203} a byte of audio II will be read from memory, and
During the next subsequent occurrence of step {203} a byte of uPC
data. will be written to- or read from memory 18 and so forth.
Note that address for smart card and uPC access are provided by
the smart card and pPC respectively, but addresses for video,

audio and program guide are available from the address pointer
arrangement (80-93).

Thus one or
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" buffer nenory, said apparatus including direct mgry access cirguits,
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bl ock. n this manner the incoming data is always -guaranteed access to
every other memory access period, and the intervening memory
access periods are spread amongst the program processors.

If data is not presently available from the decryptor
16, i.e. an SCID is not currently detected, the process {208-216} is
followed. First {208} the smart card is examined to determine if it
is requesting memory access. If it is, it is given a one byte
memory access {209}, else a check is made {210} to determine if
any of the program processors is requesting memory access. If a
data R/W request has been made, the DMA determines {211} the
priority of the request. The appropriate processor is serviced
{212} with a one byte memory read or write access. If a data
R/W request has not been made by the program processors, the
process jumps to step {213} where a test is performed to
determine if the smart card is requesting memory access. If it is
it is serviced (216} with a one byte memory access, else the
process jumps to step {200).

It should be recognized that in the present preferred
example, when in the "FEC Not Providing Data" mode, the smart
card is provided a two-to-one access precedence over all other
program processors. This priority is programmed into a
programmable state machine within the DMA apparatus and is
subject to being changed by the pPC. As mentioned earlier, the
system is intended to provide interactive services, and the pPC 19
will be responsive to interactive data to perform at least in part
the interactive operation. In this role, the puPC 19 will use the
memory 18 both for application stprage and.~working memm‘y In
these instances, the system operatdf may: chiange -the “mémory
access priority to provide the uPC 19 with memory access of



5. The app‘&ﬁat--us«'éet forth in claim1, further including a nultiplexer for
mul tipl exi ng addresses fromsaid direct nenory access circuits to an
address port of said buffer nenory.

-26-

1. Apparatus in an audio/video signal transport processor for
processing s'ignal including time division multiplexed packets of program components
with respective packets including a payload of component data and a header with a
component identifier, SCID, and wherein respective payloads of predetermined
components are extracted from respective packets and stored in a common buffer
memory, said apparatus including direct memory access circuits, responsive to detected
said identifiers for generating mutually exclusive direct memory access address
sequences to write payloads of component data in mutually exclusive blocks of said
common buffer memory.

2. The apparatus set forth in claim 1, further including:
control apparatus programmed to generate a plurality of N-bit start and end pointers for
application to said direct memory access circuits to define said mutually exclusive blocks
of buffer memory (N an integer). |

3. The apparatus set forth in claim 2, wherein said direct memory
access circuits include:
first and second like pluralities of registers for storing said plurality of
N-bit start pointers and N-bit end pointers respectively; and
means for forming write addresses from said N-bit start pointers including
an accumulator for incrementing successive write addresses’by one unit.

4. The apparatus set forth in claim 1, further including circuitry
including a comparator for preventing respective ones of the direct memory access
circuits from generating addresses outside of its associated mutually exclusive memory
block.
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