DUAL- ARCHI TECTURE M CROSERVER CARD Cross-Reference to Rel ated Application
[0001] This application is related to U S. Patent Application Serial Nos.
(not yet assigned, but attorney docket nunber 30757/39728), filed on
(date), and 10/155,593, filed on May 22, 2002, which clains priority to
U.S. provisional patent application serial no. 60/337,726, filed on
Decenber 3, 2001, all I Heral by reference. Field
of the Disclosure [0 L\‘?ﬂie presen E&edll\&sa'ﬂ(IIhOSure gener ly relates to :
integrated Internet systens and, nore particularly, relates to the

provi sion of an internet oortal on board a deployed pr oduct . Background of
t he Di scl osure [00&H2SAIS = S-S i ntenance for
product s éolibﬂ %&&%ﬁﬁ%m rﬁ@%é&%@ldys when g product br eaks) ,
schedul ed mai nt enance (based upon the best estimte of a nmanufacturer as

t o when 8ppétfihahgoni BeringdaNosut mpthynbraablgsage)buandttomdeylon based

part but SPGEECpPRBPSEo AP PAFa €) TLCR0 HemdhA By niBflance s

sel f - exphapaser o3l t rigewhen &ayCQQPOQQOQ f ahlishandahas peibeitegpaired or
replaced. This normally occurs as an end result of its operators not
under st ah@i HgSi-t Bregipdreal Ppiensr aPréicakdrni 66¥18f Pes use, and the
hi ghest ga953q, hokh piyshcah BRAChBSL B MBoo1ar g13ssechaled wikh it.
Unfortunately, it |s a SO one O the mbst common types of mai ntenance.
Schedul elermanntiepanperkselleby ceselrgnbet can be very wasteful.

Field of the Disclosure

[0002] The present disclosure generally relates to
integrated Internet systems and, more particularly,
relates to the provision of an internet portal on board a

deployed product.

Background of the Disclosure

[0003] There are three general types of maintenance for
products. They are on-demand maintenance (usually when a
product breaks}, scheduled maintenance {based ﬁpon the
best estimate of a manufacturer as to when something will
wear out with normal usage), and condition based
maintenance (maintenance that occurs when maximum usage is
obtained from a part but just prior to part failure). On
demand maintenance is self-explanatory. It is when a
component fails and has to be repaired or replaced. This
normally occurs as an end result of its operators not
understanding its component life or the conditions of its
use, and the highest costs, both physical and lost time,
are associated with it. Unfortunately, it is also one of
the most common types of maintenance. Scheduled

maintenance is less costly but can be very wasteful.



1 0 Depending upon the usage of a product, one may be replacing parts that
still have a significantly useful Ilife. This is also where corners tend to
be cut by the custoner when budgets become tight, and often |eads back to
the first type of maintenance described above. The third form of

mai nt enance i s condition-based mai ntenance and is the holy grail of
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component, thereby allowing for the user to gain maximum
product life and to schedule the replacement at a
non-critical time. As a result, a manufacturer utilizing
condition based maintenance could better plan its spares
production and save millions of dollars in unnecessary

production, warehousing and inventory taxes.

[0004] There is however a catch to condition-based
maintenance. A closed feedback loop system of information
related to the use of each product must be provided.
Without first-hand knowledge of how a product is being
used after it is sold and deployed to the field, a
manufacturer or service provider has no real way of
knowing when components will wear out based on usage, and
must therefore default back to using one or both of the
first two types of maintenance described above. Operators
are in the best position to gather this first hand
knowledge, but most are too busy operating and making
money with the product and have little time, money and/or
inclination to attempt to capture this information to
provide feedback to the manufacturer or service provider,

even though it is in their own best interest to do so.
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inclination to attenpt to capture this information to provide feedback to
t he manufacturer or service provider, even though it is in their own best
interest to do so. 2 o [0005] In an attenpt to gather useful information
fromthe field, a variety of nethods have been used to try and solve the
col l ection of product usage data. On the low end, custoner surveys,
feedback fornms, and interaction wth field support personnel have been the
primary nmeans of obtaining a rudinentary form of feedback. For conpl ex

and expel®D0B] prioduct st tsamght &> ajatdveaf tu@@h@@fqm@m fragmide formis

t hat of paper,-based op rationa Thi i ghl | and painfu
net hod OE gg?reétyﬁﬁl g%ePStWSE ngnPSFﬁa FSH v grgthérggggg conput er
col | ecti gn1g¥strABBavecthbadoEOprBRActhusapeoaass.eaai ehe lbut they still

require a great deal of manual |ntervent|on [ 0006]. More recent advances
have |nvehdedcﬂﬁéOmEﬁcépﬁﬁﬁﬁﬁvoﬁeéﬂbéﬁﬁoﬁﬁf@é dafd LBEEFarhyClevi ces onto

products, ; %gcmﬁggﬁegg rgaggrgghhﬁl(HFvEDgéén %ﬂbCBréhsryUﬁégngn turbine

engi nes, nic ectroni c engine control (EEC
systens afidobeaondngoperatiiorakadat &ousi ng§ &eedbpeky Ebrs@nmpﬂgx However ,

it is stlll extrenely difficult and costly to_gather i from
t hese dafBdcBKPERFILYR 869F88§S'a§uF ﬁﬁs?l¥8§aé ngnﬁaﬁﬁgr %B%ahﬁgghanlcs in

the f'e'QoHﬁbﬂgfo%ﬁeﬁbakhé%do§Q9bEEEnba@éd|@@b@ﬂt@@ﬁﬁ&t&b@stempmsarlIy
cabled to the EDU or EEC, and whi ch the usuallé have little

fan1I|arnsyaohlghﬂ§r@QDuaihénénp?lﬁﬁﬁérm@ﬁppénoﬁscoﬁ e&iif9unti | the
pr oduct b%e%%%%%ﬁ%? nggrﬁggeon. Over the years, computer

collection systems have tried to make this process easier,
but they still require a great deal of manual

intervention.

[0006] More recent advances have involved the
incorporation of automated data recording devices onto
products, such as engine data units (or EDUs), which are
used on turbine engines, and which communicate with
electronic engine control (EEC) systems and record
operational data using a variety of sensors. However, it
is still extremely difficult and costly to gather
information from these data collection devices, as it must
be done manually by mechanics in the field using
specialized equipment or laptop computers temporarily
cabled to the EDU or EEC, and with which they usually have
little familiarity or interest. The only other option is
to wait until the product is returned to a shop
environment for a major overhaul and repair, at which
point the data from a preventative maintenance perspective
is moot, and useful only from a post analysis or fleet

average perspective.



environment for a major overhaul and repair, at which point the data from
a preventative mai ntenance perspective is noot, and useful only froma
post analysis or fleet average perspective. 3 0 [0007] A nunber of
industries normally attenpt to gather product usage intelligence through
manual inspections and, nore recently, |aptop conputer downl oads perforned
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automobiles, small home appliances, home electronics

equipment, lawn-mowers, or anything small enough to be

easily carried or shipped. Both methods are inefficient

and result in significant down time.

[0008] With advances in low cost computing and the advent
of wireless technologies and the Internet, companies are
now looking at how they can collect product usage
intelligence in an automated and remote fashion. Many of
the systems which have evolved, such as VHF frequency,
cell phone, or wireless land-based data download methods,
tend to be very expensive as have attempts at using
emerging technologies to accomplish essentially the same
thing, i.e., using remote data file compression and
download to a central location using a public or private
network/Internet where the information can then be
manually uncompressed and analyzed. As a result, the high
cost associated with such methods restricts the
application of wireless remote monitoring to high value
products, such as jet aircraft and helicopters. Thus,
there remains a need for a low cost, wireless system which
accurately ascertains the condition of a deployed product

based upon actual wear, tear, and usage and presents



manual |y unconpressed and anal yzed. As a result, the high cost associated
with such nethods restricts the application of wireless renote nonitoring
to high value products, such as jet aircraft and helicopters. Thus, there
remains a need for a |low cost, wireless systemwhich accurately ascertains
the condition of a deployed product based upon actual wear, tear, and
usage and_presents 4 f ti a ition to a user, a
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algorithms, data, or software being utilized by the
engine. Accordingly, a need exits for wireless system for
communicating with a deployed product, wherein only
certain information 1s accessible from the remote

locaticn.

Summary of the Disclosure

[0010] In accordance with one aspect of the disclosure, a
system for communicating with the deployed product is
disclosed, which comprises a deployed product, an
electronic control box, a dual-architecture card, and a
computing device. The electronic control box is
operatively associated with the deployed product, while
the dual-architecture card is mounted in the electronic
control box. The dual-architecture card includes a closed
architecture section and an open architecture section,
with the open architecture section including a microserver
generating a wireless system around the deployed product.
The computing device is remote from the deployed product
and is adapted to wirelessly communicate with the

microserver.



control box. The dual -architecture card includes a closed architecture
section and an open architecture section, wth the open architecture
section including a mcroserver generating a wreless systemaround the
depl oyed product. The conputing device is renote fromthe depl oyed product
and is adapted to mﬁrelessly comuni cate with the mcroserver. 5 0 [0011]
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dual-architecture card includes an open architecture

section and a closed architecture section, with the open

architecture section including a microserver.

[0012] In accordance with another aspect of the
disclosure, a dual-architecture card for use in the
deployed product is disclosed, which comprises a closed
architecture section, an open architecture section, and a
security connection between the closed architecture
section and the open architecture section. The open
architecture section includes a microserver generating a
wireless system adapted to connect to the Internet. The
security connection ensures proprietary software and data
in the closed architecture section is not communicated to

the open architecture section.

[0013] In accordance with a still further aspect of the
disclosure, a method of communicating with a deployed
product is disclosed, which comprises the steps of
installing a dual-architecture card into an electronic
control box of a deployed product, executing proprietary

software on a closed architecture section of the



security connection ensures proprietary software and data in the closed
architecture section is not comrunicated to the open architecture section.
[0013] In accordance with a still further aspect of the disclosure, a

met hod of comunicating with a deployed product is disclosed, which
conprises the steps of installing a dual-architecture card into an
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| 11,
ar chi t ec8FEX88ctHPofi Fﬁ@PG&iﬁ8m§u§#§%oggw3§F'for generating a wirel ess

system adapted to connect to the Internet, and a security connection

between the closed architecture section and the open architecture section.
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for controlling and monitoring the engine, an open

architecture section including a microserver for

generating a wireless system adapted to connect to the

Internet, and a security connection between the closed

architecture section and the open architecture section.

[0015] These and other aspects and features of the
disclosure become more readily apparent upon reading the
following detailed description when taken in conjunction

with the accompanying drawings.

Brief Description of the Drawings

[0016] FIG. 1 is a schematic representation of an
integrated system for monitoring, gathering data about,
and disseminating data about a deployed product in

accordance with one embodiment of the present disclosure;

[0017] FIG. 2 is a perspective view of a gas turbine
engine constructed in accordance with one embodiment of

the present disclosure; and



i ntegrated systemfor nonitoring, gathering data about, and dissem nating
data about a depl oyed product in accordance wth one enbodi nent of the
present disclosure; [0017] FIG 2 is a perspective view of a gas turbine
engi ne constructed in accordance with one enbodi nent of the present

di sclosure; and 7 0 [0018] FIG 3 is a block diagramillustrating one

enbodi ne a | architecture card constructian in accordance with the
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but on the contrary, the intention is to cover all
modifications, alternative constructions, and equivalents
falling within the spirit and scope of the disclosure as

defined by the appended claims.



applicability and refers to any product, conponent, or systemon a variety
of machi nes including, but not limted to a vehicle, a HVAC system or an
el evat or/ escal ator system such as a propul sion systemon a vehicle, a
conpartment of a vehicle, or a braking systemfor a vehicle, wherein the
vehicle is any one of a nunber of novable devices including aircraft and
el evator cars. [0 .Lhe Pl em L0 i ncludes a 12 located on the
depl oyed product o TG ENECER b A L LRSS L Satform 14 may be a
boat, an airplane, a spacecraft, an autonobile, a truck, or any other
entity that is novable wth an ah&g%ane bei ng depicted for ease of
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suitabl e anguage known'in the art to gather data about the epl oyed
product &aedepneséht tkhemddtapfoyedt eresied” past besadn a desired format.

For exang%%ligggiigg¥egn 2refers to any product, component, or
system on a variety of machines including, but not limited
to a vehicle, a HVAC system, or an elevator/escalator
system such as a propulsion system on a vehicle, a
compartment of a vehicle, or a braking system for a
vehicle, wherein the vehicle is any one of a number of

movable devices including aircraft and elevator cars.

[0021] The system 10 includes a server 12 located on the
deploYed product or movable platform 14. The movable
platform 14 may be a boat, an airplane, a spacecraft, an
automobile, a truck, or any other entity that is movable
with an airplane being depicted for ease of understanding.
The server 12 may monitor the condition of and/or gather
data about the deployed product in a number of ways. For
example, the server 12 may be connected to or integrated
with a vehicle data storage unit 16 which contains data
about the deployed product. The server 12 may also be
connected to a video camera 18, such as video web camera,
to provide pictures, in real-time or on a delayed basis,
of the deployed product. Still further, the server 12 may
be connected to a number of sensors 20, such as a

vibration sensor or a temperature sensor, which provide



may be used to host a web page which provides information about one or
nore depl oyed products on the novable platform The web page may have a
menu which allows an interested party to gain access to gathered data
about a particular deployed product. The data about the depl oyed
product (s) may be organi zed on the server 12 and presented in any

desirabl e format _or manner. The server .12 al s e, programed to all ow
an_| ntor 89k BartyFochLh rymatpt el ShroterE gBeiBornthEn ! he Genl oyed
product (gpnandien b6 thpguageoselit proauassoci ated with the depl oyed
product(s). By providing the server 12 on the depl oyed product 14, a
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have an LPngddgesknownaihabhe &ok var gebbekntiataegbpndt bbel s i ncl udi ng, but
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PS, BOOTdEE}Oi‘Eﬁ*P?IR%ﬁ%ER‘E‘%g BE%%?‘%N‘?E%?MP&SNR/E?%&E?Q?NAP& LDAP, and
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particular deployed product. The data about the deployed
product (s) may be organized on the server 12 and presented
in any desirable format or manner. The server 12 may also
be programmed to allow an interested party to carry out
diagnostic operations on the deployed product{s) and/or to
upgrade software associated with the deployed product(s).
By providing the server 12 on the deployed product 14, a
wireless system or intranet 21 is provided around the
entire deployed product 14 enabling wireless communication
to any electronic device thereon as will be described in
further detail herein. The web page may have an IP address
available for various Internet protocols including, but
not limited to, HTTP, FTP, SMTP, UDP, ECHO, SSH, TELNET,
NAMESERVER, BOOT PS, BOOT PC, T¥FTP, KERBEROS, POP3, NNTP,
IMAP, SNMP, BGP, IMAP3, LDAP, and HTTPS.

[0023] While it is contemplated that the system 10 of the
present disclosure would primarily be used to allow
interested parties in remote locations to obtain
information about a deployed product, there will be times
when a mechanic or an engineer may want to interact with

the server 12 while he or she is onboard the mowvable
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access to the server 12 by hooking up a prontop, |aptop conputer or

anot her device 23 such as a video borescope or a bar code reader to the
comuni cations port 22. O her exanples of conmunication ports through

whi ch access nay be gained to server 12 include wrel ess peer-to-peer
comuni cation |inks. The nechanic or engineer could then conduct a desired

di agnost | rati.gn qr en fix a,,praoblemw.th the. depl aoye roduct .
St ar ) FianasR 13t B0 BT Kkl R XeSPeydd Broabe: BERvabetd use hi s
or her owntkorpubenld@gicer23dtheracoassinikatientebot? and folchus t he

I nternet 25, again_as wll be described in further detail herein. [0024]

The ser vERTEStRPOkGEri deMeRaddict 881 ENEIREETeCO8Ld SP68ed8iRg unit known

in the aplcolRe (3ERKEN skbeviBY 18818 hdRdnkehg %ié%ﬁm%Bﬁﬁoiéb%%ﬁ using a
Li nux- based operating systemor, "as will "be descCribed in turther detai

herei n, cempulieraocrartodtapt dgviiceb@3i ssichl lagd ai Widelabger scomeuber

device. Further, th 1 be provided with i b address,
Fi 1 cuai | &SR0 SO0 TEYCBrot8core KRBINT oMty OFS EotscCea DRI dual s, such

as the mamahadiedr &f Qbmmuhe cdepbdy gdripisodncloughO@B3khl aceeser dagce with the
present disclosure, the server 12 is capabl e of being accessed by
inter_est@& g&éﬁleideéiovisﬁré(eﬁorltzalln?4uﬁlﬁd‘*tlﬁ@l!eﬁtse!?’ﬁétr‘ P“\E@relrd wi de web 25.
To this eBfmuhieataohen ihksTarnRAKEe RGBT callons, deuieeentuch as a
nodem built wthin it to allow comunication tween the server 12 and the
portal 24onfiuet eodmsdirest ddagdevitde wperaltlion ar evadi difkr equency 11 0

problem with the deployed product. Similarly, any

passenger on board the deployed product 14 could use his

or her own computer device 23 to access the server 12 and

thus the Internet 25, again as will be described in

further detail herein.

[0024] The server 12 may comprise any suitable computer or
processing unit known in the art. The server 12 may be a
hand~held sized microserver using a Linux-based operating
system or, as will be described in further detail herein,
may be a card adapted to be installed in a larger computer
device. Further, the server 12 may be provided with its
own web address, a firewall, and security protocols known
only to selected individuals, such as the manufacturer of

the deployed product.

[0025] In accordance with the present disclosure, the
server 12 is capable of being accessed by interested
parties via a portal 24 and the Internet or world wide web
25. To this end, the server 12 may have a communications
device, such as a modem built within it to allow
communication between the server 12 and the portal 24. The

communication device may allow for radio frequency
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communi cations such as cellular conmunication, satellite conmunication,
and/or wireless communi cati on between the server 12 and the portal 24. In
addi ti on, conmunications between the server 12 and the portal 24 may be
achieved by optical means such as an infrared |link. [0026] The portal 24
is hosted by an external server which nmay be any suitable server known in

the art. The. SELYFLonNOSLLAT Lhecporial 24nal80-08APPLOPLY B £o
comuni c&t 1O rHeans ‘assSocl ated Wi th i 0 al'tow i b garn access to and
be accessedmbyitheiselvendldr #0028Tesbatamgahheaedohybandeshotikd on the
server 12 may be_ downl oaded to_the portal 24 as desired, For exanple, the

server 19®FB§Tbé2prBgr BifreBOtb2 et fodiBaPAP1EERR 0SB HARAC2ELORBe ser ver

hosting phe,Rent 8he24ePlelk0180¥RL0RAABLRLAN 28PREYT bE S¥RAEScgUSY as when
an aircraft lands or when a truck or autonobile reaches a particul ar

dest i nat bphicThemegppsvench2amagnalisbrdoedl dadkdata to the portal 24 upon
the activation of a swtch by an operator onboard the noving platform

Al ternatively, the portal server may upload data to the mcroserver, such
as produgbofsl M gaMifl ONS i hdAadiwalarmeiisd h £ 101s aseas syHiych
interested parties. The server may_include an antenna 27 or the like to
facilital@y BacANWi PBLEABLEoARLHPEAKNBHD LB0OSBE FKE: pbPEaPed¥ehay be

provi dedpyit fiy ,EH@b565€Bl saf m@éehggogﬁpeahkﬁgteaeeﬁﬁﬁn&eaaygﬁnaticalIy
anal yze, organize, and sort the data which has been received from the

server l@ecaffheadabtaintegdrefithabtyteoniédwsatt hat gadinf ereas tonandities
gai n accgss to diffe%enghgortiong ?5 the data. For exanple, actual and
potentia ecEgFSﬁﬁ?g ¥ vERGSrof “a depl oyed product may form one
conmunity and

[0027] Data gathered by and stored on the server 12 may be
downloaded to the portal 24 as desired. For example, the
server 12 may be programmed to periodically download data
to the server hosting the portal 24 or to download data on
specific events such as when an aircraft lands or when a
truck or automobile reaches a particular destination. The
server 12 may also download data teo the portal 24 upon the
activation of a switch by an operator onboard the moving
platform. Alternatively, the portal server may upload data
to the microserver, such as product firmware revisions or
technical manuals for access by interested parties. The
server may include an antenna 27 or the like to facilitate

such wireless communication.

[0028] The portal 24 may be provided with a number of
software tools called gadgets to automatically analy:ze,
organize, and sort the data which has been received from
the server 12. The data is preferably sorted so that
different communities gain access to different portions of
the data. For example, actual and potential customers of a

vendor of a deployed product may form one community and
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12 0 have access to certain data, while support engineers and product
designers may forma second community and have access to another form of
the data. As can be seen from the foregoing discussion, the portal 24
offers great flexibility as to how and to whomthe data is dissem nated.
Still further, the portal 24 provides virtual shared spaces which all ow

for the common space, pasting and,access,of _infor L.on t depl oyed
pr oduct %Fﬁeaag angtgnggﬁggg gg;ﬁéeﬁ &&%t8&§P5F%§%%§6P%%9§n8ﬁﬁeers, field
operati vesgodand e¢engpeeduahydésirgnar Secohbe cpanmuali tx4 amely haveo be desi gned

to provide chat roons, bulletin boards, and_on-line neeting capabilities
where | RCEFSESt &8 paPthes Egrrcefmbhrcdeéan PR £38nP6t RERD %6899] One of

the advaphages bgoydlynaibkesRebhal 3¢ berthhabal bgrbwacyirangl ity can be
carried out in a“secure, wuser friendly, web-based environnment. Menbers of

a parti cdleadbdditryniay toahokwognidn toy whows &hei dgtanisi dentificati on and/ or

a password and.gain ,acgess,t rrent . infaormati about. a depl oyed
product.dﬁﬁgﬁﬁé atggVa%Ségé %8rﬁgﬁﬁg tﬁg B8FF5ﬁ gg PgOﬁﬁgPSit can be used
to upl oadréiaka, shafkedmephers whsthuallilers fozothearemmoheshaiceal
publ i cations, diagnostic prograns, etc. to the server 12. Thus, an

engi neer POgH1pEr REANPECESS0SEI dnfeSPatiogn abgusl 6y 88PEPYEGc PrPAYMta renot e

l'ocati on;usi;ngrbheq LpkeeReks Sefilahl ¥ustop@i% Ceuppgi-eer working in the

aircraft can gain access to a technical publication "outlining howto

repair aeogingemssi fieflidoppefrat igrampbad evenopghdulet sesignel2. As the

ConnunlC%%%O%ok%aaw94“%%y also be designed to provide chat rooms,
bulletin boards, and on-line meeting capabilities where

interested parties can communicate with each other.

[0029] One of the advantages to using the portal 24 is
that its functionality can be carried out in a secure,
user friendly, web-based environment. Members of a
particular community can log in by presenting an
identification and/or a password and gain access to
current information about a deployed product. Another
advantage to using the portal 24 is that it can be used to
upload data, information, instructions, software,
technical publications, diagnostic programs, etc. to the
server 12. Thus, an engineer can perform diagnostic tests
on a deployed product from a remote location using the
Internet. Similarly, a service engineer working in the
aircraft can gain access to a technical publication
outlining how to repair a certain situation, for example,
through the server 12. As the communication is two way,
access, upload, download, and execution of all such
information and data can be performed at the deployed

product or remote locations.
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access, upload, downl oad, and execution of all such information and data
can be perforned at the deployed product or renote |ocations. 13 0 [0030]
Access to the portal 24 may be gained in a nunber of different ways by a
vari ety of devices as described below For exanple, an interested party
can communicate w th the portal 24 through his/her personal conputer 38

and the owser on.the. conputer . _The,conputer, 38 _m e a PC
morkstatrQQBQ{ g%03§ﬁ45? %Pea &?gﬁloé%aHpnggp%%&Peﬁclgtatﬁé ore of a
user. Eveh @icpepehEerwdPsilyan vinietpedrcadeisry e dasedriBegai n access to

the portal 24. A wireless PCtablet 36 on the shop floor of a
manuf act ReEPY of F@ ReSHRIPP b§e d@pr batR¥eHa§d aP3BL Het 7 eFOTBUNESRHTRINi cate with

the por tal cRacn Mo oLt ahs 26n FBYGA! 500 P | Ho FOSRANT Catb ORI 8 t he

i nternal networ manuf acturer of or a vendor of the depl oyed
product . ahebhe t ieb poreowseR4on sthe bemputeond®ini Tlae i opmpmtérth@ net wor k

30, a securebdata?gipe ﬁztna¥ be used fg£.cra ers for automated data
exchange™®Y 1°%eli Ted/ th Dot PAI 2542 Neyt F L0 mehi at e hi Oh ¢ et heRr na
network 8P wtaa@ vhéech&ss oPDA uidP31fvdhea syshemdp smyimrl &9 be configured
to allowthe internal network 30 to comunicate directly wwth the server

12 via theterpetne2foymay P ngsed EneIabd adaresstofbhethertatvet- 12. Wen
network B0 Anither Seruere o sy TR 3 PR CZE From the foregoing.
di scussimanufheturer of the deployed product may also be used to

communicate with the portal 24. The portal 24 may also be

in communication with the internal network 30 of the

manufacturer of or a vendor of the deployed product. When

the portal 24 is to be in communication with the network

30, a secure data pipe 32 may be used for crawlers for

automated data exchange. If desired, the portal 24 may

communicate with the internal network 30 via a wireless

PDA.

[0031] The system 10 may also be configured to allow the
internal network 30 to communicate directly with the
server 12 via the Internet by dialing up the web address
for the server 12. When in such a configuration, a
firewall may be provided between the internal network 30

and the server 12.

[0032] As can be seen from the foregoing discussion, the
system 10 of the present disclosure has broad
applicability and can be used for a wide variety of
purposes. For example, as previously mentioned, the system
10 can be used by an engineer working for a manufacturer
of the deployed product to gain access to the server 12

and to then carry out a diagnostic operation or a fix on a
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system 10 of the present disclosure has broad applicability and can be
used for a wide variety of purposes. For exanple, as previously nentioned,
the system 10 can be used by an engi neer working for a manufacturer of

t he depl oyed product to gain access to the server 12 and to then carry out
a diagnostic operation or a fix on a 14 0 particul ar depl oyed product. Al

f thi b i.ed while th le platform14 is.i i d
"n o | obaEFoRUS BhotEPF UYL RECBHGEnGBRY PRUETSTorBInGenaaFRDHo T eturn a

depl oyedoftogHgl et @ha RBRUbAGt pletfbem diuagposhSmodndnr gpdi in h0033] The
system 10 na%_also be used to check the status of a depl oyed product. For
exanpl e, 1aragpepatremobe aremethe BRIANEBrantBURadVAYIANHeRABLIRIZOOMay

cont act rye fcula i it I or through
tho por Far i3 4oy Btk B e B e TP S PRL? "L 1 pl ane.
Al t ernat eudl yepaimanuf acturer of a jet engine nmay -access the server 12
through its network, again either directly or through the portal 24, to
ascertain the condition of a particular jet engine or a particular

conponent o83y herjets Raimel d GdetLrds N Wikt thatcieng "the MtAaponent nmay
require to servicing, and to collect data in determ ning product and fl eet
aver ages°fof Papleved prppedget Hesi gRaBRdSsuppoPPerIRPE Eanasévecthe

oroducti B 855 LaApEo A re A0 oo oD RHRCCEpRER, SeT SR RPE B2

di scl osupa aspahatcutamagibplensi| gishdrchéapkylynstakhedugh the
portal 24, and learn the location of and the status of
that airplane. Alternatively, a manufacturer of a jet
engine may access the server 12 through its network, again
either directly or through the portal 24, to ascertain the
condition of a particular jet engine or a particular
component on the jet engine to determine when that engine
or component may require to servicing, and to collect data
in determining product and fleet averages for improved
product design and support. This can save the manufacturer

unnecessary warranty, maintenance wear, and spare parts

production costs.

[0034] One advantage to the system of the present
disclosure is that it may be easily and cheaply installed
into a vehicle. For example, the server 12 may be
installed in the cabin of an aircraft, by using existing
test ports already wired into the engine/airframe. Once
installed, the server 12 generates a local wireless
intranet in and around the deployed product capable of
operating in conjunction with, or independent from, the
Internet. The microserver 12 can act as a coordinating
server in communication with other computing devices,

servers, and systems onboard the deployed product.
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into a vehicle. For exanple, the server 12 may be installed in the cabin
of an aircraft, by using existing test ports already wired into the
engine/airframe. Once installed, the server 12 generates a |ocal wreless
intranet in and around the depl oyed product capable of operating in
conjunction with, or independent from the Internet. The m croserver 12
can act as a coordinating server in comrunication with other conputing
devi ces, servers, and systens onboard the depl oyed product. 15 0 [0035] As

i ndi cat eqoabsye . aqtiddieedd dmywde fesiimdd et tay asd rdediggiessd o data
on the server. One exanple where this may be particul ar _advant ageous may
be with respsdett sccgseckaf dabagPResheaserigrcaPed PHARPES. WReERd 3, an

engine 50:8fnay Bur phathcligadeRichilag8UEE A8y2588: LH! BhgBecengpne used
for propulsion.”lIn stch an engine, a n case ~51 surrounds” conpressor
section 82rcaafbnbugtinen.sdst indicBdedand &IGErbknendedti en BBgifhe

conpressor. section,52 ingest anb'eat air congresse that air and directs
t he congpeg_eanaPFrFGaFﬁelép BeEEE 'séBFPoﬁSS Wiér 6"FH'S  conbined with
fuel andehghhtedsedhgok-epibbungieanbust kaeh gasesaginwd,ch @ra waey hot and
rapi dly expanding, are directed to the turbine section 56 where they

i npart  f 8fceurreUngdearaBPEcprageseCrhenbpdded FOTRNETARE E8GEECR shaf t
asserbl y538 exliendingypiNLoudh i 8Rgi ARt BohoLaLe aSsopelly Spnce bl ades

of the conpressor section are nounte 0 sanme s assenbly 58,
t he conpiegests sabtieoh 52ry;otatmpseasewelkthatt herebypdddanenysi hheor e

ambi ent %g&p%ggsggrggEu%Ei@getggmgﬂgkggnc %E%ion 54 where it is
combined with fuel and ignited. The resulting combustion
gases, which are very hot and rapidly expanding, are
directed to the turbine section 56 where they impart force
to rotatable blades. The blades rotate and cause a shaft
assembly 58 extending through the engine to rotate as
well. Since blades of the compressor section 52 are
mounted to the same shaft assembly 58, the compressor
section 52 rotates as well, thereby drawing in more

ambient air and perpetuating the engine cycle.

[0036] Operation of the engine 50 is controlled and
monitored by an electronic controller or control box 62,
known by different acronyms within the industry such as,
for example, a FADEC (Full Authority Digital Engine
Control) or an EEC (Electronic Engine Control). Such a
controller 62 receives data from the engine by way of
hard-wired inputs, wireless inputs, RF ID tags and the
like, calculates correctional signals to optimize
operation, and transmits control signals back to the
engine. The means for controlling the engine may employ
any known technology, but generally performs as an

electronic fuel control or injector taking power and
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[ 0036] Operation of the engine 50 is controlled and nonitored by an

el ectronic controller or control box 62, known by different acronyns
within the industry such as, for exanple, a FADEC (Full Authority Digita
Engine Control) or an EEC (El ectronic Engine Control). Such a controller
62 receives data fromthe engine by way of hard-wired inputs, wreless

i nput s, I ags and the .lik alculates correctignal .sign t
optinizeEEBBE%;?iSHTmﬁﬂgsﬁﬁéﬁgﬁiﬁsEESWt#@? S?gﬁ%ﬁ %ggkagBUFﬁéggzng?ne. The
means foengonkr ebhitRgit be preivnaenBieedpbo¥edapywkpownhteEhoobogy, but

general ly Eerforns as an electronic fuel control or_injector taking power
and 16 0°thest electsARafdSPEEEAAI Ba¥r dRFLAESCBCRPPE2ARBYaBf uSRFAS engi ne

control Bgesgg}é{jge Iﬁ;nelfla;hggg HB‘ég%rBEQ?aéEEQl%?b%hﬁ&uﬁk@&t §AnhC control

may inclu ufality o rds oards, 1 ncluding a notherboard,
sl i dabl yraountédtha BECL atheotatrte/BE&€rdFheecaids/ bopnts feowi ¥hei nputs

fromthe cgckgit gnd various enﬁine sensors, nd _out uts.siggal to

vari ous ¥aF¥BSafBc3atr8rE §PIthe ERBPRESto 8$f88?88£8 Si8 oBe?%tion. The
control | gpr63uBByail fekUdRdaBoaBteNBacE3thk0chgehki tat erveeehass

communi cation. [0037] As the software or algorithns used by the engine 50

i n doi ngithi sPRugthenpr 8pei epPLretler RAymaYhépgilydepan aegﬁﬂaﬁlé3to keep

such information;from gut.shde0RsELVRE Satibh.1S necessary to ensure such

software I's executeg ina sare or cﬁosea capacity. In prior art engines
wherein wreless capability is not provided, this is relatively easy to
acconpl i ?BOEL)]t ast t':[hoe aolf]cwaa{:feesgr ta g}ohreitsnonﬁst V@geed by the engine 50

in doing this may be propriety, or it may otherwise be

desirable to keep such information from outside observers,

it is necessary to ensure such software is executed in a

safe or closed capacity. In prior art engines wherein

wireless capability is not provided, this is relatively

easy to accomplish in that to gain access to the software,

a user had to be hardwired to the controller 62. However,

as the present disclosure provides a microserver on the

engine 50 and thus enables wireless communication with

remote computing devices, a system is provided to more

internally protect the proprietary software.

[0038] Referring now to FIG. 3, the dual-architecture card
64 of the present disclosure is depicted as the mechanism
by which such protection is accomplished. As shown
therein, the dual-architecture card 64, which may be
mounted directly within the EEC 62 along with other
electronic cards, includes a closed architecture section
66 and an open architecture section 68 connected by a high
security connection 70. Engine control algorithms are
processed by the closed architecture section 66 for

operation of the engine 50, and only data processed or
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a user had to be hardwired to the controller 62. However, as the present
di scl osure provides a mcroserver on the engine 50 and thus enabl es

wi rel ess conmmunication with renote conputing devices, a systemis provided
to nmore internally protect the proprietary software. [0038] Referring now
to FIG 3, the dual-architecture card 64 of the present disclosure is

depi cted, as the hani sm__by i_ich.such protectiaon_is _acconplished. As
shown théﬁ@?ﬁ?dgﬁ ydﬁb@-&#@ﬁﬁggéfﬁpé%ggF T84 SOGHOR %&ylﬁe%BﬁBunted

di rect |y cWnidiind i@ dEEG @%eabg'é@l wirlh iellRefnreelkection gscands, includes a
cl osed architecture section 6 and an open architecture section 68

connect e@cs¢sg Riyghntegegitiedy béghi€st-i on 70. Engine control algorithns are
processed by the closed architecture section 66 for operation of the
engi ne 50, and only data processed or 17 0 "cl eaned” by the closed

ar chi t ect[@089decT o canc &binp 51 $hesucle ofmmic caned tloe thkospdn architecture

section 68 fqr. access by.interested.,parties. [0039] To acconplish such
function?FcEH§e€F8§§dse %&ﬁptgépﬁﬁg §5€9P8ﬁ @@LU€§ P& Fudé °6FE 56 *nor e
Processor® ahd ¥3nd 07 mdrdMhPuityRtickAt Rty idew gas The Bheseldosed
architecture section 66 may include a smart signal conditioner 76 having

vari ous Rirchdpestassosscdion £6 ngrednelivge maisHeEtasdenéli ps or nodul es,
di agnost b, TRUHES: 1GOIRLARIOL 3RS HIREHID JRANES € o gl ch T Un
proprietary, enbedded engi nespecific algorrthns that process engine data
r ecei ved piregihotrigien madensoancés chilps cohimpsiuded , modualoessarie har d- coded i nto
the snar%aﬁ&yggr compressor stall analysis modules, etc. which run

proprietary, embedded engine-specific algorithms that

process engine data received from engine sensors 75. The

chips and modules are hard-coded into the smart signal

conditioner 76 so as to render their algorithms

inaccessible to the other operators, such as original

equipment manufacturers (OEMs), with data access. The

closed architecture section 66 can then feed calculated

data and signals back into engine controller 62 and other

aircraft systems such as hydraulics, landing gear, flaps,

and mission profile, for real-time mission adaptive

processing and performance optimization.

[0040] While it may be desirable to prevent proprietary
algorithms and data from being accessed, certain data
which has been processed so as to prevent the algorithms
from being reversed engineered or the like, may be
advantageously accessed by outside, remote users.
Accordingly, the open architecture section 68 may include
one or more processors 78 and a microserver 80. As with
the microserver 12, referenced above, the microserver 80
generates a wireless system or intranet about the aircraft

or engine 50 enabling communication with the Internet as
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conditioner 76 so as to render their algorithns inaccessible to the other
operators, such as original equipnment manufacturers (CEMs), with data
access. The closed architecture section 66 can then feed cal culated data
and signals back into engine controller 62 and other aircraft systens such
as hydraulics, landing gear, flaps, and mssion profile, for real-tine

m ssi on adaptive _processing and f or,mance i_m zation 040] Wile it
may be d §iFaﬁpgagoaﬁFévgﬁF%8F5pﬁ'g@érﬁg?aFS&ﬁgbﬁﬁsng Hoﬁgtgger bei ng
accessedsagentaice datathehingirbasrheen Foecessepls) asyt aoprewent the

algorithnms_  from being reversed engineered or the |ike, may be
advant ag@6bepgeactabdafddbyeBatsi §eMPuEAbte 0gyéEss 8BcESr dPAGLRLCt he open

architectuyre, sectian, 68 Y oleNGhud D8 Q@ LEGPLRCESSRr $148 and a
nicroser&e? g%.%kg wF?hwg?hg nic%ogg;gere%ZF@FS er ence above, the

m cr oser peocé@segenatat.es a wirel ess systemor intranet about the aircraft
or engi ne 50 enabling communication with the Internet as 18 0 by a | ocal

area network (LAN) 82, cellular network 84, or satellite 86. The

m croser {@41f0raex aihiSer NBY ROSStA cHRPPEOEy eNaPl bdg hepuse conputing

devices 88 to log into the webpage by way of the Internet 89 and receive
the pro&d®deyedasich] 864 1putnpolurBalted tempre sksrpucrngude¥isces may be

el oyed o3 ch aptopPUnBal lsMobed ok 8Tk IR EATPULEL 3 e 1425 baPL OP
conput ers 92,a%er$onapg§i§ffal dsSrstants 3%1 cel%ulér phones 96, and
wi r el ess ceCludblrephod8s BB, dandgwiseleasuPer tiablatlso®&t.i dn dermige from t he
ai rbor ne . . .
so, a user in a location remote from the airborne
aircraft, such as in an office, home, or maintenance
facility, can gain access to certain engine data while
maintaining the proprietary nature of certain engine
algorithms. The engine 50 is able to do so due to the dual
architecture card 64 and its smart signal conditioner 76
and high security connector 70 between the open
architecture section 68 and closed architecture section

66.

[0042] In another embodiment, the closed architecture
section 66 includes its own microserver 100. The
microserver 100 may host is own webpage, and by way of a
secure internet connection, enable owners of the engine to
gain access to the raw engine data, or modify the
proprietary algorithm. Such a system may enable software
upgrades from remote locations while still preventing

unwanted access.

[0043] From the foregoing, one of ordinary skill in the
art will recognize the teachings of the disclosure can
enable remove access to certain real-time data of a

deployed product while still protecting certain other data
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aircraft, such as in an office, hone, or maintenance facility, can gain
access to certain engine data while nmintaining the proprietary nature of
certain engine algorithms. The engine 50 is able to do so due to the dual
architecture card 64 and its smart signal conditioner 76 and high security
connector 70 between the open architecture section 68 and cl osed
architecture %%ctlonOfG he[ggéﬁk eg aggth%% %gg%dbggﬁg %RS %hgs

ar chi t ectar 8°'s&8troR 66" nc <% S i EFSePYEHI186™T m cr oserver

100 may hestssedowdhwebpape, sgadehyhaaybebnadese@mbedlw&ehnet connecti on,
enabl e owners of the engine to gain access to the raM/en |n§ %ﬁta or
0

modi fy tﬁ@fe5?85ﬁléPa?&rgFégFlﬁﬁﬁﬂnS§chl§ dystenPrafnerasrec
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[0043] Fromthe foregoing, one of ordinary skill“in"the” art will recognize
t he t eacHefigsedf helreidebolvesure can enabl e reane access to certain
real-tine data of a deployed product while still protecting certain other

data 19 0 or software of the deployed product from being renotely

accessed. Wile the system has been described with reference to aircraft
engines, it is to be understood that it could be used on any other form of
depl oyed product as defined herei nabove. 20 0 CLAI M5
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What is clainmed is: 1. A gas turbine engine conprising: a conpressor
section; a conbustion section downstream of the conpressor section; a
turbi ne section downstream of the conmbustion section; a casing surrounding
at | east one of the conpressor section, conbustion section, and turbine
section; an electronic controller nounted to the casing, the electronic
controller controlling and nonitori §ration of the engine; and a

dual -architecture card nounted in t@%A@ﬁectronic control box, the

dual - ar chitsactiy e leamédd nad:udi ng an open architecture section and a cl osed
architecture section, the open architecture section including a

m croserver. 2. The gas turbine engine of claiml, wherein the mcroserver

hosts a web page, the ek page haNgArdpridddigess available for a
plurality of Internet” protocols. 3.” The gas turbi'ne engine of claiml1,

wherein the i crogsessOyetsrtdiees a Wi rel ess system surroundi ng the
engi ne and ad%pt ed.to.connect .t.o the Internet. f4. The gas t urbi ne engi ne of

claim1, wher r?q“}?émt&o&§§c§:rlcﬂﬂ t rtetesaélbtol or?h(?f SRE§FTa " ar chitect ure

card runsdyieps; etary, engine-specific, algorithns inaccessible by the
open architecture section. 21 0 5. The gas turbine engine of claim4,
further incl ®itFRANE FSEF-1Bo [ WEREESADH & HFsoq

section;

a casing surrounding at least one of the compressoxr
section, combustion section, and turbine section;

an electronic controller mounted to the casing, the
electronic controller controlling and monitoring operation
of the engine; and

a dual-architecture card mounted in the electronic
control box, the dual-architecture card including an open
architecture section and a closed architecture section,

the open architecture section including a microserver.

2. The gas turbine engine of claim 1, wherein the
microserver hosts a web page, the web page having an IP

address available for a plurality of Internet protocols.

3. The gas turbine engine of claim 1, wherein the
microserver generates a wireless system surrounding the

engine and adapted to connect to the Internet.

4. The gas turbine engine of claim 1, wherein the
closed architecture section of the dual-architecture card
runs proprietary, engine-specific, algorithms inaccessible

by the open architecture section.
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architecture section and other cards within the engine control box, the

cl osed architecture section receiving raw engine data fromthe other cards
of the engine control box, executing the engine-specific algorithnms based
on the raw engine data, and transmitting control signals to the other
cards of the electronic control box to nodify operation of the gas turbine

engine. 6. Th gas., urbine,engi.ne of ¢claim1l rein | osed
architecture gectloh i HePuaé esga m cr %3§v§¥ c%ﬁﬁﬁhﬁ pr?u‘ra%ine engi ne of

claim 1, inbeundingt hecldsab-abepi teatuove beckeeon thelumesea snart si gnal
conditioner, 8. The gas turbine englne of claiml1l, wherein t
dual - arcﬁFFEéF@FEuéﬁrﬂeFEFPﬁanﬁne DREsCArAPgNiLReDr PR eﬁﬂﬁﬂ%ctor bet ween

the OpencéhE?bieBBQretﬁ@CEEQQeénQrEhQ%@QtuﬁéCBéEEEBHrEeééE%iH? r& The gas
turbine engine of claim 1, wherein the mcroserver connects to the

InternetebglmaydetaafromatheaOEhenetaadR.Oioth¢hengéEetG©btﬂ@lengine of
claim1, wherei e server _connects Lo the |nternef .b of a
c_eIIuIarb ﬁetﬁé?&up Tgn#ﬁg SﬁglPﬁrﬁPﬁglgﬁalﬁe of tbms Bisedm%%r§¥% t he
m croseryaly eagnaet 8ate,t Aadl skensRicbynyayontreat eiyhbks td2tRe

other cards of the electronic control box to modify

operation of the gas turbine engine.

6. The gas turbine engine of claim 1, wherein the

closed architecture section includes a microserver.

7. The gas turbine engine of claim 1, wherein the
dual architecture section includes a smart signal

conditioner.

8. The gas turbine engine of claim 1, wherein the
dual-architecture card further includes a high-security
connector between the open architecture section and closed

architecture section.

9. The gas turbine engine of claim 1, wherein the
microserver connects to the Internet by way of a local

area network.
10. The gas turbine engine of claim 1, wherein the
microserver connects to the Internet by way of a cellular

network.

11. The gas turbine engine of claim 1 , wherein the

microserver connects to the Internet by way of satellite.
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