WO 03/ 079196 PCT/ CA03/00402 System and Met hod of Secure Garbage Col |l ection
on A Mbile Device RELATED CASE This application clains the benefit of and
priority wo oskr4ieel States Provisional Patent Applicati onPSarGaab/oNNo2

60/ 365, 515, filed March 20, 2002, 5 the entire disclosure of which is

i ncorporated herein by reference. BACKGROUND 1. TECHNI CAL FI ELD This
invention relates generally to nobile devices and nore 10 particularly to
secure nmenory techni ques on a nobile device. 2. DESCRL PITI ON OF THE RELATED

ART Many knoiystesian f et Becyrmzavhage GoHestion on A-Mokde Beviess; g Java to
send, receive, or at |east use data, voice, and/or nulti-nedia
(audi o/ vi deo). 15 These obj ec RELAEDHeASE ol ved in sensitive information

fromcellular networks and with many different services. However, garbage
col | ecti on oper aThisragpligatiers elainisythp dienesit ras ang rpriesiby [ Uaisd e@$shave security
deficiencies. A non-limting exanple of the deficiencies includes

col | ecti on ®fovisiomakBatbraAmlictijon Segal Nar60808.4p5. diledMyprch12B8%s a t ypi cal
state of a heap 20 between garbage collections of unreferenced objects. A
typi cal gar degaticalidcistm of which & incrrpdratadhaeip b eefensres. | ow bef ore col | ecting
unreachabl e objects. Thus, an object nmay beconme unreachable well before it
is collected. 1

BACKGROUND

1. TECHNICAL FIELD
This invention relates generally to mobile devices and more

10  particularly to secure memory techniques on a mobile device.

2. DESCRIPTION OF THE RELATED ART
Many known mobile devices support objects, such as by using Java to
send, reéeive, or at least use data, voice, and/or multi-media (audio/video).
15  These objects may be involved in sensitive information from cellular networks
and with many different services. However, garbage collection operations
presently performed on mobile devices have security deficiencies.
A non-limiting example of the deficiencies includes collection of
unreachable objects. For example, Fig. 1 shows a typical state of a heap
20 between garbage collections of unreferenced objects. A typical garbage
collector waits until memory becomes low before collecting unreachable

objects. Thus, an object may become unreachable well before it is collected.



WO 03/ 079196 PCT/ CA03/00402 This creates an unpredictable w ndow of
opportunity for an attack, especially if the nenory recovery itself is not
secure. VSOMMORN9 5 I n accordance with the teachi ngs di sclPosarhobesszn, a
secure garbage collection systemis provided which includes a

m croprocessor, and an addressable storage, having a heap and a secure
gar bage coll ection software nodule capable of calling a wi pe function.
When the secure garbage collection software nodul e has det ected that

obj ects i n Thiechaeapamwpratictable windhwI9f eppartunity £ @ | ajfacke 83P5FAY t he menory
they were using by calling the w pe function. In another enbodi nent, the
secur e gar hifige npmdrpotcoany eelf ibaottsedugggered i n many different ways,
including but not limted to the steps of: waiting for a trigger,

perform ng subsequent steps for all secure applications, requesting that 15
a secure application unreference sensitive objects, perform secure garbage

collecting, and determine if allSIQMARY applications have been processed.
BRI EF DESCRI PTI ON OF THE DRAWNGS Fig. 1 shows the state of a typical heap

bet ween ginr ef er gncecbrodicectith tha Geadsingsydisclésed ieregarabsegerecgattiagetor; Fig. 2 is
a bl ock diagram showi ng an exenpl ary secure garbage collection system
accordi ng t ge&icanbrénrastprefidddne/hichviadihdesna Microprocessor, and an
addressable storage, having a heap and a secure garbage collection software
module capable of calling a wipe function. When the secure garbage
collection software module has detected that objects in the heap are
10  unreachable, it securely reclaims the memory they were using by calling the
wipe function.
In another embodiment, the secure garbage collection may be triggered
in many different ways, including but not limited to the steps of: waiting for a
trigger, performing subsequent steps for all secure applications, re;questing that

15 a secure application unreference sensitive objects, perform secure garbage

collecting, and determine if all secure applications have been processed.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 shows the state of a typical heap between unreferenced objects
20 using a known garbage collector;
Fig. 2 is a block diagram showing an exemplary secure garbage

collection system according to an embodiment of the invention;



WO 03/ 079196 PCT/ CA0O3/00402 Fig. 3a is a block diagramillustrating in
greater detail the physical view of an exanpl e addressabl e storage of Fig.
2, featurwog3pijiects in RAM and Flash in an exenpl ary cryporampapinioz
nmessage view ng application. Fig. 3b is a block diagramillustrating the
| ogical viewof Fig. 3a; 5 Fig. 4 is a flow diagram show ng an exanpl e
nmet hod of triggering secure garbage collection on a nobile device
according to an enbodi nent of the inve_nti,on;qg.@ﬂlr:i(g 5 is_a. flow diagram

I

showi ng an exanpfig reistroblogk dingeam dluglatingde er fail; e Pl by

unr ef erenced obj ects are securely garbage collected 10 according to an
enbodi nent viewtdfeniensmpie iaddressehle stogep of Figo Lotertuging gpisets i RAM r at i ng
software conponents for use in secure garbage collection on a nobile
devi ce; andatd Flashin asexzmpbineersiptographia giessageovicvng arbiepliar y wi rel ess device' s
conponents. 15 DETAILED DESCRI PTION Wth reference now to the Figures, Fig.
2 is a block di agjgainishblackhdiagam ibxstatingthy logiselmew gilisatfe col | ection system
300. The system 300 anong other things secures sensitive information,
whi ch may exi st Fip. 4 tis adluw diapgpam?thosingsan ExagplePaethodalfl tigdepngmat i on
Managenent (PIM, or may arise from comunications such as voice and/or
vi deo cal | s gecah0fatbap® s61RGiidtgors £ mobite device according to an embodiment of
the invention;
Fig. 5 is a flow diagram showing an example method of secure garbage
collection whereby unreferenced objects are securely garbage collected
10  according to an embodiment of the invention;
Fig. 6 is a block diagram illustrating software components for use in
secure garbage collection on a mobile device; and
Fig. 7 is a schematic diagram of an exemplary wireless device's
components.
15
DETAILED DESCRIPTION
. With reference now to the Figures, Fig. 2 is a block diagram showing
an exemplary secure garbage collection system 300. The system 300 among
other things secures sensitive information, which may exist on its own, may
20 arise from Personal Information Management (PIM), or may arise from
communications such as voice and/or video calls, short messaging service
(SMS) communication, e-mail messaging, web page communication, and

wireless access protocol (WAP) communication. The system 300 enables
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(SM5) comuni cation, e-mail nessaging, web page communi cati on, and

W rel ess access protocol (WAP) conmuni cation. The system 300 enables 3 WO
03/ 079196WB@3HAOB/ 00402 secure decryption techni ques anaCTaEAIB/E0402

persi stent storage techniques. Many different types of nobile devices may
utilize system 300, such as personal digital assistants, nobile

communi cati on devices, cellular phones, and wreless two-way communi cation
devices, as well as in any device that has 5 sensitive information. The
exenpl ary s®ecur degrplivagechnisiupeand $AUS PSS Horags teghyques. MaRy ydes  a

m croprocessor 110, and an addressabl e storage 120 connected to

ni cr opr ocesdifferettl Gpesyofamdbiteaddyipss 189 vtifipe systrm 9% Mk as PEAMGE 120 stores

m croprocessor software nodul es 140, heap 150 and reference table 160. 10
M cr opr ocesdigital s efststmatse rietilei pohmusatignndevices, welpBart pheniep0d1d 70, The
native wi pe function 170 can obliterate the data in a portion of

addr essabl ewirslbar mgevdy2@mnSwidation devicaacas welb a§ in ayedevige thatdgs anmi ng

| anguage is the function 'nenset()', which could be used to wite over
data w th aldnsities @6smatid. ones, or with randomdata to thwart

sophi sticated nenory recovery 15 techniques. M croprocessor software 140

al so may i ncl uderhé extmplarysaaii pebageablevevesBGd 300a0f Figy 2andwlesr e gar bage
col | ector software nodul e 205 capable of using native w pe function 170,
as wel |l as Rejnigoprblessot 0118 CAES apbjdeitdssablen stdremp 126 0conhectedefier ence tabl e

160. Such software 140 may be used in many
microprocessor 110 by a data bus 130. The addressable storage 120 stores
microprocessor software modules 140, heap 150 and reference table 160.

10 Microprocessor software 140 includes a native wipe function 170. The
native wipe function 170 can obliterate the data in a portion of addressable
storage 120. Suitable functions in the 'C' programming language is the
function 'memset()', which could be used to write over data with all zeroes, all
ones, or with random data to thwart sophisticated memory recovery

15 techniques. Microprocessor software 140 also may include virtual machine
software 200, having a secure garbage collector software module 205 capable
of using native wipe function 170, as well as being able to access objects in
heap 150 via reference table 160. Such software 140 may be used in many
different implementation environments, such as object-oriented environments

20 (e.g., Java).

Virtual machine software 200 is capable of interpreting virtual

machine instructions found in software modules 210. A specific virtual

machine software module (e.g., secure viewer application 220) is shown, and

4



different inplenentation environnents, such as object-oriented environments
20 (e.g., Java). Virtual machine software 200 is capable of interpreting
virtual weaohioraoé nstructions found in software nmodul es 2POT/CA03p@ORf i C
virtual rmachine software nodule (e.g., secure viewer application 220) is
shown, and 4 WO 03/079196 PCT/ CA03/00402 will be used as an exanple
application which uses secure garbage collection techniques. Secure viewer
application 220, when executed by virtual machine software 200, results in
vi ever obj ewill iowseB @b ay example aprigation Waigh uses gecuraseybass collentign vi a i ts
corresponding @ 35V entry in reference table 160. Viewer object 10V coul d
be, for i nstemes.a user interface object which displays sensitive
information in a sensitive object, such as object |I0S. Viewer object 10V
pref erabl y dynarSecatel viegemeapiicaionsP8s iviher eexeditasc by Mirsiat rgashisecur e obj ect
70E by authentication in viewer application 220. 10 For instance, if secure
obj ect 70E bdftvame 300/ feEilesnior yiperdobjest sXye being redlacaiesh il heapel¥hj ect 10S is a
clear unencrypted version of the SSM M nmessage, dynam cally generated by
secur e Vi ewadcessid via s camespordinge@Y25V éntry it hiferencagebla oS MAWE e- mai | vi ewer
application, preferably by obtaining and applying a private key to

encrypt ed ShijkdEL0E 6@ ebepliprembtatBFa kb Heafacd $Djentiyvhivk qisplaysti oned so t hat
sensitive objects, such as object

sensitive information in a sensitive object, such as object 10S. Viewer object
10V preferably dynamically generates sensitive object 10S from secure object
70E by authentication in viewer application 220.

10 For instance, if secure object 70E is an S/MIME encrypted message,
then sensitive object 10S is a clear unencrypted version of me S/MIME
message, dynamically generated by secure viewer applicgtion module 220, in
this case an S/MIME e-mail viewer application, preferably by obtaining and
applying a private key to en(;rypted S/MIME message object 70E.

15 Heap 150 may be partitioned so that sensitive objects, such as object
10S are distinguishable from secure objects, such as objeét 70E, as illustrated
by regions 152 and 157 which respectively bound sensitive and secure
portions of heap 150. It should be understood that many different partitioning
configurations (or none at alf) are possible with respect to handling sensitive

20  and secure objects in order to fiE the situation at hand.

Also shown is a portion of heap 150 which is unreachable, illustrated
by region 155. Region 155 contains objects 10V', 10S' and 70E' which are no
longer referenced by other objects, and as such, are suitable for garbage

5



10S are distinguishable from secure objects, such as object 70E, as
illustrated by regions 152 and 157 which respectively bound sensitive and
secure paotorEIo©f heap 150. It shoul d be understood thatCraonp3didot er ent
partitioning configurations (or none at all) are possible with respect to
handl i ng sensitive 20 and secure objects in order to fit the situation at
hand. Al so shown is a portion of heap 150 which is unreachable, illustrated
by region 155. Region 155 contains objects 10V, |0OS  and 70E which are no
| onger r ef ecallactiog. Diptiest thei oljent d@B'sis hertungeachals, andy sensitive.t OBk for gar bage

5 WO 03/079196 PCT/ CA03/00402 collection. Notice that object 10S is both
unr eachabl e7CR\i totnsirtachable adjseare, pdereas apjasbl V' iserdnemeashablend secure,

wher eas object 10V is only unreachable. Returning to the S/M M vi ewer
appl i cati on 220 Rewanipkep tbbjSMIME viewer applratign @20 oamplee obis¢teachabl e, for
instance if the SIMME viewer 5 application stopped displaying viewer 10V
in responsel0V, a0$eindt ZWEags agreachalse,r for rinmad%tl@o&ﬂﬂwé) VRWSS, if viewer
10V was the only object having references to sensitive object 10S and
70E' , when tjpticateheteped displafify viesvek 38V, in rajponsehtoere dalésp ausssagar e candi dat es
for garbage collection. Notice however that object 70E, although
referenced QgervitewRe cdBMhand.s Tus,if viesac hOV| wasaihd ambcobject t@vipg. g. encrypt ed
S/'M ME - perhaps because it was the previous nessage viewed by viewer

OV and was rdigtncdeloatasativeyobidae] 0$said) 70ESedhe the gefetoacpeodOVIiedisbr nodul e 205,

once it has detected that objects
all three objects are candidates for garbage collection. Notice however that
object 70E, although referenced by viewer 10V", is still reachable and secure
10 (e.g. encrypted S/MIME — perhaps because it was the previous message
viewed by viewer 10V' and was not deleted by the user).

Secure garbage collector module 205, once it has detected that objects
10V', 10S' and 70E' are unreachable, securely reclaimé the memory they were
using by calling native wipe function 170 to wipe, at least object 10S', as well

15 as optionally objects 10V' and 70E'. Optionally, all garbage collections use
the wipe native function 170 thereby treating all objects as sensitive.

With reference to Figs. 3a and 3b, Fig. 3a is a block diagram
illustrating in greater detail the physical view of an example addressable
storage of Fig. 2, featuring a reference table, a viewer object in RAM, a

20  persistent encrypted object in Flash, and a transient sensitive object in RAM,
in an exemplary cryptographic message viewing application.

Fig. 3b is a block diagram illustrating the logical view of Fig. 3a. Both

are described next.



10v, 10S' and 70E' are unreachable, securely reclains the nenory they were
using by calling native w pe function 170 to w pe, at |east object 10S, as
wel | 15 awoopianal |y objects 10V and 70E . Optionally, alPCTgavwbag®2
collections use the wi pe native function 170 thereby treating all objects
as sensitive. Wth reference to Figs. 3a and 3b, Fig. 3a is a bl ock diagram
illustrating in greater detail the physical view of an exanpl e addressabl e
storage of Fig. 2, featuring a reference table, a viewer _object in RAM a

20 persistent ensr yabieed 168Kj et refareppessebiecintSa 2p¢ RIS MOEsHfsi ti ve obj ect
in RAM in an exenplary cryptographic _rressag(i()a view ng application. Fig. 3b
is a bl ock illusipteains ithel mEght appeaysamppsvhesdn RAM 9 eifleh 887 g, 3a. Both are
described next. 6 WO 03/079196 PCT/ CA03/00402 An object by that references
obj ect 10S and obiediusTa& isar eféirbroagahiaBBositated sepewhicghin BAMear somewhere
in RAM 20 or Flash 80. Also illustrated is a reference table 30, situated
somewher e i 70. AAMref2@nceTihlsle B@ hey enem! stabpeeldfetinSS5¥e iy, S0EL 008 age el enment s
(35Vv, 35S, 35E) of a 5 fixed size "w' 37 to sinplify the indexed access to
st or age ! effdit Sze 'HACH wwssdpkfycha fyelexddeavesss t¢ $6ige 8BBenB5Mackkor r esponds to
an object (10V, 105, 70E) which are located in an addressabl e space, here
consi sting @fed RAVhROeleraeid (3318358 B5E)Faurespondpiocarobpjeat t(LOV, 109, f i nds
correspondence with storage elenent index "v" 35V, object E 70E finds
corr espondeng®) Whith astiedat@den an addressable space, here consisting of RAM 20
and Flash 80. For example object V 10V finds correspondence with storage
element index "v" 35V, object E 70E finds correspondence with storage
'10 element index "e" 35E, whereas object S 10S finds correspondence with
storage element index "s" 35S. The addresses 40V, 40S, 90E) of
corresponding objects (10V, 108, 70E) are stored in storage elements 35V,
35S, 35E) so that knowing the index of an object in the reference table 30 it is
possible to obtain the address (40V, 405, 90E) of an object (10V, 10S, 70E)
15 respectively, This is done by first obtaining the address @R 50 of the
reference table 30. Then, given an object's reference, such as "s" 558 for the
example V object 10V, the address of the storage element @(R+v*w) 60V can
be obtained by multiplying the index 55V "v" by the size "w" 37 of each
storage element.
20 Since the "v" storage element 35V holds the address of the
corresponding object V 10V, resolving the contents of the storage element
35V provides the address @V 40V of object V 10V in RAM 20. Similarly,
the "s" storage element 35S, when resolved provides the address @S 40S of
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10 el enent index "e" 35E, whereas object S 10S finds correspondence wth
storage el enent index "s" 35S. The addresses (40V, 40S, 90E) of
correspomaprgionapect s (10V, 105, 70E) are stored in storageTatsseons (35YV,
35S, 35E) so that knowi ng the index of an object in the reference table 30
it is possible to obtain the address (40V, 40S, 90E) of an object (10V,
105, 70E) 15 respectively. This is done by first obtaining the address @R
50 of the reference. table 30. Then, given an _object's reference, such as
"s" 55S f orobjdeb 102 HaRAMe20/ apdihed’e” StoRze lRBCHFIEQORHI Ppddeshr age el enent
@ R+v*w) 60V can be obtained bg/ mul ti pl yi.n‘gws he index 55V "v" by the size
"W 37 of e@EOESH objagte/0B i iash 50. 20lsasshona is hew eaph obiegl(39® Pement 35V hol ds
t he address of the corresponding object V 10V, resolving the contents of

t he st or age70H) enmnins wibM ifsrfowad iis "thisaefartnead 85\@P 580 Hfrelatsi &t vV 10V i n RAM
20. Simlarly, the "s" storage elenment 35S, when resolved provides the
address @ the Sefaknce?tabt®303/A050%h06n ROTVCADRLOYAOY copljnsctithios | n RAM 20, and
the "e" storage el enent 35E points to an address @ 90E of object 70E in

Fl ash 805 Aosfatsheferencs "Ioa§Eaaobjectd 8, and @wferen®,"S" 890 abisst ai ns wi t hi n
its format its "this reference" (55V, 55S, 55E) related to the reference
tabl e 30. Af30S.siTedalloss hewtinelpatett Wwithiy the sodpeiofisbjactt VilBVitake 5 for mat a
reference "E' 65E to object E 70E, and a reference "S" 65S to object S
105. Thi s aldi®Wsacdeds WbjebREE PAMARXE0S\A thd santehenys cogpellesf ofothe éct V 10V to be

that object E 70E is situated at an address 90E in Flash 80 and objects V 70A
is in RAM 20.

10 Object 10V could be a Secure Multipurpose Internet Mail Extensions
(S/MIME) viewer, in which case object 70E could be a persisted (S/MIME)
encrypted message, and object 10S could be the sensitive decrypted version of
encrypted message 70E. Viewer object 10V could have generated sensitive
object 10S from encrypted object 70E at the request of and after authenticating

15 the user of viewer 10V -- that is, the intended recipient of the S/MIME
message.

With reference to Fig. 4, Fig. 4 depicts a flow diagram showing an
example method of triggering secure garbage collection on a mobile devic‘e.
Step 410 includes waiting for a trigger. Any parameters associated with a

20 trigger could be loaded from storage 120 via configuration 402. A trigger can

result from many different events, such as but not limited:

e 4051 is a timeout event, which may occur when the mobile device is

left idle;



able to access objects E 70E and 10S in the sanme way, regardless of the
fact that object E 70E is situated at an address 90E in Flash 80 and
obj ect s \Wo0®4/079136 i n RAM 20. 10 Obj ect 10V coul d be a Secmkca/QAeBodqour pose
Internet Mail Extensions (S/MME) viewer, in which case object 70E could
be a persisted (S/MME) encrypted nmessage, and object 10S could be the
sensitive decrypted version of encrypted nessage 70E. Vi ewer object 10V
coul d have generated sensitive object 10S fromencrypted object 70E at the
request of and af06Hris abiolsisrad asgradieg eyentt Waicky gy oggur yhevdie usefy - - that s,
the intended recipient of the SMM nessage. Wth reference to Fig. 4,
Fig. 4 depicts arfahattackengithen davenpinigmares thx deiigeciror it dglstsr Gf r i ggeri ng
secure garbage collection on a nobile device. Step 410 includes waiting
for a trigger. Aoyeqpppairet grdle G§soajuped. with a 20 trigger could be | oaded
fromstorage 120 via configuration 402. A trigger can result from many
di fferent event s4058Uch s@derblotk ootset look tetlt, whidhbhay sccar dientogmy event, which
may occur when the nobile device is left idle; 8 WO 03/079196
PCT/ CA03500402 mditeHof Seasonbodush @k edhent weeramhtedsl a assmiord wha tek may occur when
the user, or an attacker, either places or renoves the device fromits
hol ster (if so RepdhPeMhEn @liscs eRstbRly(lbdks 8@ dedjidé pipeeten;
e 405A is an application event, such as when a viewer has stopped
displaying a sensitive object. In the case of S/MIME, messages are
preferably kept secure (encrypted) and are decrypted only if viewed.
10 However, a configuration parameter could be used to age the decrypted
message before causing a secure garbage collection trigger to give the
user the opportunity to view a message, close it, and re-open it within a
narrow time out period.
e 405R is a roll back trigger, which can occur whenever the system clock
15 @(f so equipped) or a time zone has been altered. A configuration
parameter could be used to specify the specific cases.
e 405E is a transceiver event, which can occur if the mobile device
communicates (if so equipped), for instance over a wireless network.
For example, when communicating using S/MIME, or while browsing
20 using SSL or TLS, caches may be securely garbage collected.
Step 420 includes performing subsequent steps for all secure

" applications. Secure applications may be selected by configuration, or may

include all applications.



405L is a screen |lock or user |ock event, which may occur due to any 5
nunmber of reasons, such as when a user enters a password at a | ock screen,
or when awogew7aspressly |ocks the device or screen; A405ARCIIECANB/00402
application event, such as when a viewer has stopped displaying a
sensitive object. In the case of S/IMME, nessages are preferably kept
secure (encrypted) and are decrypted only if viewed. 10 However, a
configuration paranmeter could be used to age the decrypted nessage before
causi ng a secur Signrbhdneludos requeiting thafi §Fesure @PRjicyidon Hurefefrgs { he
opportunity to view a nessage, close it, and re-open it within a narrow
time out pesensitive od@BR Thys,ghis glep hblpe Rnsure dhe windpw of OBPPTEBEYr whenever the
systemclock 15 (if so equipped) or a time zone has been altered. A

conf i gur at i offan apackanis geatlc buitel hseasepplioatiopeeirdlessnf thfeegdi ¢ cases.  405E
is a transceiver event, which can occur if the mobile device communicates
(if so equi pped)Stef @40 iimduden cecuelprgacbagt rcellestisg.nethipsicp atHgest exanpl e, when
comuni cating using S'M M, or while browsing 20 using SSL or TLS, caches
may be s®cuineludesgediiggee antive etipged funSi@p caR ®ut mely tdwes inghidé ether ng subsequent
steps for all secure applications. Secure applications may be sel ected by
confi gur at i gdtion§)rsuipys, buthdt Uigkétedltd, deaplnicont itersyste® Aipba3d (if 9496

PCT/ CA03/ 00402
equipped and configured). An exemplary method to carry out this step is
discussed below with reference to Fig. 5.
Step 450 includes determining if all secure applications have been
10  processed. If all secure applications are clean (e.g., applications have no
references to sensitive objects), then steps 430 and 440 are repeated for the
remaining secure applications. Alternatively, if all secure applications are
clean, then step 410 ensues and the method begins anew.
It is noted that the method of Fig. 4 may be implemented as a
15  "Daemon" application for the virtual machine.

With reference to Fig. 5, Fig. 5 is a flow diagram showing an
exemplary method of secure garbage collection whereby unreferenced objects
are securely garbage collected.

The method 500 of Fig. 5 may be used to carry out step 440 of Fig. 4.

20  Step 510 includes collecting unreferenced objects. This step may receive an
indication, for instance via configuration information 502, such as which
trigger caused the garbage collection in the method 400 of Fig. 4. For
example, if an S/MIME viewer application was the trigger, then unreferenced

10



Step 430 includes requesting that a secure application unreference
sensitive objects. Thus, this step hel ps ensure that the w ndow of
opportuniwg 03ofo1a,m attacker is greatly limted in secure Zppldavanions
regardl ess of the trigger. Step 440 includes securely garbage collecting.
This step at least 5 includes calling the native w pe function call, but
may al so include other actions, such as, but not linmted to, cleaning out
the systemclipboard (if so equipped and configured)= An exenpl ary met hod
to carry ousensifivesobieaspwped P@f@gllfég%@uﬁ@?%%ow the,heappBFEIgEaLBe Fi g. 5. Step
450 includes determining if all secure applications have been 10
processed. ¢duseadfithswiggere applications are clean (e.g., applications have no
references to sensitive objects), then steps 430 and 440 are repeated for
the remaining sken520 appldes aeifaming sybsequaait sigps| fpr all ungafgrenced yr e
applications are clean, then step 410 ensues and the nethod begi ns anew.
It is notedobjead intthe heapt ISoep B0 ifilgdes detamyining if thp uogeraneed ebdech 15 " Daenon”
application for the virtual machine. Wth reference to Fig. 5, Fig. 5is a
fl ow di agr ay sdieiivelg As wax desptibady ime¢fawdeeoto Jdguz.eingar patparedol | ecti on
wher eby unreferenced objects are securely garbage collected. The nethod
500 of Fi g. efbshyeReallisedfctencalarbjectsaue tredtehasistBsitfe. Fllgs mdy alse0 Step 510
i ncl udes collecting unreferenced objects. This step may receive an
i ndi cation, pé gfiecifié&ﬁlaﬁ&&:oﬂﬁ@r&mﬂfihfguﬁaiohdl(nj iiff the nateferenc&OGhjetuch as whi ch
trigger caused the garbage collection in the method 400 of Fig. 4. For

is determined to be sensitive, then step 540 ensues, followed by step 550; if

not, then step 550 ensues.

10 . Step 540 includes calling the native wipe function to obliterate the
sensitive information in the unreferenced sensitive object. As was described
in reference to Fig. 2, the native wipé function could be a C "memset()" of
object data to zeroes, ones, or random data. Which option to use could be
specified in configuration 502. It is also envisaged that a non-native wipe

15  function could be used.

Step 550 includes reclaiming object memory. This step could be
accomplishéd by a traditional garbage collector. By replacing all calls to the
traditional garbage collector with calls to a secure garbage collector, secure
garbage collection can be enabled in many existing methods and systems.

20 Step 560 includes determining if all unreferenced objects have been
reclaimed. If this is determined, then the method ends. If not, then step-530

ensues to continue secure garbage collection.
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exanple, if an S/M M viewer application was the trigger, then unreferenced
10 WD 03/079196 PCT/ CA03/00402 sensitive objects would preferably be

col | ect edwbrosortibe heap starting near the cause of the tripggarao3Beep 520

i ncl udes perform ng subsequent steps for all unreferenced objects in the
heap. Step 530 includes determning if the unreferenced object 5 is
sensitive. As was described in reference to Fig. 2, in a preferred

enbodi nent, all unreferenced objects are treated as sensitive. This may

al so be specififg ¢ illushrates ghfo09 i BOPN deviseoPRERg Brocel . 821Ha8t he
unreferenced object is determned to be sensitive, then step 540 ensues,
fol | owed bycdlegipn3sgemi fThermebiletdsuine §0Qfeeeises Bfpspation @@ S8%p 540 i ncl udes
calling the native wi pe function to obliterate the sensitive infornmation
in the unrefessegec®3) sens iwtiicless meityerk 004. A8 sofiarg pEAEFANHANY ODERRLPRS er ence to
Fig. 2, the native wi pe function could be a C "nenset()" of object data to
zeroes, onesy themabiadeviveoi0aproddkrics the spmireomessagel @ sedhihef apecurg peci fied in
configuration 502. It is also envisaged that a non-native wi pe 15 function
coul d bes useiect 3t epeafedCanidnis | susted withinl aidrdssapleoktprege memony W08 Thi s step coul d
be acconplished by a traditional garbage collector. By replacing all calls
to the tragiddiecomal segas hagenge @Ol ecinahisvéxtmplealémsitive isfosagionds gar bage
col l ector, secure garbage collection can be enabled in many existing

met hods andegsle@ Mom the secure message 606, and a sensitive object is created and

stored within addressable storage memory 608 in order to handle the sensitive
information.

10 When objects (610, 612, 6145 in the addressable storage memory 608
are detected as unreachable, a secure garbage collector module 616 securely
reclaims the memory 608 the objects (610, 612, 614) were using by calling a
wipe function 618. Optionally, all garbage collections use the wipe function
618 thereby treating all objects (610, 612, 614) as sensitive. However, it

15  should be understood that the garbage collection module 616 may vary the
type of objects the wipe function 618 may be used for. For example, the
garbage collection module 616 may be configured to only use the wipe
function 618 upon unreachable sensitive objects 610, or only upon
unreachable secure objects 612, or combinations thereof. Moreover, the

20  garbage collection module 616 may be configured to use the wipe function
618 upon unreachable objects of one or more software programs. Such
approaches initiate secure garbage collection in order to prevent unauthorized

access to sensitive information. Thus, secure garbage collection is initiated

12



20 Step 560 includes determning if all unreferenced objects have been
reclained. If this is determ ned, then the nethod ends. If not, then step
530 ensuwo 0BO7WONt I Nnue secure garbage collection. 11 WO 08TEADI0GI02

PCT/ CA03/ 00402 Fig. 6 illustrates at 600 a nobile device having a secure
gar bage collection system The nobile device 600 receives information
(e.g., secure nmnessage 602) over a wireless network 604. A software program
606 operating on the nobile device 600 processes the secure nessage 602
such that awbewar ebject dBichas ajssnsitivenbisgt) Dgermes varegehablefatbas thamyydr essabl e
storage nenory 608 to handle the secure nessage 602. In this exanple,
sensi tive i oflpmwiken inomoiydecamesrsadited fromthe secure nessage 606, and a
sensitive object is created and stored wi thin addressabl e storage nenory
608 in order to Mamdfiffeteht typensf mobide devides maytytidige theosyolees aBBj ects (610,
612, 614) in the addressable storage nmenory 608 are_detected as

unr eachabl emethodedisclesed deteag sudois e winlesndayise shons isEigur el Withr ecl ai ns t he
menory 608 the objects (610, 612, 614) were using by calling a w pe

f unct i ons 61&ferGukei omaFigy, 7, airetpas béayeec 900 est iporigrallg e at BEo-Wepe functi on

618 thereby treating all objects (610, 612, 614) as sensitive. However, it
15 shoul d beonimdsitaionodevideathatihg gatdastgeoicol dndctatancomvdieations may vary the
type of objects the wi pe function 618 nmay be used for. For exanple, the

gar bage col kgaibilicies. Thelddvice®D6 prafigratile hasahé capebibiey to corombyicaiswithhe wi pe

other computer systems on the Internet. Depending on the functionality

provided by the device, the device 900 may be referred to as a data messaging

10  device, a two-way pager, a cellular telephone with data messaging capabilities,

a wireless Internet appliance or a data communication deviée (with or without
telephony capabilities).

Where the device 900 is enabled for two-way communications, the

device 900 may incorporate a communication subsystem 911, including a

15 receiver 912, a transmitter 914, and associated components such as one or

more, preferably embedded or internal, antenna elements 916 and 918, local

oscillators (LOs) 913, and a processing module such as a digital signal

processor (DSP) 920. As will be apparent to those skilled in the field of

communications, the particular design of the communication subsystem 911

20  will be dependent upon the communication network in which the device is

intended to operate. For example, a device 900 destined for a North American

market may include a communication subsystem 911 designed to operate

within the Mobitex mobile communication system or DataTAC mobile

13



function 618 upon unreachabl e sensitive objects 610, or only upon
unreachabl e secure objects 612, or conbinations thereof. Mreover, the 20
gar bage cwbloaotrdien nodul e 616 may be configured to use th@Crq@3MHuozti on
618 upon unreachabl e objects of one or nore software prograns. Such
approaches initiate secure garbage collection in order to prevent

unaut hori zed access to sensitive information. Thus, secure garbage
collectionis initiated 12 WO 03/079196_ PCT/ CA03/00402 when an obj ect
(such as a wswyinidatien sisjest Whepwscodavice JAP dxendabfa UsHFNORSAY only when
menory becones scarce. Many different types of nobile devices may utilize

t he syst ensinemmpbratreehéigserdi Farkss eBadier Sryices (ERRYs AMHUEPENS devi ce shown
in Fig. 7. Wth 5 reference to Fig. 7, wireless device 900 is preferably a
t wo- way comubsyseat9ldn devi ce having at | east voice and data communi cati on
capabilities. The device 900 preferably has the capability to conmunicate
with other conpbigefersytht device®A0 tiag abquirteon g¢nerabesevrd ardyseasitivene
functionality provided by the device, the device 900 nay be referred to as
a data nessagmgtickOhebayh aeintaaction wivhyceldgeriwakeald the servicesitephone with data
messagi ng capabilities, a wireless Internet appliance or a data

conmuni cat i giwekky Eﬁﬁic(ew Exam@les \of télildr netvairepiioinsereep dlimyl provids) . Where t he
device 900 is enabled for two-way conmuni cations, the device 900 may

i ncor por at ejpaued CBENDEAd broNuBiplS HSdesniCIIMA) ket Glodhlngprece Mobile

(GSM) networks which provide for the most part voice and some data

services. Voice services are typically compatible with plain old telephony

10  service (POTS). Short Messaging Service (SMS) and Wireless Application

Protocol (WAP) are available on some cellular networks. Data networks, such

as MobiTex™, Datatac™, as well as advanced networks such as General

Packet Radio Service (GPRS), and Universal Mobile Telecommunications

System (UMTS), may allow an appropriately configured wireless mobile

15 device to offer data services such as e-mail, web browsing, SMS, WAP, as

well as PIM. Future networks may also offer video services. Thus, sources of
sensitive information abound.

Network access requirements will also vary depending upon the type

of network 919. For example, in the Mobitex and DataTAC networks, mobile

20  devices such as 900 are registered on the network using a unique personal

identification number or PIN associated with each device. In GPRS networks

however, network access is associated with a subscriber or user of a device

900. A GPRS device therefore requires a subscriber identity module (not

14



15 receiver 912, a transmtter 914, and associ ated conponents such as one
or nore, preferably enbedded or internal, antenna elenents 916 and 918,

| ocal oswoloBaraese (LOs) 913, and a processi ng nodul e suclrCaLAR3IMIQLt al
signal processor (DSP) 920. As will be apparent to those skilled in the
field of comunications, the particul ar design of the comrunication
subsystem 911 20 will be dependent upon the communi cati on network in which
the device is intended to operate. For exanple, a device gﬁg destined for
a North Amestiowah copmmaebt refraed itoay 4BV £ado TR d9 OPHAC A FERRm 911 desi gned
to operate w thin the Mbitex nobile communjcation system or DataTAC

mobi | e 13 Wedwod OVidwos arsBy) cand 3y GBRE devies il ok Be it Bipstima) whereas a

device 900 intended for use in Europe nay incorporate a General Packet
Radi 0 Ser vi tecal GPRSnatwonkainsamication fypdiiops tibanyd may beppgdhler @, t he device
900 may acquire or generate secure and sensitive 5 information through its
i nteracti onthsi tievice|9001 will rhet woabkss taneyhevis ény i aeionpeinveldngor ks provi de.
Exanpl es of cellular networks and services they provide include Code
Di vi si on5MiktriphgicAvos oser( @Dk 29d Wieobafuisdrnetwerk ppgistration (0GSM) net wor ks
whi ch provide for the nost part voice and sone data services. Voice
servi ces ar ecttvifiorc atdcydwwenpaviei bdee avipletqal ai devided 90& nepyhseng and servi ce
(POTS). Short Messaging Service (SM5) and Wrel ess Application Protocol
(WAP) are avakivabbmmonicamesignalslovtrathe nettvods K9, SiPadlaraseivedbkthe such
antenna 916 through a communication network 919 are input to the receiver
912, which may perform such common receiver functions as signal
10  amplification, frequency down conversion, filtering, channel selection and the
like, and in the example system shown in Fig. 7, analog to digital conversion.
Analog to digital conversion of a received signal allows more complex
communication functions such as demodulation and decoding to be performed
in the DSP 920. In a similar manner, signals to be transmitted are processed,
15  including modulation and encoding for example, by the DSP 920 and input to
the transmitter 914 for digital to analog conversion, frequency up conversion,
filtering, amplification and transmission over the communication network 919
via the antenna 918.
The DSP 920 not only processes communication signals, but also
20  provides for receiver and transmitter control. For example, the gains applied to
communication signals in the receiver 912 and transmitter 914 may be
adaptively controlled through automatic gain control algorithms implemented

in the DSP 920,

15



as Mobi TexTM DatatacTM as well as advanced networks such as General
Packet Radio Service (GPRS), and Universal Mbile Tel ecommuni cations

System ( UWDSB/07918¢/ al | ow an appropriately configured w relPesagcAwOId02 15

device to offer data services such as e-nmail, web browsing, SM5 WAP, as
well as PIM Future networks may al so offer video services. Thus, sources
of sensitive information abound. Network access requirenents will also

vary dependi ng upon the type of network 919. For exanple, in the Mbitex
and Dat aTAC net Wké@vim%&l prefargblydoelodes & mRIFOBOCHEY di% VR stered on the
network using a unique personal identification number or PIN associ ated
with each deonirols. theno@RIERS operatigyy lof thiyolgsicer Copatupisationy dBrediens s associ at ed
with a subscriber or user of a device 900. A GPRS device therefore
requires a suhgngiabastiddarini tvpicowdmimanicabins, ard pelyrosd droudeheCT/ CA03/ 00402
shown), comonly referred to as a SIMcard, in order to operate on a GPRS
net wor k. W tdimutinieatiSh Milsgsten %1 1GPRS miewproeesyir| 938 radto ingerdald Wigh f unct i onal .
Local or non-network comunication functions (if any) may be operable, but
the devise ARMemddvice bsbsisiahd anch as thardisplay 922,dtagh fuemotyi Wdsrandamwl vi ng 5
conmmuni cations over network 919. Wien required network registration or
activati on pecegefivnes (Faad) Peenawdlimy ehd/putputd 8X0)c b8 §2&end and

recei ve comuni cation signals over the network 919. Signals received by the
antenna 9164l pu@ 936, 169bFHid 08 AL poiken OBHIIcrdPhéheadIs, iarghott-ringet he recei ver
communications subsystem 940 and any other device subsystems generally
designated as 942.
10 Some of the subsystems shown in Fig. 7 perform communication-
related functions, whereas other subsystems may provide "resident” or on-
device functions. Notably, some subsystems, such as keyboard 932 and
display 922 for example, may be used for both communication-related
functions, such as entering a text message for transmission over a
15 communication network, and device-resident functions such as a calculator or
task list.
Operating system software used by the microprocessor 938, which
could be element 110 of Fig. 2 is preferably stored in a persistent store such as
flash memory 924, which could be element 80"of Fig. 3a and may instead be a
20  read only memory (ROM) or similar storage element or could be a portion of
addressable storage 120 of Figs 2, 3a and 3b. Those skilled in the art will
appreciate that the operating system, specific device applications, or parts
thereof, may be temporarily loaded into a volatile store such as RAM 926,
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912, which may perform such conmon receiver functions as signal 10
anplification, frequency down conversion, filtering, channel selection and
the |ikewoana7916 t he exanpl e system shown in Fig. 7, analPag/caesdiqget al
conversion. Analog to digital conversion of a received signal allows nore
conpl ex comunication functions such as denodul ati on and decoding to be
performed in the DSP 920. In a simlar manner, signals to be transmtted
are processed, 15 including nodul ati on and encoding for exanple, by the DSP
920 and i npwhich ocoutdhbe telementi20t efr Fig £-flbris cﬁoe'iefné’latét%othéhé?cﬁﬂe onver si on,
frequency up conversion, filtering, anplification and transm ssion over

t he communi catuiwrication wignkls 1y alspj ke stered imRAN 2@ Flash meanqygP2920 not only
processes conmuni cation signals, but also 20 provides for receiver and

t ransni t t er prefendbipincluler datx comphenicatine mpsileD24B piridevhangieviep MRni cat i on
signals in the receiver 912 and transmtter 914 may be adaptively

control | ed istenablehforwbisamommugedtioncorier epmnainpation medulg Aptedeohted in the
DSP 920. 15 WO 03/079196 PCT/ CA03/00402 The device 900 preferably includes
a m crops ocemSipdd&Bef thisiiavendantarohlso invinded ér fhsh wgeeratI2dethsf t he devi ce.
Communi cation functions, including at |east data and voi ce conmuni cati ons,
are per f or meskwdié aiogliled HBRIN, edithooniddei minroptdossget ifiw@k1140Tfi&igri cr opr ocessor
938 also interacts with 5 further device subsystens such as the display
922, flash pgenory 924, random

The rrﬁcroprocessor 938, in addition to its operating system functions,

preferably enables execution of software applications on the device. A

10  predetermined set of applications which control basic device operations,
including at least data and voice communication applications for example, will
normally be installed on the device 900 during manufacture. A preferred
application that may be loaded onto the device may be a personal information
manager (PIM) application having the ability to organize and manage data

15 items relating to the device user such as, but not limited to e-mail, calendar
events, voice mails, appointments, and task items. Naturally, one or more
memory stores may be available on the device to facilitate storage of PIM data

items on the device. Such PIM application would preferably have the ability to

send and receive data items, via the wireless network. In a preferred

20 embodiment, the PIM data items are seamlessly integrated, synchronized and
updated, via the wireless network, with the device user's corresponding data
items stored or associated with a host computer system. Further applications

may also be loaded onto the device 900 through the network 919, an auxiliary
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access nmenory (RAM 926, auxiliary input/output (1/0) subsystens 928,
serial port 930, keyboard 932, speaker 934, mcrophone 936, a short-range
comuni cawbane7aebsyst em 940 and any ot her devi ce subsyst ecs/@eneosat| y
designated as 942. 10 Some of the subsystens shown in Fig. 7 perform
comuni cation- related functions, whereas other subsystems nmay provide
"resident” or on- device functions. Notably, sone subsystens, such as
keyboard 932 and display 922 for exanple, may be used for both

comuni cat i BA- ubsystear 92§, (saidali Rowis 9305 SeMt-1982% FITBIPHEAtONS SYBSYSiE sage for
transm ssi on over a 15 communi cation network, and device-resident functions
such as a c84Cer ayothepsuitablesiabsyisism depandanstalipddyss et idhe RAM used by t he
m croprocessor 938, which could be element 110 of Fig. 2 is preferably
stored in a9eosips¢fenblyst aoe-velatile stere piashowidnfor wxerpaon iy B8 coul d be

el enment 80 of Fig. 3a and may instead be a 20 read only menory (ROW or
simlar stomdgepretessoersBsoSuchdidxibiliiy im applicatianinghllatipn dnaseaseibe st orage 120
of Figs 2, 3a and 3b. Those skilled in the art will appreciate that the
operating sysicesmalispecihtidevidewnd enagpbiideatitonesd ordgyietiynctioner eof , may be
tenporarily |l oaded into a volatile store such as RAM 926, 16 WD 03/079196
PCT/ CA03/ 00483munibdtivh-relatei d fnacteingnent 20thof Iirg. exmpld, i sscwont enpl at ed
that received conmunication signals my also be stored to RAM 926. Fl ash
menory 924 communication applications may enable electronic commerce functions and

other such financial transactions to be performed using the device 900.
In a data communication mode, a received signal such as a text
10 message or web page download will be processed by the communication
subsystém 911 and input to the microprocessor 938, which will preferably
further process the received signal for output to the display 922, or
alternatively to an auxiliary /O device 928. A user of device 900 may also
compose data items such as e-mail messages for example, using the keyboard
15 932, which is preferably a complete alphanumeric keyboard or telephone-type
keypad, in conjunction with the display 922 and possibly an auxiliary /O
device 928. Such composed items may then be transmitted over a
communication network through the communication subsystem 911.
For voice communications, overall operation of the devi.ce 900 is
20 substantially similar, except that received signals would preferably be output
to a speaker 934 and signals for transmission would be generated by a
microphone 936. Alternative voice or audio I/O subsystems such as a voice

message recording subsystem may also be implemented on the device 900.
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preferably includes data conmunication nodul e 924B, and when device 900 is
enabl ed for voice comuni cation, voice comruni cati on nodul e 924A. For 5

t he pur powel3ofItvdi s i nvention, are al so included in flaskrCranwsyo®24 ot her
sof tware nodul es 924N, which could be m croprocessor software 140 of Fig.
2. The m croprocessor 938, in addition to its operating system functions,
preferably enabl es execution of software applications on the device. A 10
predeterm ned set of applications which control basic device operations,

i ncl udi ng adltheugbtvoitatos audie sigmak eutpwnipprileally GrcommbishedRB#LY f or exanpl e,
will normally be installed on the device 900 during manufacture. A
preferred tppighdbe serakerhd, Hheydipay 82% awy ovooba neddeneddsay be a per sonal
information manager (PIM application having the ability to organize and
manage dat aintiatioreofsthe édeatitynef 4 caltikgparbw itheedugafion fucioiggscalh @t not |inited
to e-mail, calendar events, voice mails, appointnents, and task itens.

Nat ural | y, other wicervoll eelatereinformatgindoescample. be avai | abl e on the device to
facilitate storage of PIMdata itens on the device. Such PIMapplication
woul d pr&f er abl yTheasegiak hart 880, wowld trormalkbynbe smplementasi inea gatsenal t ens, via t he
wireless network. In a preferred 20 enbodi nent, the PIMdata itens are
seanl essl y uRitgigisdited (PRBXRGHE commenicaivd devipelfitr edhichvayactirdrézation el ess net wor k,
with the device user's corresponding data itens stored or associated with
a host conputi@ra sy&t elskebplcbhpiterafipt ishatn)omsy beaedesiadbdn Hue id emded onto t he

device 900 through the network 919, an auxiliary 17
optional device component. Such a port 930 would enable a user to set
preferences through an external device or software application and would

10  extend the capabilities of the device by providing for information or software
downloads to the device 900 other than through a wireless communication
network. The alternate download path may for example be used to load an
encryption key onto the device through a direct and thus reliable and trusted
connection to thereby enable secure device communication.

15 A short-range communications subsystem 940 is a further optional
component which may provide for communication between the device 900
and different systems or devices, which need not necessarily be similar
devices. For example, the subsystem 940 may include an infrared device and
associated circuits and components or a Bluetooth™ communication module

20  to provide for communication with similarly-enabled systems and devices.

Having described in detail the preferred embodiments of the present
invention, including the preferred methods of operation, it is to be understood
that this operation could be carried out with different elements and steps. This
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WO 03/ 079196 PCT/ CA03/00402 1/0O subsystem 928, serial port 930,
short-range conmmuni cati ons subsystem 940 or any ot her suitable subsystem
942, and wogBardiedd by a user in the RAM 926 or preferabl yCa/amosomobatil e
store (not shown) for execution by the mcroprocessor 938. Such
flexibility in application installation increases the 5 functionality of

t he device and may provi de enhanced on-device functions,

communi cation-rel ated functions, or both. For exanple, secure

comuni cat i piefesiepembadimenisis REpyerdd oL b ey of sl it Pee™faBhct i ons and

ot her such financial transactions to be performed using the device 900. In
a data conmigdineiathe sepnewd ge preserts dnventéan. Shig maittes deseripionanayepedle 10 nessage or
web page download will be processed by the communication subsystem 911 and
i nput to ththopd ckibpl drdwsat t933®mke \daidcsevgupliodjmeatsehayigy Alteapativher process t he
recei ved signal for output to the display 922, or alternatively to an
auxiliary 1élememvitbe Bi@8iseAcamsepondftodideicdemeapp0oinilie divewioncdhpose data itens
such as e-nmail nmessages for exanple, using the keyboard 15 932, which is
preferabfy mtendaplseipe cfl thhamention thuk endbasies dther stradtephoystemyee  keypad, in
conjunction with the display 922 and possibly an auxiliary |I/O device 928.
Such conpos agthotie it dayot fiffer fremt thehismalt lwiagey eff tha degoiptiomiasdt i on net wor k

t hrough the comuni cati on subsystem 911. For voi ce comuni cati ons, overall
oper ati on ofuritbe ifltwdes eotBOstiustured)'sysers toanhéethddsy with ninkuwbstantgsk cept  t hat
received signals would preferably be output to a speaker 934 and signals
for transm gBfeesmcavdidnd tHediteysl ieizaige df e dascription. :

20



m cr ophone 936. Alternative voice or audio 1/0 subsystens such as a voice
nmessage recordi ng subsystem may al so be inplenented on the device 900. 18
WO 03/ 07M083PBIHCA03/ 00402 Al t hough voice or audi 0 si gn®CTAULOPAC40D S
preferably acconplished primarily through the speaker 934, the display 922
may al so be used to provide an indication of the identity of a calling
party, the duration of a voice can, or other voice call related
information for exanple. 5 The serial port 930, would nornally be
i npl emrent edltiyclaimgér sonal digital assistant (PDA)-type communication
device for which synchronization wth a user's desktop conputer (not
shown) nmay be desirable, but is an optional device conponent. Such a port
930 woul d enable a user to set preferences through an external device or
sof tware app! i datiegthodirfdr wstfodning sspurenghrage edllsalm ifer seusiivet he devi ce by
providing for information or software downloads to the device 900 ot her
t han t hr ouginfarmatiorebres mobidedeyive cmipasing tetsps &: The al t er nate downl oad pat h
may for exanple be used to load an encryption key onto the device through
a directsand thus relrecilieg @&rdnobilesicdde secammefotmation pyertgheireesy enabl e secure
devi ce communi cation. 15 A short-range comruni cati ons subsystem 940 is a
further optnewatk; conponent which may provide for conmuni cation between the
device 900 and different systenms or devices, which need not necessarily be
simlar devices. Forexaxaimplsensitivhénfeubgysfremti@curaynfometiode an i nfrared
devi ce and : :
storing the sensitive information in memory of the mobile

device;

10 wherein a software program operating on the mobile device

uses a first object to access the stored sensitive information;

waiting for a trigger, wherein the trigger is to be used as an
indication to perform a secure garbage collection operation

determining that a trigger has occurred,;

15 if a trigger has occurred, requesting that a secure application
unreference objects, wherein the first object becomes unreachable due to the
secure application having unreferenced the first object;

determining that the first object has become unreachable;
based upon the determination that the first object has become
20  unreachable, obliterating the unreachable first object from the memory; and

reclaiming the memory that the first object was using.
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associated circuits and conponents or a Bl uetooth communication nodul e 20
to provide for conmunication with simlarly-enabled systens and devi ces.
Havi ng deworoslhedoé n detail the preferred enbodi mnents of tRETHrA®SEMNMO2
invention, including the preferred nethods of operation, it is to be
understood that this operation could be carried out with different

el enents and steps. This 19 WO 03/079196 PCT/ CA03/00402 preferred
enbodi nent is Eresent ed only by way of exanple and is _not meant to limt

the scope of. thenghedks ehtrigeerensacni. sarhpise opHectipr 90 &P IPESE: may enabl e
those skilled in the art to nake and use enbodi nents having alternative
el ement s t haomprisigthssepsofr espond to the el ements of the invention. The 5
i nt ended scope of the invention thus includes other structures, systens or
met hods that do not dvditingr fof momggdre whereiar the tliggat)isalgebeonsed 4e adescri pti on,
and further includes other structures, systens or nmethods with
i nsubst ant i aldicatiorf topedomessccnwgatbhge dollegionlop¢raipuage of the description. 20
WO 03/-:079196 PCT/ CA03/00402 It is clained: 1. A nmethod for performng
secure garbage col | ecleieominfrgrthaensgger bas occurfedr mat i on on a nobil e devi ce,
conprising the steps of 5 receiving at a nobile device secure information
over a wireless netvibrk;trigger has occurred, requesting that an application

operating on the mobile device unreference sensitive objects; and

performing secure garbage collection upon the unreferenced
sensitive objects, wherein the secure garbage collection renders sensitive data

10  associated with an unreferenced sensitive object unreadable.

3. A garbage collection system for operation on a mobile device, wherein the

mobile device includes memory for storing at least one object used by a

software program to access sensitive information stored on the mobile device,
15 comprising:

a configuration data structure to store information about at least
one triggering event, wherein the triggering event is used as an indication to
perform a secure garbage collection operation;

a garbage collection module having a data access pathway to

20 the configuration data structure and to the memory;
wherein the garbage collection module is configurable to

perform a secure garbage collection operation based upon a detection of the
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extracting sensitive information fromthe secure information; storing the
sensitive information in nmenory of the nobile device; 10 wherein a
sof t war e woegnzmeper ati ng on the nobil e device uses a fiPCIICAIBP@OL tO
access the stored sensitive information; waiting for a trigger, wherein the
trigger is to be used as an indication to performa secure garbage
col l ection operation determning that a trigger has occurred; 15 if a
trigger has occurred, requestingﬁthat a secure_application unreference
obj ects, whatiiggering Reent. Wherein Hhecdatecior ofnthe WigeaheryBtds pgdonsdt he secure
application having unreferenced the first object; determning that the
first obj ectasedaporeto mfoumptiensprad ircthe perfiguratipyfate plEICHE: er mi nat i on that the
first object has becone 20 unreachable, obliterating the unreachable first
obj ect from the menoryhergindhe seewt garprgryonerrsiopdralirdgs & [determingioni r st obj ect
was using. 21 WD 03/079196 PCT/ CA03/00402 2. A nethod of triggering secure
gar bage col ltiet thearbjesnisainmatliable adéwiceld to a wipsnnationgvithirespsetaéptheof : wai ti ng
for a trigger, wherein the trigger is to be used as an indication to
perform & seateachaplrobjege col | ection operation 5 determining that a trigger
has occurred; ‘
4. A secure garbage collection system for handling sensitive information on a
mobile device, comprising:
means for receiving at a mobile device secure information over
10  a wireless network;
means for extracting sensitive information from the secure
information;
means for storing the sensitive information in memory of the
mobile device;
15 wherein a software program operating on the mobile device
uses an object to access the stored sensitive information;
means for determining that a triggering event has occurred,;
means for determining that the object has become unreachable;
means for obliterating the unreachable object from the memory
20  after the object has been determined as unreachable;
wherein the obliterated object is rendered unreadable; and
means for reclaiming the memory that the unreachable object

was using.
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if a trigger has occurred, requesting that an application operating on the
nobi | e device unreference sensitive objects; and perform ng secure garbage
col | ecti owowpomiphe unreferenced sensitive objects, wher ®Ch/GA06OZUr €
garbage coll ection renders sensitive data 10 associated with an
unreferenced sensitive object unreadable. 3. A garbage collection system
for operation on a nobile device, wherein the nobile device includes
menory for storing at | east one object used by a software programto
access sensitive information stored on the nobile device, 15 conprising: a
configuration data structure to store information about at |east one
triggering &vehmobilhdedrncanfiguiablede@pifors wowrtearhass sellectian, 44 ndi cation to
perform a secure garbage collection operation; a garbage coll ection nodul e
havi ng a datebideddies comphisiey to 20 the configuration data structure and to
the nenory; wherein the garbage collection nodule is configurable to
perform a secure gar bagécrembiessor iconfigypableatio GFacuid 8 SAMWHEPIaS#Bt ect i on of the
22 WD 03/ 079196 PCT/ CA03/00402 triggering event, wherein the detection of
t he tri g§er iwhiphdmedies sessifperirformaibnbased upon the information stored in the
configuration data structure; wherein the secure garbage operation includes
a determnation thatheapenabjrgcoristorinpraaletstbine ehjert ausedlty the a wi pe
function with respect to the

software program to access the sensitive information;

a garbage collection module operable on the MiCroprocessor

and having a data access pathway to the heap memory;
10 wherein the garbage collection module is configurable to call a
wipe function with respect to the object stored in heap memory upon a

detection that the object in the heap memory is unreachable.

6. A method for performing secure garbage collection involving sensitive
15 information on a mobile device, comprising the steps of:
receiving at a mobile device secure information over a wireless
network;
extracting sensitive information from the secure information;
storing the sensitive information in memory of the mobile
20 device;
wherein a software program operating on the mobile device
uses an object to access the stored sensitive information;
determining that the object has become unreachable;
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5 unreachabl e object. 4. A secure garbage collection systemfor handling
sensitive information on a nobile device, conprising: means for receiving
at a nobiwe odewiee secure information over 10 a w rel essPogtCsosko40eaNns
for extracting sensitive information fromthe secure information; means
for storing the sensitive information in nmenory of the nobile device; 15
wherein a software program operating on the nobile device uses an object
to access the stored sensitive informatjon; nmeans for determ ning that a
triggering event has tetdurpaigthe Agiermunatign tal BenPiest a8 hCPhe obj ect has
become unreachabl e; neans for ointeratiqg the unreachabl e object fromthe
menory 20 ameashablpebbsfasipg theagrepehaple ghicelfFam g megnoyi2Bdchabl e; wherein t he
obliterated object is rendered unreadable; and neans for reclaimng the
menory that the unreaedkiming thhjnewery thigshaehieshwasasingDd 03/ 079196
PCT/ CA03/ 00402 5. A nobile device configurable to perform secure garbage
col l ection, said nobile device conprising:

5 7. The method of claim 6, wherein the mobile device is a personal digital

assistant.

8. The method of claim 6, wherein the mobile device is a mobile
communication device.

10
9. The method of claim 6, wherein the mobile device is a cellular telephone

with data messaging capabilities.

10. The method of claim 6, wherein the mobile device is a wireless two-way

15 communication device.

11. The method of claim 6, wherein the mobile device is a data messaging

cievice.
20  12. The method of claim 6, wherein the mobile device is a two-way pager.
13. The method of claim 6, wherein the mobile device is a wireless Internet

appliance.
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a mcroprocessor configurable to execute a software program 5 which

handl es sensitive information; heap nenory for storing at |east one object
used by tWe o3sufibeare programto access the sensitive inf ®CERAtAGM0402

gar bage col |l ecti on nodul e operable on the m croprocessor and having a data
access pathway to the heap nenory; 10 wherein the garbage collection nodul e
is configurable to call a w pe function with respect to the object stored
in heap nmenory upon a detection that the object in the heap nenory is
unreachable. 6. A nethod for perform ng secure garbage collection involving
sensitive 15 information on a nobil e device, conprjsing the steps of:

recei vi ng att4aTheBiethed 9é glaine 6 sehargin thervigrlopa npaeioeludes DFangfaliss  net wor k;
extracting sensitive information fromthe secure information; storing the
sensitive i pfaidieg thowitelesyasiiny. of the nobile 20 device; wherein a

sof tware program operating on the nobile device uses an object to access
the stored sensitive information; determning that the object has becone
unreachabl e; 24 WO 03/079196 PCT/ CA03/ 00402 based upon the determ nation
t hat t he5objléctTheasethetofgaim 6, wherein the secure information is an S/MIME

encrypted message.

16. The method of claim 15, wherein the sensitive information is an
unencrypted version of the S/MIME message.

10
17. The method of claim 16, wherein the secure message was unencrypted by

obtaining and applying a private key to the encrypted S/MIME message.

18. The method of claim 6, wherein the sensitive information arises from use

15  of a Personal Information Management (PIM) application.

19. The method of claim 6, wherein the sensitive information arises from use

of the mobile device for voice communications.

20  20. The method of claim 6, wherein the sensitive information arises from use

of the mobile device for video communications.
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unreachabl e, obliterating the unreachabl e object fromthe nenory; and
reclaimng the nenory that the object was using. 5 7. The nethod of claim
6, whereiwotoh®7910bi | € device is a personal digital assisPramcA8/ooddhe

met hod of claim6, wherein the nobile device is a nobile comrunication
device. 10 9. The nethod of claim®6, wherein the nobile device is a
cellular telephone wth data nessaging capabilities. 10. The nethod of
claim®6, wherein the nobile device is a wireless two-way 15 conmunication
devi ce. 11. 2thdhgwpatend iclagm whecinhreseatifiva REormation aisereljoredss s a data
messagi ng device. 20 12. The nethod of claim6, wherein the nobile device
i s a two-wayofpegeebilerigvicafos sikast hesgagirfe sefvigertoBLS) pprampiigatione nobi |l e device is
a wreless Internet appliance. .25 WO 03/079196 PCT/ CA0O3/00402 14. The
met hod of claim6, wherein the wirel ess network includes neans for
providing the wireless network. 5 15. The nethod of claim6, wherein the
secur e i nf orX¥atThemdtisodanf cBimnvio)Ehereindheynstivermésmgiion arises from use

5  of the mobile device for e-mail messaging communications.

23. The method of claim 6, wherein the sensitive information arises from use

of the mobile device for web page communications.

10 24, The method of claim 6, wherein the sensitive information arises from use

of the mobile device for wireless access protocol (WAP) communications.

25. The method of claim 6, wherein an object is unreachable when it is not
referenced by another object.

15
26. The method of claim 6, wherein an object is unreachable when it is

unreferenced by the software program.

27. The method of claim 6, wherein an object is unreachable when it is not

© 20 referenced by any object.
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16. The nmethod of claim 15, wherein the sensitive information is an
unencrypted version of the S/M M nessage. 10 17. The nethod of claim 16,
wher ei n tWe 03@tupe nessage was unencrypted by obtaini ng &ou/Cyophgdong a
private key to the encrypted S/M ME nessage. 18. The net hod of claim 6,
wherein the sensitive information arises fromuse 15 of a Personal

I nformati on Managenent (PIM application. 19. The nmethod of claim6,
wherein the sensitive information arises fromuse of the nobile device for

voi ce conmuriBecalhomsthodooirgainT e Whetehowhe the| hisst én thh BB tShe sensiti ve
information arises fromuse of the nobile device for video communications.
26 WD 03/ 079ieBetedeybeing Ingaduple, 2 wing factign kowedin e1dsT A &CURler ei n t he
sensitive information arises fromuse of the nobile device for short
messagi ng seeckiimghg SMBprycdnehithe obie¢toras usip2. The net hod of claim 6, wherein
the sensitive information arises fromuse 5 of the nobile device for
e-mai | nmessagi ng communi cati ons. 23. The nethod of claim®6, wherein the
sensitive information arises fromuse of the nobile device for web page
conmmuni c&t i A9s Thd hethdd o tleimn?8, Inbereof a syktamreliphoavdhis cleamedtinaddi@éomsi t i ve
information arises fromuse of the nobile device for wirel ess access
prot ocol (WAP}hewblwthtion af thenkject25. The net hod of claim 6, wherein an object
i s unreachable when it is not

30. The method of claim 28, wherein at least substantially all garbage

collections performed on the mobile device use the wipe function.

10
31. The method of claim 28, wherein all garbage collections performed on the

mobile device use the wipe function thereby treating all objects as sensitive.

32. The method of claim 6, wherein the memory stores software programs for
15  operation upon the mobile device's microprocessor, wherein a non-native wipe

function is used to obliterate the object from the memory.

33, The method of claim 6, wherein the memory stores software programs for
operation upon the mobile device's microprocessor, wherein a native wipe

20  function is used to obliterate the object from the memory.

34. The method of claim 33, wherein the object is obliterated from the

memory by writing over the object's data in the memory with all zeroes.
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referenced by another object. 15 26. The nethod of claim6, wherein an
object is unreachable when it is unreferenced by the software program 27.
The met hoso®B/otd1sé m 6, wherein an object is unreachabl e wrem/dao3fostonot 20
referenced by any object. 27 WD 03/079196 PCT/ CA03/00402 28. The met hod of
claim6, wherein when the object in the nmenory is detected as being
unreachable, a wipe function is used in order to securely reclaimthe
menory which the object was using. 5 29. The nmethod of claim 28, wherein a
systemclipboard is cleaned in addition to the obliteration of the object.
30. The nethod of claim 28, wherein at |east substantially all garbage

col | ecti ons Per flde rathashof HeimpBi wlegghy, theeobjesk it pblitgjaisd Fomdhg on. 10 31.

The met hod of claim28, wherein all garbage collections performed on the
mobi | e devi ceemew by Naitipg peerfthmeti¢ctndathbrtbbpeme ayithall ailes. obj ects as
sensitive. 32. The nmethod of claim®6, wherein the nmenory stores software
progranms for 15 operation upon the nobile device's mcroprocessor, wherein
a non-native wipe function is used to obliterate the object fromthe
menory. 38. Jhe Tiretrhetbdobf claim 36 whetsir tierobjdee isreblifexptedt fnora shes of t war e
prograns for

memory by writing over the object's data in the memory with random data.

37. The method of claim 33, wherein the object is obliterated from the
memory in order to thwart a sophisticated memory recovery technique by an

10  attacker.

38. The method of claim 6, wherein the memory stores software programs for
operation upon the mobile device's microprocessor, wherein a wipe function is
used to obliterate the object from the memory.

15
39. The method of claim 38, wherein the software programs include virtual
machine software having a secure garbage collector software module capable

of using the wipe function.

20 40. The method of claim 39, wherein the virtual machine software is
configured to interpret virtual machine instructions found in the software

programs.

29



operation upon the nobile device's mcroprocessor, wherein a native w pe

20 function is used to obliterate the object fromthe nenory. 34. The

met hod ofwoloaiomi138, wherein the object is obliterated fromcriao3newRry by
witing over the object's data in the nenory with all zeroes. 28 WO

03/ 079196 PCT/ CA03/00402 35. The nethod of claim 33, wherein the object is
obliterated fromthe nenory by witing over the object's data in the nenory
with all ones. 5 36. The nethod of_ claim 33, wherein the abject is

obl i t erat ed 4r omhe FEhofetpfaimy 9, Whereip fhe, Jemop, dnchisies dymamigllya i n t he
menory wi th random data. 37. The nethod of claim33, wherein the object is
obl i t er at ed ailpeablerrmmoryfarypsinistprige gierobjest-t hwart. a sophi sti cated nenory
recovery technique by an 10 attacker. 38. The nmethod of claim6, wherein
the nenory stores software prograns for operation upon the nobile device's
m croprocessor, wherein a wipe function is wused to obliterate the object
from t he mer8r yThelBetod off pleimmBPhwhereih th¢ slerpogBincles kdap meROTR0f t war e
prograns include virtual machine software having a secure garbage
col | ect 015 softevan themirtial machapadoiftvareoif cuﬁigug?dtthecommé)jdc@rﬁ&rﬁgm 20 40. The
met hod of claim 39, wherein the virtual machine software is configured to
i nterpret vikehpeah anefedngeaableist ructi ons found in the software

43, The method of claim 42, wherein the object handling the sensitive object
is a sensitive object, wherein an object handling the secure information is a
10  secure object, wherein the heap contains partitions so that sensitive objects are

distinguishable from secure objects.

44. The method of claim 43, wherein the secure objects are stored in non-
volatile memory of the mobile device, wherein the sensitive objects are stored

15  in volatile memory of the mobile device.

45. The method of claim 44, wherein memory addresses of objects are stored
in the reference table so that given an in&ex of an object in the reference table,
the meémory address of the object may be obtained.

20
46. The method of claim 45, wherein an object contains within its format the

object's references to any other objects.
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prograns. 29 WO 03/079196 PCT/ CA03/00402 41. The nethod of claim 39,
wherein the nenory includes dynam cally allocable nenory for use in storing
t he obj ecwo0 0487919 e net hod of claim 39, wherein the nenoryCrroades?2 heap
menory, 5 wherein the virtual machine software is configured to access
objects stored in heap via a reference table. 43. The nmethod of claim42,
wherein the object handling the sensitive object 1is a sensitive object,
wherei n an %%ject handlin? the secure information is a 10 secure object,

wher ei n t he 4ledheqihad of slaira6i wheseia thegreference Sblesaliors dheoljistios ar e

di stingui shable from secure objects. 44. The nmethod of claim43, wherein
the secure digfese phenghiectstisewdctive of siethgithay e storadhp volagle armenpbi | e devi ce,
wherein the sensitive objects are stored 15 in volatile nenory of the
mobi | e devi cwlatilbmemérg. net hod of cl ai m 44, wherein nenory addresses of
objects are stored in the reference table so that given an index of an
object in the reference table, the nenory address of the object may be
obtai ned. 20 46. The net hod of claim45, wherein an object contains within
its fornet t48e Tiebpetbod of clahedEndesin theaxfiwetceograb|tieat tcseate8 he

object is a secure viewer application operating on the mobile device.

49. The method of claim 48, wherein the secure viewer application, when
executed by the virtual machine software, results in the object being allocated

10  in heap and accessible via its corresponding entry in the reference table.

50. The method of claim 49, wherein a viewer object is used to display to a

user of the mobile device the sensitive information.

15 51. The method of claim 50, wherein the viewer object dynamically generates

a sensitive object by authentication in the secure viewer application.
52. The method of claim 6, wherein decision to obliterate.the object and to

reclaim the memory that the object was using is based upon a security

20  consideration.
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WO 03/ 079196 PCT/ CA03/00402 47. The nethod of claim 46, wherein the
reference table allows the object to access other objects irrespective of
whet her twey3arasstored in volatile or non- vol atil e nmenoPgT/CA48040The

nmet hod of claim47, wherein the software programthat creates the object
is a secure viewer application operating on the nobile device. 49. The

nmet hod of claim48, wherein the secure viewer application, when executed
heC beln all ocated 10

by the virtual machine software, resylts i e abj
in heap and >dccldednghed of claipy "&Q?Fql‘ég Wg"bgFFfart

50. The nethod of claim49, wherein a viewer obje

}ieno ??éa‘? ¥er ence tabl e.

is used.to display to a

user of the PRI Beqremery thafe theepRipqti Was PSH’F%)FSWB?*’ H‘P°115a 8CUWiHhe net hod of
cl ai m 50, wherein the viewer obj ect@}}%nam cally generates a sensitive

obj ect by awphedrritioarapdnotibased ppow ap

of nespery rEPPN&at i on. 52.

of claim®6, wherein decision to obliterate.the object and to

menory that the object was using is based upon a security 20
consi deration. 31 WO 03/079196 PCT/ CA03/00402 53. The met hod
wher ei n deci5$i dFhetmetbisl oft daion @ wheeeindpaition tneplifesate érel eltiept eptonenory t hat

the object was using is based upon a security

The net hod
reclaimthe

of claim®6,

consi deration and not based

upon anount redlaimetie myenmognthianthapbjebt Bas usitigeis fhasedawon said Istgprivhdch wher ei n
decision to obliterate the object and to

10

15

20

determines that the object has become unreachable, wherein the decision is

independent of the level of available memory.

55. The method of claim 6, wherein decision to obliterate the object and to
reclaim the memory that the object was using is based upon said step which
determines that the object I;as become unreachable, wherein the decision is not
performed based upon the amount of memory being lower than a preselected

threshold.

56. The method of claim 6, further comprising the steps of:

determining that a trigger has occurred, wherein the trigger is
used as an indication to perform a secure gérbage collection operation;

based upon receiving the trigger, requesting that a secure
application unreference the application's sensitive objects;

determining that a sensitive object has been unreferenced by

the secure application;
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reclaimthe nenory that the object was using is based upon said step which
determ nes that the object has becone unreachable, wherein the decision is
i ndependew0D odf741be | evel of available nenory. 10 55. The merhod3o64oz] ai m 6,
wherein decision to obliterate the object and to reclaimthe nenory that
the object was using is based upon said step which determ nes that the
obj ect has becone unreachabl e, wherein the decision is not perfornmed based
upon the amount of menory being | ower than a presel ected ﬁ)hreshol d. 15 56.
The method of clai m 6basedpRaRelhe EHFRFERALIPR Pt His SERsENS OBIeCt Rf& PET™i ni ng that a
trigger has occurred, wherein the trig [ used as an indication to
perform a se@mf@rewﬂm@@r%@gﬂ@@preéﬂela?ﬁgpwﬁ?téwmlﬁ%% upon receiving the
trigger, requesting that 'a secure 20 application unreference the
application's sensitive objects; determning that a sensitive object has
been unreferenced by the secure application; 32 WO 03/079196
PCT/ CA03/ 00402 Theamethodiobalaimh §6dwhereini nplurabity ehelieathareseblieratsdse obj ect has
been unreferenced, obliterating the unreferenced object fromnenory. 57.
The methéd dfesel apam &@stewkination rhat Pppluradity of sefsitipjobiects have bt iterated 5
based upon a determination that a plurality of sensitive objects have been
unreferenced by the secure applications, wherein the type of trigger is used to

determine how garbage collection is to be performed.

58. The method of claim 56, wherein a plurality of secure applications are

10  requested to unreference their respective sensitive objects.

59. The method of claim 56, wherein a parameter associated with the trigger
is loaded from a configuration file, wherein the parameter is used in the

determining that a trigger has occurred.

15
60. The method of claim 56, wherein the configuration file specifies that all
unreferenced objects are to be treated as sensitive objects.
61. The method of claim 56, wherein the trigger includes trigger means.

20

62. The method of claim 56, wherein the trigger occurs based upon a

preselected event occurring.
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unreferenced by the secure applications, wherein the type of trigger is
used to determ ne how garbage collection is to be perfornmed. 58. The

met hod ofwoloaiom1%6, wherein a plurality of secure appli caPcaroanen2 10
requested to unreference their respective sensitive objects. 59. The net hod
of claimb56, wherein a paraneter associated with the trigger is |oaded
froma configuration file, wherein the parameter is used in the

determining that a trigger has occurred. 15 60. The nethod of clai m 56,

wher ei n t he 63oihe ggthad obelaim $% v the event isdimegpy eveRt iy lHeepEHEed obj ects are
to be treated as sensitive objects. 61. The nethod of claim56, wherein the
tri gger i nciwhgethetmobilgdeviepdaite for 2 pregaectertimeret hod of cl ai m 56, wherein the
trigger occurs based upon a preselected event occurring. 33 WO 03/079196
PCT/ CA03/ 00402 63. The nethod of claim 62, wherein the event is timeout
event which occurs when the nobile device is idle for a preselected tine.
64. The net [6dd Tbé methad of 8m GRhwhekin thewverhiearrafled avept.adl ed event. 5 65.
The met hod of claim64, wherein the cradl ed event occurs when the nobile
device i$ placed in or renoved fromthe nobile device's cradle.

65. The method of claim 64, wherein the cradled event occurs when the

mobile device is placed in or removed from the mobile device's cradle.

66. The method of claim 62, wherein the event is a holstered event.

10
67. The method of claim 66, wherein the holstered event occurs when the
mobile device is placed in or removed from the mobile device's holster.
68. The method of claim 62, wherein the event is a screen lock event.

15

69. The method of claim 62, wherein the event is a user lock event.

70. The method of claim 62, wherein the event is an application event.

20 71. The method of claim 70, wherein the application event includes when a

-viewer has stopped displaying a sensitive object.
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66. The nethod of claim62, wherein the event is a holstered event. 10 67.
The nmet hod of claim66, wherein the hol stered event occurs when the nobile
devi ce i swploaoedoé n or renoved fromthe nobil e device' s h®CTtE3/0682 The
met hod of claim 62, wherein the event is a screen |ock event. 15 69. The
met hod of claim62, wherein the event is a user lock event. 70. The nethod
of claim®62, wherein the event is an application event. 20 71. The net hod
of claim 70, wherein the application event includes when a viewer has

st opped di spRajfhagethod ohelpin} Ve viijeica configurpiipromyrayrder d5used19 K03/ 00402 72.
The method of claim 71, wherein a configuration paranmeter is used to age a
decrypt ed neskeryptethafestage behers canging attrigggg irbetgsnesaledener at ed. 73. The net hod
of claim 72, wherein the aging of a decrypted nessage is .5 used to give
the nobil e device's user an opportunity to view a nessage, close it, and
re-open it within a preselected tinme out period. 74. The method of claim
62, wher ei n BheTtlevmathod sf elainol?, wizrdin tthe ggjeg oby dptryptdd nizBsageTise et hod of
claim74, wherein the roll back trigger event occurs when the nobile

devi ce' s 5sysis@mocdiacthe atobde dévive's nscreanvpporbmép t@avicwraodessa®, clddee net hod of
claim 62, wherein the event is a transceiver-based event. 15 77. The net hod
of cl ai m 76,it, whefeadpan ichathin egiseiced timeasepbriedent occurs if the

74. The method of claim 62, wherein the event is a roll back trigger event.

10 75. The method of claim 74, wherein the roll back trigger event occurs when

the mobile device's system clock or a time zone has been altered.

76. The method of claim 62, wherein the event is a transceiver-based event.

15  77. The method of claim 76, wherein the transceiver-based event occurs if the

mobile device communicates over the wireless network.

78. The method of claim 56, wherein based upon the determining of the
trigger, requesting that a secure application unreference the application's non-

20  sensitive objects.

79. The method of claim 56, wherein the secure garbage collection operation

includes obliterating the unreferenced sensitive objects.
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nobi | e devi ce communi cates over the wirel ess network. 78. The nethod of

cl aim56, wherein based upon the determining of the trigger, requesting
that a seworog/ozapé i cati on unreference the application's necT/C038e03itive
objects. 79. The nethod of claimb56, wherein the secure garbage collection
operation includes obliterating the unreferenced sensitive objects. 35 WO
03/ 079196 PCT/ CA03/00402 80. The nethod of claim 79, wherein the secure
garbage col |l ection operation includes reclaimng nenory that was used by
the unreferenced sensitive objects. 5 81. The nmethod of claim®6, further
conprising the steps of: deternining that a trigger. has occurred, wherein

the trigger s Thydusghodoof glaim {8 whareip the e LRbREA colletion cregihage
col l ection gperation; based upon receiving the tr%gger, requesting that a
secure 10 dmpndes geclaiming memepe s Wqﬁeusaﬁgm st paefeisncedn¥piliiVie obj ects; and
perform ng a secure garbage collection operation upon the unreferenced
sensitive opigstss. 82. The method of claim6, further conprising the steps
of: 15 waiting for a trigger before performng a secure garbage collection
oper at i of;
81. The method of claim 6, further comprising the steps of:
determining that a trigger has occurred, wherein the trigger is
used as an indication to perform a secure garbage collection operation;
based upon receiving the trigger, requesting that a secure
10  application unreference the application's sensitive objects; and

performing a secure garbage collection operation upon the

unreferenced sensitive objects.

82. The method of claim 6, further comprising the steps of:
15 waiting for a trigger before performing a secure garbage
.collection operation;
determining that a trigger has occurred, wherein the trigger is
used as an indication to perform a secure garbage collection operation;
based upon receiving the trigger, requesting that a secure
20 | application unreference the application's sensitive objects; and
performing a secure garbage collection operation upon the

sensitive objects unreferenced by the application.
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determning that a trigger has occurred, wherein the trigger is wused as an
indication to performa secure garbage collection operation; based upon
recei vi ngwbha/oraipbgger, requesting that a secure 20 appl i eati@w3nomoef er ence
the application's sensitive objects; and perform ng a secure garbage
col | ection operation upon the sensitive objects unreferenced by the -
application. 36 WO 03/079196 PCT/ CA03/00402 83. The nethod of claim®6,
further conpgising the s s of: waiting for a trigger before performng a
secure garba T%%@ﬁg%iw%%&8ﬁé&§Pﬁﬁﬁ?mﬁgP%ﬁﬁﬁﬁ?ﬁ ‘that a trigger has
occurred, wherein the trigger is .5 used as an {ndication to gerforn1a
secure garbage col | ectW%W%o Ur 4t FIGHT %f&dpﬁgmn}ge&eﬁewmggaf% trigger,
requesting th %?secure, applications unreference the applications

sensitive obﬁg 4on opsFRlBRy f or mi ng a secure garbage col |l ection operation

upon the sensitive o%iects_unreferenced by the applications. 10 37
etermining that a trigger has occurred, wherein the trigger is

5 used as an indication to perform a secure garbage collection operation;
based upon receiving the trigger, requesting that secure
applications unreference the applications' sensitive objects; and
performing a secure garbage collection operation upon the
sensitive objects unreferenced by the applications.
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