1 METHOD AND SCANNI NG FOR W RELESS LOCAL AREA NETWORKS [0001] The invention
generally relates to wireless |local area networks (W.LAN). In particular,
enbodi ments of the invention relate to power saving for one or nore client
devices in a wireless network. 5 [0002] Some wirel ess networks are based on
a cellular architecture where the system is subdivided into wreless
network cells. One type of wireless network cell, known as a basic service
set (BSS), contains client devices controlled by a vvi rel ess netvvork access
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y. Wireless access points of different BSSs may
be connected via a distribution system (DS) that is usually a wired network. The entire
interconnected WLAN network, including the different WLAN cells, their respective
WLAN access points and the distribution system is known as an extended service set

(ESS). A client device may be able to switch between BSS mode and IBSS mode.

20 [0004] A client device may, or may not, be battery-powered. For example, a client
device, such as a wireless-enabled laptop, a wireless-enabled cellphone, a wireless-enabled
personal digital assistant (PDA), and the like, may sometimes be battery-powered, and at
other times may receive power from an external source, such as a power outlet. Other
client devices, such as a desktop computer, may receive power from an external source,

25 such as a power outlet, and may not have the option to be battery-powered.

[0005] US6842460 discloses a method in a wireless device comprising: connecting to
said device in Independent Basic Service Set mode; and actively scanning for a particular
wireless network name by transmitting one or more probe requests. However, it does not
teach the additional step of switching to BSS mode and passively scanning after receiving

30 aresponse at the active scanning step.




teach the additional step of switching to BSS node and passively scanning
after receiving 30 a response at the active scanning step. 2 [0006] It may
be beneficial to enhance the battery lifetime of battery-powered client

devi ces. SUMVARY [0007] In accordance with one aspect of the present
invention, there is provided a 5 nethgd in a wireless device, the nethod
conprising connecting to said device in |Independent Basic Service Set
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arranged to program said controller to connect to itself in Independent Basic Service Set

15 mode and is arranged to instruct said controller to actively scan for a wireless local area
network by transmitting one or more probe requests for a particular wireless network
name, wherein upon receipt by said processor of a response that indicates discovery of one
or more access points with said particular wireless network name, said code means, when
executed by said processor, is arranged to program said controller to exit said mode and

20 enter Basic Service Set mode, and is arranged to enable said controller to passively scan

for said particular wireless network name.

BRIEF DESCRIPTION OF THE DRAWINGS

{0009] Embodiments of the invention are illustrated by way of example and not
limitation in the figures of the accompanying drawings, in which like reference numerals

25 indicate corresponding, analogous or similar clements, and in which:

[0010] Figure 1 is an'illustration of an exemplary communications system, according

to some embodiments of the invention;

[0011] Figure 2 is a block diagram of an exemplary client device, according to some

embodiments of the invention; and




to sone enbodi nents of the invention; [0011] Figure 2 is a bl ock diagram of
an exenplary client device, according to sone enbodi nents of the
invention; and 3 [0012] Figure 3 is a flowhart of an exenplary nethod to
be perforned by a client device, according to sone enbodi nents of the
invention. [0013] It will be appreciatdd that for sinplicity and clarity of
illustration, elenments shown in the figures have not necessarily been
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i | lustratlhoty.of an exenpl ary conmuni cations system 100 15 accordlng to
enbodi nents of the invention. System 100 includes a wreless access point
(AP) 102p&EnchIBSnet wor k gat eway 104 coupled to AP 102 via w red connections
106. Network gateway 104 and w red connections 106 may be part of a
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[0015] Figure 1 is an illustration of an exemplary communications system 100

15 according to embodiments of the invention. System 100 includes a wireless access point
(AP) 102 and a network gateway 104 coupled to AP 102 via wired connections 106.
Network gateway 104 and wired connections 106 may be part of a “distribution system”
for AP 102. Non-limiting examples for network gateway 104 are cable modems,
Asymmetric Digital Subscriber Line (ADSL) modems, Asynchronous Transfer Mode

20 (ATM) network gateways, dial-up modems, satellite modems, Integrated Services Digital
Network (ISDN) gateways, T-carrier 1 (T1) modems, and the like. It is obvious that any
other configuration of a distribution system for AP 102 is possible.

[0016] AP 102 has at least one antenna 108 and is configurable to support at least one
wireless network name, for example, at least one service set identifier (SSID). A non-

25 exhaustive list of examples for antenna 108 includes a dipole antenna, a monopole antenna,
a multilayer ceramic antenna, a planar inverted-F antenna, a loop antenna, a shot antenna, a
dual antenna, an omnidirectional antenna and any other suitable antenna. AP 102 may

include a router.

[0017] Exemplary communications system 100 includes a wireless client device 110.

30 A non-exhaustive list of examples for client device 110 includes a wireless-enabled laptop,




a nmultilayer ceram c antenna, a planar inverted-F antenna, a | oop antenna,
a shot antenna, a dual antenna, an omni directional antenna and any ot her
suitable antenna. AP 102 nmay include a router. [0017] Exenplary

comuni cations system 100 includes a wireless client device 110. 30 A

non- exhaustive |ist of exanples for cl#ent device 110 includes a
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control , WAN éﬁ%ﬁmli% ZBémay berrauplpe fue memmosy 294 feviegirrgpieg082oke O i ent
devi cg 1%&%@%9%&&%%&%& \%ﬂr@legsoclféﬁf)&ééfg% lﬁﬂﬁﬁ@i«;& Vﬁ 50%9’1!0 VAN

contro | er processor 0 and nenorl ess client
devi ce 1a@i aagmionc? ldepvpiddao pomeizon2hd. sMichwiy 2 fimay stoss éxeyutableeodo24shown.

[ 0020] A non exha tlve lis of exanpl es for processor 210 includes a
central 03?%%‘8%‘& Y Brcesse a digital signal processor (DSP), a reduced
instruction set conputer 20 (RI SC), a conplex instruction set conputer
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such &S abgfisyeisfo Ibmtridla @ower waddiordog, Vﬁnﬁdﬁyontroller 204, processor 210 and
memories 206 and 212. Wireless client device 110 may include other components that, for

clarity, are not shown.

[0020} A non-exhaustive list of examples for processor 210 includes a central

processing unit (CPU), a digital signal processor (DSP), a reduced instruction set computer
20 (RISC), a complex mstruction set computer (CISC) and the like. Memories 206 and 212

may be fixed in or removable from client device 110. A non-exhaustive list of examples

for memories 206 and 212 includes any combination of the following:

a) semiconductor devices such as registers, latches, read only memory
(ROM), mask ROM, electrically erasable programmable read only memory devices
25 (EEPROM), flash memory devices, non-volatile random access memory devices
(NVRAM), synchronous dynamic random access memory (SDRAM) devices,
RAMBUS dynamic random access memory (RDRAM) devices, double data rate
(DDR) memory devices, static random access memory (SRAM), universal serial

bus (USB) removable memory, and the like;

30 b) optical devices, such as compact disk read only memory (CD ROM), and
the like; and




(ROVM), mask ROV electrically erasable programmable read only nenory

devi ces 25 (EEPROM), flash nenory devices, non-volatile random access
menory devices (NVRAM, synchronous dynam ¢ random access nenory ( SDRAM
devi ces, RAMBUS dynam c random access nenory (RDRAM devices, double data
rate (DDR) menory devices, static ranflom access nenmory (SRAM), universal
serial bus (USB) renovable nenory, and the |like; 30 b) optical devices,
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magneti c devices, such as a hard disk, a floppy disk, a magnetic tape, and
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a di pole antenna, a nonopole antenna, a nultilayer ceram c antenna, a
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15 [0023] In the example of FIG. 1, AP 102 and client device 110 are both “802.11-
enabled”, which means that wireless communications therebetween are in accordance with
one or more of the following standards defined by the Institute of Electrical and Electronic
Engineers (IEEE) for Wireless LAN MAC and Physical layer (PHY) specifications.
However, 1t will be obvious to those of ordinary skill in the art how to modify the

20 following for other existing WLAN standards or future related standards, including

802.11n.

Standard Published Maximum Speed | Frequency
802.11 1997 2 Mbps 2.4 GHz
802.11a | 1999 54 Mbps 5.0 GHz
802.11b 1999 11 Mbps 2.4 GHz
802.11g 2003 54 Mbps 24 GHz

The 1999 edition of the 802.11 standard (as reaffirmed June 12, 2003) distinguishes
between infrastructure WLANSs (BSS) and ad-hoc WLANSs (IBSS).




802.1 in. StandardPubli shedMaxi mum SpeedFrequency 802. 1119972 Mips2.4 G
802. 112199954 Mops5.0 GHz 802. 11 b199911 Mops2.4 GHz 802.1 | g200354 Mops2. 4
GHz The 1999 edition of the 802.11 standard (as reaffirnmed June 12, 2003)
di stingui shes between infrastructure W.ANs (BSS) and ad-hoc WLANs (I BSS).
6 [0024] In order to join a BSS managef by AP 102, i.e. to beconme connected
to AP 102 over wreless network 112, client device 110 has to initiate and
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channel sy T8 JBH AR 605851 Jrb@QE contains information about client device
110, sucﬁ as which data rates are supported by client device 110 and to

whi ch SSfda 110
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t AT
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recei ves a probe request fra he conmmuni cati on nnels, it
may r epI sie\tlm 1 e symhois evingydats tatés aersugippried apshet devige 410 mcbﬂoewmeisﬁm e"
frame

t .ch el. A probe re onsefr I ncl ude s I nformat.i on such as
the S DR SRriFC R o BaSpect o e et 117 mtget Giabe frabert oiray:
suppor t egithyutARinkCrivare Fa8®e ar ﬁﬁc@is\@mt with the same SSID ex1sts in its vicinity, and
without knowing what data rate is acceptable for that access point. For that reason, client
15 device 110 may send probe requests at the lowest data rate defined by the respective

standard, e.g. 1 Mbps (Megabits per second).

[0026] If AP 102 receives a probe request frame on one of the communication

channels, it may reply. to the probe request frame by transmitting a “probe response” frame

on that channel. ‘A probe response frame includes information such as the SSID for which
20 AP 102 is configured, a timestamp, data rates supported by AP 102, “beacon interval”

information and physical layer information.

[0027] If chient device 110 receives a probe response frame transmitted by AP 102, it

may examine whether the SSID of AP 102 matches the SSID sent by client device 110 in

the probe request, may examine other information included in the probe response frame
25 and may exaﬁ‘u‘ne the strength of the signal carrying the frame. Client device 110 may

decide whether to continue the process for connecting with AP 102.

10028] Adfter completing the probing process, client device 110 may have to identify
itself and to get permission to connect with AP 102. This process can have different forms,
depending on a security mechanism deployed in the particular network. In one simple

30 example for this process, client device 110 may send an “authentication request” frame to

AP 102 and in response may receive an “authentication response” frame from AP 102. If




information and physical |ayer information. [0027] If client device 110
receives a probe response frane transmtted by AP 102, it may exam ne
whet her the SSID of AP 102 matches the SSID sent by client device 110 in

t he probe request, may exam ne other inpformation included in the probe
response frame 25 and nmay exam ne the gtrength of the signal carrying the
frame. Cient device 110 may decide whether to continue the process for
connect i tg aniltehtidsiot 0&pohdRBhe ghhwcliemnielet it b péddsgiorotoi cognget ot IsE cl i ent

device 1 have i dentif itself . and to get perm ssion to connect
with AP 1@22%%&%‘”6?gi%%yd]’alﬂa%é%aqﬁP?lf‘@nelﬁchsﬁrr ns, depending on a
security _nechani sm deployed in the particular network. In one sinple 30
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cl i ent Sdthat mdichte threuntss bofailure afdhnasbeinid) Ae sbfbiatohisttdeedbdyihee 110 may
initiate the associati %n process. .[0029] Cient device 110 may . initiate an
associ at PSACBNYLIESRONS Iipg agy; ipglude am pssoeigicrpidentificaion fAUNGOr ¢lignt esponse,
AP 102 mawidd gpsmt an "associ ation response” frame 5 that indicates the
success or failure of the association. |If the association succeeded, the
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connect i wiquyst secpoeptiva, offtlioamsbddigtidn resfonps, ohs varesibahy boad Bagpt sevoradf t he
associ gti on ée ﬁonse, n?y var nd nay be as |ong as several 10 seconds,
for edBnpicandss I sxaNple, 3 seronds oHsiyobing peacess isslmay ale. faeanpls lexanpl e, 1
Second. | fend! Thoulh WAVIED IR bGLSRhed FSRANSA,{ AATER @idMToal cl ! ent
device 110 during the connectivity sequence Is unknown, and therefore,
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receive signals an nnot be in a "sleep" state to conserve poyer. 15
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device {lédnwhivtgoperform ng a connectivity sequence in order to conserve
B

the power stored in battery 216. [0032] The 802. 11 standard expl ains that

accesgspEioBEF rAM de RER&PR debRTESh&bhmount of power consumed by client device

110 while performing a connectivity sequence in order to conserve the power stored in

battery 216.

[0032] The 802.11 standard explains that access points transmit beacon frames at

substantially regular time periods to announce the existence of and to synchronize wireless
20 networks. The format of beacon frames and their contents is explained in detail in the

802.11 standard. The beacon interval is included in each beacon frame. The number of

time units between target beacon transmission times is referred to as a “beacon interval”,

[0033] Beacon frames may, or may not include the SSID of the wireless network they
belong to. For example, beacon frames transmitted by AP 102 over wireless network 112

25 may contain the SSID associated with wireless network 112. In addition, each beacon
frame also includes a timestamp which is the value of a clock internal to the access point at
the actual transmission time of the beacon. A client device receiving the beacon frame will
update its internal clock according to the timestamp in the received beacon frame.

Moreover, beacon frames may include other information.
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response does not match the SSID of the profile stored in WLAN controller 204, then

WLAN controller 204 may proceed fo passively scan on the next communication channel.

20 Client device 110 may wait a predefined period of time, for example, 3 seconds, for

WLAN controller 204 to report having successfully associated with the sought wireless

network. If no such report is received during this predefined period of time (timed using a

timer 218 in processor 210), client device 110 may take additional action, such as, for

example, programming into WLAN controller 204 the profile of an additional wireless

25 network to search for, or putting radio 202 into a sleep state.

[0035] If client device 110 were to use only passive scanning when looking for a
wireless network and the sought network was unavailable, then client device 110 would be

required to wait the full predefined period of time before taking additional action.

[6036] Figure 3 is a flowchart of an exemplary method to be implemented by client

30 device 110, according to some embodiments of the invention. Executable code 214, when




response does not match the SSID of the profile stored in WLAN control | er
204, then W.AN controller 204 nmay proceed to passively scan on the next
comuni cation channel. 20 Cient device 110 may wait a predefined period of
time, for exanple, 3 seconds, for W.AN controller 204 to report having
successfully associated with the sought wireless network. If no such
report is received during this predefined period of tine (tined using a
timer 218%¢aytgdrbywecsssord10)may taventlicdvevies 11Mtonepldnadot tirddéthodofal act i on,
such as, for 3exarrple, programm ng into WLAN control |l er 204 the profile of

an additiF1 al “wirel ess 25 network to search for, or putting radio 202 into

a sl eep . [Q0 f client device 110 were to use only passive
scanni,ngﬁ&ﬁgﬁ | o 3@9 418?" J&"Ic\%ilrlgF‘é”é’é”ﬂ%’ﬁWoW%%%PmW@e%&ﬂg‘ﬁtcowm k was
unavai | abk&fid In8&hchid Mhysid QM ulkyel: ' . L the full

pr edefi ned pleri o] eof t%lg?g%%eﬁ%gﬁ%g ]gndﬁ? %3{%%%;&&%1?%1&3&@"@%%%&6] Figure 3

is a fPodesmamg yf WaANesaripllar 304ret hod to be inplenmented by client 30
device 110, according to sone enbodi nents of the invention. Executable code

214, whel0@8gxecAt 8aH, lieptrdeeze 400 nixlGnstiRy WIS @oftkd IRA LA &VAcEivel} 16ar O
i npl enent, the nethod of Figure 3. [0037]. At 302, client device 110 may
progr am VETAN? IV ETSS 2glvar nays b drEnsipitting eniel o maye prbeseqiseiatcagiaef ¢

Service §alonaRg %106%' gfg]%e Pt E%ﬁs'trﬁi‘(t@cll X%gidﬁ?é?érﬁ fgﬁ‘xiﬁjn\(&ﬁé? %ﬁ %@ j n % be WLAN

controller 204. [ At” 304, client vi ce may 1 nstr

controll 4t itk Yel%insC [ antjgul ar . wirel-ess _net k nanme by
transnit |0r?3?oneﬂlo?&%%¥e Dr bgﬁf‘%lgﬁgrsl %1?&2%&0%%11“ ?Vﬁg%%lh@e S?CBngéapr obe
r equed0s beacan dimirtetie drden tatratishfiethe ptobeesgaesi. MMbieoverc WaIR onth@ARB9D4 | N acti ve

scanni ng, V\LAIF\)I ‘i(i%ntrol | er 204 does not wait for the receipt of a 10 beacon
frame i n"EPHEPAFIOPFAFTEH 210 ARSIV LA rostrollgr 04 dns puccvdssiiz ont r ol | er 204

reports QaeckyechifeRh 96RSSHSineHih #% m&g@%@%&%@&%ﬁr& RhhEin & é‘yr@gﬁs@;;égt%eeded

in discovering an access poi nt e particu W r el es name
in the pebibe aceeprssnrng. ofintikeelya®ili AN contaolier 204 répionts badld tp, prodeddsr cddtg ol | er

204 reports b rocessor. 210 as .soon as WLAN cqontrql |l er 204 has
failed td°% |ass§g§’é‘*ﬁqo %Fﬁvoggrci@shaﬁi‘?l}@swﬁsﬂveﬁﬁ@ PECEs RAUNE Y ithefhe paripeats .
net wonk RadsRst Aetivbik MinebiR the ke kequelts bheabhve/RanGA NEBgkeqaRgesnt Iy, 1 f
no

access point with the particular wireless network name has been discovered due to the

active scanning, client device 110 will be notified of such sooner than if it had relied on

passive scanning.

[0040] If client device 110 receives a response that indicates discovery of one or more
20 access points with that particular wireless network name (checked at 306), client device
110 may program WLAN controller 204 to exit IBSS mode and enter BSS mode at 308.
Prior to this, at 307, client device 110 may store a profile of the sought wireless network
with the particular wireless network name in WLAN controller 204. In BSS mode, WLAN

controller 204 will passively scan for a wireless network that matches the profile stored in

25 WLAN controller 204, at 308.

[0041] The passive scanning, if successful (checked at 312), ought to result in
association of client device 110 and the wircless network at 314. If passive scanning is not
successful (checked at 312) despite the discovery of one or more access points with the
particular wireless network name via active scanning, this is an indication that the profile

30 stored in WLAN controller 204 at 307 is misconfigured (316).
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[0046] If there are additional wireless networks are to be sought (checked at 309), then
client device 110 may resume the method at 304 to actively scan for a different wireless

network name.

[0047] While certain features of the invention have been illustrated and described
20 herein, many modifications, substitutions, changes, and equivalents will now occur to

those of ordinary skill in the art within the scope of the appended claims.




The sl eeping duration may be increased with each unsuccessful attenpt to
find the wireless 15 network, until it reaches an upper limt. [0046] If
there are additional wireless networks are to be sought (checked at 309),
then client device 110 may resune thil met hod at 304 to actively scan for a
different wireless network nane. [00 71] While certain features of the

invention have been illustrated and described 20 herein, nmany
nodi fi caflaims: substitutions, changes, and equival ents will now occur to
those of ordinary skill in the art wthin the scope of the appended cl ai ns.

11 Cdains: 1. Anmethod in a wireless device (I 10), the method conprising:
connect i hgA(xB&Ryd tmw&bhsmﬁmuﬂ)mﬂemmhdmdﬁmmt Basi c Service Set

borti cutar 5 torerned B b ke (Bl Brerede s e aes SEBogs obe |
requests, andadiReR sléﬁﬁﬁﬁ%/(%@) Por;a%&‘?éb%%éai‘ﬁfeah&%oﬂ@hﬁﬁ%\?éEﬁ%@lﬁw}’ (306) of

one or nobre access poin wth said particular | ess net wor k
nane, &xit mgel@améwmlsleamehy@anmlmmemrmpmewuesm,cmd and passively
scanni ng (30

further co isin 10 storing
(307) a profi %’peomﬁceéwv\ﬁ Iag?sgggsq %?:tdflgi ?tg%ldlécbor’(ﬁyo g} f?‘g’ﬁ g‘?ﬁ 6% g to said
devi ce, saipdifs AR} @ith 08 Paktichthr SatelbsP Aétivotithfic, Wit @SR MEdaBikimnane, and
t hen passively scanning 32@} for wireless |ocal aréa networks that natch

sai d prof i IBasicHervipeSetap paspizplnseanning GA8Y. conprising: identifying
that said profile is msconfigured (316) if said passive scanning fails to
15 result in an association. 4. The nmethod of claim1l or claim2, further
conpri si &g Theipsthod e elaym dg futhseeaprisingrpr i si ng sai d particul ar wirel ess

net wo nane, i 14 ccess I nt 2) that sent said
beacolrilb 5. ThStoﬁTeé]ﬁgﬂ %E&é‘]ﬁ éagtiljﬁrﬁ2 rglF ESCE%E? 2,0 ﬁﬁ(’)fﬂ‘?{é?&ég’ﬁ%?f“ﬁ%’igﬁ&?mgo upon
recei ving alebieacaii profilecompiishiggidayaytionldr 6¥ifssss AWK Kariamd thepansmi tting

passively scanning (308) for wireless local area networks that match said profile.

3. The method of claim 2, further comprising:
identifying that said profile is misconfigured (316) if said passive scanning fails to

15 result in an association.

4. The method of claim 1 or claim 2, further comprising:

upon receiving a beacon comprising said particular wireless network name,

connecting (314) to the access point (102) that sent said beacon.

5. The method of claim 1 or claim 2, further comprising:

20 upon receiving a beacon not comprising any wireless network name, transmitting

another probe request for said particular wireless network name.

6. A wireless device (110) comprising:
a wircless local area network controller (204);
a processor (210); and
25 amemory (212) able to store executable means (214) which, when executed by said
processor (210), is arranged to program said controller (204) to connect to itself in

Independent Basic Service Set mode and is arranged to instruct said controller (204) to




anot her probe request for said particular wireless network nane. 6. A

W reless device (110) conprising: a wireless |ocal area network controller
(204); a processor (210); and 25 a nenory (212) able to store executabl e
means (214) which, when executed by saj processor (210), is arranged to
program said controller (204) to conn toitself in Independent Basic
Service Set node and is arranged to instruct said controller (204) to 12
actively scshvélpscan faf 2 slitskess looaladreamaterorictywradentitying oaasninbte prgbone or nor e
probe requests r articular wireless network nanme, .wherein u

recel pt by f%%“eatsgo i B Y G i G RSO N LB O RO THRTE AV SE GBS y of

one or SedpPhd thaf 131@1%&6%1‘-55’()\/6?}%90&4&%&5 |a@desé/\f)61§t|s @502) Rgihor k.
nane, sald co means (214), when executed by said 5 processor (210), is

arranged t @a@rmgﬁl@mf g’aredeS@ (liﬁtWC@k name,28Ugode oraans (2143ivhemsaecusetby it er

passi va y. SE8ses Rl Ry Rl o RSt B Tl S mRge Rl e’

readabl e megitenBasiorervicd Big nsdRYial s @Aty dARa BRI A cantRiilt @by a
processor (21Q) of the device (110) of claim6 for inplenenting the method

of any one Refsivelyseandpripid pytisulagwirplegsoiptionkamiieon syst em (100) conpri si ng
an access point (102) and at |east one wreless device (110) according to

cl ai m 6.
7. A machine readable medium comprising program code means (214) executable by a

processor (210) of the device (110) of claim 6 for implementing the method of any one of

10 claims 1to 5.

8. A communication system (100) comprising an access point (102) and at least one

wireless device (110) according to claim 6.




