1 IMPROVEMENTS TO AN AD-HOC SYSTEM AND A METHOD THEREOF
FIELD OF THE INVENTION 5 The present invention relates to an ad-hoc
system and more particularly, the present invention relates to improvements
to the said ad-hoc system and a method thereof. 10 BACKGROUND OF
THE INVENTION To collect accurate real-time energy consumption
information of a building presently utilizes cabled networks of various
protocfraadERERTENIS AR IENNRIeKSeS AT AN R/ ERRIES HEREDF
Works, etc), it is often only cost-effective to put in a sensor/ actuator network
during the construction/ fabrication or retrofit phase of a facility, when cabling
does not require tearing out and re-instatement of existing structure. Thus it
will be expensive to enable facilities constructed in the 1980s and before to
enjoy the 20 benefits of such networks. The average lifespan of a facility in
X SV MEHYs while in developing or newly industrialized
countries, it is closer to 30 years. 2 This explains why the majority of the
b&ildings, especially in developed countries, counter-intuitively do not have a

sensor/ actuator network in place.
The present invention relates to an ad-hoc system and more

particularly, the present invention relates to improvements to the said ad-hoc

system and a method thereof.

10

BACKGROUND OF THE INVENTION

To collect accurate real-time energy consumption information of a

building presently utilizes cabled networks of various protocols and

15 transmission technologies (CAT5 TCP/IP, power line LON Works, etc), it is
often only cost-effective to put in a sensor/ actuator network during the
construction/ fabrication or retrofit phase of a facility, when cabling does not
require tearing out and re-instatement of existing structure. Thus it will be
expensive to enable facilities constructed in the 1980s and before to enjoy the

20 benefits of such networks.

The average lifespan of a facility in the developed world is 100 years

while in developing or newly industrialized countries, it is closer to 30 years.



In the past decade, alternate solutions that make use of wireless 5
technologies have been proposed, and in some cases implemented to
circumvent the cabling constraint. The first classes of networks are those
governed by the popular IEEE 802.11 profocols, such as WiFi. However,
802.11 technologies require static 10 access points/ routers connected by
physical cabling, and individual wireless nodes are incapable of routing

INfOrmaton, RIS WIHGIaRE NRINGRN can tﬁ@sﬂMiBﬁw%P'Hg‘ﬁgc@ﬂPWMSi&é'/eloped

material such as reinforced concrete or steel, the setup of a usable topology

MightctRAiTEs 266668 PARIBIIHEHG ¢RINWNG s dATNARX IBREIE nBS INMiNE ce.
the practicality of the solution. 15 The second class of networks is that

making use of wide area wireless technologies such as CDMA or GPRS. In
this case, relatively low bandwidth and reliability, network occlusion
(necessitatihy thstatesiodeasfadpealiersatacksdomniutiitiorakeodss apid wireless
security concerns often limit the applicability of 20 such solutions. The third
afd rEREIVERRSNH R8sV MSNARREER, RO dIhoOPe [6RZEH JARIABE WRFEHO
was first proposed by the Massachusetts Institute of Technology, also

comnTERYMIEORINE SARLS FRATIERL. These networks 3 (there are around 70

competing protocols broadly classified into table-driven and demand-driven
protocols) have the advantage of having each node serve

The first classes of networks are those governed by the popular IEEE
802.11 protocols, such as WiFi. However, 802.11 technologies require static
10 access points/ routers connected by physical cabling, and individual wireless
nodes are incapable of routing information. As the wireless network can
easily be occluded by physical material such as reinforced concrete or steel,
the setup of a usable topology might require access points (and thus cabling)
in many spots, thus limiting the practicality of the solution.
15
The second class of networks is that making use of wide area wireless
technologies such as CDMA or GPRS. In this case, relatively low bandwidth
and reliability, network occlusion (necessitating installation of repeaters),
telecommunications costs and security concerns often limit the applicability of

20 such solutions.

The third and most promising class of networks is the ad-hoc wireless
networks, which was first proposed by the Massachusetts Institute of

Technology, also commonly known as Mesh networks. These networks



as a router that can detect and join existing networks, as well as compute
optimal transmission paths. This means that Mesh networks are highly 5
adaptable to a constantly changing topology, self-healing, and easily scalable
with minimal requirements on cabling. Th& problem of using Mesh networks
as sensor/ actuator networks is that Mesh technologies are designed for
generic networking purpose, i.e. they must also function well, for example, as

an offiERREMO R AR A6 LML NADEEER 1rbAYS SIadifaitREPEaTSLatven

10 power (since it is a complete router), thus making the cost of the node

relatigely highaserliaiePREIcEdIclasses 115l clrmEgh of nalsadguter fiede serve

limitations of scalability (e.g. can only accommodate up to 256 nodes per
netwak)a Ibutambapreamadetestldmbigibeckistifly distussad aeneelitsFustipute
US Patent No. 6,895,347 relates to a number of approaches for operating
data lepjiyess. fosmissitoulpalisthisThiseneatatabad Mssharetwstkaiquestiighly
controlling critical functions of a low-power-battery-operated 20 data logger.
IrPthi S PRREMR AR CAP B IYABN S8 PIRGI EIRREMUPEETBB3IRR rABF eRSENtRARADIE
when a new firmware is detected. Another 3_pproach would allow a processor
u

systeW B AIUAE! BYLrED TR RIE SPRIGE bdhie R iHsid MFrR Beigrks
Operaa{%ds%%ﬁsf' S&lﬂﬁ?&eh’é@o&@? %pﬂﬁgf‘iﬁe%kovt@c%%&% Ao esoé%%% for
remaining battery capacity of a datalogger's primary power 4 source. Fnally,
an ap&éﬁ@ﬁ@ ﬁ%ﬁ'@%ﬁ?\é%‘%&f Pé‘?‘tﬂ%&'/'m@'%% Hﬁ{&%m‘?%ell, for example, as
an office network. As a result, each node has to have significant processing
10 power (since it is a complete router), thus making the cost of the node
relatively high. Certain protocol classes, such as Zigbee, also suffer from

limitations of scalability (e.g. can only accommodate up to 256 nodes per

network).
15 Some prior art would now be briefly discussed herewith.

Firstly, US Patent No. 6,895,347 relates to a number of approaches for
operating data loggers. More particularly, this patent relates to software
techniques for controlling critical functions of a low-power-battery-operated

20 data logger. In this patent, a first approach is by initializing numerous memory
locations when a new firmware is detected. Another approach would allow a
processor system of a data logger to receive a high baud rate data stream
while being operated in a sleep mode. Another approach provides an

estimation of the remaining battery capacity of a data logger's primary power



during a disruption of primary power. In other words, this patent teaches an
approach, which utilizes wired software procedures for data acquisition by a
data logger. In comparison with the present invention, the present invention
5 relates more to a wireless connected data logger. US patent No. 6965575
relates to a device and method for determining an optimal route based upon
path quality of routes to an access node of a wireless mesh network. The

methagd, |- BNigiRaIGNLINGHERRERCE YRS &S}HUR%&Q&?}EB%&%t%Iéﬁfée§§riables

node through at least one wireless route, in which it further includes route

inforragtiag thaidegnibiesthemaigiessviruln okibe wetdd)gHragkebnt Réiches an
patent also teaches that a wireless route having a greatest success ratio is
first. apptbeachyontis;houtliity ©ihviethsctioase provpdutast far detveacquisitgpn by a
paths by utilizing the Mesh Network Nodes. In 15 comparison of the present
inventiaia, theopresemoimpanton ddbsthetrakest sustnionfihadieaeniSnvention
patent No. 6856592 relates to a method of providing restoration routes for
piote AL & AIESIFOPNESIERS RHIC HteftHaR P g8  the said method 20
comprises the steps of generating a set of eligible restoration routes for each
span in the network, establishing a bi-criteria objective function in terms of

route lenglh and capagly £ost I seleqting.a set ol sesloratin outes. and o

selecting a restoration routes for éach span from IgIbie res 1on

L?i‘liitzei%é”g%‘ﬁﬂﬁ.{ﬂ%ﬂfee6’&%%tl]ﬁo‘ﬁi'BElIﬁr&hQﬁ’Jﬁ%W%&k‘éWQ%"&&é%ggrnode of a
wireless mesh network. The method in this patent includes receiving routing
10 packets at the access node through at least one wireless route, in which it
further includes route information that identifies the wireless route of the
routing packet. This patent also teaches that a wireless route having a
greatest success ratio is first. In other words, quality of connections is
important to derive routing paths by utilizing the Mesh Network Nodes. In

15 comparison of the present invention, the present invention does not utilize

such configuration.

US patent No. 6856592 relates to a method of providing restoration

routes for protecting traffic in a mesh network. Further to this, the said method

20 comprises the steps of generating a set of eligible restoration routes for each
span in the network, establishing a bi-criteria objective function in terms of
route length and capacity cost for selecting a set of restoration routes, and
selecting a set of restoration routes for each span from the eligible restoration

routes in dependence upon the bi-criteria objective function. However, utilizing



such configuration would just be to hard on the servers. Therefore, the
present invention adopts a different approach. US patent No. 5606551
relates to a communication a bi-directional 5 mesh network. The said
network includes a plurality of communicagion loops in which each comprising
a plurality of nodes interconnected to one another by bi-directional
communication links. The said invention also includes a switch to transfer

packelsHoRs aif: f%ﬁmﬁn%fif&"iﬁ‘sp% tR,2AQHCHCARRMMEHEAIONTIGRiRRY the

vice versa, as a function of destination addresses 10 contained in the

packelesdpvieyEttitheaaeis Al disalionpients a server operated MESH
network. US patent No. 6850502 relates to a join process for a wireless mesh

topology network. The join process adds a joining node to the network and 15
includes having the joining node listen to sub-sectors at a specific receiving
frequency f&+S pefemedNEmeSThsbdafriateletdcavai modiEatirmde ditgirgaional
sectors and its receiving frequencies according to a defined timing and
sequERR EINETreSehERIdIRMRI IS WP e shRlliPEROATIS M@} CatirE $ops
patent No. 6363062 relates to a wireless mesh topology data

comntu B%ﬁ@%ﬁﬁW'%"Eo‘f‘nE‘H Blithe p%f“%%%‘&'ﬁ%?‘?@u? (Rifgegother

sche%ul of control hannel sessi ons ekd a.ﬁ_ [l mu; éjal communlc:atlnccl;u
d|rec on commurnic, alon Sal entl 1SO I des a
node%fhe"§& wo and a portion of the pro 5cods asynchronous relying
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communication loop, and vice versa, as a function of destination addresses
10 contained in the packets. However, the present invention adopts a server

operated MESH network.

US patent No. 6850502 relates to a join process for a wireless mesh

topology network. The join process adds a joining node to the network and

15 includes having the joining node listen to sub-sectors at a specific receiving
frequency for a defined time. Thereafter, the network node changes its sub
sectors and its receiving frequencies according to a defined timing and

sequence. In the present invention, no such configuration is utilized.

20 US patent No. 6363062 relates to a wireless mesh topology data
communications network. A portion of the protocol is synchronous using a
schedule of control channel sessions held at all mutually communicating
nodes of the network and a portion of the protocol is asynchronous, relying

upon gaps between control channel sessions for transmission of requested



data. This patent basically can be used as a reference to the present
invention for discussion purpose. US patent No. 6959311 relates to a
technique of logging full updates to 5 a plurality of data records into discrete
pages in non-volatile storage. In other wogls, this patent relates to a means
of storing data for future reference. In the present invention full data logging
IS not require as all data would be saved on to a server for further use. 10

US paigat Npiso 460 relatafyioadlal Iadegr auhichdrGuFES @oPiRe present
programmed Erasable Programmable Read Only Memory (EPROM) and a

RandipieAwsie st MieseEioiRAMedde said RAM being adapted to accept
instructions on the sensor driver to evoke a desired sample regime. This

patent further relates to a method of doing so. However, the present invention
15 is designed and configured to utilize commercially available data logger

and is not dUBjpatant iNis FALR3IL deiesdntaltS paitsret 0fdoGPNng 1610 uptkies to
to a shared mesh protection scheme. This patent further relates to a
protetidHrpkih Qfé?ﬁ‘fﬁi GRCONISeRE FhRCTRIfsPAgefRetB dlen; PIatHR leiRkagsityeare

overhead byte message will inform the routing source network element of

the cOKERHBYSOPRRITAARIFLER thé SRR Patier A aRfore, BHiE e In

has ageLned e sourge clemente il send messages using oyerhead byies,e
to the corresponding network elements-along the protection path.

ACCODE o U GeiRRIER 19GAIRY gLdhe switch card of 7

10 US patent No. 5502656 relates to a data logger, which includes a pre-
programmed Erasable Programmable Read Only Memory (EPROM) and a
Random Access Memory (RAM). The said RAM being adapted to accept
instructions on the sensor driver to evoke a desired sample regime. This
patent further relates to a method of doing so. However, the present invention

15 s designed and configured to utilize commercially available data logger and is

not subject to this prior art document.

US patent No. 6917759 relates to a shared mesh protection scheme.

This patent further relates to a protection path definition. When a failure is

20 detected, the network using an overhead byte message will inform the routing
source network element of the connection of the failure in the working path.
Therefore, once the failure has occurred the source elements will send
messages using overhead bytes to the corresponding network elements along

the protection path. Accordingly, routing tables located at the switch card of



the network elements, set-up when the working path connections were
initially established, determine this dynamically allocated protection path
environment. The advantage of this patent is that it requires a big amount of
power to operate and its not economically7feasible. 5 US patent No. 6879574
relates to a standalone ad-hoc network cells which are used as an extension
of the backbone infrastructure in terms of network architecture or/and its

serviggerApRRItieR FEREEE LR IRISHBRIRATo MR PEtY BB SRS HAE Huialy

the Internet via a cellular or other access 10 networks. In other words, this

paterddeamBRe® CamdtgHiation and ceymaHediion methadibepreedtdn path
remote device and a MESH Network. The disadvantage of such
configumsatomenou|dHee dbeancgasé ihicpstehtddattbeit usggieesf @ bamwoteunt of
device such as a mobile, PDA and the like. Another disadvantage is that it is
not prwtiealaspasatelandliaikecmdoroaihufdasivie. 15 network signal for

the data logger location. US patent No. 6725401 relates to a failure within a
c&mmunications network. Such failures are compensated by establishing a
set of two or more communications paths across the network between a
source nod&’2nRPLEsh HasfiF41iod hodlaternlo AssialdAtane B thes siakprs cells

that tov%%ﬁstem WOld|d require a higher b%nd%vlm(gnd proce

sin )
configShoAr UL B taRt o S8e5 5584 A B OFS a(s)%térr]nraasﬁr GIaglLL fRms of

autorpafially Ao ARADIGAIRE A GUUNG 2APEBIRTSCHDRHIF IO B ad-

Hoc networks will integrate to the Internet via a cellular or other access
10 networks. In other words, this patent teaches a configuration and
communication method between a remote device and a MESH Network. The
disadvantage of such configuration would be the increase in cost due to the
usage of a remote device such as a mobile, PDA and the like. Another
disadvantage is that it is not practical as not all mobile like device would have

15 network signal for the data logger location.

US patent No. 6725401 relates to a failure within a communications
network. Such failures are compensated by establishing a set of two or more
communications paths across the network between a source node and a

20 destination node. The disadvantage of this patent is that the system would

require a higher bandwith and processing configuration.

US patent No. 6252884 relates to a system and process for

automatically and dynamically configuring a wireless computer network. In



8 this patent, the system is designed in such that each computer that is to
contribute in the dynamic network continuously broadcasts its address to any
other computer within range of the wireless network hardware. Briefly, this
patent relates to a management strategy ®r dynamic wireless network, i.e. 5
not static network. On the other hand, the difference is obvious that the
present invention relates more to a static wireless network. US patent No.

6791849 {eachesiRemsiier i eRlagHahing anch Main@RINGEMAlRESHAis to

hoc network comprising backbone nodes which 10 forward packets through

the nebMaTklAOthNBR- KRN AAREES whighua(R\EBRARIeRtdRNEdAR S to any

network, but do not forward packets. In the present invention, requirement

for banberitboombyitiew olithis thengenet rtaa ditiniseissdoaiey R rtiacdardy el uBingfly, this
initial setup or during the adding of a new node or when removing a node. 15
US publighicttlodgs nioNo NPOTEE0RE 7 siasegesion dymattiodvioelagsdagiirk, i.e.
routing tables in ad-hoc networks (AHN), such as networks including mobile
nSde8§ FoMAtiGnReMRIviONitER ARk 181G dReIGERIeTeR hethyPuUstifzds the
both stochastic and empirical information for updating routing tables at 20

loss A GFRIIPKRIYRBSF ABRDE LB A SISO GIFRS PRt invention, the

configuration is such that the design of the protocol is configured to assume
changes of low probability in network nodes. Further to this, in the present

US patent No. 6791949 teaches a method for establishing and
maintaining a wireless ad hoc network comprising backbone nodes which
10 forward packets through the network and non-backbone nodes which are
capable of using the network, but do not forward packets. In the present
invention, requirement for bandwith only involves the server and this is done
particularly during initial setup or during the adding of a new node or when
removing a node.
15
US published patent No. 20060031576 relates to a method for
updating routing tables in ad-hoc networks (AHN), such as networks including
mobile nodes communicating via wireless links, are disclosed. The method
utilizes both stochastic and empirical information for updating routing tables at
20 loss or gain of neighbor nodes. In comparison of the present invention, the
configuration is such that the design of the protocol is configured to assume
changes of low probability in network nodes. Further to this, in the present

invention, updating is manually done or when a broken link is detected.



invention, updating is manually done or when a broken link is detected. 9 US
published patent No. 20050063313 relates to and is similar in technology
one way or another to the earlier mentioned US patent No. 6791949.
However, even though the main nodes in @ cluster is similar to the present
invention, the main nodes are determined and selected from a group 5 of
nodes by utilizing algorithm and wherein the nodes in the server are pre-

determined J4S RaRIHA 0p 2237 Nd. asubstoesiishedhratent Ny is similar in

20050030921 in general is a write up discussing the ad-hoc network protocol

for betiehndgnasistansingraaddipy the gystearRPeréasoAsy discysaiai Mo.
documents, devices, acts or knowledge in this specification is included to

explagy e 4@ntextefdheirretiimyhttsbondihnoddee take nlastanisadimitsian the
that any of the material forms a part of the prior art 15 base or the common
generERADWIRENEN thiteraleiranodesiargidgtgsoioast asldcsolasteciiam sefoosp
the priority date of the disclosure and claims herein. All statements as to the

date 6F RESIRSONtAlBANRE ADATEFB RBALYRRIBSECIRIRAAYR HRIEH BYE tRES-

information available to the applicant and does not constitute any admission
as to YHEEEBINEEness of the dates or contents of 20 these documents.
Therefore, it is the objective of the present invention to provide a technology
that could be used as a setup and maintenance and which is cost

US patent No. 5987011 and US published patent No. 20050030921 in
general is a write up discussing the ad-hoc network protocol for better

10 understanding and how the system operates.

Any discussion of documents, devices, acts or knowledge in this
specification is included to explain the context of the invention. It should not
be taken as an admission that any of the material forms a part of the prior art

15 base or the common general knowledge in the relevant art in Singapore or
elsewhere on or before the priority date of the disclosure and claims herein.
All statements as to the date or representation as to the contents of these
documents is based on the information available to the applicant and does not
constitute any admission as to the correctness of the dates or contents of

20 these documents.

Therefore, it is the objective of the present invention to provide a

technology that could be used as a setup and maintenance and which is cost-



10 effective, highly scalable and reliable ad-hoc wireless sensor/ actuator
networks. It is yet another objective of the present invention to introduce a
simple 5 and low cost ad-hoc wireless network for applications that have
moderate or low frequency adding and/ot@emoving nodes to/from the
network. One advantage of the present invention over the prior art is that as
compare to wired and WiFi networks, the present invention removes the 10

requiggfReRit RIS Wb IakRS rRlialiEna ehexiSHe Rlites fauchctuator

easier. Another advantage of the present invention is that the node does not
act agenreuiker. Therefore, the amount of power and cost incurred is much 15
lesser than Mesh Network nodes. A further advantage of the present

invention is that the tabulation of optimal dynamic routing table is done at the
server during the initial setup or during the adding of new nodes and/or when
removing exXidsingratsbeThize20veibtiheecafeenvvientahdopritedgiag simple
power of the network nodes. This will further reduce the power required to

operaBAHeHERFbALIIYITg L ED Mpirerkdahanpierians1a e Aredenate or

THE INVENTION The present invention relates to an improvement to an
ad_hdevgg‘,@g%ncy adding and/or removing nodes to/from the network.

One advantage of the present invention over the prior art is that as
compare to wired and WiFi networks, the present invention removes the
10 requirement of cables which makes retrofitting of existing facilities much

easier.

Another advantage of the present invention is that the node does not
act as a router. Therefore, the amount of power and cost incurred is much

15 lesser than Mesh Network nodes.

A further advantage of the present invention is that the tabulation of
optimal dynamic routing table is done at the server during the initial setup or
during the adding of new nodes and/or when removing existing nodes. This

20 will thereafter alleviate the processing power of the network nodes. This will
further reduce the power required to operate the network nodes, as compare

to the prior art.



and a method thereof. The improvement comprises of a server, a plurality of

5 devices namely a node, a data logger and an ad-hoc wireless network
gateway. The server is configured and designed to manage a list of

connected nodes and apply a shortest path algorithm to generate the optimal
routing path between the server and each connected node. This process is
triggered whenever the list of connected nodes changes. The server is also

10 designsfhigveeriodisallyx oeierearray consumption readings from the
trackéd nodes based on a preset sampling interval and in which these
readings will be stored in a data store, for example a database table, for
future generation of trend analysis reports and energy consumption

forecasts. Funih@resaptoveenean isethadsthe serivaprnsveardiguredriaatidcic aydtem
alert the system 15 administrator of any node failure cellular text messaging
and/crrehsafizetineg theohddeannepriaitect aacprisgamoirazsie/eriraledgality of
network chip that supports IEEE 802.15.4 protocols to define the routing and
cEmnigMieasiorrPRiYoSolBasiennaefiaiie l98BREr BRE M2 AEdeCwWIHRIasR network
ad-hoc wireless_network. 20 Each of the network nodes will be connected to

a COTEWRY lohfer STE sErifAT B SShiiofeRNAR N HEARIRRe Bt Of
logger is an talétomdated igstrurlnent F]hatt records energy consum tiPnth timal
readifigs. THE data Toggers Ehuld BE SERCRET 1oAY AN Blectic GataIogger e

and/ %ﬁxFﬁ&‘B&W%&%@W {H@%%rr\}& and each connected node. This process is

triggered whenever the list of connected nodes changes. The server is also

10 designed to periodically polls energy consumption readings from the tracked
nodes based on a preset sampling interval and in which these readings will be
stored in a data store, for example a database table, for future generation of
trend analysis reports and energy consumption forecasts. Further
improvement is that the server is configured to track and alert the system

15 administrator of any node failure cellular text messaging and/or emails. The
node has an embedded and programmable wireless network chip that
supports IEEE 802.15.4 protocols to define the routing and communication
protocols between the server and the nodes within the ad-hoc wireless
network.

20

Each of the network nodes will be connected to a COTS data logger
via a serial/USB connection in which wherein the data logger is an automated
instrument that records energy consumption readings. The data loggers could

be selected from an electric data logger and/or a temperature data logger



and/or water level/usage data logger. The ad-hoc wireless network gateway
is the gateway interface between the server and the nodes and wherein it is
configured to act as a switch/bridge in the ad-hoc wireless network and
wherein each ad-hoc wireless network ndde will be able to route/relay among
5 its' parent or neighboring nodes. The process in which the server discovers
the network structure and optimizing the routing path from the server to each

node oiihh A EI9NEIN950 € QRIS Er REERS-RECIAI@L I RHROIR it way is

broadcast a request for nodes to respond with Node Identification, (b) The
immegliatgaofas iattrrsenefvsdinasposkhwithad ety nddws irymaediadtein it is
nodes will also relay the broadcast request to 15 neighboring nodes and so
on. (a)dnéighrefithe inmemadiatesnddatbvidhehén telpaelaycamyraessdy network and
discovered neighboring replies to the server and wherein before relaying, the
node Whikngptaasihadcbec wfittleselagtivprinoedsing hhablentheoweHelpy amdng
updating the relay time. 20 (d) Upon receipt of any replies from nodes, the
s@rvéﬁhﬂﬁé@ﬁFé’fH@'W@W&@%ﬁtion preferably in a temporary data store,
which may be a data table and wherein the server will keep listening for

reply packets until there is no new node's reply and wherein

The process in which the server discovers the network structure and
optimizing the routing path from the server to each node, in which the method
comprises the steps of:

10

(a) The server will broadcast a request for nodes to respond with
Node Identification,

(b) The immediate nodes to the server will respond with a reply.
The immediate nodes will also relay the broadcast request to

15 neighboring nodes and so on.

(c) Each of the immediate nodes will then help relay any newly
discovered neighboring replies to the server and wherein before
relaying, the node will update the cost of the relay by increasing
the number of Hops and updating the relay time.

20 (d) Upon receipt of any replies from nodes, the server will store the
nodes information preferably in a temporary data store, which
may be a data table and wherein the server will keep listening

for reply packets until there is no new node’s reply and wherein



13 once all the nodes' information is captured, the server will broadcast a
"Stop Beacon" signal. (e) Upon receiving "Stop Beacon" signal, all the nodes
in the ad-hoc wireless network will stop relaying any packets. 5 (f) The
server will then start processing the nodes3anformation and this will be
transform into the input format of an efficient optimal shortest path algorithm
and wherein said algorithm will be executed on the formatted input and

wherein the outpubat thisy algoritRmLWilk ke igRRtRALERIRS Pata framm, drewil

server to each 10 node. (g) The generated routing tables will be stored in the

server data store gi@ddaadsestop twaeshheigidreless network. (h) The
temporary storage is cleared. 15 When the node receives the routing tables,

it will only captyese Gpoh séaeivihg fBttnBentamh atpralhalt iscappliealitelie ddalbc
which preferably would be its parent node and assigned immediate/child
nodes. Upon receWirgiass metwtiory inlbstoatietayézghmopeckelissend a "ACK"
beacon to the server to acknowledge receipt of the routing information.

When all the nédleSh@ &sived 2l the RoviaAgRives peiib e dep T imaliemand
the ready state to periodically poll readings from the tracked nodes' data

loggers. A method 48Ry tBHS B dre Ridhiesnah &0 (R gRotaptifpal

shortest path algorithm and wherein said algorithm will be
executed on the formatted input and wherein the output of this
algorithm will be the optimal routing path from the server to each
10 node.
(g9) The generated routing tables will be stored in the server data
store and broadcast in the ad-hoc wireless network.

(h) The temporary storage is cleared.

15 When the node receives the routing tables, it will only capture and
store the routing information that is applicable to it self which preferably would
be its parent node and assigned immediate/child nodes. Upon receiving its
routing information, each node will send a “ACK” beacon to the server to
acknowledge receipt of the routing information. When all the nodes received

20 the routing information, the server will be in the ready state to periodically poll

readings from the tracked nodes’ data loggers.

A method according to the invention, which comprises the process in

which the server will re-compute optimal routing table when there are changes



which the server will re-compute optimal routing table when there are
changes 14 in the ad-hoc wireless network structure and wherein the method
comprises the steps of: (a) Server will broadcast a "ALIVE" request for each
node to respond that it is "ALIVE". 5 (b) Wpon receipt of the "ALIVE" request,
a node will respond with an "ALIVE" beacon signal and wherein each node
will also relay any "ALIVE" beacon signal from its dependent neighboring

nodeg, (Rl NRAGSHIAHASANIG IR IRIERF S BRI NthefdilV fhe RN BESh Pises

10 its parent node will indicate in their packet that there are problems

sendifn@ dpesparent node and wherein the neighboring node(s) of these
nodes will help to relay these "ALIVE" reply messages. (d) The server will
capture and st@s¢ sayweaodels 'HodidEdseply WaLaVES teoesaipdatacttorade)to
Once there are no more new "ALIVE" replies, the server will generate a list

of nodes that failetegpoasipbatiitind/Ad \dErt notifications of the nodes that

failed to respond with "ALIVE", excluding the nodes that are manually
rémoved by théBydRam reeeilplitisirdiblY wilruesh o e Wstespond with an

administrator. _ _ _
“ALIVE” beacon signal and wherein each node will also relay

any “ALIVE” beacon signal from its dependent neighboring
nodes.

(c) Nodes that are having problems sending “ALIVE” reply packet to

10 its parent node will indicate in their packet that there are
problems sending to their parent node and wherein the
neighboring node(s) of these nodes will help to relay these
“ALIVE” reply messages.

(d) The server will capture and store any node’s “ALIVE” reply to a

15 temporary data store.

(e) Once there are no more new “ALIVE” replies, the server will
generate a list of nodes that failed to respond and an alert
notifications of the nodes that failed to respond with “ALIVE”,
excluding the nodes that are manually removed by the system

20 administrator, will be sent to the system administrator.

() The server will use the updated list of nodes information as the
input to the optimal shortest path algorithm and wherein a node
and network load balancing will also be applied to generate the

new optimal routing path from the server to each node.



(f) The server will use the updated list of nodes information as the input to
the optimal shortest path algorithm and wherein a node and network load
balancing will also be applied to generate the new optimal routing path from
the server to each node. 15 (g) This updat®d routing table will be updated to
the server and the temporary storage used to capture "ALIVE" messages will
be cleared. (h) This updated routing table will be broadcasted across the ad-

5 hoc wireless etaEK, J@y W@?Bﬁﬂtﬁ’%f@%ﬂ"ﬁé 1A thEP SRR and the

information, it will capture and store the routing information that is relevant to

it self and this wilkéngpadigarjissriegit aseesigapdiemeate MeiRBesNgil be
nodes and wherein a "ACK" message will be sent back to the server to

indicate receipt of ¢cleargpdated routing information. (j) Once all the nodes
receive and update their routing information, the server will be in the ready
state to periodi¢alyhi®|Hpsadddgeoftiom thgleradkdie nudegcdatad cagyess. tte Ad-

method according to the invention which illustrates the process in
5 hoc wireless network.

(i) When a node receives the updated routing information, it will
capture and store the routing information that is relevant to it self
and this will include its parent and assigned immediate
neighboring nodes and wherein a “ACK” message will be sent

10 back to the server to indicate receipt of the updated routing
information.

() Once all the nodes receive and update their routing information,
the server will be in the ready state to periodically poll readings
from the tracked nodes’ data loggers.

15
A method according to the invention which illustrates the process in
which the server periodically poll readings from the tracked nodes’ data

logger, and wherein the method comprises the steps of:

20 (a) The server sends a “Read Value” request packet to the first
node of the routing path of the target node.

(b) When the first node receives the “Read Value” request

packet, it will check if the packet is designated to itself and if

yes, it will call the data logger API to get the current reading



which the server periodically poll readings from the tracked nodes' data

logger, and wherein the method comprises the steps of: 20 (a) The server
sends a "Read Value" request packet to the first node of the routing path of
the target node. (b) When the first node rééeives the "Read Value" request
packet, it will check if the packet is designated to itself and if yes, it will call
the data logger API to get the current reading 16 5 10 and wherein said
reading will be time-stampgi ANY SSAYLAGRMNBSHNEE MM PaFRN IR BRIk

(c) If the "Read Value" request packet is not for itself, it will relay the

message to the next gt seegdiethiRdpaditigigath. (d) Once the server
received the readings, it will store the values of the readings and timestamps

to its data store. (&g)inf tihe eReat! afdines-@uuisst eerikén jsthet tngietel, o' selay
respond, the ad-hoc wireless network maintenance process will be activated.
Other aspects and préfermsssage todhaaeitclodespadliedpedifoationg aadh.

or defined in the a dpended claims, forming a part of the description of
5 F) Once the server received the readings, it will store the values

of the readings and timestamps to its data store.
(e) In the event of time-out in receiving the targeted node’s
respond, the ad-hoc wireless network maintenance process

will be activated.

10
Other aspects and preferred aspects are disclosed in the specification
and / or defined in the appended claims, forming a part of the description of
the invention.
15 Further scope of applicability of the present invention will become

apparent from the detailed description given hereinafter. However, it should
be understood that the detailed description and specific examples, while
indicating preferred embodiments of the invention, are given by way of
illustration only, since various changes and modifications within the spirit and
20 scope of the invention will become apparent to those skilled in the art from

this detailed description.



the invention. 15 Further scope of applicability of the present invention will
become apparent from the detailed description given hereinafter. However, it
should be understood that the detailed description and specific examples,
while indicating preferred embodiments af7fthe invention, are given by way of
illustration only, since various changes and modifications within the spirit and
20 scope of the invention will become apparent to those skilled in the art from
this dgtjiad seseripiianol’' BRHHE RRRSHPETION OF THE FIGURES

Further disclosure, objects, advantages and aspects of the present

application may be better understood by those skilled in the relevant art by 5
reference to the following description of preferred embodiments taken in
conjunction Rutthéhedisttosopangljgotk awthgsitagashaake gepeatbyofakeofpresent
illustration only, and thus are not limitative of the present invention, and in
whichaprlicEigenemayhoavbeltdiagndaratatid biethosehekitrskéntieyvetideaninart by
general; Figure 2 shows a block diagram of a method according to the
preseRIGHRRGFRIJA; 175 HighwiRk KRR RINBCRIdRIGIAFFET & iMe@ihdaken in

according to the _ _ . :
conjunction with the accompanying drawings, which are given by way of

illustration only, and thus are not limitative of the present invention, and in

which:

10 Figure 1 shows a diagrammatic view of the present invention in

general;

Figure 2 shows a block diagram of a method according to the present
invention;
15
Figure 3 shows a block diagram of another method according to the

present invention; and

Figure 4 shows a block diagram of another method according to the

20 present invention.



present invention; and Figure 4 shows a block diagram of another method
according to the 20 present invention. 18 DETAILED DESCRIPTION OF
THE PRESENT INVENTION The present invention will now be described in
detail with references made to the accomganied figures but not limited to
thereto. 5 Reference is first made to Figure 1 wherein the present invention
comprises of a server (10), a plurality of devices namely a node (12), a data
loggep £ ppe BEERERASMESRILSS NRBVOREGHRWaN (ENTISKpinafter also
refers as ad-hoc. 10 According to the present invention, the central server
(10) is configured and designed to control four main roles. One of the
server's (10) roles is to manage a list of connected nodes and apply a
shortest pathhalgodtem tovgetienae!tmewiienadsotitied patietaditwibndferences
server and each connected 15 node. It should be noted that this process is
triggeredioviethevacapiapianiefl towiesdwitnuidieyteHdndlesretthe server is also
configured and designed to periodically poll energy consumption readings
frdm the tracked nodes based on the preset sampling intervals. These
readings will thereafter be stored in a data store or data bank for future use.

Some of th@@é%ﬁ?@%dﬁjfHétdm%dt?oF'gure 1 wherein the present invention

comprises of a server (10), a plurality of devices namely a node (12), a data

logger (14) and an ad-hoc wireless network gateway (16), hereinafter also
refers as ad-hoc.
10
According to the present invention, the central server (10) is configured
and designed to control four main roles. One of the server’'s (10) roles is to
manage a list of connected nodes and apply a shortest path algorithm to
generate the optimal routing path between the server and each connected
15 node. It should be noted that this process is triggered whenever the list of
connected nodes changes. The server is also configured and designed to
periodically poll energy consumption readings from the tracked nodes based
on the preset sampling intervals. These readings will thereafter be stored in a
data store or data bank for future use. Some of the usage could be directed to
20 trend analysis reports and energy consumption forecasts. The server (10) is
further configured and designed to track and send an alert to a system
administrator of any node (12) failure. These notification messages could be
sent via Cellular text Messaging (Short Message Send [SMS]) and/or emails

or in any other formats know in the art.



20 trend analysis reports and energy consumption forecasts. The server (10)
is further configured and designed to track and send an alert to a system
administrator of any node (12) failure. These notification messages could be
sent via Cellular text Messaging (Short MeSsage Send [SMS]) and/or emails
or in any other formats know in the art. 19 According to the present invention
the node (12) includes an embedded and programmable wireless network
chip, which supports IEEE 802.15.4 protocols. Reference in now made to an
Open System 5 Interconnection (OSI) model, in which the 'Layer 5' (Session)

and the aboxecgtntRCols arprisiesahly rrRhgLredia diy@gramuerdidésingn
C/C++/C# and the provided chip is of API. This configuration or arrangement

woulck ahbiiolel etheundupirg eemincaiienwinelatio mptetokothibetwisieh thepperieetEEE
and the nodes within the ad-hoc wireless network. A common interface
proto86P{db 20 PR B |ISonfetetacoffiMheiShelfnddea |bygen(1Ppaill afystem
be embedded into the chip. In the present invention, each network node will
bé coRRIERNESHAR (S 9Qdel IByyEId 4)&/i43YSERalERSSIeBhABEHHA 8pove

any other known 15 connection in the art. A data logger (14) according to the

preseMPHGaIiRIT iBrPRANX A UGE AR FHERIMER (M 451 Srifs diefognd
consymplion feaCinas AGIa Al fyplcaliyexposed Lo suBRarreading of qeine
current values, readmg of historical values’and Setting of sampling intervals.
Somthexﬂﬂ]m%sand communication protocols between the server and the nodes
within the ad-hoc wireless network. A common interface protocol for COTS

10 (Commercial Off-The-Shelf) data logger (14) will also be embedded into the

chip.

In the present invention, each network node will be connected to the
COTS data logger (14) via a serial/lUSB connection or any other known
15 connection in the art. A data logger (14) according to the present invention is
preferably an automated instrument that records energy consumption
readings. APIs are typically exposed to support reading of current values,
reading of historical values and setting of sampling intervals. Some examples

of data loggers that are shown in Figure 1 are as follow:

20
a. Electric Data Logger (18)

This data logger (18) particularly measures the current (amps)
and voltage (volts) which may be used to derive Kilo Watts (KW)

NB: (KW) = (amps x volts) / 1000



of data loggers that are shown in Figure 1 are as follow: 20 a. Electric Data
Logger (18) This data logger (18) particularly measures the current (amps)
and voltage (volts) which may be used to derive Kilo Watts (KW) NB: (KW) =
(amps x volts) / 1000 20 b. Temperature P@ata Logger (20) This data logger
(20) measures the temperature of the tracked location. The temperature is
measured in degree Celsius (C) or 5 Fahrenheit (F). c. Water Level/Usage
Data Logger (22) This data logger (22) measures the water consumption in
Liters (L), cubic meters (m) or gallons (gal). 10 According to the present

invention, the afl-hresweelassaBnve ko @gée ) (16) is the gateway interface
between the server (10) and the nodes (12). This gateway (16) acts as a

switch or bridge inTthis ddthdoguiel@sy mebtwarés Ithéhe preseinines\eErttientieked
server (10) may be connected directly or 15 indirectly via Ethernet to the
ad-hoc (16). By hdetiagieoulihg tappsititiss, isavhasurebnwiglessqalsius (°C) or
network node (12) will be able to route or relay among its' parent or
néighboring noded &{P§NASIthE)EEES02.15.4 compliant chip

c. Water Level/Usage Data Logger (22)
This data logger (22) measures the water consumption in Liters

(L), cubic meters (m®) or gallons (gal).

10

According to the present invention, the ad-hoc wireless network
gateway (16) is the gateway interface between the server (10) and the nodes
(12). This gateway (16) acts as a switch or bridge in the ad-hoc wireless
network. In the present invention the server (10) may be connected directly or
15 indirectly via Ethernet to the ad-hoc (16). By having routing capabilities, each
ad-hoc wireless (16) network node (12) will be able to route or relay among
its’ parent or neighboring nodes (12). As the IEEE802.15.4 compliant chip
supports either 16 or 32 bits addressing, this invention does not have the 255
nodes limit constrained by Zigbee wireless network. Therefore, theoretically
20 there can be a maximum of 65,536 and 4.2 Million nodes in the ad-hoc
wireless networks. This enables the present invention to be adopted in
facilities of any size. It should be noted that in an energy management
system, the number of tracked nodes (12) is typically in the order of 100 to

10,000.



supports either 16 or 32 bits addressing, this invention does not have the 255
nodes limit constrained by Zigbee wireless network. Therefore, theoretically
20 there can be a maximum of 65,536 and 4.2 Million nodes in the ad-hoc
wireless networks. This enables the presemt invention to be adopted in
facilities of any size. It should be noted that in an energy management
system, the number of tracked nodes (12) is typically in the order of 100 to
10,000. 21 In contrast to Mesh Network Nodes, the nodes (12) do not
compute routing table, thus the amount of power and cost to operate is

lesser than |Meshtrdstworlasslesethaekddaasyc iiitirgdabieayild@ot compute
computed and 5 optimized by the server during the initial setup, addition of

new modkégyatadhleethagalhel existing olopeser Risd ptistabroptnat¢aisidesdébehan
broadcast across the network. The nodes (12) will only store and use the
releviesioubietyeakh n®iese e cprypis inadingiakleuetilirdareospaligd and
moderate to low, this broadcast frequency is relatively low. 10 Reference is
néw PRIFBIESEigNra® SaneeeiAystuEtPiBLithSriPtHRIGHEPeSE e HIeAaRend
central server (10) determines the network structure and optimize the routing

path fSAPYRE LetistPR0) 2 Sac R A) roriagdrtNGing! & RrRABFaRIAAOSs

stepstﬁoerrt][e] %g}ﬁcw]%rx(%gsc ‘%iﬁ) \%vﬁl only store and use the relevant routing path.

Since the changes in network structure are usually moderate to low, this
broadcast frequency is relatively low.
10
Reference is now made to Figure 2 wherein is illustrates therein the
process in which the central server (10) determines the network structure and
optimize the routing path from the server (10) to each node (12). The following
are the protocol steps for this discovery process:
15
Pre-condition: Server (10) is set to initial setup phase/path discovery is

activated by the System Administrator.

1. Server (10) is configured to broadcast a request for nodes (12) to

20 respond with a Node Identification.

2. Then the immediate nodes (12) to the server (10) will respond with a

reply (packet encapsulated with Node’s IDs and related costs like Hops



Pre-condition: Server (10) is set to initial setup phase/path discovery is
activated by the System Administrator. 1. Server (10) is configured to
broadcast a request for nodes (12) to 20 respond with a Node Identification.
2. Then the immediate nodes (12) to the &2rver (10) will respond with a reply
(packet encapsulated with Node's IDs and related costs like Hops 22 to the
server (10) and routing time). The immediate nodes (10) will also relay the

broadcast r?&H?esEIéNé‘?iﬁﬂU?%{H&QrWt%Q).%%%d%tér heaeaabPiMlielso

immediate nodes (12) will help relay any newly 5 discovered neighboring

replies to the:pgrues b dEiVRMRIe SaDFRIHBY NG HiREO D bahwd spdate

the cost of the relay by increasing the number of Hops and updating the

relay time. 4. In this step, upon receipt of any replies from nodes (12), the
server (10) 10 will store the nodes (12) information in a temporary data store.
The sen&r [i®nwithkbepftihekingiodiaplypdeketd)ntilithbetpigeloynany newly
node's reply. Once all the nodes' (14) information is captured, the server (10)
Wil broadcad680¥SiSH BEAHRPTEIgnEPHES 5I0T High SEP6 rekdivingwererstggiore
Beacon" signal, all the nodes%lZ in the ad-hoc wireless network (16) will
stop relayintF 5 "8adR@1808e theh Wik eae R CeRb P iND &G RY ¥ dBsEAg "I

the nodes (12) {QAmAYAR (105, HORRAN, 1 Ghiptilige). This willater be

4. In this step, upon receipt of any replies from nodes (12), the server (10)

10 will store the nodes (12) information in a temporary data store. The
server (10) will keep tracking for reply packets until there is no new

node’s reply. Once all the nodes’ (14) information is captured, the

server (10) will broadcast a “Stop Beacon” signal.

15 5. Then, upon receiving the “Stop Beacon” signal, all the nodes (12) in the

ad-hoc wireless network (16) will stop relaying any packets.

6. Then the said server (10) will begin processing the nodes (12)
information (IDs, Hops and time of routing). This will later be transform

20 into an input format of an efficient optimal shortest path algorithm. This
algorithm will be executed on the formatted input. The output of this

algorithm will be the optimal routing path from the server (10) to each

node (12). It should be noted that the node (12) and network load



20 into an input format of an efficient optimal shortest path algorithm. This
algorithm will be executed on the formatted input. The output of this
algorithm will be the optimal routing path from the server (10) to each node
(12). It should be noted that the node (122&nd network load 23 balancing
should also be taken into consideration when generating the optimal routing
path. 7. Then, the generated routing tables will be stored in the server (10)

data 5 store,anchuyichBEI A0 RSISRER i é%@%?’&'t"@l?%@ﬁ%é‘ré%ﬁb the

8. Then the temporary storage is cleared thereto. 9. When a node (1

receives theypanitgdattespainvill only capture and 10 store the routlng
information that is applicable to itself, i.e. that will be its parent node (12) and
assigned immediate nodes (12). It should be noted that a parent node (12) is
a node that is closer to the server (10). In this invention, each node (12)

does not/neEetn Hherganeniter ivldingaiaditesovell bensiorestiastiieDeirvenél0) data
network. This greatly reduces 15 the storage requirements of the node &2
routing infofHEABGHAGOWB RS lrearfagiRg folimgintemvdtRinS e aeRVREH (532)
will send an "ACK" beacon to the server (10) to acknowledge receipt of the
routing information. 20 11.0nce all the nodes (12) receive the routing

'”forma“é?,“’ St%rev?ern%%}ary storage is cleared thereto.

9. When a node (12) receives the routing tables, it will only capture and

10 store the routing information that is applicable to itself, i.e. that will be
its parent node (12) and assigned immediate nodes (12). It should be

noted that a parent node (12) is a node that is closer to the server (10).

In this invention, each node (12) does not need to store routing
information to all other nodes (12) in the network. This greatly reduces

15 the storage requirements of the node (12) routing information.

10.Upon receiving its routing information, each node (12) will send an
“ACK” beacon to the server (10) to acknowledge receipt of the routing
information.
20
11.0nce all the nodes (12) receive the routing information, the server (10)
will be in a ready state to periodically poll readings from the tracked

nodes’ (14) data loggers.



will be in a ready state to periodically poll readings from the tracked nodes'
(14) data loggers. 24 Post-conditions: Optimal routing path from server (10)
to each node (12) would be generated and these routing paths will be stored
in the server (10) data store. Additional te4his, the nodes (12) will store
self-routing path on to the server (10). 5 Reference is now made to Figure 3
wherein illustrates the process in which the server (10) will re-compute

optimal routig {RBIGHBRS: t@?ftﬁ“r%fﬁr&ﬁﬁggﬁétw HRPALRAG WAIGI &8s DRIV Ade

(16) structure. 10 Pre-conditions: Removal of node (12) or failure to respond

from pogenbuld 8 garfsrMttidospadeastadlitid \atHeaue pefeteaghmhade ddkr
to respond to. 15 2. Upon receipt of the "ALIVE" request, a node (12) will

respq0)vdtita arol'd\ LAt tregicortrssg niad. Saldsn@de (AP sk k=6 nmitygppath on
"ALIVE" beacon signal from its dependent neighboring nodes (12) to the
serveio(t®) sewve: (en, nodes (12) with difficulties in sending the "ALIVE"
reply packet to their parent node (12) would indicate in their packet that
5
Reference is now made to Figure 3 wherein illustrates the process in

which the server (10) will re-compute optimal routing table when there are

changes in the ad-hoc wireless network (16) structure.

10 Pre-conditions: Removal of node (12) or failure to respond from node

(12).

1. The server will broadcast an “ALIVE” request for each node (12) to

respond to.
15
2. Upon receipt of the “ALIVE” request, a node (12) will respond with
an “ALIVE” beacon signal. Said node (12) will also relay any
“ALIVE” beacon signal from its dependent neighboring nodes (12)
to the server (10).
20

3. Then, nodes (12) with difficulties in sending the “ALIVE” reply
packet to their parent node (12) would indicate in their packet that

there is some difficulties in sending a reply to their parent node (12).



there is some difficulties in sending a reply to their parent node (12). 25 The
neighboring node(s) (12) of these nodes (12) will then help to relay these
"ALIVE" replies to the server (10). 4. The server (10) will thereafter capture
and store said replies into a 5 temporary #ata store. 5. Once the server (10)
do not receive any "ALIVE" replies, the server (10) will generate a list of
nodes (12) that failed to respond. An alert notification of the nodes (12) that

failed to responghwitifhbbirg AORXS HUIHOIING 89965 d<) IRFAEHRANNAIY o

removed by the system admlnlstrator will'be sent to the system

administrator. Gejbherees (A wepliddhemnessciberypdated list of nodes

(12) information (IDs and Costs-Hops and Time or relay) as an inputto 15
determine the optimal shortest path algorithm. Node (12) and network load
balancing will also be applied to generate the new optimal routing path from
the server td.edtie setee(12)) Wit ikereaiteogantytasiodwidse spdakrlienioto a
the server (10) and the 20 temporary storage, which was used to capture the
"RLIVE" messERIBROABUIRIFSERAred. 8. Then the updated routing table
would be broadcasted across the ad-hoc wireless network (16). 26

10

15

20

5. Once the server (10) do not receive any “ALIVE” replies, the server

(10) will generate a list of nodes (12) that failed to respond. An alert
notification of the nodes (12) that failed to respond with “ALIVE”,
excluding the nodes (12) that are manually removed by the system

administrator, will be sent to the system administrator.

. The server (10) would then use the updated list of nodes (12)

information (IDs and Costs-Hops and Time or relay) as an input to
determine the optimal shortest path algorithm. Node (12) and
network load balancing will also be applied to generate the new

optimal routing path from the server to each node (12).

. This new routing table will be updated onto the server (10) and the

temporary storage, which was used to capture the “ALIVE”

messages, would be cleared.

. Then the updated routing table would be broadcasted across the

ad-hoc wireless network (16).



9. When a node (12) receives the updated routing information, it will capture
and store the routing information that is relevant only. This would preferably
include the parent and assigned immediate 5 neighboring nodes (12). An
"ACK" message will be sent back to the 2érver (10) to indicate receipt of the
updated routing information. 10.0nce all the nodes (12) receive and updates'
their routing information, the server (10) would be now in a ready state to 10
periodically poll readings from the tracked nodes' (12) data loggers.
Post-conditions: The optimal routing path from the server (10) to each node

(12) is updagedwheasg rdiénaL RRas ik denstelisthtadhe safyanfdMatieda it will
store and the nodes (12) will store its updated routing path to the server 15
(10). Referenceaptonracendastote Fgurautdnghefaim afiosinhtasishelpracessmin This
which the server (10) would periodically poll readings from the tracked nodes'
(12) data loggerv¢ult). pfereldpniitibals: Arserpwenimendf assigriest imodediate
(12) is triggered. 1. The server (10) would send a "Read Value" request

p&cket to the fiRQIGRIFIMEYoHeRd ALty P&tk ongrsagryeilherieqnbhagk to the

When the first node (12& receives the "Read Value" request packet, it will

determine wheBfEYRhEBAKEISHEd BRI Pt RIdpdaiqfboying information.

10.0Once all the nodes (12) receive and updates’ their routing
information, the server (10) would be now in a ready state to

10 periodically poll readings from the tracked nodes’ (12) data loggers.

Post-conditions: The optimal routing path from the server (10) to each
node (12) is updated. These routing paths will be stored in the server (10)
data store and the nodes (12) will store its updated routing path to the server

15  (10).

Reference is made now to Figure 4 wherein illustrates the process in
which the server (10) would periodically poll readings from the tracked nodes’
(12) data logger (14).
20

Pre-conditions: A service timer of a tracked node (12) is triggered.

1. The server (10) would send a “Read Value” request packet to the

first node (12) in the routing path of the target node (12).



it is, it will call for the data logger (14) API to obtain the current 5 reading.

This reading will be time-stamped and sent back to the server (10) via its
parent node (12). 3. If it's a no, then it will relay the message to the next node
(12) specified in the routing path. 10 4. Oate the server (10) receives the
readings, it would then store the values of the readings and the timestamps
onto its data store. 5. In the event of time-out in receiving the targeted node's
(14) 15 respond, the ad-hoc wireless network's (16) maintenance procedure
would be thereafter activated. Post-conditions: The server (10) will store
values and BmegtamBseoirseaciiRag 1) HecdridssinreRERE Yaladogariéapdacket,
would store the readings in its 20 cache memory. The timer for server's (10)
thread of the tatyeitl nieten{iize wille the r ésepankieadsiviesdriatedsiedgatiatenot. |If
This thread would be reactivated when the timer expires. 28 According to the
present inventinsthie widheallsfor Ohdadatstdegaeill (tohiit othdtdtotalcamgnt
current real time energy consumption trends. A plurality of reporting tools

may be used téqpshgatEife e potoeorMptREMeetLRRE SRRIyBRCKTHIsthe
trending could be used to analyze the eneé%% consumption patterns and

devise steps toSAR EHIY SRPAER g

3. If it's a no, then it will relay the message to the next node (12)

specified in the routing path.

10
4. Once the server (10) receives the readings, it would then store the
values of the readings and the timestamps onto its data store.
5. In the event of time-out in receiving the targeted node’s (14)
15 respond, the ad-hoc wireless network’'s (16) maintenance

procedure would be thereafter activated.

Post-conditions: The server (10) will store values and timestamps of

readings in its data store. The data logger/node would store the readings in its

20 cache memory. The timer for server’s (10) thread of the target node (12) will
be reset and activated to a sleep mode. This thread would be reactivated

when the timer expires.



utilities cost. While this invention has been described in connection with
specific embodiments thereof, it will be understood that it is capable of
further 10 modification(s). This application is intended to cover any variations
uses or adaptations of the invention folloR8ng in general, the principles of the
invention and including such departures from the present disclosure as come
within known or customary practice within the art to which the invention

pertains and\ @3/iay B aRPlsddeinmesseolialigatdicsReretipaiRie siste wil

forth. 15 As the present invention may be embodied in several forms without
depaghigairomothersaistic thak sopriin rhpiasterisicg phsimeniondhds. A
should be understood that the above described embodiments are not to limit
the pragetityroferportinglesssotingr s e sspecifuchdoater ativadish oeha fve f30 further
construed broadly within the spirit and scope of the invention as defined in

the appéuided] dadtysisvarivastraodifigationklahd ewpgidatentaniyngethenenergy
are intended to be included within the spirit and scope of the invention and
aPpeRBBILAIRIAY. PTREPEISrENth&I8pEBIfRIGNAOJRALA LS 2REIY0 HeduHwsrdtbSave
to be illystrative of the many ways in which the principles of the present 29
inventitii%SPBE practiced. In the following claims, means-plus-function
clauses are intended to cover structures as performing the defined function
and not only structural equivalents, but also equivalent structures. For

While this invention has been described in connection with specific
embodiments thereof, it will be understood that it is capable of further

10 modification(s). This application is intended to cover any variations uses or
adaptations of the invention following in general, the principles of the invention

and including such departures from the present disclosure as come within
known or customary practice within the art to which the invention pertains and

as may be applied to the essential features hereinbefore set forth.
15

As the present invention may be embodied in several forms without
departing from the spirit of the essential characteristics of the invention, it
should be understood that the above described embodiments are not to limit
the present invention unless otherwise specified, but rather should be

20 construed broadly within the spirit and scope of the invention as defined in the
appended claims. Various modifications and equivalent arrangements are
intended to be included within the spirit and scope of the invention and
appended claims. Therefore, the specific embodiments are to be understood

to be illustrative of the many ways in which the principles of the present



example, although a nail and a screw may not be structural equivalents in
that 5 a nail employs a cylindrical surface to secure wooden parts together,
whereas a screw employs a helical surface to secure wooden parts together,
in the environment of fastening wooden parts, a nail and a screw are
equivalent structures. 10 "Comprises/comprising” when used in this
specification is taken to specify the presence of stated features, integers,

Steps; Qi RBIPANSHHE Y LARBAOL B SFHEINS IIBFIREC SRIITR OhRAMLIN SfBRGIon

or more other features, integers, steps, components or groups thereof." 15

30 Clefelldsslai ineiauanierbia ARtAtessSystpatfantidgmethagriherehction
characterized in that wherein the improvement comprises of a server 5 (10),

a pluraidy ebtdevigestnarnell seqgodealéhdy, ddataldogequiiiigandtrantaedoc For
wireless network gateway (16) and wherein the server (10) is configured and
desigexainplenatihgesh kstaif aodresteehnode Nt De shidcipales ghaleats vathat
algorithm to generate the optimal routing path between the server (10) and
e&ch *OBAGTRIPYB decylinyReR] 30 atR leinamisHIRNPIigjensd whariarens
the list of connected nodes (12) changes and wherein the server (102t?is also

desighe 1oV pRNBIRKaIR POILE REFRFEsBRTHERNVRAGRRAHB PR AcIR e

nodes . . . .
environment of fastening wooden parts, a nail and a screw are equivalent

structures.

10 “Comprises/comprising” when used in this specification is taken to
specify the presence of stated features, integers, steps or components but
does not preclude the presence or addition of one or more other features,

integers, steps, components or groups thereof.”

15



(12) based on a preset sampling interval and in which these readings will be
stored in a data store, for example a database table, for future 15 generation
of trend analysis reports and energy consumption forecasts and wherein
further improvements is that the server (18) is configured to track and alert

the system administrator of any node (12) failure cellular text messaging
and/or emails. 20 2. An improvement to an ad-hoc system and a method as
claimed i &4pigr 1 wherein the node (12) has an embedded and
programmable wireless network chip that supports IEEE 802.15.4 protocols

to define the routing and communication protocols between the server (10)
and the nodes (12) within the ad-hoc wireless network (16). 31 3. An
impravememirio anpenl<roe sy ste maandhd-hethggsasnclaimed én B&ahodl thereof
wherein each of the network nodes (12) will be connected to a COTS data
logger (14) clzeasteriad 3B tbah mawtiein ith@hicprodeeneint Sehwpdsea lolggeserver
(14) is an automated instrument that records energy consumption readings.
45An impro(Ehheh Plgralita iRy spstarmiy a StRhsacRatAdagaeimand

wherein the data loggers (14) could be selected from an 10 electric data

logger (18) ARABH Rt MTIRINE MK IBYGLAL 6 GrEr e e RFE%Re(10)
data logger (22) & A0 IMPIPYRTSALIA S AT DIRE 805 asRtas o)
and apply a shortest path algorithm to generate the optimal routing
path between the server (10) and each connected node (12) and
10 wherein this process is triggered whenever the list of connected nodes
(12) changes and wherein the server (10) is also designed to
periodically polls energy consumption readings from the tracked nodes
(12) based on a preset sampling interval and in which these readings
will be stored in a data store, for example a database table, for future
15 generation of trend analysis reports and energy consumption forecasts
and wherein further improvements is that the server (10) is configured

to track and alert the system administrator of any node (12) failure

cellular text messaging and/or emails.

20 2. An improvement to an ad-hoc system and a method as claimed in
Claim 1 wherein the node (12) has an embedded and programmable
wireless network chip that supports IEEE 802.15.4 protocols to define
the routing and communication protocols between the server (10) and

the nodes (12) within the ad-hoc wireless network (16).



Claim 1 wherein the ad-hoc wireless network gateway (16) is the 15 gateway
interface between the server (10) and the nodes (14) and wherein it is
configured to act as a switch/bridge in the ad-hoc wireless network and
wherein each ad-hoc wireless (16) netwao& node (12) will be able to
route/relay among its' parent or neighboring nodes (14). 20 6. A method
according to the invention as claimed in Claim 1 which comprises the

process in which the server (10) discovers the network stricture and
optimizing the routing path from the server (10) to each node (12), in which
the method saMppEREhenstePanfadnbd @yt and e ARIVRIH(HS) Wilmed in
broadcast a request for nodes (12) to respond with Node Identification, b.

The immediataimoti e t@intedtie cetven&Rpkithouspra) willha teplyedibe to a
immediate nodes (10) will also relay the broadcast request to neighboring
nodes (10) &fllSo aaiadogeeh(dfihdamnsedrite BB dws (ERigvillithehibelpyherein
reslay any newly discovered neighboring replies to

10

15

20

the data logger (14) is an automated instrument that records energy

consumption readings.

An improvement to an ad-hoc system and a method as claimed in
Claim 3 wherein the data loggers (14) could be selected from an
electric data logger (18) and/or a temperature data logger (20) and/or

water level/usage data logger (22).

An improvement to an ad-hoc system and a method as claimed in
Claim 1 wherein the ad-hoc wireless network gateway (16) is the
gateway interface between the server (10) and the nodes (14) and
wherein it is configured to act as a switch/bridge in the ad-hoc wireless
network and wherein each ad-hoc wireless (16) network node (12) will

be able to route/relay among its’ parent or neighboring nodes (14).

A method according to the invention as claimed in Claim 1 which
comprises the process in which the server (10) discovers the network
stricture and optimizing the routing path from the server (10) to each

node (12), in which the method comprises the steps of:



the server (10) and wherein before relaying, the node (12) will update the
cost of the relay by increasing the number of Hops and updating the relay
time. d. Upon receipt of any replies from nodes (12), the server (10) will store
the nodes (12) information preferably in 8emporary data store, which may
be a data table and wherein the server (10) will keep listening for reply
packets until there is no new node's reply and wherein once all the nodes'

(12) information is captured, the,sevRctlAbyillisRALRasE A iR §48FABdes

signal. e. Upon receiving "Stop Beacon" signal, all the nodes (12) in the
ad-hoc wireless network (16) willstepraghayiag.any)pasketnt&daid® f. The
server (10) will then start processing the nodes (12) information and this will
be transform into the input formaé dfraneeliticée nd dedinied)stwottesisgrath (10) will
algorithm and wherein said algorithm will be

10

15

20

respond with a reply. The immediate nodes (10)
will also relay the broadcast request to neighboring

nodes (10) and so on.

. Each of the immediate nodes (12) will then help

relay any newly discovered neighboring replies to
the server (10) and wherein before relaying, the
node (12) will update the cost of the relay by
increasing the number of Hops and updating the

relay time.

. Upon receipt of any replies from nodes (12), the

server (10) will store the nodes (12) information
preferably in a temporary data store, which may be
a data table and wherein the server (10) will keep
listening for reply packets until there is no new
node’s reply and wherein once all the nodes’ (12)
information is captured, the server (10) will

broadcast a “Stop Beacon” signal.

. Upon receiving “Stop Beacon” signal, all the nodes

(12) in the ad-hoc wireless network (16) will stop

relaying any packets.



executed on the formatted input and wherein the output of this algorithm will
be the optimal routing path from the server (10) to each node (12). g. The
generated routing tables will be stored in the server (10) data store and
broadcast in the ad-hoc wireless networld16). h. The temporary storage is
cleared. 7. A method as claimed in Claim 6 wherein when the node (12)
receives the routing tables, it will only capture and store the routing

information 15 that is applicabletg i@&l\@gyhﬁi@)or@,f@r@%v\gg}g B‘?o%%&‘i’f_’i@n%e

node (12) and assigned immediate/child nodes (12). 8. A method as claimed

in Claim 6 wherein upon receivi@és (ufingfolratibation eashwipde ({2hyiim
send a "ACK" beacon to the server 20 (10) to acknowledge receipt of the

routing information. 9. A methoitastedeimpead forrGiaiof &nvefiteieint \whimnalsHuetest
nodes (12) received the routing information, the server (10) will be in the

ready 34 state to periodically pphtteaifingth froantheheiekedaid digo(itndaih be
loggers. 10. A method according to the invention as claimed in Claim 1 which

5%omprises the process in whigkeféest R theOPipret drrptiR gpwheein the

routing table when there are changes in the ad-hoc wireless _ _
output of this algorithm will be the optimal routing

path from the server (10) to each node (12).
g. The generated routing tables will be stored in the
server (10) data store and broadcast in the ad-hoc
10 wireless network (16).

h. The temporary storage is cleared.

7. A method as claimed in Claim 6 wherein when the node (12) receives
the routing tables, it will only capture and store the routing information
15 that is applicable to itself which preferably would be its parent node

(12) and assigned immediate/child nodes (12).

8. A method as claimed in Claim 6 wherein upon receiving its routing
information, each node (12) will send a “ACK” beacon to the server

20 (10) to acknowledge receipt of the routing information.

9. A method as claimed in Claim 6 wherein when all the nodes (12)

received the routing information, the server (10) will be in the ready



network (16) structure and wherein the method comprises the steps of: 10 15
20 (a) Server will broadcast a "ALIVE" request for each node (12) to respond
that it is "ALIVE". (b) Upon receipt of the "ALIVE" request, a node (12) will
respond with an "ALIVE" beacon signal agsl wherein each node (12) will also
relay any "ALIVE" beacon signal from its dependent neighboring nodes (12).
(c) Nodes (12) that are having problems sending "ALIVE" reply packet to its

parent node GR)aMY Ilicaie-n theil raalridhalingle A rgbiems sensingia

to their parent node (12) and wherein the neighboring node(s) (12) of thése
nodes (12) wibdwdpsto relay these "ALIVE" reply messages. (d) The server
(10) will capture and store any node's (12) "ALIVE" reply to a temporary data
store. 355 10
10. A method according to the invention as claimed in Claim 1 which
5 comprises the process in which the server (10) will re-compute
optimal routing table when there are changes in the ad-hoc wireless

network (16) structure and wherein the method comprises the steps

of:

10 (a) Server will broadcast a “ALIVE” request for each node
(12) to respond that it is “ALIVE”.

(b) Upon receipt of the “ALIVE” request, a node (12) will
respond with an “ALIVE” beacon signal and wherein each
node (12) will also relay any “ALIVE” beacon signal from

15 its dependent neighboring nodes (12).

(c) Nodes (12) that are having problems sending “ALIVE”
reply packet to its parent node (12) will indicate in their
packet that there are problems sending to their parent
node (12) and wherein the neighboring node(s) (12) of

20 these nodes (12) will help to relay these “ALIVE” reply
messages.

(d) The server (10) will capture and store any node’s (12)

“ALIVE” reply to a temporary data store.



15 20 (e) Once there are no more new "ALIVE" replies, the server (10) will
generate a list of nodes (12) that failed to respond and an alert notifications
of the nodes (12) that failed to respond with "ALIVE", excluding the nodes
(12) that are manually removed by the sp&tem administrator, will be sent to
the system administrator. (f) The server (10) will use the updated list of nodes
(12) information as the input to the optimal shortest path algorithm and

wherein a node (12)

WKW eRKioade bransiRcell slgke aaplied 1Re server

generate the new optimal routing path from the server to each node (12). (g)
This updated routing tableoyillipe ypdatee tathietservebddd) @yl #aat failed to
temporary storage used to capture "ALIVE" messages will be cleared. (h)

This updated routing tabtespibindlednih adcalsie chatifiogsdhe ochdHeocodie|€®) that
network (16). (i) When a node (12) receives the updated routing information,

it will capture and store tfadledutngsipdochvatioAhBLEs, rekeledingotiteselbcari(12)
this will include its parent and assigned immediate neighboring nodes

5

10

15

20

that are manually removed by the system administrator,

will be sent to the system administrator.

(f) The server (10) will use the updated list of nodes (12)

information as the input to the optimal shortest path
algorithm and wherein a node (12) and network load
balancing will also be applied to generate the new optimal

routing path from the server to each node (12).

(g) This updated routing table will be updated to the server

(10) and the temporary storage used to capture “ALIVE”

messages will be cleared.

(h) This updated routing table will be broadcasted across the

ad-hoc wireless network (16).

() When a node (12) receives the updated routing

information, it will capture and store the routing
information that is relevant to it self and this will include
its parent and assigned immediate neighboring nodes
(12) and wherein a “ACK” message will be sent back to
the server (10) to indicate receipt of the updated routing

information.



(12) and wherein a "ACK" message will be sent back to the server (10) to
indicate receipt of the updated routing information. 36 (j) Once all the nodes
(12) receive and update their routing information, the server (10) will be in
the ready state to periodically poll reading® from the tracked nodes' (12)
data loggers. 5 11. A method according to the invention as claimed in Claim
1, which illustrates the process in which the server (10) periodically poll

readings from the tragkesladapikd4)Ria (P9PRIEiGY S YHRiBIRHEIR routing

method comprises the steps of: 10 15 20 a. The server (10) sends a "Read

Value" request packet tanfaenisbRoge: (d2)ef theyaulinenatimhef réagyasaes to
node (12). b. When the first node (12) receives the "Read Value" request

packet, it will check if theppacHieiity gedigeatiago fteell drel ifasedt mddesil(12)
the data
data loggers.

11. A method according to the invention as claimed in Claim 1, which
illustrates the process in which the server (10) periodically poll readings
from the tracked nodes’ (12) data logger (14), and wherein the method
comprises the steps of:

10
a. The server (10) sends a “Read Value” request
packet to the first node (12) of the routing path of
the target node (12).
b. When the first node (12) receives the “Read Value”
15 request packet, it will check if the packet is
designated to itself and if yes, it will call the data
logger (14) API to get the current reading and
wherein said reading will be time-stamped and
sent back to the server (10) via its parent node
20 (12).
c. If the “Read Value” request packet is not for itself,
it will relay the message to the next node (12)

specified in the routing path.



logger (14) API to get the current reading and wherein said reading will be
time-stamped and sent back to the server (10) via its parent node (12). c. If
the "Read Value" request packet is not for itself, it will relay the message to
the next node (12) specified in the routing7path. 37 5 d. Once the server (10)
received the readings, it will store the values of the readings and timestamps
to its data store. e. In the event of time-out in receiving the targeted node's

(14) respond, the ad-hoc witpless Reoder(t8) ToyiriesRBae R FeaRmyd! Rewil

activated.
store the values of the readings and timestamps to

its data store.
e. In the event of time-out in receiving the targeted
5 node’s (14) respond, the ad-hoc wireless network

(16) maintenance process will be activated.





