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Thi's nonprovisional patent application is related to
the following. contenporaneously filed nonprovi SI onal

Ey?%%i . gﬁ%@ﬁ{%&ﬁ]‘il ng red iﬁﬁ

Wrel ess Networks;" U S. Patent Application serial
nunber < 10/611,596 >, entitled "System and Mt hod

REEATEDeARPLIGATJONS wor k Resource f-~ Availability and’
Associ ations;" U S. Patent Application serial nunber. <
1anoa] Thﬁ.gxbnpmwsﬁmhl patend apFicati@msaeldte/d ﬂnedolﬂamvmg
Synchronous Configuration of Dynam c Host

con@?r[ﬂokaﬁi%ﬁlj/ ﬂféd@fo %&Q@iemﬁ%& apicd@nsa0 s, @ﬁtéht?ﬁpphcatlon serial
I nterfaces™ S. Patent 15 Application serial
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a ticularly, to a systemand netho -
< Bl el kit “Syeime e o ot MGERb g SV PR ESPUS
net wor k component . BACKGROUND 25 [0003] Mobile -

Availabiliby indissbeiehiost 0giSe BatanieApilicetiongsedal rewdients 68/614,591 >,
the use and structure of networks. For exanple, users

entifbd "ORtdne aktEN 60K IfRGS yineRivAeh QOMERuexipe of Diy@amit Hyst
connected as they nove from place to place and from

el E Pr&lof8 % SefR LR RGN HEE:S, £ ITBbPhtent

ing technol gl es expect easy and seam ess

' Ap}?%%té\ﬁ?nr %eua nutr?t; %Celisf6§rf57§d o%ﬁt]@esd %@t%m%ﬁ%&h{}mf@tﬁgﬁemgn

and Description of Networks.”

TECHNICAL FIELD

[0002] Embodiments of the invention generally relate to the field of networlks and,
more pérticuiarly, to a system and method for program%atjcally changing the 113tW§rk
location of a network component.
BACKGROUND

[0003] Mobile networking technologies are driving an evolution in the use and
structure of networks. For example, users of mobile networking technologies expect to

stay connected as they move from place to place and from network to network.

- Furthermore, users of mobile networking technologies expect easy and seamless network

interface transitions as they move from place to place.
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.1 WD 2005/ 006654 PCT/ US2004/ 019699 [0004] The term

net wor k conponent broadly refers to a node (e.g., a
YOKRPBYSSFapt op, etc.) or a collection of NOdeBCTRSHN04019699
a virtual private network, a subnet, a virtual | ocal

area network, etc.). The termnode refers to a

800 r Khe erpastnirk banpargnaboedivweslssitoh ebi@dsey., a deskiop, laptop,
Exanpl es of a node include swtches, routers, servers,

' et09|0|r aRbBectiOR rokﬁ&cﬁats (@BSa virRRT APfte éet@@ﬂcd helgdwt, aps}r 196cat area

hubs, and the Iike. [ 0005] he movenent of networ
t d k t
neé' aﬂ? 4 Jzﬂr‘?sf%a%{n?t‘(fdﬁq‘%ﬁﬁé eRsPHEk SPROERl Pades € pe el Hidhface

to ol o conponents_are typically
’é‘EP%t ﬁ‘ﬁ%??l%?s FPHLFTS pRFerSs Gigats, etisiations, laptops,
lnfrastructures and topologies. The term
plids.guiniars, dbs and Be liksed with respect to a network
component or to 10 an entire network. Wien used in

- 48605 i Biincovenichhofaetad e bkp COfen lace enblagisat hedRork to
refers to the settings of software, hardware, -and

- netwofliMBER dolidintBN@RahEink A6wiet WK REPANER olbgles Network

exchange information with a network. In a broader

-conggﬁﬂl . QS}%]chiwe cﬂl@ilgﬁredqg gn\%ﬁ& v&ﬁ{ lgaréculzﬁ nr?gwor %ﬁ'ﬁsrﬁ%c%les and

conponent's

LSBT B 05 SR 2005, S et

net wor k conponents that interact with a network and,
an eftiggnetyRek. fri%b%fuufﬁﬂéyn avsogipliahwith a setwosk eerapenesh sondgiation
These interactions produce a conbi nati onal expl osion
refepd tortbe estiumsrd cuwares odkare, axdiposeane thixt erabie tie hésrodnt
networ k conmponents each having a distinct

- congentntgy eadhafse infobtatiof Gt @RAIn £XRI86 s@ﬂseof:onﬁ%lqlring a
e

het er ogeneous networks is further conplicated by t

netwOkReRsd t@'cbhﬁ%’urfl}ggaat I&'ﬁll%%ﬁ!&%ﬁg%fﬁg&%nﬁqmek%%gé d’f?grrr]ndation

changes over s ne nents are a
fron1the networ k. [0007] The term network

Wlt]{oca Ion broadly refers to, for exanple, the subnet,
Local ea Net k .( VLA and/ or_ | ink t h
Vol oy W@%@ﬁ!@%ﬁs énca%g')&heawaw of nelyosk Somponents

that interact with a network and, also, the frequency at which these interactions occur.

These interactions produce a combinational explosion of heterogeneous networks

. composed of many different network components each having a distinct configuration.

This combinational explosion of heterogeneous networks is further complicated by the

possibility that an initial network configuration changes over time as network components -

are added and removed from the network.
[0007] The term network location broadly refers to, for example, the subnet, Virtual
Local Area Network (VLAN), and/or link with which a network component is associated.

Changing network location refers to changing the subnet, VI.AN, and/or link with which a

2




y .v Changi ng network | ocation refers to changing the

o subnet, VLAN, and/or link with which a .2 hh WO _

' ZOQ8s006e654 PCT/ US2004/ 019699 networ K conponertT/Us2004/019699
associ ated. A link is a physical or |ogical connection
between a network conponent and an associ at ed

- ndiRbIokapofedt i ks sHBM e DA WL g6l ?l@ysﬂ}a] odogidhll @nnection betweer a -
connectl ng a network conponent to a |ocal area network

(
netfrd¥cbnflontsh ¥y Aol bor | RafmBbe wired et
: W re LAN, nd or, a Gene
o conBeimbe ROTB cRm e B ot afooviag - RV Bt i e aricles
: .. Communi cations network, or a Wreless Wde Area
(eNietaRsigeromTERsticsignpbongyeng deyork Nepenent to a wireless LAN,
: Communi cations (GSM refers, for exanple, to the GSM -
5  arfl/d28 Ciefhl Ba&l&ﬁﬂ@diﬁﬁerv&ﬁteamdmﬁ, anfortal @dbal SPstgint folr Mobile
~ Cellular Tel ecomunications System™ In a conventi onal

- CofinRicktions AR DbriahwirBREVWide ARE AletwitkPf Tie Gelet@Idystem for |
- conponent typically requires that a 10 user physically

MELRECFEH SRy LRl Al DM BATEEA P -1
S RSy Bl

f} limtation, in the figures of the accompanyi n

ne&*i’%‘ﬂa ¢hgueing theegionkilpeation pha aeiwerk rumpansnidypigally rqqslres thata.
simlar elements. Figure 1 is a block diagramthat -

10 uspl physicallt discanhetiging thenheconataie dikk et e¢ringats dlie nertwmkﬁdmponent
conmponent 100, according to an enbodi ment of the

to ievepbortn. Figure 2.is block diagramillustrating an

enbodi nent of the invention abstracted 20 into four
| ayers. Figure 3 illustrates selected el enents of
exenpl ary network resource and association file 300.

BRIEF DESCRIPTION OF THE DRAWINGS
[0008] Embodiments of the invention are illustrated by way of example, and not by
15 way of limitation, in the figures of the accompanying drawings in which like reference

numerals refer to similar elements.

_—

Figure 1 is a block diagram that illustrates changing the network location of

network component 100, according to an embodiment of the invention.

Figure 2 is block diagram illustrating an embodiment of the invention abstracted

20 into four layers.

Figure 3 illustrates selected elements of exemplary network resource and

association file 300.
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.+ { WD 2005/ 006654 PCT/ US2004/ 019699 Figure 4 is an

illustration of an exenplary current network state
BiteeHew6400. Figure 5 is an exenplary il ust pavivgfo4/019699
of network resource wapper function call 500 with

. possible function paranmeters. Figure 6 illustrates
exenmplidi; f QY ad i cte3a E
S T R R ibher gk stite B 400,
interacti ons between abstract functional |ayers in

net ' i ren f. the .
vengusd S R LRSS B0 GTRRUUIT KRl P fppption cal
5§ﬁrt in pects. of a method for programmatically
Vi Io L (o Rk s REFRMCEESL i on of a network conmponent,
" according to an enbodi rent of the invention. 10 Figure
9is_a flowdiagramillustrating certain aspects of a
net h&igurep ﬂlﬁﬁqﬂgﬁﬁﬁwm]dﬁw%wﬂchaﬁmgﬁ@ vaeRst 8% or di ng
to an enbodi ment of the invention. Figure 10 is a
flow diagramillustrating certain aspects of a nmethod .
- for Higugedtis ¢ adriogpiualdisittationphgpletaioderations titweert abstact
~‘enbodi ment of the invention. Figure 11 is a :
figictipmal fdye ihheiworkl 70W nador@ihg sehe&hbsiiRkREMhSinoéntion.
exenplary node 15 1100, inplenented according to an
. enbodi nent of the invention. Figure 12 is a bl ock

di agrpaye8 i$LN66 REeh AR
1200, inpfenented accor di ng gﬂ%ﬁﬁ%ﬁ%@%yﬁgﬁ%ﬁggﬁghe

T e T R

enabl e. network conmponents to change network

o o
e¢@%§&ﬁﬁ%ﬁ@ﬁﬁ8@%“ﬁ'user havi ng to physically

di sconnect and reconnect a link (e.g., a cable). The
abiljty to,programmtically, change the network

| ocabiRBFE Bis &ilodinsram URspeigmertain aspects of a method for

automatically configuring a node according to an embodiment of the invention.

- Figure 10 is a flow diagram illustrating certain aspects of a method for

automatically transitioning a node according to an embodiment of the invention.

Figure 11 is a simplified block diagram of selected elements of exemplary node

1100, implemented according to an embodiment of the invention.

Figure 12 is a block diagram of selected elements of exemplary network 1200, -

- implemented according to an embodiment of the invention.
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.+ 5 enables, for exanple, a network conponent to be

nmoved from one subnet to another "on the fly," _
wdwoebisess npl i fyi ng bandwi dth managenment in realrrsbdtgio19699
Al so, programmatically changing the network | ocation
of a network conponent is useful to test the nobility
mobi | e nodes in a network validation environnent. -

- of
DEPRATY piikseripriGyP! ock diagramthat illustrates
C

anging the network | ocation of 10 network component: :
100, according to an enbodi nent of the invention. As. -

S in,Fl.G 1 et work conponent .100 i s sel ectivel
e BPL ER b Repi R S tn R PTG PRIBPI 3B MR S GAneE Agork
switch 110. A person of ordinary skill in the art wll _
logabigp agthania waﬁa\ang talyaisribotiseRage prgrachanashe 1Bk (e.g., a cable).
| ocation of network conponent 100 nmay i nclude nore
Thendilty tdpbfememiticelbypongatie netvamk idreten showiwiork ¢nfhonent
1. It is not necessary, however, that 15 all of these

 en@ISIBE e dxymBRNY BBt 0PI admBRIRROE BB hfovhe ROV subnéiridersiothe “on

disclose an illustrative enbodi nent for practicing

thd BE AR PHA Ay B At 8 bRk EHE IR TR hmatically

conponent 100 connects to VLAN s

: I h 1ink. 15 Link,150 may be a.wir LNk . o
oty B QUBlhek 1 Rl Bra Mo el 0 Btk gty of

onnecti.on) or j.reless link (e.g., viaradio
m%‘%&ﬂé?f‘c‘i} aéﬁe%ﬁd(\é\ilﬁb&'ap e%‘WMsi ons). V LAN switch

110 may provide a plurality of ports and may support

a pl .uralité of VLANs. In an enbodi nent of the )

i [0EHYI oRIG\A ilacki diegram thpt ilistyies domgdmabs yetwork location of

PCT/ US2004/ 019699 connects network conmponent 100 to :
neivarkwookpdot | fhecaoding bt dmeminaljmére of fierinexdivpl és shipyn in FIG.

associ ati ng network conponent 100 with a VLAN .

1, BaofigidhghonentEOue sdectizfly cb@SI8d 2ith Refweirk i10Q ahdnetwork 130

~reference nuneral 160, link 150 is interrupted.

thebBEEVEURE & drionky Qolpéf%?&ai%ﬁﬁ?/rsﬁifllq{l%é &t will _a;ljfilrsaciztltﬁ_ that a

programmatically severi ng east tenporari e
' 5 . t WO, nent . 100 and .
sy R R R RTBERTR b OBy D B Sy more
[ itch 170. itch 1 :
m%ﬁ%&i?@%&gﬁ]};ﬂ%mﬁs ﬂcl)an 1 (\g\gets OWR E?Fﬁ % ?‘? is%%?gectesosmgﬁ %gwever, that
all of these generally conventional components be shown in order to disclose an

illustrative embodiment for practicing the invention.

[60011] Referring to reference numeral 140, network component 100 connects to

“VLAN switch 110 through link 150. Link 150 may be a wired link (e.g., a twisted pair

~ wired connection or a coaxial connection) or a wireless link (e.g., via radio frequency or

optical transmissions). VLAN switch 110 may provide a piurality of poris and may

support a plurality of VL.ANs. In an embodiment of the invention, VLAN switch 110




.+ 150. The configuration of swtch 170 may be stored in

an electronic file. "--_ Programmatically interrupting
YPRROYe6Sefers to altering the el ectronic filRCEBS2004/019699
open or close switch 170, in an enbodi nent of the
i nvention. 10 [00013] In alternative enbodi nents of
cerngclis metevrk comparnblides sepairk { 20@Yhec@mectdn thiyite, I@xample,
In such enbodi ments, interrupting link 150 refers to, .-

© by essoBIPhEwokeRAijoHalti10g wiﬂa@vmm&g{ig to‘NevaBrF ibhe

access point that provides lI'ink 150. Al natively,
interrupting link 150 may refer to nerely nodifying a

oAt RRSE 5L A DR ACGESAERII Bl B

conponent 1

ARy 18 R BRI SR e ot g

controlled by another network conmponent. In such

 be .
bl R AtcosmPoRe 10P prdmetwAtk 130k dpansmbaginianhaf the drvention,

refers to powering down the hub that connects network
Veahporitalt 1 1000cTodes vividh $70. t Shitchl 17D m2Pbé (R0 1Gdped and close link
- confirmation s'g" 1 refers to as;,..- Se.. ,t over -

130r Qhi chbfigiiration of switch 170 mak be Sto¥ePinGh@Meodid FE 11 nk
150 is active (e.g., a heartbeat signal). If network

| Pr@@fiﬁﬁﬁbﬁi&&il}l&%ﬂ%&ﬁ%ﬁﬂ% 158 &% ’c(1t %%Em%@ élé&%hlcofﬂe to open or close

10

15
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signal, it may rmne tha s interrup

b b FEebAT ofbe i Reiat i on si gnal may be
controlled by an electronic file. In an enbodi nent of

t Lhnventjon, .interruptin ink 150 refers tq .
pibg”a Hielf eGPV oo e oA EVEBWIY: PHAEGCEPORS yRaprovide
,n@govider to interrupt the confirmation signal.
lings 3P fusychgmbedinessis interamtion livk d AQ refetstoddt sramples deactivating
to, inter alia, progranmatically setting, configuring,
theainaysonitierercidin thguactasy paint et jrowides tielt | 800 Sitgnaiveby interrupting
interacting with the confirmation signal provider to

linkI15@ malytisfer &t ibiRly MHodi6isON sighalafaimatad fh tHe abfest Péint to
art appreciates that the type of interaction used to

network component 100.

[00014]  In some embodiments of the invention, a hub (not shown) connects
network component 100 to VLAN switch 110. The hub’s power may be conirolled by
another network component. In such embodiments of the invention, interrupting link 150
refers to powering down the hub that connects network component 100 to VLAN switch

110.

[00015] A confirmation signal refers fo a signal sent over link 150 to confl

~ link 150 is active (e.g., a heartbeat signal). If network coinponent 100 does not detect the

confirmation signal, it may determine that link 150 is interrupted. The characteristics of
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.+ alter the state of a network conponent depends on the

particul ar network conmponent. °~ [00016] Referring to
woebey@aed nuneral 180, the network to whi ch nR€ibB004/019699

conponent 100 is connected is programmatically

changed. Changing the network broadly 10 refers to

theddonlighatasigel inag boebmerlled 69 AR eReMénid Gilk. Wintah enbodiment of the
di fferent network or reconfiguring the network to - '

inpBlHi&Y) 5 ﬂ@ﬂwﬁ{g I6RTB0 hews té 99)%%?9&@93 @@hﬁ%rﬁ%‘%ﬁ@%r&ﬂmaﬁon -

Reconf | guri e networ t wor conponent

ori.gi nal.l &9 nected.i s her c
siegQhhat R iy e SRIREE G i LSO S R g gfenal
enbodi.ment of the inventjon, VLAN switch 110 is :
blq,aéhﬁ‘re&esr Welines adig) wograanaficalbnsridne, ﬁ@@%mgc%%aﬁwﬁg'mg
100 15 to either network 120 or network 130. [00017]
theQonfirrgatidnrsigndl BNinsswnting WitlOthb cortimatie signal rrrovider to alter its
programmatically associating network conponent 100 7
statsl tAp@sqest drdinbsr skl Bihs Wit bigitediaes thanthe tigrasfatgraction used to
associ ati ng network conponent 100 with a particul ar

altef! Ltl?é\ktaty?o?a?@mb?ﬁ Eblﬁﬂ&legﬁﬁéﬁgﬁ(ﬁb On%@blalﬁ%ltapﬁ‘etﬁ@fﬁ Sonidfent.

networ k conmponents may be specified in an electronic
file. I'n an 20 enbodi nent of the invention, a software

t -
0800 " SOLATIEG Rkt 25, PR SRS AU ek,
cogggiept 149 E@%ﬁ%ﬁﬁﬁp'@%sﬁﬁatéﬁa’fw%ns%ﬁ ClppetigrBE B broadty

interaction used to alter the state of a network
referd p@HEh corep@raretwerkqempparnt 100 with atfiaspkncteRPotent .
7 WD 2005/ 006654 PCT/ US2004/ 019699 [00018] Referring
recomfigueing tisemxewnknie vellichl 90w oiki coknpo8&til€0 e abizingHi donnscted.
provi de a connecti on between network conponent 100 and -

- Redv@tipofikg h3Qetwdik sOwhick ibedikeatporeht 100 ead avgindllyomonnected is

link 195 is the sane link as link 150. In alternative

fur@BPA B eI &Y i:d 1@@31 db VTS| ©8nd 10, M tﬂr@ ﬁlus§at@d ERBadiReRt of the

and i ndependent |ink. For exanple, I|i 150 is a wred
mvéntlonpg%gﬁﬁ gﬁlkch( WOS g ggnff@lré’d tgfsel\é%tgv%?? co%gct neﬂboric%gmbﬁnéﬁt 100

ans S nmbodi nent of the nvention. In
toeetﬁsrwquai&ﬁ@t%&emﬁé?fﬁent of the nvention.

[00017] Configuring VLAN switch 110 broadly refers to programmatically -

" associating network component 100 with a particular VLAN switch port and, thereby,

associating nctwork component 100 with a particular VLAN. The connections between
VLAN switch ports and network components may be specified in an electronic file. In an
embodiment of the invention, a sdftware agent programmatically sets, configures, and/or
reconfigures the VLAN switch by interacting with the VLAN switch to alter iis staté. A
person of ordinary skill in the art appreciates that the type of interaction used to alter the

state of a network component depends on the particular network component.




Irﬁ\'.‘l\::h\‘

Ry

t
‘

i nvention, establishing Iink 195 includes cl osing

switch 170. In an alternative enbodinent of the
WONHY(06674 est ablishing Iink 195 refers to PCT/US2004/019699
programmatically controlling a confirmtion signa

. provider to establish the confirmation signal. A

pejioorBjof Refhinatoyrefebensk inlinetal 190 §inRM1Hs %‘fa%ﬁhl?éd?ﬁ lprovide a
e

"~ that the type of interaction used to alter the sta

| cHnRtALLARES n&@%ﬁ@%f%ﬁqﬁg (E@é ﬁ&g{oﬂg }ﬁglr]i%gﬁllgt%hpgdimems of

networ k conponen
n.access point

ih%ﬁg‘\??“i&‘g%ﬂﬁ&gfd%al%lsﬁlnngy Bk =8 i B el termayeBmbadiiggs of the

link 195 refers to, for exanple, activating the

- inventidthilink dPS i a sparaterraddedsperdepblinit. ¥dvaxappleyiines is mkvired

10

195. Alternatively, 15 establishing link 195 nay refer
link (ewr Biistedrpai 6f/wites) and lighab5 israaniselcdstipdt (fa.gg Wid fagio frequency
access point to network conponent 100. [00020] In

- tramEsReisn dh BR BinSodihnch T thOMEBAHRN In fnd VRstAARE: Iﬁﬁiﬁffgﬁlzm of the

connects network conponent 100 to VLAN swtc

inTBRic BuiB AR 1RI 0P MNRLacORIOhE LA 3o, BERmrive ¢

progranmat i call'y con ura n-suc
J nventl on stabl i, shi.ng..2 ink 195 refers to _ i
er%@‘@‘@éﬁ%‘?‘ﬁtg&tﬁ%e e KRR P et lPiestaipyisally controlling
10Q. to . VLAN switch 110. OVERVIEW OF THE FUNCTI ONAL . .
a afiegn signal wyvids &) exedish tecpniispooy 0a9b 94 pefsonopoidinary
To provide the above stated functions, enbodi nents of
skilhia the o apiteeiaivashabthe dpst ofoterdtibn tieedito ulter| tay eraie of i hetwork
control layer, the network managenment |ayer, the

comgrohéntaiapérais oaret patidulaticorork ay@ponatid the physi cal

15

network layer. FIG 2 is block diagram illustrating
“an enbodi nent of the invention abstracted into four

| pyoeus) 118 ved 5tﬁér%%fnﬁﬁv§ezﬁﬂ$’cﬁﬁllieﬁ§ %&'ﬁleQBvélﬂﬁ%,i AR

: 5 BBmt ma
the functions may be abstracted into nore layers or53 Y

pro@¥eTink | &Y ehSuclh ér&?(ﬁmkﬂtg,lze%%%ﬁslﬁgg Hﬂg g%él 1%&%%&03 %c?r example,

net wor k managenent ayer ver

-activating the transmitter within the access point that provides link 195. Alternatively,

establishing link 195 may refer to merely modifying a signal transmitted from the access

. point to network component 100,

20

[00020] In some embodiments of the invention, a hub (not shown) connects
network component 100 to VLAN switch 110. The hub may have a power on/off switch
that is programmatically configurable. In such embodiments of the invention, establishing

link 195 refers to powering up the hub that connects network component 100 to VLLAN

_swiich 110,

-~ OVERVIEW OF THE FUNCTIONAL LAYERS
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ot Validation | ayer 230, and physical network |ayer 240.

[ 000221 Control l|ayer 210 may provide a single control
W 200s/06@s4 f uncti ons provided by enbodi ments @CTIISR004/019699
invention. Control layer 210 naybe accessed through a
console 10 directly on a node in close proximty to

t T@OQQ; WOF d<p1@¥%/idk HcOitg e Sate MRIcB AL BinBodBRAls QA t]ﬂeemﬁentmn may
Tel net The functions of control "l ayer 210 include

bﬁgﬁgﬁéﬁé {585 Mbs AEEIR & i AP e
SRl PR LA S e

randomy or may be based on predef| ned network
llagreting gh smbodisnent ¢f theinyenteanabdirantas intef fouhbwrﬁvamltemaﬁve
Al so, control layer 210 nmay generate a series of
eniteidivnerks oBthe iraiehids, Hadindtipnbamk be Eadiicrdrinesnat layers or fewer -
network scenarios can be reproduced by supplying a

laf®e dFICR 2aREuddd BASSI 15REN 80, 'n‘éﬁrmrk ﬁlaﬂgge%ﬁ@i’@ thy B0, eénﬁctaﬁon and:
I nvent i on 100023] Control’ layer 210 determ nes the

vageétogﬂ 29491 o y fibadpishaig of the network

s I'n |ons W net wor k managenent

e e YT e
further described below, control |ayer 210 accesses
byathpdimeninelihe HyaBtiqn fantobyerc lﬁawﬁwmw%mugh a console
configurations and network transitions. Transitioning :
dirgctipooiea bedraid|cJose pfoedimgity &y the aptwoelk antbtanghtarremsict loginisesgion
a node froma first network interface to a second

(e.pnTemkaC The @R@iofs offcopmdldafedr RS0 irftlide @endrotiny S@®0tktcenarios
subnet, and/or froma first Virtual Local Area Network

- and d}{‘&t%%%é 08663 PlelidHBNA%NE %%ﬁ&@on fa¥lneork PaRd HRRE d

VLAN, and/or froma first topology to a second

gelﬁqutgh ggéémr]z_ Qc%ngl%sn]n al?leetxl%rcil(rn%lé g? %e t:fﬁxpelﬁtlpﬁf ﬁ‘é&%&rﬁ S?(e.narlos may

ransi

be %?gqgéﬁ%f%ﬂ@ﬁ% ?fé}l%n‘?%gase e R e P R A O T B

network transitions, and nmi nt enance of current
empadifsikoStha investion fblsexaontal layes 240 meyigsasies seaies efnetwork

i nvention. Network managenent |ayer 220 may be
scenarios back-to-back. Each series of network scenarios can be reproduced by Supplying

a seed logged in past scenarios, in an embodiment of the invention.

[00023]  Control layer 210 determines the current physical layout and: staté_ of the
network based on its interactions with network management layer 220 and verification and
‘validation layer 230, in an embodiment of the invention. As will be further described
.below, control layer 210 acéesses network management léyer 220 to pelfo_rm'netWOIk
configurations and network transitions. Transitioning a node broadly refers to, for
éxample, transitioning a node from a first network interface to a second interface, and/or

from a first subnet to a second subnet, and/or from a first Virtual Local Area Network
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- Infpripation, n apgmbpdigen,

.+ a stand-al one conponent for managi ng and reconfi guring

network conponents. In alternative enbodi nents of the
WRERUOT} net wor k managenent |ayer 220 funct i REEUSI§04/019699
association with the other layers illustrated in FIG
2. In such an enbodi nent, the other 1_ 1 layers may
- (BbAd) ito metonod N1 taed/onfrommafiisbiepbiogyawsacond topology. The term
managenent |ayer 220. 10 [00025] FIG 3 illustrates

* neelogic tratittdnatRA 6 1RhsiRXENRbLAE ¥r M6l WRHKs WRRIAURS BotFOLk .

~association file 300. Network resource and associ ati on

evice sec

3
306,, hubs secti.on 308

n-dynam c ne
evi ce

A b Rt R A S e oL BBt stae

.router section 312, &nam’ c Host Configuration : :
_ the gveptinn. Ietwonsmaregenani laxei23g may be
~ schene section 316. A DHCP server refers to a network
"4 glonghelenn compatent for oanaiEsg met wookigadng neistarkhtomponents. In
services in conpliance with Request For -Comments 2131
alesmhdtive @thbodiRyenarirehdtasdnticaMdra@biahamBembRMERR20 fiRctions in
Drons, March 1997.  As illustrated in FIG 3, network
ask@ARMICRItRIN oARP RSERNNARlddif FROD. AB3GEN APSBYAIADUR other

net wor K resources assocl at | an I n a st fan
4P B S, ORGP 0B bR B S0
BSR4 S RS S SRS

responsi bl e for configuring networks and transitioning
aspeainidde 3% Netwiotl reparcelinglassendationtfde 3080 includegalydamis

FIG 5, network resource wappers 222, 224, and 226
netrayrkeviss eettipn 302,anhidyunsmicadvbikalasict setion SONOFdeser nhahagement

addi ti on, network nmanagenent |ayer 220 may 10: WO
de2{395¢0100604, NG £44820804 OLPRARL o APA LN Awbik @AM RF Switch section

al l ocation for network conponents and generate a

3 19?1%%&9 k&eof 8t 2 fidyiBimid PRkt ¢ i sta?itoﬁ g?%%%%?ggfiggrg%&ecﬁon 314,

: acilitate CO_ nl_catlon_a Or |
o35 5o S SRR 3023 I S AP G

current n?t rk state. . | , _
provides network administrative services in compliance with Request For Comments 2131

entitled, “Dynamic Host Configuration Protocol,” R. Droms, March 1997, As illustrated

in FIG. 3, network resource and association file 300 describes available network resources "

and associations in a standardized syntax. Related U.S. Patent Application serial number
:{042390.P1706 1> further describes network resource and association files.
[00026] Network management layer 220, in an embodiment of the invention, is
| responsible for configuring networks and transitioning networks. As is further discussed
.be_low in regard to FIG. 5, network resource wrappers 222, 224, and 226 may be used to

configure and transition networks. In addition, network management layer 220 may

10

fi 23023@0 NaGH I ﬁﬁha%é?lgiager mtéoWﬁ%s?aglﬁdrgtgeA%?g«%ﬂﬁggns including: |




.+ 5 [00027] FIG 4 is an illustration of an exenplary
current network state snapshot 400. The illustrated
wahhedhdeent of current network state snapshot 409,uUs%004/019699
organi zed according to one or nore subnets sections
(e.g., subnet section 405). Each subnet section i
O D ROk, SRR O, OO on SRS p BRI R foadabletet fle
410) . Node section 410 includes. i.nfornmatjon about , '
S e P ion o A SRR PO 26t L e BRT e cach
nmovenent may include a |ist of network topol ogies
nepark gopguraieanandior tiepuliay beisvosih tansgestenbleser ZPanagrmerate a
to the node. For exanple, if a node contains an 802.1
snkshniedfithe kareaha petoror satel. an 802. 1 | a access point -
exi sts on the network), the node is able to nake a

3 t[OR0RT] | G D G MILRHBES oNBE BRH1LP BRe&H: nefvorNelanlipshot
state snapshot 400 is nore fully described in rel at'ed

_ icat or. - . o
405, 75 S -B ERBLAERAL TR Rl SR soaos 400 i prepmizad
~.802.11 a access int- respectivel refer. to network ..
cCHIGE SR S e AL OIS R En ST LIBRG® 47D EARR SHgEsection

802. 11 standard, entitled "Wreless LAN Medi um Access .
o CORig e glgpm(xm)abgﬁtcpnpwp g’]OEEal]lBt‘E’glské‘lOH(pppmtS within the subn_et-(e. g.,node
£ Speci fications, 1999 Edition." [00028J) After-a network.
seattoardd ). i Mode seofian $lldndedssiinfosnaionmbowordterinhmevement. '
snapshot 400 20 nay be updated since sonme network
10 Informgtiintabetispoddiitialinovathdnit flag el kst epAgGBEN0Pologies based on
Net wor k managenent | ayer 220 uses network resource

neMFRP ROt 2R RHERITRREIARIE Yo thE PRAE, IR xBEHWOI node contains
conmponent’s, in an enbodi nent of the 1nvention. Network

an R62 P4 ﬁ&woﬁ{b %d%gﬁg fz}nﬁ gg%g?? ia &?:g?sfzpézl}'ﬁf%&%ﬁ#atbg ngﬁﬁalfog(\lk the node

networ kK co andar
) twork conponents to be interchanged n the
s S5 S ORAT A FRGRALS F SrelSs SO oD\ BB Gt mapshot 400
. PCT/ US2004/ 019699 simlar) functionality, in an
is rapus dulilvrdeseribed inpalaied L ehthagmt Applicatien serial agpdehat i cal |y
broadly refers to action perforned by a software,

15 <0430 i7e63=ankit 802.1 1a moiveere adesouarclendi02.11a access point respectively
refer to a network adaptor and an access point that comply with the TEEE 802.11 standard,
entitled “Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications, 1999 Edition.” |

[00028]  After a network transition, multiple sections of network state snapsho_t 400

20 maybe updated since some network transitions affect multiple network components.

Network management layer 220 uses network resource wrappers to programmatically
: bonﬁgure network components, in an embodiment of the invention. Network resource

" wrappers abstract the functiduality of a network component in a standardized way that

“allows network components to be interchanged when the components provide the same (or

i1 -
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one or nore network conponents. [00029] FIG 5 is an

exenplary illust
Wopesiooms+ 5 cal |

rati on of network resource w apper
500. Network resource w apperpCT/US2004/019699

function call 500 may be used, for exanple, to
configure a VLAN switch. A person of ordinary skill in

- sifollgr) FrictidRENt$Gh ah @ﬁlbbchaienﬁd)ﬂﬂlé BfventiG]. WHeke SR PRE(ERL Stically

may be configured with simlar network resource

br%cﬁf? PEER: to !1&10% €L fgﬂﬁéﬁ%

et wor K TESO

Mgre th'&?dvb%g %%)09 ?inngvﬁleerrgsdu%cc of

rce vvraa correspon

net wor k corrponent in a netvvork Table 1

conf
on&obﬁog gt&' g&%‘ﬁﬂ?‘)ﬁ]ﬂﬂan of the fields 10 of exenplary

network resource wapper function call 500. TABLE 1
Fmﬂaﬁ'beslilﬁ ptis enexemplaay illvsostionagtwazesoyroetvaapirer function

addr ess from whi

510 may be used

ch the VLAN switch can be configure ,

- callF0fin Netsbaritiresentce sfrafee fiingtiem talb500 Mag bevisc 1 fr Basapid, to

to, for exanple, enable a Tel net

' coﬁﬁg&b AVILANtRScYL AN ebith o8 Brdlﬂ_e%/ %ﬁcﬂﬁ e zfiﬂ-%p?&‘iﬁéﬁﬁﬁlts%mlar

represents t

he total nunb of ports on the

rk%g 1})5?&{%1915}(/@ k?n?%%egﬁﬁlﬁgﬁln@% %et@%gi ?Lfrgeewpa%hérs Inan

LAN1, VLAN2

e"&e?[gﬁm?ﬂ.t P e pyayion 3651 R feelghenisee WPRLropiotag 1 cach

V ANn 525 for representations of ports that are to be

able yeek coppeuent iRGOBBOIkRIR

'2, verification

and validation |ayer 230 abstracts all

of geyiplery netserkaesousedaper Vierciiby cahfokal i date the

current network

configuration. These 15 devices may

i ncl ude, ‘for exanple, packeipigniffers, traffic

generators, and

ot her network validation devices. In

rli prgvidgtd Aescopimpuef the fields

an enpfgy ment of

the rnvention t nlﬂegcm Otﬂy

£ Fon—to
Ip)égglégostco this | a

) T?A&F%Og is thggp%d &S c¥ U' the ¥, k])'ffl\? FWltCh can

€ confogupedo In an en%bo Inent of ¢ 1%%5’1{&011

D'_t

+ o wi Ao
Passwd 510

Passwd 510 may be used to, for example, enable a Telnet
session to the VL AN switch,

TotalPorts 515

TotalPorts 515 represents the total number of ports on the
VLAN switch.

ControlPort 520 ControiPort 520 is the port from which the VLAN switch is
being controlled, in an embodiment of the invention.
| VLANI, VLAN2Z, ..., | VLANI, VLAN2, ..., VLANn 525 provides one or more fields
VILANR 525 for representations of ports that are to be added to each VLAN.

[00030] Referring again to FIG. 2, verification and validation layer 230 abstracts all

- devices that are used to verify and validate the current network configuration, These

devices may include, for example, packet sniffers, traffic generators, and other network

validation devices. In an embodiment of the invention_ thir

- range of network analysis

14 _— ady walllile

- proprietary tools can be added to this layer to provide seamless accessibility to a wide

and traffic generation tools.

12
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range of network analysis and traffic generation

tools. 12 L WD 2005/ 006654 PCT/ US2004/ 019699 [ 00031]
wo@reekpdi nent of the invention, the networ lecT/us2004/019699
val idation devices are nobile. For exanple, during
network scenari o execution, network validation devices

| m‘““’%ﬁ?i ginre&leé?nﬂﬁahﬁélﬁ oP Ak libnfedligd, tﬁéﬁ?e{?w% rrlﬁe\{%ag?tﬁcﬁ%éﬁc% are

val | n contrast, conventiona

validation typically. inyvolves the nual] npvepent of

)it i BAmhiEy e AP S5 EiHER G ARy Flgaton devices may

and/ or one ULAN to_anot her, and/or one network S }

bs plaesdracibe particelapiubast thataeydes vailation | In eepipstepgventional
interoperates with verification and validation |ayer.-

n@gork eelidpeaf typicelly myelfved ths nwnealmesewenyof vatidation devices from
enbodi nent of the invention. During the execution of -

or& SNBhaes Kn@BE@NAId 6t on¥ STLIAN epdrioter,aid/o¥ 8hé SatvodNinkedhRE to
230 detects and logs results to 10 report to the e

afogi-rol layer. Control |ayer 210 determ nes whether to -
perform graceful state recovery based on the errors,

i T I ed. an rted. by the verification an : ,
VPR R AR R R ot i G el igyer 230 0
reconfiguring network conponents to a state the were . |
PEIQIREF Iaw%erﬁisfafre% &L gfﬂp'aqﬁlmﬁg of e 1BREIGR,; Swr‘yg the execution
. network scenario. [00033] Physical network |ayer 240 .
of agwbapriscerasiopreyiication andtvabdationdsyer 830 déteats amibloge rdsults to
200 (e.g., physical network resources 242, 244, and
re@at6lo. thé postrol éaven dComl laybr 2 Kthdstdrmmen twiether fhyafoeml graceful state
network resources 242, 244, and 246 correspond to

re®eObdsed bn REPUVES & A ABPRIISnd #oried ‘ﬂ)g b #%Btion and validation

descri bed above with respect to FIG 5. Control |[|ayer
0 ti o , _
PRSIk Gl B S e 2t ey

rati on reque 0003 6.illustrates

B o BT C O SeF O L ALY SIS BERE wor k

08 s ae e by st dogpssbe piySical etk dovioes of
network 200 (e.g., physical network resources 242, 244, and 246). In an embodiment of
the invention, physical network resources 242, 244, and 246 correspond to network |
resource wrappers 222, 224, and 226 described above with respect to FIG, 5. Control
layer 210 may request the functionality of physical network TeSoUIces 242, 244, and 246
through a network configuration request.

[00034] FIG.6 illustrateé exemplary network configuration request 600. Network
configuration request 600 includés subnet group section 605 and device section 610.
Subnet group section 605 may be used to organize a plurality of subnet subsections (e.g.,
subnet subsection 615). Each subnet subsection may list information about the type of

network topology requested for the subnet. For example, a particular subnet may include

13




Subnet group section 605 nay be used to organi ze a
plurality of subnet subsections (e.g., subnet

Woewaed 615). Each subnet subsection may |iBCT/US2004/019699
i nformati on about the type of network topol ogy

requested for the subnet. For exanmple, a particular

bettbwizbd sRYwiréledsudevokB 1010 TIRNE 884iRGTH WA BB&hation

both wired and w rel ess network topol ogy. Dévice

ti _ . : C L
S8 ST LSS LIP3 U5 1OFS o ot odes
ted network

ition.fo bi.| e node i.thin a reques
BB b s bpet R R R aht Jeiats G Eatdas e dipgpere fully
ful]l]y .described in related U. S Patent plication
describgd invghng U Solstgg i mpliveemrserisl quodes5P4339083d063-on,
control layer 210 may send a network configuration ,
r 08331 t dn opredtions kontmh kgenitt miyasead a226rvorebmigdeation request to
managenent |ayer 220, in turn, may use network

' nERSOM IRE WHRADRYE 220. NCBGsR TR k&R YayeP D50, GUASn L8 use
~physical resources in physical network |ayer -240. :

ndBRRK fh%%r@@%ﬁp%@ﬂs 16 BRAMEESRIANG ¢ gﬁjgglge %Mlﬁip??éei%g [rgsoapc%s in

correspondi ng “het wo W appers” ma

* oREBTAgaEO. RSt sl A A Sl oo

10

15
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t he inyention, non- configurable network resources ma
CqEesR WPy WIRERGY B PE St e es iy opmangecigent layer 220 to
because network resource w appers are not needed to
abstreetrthe fungiienaliforf-teondw mspualsk.e In anetmmiordimegof theciogentibs, non-
| NTERACTI ONS AMONG THE LAYERS [00036] FIG 7 is a
cadigoeplausdtworlkl resurat by befaddal aeicd derhotelrfadh nefsork 200 at will
bet ween abstract functional |ayers in network 700,

beRECRITRAGH &oBfte @ﬂﬁ?&ki@@ hoPhectifiBrol iMEERE WRR noDRbiREdfable
trol- |

700 includes con ayer 702, network nmanagemnent
ndt Y redfdfcesPNysi cal network |ayer 706, and -
ver???cat?%n and validation |layer 708. A person of
ordinary skill in the art will 20 appreciate that, in
alternative enbodi nent enbodi nments of the invention,
network 700 may include nore |ayers or fewer |ayers.

INTERACTIONS AMONG THE LAYERS

[00036] FIG.7isa conceptual' illustration of selected interactions between abstract
ﬁmctibnal layers in network 700, according to an embodiment of the invention. Network
700 includes control layer 702, network management layer 704, physical network layer
706, and verification and validation layer 708. A person of ordinary skill in the art will

appreciate that, in alternative embodiment embodiments of the invention, network 700

- may include more layers or fewer layers.

[00037] A user may provide an input to initiate a network scenario, in an

- embodiment of the invention (not shown). Control layer 702 queries network

management layer 704 to determine if executing the network scenario is possible given the

4
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[00037] A user may provide an input to initiate a

network scenario, in an enbodinent of the invention :
Wha3/8MewWn) . Control |ayer 702 queries networ RCT/US2004/019699
managenent | ayer 704 to determine if executing the
network scenario is possible given the 14 WO

cuZ@RHBOER I RETAESPA 040 0 LA Hetweitl JcBitrio e b¥yyokted in the current

configuration at 710. If the networkK scenario is

R RO ey ot DR IR 102 R b0 ttaBoh Bl vidarion
71;al idation at 712. [00038] O herw se control |ayer
02 resolves the network scenario into a network 5
configuration and creates a correspondi ng network -
c ;@ur ch@wmemgg}( laygr 797 2esolmee themstwgsk jscenario into a network
configuration request may contain one or nore subnets
confgwmetion asl drémesst @rtespadinpnwityorbconfiguritenreqwst & Tidr The
mobi | e nodes. Network managenment |ayer 704 configures
neiwik coefigiRitonatquelbman dodteip Oht 8r SiLECRBRetoss Wall hilthe stfting
~the configuration at 718. If network managenent |ayer

poéiBfn gRER &%oﬂ;qg%ﬁybﬁ’é‘ﬂoéc@ NH{V%?IE: REEM S cADIAIEY 704G chfBures the

configuration 10 process, contro ayer 702°triggers

he, verification and validati | ayer 708 at- ¢l ‘ -
nebybf i F Ll et Daet iR e BBk b Foosmork
~verification and/or validation tests and reports.the,
manpgemer daven 7 ¥ofres got 1epyd Any Eolugss ogagring dergnspihc gonfiguration
network scenario may include transitioning one or nore
Praveshe sontrd layer X@hipizasrs shavearifispiltonsndrvatidaiondgysr 76F gtiél 2.
transitioning a node froma wi red LAN 15 connection to
Veaifiohticn asisraliddticndayee 08 pecforGonictvadrk vayi ficatio@ 2ndiee walédntion tests
networ k managenent |ayer 704 to deternune whether a

and Fepofs tHeGMdifs36 BRATI @8ePy02 ftg20et wor k configuration
at  722. If e transition is supported then control

t
L[gﬁ@j 9458% ﬁei%\ggngstc%aimfhé%r ARRE ﬁﬁ’ﬁ’sitﬂ&ni{ﬁ?&}e or'}%fé‘%gest. hF or

nag orts success allure o _
transition.at 726. If. the transition i -
xR et sl gab ot £ Bede g SaraLLY,

| ayer 708 to 2Q perform appropriate tests at 728 and
connghiien toranuirelesidim Sopreelignt Fantrql Ryt 7¥haucsies pgiF/ork management

layer 704 to determine whether a transition is supported by the network configuration at
722. If the transition is supported then control layer 702 requests the transition at 724,
Network management layer 704 reports success or failure of the transition at 726. If the

transition is successful, control layer 702 prompts verification and validation layer 708 to

‘perform appropriate tests at 728 and report the findings to control layer 702 at 730.

[00040] Embodiments of the invention may iterate the network configuration and

transition processes to enable multiple network scenarios to occur one after another.

- Alternatively, the network scenario process may terminate after a single iteration. In.such

15




. [ 00040] Enbodi nents of the invention may iterate the

network configuration and transition processes to
woadeheooessit i pl e network scenari os to occur onep@fig004/019699
another. Alternatively, the network scenari o process

may tenninate after a single iteration. In such 15 iw

; g@éﬁe@iﬁ Q@e’sﬂ% 1C 4 MR Q(Zg{l[%éég ﬁ%@%s&ﬂ&?@ﬁlﬁgyé Beéateptgd to a user

d
findings of t npl et e etwork scenari o m

- pE Bl e En el RS R0eh BPSbe oma

10

20

adepEngned [ 1Gs. 8dipueh Hb thepasticularanethedsrassasipted with

are described in terns of conputer software and
ehthodingents of Sheninvinticafaee descebddan derfrls ofictiaptter Sdfivare ixblitsdware
to be performed by a control |ayer and/or a managenent

Turning now to FI Gs. 8 through 10, the particul ar
relBd

. vithyrefergnay tCO NS, ETHRlBttBod5B6 B PeFordedRHMNGG] layer and/or a

1rgﬁ§%elr1ﬁéﬁit e Iggy g@{ofhaﬁést% rﬁq%pﬁfeg&fﬁg{p%& p{r%gqé\gg g{ag% up of

.enables O I nary ski art

progranms made up of conputer-executabl e’instructions.

o RERSRARR sl s R BB f igwehar

C

deyi ces U (e.g., one 10 or nore processors_of a
R SRODR o{ 6‘%&%}5 siEnl i fhe gk tp dgveloresuch progiems Sskndingowich
_conputer- accessible media. The conputer-executable
IsHBetons td emey ord yheppethpds aresvithbly sonfigned eompysingglesivns (egg., one
| anguage or may be enbodied in firmvare logic. If
ommbtet processora o fgvarigorghdnant) Ba@etieOME ligiindGortsdrdn computer-
recogni zed standard, such instructions can be '

aR¥aat 8fdan 'ﬁle‘é@ﬁﬂpﬁfe%ef?écu%[%ﬁﬁﬁ%ﬁhéﬁﬁ@ﬁrﬁ@ﬁi i £Lomputer

interface to a variety of operating 15 systens. In

QgD BRI, Bl RSO S WPn

d that a

_ P’%&?‘éﬁ@%%ﬁl?%g‘?’g‘ﬁﬁ%é %"aﬁ%lﬁ%ggd g@gcrlqe}él %ltg dnsfryctions can be

ment the teachings of the invention as described

i npl / ! |
) exﬁ%‘#@ﬁ? AR 2 ety Of Rpderarg platferms sndder intsriperstos ariety efnpgiating

~of software, in one form
systems. In addition, embodiments of the invention are not described with reference to

any particular programming language. It will be appreciated that a variety of

programming languages may be used to implement the teachings of the invention as

described herein. Furthermore, it is common in the art to speak of software, in one form

or another (e.g., program, process, procedure, agent, application, etc.), as taking an action

or causing a result. Such expressions are merely a shorthand way of saying that execution
of the software by a computing device causes the device to perform an action or produce a

result. For ease of discussion, the entities performing the functions of each layer are

~ hereinafter referred to as agents. For example, the entity (or entities) performing the

- functions of the management layer is referred to as the management agent. An agent may

16




S
Ry

10

15

20

noa@.phgf&@)h%&“ obdiadrytshigl if elienat &
' e

or another (e.g., program process, procedure, agent,
application, etc.), as taking an action 20 or causing
wWa) 10@5ulehs4 Such expressions are nerely a short amdSasn/019699
of saying that execution of the software by a
conmputing device causes the device to perform an
bAGebiRBL1O boRERAIUGRroRl0gi Fithivarem 8 sofRS@nMindHon GGad OMan .
the entities performng the functions of each | ayer
er. referred to as agents. For- exanpl e,

. rei-nafter. '
cr@#@”@% io?)t}‘e(lg?’e%lﬁf]iti es) performng the functions of -

QO AL it = ALY SR8 BGOSR 2spects OF 4 Atod .

PCT/ US2004/ 019699 be executabl e content, control o
pibggimaticaliynolenging dhe sadwerkclosdtionaf s ontwdik cewponenty Referring to-

enbodi nrent of the invention. [00042] FIG 8 is a flow
protadg bRtk B O, usiatabikngaregémaiiagas fesshowh) iatembhiedifkdetween the

programmatical |y changing the network |ocation of a
bRk BRER ANE Ble nebRSR! Th AekhBodimBAIRAIRSinRbAS, BikQetviork

net wor k ‘managenent agent (not shown) interrupts a link

RGN A0S IR OCRIROTRN! AT HIE R prl o Bicr. &

manage

nt resides on a nam c Host figuration Protocql

Dil CEBIRTo & sery ey b I ey A itk Readist Bor Ctyess PR

is conpliant with Request for Comments 1541, "Dynam.c
“ThieemicdagtiGpufigmiatian PrajeesdoR. Drens, Gpaspher 1693 o altgumgtive

In an alternative 10 enbodi nent of the invention,: the
enrteilinoerikt ofitticdgesmtion, thgeettvortaganarsingst apentmeprisidelon a control

node. A person of ordinary skill in the art _
he agRREk maBygement agent
resi on any of a nunber of different network :

m&PERAE ALy 8F 2 HEMb Q%[f ‘aiii?ér&itl%f\ﬁgk c&ﬂ?&r%% (% Wistﬁguted

net wor k components. [00043] Interrupting the I'ink nma
i ncl ude .interruptin wiored or a wireless link. In
e S R
11 interrupting. the lin y include .openin 3
B ¢ HaterryBtag e ol el eaaing RaieoR aWirefess link. In
interrupting a confirmation signal on the |ink, .
emedimernthefibe invgnidein vehiphuthetdinkis wirahdetesupiing the tipl may include

conponent to
opening a switch that governs transmission over the link, interrupting a confirmation

signal on the link, and/or powering down a hub that connects the network component to

the nefwoﬂc. In altermative embodiments of the invention in which the link is a wireless

- link, interrupting the link may include deactivating the transmitter of an access point that

provides the wireless link.

[00044] Referring to process block 820, in an embodiment of the invention, the
network management agent changes the network to which the network component was
linked. Programmatically changing the network refers to either connecting the network

component with a different network or configuring the network to which the network
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the network. In alternative enbodi nents of the

invention in which the link is a wireless Iink,
warervaepesing the |ink may include deacti vati ngpthes2004/019699
transm tter of an access point that 20 provides the
wireless link., [00044] Referring to process bl ock 820,

 chmpauene wae dHipRally ednbhed.| Oﬂfﬁfg‘iﬁ%)ﬂie cBﬁ‘ﬁg‘urz\{ItEbitn\é&Erﬂi&h%etwork is further

managenment agent changes the network t©

dBRL0R Kelo R HANRRLMBTIG! d Rpogrammatical ly

changi ng the n§%M%$€§?%T%rs giépther connecting the
erent network or

CTopAsi | RORBRAS Mo bRk kA0.h 5 Rebad e o the invesion, the

n%%ggé006654 PCT/ US2004/ 019699 conponent was
a |

Happgemcshagsat edeblichesmdinkgetweendbe hétyorkatdingonoft and the
~the network is further described belowwth regard to -
clemged getaiork. FE@ablisbing [R0MMGHhaRafchideicBigblshiny DO RES attl/@kwireless

830, in an enbodi ment of the invention, the network

linfenbgemeimagannt@s Hlthihes, e lihOKstRAUSER Febi&ss block 830 is
net wor k conponent and the 5 changed networK. :

.thg%ﬁlﬂbla'é aliing tlﬁﬁ%flsii.ﬁ%rg@}f? %ﬂ?gyéjsg b@%%%' I hzh%g]a?iﬁé\'im[ﬂ%gdimenté :

and/or a wreless nNe e i en
i ' the link.estahlished in process bl ock 830
of B ERELAG, peeirebtiF et oot BREREHE S xample, in an
I ocess ock 810. In alternative enbodinents of the
e‘ﬁ’?ﬂf@ﬂﬁ“ the;inyentiany @ ired link i igtesmiptedin presessibhogkr & fesd 2
bl ock 830. For exanple, in an enbodinment of the
wirglgesinkop establighe@ih prpedss block R8@r rupt ed i n process
bl ock 810 and a 10 wireless link is established in
pWd6E binwuiboddfient{ OH0E flvehtioreinliadbRe testaBlishbd Bnk is wired,
invention in which the established link is wired, '

esBblighg SRING hdiLinbhupK cIBYg b RGAHE a6 F?\%@%E@g@?gﬁﬁ g)ﬁrer the link,

that governs transm ssi on over t he I Ng

R4 A0 L U5, 0 PO A M

hat connec

el b By R SRR ETE 1 e e i

ht@@-link,qgg include activating the transmtter of an
theupeis @ Wstipts linkagstablishing the linkangy ingluds activiatiig the transmitter of an -

access point that provides the wireless link.

[00047]  FIG. 9 is a flow diagram illustrating certain aspects of a method for
automatically configuring a network according to an embodiment of the inventic-m.
Referring to process block 910, the network management agent (not shown) receives a

description of a network to be configured. The received description of a network to be

- configured may be human-readable. The term human-readable refers to a description that

when displayed on an output device (e.g., a monitor, printer, etc.) is understandable to a

“human reader. The received description may be randomly generated or it may be a

predetermined description of a network to be configured. If the received description is |

18




‘Fr.‘.u 2z
{ ]
p—

10

15

20

. '[00047] FIG 9is a flowdi agr'amillustrating certain

aspects of a nethod for automatically configuring a
wetowsnéseaccor ding to an enbodi nent of the i nveti004/019699
Referring to process block 910, the network managenent
agent (not shown) receives a 20 description of a '

pRabURifed by £ObY BUESH ST, SRARLYSANIRRGIIRU RN

a network conf I gure

reada fers t. description
d%&‘}%‘?@%ﬁ P T R %ﬁwboo?ilment“?ﬁw |
inter, etc¢ s understandable to a human reader. :
I%@&rw&@éé‘l@wwm # aigndgedized wraiany Nebrrek spriggusation
it may be a predeternined description of a network to
regeest ¢ shpomeid FIGT 6 {sHwit peceiavgple dimsiecéiped dasciigtion®fla terork
2005/ 006654 PCT/ US2004/ 019699 predeterm ned, then it

having dheandaedtbedegnfakom a dat abase of - predet er ni ned
network descriptions or the description may be

PIoN4EEd 10eRing I8 procks EEKSTROM aﬂ%&boﬁfm@rﬁ] Bfthe i jnve tion

e .
i'nvention, the received descri ption has a stand ar |ze(§h

B AR o SRS o

twork 5 h ng. a. stand i zed s 00048]
neflygt CPTRGOEES: ai( SBidiigy %&gggetﬂmﬁ% @ﬁ%ﬁ PRRGrf wiether the
the invention, the network nanagenent agent selects
resomEces of srselepied nemiore eriament Rrovide mresonios teqyested it puogdes
conponents. The selection may be determ ned, at | east
black G38r for exampetinen emhedidienesithe bwsniidn, tHemaSued;rkaﬁ@dgement
net wor k conmponent provide a resource requested in

ag@iteefRfmiceslOliN 0P 6k wHOconfneBS ATR] Betwiobk RBNBEDAH 4¥Bdtation file
of the invention, the network managenent agent

300, 8h8%WaNA @?Ggi ) %k n@fwde ﬁé%g%g%,ﬂ?ﬂﬁg e p%p‘l_]ia%eat \éi?:[!elﬁ map

resource an aSSOCIatlon

(o7 By AEER o CRRRESHF 0 b s DB BRR R B Popgmocd s of
network to be configured fromthe referenced |jst

netNAIGOTRP QTS PR e 61 tpreerivestesiriptionfippe i gk §2 b fﬁu%eﬁred

of a network to be confi gured.
[00049] Referring to process block 930, in an embodiment of the invention, the

network management creates a snapshot file of the configured network. The snepshot file,
however, includes the one or more selected network components, in an embodiment of the

invention. The description provided in process 930 is a snapshot of the configured

network includirig the selected network elements, in an embodiment of the invention (e.g.,

current network state snapshot 400, shown in FIG. 4).

[00050] FIG. 10 is a flow diagram illustrating certain aspects of a method for

automatically transitioning a node, according to an embodiment of the invention.

. Referring to process block 1010, a network management agent receives a description of a

t_ransitior_i for the node. Transitioning a node broadly refers to, for example, transitioning a
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. 15 [00049] Referring to pfocess bl ock 930, in an

enbodi nent of the invention, the network managenent
woeats@we@d+snapshot file of the configured net wprkusFiogoiocoo
snapshot file, however, includes the one or nore

sel ected network conponents, in an enbodi nent of the

~ nbéy 86 :0Rrst IR oASaERFhE tb%rbe%rﬂf}’lh%?ﬁcé An@PbPEERS i%%psdbﬁet toa

a snapshot of the configured network i'ncludi ng t

| _'S&%l.n@ %ﬁﬁﬁiﬂ: '}?W E%nleﬁz%l@WLiN 0a &no eﬁfm&/ glo ﬁo:%lﬁoitirst topology

| nvent| on rren
own in FIG 4). [00050] FIG 10 is aflow

tod?ﬁ%ﬁ”ﬂﬂw(mo 9%trating certain aspects of a nethod for
autonatlcally transitioni ng a node, accordlng to an
B5Yenin o embedimented thomventiRat tereasiyed degoription bas a
bI ock 1010, a network management agent receives a
stdedardized symtaxofe.ga the syatasi itlugratddin FIGE6Y O received description may
Transitioning a node broadly refers to, for exanple,

" bé hamsh-tda@mbIB Ghen aﬁpfa%(é&rzg@éﬁtggﬁﬁ%ﬂ;e'f% / y@%@% 02630

node froma first ne

work interface to a se

r / e

plgﬂ%ﬁefﬁ'ﬁ fec g?fég d?é'cr #{1&%}/ fb%a E\Ati A%#& :131[1 % mgrg%e%n g %@fx%% ways. For
and/or. froma,first.to to . a second topol o

RG0S e TeRXF S5eaRli Rty B R OD i nirol layer and
recei ved description has a 5 standardi zed syntax

Pa(séefg’fo a fupgiopgp ﬁ%mtwr&ﬁmg@aemtdaw v ingjate thp érapsitien.y Alpo, the
description may -be human-readabl e when di spl ayed on

reggivedidesatiptitevinaebd progided hy divsal )., acsystem admimistrator) who wants to
printer). The received description nmay be generated in

inplememearspedified AiddRrentitivays. For exanple, the received
description nmay be randomy generated in the contro

| qyms2pn dl“raﬁﬁﬁ&ﬁi;% gﬁ?% I?Pf&ﬁfli; ?t{]héﬁrgs &Hﬁigﬁﬁ%%’:ﬂr ifsocl)ll‘ce f one or

managenent | ayer transi
mfd deBERINBARANL MR R TR hre G R0 BY plulth Wmﬁ

i on 052] .Transi ti oni ng

d
,agﬁ%%%?%& e P*% q%gﬁ’ﬁ%gli' %ﬁflfsg ?%ﬁmfkw@mpegwsé%umm the

- one or
node transition described in process block 1010. In an embodiment of the invention, the

list of network components has a staridard_ized syntax (e.g., network resource and

association file 300, shown in FIG. 3). The determination of which network components

to select may be specified by the control layer (and/or a user) in a function call.

[00053]  In an embodiment of the invention, selecting a network element may

include referencing the list of network components to identify resources that are available

within a network. The network management agent may create a virtual map of an existing
network based on the referenced list of network components. The network management
agent may then compare the received description of the node transition with the virtual

map of the existing network and select appropriate resources to support the node transition
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nore network conmponents. Referring to process block
1020, the network nmanagenent agent selects a network
waprReoRed, froma list of network conponents, pc@/us2004/019699
support the 15 node transition described in process .

bl ock 1010. In an enbodi ment of the invention, the

NG (Q SdtVEj\Nrb %ﬁréﬁggﬂgﬁgﬁ%ﬁﬁﬁnﬁoﬁéw g{(ﬁfl%og%lg} % an

K resource SSOcCI

.. e determ nation of i ch network
fﬁ%ﬁdssﬂ&ﬁf Ele Trigtion B netily e e et PR dnfer
| ayer (and/or-a user) in a function call. [00053] In
vigwal apapdastiveriespends tedhe meiwitk affer theglode tiengjtien withwles selected
el ement may 20 include referencing the |ist of network
regomggenent s to identify resources that are avail able
Wi thin a network. The network managenent agent nay

C0BB54] a Refertitato PrBeso blcAR 1030, 3hd fbctddSionobdk BaDaRA e
the referenced li'st of network conponents. The net work

collBpad Eﬁor?ﬁl%@ﬁ hggéltrgrﬁﬁ%ﬂr Thb r&?}ﬁf @.ﬁﬁ Loresk tne ?elected

deSCI‘IptI e no e transition w Virtua

oo S R AT B bR PR PR Bhbonentana

2005/ OdO 654 PCT/ U82004/ 019699 (e.g., a VLAN switch,
thesreapryed descriptionod thegiade tragsitipnr Foy %@me}e eniigpring s deitenmay
~In an enbodi rent of the invention, the network .
inohudecageaviating agetvrork ingerfpemd et resteamith s nodeito be aianmnqmed

that corresponds to the network after the node
Sithitaryg iconfigtrink bWVILAN se@kR etagdncli®sRE6daRe (Be hOARAAE ransitioned

Referring to process bl ock 1030, the selected network

withT'PRABNShaVEANCORtdRgUr ed to support the descri bed
node transition. The configuration of the sel ect ed

QEhUS < ROERANNBodYhe, PEREd I SRR @%gnﬁgureg Snan

onen
emg%(ﬁmeaﬁef t nmggl?t%ﬂ}tneéf nﬁggtlrrlg? %%@i%@éﬁ%gﬁm eLg 'to a53001at1ng
net wor k |nterface of the router with the node to be

ong priRater gk g wittl pagitsyvith g pprticalsn ML (in gffactasgaqiating eeery
may i nclude associating the node to be transitioned

' nempflhccanpmm cofingckeal Wit @ts wittha particular VLAN). The connectlens

between VLAN switch ports and network components may be specified in an electronic
file. Inan embediment of the invention, a software agent progrannnaﬁcally sets,
configures, and/or reconfigures fhe VLAN switch by interacting with the VLAN switch to
alter its state. A person of ordinary skill in the art appreciates that the type of interactien '
'u.sed to alter the state of a network component depends on the particular network
component. |

[60056] In an embodiment of the invention, a router is configured at process block
1030. A router may provide a number of network interfaces, in an embodiment of the

invention. Each network interface may be associated with IP address information (e.g.,
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[00055] Referring to process block 1030, a VLAN switch

is confi gur ed, in an enbodinent of the invention.

VRIS Ehg a VLAN switch broadly refers to  PCFUS2004/019699
associating one or nore VLAN switch ports with a
particular VLAN (in effect associating every 15

, lnﬁ@f&m K adsyegs ané stbnet) o exdbielthic excinagp of paskets ttithathe interface. The |

particular VLAN). The connections between VLAN switch

_ _ YpB&fiSPBE hit EIRBirbtic ﬁ[b(s)
electronic file. In an enbodi ment of the invention,

%ﬁ%@%%ﬁ%ﬁﬁ glf}{agg rt@%gaf{oﬂ_%% |a¥mt @Ea'ﬁml’ﬁﬁl%ghg g%tﬁﬁn% conﬁguring, '

rson of

dldgteccl el o2 Bt Brigb G merthe T gpoieRBY g tine with

|nterﬁct|on 20 .used to alter the state of a network
Eenits glajse fumerenn efinsdigart skiliindhe agaprsewates that the type of

conponent .. [ 00056] In an enbodi nent of the invention,

 intergodign @ped te abenthe gaiead aatetvporkcespoinng dépeh@86n th pastittudar

may provide a nunber of network interfaces, in an

- neewbidctiompohernf the All invention. Each network -
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|nterface may be associated with | P address

005 7Rt | ODHE Grver fdayl cohﬁgﬁgd %g@%é&gg g 10 g.ng%e)m ‘o

/ U 2004/ 019699 interface . ress an
“?%ﬂ%%?éﬁéw%ﬁ%ﬁﬁ%f.%C?%%%éﬁw%?s%t?vﬁ@é? e Hiions

eCIfClleng%d n electronic file(s) Conflﬁ;\urlngthe

2D GriAiRs D0 SHEREMED 1 mhteswidhin e e FaE DR sprver

settlng, configuring, and/or reconfiguring the one or

- M3AseoGiRie aae W Thereaetven b énterffaceh avithowtresponyingd Pexddiess imgormation

Wwth 5 router to alter its state. A person of ordinary
(e.gk P hddresst subnetrrhashpprdemitatsd. Thahssbiietidngdetvaden network interfaces
“interaction used to alter the state of a network

and 0opENORNding EPRIHkSEs HFoihficddietdr@ilealhicl) B8R t&oeive which network
conmponent. [00057] A DHCP server may be configured at

adRIR&EF e BlREknsl 3% ehﬂ)o@i?nent of the invention, the associations between

‘network interfaces and corresponding IP address information is contained in an electronic

file. Configuring the DIICP server bfoadly refers to, inter alia, programmatically sefting,

configuring, and/or reconfiguring the DHCP server by interacting with the DHCP server to

~ alter 1ts state. A person of ordinary skill in the art appreciates that the type of interaction

used to alter the state of a network component depends on the particular network
component. |

[00058]  Referring again to process block 1030, a power on/off module may be
configured. in an embodiment of the invention, power on/off moduies may be associated

with network components (e.g., hubs and access points). Configuring the power on/off

'-r_nodu]es broadly refers to, inter alia, programmatically powering on or off the power
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.. ) enbodi nent of the invention, a DHCP server provides

network adm nistrative functions 10 (e.g., providing
wd2e8diRss i nformation to nodes within the netpeahre04/019699
The DHCP server nmay associate one or nore network -
Interfaces with corresponding | P address information

. oh/BffSnoduls H3IHERSBng SHR AR ONRS Bn/oﬁqﬁo@ﬁéset\ﬁ@yt thdiState. A person
WO er d : -

assocl at1 ons between net rk int aces an

Al | P_addr. [ rmation det. i “Whi L
of BRI o IR ek SRR o e PR e st ofa
n enbodi nent of the invention, the associations . _

I n
NHEPIRSOHPPECIR SEDRATR Op Hchertiudas ngivprk sppeRdihdi ng | P
-address information is contained in an electronic

file. Configuring the DHCP server broadly refers to, =

i MRQO59R| i EG. pi e simplifidblotly diogtani eftselecEd ebamdnitgof axmyplary
and/ or reconfiguring the DHCP server by interacting :
naoge 108, HmpBHiERteslekv@tlingo ah emboditr@nsSéAhe invAntRe!. SO6e0f100 may
ordinary skill in the art appreciates that the type of

intlESTAE bt Mldre MOELsdEs) ah 1B indntfy 3480, Snllor ﬁlog@élgﬁf/éutput

conmponent depends on’'the particul ar networ _ :
: RA . fenrj in ocess bl ock
R et MRS A S o Pt QURD PR e 1160,
enhodi nent of the jnventio power on/of f nodul es na
TR eron iy he PR b B S og IeFpBeeRAAATO.
access ?oints): Configuring the power on/off nodules
Progesspuisy ik mpig inchideianpigiopedcessor, priompcantnelicrcfidld programmable
powering on or off-the power 22 [ ix WD 2005/ 006654
2aRETaSPPGA), GppB@Sion apdadlid intageudEeirdmyt (ASTEY, aeiti) grovessing unit
the power on/off nodules to alter their state. A-

(CPE),300graminabledbgiatdevisk (HID)], fnd HigiilaF de iR HIRE hade8Sinkiditons

the type of interaction used to alter the state of a

frcﬁﬁﬁ))é%ks@ﬁgf’ 868% ggn]eﬂlgﬁg f‘@lﬁ), clfféf;(gd%gthaﬂ,r éidfek{lk@%e E}I%%%\ﬁxrs{fubﬁons by

conponent . sInp
i - el e lenents of exenpl ar. 5 de .
ey BRhE M Bneng Rl W RIS B sl CReitens ofeippenion.
prolcgéls%r ts)I % isl\llongp en%%x(l)t(e)d \r{r?t% a plurality of processors. '
[00060] Memory 1120 may encompass a wide variety of memory devices including
read-only memory (ROM), erasable programmable read-only memory (EPROM);

electrically erasable programmable read-only memory (EEPROM), random access

- memory (RAM), non-volatile random access memory (NVRAM), cache memory, flash

- memory, and other memory devices. Memory 1120 may also include one or more hard

disks, floppy disks, ZIP disks, compact disks (e.g., CD-ROM), digital versatile/video disks
(DVD), magnetic random access memory (MRAM) devices, and other system-readable
media that store instructions and/or data. Memory 1120 fnay store program modules such

as routines, programs, objects, images, data structures, program data, and other program )
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- together through system interconnect 1170,
- iR IBA HEFdrmd fkHciTBad IR G UM FATORNRGBSIERY data types that

i nclude: one or nore processor(s) 1110, nenory 1120,

one or nore lnput/CQutput interfaces 1130, network
woterdemeeEis) 1140, control agent 1150, nanagenpOl/US2604/019699
agent 1160. The illustrated el enents nay be connected

m crocontrol l'er, field progranmabl’e 10 gate array
fﬁﬁ%) : Lcation specific integrated circuit

éAfSI )S?St%g%ts%'al processing unit. (CPU), programable :
| ogu evice (PLD),,.and sim.l devi ces that access. _

1 oBofigflry ke o mﬂa%d@;}%fﬁéfsﬁ?f&%?@a@ye%ﬁﬁﬁa hrg FSE‘ diys dhytertace, a

decode them and execute those instructions by

mAgPeis disthdriverinterfaes, ipe onviee! oy tarfasper paraliphport) seriglugstroller or -

~enbodi nents of the invention, processor(s) 1120 is _
sipep léhemtreensdrial porhlmiakdat yeriaf by (IS ortsa display @R0IGO Interface
Menory 1120 may enconpass a W de variety of nenory

(deyiidesadapedr)) disbehd e dnRkY AR Nke( ROV, erasabl e

progranmabl e read-only nenory (EPROM), fi electrically -
er[@g@@]e N@%rﬁﬁﬂf&@c@(sz %&Eﬂ%}hd{ﬁ%r idF E5 software,.
random access menory , non-volatile random :
S NVRAV cac mapy, flash . nmenor

WS ART Y apiotiaeS A0y Wiy g e d BERE (rgtshown).
one or nore hard 20 disks, floppy disks, ZIP disks, -

Ingiypaleadiigr s theanEntionpoRmy: iiaage HAOveelidesitiofy irab (.., local
di sks DVD), megnetic random access nenory (MRAM

arge peteesk) istadfacs hed wipkseln g cadedsdocarets actak) mtafiees,
instructions and/or data. Menory 1120 nay store

Nptwagk anerfie() e540sMehincAke hokkord BSerfA2E QiAo d QP LEIGEets that -
I mages, data structures, program data, and other

pridv e hai@vdozk W 235/ 006654 PCT/ US2004/ 019699  nodul es
that performparticul ar tasks or inplenment particular

a t - fackliiate system . .
CSRITE' L) MBS LA 1508 B v
hard di sk .drive.jnterface, magnet | i sk drive
el o gt b s pndietese G verob 150 iy B pugcutable content,
' i al [ |
cogtor(r)lt lo gi?:e(tra.lgf AS%(OZ,n It’I.r,Ig, FPe(EA,O étc.), firmware, or some combination thereof, in an -

e_mbodiment of the inventi_on. In embodiments of the invention in which control agent

1150 is executable content, it may be stored in memory 1120 and executed by processor(s)

1110

[00064] Management agent 1160 enables node 1100 to perform network
configuration changes and network transitions, in an embodiment of the invention.
Management agent 1160 may be executable content, control logic (e.g., ASIC, PLD,

FPGA, etc.), firmware, or some combination thereof, in an embodiment of the invention.

- In embodiments of the mvention in which management agent 1160 is executable content,

it may be stored in memory 1120 and executed by processor(s) 1110. In the illustrated-
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5 super I/O controller, serial port, universal seria

’ bus (USB) port, a display device interface (e.g.,

wi dms/oa@apt er), a sound card, nodem and the IlpckaIS2004/619699
[ 000621 Network interface(s) 1140 may include a w de -
variety of software, hardmare and/or firmvare to

| emawﬁiea@a—* (RORG ek AT %ﬁt AR @%é?hé%h\%ﬂé Yord Mde as control
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shown). I'n an enbodi |nvent| on, netwo

140 i ncl.u
%é?% LA 08 i g%‘é%‘%a%fghwf} Sl offoy age@l#iﬁ‘? -
ocal area netmorkéﬁlnterfaces Net wor k i nterface(s)

mi‘&@ﬁ?“ﬁ'ﬁ {agent ] 1igdesida Moreramafpnodes cle wehplbeltemagive em odiments of
chlpsets that provide a network interface. [000631
thedmientipn, aguine! agem0 16habl/ esmavgentd@eniol 160 tredistaibuted across
single control .point for a network to which node 1100
more thamomciicdld, Control agent 1150 maybe execut abl e

content, 15 control logic (e.g., ASIC, PLD, FPGA,

eyeu0ks) i Sy faterPdnne Q8 76 E%aﬁ%hﬁﬂgﬁ&%%ﬁ %EWéeH tl?erlvénous

enbodi ment of the inventio ments of -

élérﬁé’zﬁ@ B{' I(PJHC M 75\'{1 Sﬁgerﬁ ﬁ{g%ré(gﬁnc&gm If%fge gl% % Ut a[t)x %%mgnal

essor 1 00641 ment a ent 1160
hfbf‘%( é{gﬁﬁ%ﬁﬂ%f&eo GRS E{D%Wﬁa H%fgﬁ;@raﬂ @3 1‘&9111 g hpsibus,pridge,
changes and networ k tranS|t| ons, in an enbodi nent of
optiRd. Flacieinel eneustiovh eadjethernropagated signgblimsy be
execut abl e content, control logic (e.g., ASIC, PLD,
FRE8866t FIG, 12 nsrmb]aﬂcsdlagamsﬁ seleaedbicnahis @f exdigplenf netivork
an enbodi nent of the invention. |In enbodi nents of the

1200)Mienldradmtddacobidaly t5en 888 BRcn SR irkbB0d. SNE¥RRUI 2 Beludes -

content, it may be stored in nenory 1120 and execut ed
coRifolRAE §3691TH ¢ . '
AT %f%%%&}}‘@f@@%gmeﬁbv&ﬁ& SR 2, yirtoal Private
60 resides on .the :
Rt TR P R npgwravw%is al conteofer device
12§g‘3 gl ments of t he i nvention, control agent 1150 and
HHE 8t P%E}% 1160 reside on separate nodes. In yet
other alternative enbodi nents of _
{00067}  Control node 1205 provides a single control point for executing network
configurations, network transitions, and/or network scenarios, in an embodiment of the
invention. A control agent (e.g., control agent 1150) resides on control node 1205 inan

embodiment of the invention. In alternative embodiments of the invention, a control agent

and a management agent (e.g., management agent 1140) reside on control node 1205.

“Control node 1205 may be a general purpose computing device containing a control agent,

in an embodiment of the invention.

[00068] DHCP server 1210 provides network administrative functions in an

embodiment of the invention. For example, DHCP server 1210 may provide IP addresses,

- subnet masks, and/or gateway information to network components of network 1200. The
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. the invention, control agent 1150 and/or managenent

agent 1160 are distributed across 5 nore than one
wodm0s/(08A65] System interconnect 1170 perni t SPCT/US2004/019699
communi cati on between the various elenents of node

1170. Systeminterconnect 1170 may include a w de

- DECP eéryerahayBisasiilte ohd BEBotetetwistc Mdeenes %th%fg%sﬁﬁldﬁig IP address

menory bus, peripheral bus; |ocal bus, host bus,

I
BRI (9P SlessrhBELAHER! anARYRY] OFhe 1300l yeen

propagated’si gnal 11 nes.

i nyention. Network 1200 includes control node 1205,
restye el egtworkegmiviggatie fanctivos,in snembpdiglent oftbe invention.
Virtual Private Network (VPN) 1225, hub 1230, and

iR EleBiees it o e g sl ERBA SRSAEnEY Wi modes

- DIYdR serP@5re pelMinoemid thbsesefiordiharg @kilirin theedrt skelvilenot be further

1240, and access point 1245. 15 [00067] Control node

- dds26iBePER¥pAR 0 o kG r8lafAD EhBbdiRRhRlor Y inf&ffont 1 %n

network configurations, network transitions, and/or

: i e , _
B Rl (RE R A G REL B el b duTHACE sGler 1210,
control. node 1205 in_an. e | ment —the_invention.
1 b ef epiisar dhpb i Rl DRRH e A8k imis e RfCEeh e e
agent and a_panagenent agent (e.g., managenment agent . .
myfagsepiqdge Thn @ inigeemed acdp bmadlygeferripagioda eaavhich a
1205 may be a general purpose conputing device
magrerieni aggnidoc apontioh ofi g emnagenant agendrbsidésrent of t he
i nvention. [00068] DHCP server 1210 provi des network

adoesvpt rRibtsiel 21 6 PtV 3% riubanof AR iRk cfin th@mbodiment of
i nvention. For exanple, DHCP server 1210 may provide

the EnRAE6EL SBRE netwiH P RRL IR SIS, beaiggfcf)drte(g@ftﬁ\ﬂaﬁﬁﬁdriszs 6Bfonaﬂﬁt(ieon

informati on to network conmponents of networ

(e.?, IMQfg&qyaggggéédps%A#E%g%?lﬁlg %Ige?egi?:}f‘l%rggg:f) %%%?\/sevrvitﬂﬁ}/e interface.

ssocl ate one or nore

Rt EERIE o oSk oF s Bkt e Sl B descrived

bet ween _ _
except as to how they relate to embodiments of the invention.

[00670] VLAN switch 1220 provides a plurality of ports and supports a plurality of

'VLANG, in an embodiment of the invention. Each supported VLAN may include one or

more ports. Each port may be connected to one or more network components. VLAN
switch 1220 enables an embodiment of the invention to group hubs together
programmatically into logical subnets. VLAN switches are well known to those of

Qrdinary skill in the art and will not be further described except as to how they relate to

embodiments of the invention.

- [00071] VPN 1225 provides a mechanism for secure transactions in an embodiment

of the invention. In some embodiments of the invention, one or VPNs employ static IP '
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network interfaces and corresponding | P address

i nformati on determ ne whi ch nodes receive which
wetendeemdm ni strative functions, in an enbodpoEniS2@fi019699
the invention. 5 DHCP serves are well known to those

of ordinary skill in the art and wll not be further

- addese colTRereX GeRichambb@inktaw kY ink8ltRhes h@tweAPREhiReft agent

of the invention. In an enbodi ment of the invention a

e o PR B AR RS S o ven.
PRy Feganbiheh b g chgrRne: o 1 e of HFRHCE

a 10 mana%emsnt agent (or a portion of a managenent .
sergeith theyibaeld? afdrogeothaReutespomite sharpedifig 8N huaddision,

of network interfaces in an enbodi nent of the . '
rowipy EhtSi may béaniigmet woisklatetetwbikaenfi|myn bicheasiglo oif @tec¥lPN so that

with I P address information (e.g., interface if ,
onBOUPHSIEAO G rewbM Cinterhd) tRARDIcErt REERE mgﬁhef\magkemwau)

with the interface. Routers are well known to 't

an@fext‘éﬁﬂl ﬁ?ﬁ)é rothsth thftict s $f ROYPH ¢o Maﬂ{) are well

descri bed 15 except as to ow t hey

rrent th ntio LA h 1220 .
1“1%?”33 IS oy et R %??%Whﬁaoqiﬁakwﬁﬁr?e%“%ﬁé Pagep 3 o
VLANs, in an enbodi nent of the invention. Each .

hogﬁbﬁ’oﬂ%fo\ﬂnﬂaﬂldﬁ%‘iﬂtﬁ ¢fdhewveRfit®. or  nore ports. Each

port may be connected to one or nore network

rrB)onents ULAN switch 1220 enables an enbodi nent of

t [}Q@ T3 v e fitt sheowldibe agm@mpteﬁ s refergaecHibroughout this specification to “one

programmatically into |ogical subnets. VLAN sw tches
emapdimest’] orkanwmbbdinichid sesanf thaos dintianlyr fekiukd, sirncttieeorar t

and will not be further described except as to how

 chdrhaytrisiieldet@ibk@ iTECIRRAEIER Hith BE elBBdiRUER ihMdedlin at least one -

[00071] VPN 1225 provides a nmechani smfor secure

embbBRRACH tﬁ@ rebdht A1 Eﬁfﬁle OpEBhreOf: id éh%] aBEY ogir#;lreoy

sone enbodi nts o i nventTr on, e or
app%c%te& tha? two or more ret%ga(r)lgésqg agﬁr) é‘mﬁ%r{ngﬁz %94(/)1(1)61(3911618!:*9dim611t” or “an

alternative embodiment” in various portions of this specification are not necessarily all

referring to the same embodiment. Furthermore, the particular features, structures or

- characteristics may be combined as suitable in one or more embodiments of the invention.

[00073]  Similarly, it should be appreciated that in the foregoing description of

- exemplary embodiments of the invention, various features of the invention are sometimes

grouped together in a single embodiment, figure, or description thereof for the purpose of

' _streamlining the disclosure aiding in the understanding of one or more of the various

inventive aspects. This mefhod of disclosure, however, is not to be interpreted as

- reflecting an intention that the claimed invention requires more features than are expressly

27




, address configures. In such enbodi nents of the

i nvention, a network nmanagenent agent nmy create the
wpeoeFicessubnet s used to conmuni cate with the per/us2004/019699
statically configured VPN. This may be acconpli shed,

for exanple, by configuring the | P addresses on the

1e¥ikel! in R0 \CBlimWiRalhel N8 t%ﬁ@%g%la?ﬂg g%%lﬁ? ?ngtr?ﬂf?%e arsgﬁcitse lrie in less

correspond to the specific

: . nfigured. taq.isolat twork traffic. on o

e e 0§ Rl O Rink QiR Fer i T i Totlowing

0 %eg. Internal traffic refers to traffic within the
chics A descriptian pye hoxghy eapiessinEcomPEMTd istorthisajetailed description,
traffjc outside of the VPN (or firewall). VPNs are
Wil qach plainstanding o ite owh 2o démsaty erskodinentoftthis imvehtiand
will not be further described except as to how they
relate to enbodi nents of the invention. 10 [00072] It
shoul d be appreciated that reference throughout this
specification to "one enbodinment"” or "an enbodi nent"
nmeans that a particular feature, structure or
characteristic described in connection with the _
enbodi ment i-s included in at |east one enbodi nent of
the present invention. Therefore, it is enphasized and
shoul d be appreciated that two or nore references to
"an enbodi ment" or "one enbodi ment” or "an 15
alternative enbodinent” in various portions of this
specification are not necessarily all referring to
the sane enbodi nent. Furthernore, the particul ar
features, structures or characteristics nmay be
conbi ned -as suitable in one or nore enbodi nents of the
i nvention. [00073] Simlarly, it should be appreciated
that in the foregoing description of exenplary
enbodi ments of the invention, various features of the

i nvention are sonetines: 20 grouped together in a
"single enbodi ment, figure, or description thereof for
t he purpose of streanmlining the disclosure aiding in
t he understandi ng of one or. nore -of the various

i nventive. aspects. This nethod of disclosure, however,
Is not to be interpreted as reflecting an intention
that the clainmed invention requires nore features than
are expressly 27 WO 2005/ 006654 PCT/ US2004/ 019699
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recited in each claim Rather, as the follow ng cl ains
reflect, inventive aspects lie in less -than all o
WR3AP585Hf a single foregoing disclosed embodIGREF{2004/019699
Thus, the clains following the detailed description

are hereby expressly incorporated into this detailed
CliedbtS ption,  with each claimstanding on its own as a
separate enbodi nent of this invention. 5 28 WD .
2005/ 006654 PCT/ US2004/ 019699 CLAI M5 What is clained -
Wist isklAmedtidhod of changing a network | ocation of a

net wor k conmponent conprising: programmatically ,

L nt eprmghodhof dahging a betwoele tocttie ofatneordckcomponartttcomprsing: -
a 5 network; changing the network to which the network -

c onpBiRernaicpily inderrupting a lisk batwees Hiemgtworkicoinpbaenteada

't he network conponent and the changed network. 2. The -
ne¥PHed of claim 1, wherein progranmatical |y

en f t | the network

i nt 1i the |ink, bet , ,
L&S@#ﬁ e #‘?ﬁ@kkgwmﬁwﬂgBfr'ﬁyp}‘l%%%@%ntﬁ%mq%-@n@ own
et v Hing SRR RS et hsrebi Rl s REOTRALHEL e Shanged network.

progranmmatically interrupting the link between the
networ k conponent and the network conprises: =~

2 onne BRG0Pl iih B ool if SR ERE o iR heoween
thd Rerwdelt BafpdenCindiihe 14em¥9&%%'ﬁ?is&ﬁ ogramatical |y |

interrupting the I'ink between the network conponent
-and goveringtdean k hob ik cs@fcts the network component to the network.

3. The method of claim 1, wherein programmatically interrupting the link between
the network component and the network comprises:

interrupting a confirmation signal from a cable that connects the network

~ component to the network.

4, The method of claim 1, wherein programmatically interrupting the link between
the network component and the network comprises:
deactivating a transmitter in an access point that connects the network éomponent

to the networlk.
5. Themethod of claim 1, wherein programmatically interrupting the link between

the network componernt and the network comprises:

opening a switch that connects the network component to the network.
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- deactivating a transmitter in an access point that

Wg%ms) \4he network conmponent to the network. 5. The :
et $claim 1, wherein progranmmatical |y PCT/US2004019699
intenupting the |link between 20 the network conponent

and the network conprises: opening a switch that

& 005, Db ane R HIRL B RIS B ing ettt ot them

cbmpbhéit & AiElapAbAGst he network to which the network
conponent IS conprises: programmatically

et v iU SRR AR ATRARE b AT Bt st pevprc and

CONP QREfAmiatidhlRy SSenfitle MR WAk cBm ?ﬁne-ﬁlf'% t%e%haoﬁetwork

claiml, wherein changing the netwo to
network conponent.is |inked conprises:
progranmatically reconfiguring the network. 8. The

. Trret h@le ofetiodaifwlatm Iwherincanggs ﬁimﬁtv\zcsirﬁ b yvhlch the network

‘reconfiguring the network conprises

~ coppefreahvainkeddmprisent | guring a Virt ual Local Area

Net work (VLAN) switch to include the network
conpBRefmmaicallyramn bgunigshemotosui t ch. 9. The net hod
of claim7, wherein programmtically reconfiguring the

net wor k corrprises progranmmatically configuring a
o] at a nefwork interface with the 15

Bt b eiénﬁ%ﬁ%ﬁ‘élﬁ{m 1 8herein Programgticly apeanfenring femstwork

net
,coqﬁlg%@mratl cally reconfiguring the network conprises:
progranmmatical ly configuring a Dynam c Host

Conf i guth Al ARarRy Q&n?fgghné PRSRal Local Area Network (VLAN) switch to

include the networlk component in a VLAN of the VL AN switch.

| 9. The method of claim 7, wherein programmatically reconfiguring the network

‘comprises:

programmatically configuring a router to associate a network interface with the

network component.

10.  The method of claim 7, wherein programmatically reconfiguring the network
comprises:

programmatical]y configuring a Dynamic Host Configuration Protocol (DHCP)

- server to associate a network interface with Internet Protocol (IP) address information,

11.  The method of claim 7, Wherein programmatically reconfiguring the network

comprises:
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server to associate a network interface with Internet
Protocol (IP) address information. 20 11. The net hod

Wi 20056060547, wherein programmatically reconfi gll?CITIl@ZQih@l‘)(»%

network conprises: 30! ‘WD 2005/ 006654

PCT/ US2004/ 019699 programmatical ly configuring a

power on/off nodul e to an associ ated network '
conpergrimmdRalliThenfigetingd pofecdrdofimbdulstte neiassociated network
establishing the link between the network conponent ,

canRpreRfe changed network conprises: 5-powering up a hub
that connects the network conponent to the network. -
13. The method of cl ai m 1, wherein establishing the -

%I nk_bet ween the. networ component and_ t he changed ‘
et woRkmgBap pf elaisn 1:p‘f’}éR¥?]§|eﬁt§b1a9h€tﬂﬁfl@ Hplabstoiser ﬂ@ﬁ’@FWQﬂS

a cable that .conn ct\%rﬁhe networ k conponent to the

CoReREendt cﬂ"mg HHOHPHFSSe]l ai m 1, wherein

an W AR OB A R RS R e ARGt BETRNSR.

transmitter in an access point that connects the
networ k conmponent to the network. ‘15. The met hod. of

15! 0 ke fPYRBP P AR LRI IE thi Bl BENUEERe 0ok |

network 15 conponé€nt an net wo

CoBIRENtSaS the@hﬁﬁéé&%eﬁv&’i@cbﬁlﬁnﬁé@at connect s .the network
conponent to the network. “16. A system conprising: a

net weoKderontinhatiod se@ANRGE cablelthat @oN@IcahK hetdidek @omponent to

node to change the | ocation of the network component,
th¢ heewodde having a 20 processor and | ogi c execut abl e
thereon to -

14, The method of claim 1, wherein establishing the link between the network

component and the changed network comprises:

activating a transmitter in an access point that connects the network component to

the network.

15, The method of claim I, wherein establishing the link between the network
component and the changed network comprises:

closing a switch that connects the network component to the network.

16, A system comprising:

a network component to connect with a network; and
| anode to change the location of the network component, the node having a
processor and logic executable thereon to
mterrupt a link between the network component and the network;

éhange the networl to which the network component is linked; and
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interrupt a |link between the network conponent and the
network: change the network to which the network :

- WBAPBHES4 i s 1inked; and 31 t,: WD 2005/ 006654PCT/US2004/019699

PCT/ US2004/ 019699 establish a |link between the

- network conponent and the changed network. 17. The

systemof claim 16, further conprising: a hub to '
provide t ﬁ@aﬁisﬁlé]lﬂ’gth%@??nt%nﬁéf@ﬂmo@m@%@ﬁé the chadgedestwork.
-network; and wherein 5 the node having the processor’ .
and | ogi c executable thereon to interrupt the |ink

bet Lt t and the network
1he Wﬁ@gésl???ﬁg&%ﬁi%%ﬁﬁqﬁ%n‘ﬁ%g’@pg{ﬂgéxegu?gbmrt hereon to

conpris

ot b0 (et oy R it R i St SBE Bl ana.

 whbrend @i m 16, further conprising: 10 an access point to.

provide the Iink between the network conponent and the .
net Wiehiod@Bay b BleQIr bteb e AP I 1R r .

| ogi‘c executab eetqjlﬁefeonat oﬁ)i%ﬁ{%}%lg%)tlépﬁree%ﬁlﬁﬁgﬁégupﬁﬂglmk_
béretwmee nbiverrk ebmPstent PGB %Bﬁh{oﬂagorﬂﬁ?se?&fe%ﬁg ﬁavin logic
conpri ses the node having |ogic executable ther egn %10

- extevlebleViaireor fogomee down e b thi@howde\helesk bdtRedd M fghh}ork

bet ween the 15 networ k conponent and the networKk.

coppgongiiand theofietebei. m 16, wherein the node having a
processor and | ogi c executable thereon to change the-

network to which the network component is |inked

ompy,i ses the —node having |ogic executable thereon
13?0%&@?%%@%@4 Loy fiatheneoraprisings t he net wor k
and 20

' t f first t k:
or ogPAIGHEE PRI 1 Prawds dheknk hemscadbapptiotirasamasnt audthe
neﬁzv&ﬁfé}{adwﬁ]e%i\ﬁnr K.

the node having the processor and logic executable thereon to interrupt the link

- between the network component and the network comprises the node having logic

executable thereon to deactivate the access point that provides the link between the

network component and the network.

19.  The system of claim 16, wherein the node having a processor and logic executable

thereon to change the network to which the network component is linked comprises the
node having logic executable thereon to:
programmatically disassociate the network component from a first network; and

programmatically associate the network component with a second network.

- 20. The system of claim 16, wherein the node having a processor and logic executable

thereon to change the network to which the network component is linked comprises the

node having logic executable thereon to:
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20. The system of claim 16, wherein the node having a
processor and | ogic executable thereon to change the
W 2#siue6sb whi ch t he network conponent is Ilnweﬂﬂﬁnmumlmm9
conprises the node having | ogic executable thereon -

to: 32 WD 2005/ 000654 PCT/ US2004/ 019699

programmatically reconfigure the network. 21. The

syst emapdmmbiidatty 28confipee ehandtherknode havi ng a

processor and | ogi c executable thereon to ,
programatically reconfigure the network conprlses t he _
node having |l ogic executable thereon to: .5

2br o Rerieatane of ¢lgine 30 iwhsaeia the nade berdhg b prasessar el logic executable
hbtmork (VLAN) switch to include the network _

thegsAdR eFRETImAtical K poonTigws the metweki comprisesthe Apdeskaving legw

acture conprising: an electronically
e}é%cgggg%&? T&O%di um provi di ng instructions that, V\hen

e o SRR Vit é?atéﬁ‘}% SRR e o

R, [ the..net wor k

' conponéernettw:&%%:agﬁ)ﬁﬁﬂ?? Pf%ﬁ? Igstv tﬁ@ bet ween t he
net wor k conponent and the changed networ k. 23. The
article of manufacture of claim22, wherein the

22| echhaRicIab MR FARSS cBhBrisifpdi um provi di ng
‘instructions that, when executed by an appar at us,

caussn ¢lbgroapany atdessible mekurh PrEdinPinstit@iohk ﬂtﬁt Qﬂ{e‘ﬁ"%%buted by
t he network conmponent and the network cause

aragparagtsysasothepppattudown a hub. t hat connects the
network conponent to the network. 24. The article of
manufteEupt & ligf betivaemib2 2etwirk cemporteneare] sediwork; cal | y -
accessi bl e medium providing instructions that, when
execiheBEr byetwarkiopdnieh the nebrik eompreneapisamiiedisnd o

inter{;@ﬁﬁf}f [] i nk between the network conponent and
the # & gl betweem the agiyeark corapensnt aigl the shaneed netwark.

transmitter in an access poi nt that connects the
net wor k conponent to

23. The article of manufacture of claim 22, wherein the electronically accessible
medium providing instructions that, when executed by an apparatus, cause the apparatus to
interrupt the link between the network component and the network cause the apparatus to:

power down a hub that connects the network component to the network.

24.  The article of manufacture of claim 22, wherein the electronically accessible

- medivm providing instructions that, when executed by an apparatus, cause the apparatus to

interrupt the link between the network compcncnt and the network cause the apparatus to:
deacttvate a transmltter in an access point that connects the network cornponcnt to

the network.,
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" the network. 33 WD 2005/ 006654 PCT/ ‘U82004/ 019699 25.

woenadosgdse of manufacture of claim 22, wher e'pc{‘/lﬂgzoo4/019699
el ectronically accessible nedium providing
i nstructions that, when executed by an apparat us,

- cause the apparatus to change the network to which

- dshe nefRdilie GW@%E‘ cid'irﬂl%gw%{%?iﬁ ghetn gfeg%ao?lgc%ﬁ%taggessibk

to: progranmma i SassoC
RENRAPeREdihE ABctidns Hat, st : ratus.
estidibg ns $ila ,%éﬁ%{éaﬁﬁm%xﬁap aratus, cause %etaﬁ)paratus to

programmati Cally associate t onpo

_chas@ahe detfeiv@IWhic e ndRforR Ebﬂngéggflffs 1RardAs eeeclpﬁﬁratus to:

‘claim 22, wherein the el ectron y accessl

- medi programatcaly disasdocised theAsividiatompdieht PR AU 8theR¥ork; and

an apparatus, cause the apparatus to change the

" net werdgrsmmaticaily asdveianeihemetroio BRaneRht wish h k6doad neaHIE.
the apparatus to: :-z progranmatically reconfigure the -
network. 10 27. The article of manufacture of claim

".26, wherein the electronically accessible nedium

2Br ovildr Agiciaeftmansficans of tlaim 2hverrex deeletiobicainaccessible

__apparatus, cause the apparatus to programmatically
n}eg

proyifiee mREIGHeR bRl Yhen ssecuied bispapparamstause the apparatus to
Ar ea o

' : tically, fi Virtual  Local
RSVl g e ndtyork Shorsuentin inlied csiadhe apparatus fo:

conp .asULAN of the VLAN, switch. 15 28. A
systg%g%gnnﬁﬁgr}fcg}%&?méggqr? eq‘?b?ﬂgkto connect with a
network; and a second node to change the network
| ocation of the first node, the second node having a
2’Pr OCERS i ' i . ;

ic R nlaREfaEnfXSEYLRLIE “%gl%ijﬁégl@ ﬁfg?t\}\grgg@fy %8&‘@11{1‘6 |

hub that links the first node’an

mediangeovideiRitRlilns tRatMh&h et Bied b %@ fl}?}%?ﬁﬁ% ?{aﬁé.quo? %?Pearatus to

~and power up the hub that Iinks the e an

propangerdically wookfigure the network cause the apparatus to:
programmatically configure a Virtual Local Area Network (VLAN} switch to

include the network component in a VLAN of the VLAN switch.

28. A system comprising:
a first node to connect with a network; and -

a second node to change the network location of the first node, the second node

 having a processor and logic executable thereon to

power down a hub that links the first node and the network;
change the network to which the first node is linked; and

power up the hub that links the first node and the changed network.
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34 WD 2005/ 006654 PCT/ US2004/ 019699 29. The system of
claim 28, wherein the second node having a processor
Ve d0sogecs4 execut abl e thereon to change the netCmordR0G1®19699
which the first node is |linked conprises the second

node havi ng | ogi c executabl e thereon to:

programmati cal | y di sassociate the first node froma :
29i r stthaeystem lof claine 28, 5vIpr g tlarseedrdaride Kadiss 0 praessor Bed logic
first node with a second network. 30. The systemof. =
exgeatapl2Bereom tr ahiangd the neteook th whidk tHedfirsing da iplidedsemprises the
and | ogic executable thereon to change the network to -
s¢hene Rodtiaving legiceaerutabde thergkedd:conpri ses the second”
node havi ng | ogi c_executabl e thereon to: - :

pr ogPEgRERenally disewseniricdhe Brst nederfeame fitst netvporBsand-|

progrannnati_cally associate the first node with a second network.

-30.  The system of claim 28, wherein the second node having a processor and logic

executable thereon to change the network to which the first node is linked comprises the

second node having logic executable thereon to:

programmatically reconfigure the network.
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