1. Optical Disks, a Monitoring Systemfor Mnitoring Pr u: tN=z Gam i_ a=
D sks Manfacturing Methods for Optical Disks and an Authentication N@thod
for Optical Disks 5 This invention relates to optical disks. It abséhl ¥
rel ates to manufacturing nethods for optical disks, a nonitoring system
for nonitoring production of optical disks and a systen1for checki ng the
authenticity of 10 optical disks. Optical disks comonly on sale include
audio CDs, DVDs and CD rons. Approxidetely 8 billion legitinmate optical
di sks are produced each year. It is estimated 15 that 2.5 billion optical
di sks are fraudulently produced fromthe sanme factories producing
legitimate di sfre t@mlﬂ@|$a$éémfﬁ@t0M®@Stoﬂhm@ equates to
I

$18 billion bpgnu o; £y aud. 20, 1.0 the, disks first of

all |aser beam recorders: are use
stanpers are thenQpEdgag &5l oAt | 2o¥al STalule Yebtrne

optical disks for sale. The ngggebp§3@ggebasmgnctlon as mould 25 tools in
an |nject|on noul di ng process, Tn which a disk is formed with a surface
defined®by a surface of the master stanper, the disk is then metallised

and a lacquer i srapplipekovesn the smialdd sqsk sl %esk§0 Thelgare two
maj or ways in which piratin occurs First of all, although for i nst ance
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monitoring system for monitoring production of optical

disks and a system for checking the authenticity of
10 optical disks. '

) Optical disks commonly on sale include audio CDs,
DVDs and CD roms. Approximately 8 billion legitimate
optical disks are produced each year. It is estimated

15 that 2.5 billion optical disks are fraudulently
produced from the same factories producing legitimate
disks and also from secret “pirate” factories. This
equates to $18 billion lost to fraud.

20 In the production of optical disks first of all
laser beam recorders are used to produce master
stampers. The master stampers are then used by
replication machines to produce the actual optical
disks for sale. The master stampers function as mould

25 tools in an injection moulding process, in which a
disk is formed with a surface defined by a surface of
the master stamper, the disk is then metallised and a

lacquer is applied over the metallised surface.

30 There are two major ways in which pirating
occurs. First of all, although for instance 10,000
from a master stamper have been authorised, 15,000 may
be produced with the extra 5,000 being sold
illegitimately. Similarly individual tracks from an

35 optical disk may be copied to produce a compilation



be produced with the extra 5,000 being sold illegitimtely. Simlarly
i ndi vidual tracks froman 35 optical disk may be copied to produce, a,..
conpi | ati on al though no authorisation fromthe intellectual properity™“*r i ght
hol der has been given. 5 Unfortunately, it is currently very difficult to
obtain evidence to persuade a court to convict soneone of pirating. The
present invention provides a nonitoring systemfor nonitoring production
of optical disks by a plurality of 10 optical disk replication nachines
| ocated physically renote fromeach2ther at a plurality of production
facilities, the nonitoring system conprising:, sensor neans associ ated
with each replicating machine for sensing how many optical disks are
produced by the 15 replication machi ne; | ocal conputer appar at us i ndi vi dual
to each pr.oc uctlon §d%Q|ch recej ves s%%fg S Pr m t he sensor means
¥

a5500|ate%FWM?%9 aéh - GR &R %ﬁﬁ% B PFE 1ity, the

| ocal conpgﬂﬁjlﬁggﬁﬁamg% @@@@egab@g and 20 storing at |east tenporarily
data derived fromthe received signals; and central conputer apparatus

receiving via a telecommunications network S|gnals fron1each | oca
conputer app f oduc il a [ SSi DN nd. 25
storlng centrynl%to %a%at§§§|vgé ggoéyggenef éY%¥ gle& V%gﬁé %t he
central conpidRle apppeakusader aateara tecosavit @cbrﬁ%h@él@m d[@'ﬁﬁalﬂ/lrtg’ of all
of the optical disk replication machines to allow the production of the
replication machines 30 to be anal ysed centrally.

The present invention provides a monitoring system for

monitoring production of optical disks by a plurality of
10 optical disk replication machines located physically remote
from each other at a plurality of production facilities, the
monitoring system compfising:
sensor means associated with each replicating machine
for sensing how many optical disks are produced by the
15 replication machine;
local computer apparatus individual to each production
facility which receives signals trom the sensor means
associated with each replication machine of the production
facility, the local computer apparatus processing and
20 storing at least temporarily data derived from the received
signals; and - |
| central computer apparatus receiving via a
telecommunications network signals from each local computer
apparatus of each production facility and processing and
25 storing centrally data derived from the received signals{
wherein:
the central computer apparatus creates a record of
production activity of all of the optical disk replication
machines to allow the production of the replication machines

30 to be analysed centrally.



0 JAN 205 Preferred enbodi nents of the present invention wll now be
described with reference to the acconpanying figurer in 5 which: Figure 1
is schematic overview of a systemfor nonitoring production of optdcal
di sks according to the present invention; Figure 2 is a schenatid JAN 205
illustration of a part of the 10 nonitoring systemof Figure 1; Figure 3
is a schematic illustration of a part of the nonitoring t, of figure 1;
Figure 4 is a diagramshow ng information_collated during production of a
master stanper; 5 Figure 5is a dlagran1shomnng information collated
during replication; and Figure 6 is a schematic illustration of a part of

a second enbodi nent of nonitoring system 10 In Figures 1 and 2 there can
be seen a |l aser beam recorder 10. The | aser beamrecorder 10 is part of a
mastering system for producing naster stanpers. As nentioned above, each
of the master stanpers is then wused in replicating machines 14 for the
production of 1%reFidreald éhbbﬁlhehtsabe tha phessyst envehtibe wihvefdion,
along with recording content (e.g. nmusic) _on the master stanpers there is
al so on thé*ﬁé§¥§?1%§@aﬁﬁéh zefrdaBRecbAet RThaCRPHRRRAY todel ISURNelat ed by
a master Jmpj.toring systemwhich is inplemented 20 by installing

sof t war e alongsrde the | aser beam recorder control application software.
Thi s encoded i mfignret todsi schheatiepbiveateewi of eachyopsm chbr di sk

monitoring production of optical disks according to the
present invention;
Figure 2 is a schematic illustration of a part of the

10 monitoring system of Figure 1;



replicated fromthe nmaster stanper so that the source of the replicated

di sk can be tracked. This hidden 25 code will be hereinafter referred to as
the master- stanper signature code. This will be a unique identiifixeri,
Located near the | aser beamrecorder will be a 30 file/conmunicatton
server 11. The information transmtted fromthe | aser beamrecorder to the
filel/comunication server 11 would include the date and tine of mastering,
a master stanper signature, a code for the indicating the operator of the
master 35 stanper, a code indicating the facility in which the 1C?JAN& ?S
master stanper is |ocated and information regarding track: fingerprints,
Track, fingerprinf39aF8 antgud FaBARREiErsllwkieAtideneffy mustcaf tracks.
Each nusi cathéraeki hasihlssownednbgue; fipgerprint. The 5 fingerprint is
obt ai ned by e.g. éanplin t he n&sic track according to a set nethodol ogy.
Fingerprinting iS5 AdfethelSubjBtEIbfMt AROBIREchRIPHIRAE?BN. | nstead of
recei ving theol Mosaattboingrproiihetidf basernbenay recofger, the information

coul d be read fro$1the ster séanger b% a reader énot shown) and then
input t8 the filel tHAhTn? chfi dnT5_Y AP THOWLN ¢ BPRAETYEISY raw el ectronic
data could sdhidtedhedusiygbeepbidcéoiome dmder beam recorder 10 15 and to

el ectroni c appar r-det er m. oy C i,nger pints_(not__shown) which
woul d t hen send ﬁ%‘fu%?n%efépr% ﬁ&:in %%%t?%%&%gg?%go?i?%/%%% tion
server 10. a second embodiment of monitoring system.

10 In Figures 1l and 2 there can be seen a laser beam

recorder 10. The laser beam recorder 10 is part of a
) mastering system for producing master stampers. As

mentioned ébove, each of the master stampers is then
used in replicating machines 14 for the production of

15 optical disks for sale. In the system of the
invention, aldng with recording content (e.g. music)
on the master stampers, there is also on the master
stamper a hidden code. The hidden code is generated
by a mastering monitoring system which is implemented

20 by installing software alongside the laser beam
recorder control application software. This encoded
information is then replicated in each optical disk
replicated from the master stamper so that the source
of the replicated disk can be tracked. This hidden

25 code will be hereinafter referred to as the master-
stamper signature code. This will be a uniqgue

identifier.

Located near the laser beam recorder will be a
30 file/communication server 11. The information
transmitted from the laser beam recorder to the
file/communication server 11 would include the date
and time of mastering, a master stamper signature, a
code for the indicating the operator of the master

35 stamper, a code indicating the facility in which the



20 In Figure 4 there is illustrated the information that is collected by
the file conmunication server 11. The file comuni cations server L;JJA 20s
collects the information regardi ng the | aser beam recordi ng nachi lne" AN g
such as the machine identification nunber and the 25 date of manufacture
of the machine. The file communi cation server 11 also collects information
regardi ng the manufacturing facility ( two manufacturing facilities 12 and
13 located in the sane country are shown in Figures 1 and 2) in which the
30 | aser beamrecorder 10 is located. Typically, this information wll
conprise a facility identification nunber, fromwhich can be identified a
facility nanemasber facihpey Beldressted aunt riy fantharagirone Fardihe; fil e
comuni cat i on, §_eryel£if%(_;,@,gl gwo\,,,c‘pl |,rf3§t,%,. Q0 JAN 2Q6 fingerprint information

. }_’f NS . ack

es™f FAtk” " i nformati oh Fedardi ig S At %ck fingerpri nt

whi ch conpri ses™for"each
and the trackidementfiecat ivdnch hedenipe yomufsingdr riantksandaadlso  t he

fingerprint i I itlon i . ra. i.nformation fromthe
di sk Tabl e ofﬁ%%in%ar%c_ sggﬁeﬁaédiﬁ%%ﬁigql%% ?‘kllﬁ1 tee:} arftl‘l%otrialrﬁﬁ andard
Recording Coffeyo¢rnermatiorittaohhdyf 6r d-hearmpddhg( ithepresdnt ) . Each

| aser beam recprderadd,middg be opesat e v oky huran gﬁhﬁﬁpﬁo at the

start of the process of creating a naster stanpér nust “en mati on so
that he or sh&s 8t He'§ dBitigGtedt 1the Presendadsyenkdrnt-o i ncrease security
each 15 operator may have a password perm ssion that is tine l[imted and

wi Il have to enter_the password or . . .
Inste éiogwéecelV1ng the information from the

10 laser beam recorder, the information could be read
from the master stamper by a reader (not shown) and
then input to the file/communication server 11.
Alternatively, raw electronic data could
simultaneously be fed to the laser beam recorder 10

15 and to electronic apparatus for determining track
fingerpints (not shown) which would then send the
fingerprint information to the file/communication

server 10.

20 In Figure 4 there is illustrated the information
that is collected by the file communication server 11.
The file communications server 11 collects the
information regarding the laser beam recording machine
10 such as the machine identification number and the

25 date of manufacture of the machine. The file
communication server 11 also collects information
regarding the manufacturing facility ( two
manufacturing facilities 12 and 13 located in the same
country are shown in Figures 1 and 2) in which the

30 laser beam recorder 10 1s located. Typically, this
information will comprise a facility identification
number, from which can be identified a facility name

and facility address, country and region.

35 The file communication server 11 also collects



personal information to verify authorisation to operate the machinery. 20
The file/communication server 11 will have an internal clock anq(%g§N2¢£E
of creation of each master stanmper will also be recorded. Once a -
stanper has been recorded then it 25 will be used subsequently by a
replication machine 14 to produce optical disks for distribution and sale.
In Figure 2, replication nmachines 14 are |located at a manufacturing
facility 13 which is physically renote “fromthe facility 12. However, it
could be that the 30 replication machines and the | aser beamrecorders are
all located at the sane manufacturing facility. Associated with each
replicati on maéhhaergdinheiefownitide whienotenpersenafonnéscl 5t rdmaeh

remote 35 terminal 4nit i LLotake the.formof a fully ntegrated 10 JAN
100S nicroprocéés%r‘unTtls“e%ifiéé%lyqdesi@ﬁédéf%%“éﬁééﬁe%%%dgg%eration in

uncondi tion enVFeehneRentif i Rahi el tEMperraured riamesrphimt ding abnges,
high el ectricahenpisgerptont avdidl €, noiseand N gh o i bration-gAs can be
seen in Figure 3, each renpte termnal unit 15 w receive I nput data
froma radge ofhesemsoFBathel uth oy Oyt i ik ey eBdomaragkoxi mity 10
sensors 52, 53peafleppingat hdi SKST eaniere Sh t dha 1al Ehamuey | ge K& 55 and
a barcode read at a, bei ng recei ved as ff%ial i nput data

E,_th i
via cables angg%é%i%%B%ET%g?gﬁﬁftﬁ?%ﬁQQu' IS & present).

Each laser beam recorder 10 will be operated by a
10 human operator who at the start of the process of
creating a master stamper must enter information so
j that he or she can be identified.

It is envisaged that to increase security each
15 operator may have a password permission that is time-
limited and will have to enter the password or
personal information to verify authorisation to

operate the machinery.

20 The file/communication server 11 will have an
internal clock and the time of creation of each master

stamper will also be recorded.

Once a master stamper has been recorded then it
25 will be used subseguently by a replication machine 14
to produce optical disks for distribution and sale. In
Figure 2, replication machines 14 are located at a
manufacturing facility 13 which is physically remote
from the facility 12. However, it could be that the
30 replication machines and the laser beam recorders are

all located at the same manufacturing facility.

Assoclated with each replication machine 14 there
will be a remote terminal unit 15. Each remote

35 terminal unit will take the form of a fully integrated



transcei ver 57~ operating a Bluetooth@system 15 Bluetooth@is a
short-range radio link intended to replace cable connections and connect
portable or fixed electronic devices. It is robust, has | ow cé@pﬂﬁml@@&
| ow power and | ow cost. 20 The Bl uetooth(err) system provides point to

poi nt connection or point to nultipoint connection. It will be used to
connect e.g. the optical sensors 50,51 with the renote termnal unit 15
(instead of wire connections). 25 Each“renpote termnal unit 15 will out put

data to a renote termnal unit file conmunication server 16. The
connection will typically be a hardw red connection, although Bl uetooth@

connection is mi_i@rgg%be%@orothengbtaxlfﬁégblpe&@wgﬁsaﬁkeél unit 15 will
have a port enabllng information to downl caded t0o a |aptop conputer via

a serial port. Cp%#éﬁ&?PyﬁP@aéhLSSSréﬁn%%c?%?h+h%PQGn?PV15OﬁF¢mtbe

connect abl e t owalht wldel temgeﬁ&drgt Renges, I@@r@idﬂwaraﬁ&;é@r knidtis will
enable e.g. At the star of .a reg atlgnbﬁgeratlon g repllcatlon
operator will & F&Ff&Fa t RBLaFphRAd 1bfeypat®s528d BhoRode, an operat or
code, a nmachi neibedeioand the total nunber of optical disks to be pressed.
This information will be stored in the renote termnal wunit 15 along with
the date and tinme of the start of 10 the job. The al phanuneric keypad 55

wi || be associated Awi thnabscseen 58 Bughras3 a ¢acjui demoyst abrmdispl ay

unit 15 will receive input data from a range of
sensors including optical sensors 50, 51, proximity

10 sensors 52, 53, an optical disk reader 54, an
alphanumeric key pad 55 and a barcode reader 56, the
input data being received as serial input data via
cables and additionally, or alternatively via a
transceiver 57 operating a Bluetooth® system.

15 Bluetooth® is a short-range radio link intended to
replace cable connections and connect portable or
fixed electronic devices. It is robust, has low

complexity, low power and low cost.

20 The Bluetooth® system provides point to point
connection or point to multipoint connection. It will
be used to connect e.g. the optical sensors 50,51 with
the remote terminal unit 15 (instead of wire

connections) .

Each remote terminal unit 15 will output data to
a remote terminal unit file communication server 16.
The connection will typically be a hardwired
connection, although Bluetooth® connection is

30 possible.

Optionally, each remote terminal unit 15 will
have a port enabling information to be downloaded to a
laptop computer via a serial port. Optionally, each

35 remote terminal unit 15 will be connectable to an



screen which will pronpt the operator for the required inputs and wll
display the inputs for verification. The data input by the opera\tgqhmjgpj
reset the renote 15 termnal unit's count buffers, job buffers, and close
any previoeus job. The optical sensor 50 connected to the renote termnal
unit 15 will be nounted to count all the 20 conpact disks that are noul ded
by the replicating machine 14 (to give a total count figure). The
replicating machine 14 will have a validator which wll inspect the
recording surface of each replicated optical disk to detect abnormalities.
Optical disks_25 with abnormalities will be rejected. The further optical
sensor 51 wi | FURRrimunt @ePt @ ERME IR Sruners Wil bpnatale i <ks rej ected by
t he conpact diskireadernc{ihe reject count). The total count and the reject
count will be accunul ated and stored in a nmenory 30 buffer in the renote
termnal unit 15 along with the date and tine froma real tinme clock in
the renpte term et twime tstldrt oBSpecieagdl iapttiical abhskatroadera 52 will be

Fepl i cated oprreac ot SEH & B g o A M G e the
operator willkexpmvea g delat@t: opt calewitsk faaa t lee macplnecaiodeg machi ne
Zgagn?h\g | Ihi %ﬁ%c%%gcqg%ﬁ idrgxart%ejedr 8% ;Oﬁjgéiﬁsli@ﬂﬁ}(eé gcgoe;kgetagjr S I%IdV}/[::I '?Ee\rllm Ible
pronpted to iTpte WUsigigratiokeybldare 58 anesl lindditd fiesrotcoderofinefe nachi ne
14 from whi chythe 1 skiodg Wakernhel ke e mRie digfdridral Hinide 4% Wel | record
10 the job. The alphanumeric keypad 55 will be associated
with a screen 58 such as a liquid crystal display
. screen which will prompt the operator for the required
inputs and will display the inputs for verification.
The data input by the operator will reset the remote
15 termihal unit’s count buffers, job buffers, and close

any previous job.

The optical sensor 50 connected to the remote

terminal unit 15 will be mounted to count all the

20 compact disks that are moulded by the replicating
machine 14 (to give a total count figure). The
replicating machine 14 will have a validator which
will inspect the recording surface of each replicated
optical disk to detect abnormalities. Optical disks

25 with abnormalities will be rejected. The further
optical sensor 51 will be mounted to count the number
of optical disks rejected by the compact disk reader
(the reject count). The total count and the reject
count will be accumulated and stored in a memory

30 buffer in the remote terminal unit 15 along with the
date and time from a real time clock in the remote
terminal unit 15. A special optical disk reader 52
will be connected to each remote terminal unit 15 to
read the hidden code from a replicated optical disk.

35 At the beginning of a replication run the operator



t he hi dden code and the machine identifier code associated wth other
recorded data. 10 The renote termnal unit 15 will conpile for each
replication job a job information file containing: 1. An operator®:i ;i
identifier code 2. A machine identifier code 15 3. A nunber of optical

di sks to be pressed 4. A start tinme and date of the pressing operation 5.
A count of the total nunber of optical disks replicated 6. A count of the
total nunber of optical disks 10 rejected 7. The hidden code on a
replicated optical disk 8. Afinish tinme and date Each renote term na
unit 15 will have on-board 25 battery backup to power the random access

menory and the,r eal re}mecgoem@gw@ W&Pt&sﬁ he-battwery Dbackup will
be separate from any nornal battery4backu used I n connection with the

power supply t6=Phe“RELNISTS0  Thel ¢ ettt &' tlek R¥RAe diie 31 &datmvhuni cati on

server 16 will opel@a§ehﬁsﬁomhatm@dréﬁtBér @@lm fr11 unadd engded operation
and renote nman ] ocat a near the replication

a wll . be
facility 13. THgS 3“36P98rr§%iﬁf?we et o %: %%ﬁ1xﬂ? § P S Ehtie tiddni nal
10: N 2ockc untheAbbéoprampteadats t ynmit nesmie drer Maglodd t5$5 e

identifier code of the machine 14 from which the disk

is taken. The remote terminal unit 15 will record
the hidden code and the machine identifier code

associated with other recorded data.

10
The remote terminal unit 15 will compile for each
replication job a job information file containing:
1. An operator identifier code
2. A machine identifier code
15 3. A number of optical disks to be pressed
4. A start time and date of the pressing operation
5. A count of the total number of optical disks
replicated
6. A count of the total number of optical disks
20 rejected
7. The hidden code on a replicated optical disk
A finish time and date
Each remote terminal unit 15 will have on-board
25 battery backup to power the random access memory and
the real time clock during powercuts. The battery
backup will be separate from any normal battery backup
used in connection with the power supply to the RCU
15.
30

The remote terminal unit file/communication
server 16 will be a self-contained unit designed for
unattended operation and remote management. It will be
located at or near the replication facility 13. The

35 server 16 will periodically poll the remote terminal



assigned to it. It will collect and store data fromthe respective renote
termnal unit(s) 16. It will acknow edge successful transm ssion of data,
it will 5 encrypt data and will buffer the information for subsequent
transm ssion to a country hub server. The file/conmunications server 16
will also provide for renote managenent of the renote termnal unit(s) 15
connected thereto and will allow addition of or 10 del eti on of F@gﬁ 2008
terminal units with mninmum requirenment for physical attendance gure 5
illustrates the file of information that 1is collected by the server 16 for
onward transm ssion. 15 The optical disk reader 54 connected to the renote
term nal unitubStwilbl (pead plorrbltepbf caereteptealnaliskifs embved from a

replication rugcby.an eperator}:a,isi anatiue, raphicaled CMP Taster

st anper. | nformati on regardlngthe signature IS ected b Off)th
server 16. A #hal raprasdertwrenobe teneipat denik (9 ebeh fit ezvlb]erver 16

which will al laewngméd@ermu@t@@éf@p @ﬁéﬁ@@&ﬁéﬂ%@%éf 13[6: apd @ country
hub server 17. The nodem 2 || _require separate dial i nes I ndependent

of install edeﬂéréaﬁoﬁ@tﬁu%dfwrl% MR F eV Jrra%@lrmqulon He%s of

i nformation cghbg@@@énbyttmsﬁﬁyﬁn 1o ak eco&%i;@dh@@'éé/rxﬁélanslfﬂé ted to the
country hub s% ¥ via the tele hone nkenc pted form 30 It is

envi saged t hat? ﬁé?%mﬂPPfC?ﬁg?ﬁ% 3 é%rd# elhird OBt §39 e server

16. Physical semotétyanaéhelie ofitttai ety tlemantma“ﬂg drhier &6rviey either in

a connected thereto and will allow addition of or
10 deletion of remote terminal units with minimum

requirement for physical attendance.

Figure 5 illustrates the file of information that
is collected by the server 16 for onward transmission.
15 The optical disk reader 54 connected to the remote
terminal unit 15 will read from a replicated optical
disk (removed from a replication run by an operator) a
signature replicated from a master stamper.
Information regarding the signature is collected by
20 the server 16.

A dial-up modem will be integrated with each file
server 16 which will allow data communication between
file server 16 and a country hub server 17. The modem

25 will require separate dial-up lines independent of
installed telephone line for the relevant facility.
Files of information collected by the server 16 are
periodically transmitted to the country hub server 17
via the telephone line, in encrypted form.

30

It is envisaged that there will be two types of
security for each file server 16. Physical security
will be maintained by locating the server either in a
locked room or a locked container. Physical access to

35 the server will be allowed only to keyholders.



| ocked roomor a | ocked container. Physical access to 35 the server wll
be allowed only to keyhol ders. Furthernore, the proximty sensor 52. mﬁll he
associated with the tile server 16 and will provide an alarmsig af'" when

t he encl osure or container is opened. A second type of security will be
password 5 security providing data access security. Each server 16 |ocated
in a country will generate files which are forwarded to the country hub
server 17 detailing times of access and.the user nanmes of the people who
have access to the server. This will enable identification 10 of any

unaut hori sed person trying to break into the systemto extract data or

nmodi fy the op HG )T ey o 'B¥%§ﬁﬁﬁﬁfs%§ﬁ§' I -be .configured with user

passwor ds securlty I"evel s “of "access to différent parts of the system
For exanple, aﬁ@é@#dwﬁ@-w§t@oﬁﬁﬁaéﬂé@ Serves gl andnandé ofrovhdedaha backup

devices will %qaci%nls%natlh@hrelng%et %n%%%%%eaesﬂ %n@%& agy part of the
operating system Data stored be encrypte I ncrease security. 20

The proxi nity SERSS- 335 sxend Bép§s§5cﬁ§Féél%WtHllénéeoPaEQWﬁrdf t he

optical sensorsech:ityl prevdetieet dattanpetieRg thenewit. pibg server 16 system
will provide fo aut t i.c 25 unattendgﬁ backugFof t he server hard drive

and operating 48 thECSBTYr i lwlrRep tilgsshiitRdagdt a from
its hard driv&oa&a&me@ddedthpreoautmqnha@aslsbeunauth@thi@dn@cgﬁﬁés 30 A

battery backup r the server 16 duri.n power . cut This battery
backup wi | | fs§§§F apgo%ge G5LE name8YbE"Phe people who have
access to the server. This will enable identification

10 of any unauthorised person trying to break into the
system to extract data or modify the operating system.
The server 16 will be configured with user passwords
and security levels of access to different parts of
the system. For example, a user who is contracted for

15 maintenance of the data backup devices will be denied
the right to access and/or modify any part of the
operating system. Data stored will be encrypted to

increase security.

20 The proximity sensor 532 will be associated with
one or both of the optical sensors 50, 51 to detect

tampering therewith.

The server 16 system will provide for automatic
25 unattended backup of the server hard drive and
operating system. Also the server 16 will purge
transmitted data from its hard drive as an added

precaution against unauthorised access.

30 A battery backup will power the server 16 during
power cuts. This battery backup will be separate from
any normal backup used to power the facility. The
battery backup will have battery power sufficient to
power the server for several hours of normal

35 operation. A signal indicating power outage and an



any normal backup used to power the facility. The

battery power sufficient to power the server for several hours of ‘
A signal indicating power outage and an al arm i ndi cat i ng liow
s wll be generated. As, a further backups there wilT be

35 operation.
battery |eve

onboard battery backup to power the RAM nenory and the real

during power

outages. This battery backup will be 5 separate and

battery backup will have

nor na

time clock

i ndependent fromthe unit's battery backup. The server 16 will generate an

audit | og whi
audit log wl

al so cont ai nadet afh st 10d - the- stat us,of = tidhe, 1 eyotg derm nals ¢
i nstances where the renote tern na

connected to

unit(s) 15 i sPArE"P of | PHE

ch will be transmtted to the country hub server 17.

The 10

| _contain information regarding server access by users giving
user names an8lpa8sidrHSe W ih Lefat'eat bhey tiene it anpsl PRhegenatiatddog wil |

he, server 16e

Pt M Tt e e & bvigte

dmj t(s) 15

s wil

be noted w t hddateg apelvé  neut Jdwes seTlvies Hb: twidyt dersma wiommpa cat i ons | og
conpri se dates. an i nes. of mmuni.cgtion wth the country
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20 which.wi |l

hub 17, ?he st 787 0ot pac
17, the sizebaokufiles transmitted to the country hub 17 and a

et’s n

the country hub
| og of

renot e managenent steps taken with details of 25 the nane of a user and
associ ated passwords and dates and times. The country hub server 17 is a
unit designed for Thmateetied Dperal iganard e emoteaididndgenmettichl t will be
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will be transmitted to the country hub server 17. The
audit log will contain information regarding server
access by users giving user names and passwords with
dates and time stamps. The audit log will also
contain details of the status of the remote terminal
unit(s) 15 connected to the server 16 with any
instances where the remote terminal unit(s) 15 is/are
offline noted by date and time. Any power outages will

be noted with date and time.

The server 16 will keep a communications log
which will comprise dates and times of communication
with the country hub 17, the size of packets of
information transmitted to the country hub 17, the
sizes of files transmitted to the country hub 17 and a
log of remote management steps taken with details of
the name of a user and associated passwords and dates

and times.

The country hub server 17 is a unit designed for
unattended operation and remote management. It will be
located at a secure site. It will periodically poll
all file servers 11 and 16 connected to it which will
be file servers assoclated with laser beam recorders
10 and replication machines 14 located at
manufacturing facilities throughout a country. The

server 17 will accept and store data from the servers



30 located at a secure site. It will periodically poll all file servers 11
and 16 connected to it which will be file servers associated with | aser
beam recorders 10 and replication nmachines 14 |ocated at manuf act ugi ng:
facilities throughout a country. The 35 server 17 will accept and store
data fromthe servers 11 and 16 and acknow edge the successful,

transm ssion of data, convert the data into an O acle database, encrypt
the data and buffer the information for onward transmission to a data
control centre server 18. The 5 country hub server 17 will also allow
addition and deletion of connected servers with a mniml requirenent for

physi cal attendange. 1Baehdcaumhby1Bubesen¥esuddesbkh) typhgahlysrapn 10 Iocal
dat abase. Dial up modem racks will be integrated mnih each country hub

server 17 al | Gk A dat §°T¢Emruni€atPoAs 1TRFPheEher RonRett b8P&8Pvers 11 and

16. It is envnsaged that dahe eeanbnifcaiki onebehneenathen £oundhiyahab server
17 and the servers 11 and %6 mﬁllt%SCta eoglace over a fraﬂg &ﬁlay
arrangenent o TOVEFLERECT hPefnSf tisFRY ROV FEURF S prFUEEE het work
arrangement . Icounsrgl sabesersaged’t kat lpet sot & bowsaddithoa amduntry

WS NG 10, ERIScIRG 030 Bcfaabiah GElLEs 20ippry e Byl | dial up the

country hub server rrrtory and access the data control centre
server 18 vi arehoicenatktyfhubpbgsieprliattandarcei || be two types of
security provided for 25 each country hub server 17. Physical security

w |l be maintained by |locating the server either in a |ocked roomor in a
| ocked contai ner. RegBssosagqyi bybwpprver 17 will typically run

10 local database. Dialup modem racks will be integrated
with each country hub server 17 allowing data ’
communications with the connected servers 11 and 16.
It is envisaged that the communication between the
country hub server 17 and the servers 11 and 16 will

15 take place over a frame relay arrangement or over the

Internet using a virtual private network arrangement.

Tt is also envisaged that permitted users in a
country wishing to access the data control centre

20 server 18 will dial up the country hub server 17 for
the territory and access the data control centre

server 18 via the country hub server 17.

There will be two types of security provided for

25 each country hub server 17. Physical security will be
maintained by locating the server either in a locked
room or in a locked container. Access security will
be restricted to passwords. In addition, a country hub
server 17 generated report will be forwarded to the

30 data control centre server 17 detailing times of
access and the user names of person who have accessed
the country hub server 17. This will enable
identification of any unauthorised attempt to access
the server.

35



be restricted to passwords. In addition, a country hub server 17 generated
report will be forwarded to the 30 data control centre server 17 detailing
times of access and the user nanes of person who have accessed the . s
country hub server 17. This will enable identification of any unaut hor i sed
attenpt to access the server. 35 The country hub server 17 will be
configured with user passwords and security |levels for access to different
parts of the system This will enhance“the security of the nachine and
strictly define the areas 5 that any given user can have access to. For
exanple, a renote user who has access to access certain files at the data
control centre serVBe quﬂﬁrﬁubhbtﬁ@rﬁ@anl?lelﬁmb%e¢®@f14ﬂr®wIWIME deni ed

the right to aceess.okL,madify.- a@y -Rpart, of @h@sdggg stored by the country
hub 10 server 17, Stored data wl| be encrypted where possible. The system

wi Il provide f&FL86EBRaPRECENALL EH@eﬂYSB%‘&ku%h%ﬁ whel harbaees vidiof the

country hub seeverity a5 ana imnbehoper ahd ng: SYSt BN aLelth & i onald dead he
country _hub server 17 w | ﬁaege fron1the hard drive_any data, which has
t

been transmit EatoﬁﬂéralYBH aFA" CORYT ACCTThtr e 1BOT 20%URS Kt tery
backup systenrsmbtepowver wvhe haeu&tcgskuﬁDSEﬁaéﬂsJdéﬁhﬁiﬂgfp@%ﬁknputages.

The UPS will %e eparate, fr ormal b u pover t he host
site. It will be éqglpgéﬁtroghcgn¥f§a?%r era%%ﬁﬂﬁ%f?% c?%ggnahd open
files and shubtudoswmrvée 17 will be denied the right to access or
modify any part of the data stored by the country hub
10 server 17. Stored data will be encrypted where

possible.

The system will provide for automatic unattended
backup of the hard drive of the country hub server 17

15 and its operating system. Additionally, the country
hub server 17 will purge from the hard drive any data,
which has been transmitted onward to the data control

centre 18.

20 A UPS battery backup system will power the
country hub server 17 during power outages. The UPS
will be separate from any normal backup used to power
the host site. It will be equipped with software to
automatically close and open files and shut down the

25 system at the end of the battery life.

The country hub server 17 will generate an audit
log, which will be transmitted to the data control
centre server 18. The audit log will contain the

30 following information:
1. Details of access by users with reference to the
user name/password and dates and times of access

Status of the server with offline dates and times
3. Details of power outages with dates and times

35 4. A log of communications comprising dates and



25 systemat the end of the battery life. The country hub server 17 w ||
generate an audit |og, which will be transmtted to the data control
centre server 18. The audit log will contain the 30 foll ow ng |nfornat;on
1. Details of access by users with reference to the user nane/passmord ‘and
dates and tinmes of access 2. Status of the server with offline dates and
times 3. Details of power outages with dates and tinmes 35 4. A |l og of
comuni cations conprising dates and tipes of conmunications with the
servers connected to the |aser beamrecorders and to the replication
machines 5. Dates and tines for comunication with the data 5 control

centre server 18 6. Detaids @imilieiackets SiAes e Wha-transmi ssions  to
the data control centre server 18 7. Details of the sizes of files

transnmitted to the SUHF ContTDISCentd e S8t B CIEess 1395 t6F ténot e
managenent acti vitiges W ddt idie matdemamnes/ passwords and dates and tines
For any renote. accesses to count ry hub server 11 there will be details

of tel ephone nmber®{(§F ¥ A& GBs SFIHEAA LM G it ead&@itdabl e), the
password dused, paclcertntsmﬂe cr,ae:d:earadartm dannect i on speed al ong with any

details of err mﬁes,C acpﬁth@e et e:aco%nd ti %e er star.%lsciz?é%th(ree

connecti on an the e CO nec
server 18 rece|ves'tnﬂuhﬁ3data control centre server 18

7. Details of the sizes of files transmitted to the
data control centre server 18
10 8. Logs of remote management activities with the

user names/passwords and dates and times

For any remote accesses to a country hub server
11 there will be details of telephone numbers (if
15 caller IDs or identification is available), the
password used, packet size used and the connection
speed along with any details of error messages and the
date and time of the start of the connection and the

end of the connection.

The data control centre server 18 receives online
information from every country hub server 17 in the
monitoring system and consolidates the data into a
central database. This can be seen in Figure 1 where

25 the manufacturing facilities 12, 13 and 30 are all
located in a first country and each have a server 11
connected to a laser beam recorder 10 or a server 16
connected to a replication machine 14 and where the
manufacturing facilities 31, 32, 33 are located in a

30 second country and again each have a server 11
connected to a laser beam recorder 10 or a server 16
connected to a replication machine 14. Each country
has its own country hub server 17 and all the country
hub servers 17 relay information to the data control

35 centre server 18. The central database of the data



information fromevery country hub server 17 in the nonitoring system and
consolidates the data into a central database. This can be seen in Figure
1 where 25 the manufacturing facilities 12, 13 and 30 are all |dcat®d{ih a
first country and each have a server 11 connected to a | aser beamrecorder
10 or a server 16 <connected to a replication machine 14 and where the
manuf acturing facilities 31, 32, 33 are located in a 30 second country and
agai n each have a server 11 connected to a | aser beamrecorder 10 or a
server 16 connected to a replication machine 14. Each country has its own
country hub server 17 and all the country hub servers 17 relay information
to the data coentokl38cpenéreeseevels 1\Bilﬂ'l“:eom:teanima1hpdmmemoffm{me dat a

central centre server 18 1 SONt £ t nute information on
masteri ng and” press?ng op\é\ﬂ?at\%ns‘% C!Itjﬁ)vméglreég‘f‘l At At rol centre

server 18 per Vo¥hdwhde. |rrportant functl on in addi t| on to collecting and
storing raw data on production. is an antipiracy centre. Through data
anal ysis the server 18 can spot otential pirating activities around the
world. A>10 |arge %b@t%fcw?%qﬁﬁ%ﬁbﬁ%ss%ﬁ@rprb%m@fqms laggi t i mat e

facilities t hir@gbtglhtéﬂi\@ fhhegadn att iadditeon afo %31%&%99‘ LH}HJ ous
i ndi vi dual s. 1goanal ysi ng roducti o& atterns, illegal suspect activity

can be spott®aE THdi ar? dpet Oy Lhi¥s sarbaﬁf‘tb@l]@CWarget ed for
further |nves&exgaxteDmhidu@moﬁmmmq}hlsaaihéllslafwﬁstmﬁ Sdh spoourt case,

document ati on (];treonn’%laf pi éséienrg Vgcl:tllvbl fensva}alruoauq{c? tlhne Owbcgrali&i n% convictions
10 large number of pirated copies are produced in
legitimate facilities through the illegal activities
of a few unscrupulous individuals. By analysing
production patterns, illegal or suspect activity can
be spotted and, individual operators or shifts can be
15 targeted for further investigation. If and when such
activity results in a court case, documentation from
the system will be invaluable in obtaining convictions

of the person/s involved.

20 The information stored in the data control centre
server 18 also provides information extracts for
various music industry associations (worldwide
production figures, sales volumes etc). This is
‘represented in Figure 1 by the connection to a

25 computer 19, which is representative of a computer

used by a music industry association.

The data stored on the data control centre server
18 is also used by owners of the copyright in the
30 content recorded on the optical disks, which is
represented in Figure 1 by the computer 20 which is
used by an IP right holder. The iP right holder can
use computer to access the information on the database
stored on the server 18 in order to obtain information
35 on the production of products embodying the holder’s

content.



of the person/s involved. 20 The information stored in the data control
centre server 18 also provides information extracts for various nusic

i ndustry associations (worldw de production figures, sales voliuhesi eti) .
This is represented in Figure 1 by the connection to a 25 conputer 19,
which is representative of a conputer wused by a nusic industry

associ ation. The data stored on the data control centre server 18 is also
used by owners of the copyright in the730 content recorded on the optical
di sks, which is represented in Figure 1 by the conputer 20 which is wused
by an IP right holder. The IP right holder can wuse conputer to access the

i nformation on theTq%t@Q%%ecoﬁkgqucggtgpeg§gg r7;8hgn or def. 19 obtain
i nformation 35 on the production of ucts e yi ng t he "hol der’ s

content. i0 THeFd&taléént PEl SEENELE - S §@rréO§FaééﬁldacﬁhprﬁéétYaoélurallty

of servers. F@%lb&i%a@%%measphﬁEﬁ|UhYxOBpe§Q£§ﬁ%$s§§E¥ﬁé5c$b18 LBi x
operating systens could b used to support an acl e dat abase. The

architecture 5s&d FﬁeSHQPQrEoﬁPrQFaEéﬁtgét§E?§%r 18 pFcRoRpFFgEean

| nt er net si nf Obrfabch@ndaeévebn\mbqhceattbeséwét Lgnkedl sehpeisénahhe
architecture. _This wil at ewa onsEm%th the centra

0 cat |
dat abase servéf FEIPRE &BEHF %ﬁ§8 ggF%@Fs é%cgnﬁs h%er bt t58ke9such 10
as the IP r|gbbsvbmlderthelagcbmnputereZOTand vhel baduséryaassagi ation

using the CO”B%EeEO%QUnications with the central database server,
the country hub servers 17 and the remote users such
10 as the IP rights holder using computer 20 and the

industry assoclation using the computer 19.

Dialup modem racks will be integrated in the data

control centre server arrangement and these will.allow
15 data communications with the country hub server 17 via

frame relay arrangement or a virtual private network

run on the Internet. Additional lines will also allow

remote users to dial up the data control centre

through a proxy request server. Proxy request servers
20 59 and 60 are shown in Figure 1.

There will be two types of security provided foxr
the data control centre server. Physical security will
be maintained by locating the server in a controlled

25 access facility. Access to the facility will be
controlled e.g. by electronic door locks and
additional access control at workstations, with

additional access control protection for workstations.

30 Remote access security will be implemented
through the use of firewalls, proxy reguest servers 59
and 60 and user passwords. In addition, the data
control centre server 18 will generate a report which
will be stored on the server or printed out, detailing

35 the times of access and the user name of the person



D al up nopdemracks will be integrated in the data control centre server

arrangenment and these will allow 15 data comuni cations with the country.
hub server 17 via frane relay arrangement or a virtual private net wo kil
run on the Internet. Additional lines wll also allow renote users to dial
up the data control centre through a proxy request server. Proxy request
servers 20 59 and 60 are shown in Figure 1. There wll be two types of
security provided for the data control centre server. Physical security
will be maintained by |locating the server in a controlled 25 access

facility. Acce o.the facility trolle by el ectroni c door
| ocks and add?ﬁ?%na?sa%%%ggsggn??%ld%f J(%lt"fb](rj]]s g}?‘ﬁ detRiFtional
access control oprotecthonifoer workstati ons. 30 Renote access security wll
be inplenented through the use of firewalls, proxy request servers 59 and

60 and user passwords. In addition, the data control centre server 18 wl|
generate a report vhiehdaWi|¢oberst orenton sdeveerMervoll psated out,

detai | i ngs 35 tQ@ar‘ic'iéTz‘ﬁé pgcl%q:(gfg?syapg dhe,usery ogat% 16, PF son that has

accessed the dat a is wl ow det ecti on unaut ori sed accesses .
The data cont rioft ek reSSes vefCAB 4 4 IaREJelc%thqraind%ﬁf@ technol ogy to enabl e

identificati Orllk@lfheri@id@tfforﬁlsﬁf&oé@lé/eé&:h P IHLAL ONG: B Gre AdIENT T cati on
protocol s such as Radj us sed. Also, digital certificates,

be
smartcards and*tFtecttiyta e‘F‘?/‘T @rPbe T¥Etcarsis and directory

services can be used.
10
Routers, switches with access control lists
J and/or state of the art files will all be used to
| protect the server 18.

15 The system will provide an automatic unattended
backup of the hard drives of the server 18 and its
operating system. An automatic UPS battery backup
system will provide the server with power during power
outages. The UPS will be separate from any normal

20 backup used to power the site. It will also be
equipped with software to automatically close open
files and shut down the system at the end of the
battery life.

25 The data control centre server 18 will generate
an audit log which will be stored or printed. The
audit log will contain information regarding direct
access by users, identifying the users by their names,
passwords and date and time of access. The log will

30 also contain details of system status with offline
dates and times for each part of the system. Power
outages will also be logged by date and time in each
part of the system. The communications log will
contain data on the date and time of communication

35 with the country hub server 17, the dates and times of



Routers, switches with access control lists and/or state of the art files
will all be used to protect the server 18. 15 The systemw || provide an
automati c unattended backup of the hard drives of the server 18 and its
operating system An automatic UPS battery backup systemwi |l 'pr.6wi dé the
server WWROHHWEY during power outages. The UPS will be separate from any
normal 20 backup used to power the site. It will also be equipped with
software to automatically close open ;files and shut down the system at the
end of the battery life. 25 The data control centre server 18 wll
generate an audit log which will be stored or printed. The audit |og wll

contain i nf Ordwrhoft ARG NG G rShlor AGRRSS, BY LSS, flonti Tyl ng the

users by their names, password: te and ti'me of acceéss. The log w |
30 al so cont &3t idet &Y% o PyEdm St ftusthii tdetef fdameoldateed rand times for

each part of dihe mysiamsiPaRicuAWA85 Mdd dlsqe logged by date and
time in each part of the system The communications log will contain data

g W
on the date &S DIFTRRRIMEHT 0of F Wit Rche Ccoldier ywitkgb ofer ver 17,
the dates andHd mEs «af WerGH iR DL806 comMmicatognrs oM e yreot e users e, g.
19 arid ?0, dspacket Zaiza%%rarlrs?mt;f[ed to the data control .centre, the
packet size downiGadéd R 1 dHt & TERST SPNgERERE A6 Hatbti&Susers, e. g.
19 and 20. The i zdheofmdmeshe f idses ¢ raans Mitetied phe sioe ddatzmdcaateel centre
server 18 and a, l.qg of renpte nmnagenent activities

10 The data control centre server 18 will
periodically poll the country hub servers 17 in order
to retrieve data from them. The data will be stored
on an Oracle server. The server 18 will acknowledge
completion of data transfer to it. The server 18 will

15 collate and sort the data it receives.

From the above, it will be appreciated that this
system has several inbuilt alarms to warn of
tampering. Each remote terminal unit 15 has signals

20 indicating power failure, breach of the physical
enclosure, failure to enter correct passwords, failure
of communication link, tampering with the sensors
connected to the remote terminal unit and a
temperature alarm. Each file/communications server 11

25 and 16 ({(both for the replicating machines and the
laser beam recorders) will have alarm signals
indicating a power failure, tampering with the
physical enclosure in which the server is located,
failure'to enter a correct password, failure of

30 communications, an excess temperature alarm and an
alert regarding a computer virus. Each country hub
server 17 will have alarm signals indicating power
failure, a breach of the physical enclosure
incorporating the server, a failure to enter a correct

35 password, a failure of communication, an excess



with the nanes of users and their passwords and dates and tines of access.
10 The data control centre server 18 will periodically poll the country
hub servers 17 in order to retrieve data fromthem The data will "be
stored on an Oracle server. The server 18 will acknow edgs/creoonpl eti on of
data transfer to it. The server 18 will 15 collate and sort the data it
receives. Fromthe above, it will be appreciated that this system has
several inbuilt alarms to warn of tanpering. Each renpte termnal unit 15
has signals 20 indicating power failure, breach of the physical enclosure,
failure to enter correct passwords, failure of conmunication |ink,

t anperi ng wi tiFRRTE adeiSord aoridectedetating Eendt eomephtnalionét and a

tenperature afrar mstEach fdide/ communi cati,ons segyern Aévg5a§5'f'm16 (both for
the replicatin chines and the . .laser beamrecorders) wll have alarm

si gnal s iruﬂ%éﬁﬁgmf SGRET ScaitPdi &2t L afper PRYSH £ALLHES, pAysi cal encl osure
in which the fsariver its leatatred, cofrakkbur patoweniipraargOrniest opassword,
failurefﬁf 30. comuni_cations, an _excess teg%erature alarmand an alert

regardi ng a COMBUTErAiFis. 2PalhCC8ant FUPREBE UERt ver CY¥PWEFT have al arm
si gnal s i ndi odtrusg powerlaftdichupd, phybieathaoteshetphysécatresnc! osure

L ncor porati ng. NG $LMEk1 o b3 hiLgubOaBBLEL, 8, CORLEEL 22 PRgsyord. a
failure of conmunication, an excess . - Fr" tefperature of A al ert
relating to &3goepiner apdr daterfrsedaeacantbefezentyessetved a&8dwi I | have

al arm dealt with.
10
From the above it will be appreciated that the

system allows collection in the central database of °
information regarding creation of a master stamper and
then the production of optical disks from the master

15 stamper. As mentioned above, a unique signature code
is hidden on the master stamper and this unique
signature code is then replicated by a replicating
machine in the optical disks. Information supplied
from the laser beam recorders 10 and the associated

20 file/communication servers 11 will supply the
database with a record for each master stamper of a
signature code associated with the fingerprint data
for the tracks which are recorded on the master
stamper. Considering musical tracks, the fingerprint

25 information will be extracted via an algorithm from
each musical track. For instance, the algorithm could
choose 100 points of comparison in the track and use
this as a track identifier. The direct association of
a signature with fingerprints of tracks enables

30 detection of illegal optical disks, because for each
signature code found an investigator can determine
from the database of the data control centre server 18

what tracks should be on the relevant optical disks.

35 The first step in an antipiracy campaign would be



signals generated indicating a power failure, a failure to enter a correct
password, a failure of 5 communi cation, an excess tenperature, a conputer
virus, a violation of physical access to the server and a violation of .

CAED

di al up access to the server. Thus tanpering and interference can béﬁébsﬁﬁy
spotted and dealt wth. 10 Fromthe above it will be appreciated that the
systemallows collection in the central database of information regarding
creation of a master stanper and then t;he production of optical disks from
the master 15 stanper. As nentioned above, a unique signature code is

hi dden on the master stanper and this unique signature code is then

replicated by a_r j.cati chi 10 the optical disks. |nformation
suppl i ed fron??hgg%gsg% gggn??%éégge?% Tﬁt%ﬁﬁit'éﬁésﬁgéiét%ﬂﬁﬁﬂ““LL
fil e/ communi cagtoalser Vershdtewis| ngupphyatines oatabaseiwktbhenrecord for

each master stagpeg Qil?ckﬁéiQ”é‘éHtﬁc‘?tf&get}‘?‘é@OﬂafgdaWH;é?%g;é;@%rp” nt

data for the tracks wh are recorded on the nmaster ta nsi dering
nusi cal tracksitthdl}ingerPPTaciated ntrhuthonsignatpeeexithcked via an

al gori t hmsfromnigash smsteal phracks H08 NSt ancse: 1hendd 9osid g coul d
choose 100 points of conparison in the track and use this as a track
i dentifier. ThESEHrakq %%%o%?%fi%#ﬁ%ﬁbeeﬁgﬁiﬁmuLwe with fingerprints of
tracks enables 30 detection of illegal optical disks, because for each

signature code foung, investigator can determne fromthe database of
the data control ce éibs%? %ﬁc%hfnt personnel would use optical

disk readers to check in the field whether an optical
10 disk has a hidden signature and to determine the
fingerprints of the tracks recorded on the optical
disk. They would then use the central data base on
server 18 to identify from the read signature which
master stamper is relevant and then which replicator
15 facilities are relevant. Then they could identify
Intellectual Property ownership of the tracks by
comparing the fingerprints of the tracks with
information stored on the central database. This
information can be used to ensure that licences have
20 been granted for each track and royalty fees obtained.
Also if a legal action is needed the Intellectual
Property Rights holder can be identified for the legal

action.

25 In the present invention the unique signature is
time-specific to the creation of the master stamper.
This is a novel way of approaching the encoding of

information on the master stamper.

30 The single hidden signature can give details of
when, where and who made the master stamper along with
the information regarding the musical tracks.
Associated with the signature there will also be
information regarding the operator of the machine

35 creating the master stamper.



what tracks should be on the relevant optical disks. 35 The first step in
an antipiracy canpaign would be to | ook to see whether an optical dJSk had

a signature at all. If there is no signature on the disk then 't her é i | |
be a deduction that it is an illegal copy. It will be appreciated that the
signature will be 5 hidden on the part of the disk that is not usually

used and the code will be short. Field enforcenment personnel would use

optical disk readers to check in the field whether an optical 1D di sk has
a hidden signature and to determne the fingerprints of the tracks

recorded on the optlcal di sk. They woul d then use the central data base on
server 18 to |dentﬂ?@‘*?Qﬁﬁ%%ﬁaW%%%j@%s@n§P@¢é1Wh9@ﬁ01ﬁﬁgﬂéﬁlstanper i's

rel evant and rdien i ch drepldgatiorsi o facili WS are fel.eyanta+Then they
could identif | nt.el | ect ual Property ownership of the tracks by conparing
the fingerpritt<®fYWe tracks with information stored on the central

dat abase. This information can be used to ensure that Iicences have 20

been granted for ch tr d royalty fees obtai i.f a lega
action %2 needed ?ﬁ% gﬁﬁngﬁﬁaP% %& pé&rty TRAGHEE W@F&ép &ﬁlﬁe i denti fied
for the IegaBleM|u@entZ§M0@tub@ pﬁesédEgaﬁventuaatuhe uritque si gnature is
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si ngl e hi dde®N$irgisat Pre paiicalofliskheto WAsteordsd whochmde t he
master stamehval @Rg Wohhtoring system in place. Once the

10 monitoring system is in place then the production runs
can be monitored and any unusual activities
identified. For instance, the sensors associated with
the remote terminal units will be able to
devise/derive a rate of production of compact disks.

15 If there is an unusual rate of production then an
alert can be notified to the administering authority
who can investigate further. Furthermore, if the
sensors connected to the remote terminal unit indicate
that for a particular run of CDs, the total time taken

20 appears to be too long then again an alert can be
indicated. Furthermore, if there are unusual changes
in patterns of operation when certain operators are
using the replicating machines then this again could
indicate illegal activity and would be investigated.

25 Operation of the machines at unusual start times could

be investigated.

It is envisaged that the central server 18 will
periodically provide information regarding production
30 runs to the holders of Intellectual Property Rights
(e.g. record companies). The holders of the
Intellectual Property Rights will input to the central
database fingerprint information for each track to be
reproduced. Thus the fingerprint information received

35 from the optical disk readers associated with the



the information regarding the nusical tracks. Associated wth the

signature there will also be information regarding the operator

machi ne 35 creating the naster stanper. The database will also c
information relating each master starnper to subsequent replicatlon
operations. 5 The nmonitoring of the replication machine will allow
identification of illegal activities. It is envisaged that the owner of
musical rights will only entrust production of optical disks to factories

whi ch have the nonitoring systemin place. Once the 10 nonitoring system
is in place then the production runs can be nonitored and any unusual

activities 'g%B&ﬁEb@@onFﬁéchﬂ§%$nx9§m1(9 esle@é@rﬁvaéé@%megwth the

renote ternminal " units w | evise/derive a rate of production
of conpact di skR§Vel5tpf igpBEETY sWakCintB@ls rate Fing ortivitehen an

alert can be pothfigd h@d&i@ﬁ adgh At st &1 éa RO Ve hah €Akl Nvesti gat e
further. Furthernore, if the ensors, connected to the renpte term nal unit

indi cate thafiférIT8&agarei eards +oAnbiICOde (S Gt AL ATRRES AR 20 appear s
to be tog Ionghwnntngabpta@aal eltkcamrdveinglicaietbattadt hernore, if there
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particular tracks at which production facilities and
10 from which master stampers. This information can then

be checked with the records of licences held by the

Intellectual Property Rights holders to ensure that

the reported production runs have been authorised.

15 Over time the central server will build up a
history of the average rate of reproduction of each
track. If the information received by the central
server indicates a significantly increased rate of
production then an alert can be sent electronically to

20 the relevant Intellectual Property Rights holder.
This can be analysed by replication machine and by
operator so that if a particular machine is regularly
used to replicate unpopular tracks or if a particular
operator is regularly responsible for a production of

25 unpopular tracks then an alert can be issued.
Unusually high production runs for unpopular tracks
would indicate that an operator is trying to fool the
monitoring system by informing the system that the
unpopular track is being replicated whilst in reality

30 replicating a popular track.

The Intellectual Property Rights holders (e.g.
record or software companies) can input sales figures
of optical disks into the database of the central

35 server. Then the central server would compare the



periodically provide information regarding production 30 runs to the
hol ders of Intellectual Property Rights (e.g. record conpanies). The
hol ders of the Intellectual Property Rights will input to the centrali
dat abase fingerprint information for each track to be reproduced. Thus the
fingerprint information received 35 fromthe optical disk readers
associated with the IV, replication machi nes woul d be used by the central
server to identify which tracks are being replicated. Al so the hidden
signature code read by the optical disk readers would identify the naster
stanpers from5 which the optical disks are being replicated. Therefore
the Intell ectuabtRilopectiycRight sebotded sfeanan heppioyi dedsel £edyoni cally
with information __Lﬁ%gﬁ%&di\,1:,|gehhoiﬁ]\f‘g&lgyl\__1 ptical dicf,ksmare bei ng Teplicated
with particul af "tracks at- which production TacititTesPHd A F4h whi ch
mast er st anper sanThesigatedmati on can then be checked with the records of
| icences held by the Intellectual Property R ghts holders to ensure that
the reported production runs have been authorised. 15 Over tine the central
server wi Pl build uph@ canE¥df ySofvehecaverafe triste wii¥epmducti on of each
track. If the hpiosgatpeoatecehNedabyethe GeMdAls SETVE giNgicates a
significantly increased rate of production then an alert” can be sent
el ectroni cal | yP¥8990tt e Felevahtt¢ el Perdueliomrogdrangq Gt s hol der.
This can be anﬁéh@@dsDYféﬁpéé@}atﬂ)@édLE@&irﬂrﬂefaaﬁQibw. mmesAitdlosa that if a
in

rticul ar ine is,requl arl repli n | ar tracks or if
particul a matcprogu s. requl a I_\[nsusedto eé)e aclaetreteudpfocpu ar tracks or a

A

ction “patte can then r subsequent

parti cul ar
10 closer investigation.

The central server will be programmed to consider
the reject rates of each replication machine.
Unusually high reject rates will trigger an alert.

15

The central server will be programmed to consider
the replication rate of each machine. Typically a disk
will take 3 to 5 seconds to produce. Significant
deviations from such a production rate will cause the

20 central server to issue an alert.

The central server will be programmed to consider
_how long each replication machine is inactive whilst
the master stamper is changed. Any unusually long
25 period will cause the central server to issue an

alert.

An improvement to the system described above
could be achieved by‘adding to the replication machine
30 a further reader 61 (see Figure 6) which reads a
visible bar code provided at the centre of each
optical disk. Such visible bar codes are commonly
provided as identifiers on optical disks. The reader
would read the bar code and send a signal to a local

35 remote terminal unit 15. The information provided by



operator is regularly responsible for a production of 25 unpopul ar tracks
then an alert can be issued. Unusually high production runs for, unpopuyl ar

;
tracks would indicate that an operator is trying to fool the o Ftoring
system by inform ng the systemthat the unpopular track is being
replicated whilst in reality 30 replicating a popul ar track. The

Intell ectual Property R ghts holders (e.g. record or software conpanies)
can input sales figures of optical disks into the database of the central
35 server. Then the central server would conpare the total production
recorded for an optical disk against recorded sales. where there is a

di;crepancy thﬂEe%Hgn%ﬁnwgglasﬁgegom?a¥%% %%ri@hesﬁﬁ eL.gan gver tinE.
build up an average “production pattern (in terns of fength of ™" production
runs, rate of fFPGdGeti 6, Lohargéever dpeki edsylefob4esohepsodacthan
facility. Excepll amghtiRyoducthanopalbanng;canphneaqbensalaLl ed fior
subsequent 10 cl oser investigation. The centr server w1 be programed
to consider tHelfepédfyingeshaf reréhcrERHi datkenimmehprasticuhasual I'y hi gh

reject rates weblithtgear ran akethe &5mENBsCERLr @heSERYET oW Lhcbe
programed to con5|ger, %he FEE|IC tion éate of ,each machine. Typically a
disk will taRBt3CRs §1§&80REE ?8e§r88u5 © EPPLiFREARR BeGPARPons from such
a production dateny khecadse thpli2@tdent rah.server to issue an alert. The
central server will be progranmmed to consider
The database of the central server will typically
10 comprise at least two separate databases, a first
production database which stores information received
from the master stamper production machines and the
replication machines and a second database entering
identification information received from Intellectual
15 Property Rights holders providing them with
fingerprints of trades.

Any tampering with the monitoring system would be

alerted in the way mentioned above.

At present it is envisaged that external sensors
will be used attached to the replicating machines, but
in future these sensors could be incorporated in the
replicating machines themselves. In fact, this could

25 be simply done by modifying operating systems software
rather than the attachment of new hardware. In this
case the monitoring system could be improved by adding
an authorisation function. The Intellectual Property
Rights holders could input to a database held by the

30 central server authorisation information regarding
what replication runs have been authorised. Befcre
each replication run the software on a feplication
machine would interrogate the database to determine
whether the run is authorised. Unauthorised '

35 replication would not be allowed by the software. The



how | ong each replication machine is inactive whilst the master stanper is
changed. Any unusually long 25 period will cause the central server to
issue an alert. An inprovenent to the system described above coul dibeilh
achi eved by adding to the replication machine 30 a further reader 61 (see
Figure 6) which reads a visible bar code provided at the centre of each
optical disk. Such visible bar codes are comonly provided as identifiers
on optical disks. The reader would read the bar code and send a signal to
a local 35 renote termnal unit 15. The information prOV|ded by 10: this
signal woul d be ared wth t |nf rmat i rOVI by the optical disk
reader 54 to éﬁgﬁf\ wat™She gn % 61" Fﬁg 5pt|c §é’ P¢ed in the
reader 54 |ddntmﬂywmg«tﬁeLrephucate@idhsks |mqaLmaruraular 5 replication
un 1S i samg.as s didentd w0k, LRe e 18R oBl diSke Lanlaced on the
replication nmachiné eplication’r tabase of the
central servemwomld b@ym&ﬁmub¢edl@né6npﬁl§@C§teﬁ@@@ﬁlpW@lseparate dat abases,
a first productign database ;whigh starnes information received fromthe
mast er st anper proéuctlon machi nes and the replication machines and a
second dat abase entering identification information received from
Intellectual 15 Property R ghts holders providing themwth fingerprints
of trades. Any tanpering with the nonitoring systemwould be alerted in

t he way nentioned above.



20 At present it is envisaged that external sensors w/ll be used attached
to the replicating machines, but in future these sensors could b
incorporated in the replicating machi nes thenselves. In fact, |s Could
25 be sinply done by nodifying operating systens software rather t han t he
attachnment of new hardware. In this case the nonitoring system coul d be

i nproved by adding an authorisation function. The Intellectual Property
Ri ghts holders could input to a database held by the 30 central server

aut horisation informati on regarding what replication runs have been

aut horised. Before each replication run the software on a replication
machi ne wollIldhiM# errogate t he database to determine whether the run is
aut hori sed. Unaut horised 35 replication would not be allowed by the
software. The central server would send an alert to the rel evant

I ntellectual. Propeihy theliter 6§:taakicng fn@fllt@ﬂﬁ.h@r-ﬁgéaﬁgﬂl@ﬂ an exceptional
basis. Replication would be permtted only if such exceptional 5

aut hor i sat it iicalr diekeedy eLRING21itA ABNPPBiFrAg dyskenePbicabhPRori ng
productison ol Chl%% 'E%EaQ'ﬁkEhggl a?? rabhby Oofﬁﬁtég?ﬂ digk, rgﬁllcatlon 5

machi nes | O&at e physica on1eac er al a p Ura |?y of
product i on dlagialiityesf phedunnubﬁrfag1$ysﬁeg1 chapnosi bgr i RGNSPELterans
associated with each replicating machine for sensing how nany opti cal
di sks are pFo®Ecé€dHy the 10 replicati on nmachine;

sensor means associated with each replicating machine
for sensing how many optical disks are produced by the
10 replication machine;
local computer apparatus individual to each production
facility which receivers signals from the sensor means
associated with each replication machine of the production
facility, the local computer apparatus processing and
15 storing at least temporarily data derived from the received
signals; and
central computer apparatus receiving via a
telecommunications network signals from each local computer
apparatus of each production facility and processing and
20 storing centrally data derived from the received signals;
wherein:
the central computer apparatus creates a record of
production activity of all of the optical disk replication
machines to allow the production of the replication machines

25 to be analysed cantrally.

2. A monitoring system as claimed in claim 1 wherein:
the sensor means associated with each replication
machine comprises:
30 a first counter which counts total production of
optical disks by the replication machine; and
a second counter which counts the number of optical

disks rejected by the replication machine.



| ocal conmputer apparatus individual to each production facility which
receive.- signals fromthe sensor means associated with each repll @ati-on..
machi ne of the production facility, the | ocal conputer apparatus
processing and 15 storing at |east tenporarily data derived fromthe
received signals; and central conputer apparatus receiving via a

t el ecommuni cati ons network signals fromeach |ocal conputer apparatus of
each production facility and processing and 20 storing centrally data
derived fromthe received signals; wherein: the central conputer apparatus
creates a record of production activity of all of the optical disk

replication machidies 9 |Quitdhe Jr edugldean iof ctiheq eplieatianprchi nes
25 to be analysed centrally. 2. A nonitoring systemas clainmed in claim1l

wherei n:  fhestsensbrsansmts caswideirat edenioplt icadhdeapkiesat i on  machi ne
conprises: 30 a first counter which counts total production of optical
di sks by the replication nachine; and a second counter which counts the

nunber of ppti calmorditshs eissetesh By thainepl Keathgnomachirngne3. A
monitoring systemas clainmed in claim?2 wherein the first and second
count er’s @IreEWingalc lddyisc €9mpg isAngpRddaEingady¥tem as claimed in any one

ﬁgahgeasgogir g incl\i%tlﬁ'yggagﬁer%r%g%r h%&ﬂ% AddhLL! QQQEEXét%”%&%PaQ?ﬁrab' e I nput
pl i cation machrne and connéecte 0 the | ocal
conput er mEplaRituSOTRath neephdcabharcraahtberhvheserd: cobhpugapual |y
operabl e Iggggigyﬁin%fagg%ﬁsrgg%igggggnoaachine; wherein:
the manually operable input means allows the input of
10 operator identification information which identifiés the
human operator of the replication machine;
the local computer apparatus reiays to the central
computer apparatus received information regarding human
operators of each replication machine at the relevant
15 production facility; and
the central computer apparatus stores in respect of
each recorded production run the identity or identities of
the human operator or operators of the replication machine
during the production run.
20
5. A monitoring system as claimed in any one of the
preceding claims wherein timing means is provided associated
with each local computer apparatus whereby the local

computer apparatus can record the start times and finish

25 times of production runs of the replication machines.

6. A monitoring system as claimed in claim 5 wherein the

local computer apparatus determines a rate of production

from the start times and finish times of the production runs
30 and from the recorded numbers of optical disks;

information regarding the rate of production is



10 operator identification information which identifies the human operator
of the replication nmachine; the |ocal conputer apparatus relays to the
central conputer apparatus received infornmation regardi ng humani 7 operators
of each replication machine at the relevant 15 production facility; and
the central conputer apparatus stores in respect of each recorded
production run the identity or identities of the human operator or
operators of the replication machine .during the production run. 20 5. A
nonitoring systemas clainmed in any one of the preceding clainms wherein
timng nmeans is provided associated wth each | ocal conputer apparatus

wher eby the,loggl cofOPRUL EEmPAPPRF AL MS. LN 4 8608 d e starty tiges and finish
25 times of production runs of the replication machines. 6. A fonitoring

syst em asapbaraedsimnocl tdns Svivdigner ntliherepaoad conpsd erf gppahattuon
determ nes a rate.of progduction mthe start tines and finish tines of

. f :
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informati gamse9ardingr-the rate of production is sent to central conputer
apparatus and the central co pater apparatus nonitors whether the reported
rates of production are within usual ranges and reports exceptions to a

system admnistrato 5 7. itoring syst.em.as cl ai iLn any one of
the pr ecgdi ngﬁc %I?lrr%?r%rsgéntn%ea%ecnls%rmér/rd;alr?s ahna¥veonaesrsgt;efizjite}fteed therewith
t anper i ngp et egin®ncTEans, Wate detend Sdrasmemnidiths Madve e czarsed means
and provi des signals indipatinq: . )

therewith tampering detectilion means which detects tampering

with the sensor means and provides signals indicating |

10 tampering to the local computer apparatus, the local
computer apparatus passing records of sensed tampering on to

the central computer apparatus.

8. A monitoring system as claimed in any one of the
15 preceding claims wherein each local computer apparatus is
located in a physically secure container and tamper
detection means is provided associated with each physically
secure container, the tamper detection means providing
signals indicating tampering with the relevant container and
20 the local computer apparatus receiving the signals and

relaying the signals to the central computer‘apparatus.

9. A monitoring system as claimed in any one of the
preceding claims wherein each replication machine uses a

25 master stamper in the replication process and the monitoring
system additionally monitors production of master stampers
by a plurality of physically remote master stamper
production machines at a plurality of master stamper
production facilities, the monitoring system comprising

30 additionally:

local computer apparatus connected to each master

stamper production machine at a master stamper production

facility which local computer apparatus



10 tanpering to the |ocal conputer apparatus, the |local conputer apparatus
passi ng records of sensed tanmpering on to the central conputer: apparéatus.
8. Anonitoring systemas clained in any one of the 15 preceding clains
wherein each | ocal conmputer apparatus is |located in a physically secure
contai ner and tanper detection neans is provided associated wth each
physically secure container, the tanper detection nmeans providing signals
indicating tanpering with the relevant container and 20 the | ocal conputer
apparatus receiving the signals and spelaying the signals to the central
conput er apparatus. 9. A nonitoring systemas clainmed in any one of the
precedi ng claims wherein each replication machi ne uses a 25 nmaster stanper

in the repldeGatkoniBrhacess and:-thengopit oLt fbpe s YStEM AdHhL i RNald Y moNi tors
production of master stanpers by a plurality of physically renmote master
st anmper “irigdudnicdndraéhinewahion peoreding af sigsaurstarder production

facilities, the_.noni rin stem conprising 30 additionally: |ocal
conputerIgﬁﬁggggugnc%ﬁﬁe@ %§¥ osg%m gﬁhs?% gl%?%. %ﬁm%HQﬁﬂungﬁfﬁﬁﬂﬁﬂ ne at

a nast er rglappay REEdUThi 88gafachdi tie Wi Gt @fal cERITUE &fhaRRAEt4s 30
receives signals frommaster stanper production machine which include

i nf or fat ICORPHEGAr dPRGratyfgnakdre code recorded on the master stanper, the

| 0o SOt eLoTihet Bhvsqy ! AYLR0: L UL s, BRI Rl g onature code o
wi th eackepfiephttahi @achieh nehe tder 0pil oid siflisdadeeadaradigafiang a
signature code from one or more optical disks produced by
each replication machine, the signature code recorded on
10 each optical disk having been replicated from a master
‘stamper; wherein:
the local computer apparatus associated with each
replication machine relays to the central computer apparatus
details of the signature code read by the optical disk
15 reader associated with the replication machine; and

the central computer apparatus records information

regarding signature codes received thereby.

10. A monitoring system as claimed in claim 9 wherein each

20 master stamper production machine relays to the local
computer'apparatus associated therewith fingerprint
information regarding content recorded on the master stamper
and the local computer apparatus relays the fingefprint
information to the central computer apparatus along with the

25 signature Codesjand the control computer apparatus records
which fingerprint information is associated with each

signature code.



signature code fromone or nore optical disks produced by each replication
machi ne, the signature code recorded on 10 each optical disk hawing been
replicated froma master stanper; wherein: the |ocal conputer apparatus
associated wth each replication nachine relays to the central conputer
apparatus details of the signature code read by the optical disk 15 reader
associated with the replication machine; and the central conputer apparatus
records information regarding signature codes received thereby. 10. A

noni toring systemas clainmed in claim® wherein each 20 master stanper
production machine relays to the | ocal conputer apparatus associ ated
therewith fingerprint information regarding content recorded on the master
stanper and the |ocal conputer apparatus relays the fingerprint
information to the central conputer apparatus along with the 25 signature
codes and the control conputer apparatus records which fingerprint
Information Is;agsae gt ‘Egm%%’cgre ar§tx9§‘a£é”fo&£ﬂecor%ué%r aL@&aPthfs
conput er apparatus as |ocal conputer apparatus 1n a nmonitoring system as
cl ai med i nnragy mongétofriababpstémt 8s &1dOmed 2in Usey adnea €OMPLY s appay at us as
control conputer apparatus in a nonitoring systemas clained in any one of
claimsd1 ti9-10. 10

12. Use of a computer apparatus as control computer
apparatus in a monitoring system as claimed in any one of
claims 1 to 10.

10



