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ARRAY Technical field [0001] The present invention relates to storage
systems. In particular, the present invention relates to a system and a
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[00153j0MMeRjieraty configurations have been proposed for handling such a high
failure rate. For example, RAID 6 (n + 2) having a distance D = 3, double
mirroring (1 + 2) having a distance D = 3, and RAID 51 (n + (n + 2)) having
a distance D = 4 have all been proposed as solutions for handing a high
failure rate. Nevertheless, all of these array configurations have
shortcomings as will be described in connection with Table 1 and Figure 2.

[0016] What is still needed is an array configuration that provides improved
performance, protection and efficiency over conventional approaches.

Disclosure of the invention

[0017] The present invention provides an array configuration that provides
improved performance, protection and efficiency over conventionat
approaches.

[0018] The advantages of the present invention are provided by an array
controller coupled to three data storage units and three check storage
units: a (3 + 3) configuration, referred to herein as a RAID 3 + 3 array.
Information is stored on the data siorage subsystem as a symmetric




approaches. [0018] The advantages of the present invention are provided
by an array controller coupled to three data storage units and three check
storage units: a (3 + 3) configuration, referred to herein as a RAID 3 + 3
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symmetric WO 2005/006173 PCT/EP2004/051385 2 Maximum Distance
Separation code, such as a Winograd code, an EVENODD or a derivative
of an EVENODD code, or a Reed Solomon code, The array controller
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increase the level of protection. See, for example, US Patent Application
Serial No. 10/619,641 (Attorney Docket No. ARC920030014US1), entitled
“Anamorphic Codes”, US Patent Application Serial No. 10/619,649
{Attorney Docket No. ARC3-2003-0015U81), entitled “Autonomic Parity
Exchange,” and US Patent Application Serial No. 10/619,633 (Attorney
Dockset No. ARC9-2003-0016US1) entitled “Multi-path Data Retrieval From
Redundant Array”, and each incorporated by reference herein.

[0024] Figure 1 shows a RAID 3 + 3 storage subsystem 100. Subsystem 100
includes an array controller 101, three data storage units A, Band C
containing data and three check storage units P, Q and R containing
redundant information. Data storage units A, B and C and check storage
units P, Q and R typically are Hard Disk Drives (HDDs), but will be referred
to herein as storage units because the present invention is applicable to
storage systems formed from arrays of other memory devices, such as



"Anamorphic Codes", US Patent Application Serial No. 10/619,649
(Attorney Docket No. ARC9-2003-0015US1), entitled "Autonomic Parity
Exchange," and US Patent Application Serial No. 10/619,633 (Attorney
WDaEINT3ARC9-2003-0016US1) entitled "Multi-path DataPR&Etrieanak/051385
From Redundant Array", and each incorporated by reference herein.
[0024] Figure 1 shows a RAID 3 + 3 storage subsystem 100. Subsystem
100 mcludes an arra controller 101 three data stora e unlts A, BandC
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thremcours due to storage unit failures. Additionally, by keeping the number of
storage units within the subsystem low, the chances of units failing within
each subsystem is reduced in comparison to subsystems that use a larger
number of storage units.

[0029] An additional benefit occurs during the repair stage when havingb z 2
(i.e., there is remaining redundancy) allows the recovery of further,
perhaps small, data loss events by any unit that is being used during the
repair process. Furthermore, when one or fewer storage units have failed,
array controller 101 of RAID 3 + 3 subsystem 100 is able to repair data
from any storage unit that refums incorrect data.
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storage units without losing the data set. This is a property of a Maximum
Distance Separation (MDS) erasure code; such as a Winograd code, an
EVENODD or a derivative of an EVENODD code, or a Reed-Solomon

WELHESARAID 3 + 3 storage subsystem 100 uses. The reSliEFPANF/ 051385
failure permits repairs to be made td RAID 3 + 3 storage subsystem 100 in
a less urgent fashion for conventional RAID system configurations. That
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igure 2 an array size of m = 16 is assumed, and 250 GB storage units
with a 1 Million hour MTBF and a hard error probability of 1 in 10' bits
transferred. Horizontal line 201 at a protection level of 1 indicates a
selected protection target of 1 data loss event per million storage units per
5 years. Starting at the feft side of Figure 2, the protection levels provided
by a RAID 5 system configuration and a Mirroring system configuration
{both distance D = 2 solutions} do not meet the selected protection target
(line 201), revealing a need for a stronger solution than provided by either
of these two system configurations.. A RAID 6 (n + 2) system
configuration at distance D = 3 has high efficiency, but falls far short of the
reliability target. A Symmetric 2 + 2 system configuration and a 2x Mirror
system configuration are both distance D = 3 solutions that hover near the
selected protection target (line 201). These two system configurations
have similar leveis of protection, but the 2x Mirror configuration design
trades efficiency for performance. A RAID n + 3 system configuration is a
distance D = 4 solution having high efficiency, but an acutely poor write
performance with essentially the same level of protection as the distance
D = 3 solutions. Thus, there is a significant reliability tradeoff required for
achieving high efficiency.



of the system configurations listed in Table 1. The abscissa lists the
system configurations, including a RAID 3 + 3 system configuration
according to an embodiment of the present invention. The bars indicate
WEh20eeRv e protection level provided by each respective sy$&HEP2004/051385
configuration, as quantified by the right ordinate. In the example of Figure
2, an array size of m = 16 is assumed, and 250 GB storage units with a 1
Million hour MTBF and a hard error probability of 1 in 1014 bits
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write behavior as’&RaID 51 systéht ednfiguration. A @xMirror system
design sacrifices substantial eHiciency farimprovea-thewriie::.
performance. All of the D= 4 system<onfigurations shown in Figure 2
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and writing the new parities ot a_l’fl’tgf*dﬁves "THetsrderitional
technique of updating parities basél'dn changes in data will be referred

to herein as the "forward niethod" offuipdating parities.
Thus, there are situations in which the complementary method is more
efficient than the conventional forward method. When
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[0039] it follows that
[0040] (4)



Thus, the number of 10s to perform an update write for the forward
method is: [0035] (1) IOwfi,d = (t+r) + (1+r) Read o(d data and parih'es
Wrifemnv data and parities = 2D [0036] A second method that can be
wasBtsfslfdating parity in an MDS code referred to hereinf4S{@2004/051385
"complementary method" of updatitfg parities. In the complementary
method, the existing data is first read from the data drives that are not
being updated, then the new data and parity values are written. The
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mayalasoegve better |mplementat|on characteristics when, for example
[oo4agarby data is cached. [0042] A symmetric code where n =r provides a
further performance advantaggowhen the com,plementary method is used
for update writes. In a symmetric codemthe H rpmlng distance is D =r+ 1.
in the general MDS case, the number of 10s o perform an update was
shown to be IOwwWd = 2D. For a symimetric tode update using the
complementary method, [0043] (5) IOW;,Sy22 A = n+r 2r

[0044] Thus, two |Os are saved from the case of the general MDS codes using
the forward update method. This means that a symmetric code can
achieve a minimum distance that is 1 greater than a general MDS code at
the same write performance.

[0045] Referring fo Figure 1, consider a situation of an update write to unit B.
Using the complementary method, the associated old data is read from
units A and C, then the new data is written to unit B, and the new check
information is written to units P, Q and R. In contrast, the conventional
forward method would entail reading the associated old data from units B,
P, Q and R, then writing the new data to B and the new checks {o P, Q
and R. Thus, the complementary method uses six 10s, while the
conventional forward method requires eight [0s.

[0046] Distance D =4 can also be achieved using a 3x mirror. This requires only
four 1Os for an update write, but has an efficiency of 4. RAID 51 system
designs and derivatives can achieve distance D = 4 at six |Os with a
combination of the forward method and a copy, but have efficiency < .

[0047] Distributed parity can be used with a RAID 3 + 3 system configuration
according o the present invention for avoiding hot spots. Hot spots can
occur when data access pattemns are localized. RAID 5 uses distributed
parity (also called declustered parity) to avoid hotspots induced by having
a dedicated parity storage unit (known as RAID 4). RAID systems using
the forward update method will have hot spots on the parity units due 1o
the read-modify-write operations. While RAID systems using the
complementary update method avoid this type of hot spot, write activity will
concentrate on the check units. Figure 3 illusirates one method for
distributing parity across the storage units to achieve a balanced
distribution of array elements. This involves striping the data across the
set of storage units such that each storage unit has elements of all the (A,
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avoigdiserisdBpiicsd by havmg a dedicated parity storage un|t nown

[00459 RARAGHRAIGEIISING iHEBMlich e dervas HesaiednsHodhalbbayesbpt
spotsepdbessritlaHisi dueisestiifiiegoranriy-wrpa epetatioBs iyhile
RAIGtsirRiemanbingdiieungieing BEpranidele inathrs aveid thisdodseabt
hot sipetppéedeciivigimell Aormelintyetns freshecknms@inkaw e to be
illustatsidenednast llodtfativeisind nibh gesatitivacrass the istesagerLisiiscicto be
achigwiedial tire ddtalistgivatidresdiayiayt etey bataddiiie thwdiviest sty giog e
the dathegrivedants sfdhefappesgledicitsreach that each storage unit has
elements of all the (A, WO 2005/006173 PCT/EP2004/051385 7 B, C, P,
Q and R) types. Referring to Figure 3, storage units 1 are shown as the
columns, with stripes 1 as the rows. The elements are rotated 1 unit to
the right for each successive stripe. Clearly, there are many other stripe
configurations that can be utilized to avoid hot spots. [0048] While the
present invention has been described in terms of storage arrays formed
from HDD storage units, the present invention is applicable to storage
systems formed from arrays of other memory devices, such as Random
Access Memory (RAM) storage devices, optical storage device, and tape
storage devices. Additionally, it is suitable to virtualized storage systems,
such as arrays built out of network-attached storage. It is further
applicable to any redundant system in which there is some state
inlormmation that associates a redundant coirlpolent to particular subset
of components, and that state information may be transferred using a
donation operation. [0049] Although the foregoing invention has been
described in some detail for



purposes of clarity of understanding, it will be apparent that certain
changes and modifications may be practiced that are within the scope of
the appended claims. Accordingly, the present embodiments are to be
considered as illustrative and not restrictive, and the invention is not to be
limited to the details given herein, §ut may be modified within the scope
and equivalents of the appended claims. 8 Claims: 1. A data storage
subsystem, comprising: three data storage units; three check storage
Clamt?nlts and an array controller coupled to the three data storage units and

three ch ck stora e units, t earday c%)ntrol er rﬂrcrgr(}hne%k

1. A ce
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contrSylsystem according to claim 1, wherein information is stored on the data
storage subsystem as a symmetric Maximum Distance Separation code.

2. ThSdAH8HRR SIVAGR SURSYRIBIR RCARKEINGWHA:EkNIZorMaEHRIR; fiered on the
data NRENWRLRISIANGE SSERMMINLeERBAPMLISEsRPMNRGasieode. 4. The
data storage subsystem according to claim 2, wherein the Maximum
3, ThDiBaRER SAPARIMCRIS ComprisestRereSolhaon donen Dithedata
SeparSiiRgeisbnysiess avcokding odtaim 2, wherein the Maximum Distance
Separation code comprises an EVENODD code. 6. The data storage

4. Thedbhsystemaadesding toochadin Rtonhenedy thieeidiaxim iviDigtanBastance

SeparSpacationceosiés compeiseSdodenvatile of an EVENODD code. 7. The
data storage subsystem according to claim 1, wherein two of the 10

5. Thoperationgasebspsidio perations tasthfoul ofhttisirChsgdpadions: AP siaiie

Separopenatidnso8iThiesdatt SIB¥aglsedsly/stem according to claim 1, wherein
the read operations read data from the data storage units that are not

6. Thpding Wpdatenbaridcthadevdingte slserationcirrdbadatsie Rifance

Sepa@tmagedﬁmlbemg&ﬂ)@wé@tldﬁ@ﬁéﬂﬁé/mé%ﬁestorage units. 9. The
data storage subsystem according to claim 1, wherein failure of any three

7. Theldede SEREGSUNTS GRE BRSO UhI SRR P bR IS GREFSBIYC

read i BRrAbIorAGE R HAPORATROISLE ‘f[’dteﬂ?érﬁﬁf’&%torage subsystem
according to claim 1, whereln data js. re rable rom %gartra IX d t
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o s e T i SR

data ‘&&‘é&%t%ﬂﬁ%é‘m ﬁlé]ﬁ’ léﬂﬂ ?%F L oSS Tikits Yavatailed.

9. Th?(‘ﬁ%%%{%géelgu%%%g%%l %1?(90718 ing to claim 1, wherein failure of any three data

storage units and check storage units can occur before data stored on the data storage
subsystem is lost.

10. The data storage subsystem according to claim 1, wherein data is recoverable from a
partially readable storage unit.

11. The data storage subsystem according to claim 1, wherein the array controller can

recover any data stored on the data storage subsystem when all three data storage units
have failed.
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