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CONNECTI ON CROSS REFERENCE TO RELATED APPLI CATI ON [ 0001] This application
cl ai ms t hwolmsnefsbg of U. S. provisional patent applicati onPCTrs0&12863

60/ 375,684 entitled "Dynam ¢ Mdification of a Subscriber Connection,”
filed April 26, 2002. FIELD OF THE | NVENTI ON [ 0002] The invention rel ates
to the field of communications. Mre specifically, the invention relates
to enabling dynam c nodification of a subscriber connection. BACKGROUND COF
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BACKGROUND OF THE INVENTION

[0003]  In the field of communications, the need for high-speed transmission of data
including video and audio has continued to increase. Moreover, there has been an
increase in the selection of services by which users can connect to a network, such as the
Internet. Specifically, Internet Service Providers (ISPs) may allow for connectivity to
the Internet through lower-speed connections at different rates, such as 56
kilobits/second, by employing a Plain Old Telephone Service (POTS) line. Other
choices for connection, which are at higher speeds, into a network can include Integrated
Services Digital Network (ISDN), Digital Subscriber Line (DSL) service (both using a
POTS line), and cable modem service over a Radio Frequency (RF) cable line.

[0004]  Additionally, there is an increasing demand by the ISPs to allow for
modifications in the connection rates for a given type of service. In particular, the
market to provide certain services, including DSL, is very competitive. Accordingly, the
low-speed connections are deeply discounted. Additionally, there are less users of the
higher-speed connections due to the costs. Therefore, ISPs need an approach to offering

variable services, wherein a subscriber can typically pay for low-speed connection



WO 03/ 091898 PCT/ US03/ 12863 2 service, while occasionally upgrading their
connection when a higher bandwi dth nmay be needed and/or advant ageous.

[ 0005] Acworodiopgby, this enables the ISPs as well as the wearnsosizsehe | SPs
flexibility wth regard to bandw dth usage and costs associ ated therew th.
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subscri ber connection be broken, wherein a new connection is
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appar at us ‘al SO . es-a forwardi ng engi ne coup 0 nmory. The
forwar di ngy, 2pGnEtié td Q network require that the subscriber connection be broken, wherein a

new connection is re-established that applies these modifications. Accordingly,
subscribers experience service interruptions when a modification is made to the current
connection. Moreover, administrators working for the ISPs can be required to manage

the updates to these subscriber accounts and/or connections.

SUMMARY OF THE INVENTION

[0007] A method and apparatus for enabling dynamic modification of a subscriber
connection are described. In one embodiment, a method comprises receiving a request to
modify a subscriber connection to a network element. The method also includes
modifying attributes of the subscriber connection, within a memory of the network
element, without disconnecting the subscriber connection from the network element.
[0008] In an embodiment, an apparatus comprises a memory to store an attribute of a
subscriber connection between a computing device and a network. The apparatus also

comprises a forwarding engine coupled to the memory. The forwarding engine is to



WO 03/091898 PCT/ US03/ 12863 3 nodify the attribute of the subscriber
connection, while the subscriber connection is active, wthout

di sconnecwrig/opises subscri ber connection. In one enbodi nentPCTAIN® 12863 k

el ement conprises a traffic card coupled to connect a conputing device and
a network through a subscriber connection. The network el ement also
conprises a forwarding card coupled to the traffic card. The forwarding
card is to store a nunber of attributes for the subscriber connection. The
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BRIEF DESCRIPTION OF THE DRAWINGS

[0009] Embodiments of the invention may be best understood by referring to the
following description and accompanying drawings which illustrate such embodiments.
The numbering scheme for the Figures included herein are such that the leading number
for a given element in a Figure is associated with the number of the Figure. For
example, system 100 can be located in Figure 1. However, element numbers are the

same for those elements that are the same across different Figures. In the drawings:

[0010]  Figures 1A-1C illustrate systems for enabling dynamic modification of a
subscriber connection, according to one embodiment of the invention.

[0011]  Figure 2 illustrates a block diagram of a network element, according to an
embodiment of the invention.

[0012]  Figure 3 illustrates a more detailed block diagram of a forwarding card within

a network element, according to one embodiment of the invention.



4 [0013] Figure 4 is a flow diagramfor dynam cally nodi fying a subscri ber
connection, according to one enbodi nent of the invention. DETAILED

DESCRI PTIN 0B02B4§ A nmet hod and apparatus for enabling dymamusosro$ss i cati on
of a subscriber connection are described. In the foll ow ng description,
nuner ous specific details such as logic inplenentations, opcodes, neans to
speci fy operands, resource partitioning/sharing/duplication

i npl enentations, types and interrel ati onships of system conponents, and
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appr eci at ednn Q@R VREordiddo dAE effbblin®flt btht Rveatidn.t hat the invention nmay be
practiced wthout such specific details. 1In other instances, control
structures, gate level circuits and full software instruction sequences
have not been shown in detail in order not to obscure the invention. Those
of ordinary skill in the art, with the included descriptions, will be able
to inplenent appropriate functionality w thout undue experinentation.

[ 0015] References in the specification to "one enbodi nent”, "an

enbodi nent"”, "an exaqghg enbodi nent", etc., indicate that the enbodi nent
descri bed DETAILED S BYON; cul ar feature, structure, or characteristic,

but every enbodi nent may not necessarily |nclude articular.feature,
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PCT/ US03/ 1 t ow ng description and clains, the terns
"coupl ed” anghoneRENEE168e partitioning/integration choices are set forth in order to provide a

more thorough understanding of the present invention. It will be appreciated, however,
by one skilled in the art that the invention may be practiced without such specific details.
In other instances, control structures, gate level circuits and full software instruction
sequences have not been shown in detail in order not to obscure the invention. Those of
ordinary skill in the art, with the included descriptions, will be able to implement
appropriate functionality without undue experimentation.

[0015] References in the specification to “one embodiment”, “an embodiment”, “an
example embodiment”, etc., indicate that the embodiment described may include a
particular feature, structure, or characteristic, but every embodiment may not necessarily
include the particular feature, structure, or characteristic. Moreover, such phrases are not
necessarily referring to the same embodiment. Further, when a particular feature,
structure, or characteristic is described in connection with an embodiment, it is submitted

that it is within the knowledge of one skilled in the art to effect such feature, structure, or

characteristic in connection with other embodiments whether or not explicitly described.



along with their derivatives, may be used. It should be understood that
these terns are not intended as synonyns for each other. Rather, in

parti cul awoesioomdbsrent s, "connected"” may be used to indi caCca/usaai28630 or
nore elements are in direct physical or electrical contact with each

ot her. "Coupl ed" may nmean that two or nore elenents are in direct physical
or electrical contact. However, "coupled" may al so nean that two or nore
el enents are not in direct contact with each other, but yet still
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connect i ONyorg it ARIrARAGAI W [Ha b ecdd Minhsuldibetut@ersidddendtithdte tdringure 4
shows a flow diagramillustrating operations for enabling dynam c

modi fi cat ineniménded a4 byaohiie forcaninetikt. ORathérs topatiicudartemteidimelititent s of t he
invention. The operations of the flow diagramw || be described with

r ef er ences‘comected” maytbensed ®hodiate that o bt moke demgnts pes inldonsetrysiciltorshoul d
be understood that the operations of the flow diagram could be perforned
by embodi rebstricabtonggas wathecach hther.t Heouplado sray meancthaldwe axinpere clemenisge It o t he
bl ock diagranms, and enbodinments discussed with reference to the systens
coul d per fditeat Rpysicak orciestrinal e@iteght Homwgrer hepdwpled) Mé&@dn%qtﬁat W%y ence to
the flow diagram [00181 Figures |A-1C illustrate systens for enahlin
dynani ¢ noBPEICkESIEATE ROGN Gﬁté‘é’maﬁb?”th&?ﬁ‘e‘?ft‘?roh}t y&iﬁtgf&‘?'ﬂﬁer?tﬁ o frgerac
enbodi nent @{ tFe invention. As will be described in nore detail below a
syst em 100Vt €3N QM 1A illustrates a system of communications that can be
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particul ar, e system of Figure 1B illustrates a system of
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Figure 1 Cillustrates a system of comuni cations WO 03/ 091898

PCT/ US03/ 43&88cation of a subscriber connection, according to embodiments of the invention.
The operations of the flow diagram will be described with references to the systems
shown in the block diagrams. However, it should be understood that the operations of
the flow diagram could be performed by embodiments of systems other than those
discussed with reference to the block diagrams, and embodiments discussed with
reference to the systems could perform operations different than those discussed with
reference to the flow diagram.
[0018] Figures 1A-1C illustrate systems for enabling dynamic modification of a
‘subscriber connection, according to one embodiment of the invention. As will be
described in more detail below, a system 100 of Figure 1A illustrates a system of
communications that can be based on a number of protocols and configurations, while a
system 150 of Figure 1B and a system 160 of Figure 1C illustrate systems of
communications based on specific types of protocols and configurations. In particular,

the system 150 of Figure 1B illustrates a system of communications based on a cable

infrastructure, while the system 160 of Figure 1C illustrates a system of communications



6 based on an infrastructure that enpl oys DSL/ Asynchronous Transfer Mde
(ATM and Ethernet. These systens are by way of exanple and not by way of
limtati ompoamIsbher systens based on other types of protaraises/ase3 havi ng
ot her types of configurations can incorporate enbodi nents of the

i nvention. For exanple, enbodinents of the inventions can be incorporated
into a wireless infrastructure, wherein wreless concentrators can route
data fromclient devices into the network el enents descri bed herein.
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102, a enen server 108 and a network 110. As

shown, t heEtB%rngp !-‘It)ﬂergegsﬁ?e‘{r.ls%e 10 aly Df L2418 nd Rotlt)Bw aked MRhifatfing BRstherl 04

through a s cribe connection 112. The network el’ement 104 is al so
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the network elenent 104 is coupled to the database server 108 through the

net wor k 1li@corp&AR0mbodiees enthe diveation. Férexamplweibddithents of theinaentBmea
network (LAN). In an enbodinment, the network 110 is a wi de area network
(WAN) . Furdahée indoingorated wio k widdless mefyashectares sirbicimwirelessofondertfaters gan net wor ks
that couple the network elenent 104 to other conputing devices and network
el enent s coufsldath frérachiens deyigopinfo the HQW@rbﬁE@mTlWéﬁﬁqﬂheﬁglemabase server 108
stores data for a nunber of__ subscribers and thejr associated sugﬁ ri ber

connect i oni9919In aWithressad tackiguret b apastamaldd corwrives 2 ampwingde¥icadl% # el at ed
01t For ont THOVOREERI W ataRs s 0B RB R ne b RL0 o RB SRR ° (her o
subscr berommyiat praed B eati e rmsRh BhRALIM Rudn A B SR S e
connect | ortonGe T2, e nEER 5P RIS oM EbOMERIS B b BeSURSLIONET |
11 ustrat g feriobit 0. 1a%nfeMbodfHit e Hatiwdrk BleRRnt 1U4'i88blp1Ed 1 Be UDBbAE

server 108 through the network 110.

[0020] In one embodiment, the network 110 is a local area network (LAN). In an
embodiment, the network 110 is a wide area network (WAN). Further, the network 110
may be a combination of different networks that couple the network element 104 to other
computing devices and network elements coupled thereto.

[0021] In one embodiment, the database server 108 stores data for a number of
subscribers and their associated subscriber connections. In an embodiment, the database
server 108 stores data related to authentication, authorization and accounting for
subscribers coupled to different network elements within a network. In one embodiment,
the database server 108 is a RADIUS server for storing this data regarding subscribers
and the associated subscriber connections. In one embodiment, the network element 104
enables dynamic modification of a subscriber connection, as will be described in more
detail below.

[0022] Figure 1B illustrates a system 150 for routing data in an infrastructure for a

cable environment. Similar to the system 100, the system 150 comprises the computing



cable environnment. Simlar to the system 100, the system 150 conprises the
conputing WO 03/091898 PCT/ US03/ 12863 7 device 102, the network el enent
104, the watoaamses server 108 and the network 110. The sy®ramstysas so
conprises a hybrid fiber coaxial cable (HFC) network 120 and a cable nodem
transm ssion system (CMIS) 122. As shown, the HFC network 120 is coupl ed

to the conputing device 102 and the CMI$ 122. Additionally, the CMIS 122 is
coupled to the network el ement 104. Accordingly, communi cations between the

conput i ng Vi h C
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comuni catrons of a nu conputing devices 102 that are forwarded to

the CMIS 12ddent RamitniSiiOsistRNGCMTEE 12VT&s st @i BFC etwdirk dao & coupled
comuni cations into data packets, such as Internet Protocol (IP) packets,

to be routigthdeonifiging@ewoe K0RhrtatCM08 .12 08Aditiokaliy tiee CMTS 122ust rat es a
system 160 for routing data in an infrastructure for a DSL and Ethernet
envi r onmerdouplsi m tremetvoork ledenmeps | @ AC@rdingly, sysmemcatbmsbehprendes t he
conputing device 102, the network el enment 104, the database server 108 and
the netwmokipliiog datiee $92anshtha Berwarls elemeniptQ4ss rented Graugh tiuHEEMeBEQTkLi ne
et vor k 1280nd the CYBRGUAA g devi co 135, [0025] As shown. the computi ng
192) "t hr od8iiiHine Ipan AR aikdnt HE CRRPAS 107k Fade SHRBEUBRIOR ng. devi ce
132 1= COURL 80 St ARSI SR o BB AR TAS Shein .
device wit e:ivpceéle 10% %hva\lPeruJé f&%&ded to the CMTS 122. In an embodiment, the CMTS

converts the RF data communications into data packets, such as Internet Protocol (IP)

packets, to be routed by the network element 104.

[0024]  Figure 1C illustrates a system 160 for routing data in an infrastructure for a

DSL and Ethernet environment. Similar to the system 100, the system 160 comprises the

computing device 102, the network element 104, the database server 108 and the

network 110. The system 160 also comprises a Digital Subscriber Line Access

Multiplexer (DLSAM) 124, an Asynchronous Transfer Mode (ATM) network 126 and a

computing device 132.

[0025]  As shown, the computing device 102 is coupled to the network 104 (via the

subscriber connection 112) through the DSLAM 124 and the ATM network 126. The

computing device 132 is coupled to the network element 104 through an Ethernet

communications 134.

[0026]  As is known in the art, the DSLAM 124 is a device within a network that

combines a number of DSL communications into a single ATM transmission. The ATM

network 126 comprises a number of communication links for routing data based on the

ATM protocol. Accordingly, in an embodiment, the communications from the



conmbi nes a nunber of DSL conmunications into a single ATM transm ssion. The
ATM network 126 conprises a nunber of conmunication |inks for routing data
based on w3/ 04iBd pr ot ocol . Accordingly, in an enbodi nent PCrhes03/12863

conmmuni cations fromthe WO 03/091898 PCT/ US03/ 12863 8 conputing device 102
is received into the network el enent 104 as data based on the ATM
protocol. Additionally, as shown, the cgrrputi ng devi ce 132 and the network
el enent 104 conmuni cate based on the Ethernet protocol through Ethernet

communi cat/ &hé HgY Frg' ﬁOZ yﬂgce% e@[foltﬂé"ﬁetQ'Brkt é]@m 50828 dhﬂa[ﬂggé% @€ in

Figures 1 CR escrl nor e deta bel ow. Figure 2
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enbodi rrent o e rnvention. 1n particular, Figure 2 illustrates a nore

det ai | ed kliQpént 104 eIt Bi8ed &1t M@fﬂth&hargﬁabcdeHrouﬁEﬁﬁﬁm t he network
el ement 104 includes traffic cards 202-20 The network el enment 104 is not

limted tqouligumicdiions link 184.aTld eperativnd of geaystems ilRistated i Figagestlde 16et wor k
el enent 104 can include any of a nunber of different traffic cards. The
net wor k elweitiebet ded@dbedlis moradéteidibslow. cont rol card 210 and a forwarding card
212. [0028] In an enbodi nent, each of the traffic cards 202-208 and the
control caPB2710 Figare 2 Hbisuiates abloek disgzam ogﬁgem@ﬂgelyme%@cqorcgng fcarcar ds
202-208, the control card 210 and the forvvard card 21% are, coupled to
syst em bussebodimeniof ditnavenient In prEcelan Figre 2é at@ié e defiated E@gﬁr ol ,
system conflguratlon and na t tasks for the t wor nt 104. For
exanpl e, i$agrAB of HEREHPTSF ?,‘B%Hr@ 2 A5SBoun,t Ee PEWHY F’é‘ﬁn@o{“
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t he forward hat ores subscri connecti ons

for the neswork: £hEIRMds194e ngtWorl?él@HEhte} 04 also mcludes a control card 210 and a
forwarding card 212.
[0028] In an embodiment, each of the traffic cards 202-208 and the control card 210
can include a processor and memory. The traffic cards 202-208, the control card 210 and
the forwarding card 212 are coupled to system buses. In an embodiment, the control
card 210 performs control, system configuration and management tasks for the network
element 104. For example, if the forwarding card 212 needs to be updated with a new
Internet Protocol (IP) address table, such data is received by the control card 210 and
transmitted to the forwarding card 212, wherein such data is updated therein.
Additionally, as will be described in more detail below, the forwarding card 212 includes
memory that stores subscriber connections for the network element 104. For example,
returning to Figures 1A-1C, when the computing device 102 is coupled to the network
element 104, there is a subscriber connection between the computing device 102 and the
network element 104 that includes a number of attributes, including data rates (e.g., rate-

limit and policing values), access control lists, etc. In one embodiment, the forwarding



returning to Figures | A-1 C, when the conputing device 102 is coupled to
the network elenment 104, there is a subscriber connection between the
conmput i ngwoensiogs9d02 and the network el enent 104 that i nelcadesss/asasinber of
attributes, including data rates (e.g., rate- limt and policing val ues),
access control lists, etc. In one enbodi ment, the forwarding WO 03/091898
PCT/ US03/ 12863 9 card 212 updates attrbbutes of these subscri ber
connections, w thout disconnecting the “subscriber connection between the

conputing devd Wg&a rﬁggp&g{@}g%%’%ﬁ EbEERhechs, wititiig giscé\@lre@t%’getgle the
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particular, the traffic cards 202-208 can be coupled to a nunmber of data

transni ssijgpzd]i N@dorcdhérCthe fofwrardial bhrd @ 12 @roMtider foneiffeing, packerptbsessind/ or
conputing devices, as shown in Fi gure 1. Accordingly, the traffic cards
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lines coupled thereto. Such data traffic is transnmtted to the forwarding
card 212, thheaffictchids 202 £0Bican banoupdediofaf remetr of dase trossmission lings, wbiodkar ded t o
other traffic cards within the network el enent 104, as will be descri bed
in more dera¢duphss towthedr 0eBOTk Tlsmenisspdioreempeing devicedtansheve nehighie 1104 i s
by way of exanple and not by way of limtation, as network ele t s having
ot her  ar crhacerdinglyy the siafficards 38 15efive ?\%&F"}S’éﬁnéftdétaetﬁ‘tf Giﬁﬁﬁh"l’éd%sﬁafahe
present invention. Exanples of other network el enment t hat. i ncl.ude

i ncor por attENERESINABAS gop%‘?edttﬁ‘ére}:?r gﬁ‘éhgaﬁaﬁ%ﬁ‘f }SJWnEIBHFeg ' g‘fefo%a}rg’inﬁl e
forwardi ng c S or Vv single line card inc i Lonality
of Dot h 1 1 B S S ARG EHERtTerah s RamuBe v biade ke L T8,
havi ng the_forwardi Cll L hd Yoo Qi [ dis@f fic cards
could incocliif)é(%‘r"}'i1 égg (Se(til\lt"rrene?éan%?lpéigsq%rﬁtgégg%&@gggﬁl?ge?ﬁ& I(?())31] Figure 3
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par ti cul ary,Fbfihigation, as network elements having other architectural configurations can
incorporate embodiments of the present invention. Examples of other network elements
that include incorporate embodiments of the present invention could have multiple
forwarding cards or have a single line card incorporating the functionality of both the
forwarding and the controlling. Moreover, a network element having the forwarding
functionality distributed across the traffic cards could incorporate embodiments of the
present invention.
[0031]  Figure 3 illustrates a more detailed block diagram of a forwarding card within
a network element, according to one embodiment of the invention. In particular, Figure
3 illustrates a more detailed block diagram of the forwarding card 212. As shown, the
forwarding card 212 comprises a processor 310, a memory 320, a forwarding engine 302
and an authentication/authorization/accounting (AAA) logic 304.
[0032] The processor 310 is coupled to the forwarding engine 302, the AAA logic
304 and the memory 320. The forwarding engine 302 is coupled to the AAA logic 304

and the memory 320. The AAA logic 304 is coupled to the memory 320.



3 illustrates a nore detail ed block diagramof the forwarding card 212. As
shown, the forwarding card 212 conprises a processor 310, a nenory 320, a
f orwar di ryoengimses 302 and an aut hentication/authori zati omCaasoymsshg (AAA)
| ogic 304. [0032] The processor 310 is coupled to the forwardi ng engine
302, the AAAlogic 304 and the nenory 320. The forwarding engine 302 is
coupled to the AAA |ogic 304 and the ngpory 320. The AAA logic 304 is
coupled to the nmenory 320. WD 03/091898 PCT/ US03/ 12863 10 [0033] The

pr ocessor ma ' e [ , e
forwar di nglaé’gjd gli}geq{f}géésicﬁﬁgp hé%ggﬁ?fign?? rgrﬁaeggg{rrr%%??g akrrg\?%étgfboclzgsors any
of which maremgwidem foebthef erhbudimbmt nRyTohlpaise Aoke proc@seSadp b whisht h
enbodi ments of the present invention. The menory 320 stores a number of
subscr i bermgparesiiacet sriasnadsioBOfAt dre in ddvesiansanssl embedinwatseftheé presengcor ds
306 include a nunber of attributes associated with the subscriber

connect i orinvéntiohu@hagentory 820 stores adambss of subgcribet pennsotiorcrsconds 0oyl
Protocol (1P) address), the rate limt value, the policing value, the
access corithest sutisstiber gprnectipierecorssdp§ irshpleparunahes peatiiysessasspcdated WP dat a

and/ or instructions, for example, for the forwardi card 212 d
conpri se dhesuhseibasicenpaskpn.yncluding thesoyr Cﬂﬁﬁéﬁ?ﬁﬁvﬁrg&ﬁgg Fﬁur‘é"c@é%et}gﬂtﬂig@y
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f orwar di ng, 20gi g cg%lfzg%dltxgg @@@Asg%gsﬁ&%%eﬁa@m@ sl & & GALmiYBRGoRT

hﬁr dwar e(\(,g(g‘;uclg I gl execut I ng e processing described
therein L&R BRI B 16, detail below). [0035] Accordingly, the
f orwar di ng car 31‘63’1‘%9333/ I ngf ud’éﬁg}é machi ne-readabl e nedi um on which is

stored a s@b3f)fl iMShietodfRst the Borwafidtd Wi 302 dddé AQ AAIEiOF0R4 arer

processes or tasks that can reside within the memory 320 and/or the processor 310 and
can be executed within the processor 310. However, embodiments of the present
invention are not so limited, as the forwarding engine 302 and the AAA logic 304 can be
different types of hardware (such as digital logic) executing the processing described
therein (which is described in more detail below).

[0035]  Accordingly, the forwarding card 212 may include a machine-readable
medium on which is stored a set of instructions (i.e., software) embodying any one, or
all, of the methodologies described herein. For example, software can reside, completely
or at least partially, within the memory 320 and/or within the processor 310.

[0036] The operations of dynamically modifying a subscriber connection will now be
described. In particular, Figure 4 is a flow diagram for dynamically modifying a
subscriber connection, according to one embodiment of the invention. The operation of
flow diagram 400 will be described with reference to the exemplary systems shown

Figures 1-3.



all, of the nethodol ogi es descri bed herein. For exanple, software can
reside, conpletely or at least partially, within the nenory 320 and/ or
wi t hin t hwopsoemssor 310. [ 0036] The operations of dynam eairiysosrozsss yi ng a
subscri ber connection will now be described. In particular, Figure 4 is a
flow di agram for dynamically nodifying a subscriber connection, according
to one enbodi nent of the invention. The,operation of flow diagram400 w ||
be described with reference to the exenplary systems shown Figures 1-3. WO
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subscri ber ion is tecerve erence to the exenplary
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I n one enbodi nent, t transmts this request to the

forwar di nghgneues. 3R éne bbadinRAR Al dHiase deheera P tiafdhitOthissr@ BT tokh6
receives this "request fromthe subscriber and forwards this request to the

dat abase sprw£8ing@8gind302 dRsa érlssliimbnty the applécatiah atrasel akveveskhi8 can store
records for the dif%erent subscri ber connections for a nunber of network
el enent s (reqesufiormghd subscriienand fariverds this fd@pst to thectatabasedeyver (168 Aswi t hi n

t he dat abase server 108 updates the attributes of this subscriber

connect i ordeseribefl aboves; the databasespneastl 08 gan tererreeardy for dhediiigrent ubscriber an

enbodi nent, the database server 108 transmts this reque?t to

f or war di ngroangsitines 02 nygibegof rEWeilRieraent\drclBrivg (RERESR R efp?ththi@gl ( SNVP) .
e 1 or varAReRGEsHg: RiicaUsn e F AReci A0 RGP EA RS TiahrbRHB%s)  To
e VS a3 AR TE oy R SElrb 8 BB B 107
comnect ] ok gf LI S IR Y0l R PSR Such
subscri berygeuhdvuh ANt PSR [SAWPTL I ShotRE BhBodiment, the database server

108 transmits this request to the forwarding engine 302 using a command line interface

(CLI).

[0038]  To help illustrate, a subscriber, such as a user of the computing device 102,

could be connected to the network element 104 through the subscriber connection 112.

Such a subscriber may want to modify the attributes, such as the current data rate, of the

subscriber connection. Accordingly, the subscriber could transmit this request to update

the current subscriber connection to the application server 106. For example, in one

embodiment, the subscriber could communicate this request using a web page of a web

site that is within the application server 106. Such a web page may enable modifications

to the current subscriber connection.

[0039] In one embodiment, the subscriber could manually generate this request. In

other embodiments, this request could be dictated by the user of the computing device

102. For example, a first user could be an adult wherein the attributes, such as the access

control list, is different when compared to a second user, who is a child. Accordingly,

when the first user logs off and the second user logs on, such that the subscriber



the current subscriber connection to the application server 106. For
exanpl e, in one enbodinent, the subscriber could conmunicate this request
usi ng a vwb ipagwIof a web site that is within the applicacrarsoyesséer 106.
Such a web page nmay enable nodifications to the current subscri ber
connection. [0039] In one enbodi nent, the subscriber could manually
generate this request. In other enbodixents, this request could be
dictated by the user of the conputing JEVice 102. For exanple, a first
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n eh conpare 0O a secona user, OIS a

Accor di nglgy, i MG ddestioiser 1ogs off and the second user |ogs on,
such t hat ft}%tels\é%ﬁbscrd} gr \?\%%3/ 091898 PCT/ US03/ 12863 12 connection remains

active, a [9640)Pt AW REnERNAERS 6f thBirvehBsHiA8hot Bmivedid thelubeo®d web but es
for this subscriber connection. [0040] However, enbodi nents of the

i nventi on jafeffadind/drithé gsblicatiérherwes ¢ 06 forahsedmmunicetidracfthisneduest. tHoe
application server 106 for the comunication of this request. For exanple,
i n anot herexemiblrg im@mther embodinkesc thdebsaier dowld vommivniate thisirsquesiodiesstly
directly to the network el enent 104 without the use of the application
server 1060 thémetworkrelemensdé stithofibthe yprieli the applicetien sarperdi0bbMoreeveiect i on
are not limted to those request_ generated by a subscrjber. For exanple,
in ot her apgusdisferntnsiates te thersuhscribgrroanegsignage netdimiteddodigsedsquselr connecti on
may nmake periodic adjustnents to different sybscriber con tions. In
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f orwar di ng "engi
of a number of subscribers, etc.

[0041] Inblock 404, a determination is made on whether the subscriber connection is
still active. With reference to the exemplary embodiment of Figure 3, the forwarding
engine 302 makes this determination. In one embodiment, the forwarding engine 302
performs a lookup into the memory 320 to retrieve the associated subscriber connection
record 306. In one embodiment, the request for modifications includes the source
address for the subscriber. Accordingly, in an embodiment, the forwarding engine 302
retrieves the associated subscriber connection record 306 based on this address. In an
embodiment, this is the source IP address for the subscriber. However, embodiments of
the invention are so limited, as any other type of identification of the subscriber
connection can be employed. For example, in an embodiment, the identification of the
subscriber can be the Ethernet address for the network card within the computing device
102.

[0042] In an embodiment, if the associated subscriber connection record 306 is

located within the memory 320, the subscriber connection is considered active. In



perforns a | ookup into the nenory 320 to retrieve the associ ated subscri ber
connection record 306. In one enbodi nent, the request for nodifications

i ncl udes wba3poispce address for the subscriber. Accordi n@CT/USos1mn3

enbodi ment, the forwardi ng engine 302 retrieves the associated subscri ber
connection record 306 based on this address. In an enbodinent, this is the
source | P address for the subscri ber. wever, enbodi nents of the
invention are so limted, as any other pe of identification of the

y
subscri ber oﬁ@f‘gﬁﬁ%@@nga{é $bs ll@aﬁﬁé%ieo'ﬁg U300 ifuded o I EMRORIRRRL . the

identificé?lon ubscri ber can e Ethernet address for the

networ Kk cafbidr il Rsddificd ARELBA S0 s abfive. ABMEhghyNs@Rchsgpodi nent, i f

t he associ ated subscri ber connection record 306 is |ocated within the

menory 32Qonhdifiofs HRSEds VB MAHOREIAE in 48 ndndi9 330 desredhacthiesgbsctibedD 03/ 091898
PCT/ US03/ 12863 13 anot her enbodi nent, the subscri ber connection record 306

i ncl udes aohh&itidn islehgérradiicat es whether the associ ated subscri ber
connection is active. Accordingly, subscriber connection records 306 may
resi de i n [0643]nerdipon @RGmenieg thehthe subseribelzonnedion is gefrastive.ithnopesationgger
active. [0043] Upon determ ning that the subscriber connection is not
active, t d topBevadiagram 400 arerremmiledey A5 dercEhedigyvarie BsHpodiment ke descr i bed
above, in an_enbodi nent, the attributes for the suﬁscr' ber connection that
wer e r equediribtites friie shbaeriten comestion tat were reguesic to %“Hﬂiﬂt were wdated 108,

(hese it hﬁﬁﬁ@&%ﬁbﬁ%ﬁ%ﬂﬁﬁﬁépﬁﬁé@ ' éfvﬁ?% o i SRR Cannect | on.
0044] | k 406 . ni ! i i
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exenplaryc%ggggkgent illustrated in Figure 3, the forwarding engi ne 302
re-aut henticates the subscriber. In an

[0044] In block 406, upon determining that the subscriber connection is active, the
subscriber is re-authenticated. With reference to the exemplary embodiment illustrated
in Figure 3, the forwarding engine 302 re-authenticates the subscriber. In an
embodiment, the forwarding engine 302 forwards a re-authorization request for this
subscriber to the AAA logic 304.

[0045] In one embodiment, the AAA logic 304 generates a re-authenticate request for
this subscriber that is forwarded to the database server 108.

[0046] In block 408, a determination is made on whether the re-authentication is
successful. With reference to the exemplary embodiment illustrated in Figure 3, the
forwarding engine 302 makes this determination. In an embodiment, the forwarding
engine 302 determines that this re-authentication of the subscriber is successful based on
receipt of the attributes for this subscriber connection in response to the re-authenticate
request back from the database server 108. In an embodiment, the database server 108
transmits all of the attributes for this subscriber connection to the forwarding engine 302.
In another embodiment, the database server 108 transmits those attributes of the

subscriber connection that need to be updated to the forwarding engine 302. Upon



enbodi ment, the forwardi ng engine 302 forwards a re-authorization request
for this subscriber to the AAA | ogic 304. [0045] In one enbodi nent, the
AAA | ogi cwBdd/ogsper at es a re-aut henticate request for thipsTasoyerssber t hat
is forwarded to the database server 108. [0046] In block 408, a
determnation is made on whether the re-authentication is successful. Wth
reference to the exenplary enbodi nent ij,Justrated in Figure 3, the

forwardi ng engi ne 302 makes this determnation. In an enbodi nent, the

f or war di n%ete%ﬂiiﬁ%th:ﬁp@el g-taﬁ{h@.éﬁ@ﬁoﬁ Raot bitlcesshfl; AdlBentibhdss Benel the

subscriber I's suctessful based on receipt of the attributes for this
subscri beryi£RnMe0blafcdnipleRSPONSe to the re-authenticate request back from
t he dat abase server 108. I n an enbodi nent, the database server 108

transmts [@ab47)0f Thibgocki410] ptnedetdriinihfitat thelisanihbetication ieaictesstut, ahd he
forwardi ng engi ne 302. In another enbodi nent, the database server 108
transm t s duhestesudtdritieboérerciidn is mpdatsdl b¥dthirbference mnihetex emplalyaembpabaiento be
updated to the forwardi ng engi ne 302. Upon WO 03/091898 PCT/ US03/ 12863 14
det er m ni rijudtiated infiegure 3 atie emarding eeging 30epdatagdleeewtant subsp@besper at i ons  of
the flow diagram 400 are conplete. [0047] In block 410, upon determ ning
that the reonaestioanin emembedimens thedererding engiae 308 updaies g isumentsubscriber
connection is updated. Wth reference tq the exenplary, enbodi ment

11 Ust r at danpestipn giMeubdiseHaestie s o s GPREC oD FARRIAE S WORE STt
subscri ber, connection. In an enbodi nent, the forwardi ng engi ne 302 updates
the current®subscriber connection without di sconnecti ng the subscri ber
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update me _ _ queue of _ engi ne 302.
R T R R e T
threaded process. Accordingly, the forwarding engine 302 processes the different tasks
stored in the task queue in an order that such tasks are stored therein.
[0049]  As described above, in an embodiment, the forwarding engine 302 processes
the packets received into the network element 104. In one such embodiment, the
forwarding engine 302 determines whether to drop data packets for a given subscriber
(whether being received from or transmitted to) based on the data rates for this subscriber
connection stored in the associated subscriber connection record 306. For example, if a
packet is received from a given subscriber connection and the data rate for this subscriber
connection is beyond the limits provided in the associated subscriber connection record
306, the forwarding engine 302 drops the packet. Conversely, if a packet is received
from a given subscriber connection and the data rate for this subscriber connection is
within the limits provided in the associated subscriber connection record 306, the
forwarding engine 302 forwards the packet based on the destination address stored in the
packet.
[0050]  As described, in an embodiment, the forwarding engine 302 is reading from

and writing to the different subscriber connection records 306. Because in an



stored in the task queue in an order that such tasks are stored therein.

[ 0049] As described above, in an enbodi nent, the forwardi ng engi ne 302
processeswotld@Ipagcket s received into the network el ement PO4/UShs18e such
enbodi ment, the forwarding engine 302 determ nes whether to drop data
packets for a given subscriber (whether being received fromor transmtted
to) based on the data rates for this supscriber connection stored in the
associ at ed subscri ber connection record 306. For exanple, if a packet is

recei ved f&omqamgitV@e f&%@fe{% gﬁ%ng OINRGsiDle-AchdeAPralRt2 thedd B doonfllet S

subscri ber” connection is the limts provided in'the associated

subscr i berpeRamasbl dffereBCtbEessetfttentptifig foPdcoadsdi didereiiBiditbed 0nmdeigs t he
packet. Conversely, if a packet is received froma given subscriber

connect i oregdid 30be THakfore,ahe siteribdriconmeeisie canter dynamiedlyiupdated withirt the n t he
limts provided in the associ ated subscriber connection record 306, the

f or war di ngmemngiy8203d2hd metwarkdelembr 194 okithoublzayéng tordischanedt ot ieanddvomthgddr ess
stored in the packet. [0050] As described, in an_enbodi ment, the

f or war di ngsubsayibeec@dectian toadldivrigr theandatesie the subisprgbar gonnpstian 4 ake pffect.
subscri ber connection records 306. Because in an,  WQ 03/091898 .

PCT/ US03/ 1088 115 aaemthediraent, becausertls (Ray anding @gierid2apbothdoryvarding

singl e-threaded progess, .there i.s.no conflict between t ifferent
processes RACKEHpY Y"ﬁ’g a3 gpdptingdle ‘%lffﬁTWEW%éff%EF?rH’@Ftl%WﬁQ@\tsAngt fecord 306.
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connecti on ec n an enbodi nent’, because t orwar di ng
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subscri ber connection records 306, forwardi ng engi ne 302 can enploy a
same task qUsHRnfRY ndils8 RSN Fob Sk dingl¥ AR Snéther ASoRimerUie taflegueubean

forwardi ng engi ne 302 processes the different types of task as based on the
be associated with the forwarding of packets, while a separate task queue can be
associated with the updates to the different subscriber connection records 306.
Accordingly, the forwarding engine 302 can employ a number of different types of
arbitration when processing the tasks from the different task queues. For example, in an
embodiment, the forwarding engine 302 would only process a task from the task queue
for updating the different subscriber connection records 306 when the other task queue is
empty. In another embodiment, the forwarding engine 302 would process the tasks from
the different tasks queues in a N-to-M ratio. For example, in an embodiment, the
forwarding engine 302 would process two tasks from the task queue for forwarding
packets for every one task processed from the task queue for updating the different
subscriber connection records 306.
[0052] However, embodiments of the invention are not limited such that the
forwarding engine 302 is a single-threaded process. In another embodiment, the

forwarding engine 302 can be comprises of a number of different threads. In one such

embodiment, in order to preclude access conflicts to the subscriber connection records



order in which such tasks are stored into task queue. However, enbodi nents
of the invention are not so limted. For exanple, in another enbodi nent,

one task woanmmsasy be associated with the forwardi ng of parhsvy28ehile a
separate task queue can be associated with the updates to the different

subscri ber connection records 306. Accordingly, the forwarding engine 302
can enpl oy a nunber of different typesFl%f arbitration when processing the
tasks fromthe different task queues. For exanple, in an enbodi nent, the
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woul d process the tasks from the different tasks queues in a NNto-Mratio.
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t asks fron1§he task queue for forwarding packets for every one task

pr ocessed donfettioh @edoadd3 0y ehide h packepftatvaniing theeadirhdyeprecdss tieulascpackets
connection records 306. [0052] However, enbodi nents of the invention are
not |im t edeeswmihfra thetdifférent subsandedcangeaivgisnés3Pscribsd dhe bwe Hidterant Hudady
process. In another enbodiment, the forwarding engine 302 can be conprises
of a nunberneftedpf arcesss asamne adscripa cgwcggwpcewo&gﬁ- rfexampleothg #pdate

precl ude access conflicts to the subscrijber connecti og records,. V\%OS/ 091898
PCT/ US03/ 1hged mayatigmet torypdate s S ¥essubFcribgb CoBieqReTHiCAeF éﬁgitﬂ@@&t ck the
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di fferent reads C 0 access a sanme subscriber connection

record 306[oggﬂf SNRROLE, i dferkRfifhEnt, &@mﬁ?&e@meaaé@amscmeumﬁ a given

subscri ber nection récord 306 to nodify the
subscriber connection records 306 such that a second thread may have to wait for the

completion of an access of a given subscriber connection record 306 by a first thread. In
other embodiments, multiple copies of the subscriber connection records 306 can be
maintained such that different threads access different copies of the subscriber
connection records 306 in order to preclude access conflicts. Accordingiy, a separate
thread can keep the different copies of the subscriber connection records 306 up to date.
[0054] Inblock 412, the account for the subscriber connection is updated. With
reference to the exemplary embodiment illustrated in Figure 3, the forwarding engine
302 updates the account for the subscriber connection. In an embodiment, the
forwarding engine 302 generates an accounting message that includes those attributes
that have been updated that affect the account for the subscriber. For example, if the
attributes updated include the rate limit and/or policing values for the subscriber
connection, these new values can affect the cost being charged for this subscriber

connection. In one embodiment, the forwarding engine 302 transmits this account



policing value attribute. At a sanme tine, the packet forwarding thread may
attenpt to read the given subscriber connection record 306 to determ ne
whet her twofosrowesogl or drop the current data packet for tRCI/s0ks2863 ber
connection. [00531 Therefore, in an enbodinment, the different threads can
| ock the different subscriber connection records 306 such that a second
thread may have to wait for the conpl et4 on of an access of a given
subscri ber connection record 306 by a first thread. In other enbodi nents,
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such t hat ent threads access different copies oOf the subscriber
connect i OnohRERLASs BRfatddn order to preclude access conflicts. Accordingly,
a separate thread can keep the different copies of the subscriber
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enbodyi ng any
includes read only memory (ROM); random access memory (RAM); magnetic disk
storage media; optical storage media; flash memory devices; electrical, optical,
acoustical or other form of propagated signals (e.g., carrier waves, infrared signals,
digital signals, etc.); etc.
[0056] Thus, a method and apparatus for enabling dynamic modification of a
subscriber connection have been described. Although the present invention has been
described with reference to specific exemplary embodiments, it will be evident that
various modifications and changes may be made to these embodiments without departing
from the broader spirit and scope of the invention. For example, while embodiments of
the invention are described such that a separate database server is coupled to store data
related to subscriber connections. In other embodiments, such data can be stored within

the network element 104. Accordingly, the specification and drawings are to be regarded

in an illustrative rather than a restrictive sense.



one, or all, of the methodol ogi es descri bed herein. Software can reside,
conpletely or at least partially, within this nenory and/or within the
processorwand/oorsIAS|I Cs. For the purposes of this specifi eamium3/118he term
"machi ne-readabl e nedi unt shall be taken to include any nechani smt hat
provides (i.e., stores and/or transmts) information in a form readable by
a machine (e.g., a conputer). For exanplee, a machi ne-readabl e nedi um

i ncludes read only nmenory (ROM; random access nenory (RAM; magnetic disk
st orage ne@igmspti cal storage nedia; flash nenory devices; electrical,
optical, acoustical or other formof propagated signals (e.g., carrier
waves, | nfyWased-gilapdss., digital signals, etc.); etc. [0056] Thus, a

nmet hod and apparatus for enabling dynam c nodification of a subscriber
connecti on have been described. Although the present invention has been
described with reference to specific exenplary enbodi nents, it will be
evident that vacb@psteribplitmentd arshandnphiainges may be nmade to these
enbodi ments wit hout departing fromthe broader spirit and scope of the

i nvention. For reccavipg e requiest te neodifydi subsirbenéonnettéon taearetwenk edgneentieandr i bed
such that a separate database server is coupled to store data_ related to
subscri ber conrmeedifiongattributesaféhe sbseritiensernsction, crithime mesory pEthst or ed
within the network el ement 104. Accordingly, the specification and

drawi ngs arevers drmensguithaa diseonnseating the sptssripgreopashon oM e AKX j ¢t ve
sense. WD 03/091898 PCT/ US03/ 12863 18 CLAIMS What is clained is: 1. A
conput er - i @Hent ed net hod conprising: receiving a request to nodify a
subscri ber connection to a network el enent; and nodifying attributes of

t he subscriber connection, within a nmenory of the network el enent, wthout

di'scon necti ng t”ﬂl% c%%%?ériigﬁen‘fe%%ﬁéthgd]of It i,h?hé?&h"?ﬁ’(yd‘ifying the attributes
of the subscriber connection comprises modifying a connection rate of the subscriber

connection.

3. The computer-implemented method of claim 2, wherein the subscriber
connection is connecting a computing device to the network and wherein modifying the
connection rate of the subscriber connection comprises modifying the rate at which data

is received into the computing device from the network.

4. The computer-implemented method of claim 2, wherein the subscriber
connection is connecting a computing device to the network and wherein modifying the
connection rate of the subscriber connection comprises modifying the rate at which data

is transmitted from the computing device to the network.

5. The computer-implemented method of claim 1, wherein modifying the attributes
of the subscriber connection comprises modifying an access control list of the subscriber

connection.



el ement. 2. The conputer-inpl emented nmethod of claim1, wherein nodifying
the attributes of the subscriber connection conprises nodifying a

connect i oworoateise$ t he subscri ber connection. 3. The conpararsos/msbenment ed
met hod of claim 2, wherein the subscriber connection is connecting a
conputing device to the network and wherein nodifying the connection rate
of the subscriber connection conprises 1@Ddifyi ng the rate at which data is
received into the conputing device fromthe network. 4. The

comput er - iJipl enﬁ@c%ﬂlg??&-%gleﬂienfeld%éﬁnﬁdeof’@ﬁfr?i,Wvﬁe'?éin %@ﬁfzﬁﬂé}ﬁé attgBIREECt i on

IS connecting a conp ng device to t network and wheréin nodifying the

connect i on, il & hefriveP BortidbS& Y risCORMIBT) e M CAMDUERT thglbbatibeg the rate
at which data 1s transmtted fromthe conputing device to the network. 5.

The conput@hnédiiBh YBIThE thefRir B£the el otk Bletennigsned eferfiiising Ytiad thet he
attributes of the subscriber connection conprises nodifying an access

control |isabscpibet dv@nsatlonds adidie. connection. WO 03/091898 PCT/ US03/ 12863 19
6. The conputer-inplenmented nmethod of claim1, wherein nodifying the
attributes of the subscriber connection conprises nodifying the attributes
of the subscriber connection with the nmenmory of the network el ement upon
det er ni ni iy t hakhetdemputentimplemeatedgnethedef daini b capprigig re-authggticating a
conput er-i npl ement ed nmet hod of c¢laim1, conprising re- uth%ntic ting. a
subscr i bersubsssiden assedatd Whtth%S%HMP%WCE&%%@Hg&PP yingrt F&“‘P@HF% ing the
attributes of the subscr.i ber coHnection 'thig%tge menory of the network
el ement . ghe sypsc pRRSCUPH W BITEAE BPMALY ALHC SEMIK I conpri si ng updat i ng
an account for the subscriber connection upon nodifying the attributes of
t he subscri ber connecti on.

8. The computer-implemented method of claim 1, comprising updating an account

for the subscriber connection upon modifying the attributes of the subscriber connection.

9. The computer-implemented method of claim 1, wherein the account is updated

within a database server coupled to the network element.

10.  An apparatus comprising:

a memory to store an attribute of a subscriber connection between a computing

device and a network;
a forwarding engine coupled to the memory, the forwarding engine to modify the

attribute of the subscriber connection, while the subscriber connection is active, without

disconnecting the subscriber connection.

11.  The apparatus of claim 10, wherein the attribute comprises a connection rate of

the subscriber connection.



9. The conputer-inplenented nethod of claim11, wherein the account is
updated w thin a database server coupled to the network el enment. 10. An
appar at uswoasppissg ng: a nenory to store an attribute of aPpEalIsos/iises
connecti on between a conputing device and a network; a forwardi ng engine
coupled to the nenory, the forwarding engine to nodify the attribute of
t he subscri ber connection, while the sulscriber connection is active,

Wi t hout disconnecting the subscriber c¢onnection. 11. The apparatus of

cl aim 10, er ei i | : k r ;
subscribegﬂgonﬁg%f%gﬁ?aééﬁbgﬁgggggggéééﬁﬁgggﬁﬁgggﬁIhgga{%%%%ﬁgwgggiratus of
cl ai m 10, MASE lcBivedntBlild édMpiRing ABREE B8 e hedwdril Wwhich the data is
received into the conputing device fromthe network. 13. The apparatus of
claim 10, wherein the attribute conprises a rate at which the data is
transmtted fromthe conputing device to the network. 14. The apparatus of
cl ai m 10, mher it appsragistof chith @ 0cwhgreintbs attnibuae cenprises atratolat whish theof t he
subscri ber connection. 15. A network el ement conprising: a traffic card
coupl ed t alatads mendmitted droputhe cgmgetmgdevinedo themstworkk t hr ough a  subscri ber
connection; and a forwarding card coupled to the traffic card, wherein the
forwarding card is to store a nunber of attributes for the subscriber
connection, the forwardi r(l)g card to include .a forwardin engi ne, Oﬁﬂe

f or war di nd4engiThe apparaiiof glagnd Oowherpig th‘ijﬁ%@?“‘b?"’ﬁ?‘i‘*?ﬁ%?%@ § gatrof Ht
subscri ber connection, while the subscriber connection is active, w thout
di sconnectaf i FRETHFHEMEEEI™ connect i on bet ween the conputing devi ce and

t he networ k.

15. A network element comprising:

a traffic card coupled to connect a computing device and a network through a
subscriber connection; and

a forwarding card coupled to the traffic card, wherein the forwarding card is to
store a number of attributes for the subscriber connection, the forwarding card to include
a forwarding engine, the forwarding engine to modify one of the number of attributes for
the subscriber connection, while the subscriber connection is active, without

disconnecting the subscriber connection between the computing device and the network.

16. The network element of claim 15, wherein the one of the number of attributes

comprises a connection rate of the subscriber connection.

17. The network element of claim 16, wherein the one of the number of attributes
comprises a rate at which the data is received into the computing device from the

network.



16. The network el ement of claim15, wherein the one of the nunber of
attributes conprises a connection rate of the subscriber connection. 17.
The net wowbk oslogrsesit of claim 16, wherein the one of the nwararsosri2se3
attributes conprises a rate at which the data is received into the
conputing device fromthe network. WO 03/091898 PCT/ US03/ 12863 21 18. The
network el ement of claim 16, wherein t one of the nunber of attributes
conprises a rate at which the data is transmtted fromthe conputing device

to the netgwor kl'[ e TRtworREINGEABE Klafth 6B MerQh 1 SHeBrtRe niiEE I AtthiBi&ePNE OF
SiNh 1 f the

t he nunber of a I'butes ~conprises an access contro ist of t
subscri be rcoﬁfﬁﬁ\?ﬁs% fﬁ%vl\% vAfich heENS RendnaacfRbA B dbHputidpadevitiey kiftes
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i nstructions, en executed by a machine, cause said nmachine to
perform opgRraAsrkONS conprising: receiving a request to nodify a subscri ber
connection to a network elenent; and nodifying attributes of the

subscri ber connection, within a nenory of the network elenent, w thout

di sconnecting the subscriber connection fromthe network elenment. 21. The
machi ne- r d@dabl Ehemetiverinetdmait af elain® 1 5 whitarein thewri dfythegumber ofettibyes es of

t he subscri ber connection conprises nodifying a connection rate of the
subscri bercompoisgseast dcoess controltise ofihe SHbseribELQERICEORedi um of cl ai m 21,
wherein the subscriber connection is connecting a conputing device to the
networ k and wherein nodi fying the connection rate of the subscriber

Comput | ng 2evi Che P FFSHETEs R (54 Porhiss e rieny Smeel B raakfllne b7 0 ai'm

21, wherei anmgc ?ne? léatl)uss(e: shidFhachHES %Ellf&% E);?erations comprising:
receiving a request to modify a subscriber connection to a network element; and
modifying attributes of the subscriber connection, within a memory of the

network element, without disconnecting the subscriber connection from the network

element.

21.  The machine-readable medium of claim 20, wherein modifying the attributes of
the subscriber connection comprises modifying a connection rate of the subscriber

connection.

22. The machine-readable medium of claim 21, wherein the subscriber connection is
connecting a computing device to the network and wherein modifying the connection
rate of the subscriber connection comprises modifying the rate at which data is received

into the computing device from the network.

23. The machine-readable medium of claim 21, wherein the subscriber connection is

connecting a computing device to the network and wherein modifying the connection



connecting a conputing device to the network and wherein nodifying the
connection WD 03/091898 PCT/ US03/ 12863 22 rate of the subscri ber

connect i owoasoprspses nodi fying the rate at which data is pcrarsesassed from
t he conputing device to the network. 24. The nachi ne-readabl e nmedi um of
claim 20, wherein nodifying the attributes of the subscriber connection
conpri ses nodi fying an access control Ij'zst of the subscriber connection.
25. The machi ne-readabl e nedi um of cl ai‘m 20, wherein nodi fying the

o ot alor i\ oSURELLRREG SLOREHL O MARMAE Ry TR Mot dffa e at fr but es

of the subscriber connection wt e network el enent upon
det erm ni ng Elﬂ fedfftin ¢ uiRE UeGONRaRE heotie active. 26. The

machi ne-reaga e medi um of ‘clarm 20, conprising re-authenticating a

subscri ber associated with the subscriber connection prior to nodifying the
attributes of the subscriber connection within the nenory of the network
el enent. 24, Thihemasdhimereaésdainkéiumpedolaimdl0, elharein R0difgimgphe airfbptaspdat i ng
an account for the subscriber connection upon nodifying the attributes of
t he subscrthbarbscrireneobnestion c&8prisEk madefiyhigraa-aceesd sbnteol distipUthe sibsetibgrm 20,
wherein the account is updated w thin a database server coupled to the

net wor k elconmegetion.
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25.  The machine-readable medium of claim 20, wherein modifying the attributes of
the subscriber connection comprises modifying the attributes of the subscriber
connection with the memory of the network element upon determining that the

subscriber connection is active.

26.  The machine-readable medium of claim 20, comprising re-authenticating a
subscriber associated with the subscriber connection prior to modifying the attributes of

the subscriber connection within the memory of the network element.

27.  The machine-readable medium of claim 20, comprising updating an account for

the subscriber connection upon modifying the attributes of the subscriber connection.

28.  The machine-readable medium of claim 20, wherein the account is updated

within a database server coupled to the network element.



