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incorporated herein by reference.

Field of the Invention:
The invention is related generally to application servers,
messaging systems, and transaction-based systems, and specifically to a

system and method for context propagation in those systems.
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wo enostihssrevel opnent of multi-tiered or

-2 Background: The Java programm ng | anguage, and the
Java 2 Enterprise Edition (J2EE), provide a franmework

software applications. These applications utilize
standard 5 system w de services such as the security
service and transaction services. Exanples of J2EE
sof tware devel opnent suit2s include the WebLogic
Server (WS) and WebLogic Integration (W.I) products
from BEA Systens, Inc. Software devel opers can use

Bdukggodade! opnent suites to devel op conpl ex
applications which will be deployed on an application

server, arddewd\enhpigaramugng danguagey saddbaplaveri Enterprise

B L 2RE I braRE & tPareREHC R g dB\bioRhEH: of R BT or
nugtipayendd softwage taipiplicatiaist y Thesd aippiitatididvetiife stdndasd

not a trivial matter to integrate all of these _
SYPtEMENAR SRYIRSSRIh 25 the SeCHBlyrSeRvee apditiangerton sewvices.
EXAMblof 51 Lo lite dbeBBRld i St dE BRI EN AR SHiesbiler
(‘ﬁﬁ.@m@mmmgﬂpgmmo@'ubrpredmm fmnmmyséé/msL hc.
some security and transaction conponent rovi de the
SQIPYare §evelondes canyss thaserdsvelanrasisuites ta Hevelep complex
ApRGHRIS WhieH vl B BRI yeel &rPHn Bl Etic] SEFERIaNl wiigh will
ireturandse icosnfarends érono aaddrietynofesourceat- p@haps a different

sySRg i eVPlobtiah Sh e Bia Bine bardrveiansd Sordbanen
ol BitRiFd-p&ftyicdnigthentst em However, this is difficult

and sonetinmes inpossible when third-party conponents
must be i hlowgvered. is' nak Belrivial avaitergte integrate aall of these

BERAC o BoHEL!S 1o, PELAG aelalPlol B riTLf Ingdftred e
applcatipprregaites HEcesy toyddei that anediarafstivallpibe dd@artdvas
sof t ware conmuni t%@l s the Java Comunity Process Wrk

parasagtersemayeenethogiatenefy cemgeneat. thie some sesRriiiand
traRE&AHonCarhBOne M hrbUGR" R8T AiRY t884&' Sntext information that

can be understood by the application server framework, traditional
development suites lack the ability to extend this feature to add context that
is specific to a particular application.

One technique to overcome this limitation is to add parameters
to each interface in the system. However, this is difficult and sometimes
impossible when third-party components must be integrated. = Other
techniques rely on central security principals, or sophisticated software
workarounds, such as using Portable Interceptors.

One approach currently being developed within the Java
software community is the Java Community Process Work Areas technique,
commonly referred to as the JSR-149 specification, and incorporated herein
by reference. The Work Area specification allows developers to define

mul t i PCT/Ey®0El7519
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WO Jopnoperti es as an application context,

by reference. The Wrk Area specification allows
devel opers to define WO 2005/114382 PCT/ US2005/ 017519

application context can then flow across renote
requests, and can all ow downstream conponents to work
within the context of a specific invoking client.
Particularly, Wrk Areas3allow J2EE conponents to set
and to retrieve properties into and fromb5 a

di stri buted context defined by a particular

pappertiogtasom applicatReocomtest] whdrain thapaipplieatict context can
reqyest. However, the above- descrlbed t echni ques,

the 9‘6!@?@0%33!‘1@@@,@ requgstse ANgIceByalioYr depsiream gampensnts
%e ¥k tHh 'tl‘?é“’cmh ¥ AP i vk r@ﬁ@‘t.i{gﬁm&ﬂaﬁy‘ Wtk

er st ood are mot part o
Abpas albaw UBEE Gmmb@‘)etrﬁs idset@mddtbsetriese propertias o 9ad from

t e, APl, ne not be r pro ra d, at each step
»ﬁﬂ%&@@? FrRIdeX, w&ﬂchye%p% ISHEY 28R qt@%é”@)@ﬁéﬁ@@iﬁqwh
rti€NaPRidiest.an ability to distribute diagnostic

| ntormat | o throughout the enterprise. Wiat is needed
is a m)reHdvesudm]tbembame—de)scmbeattechnfomesarnbhmhngalsm49

d d h
dBTRE A R THFB TEkbIE - ey 8 Blgu R exaiapisay Resameters
irPRM1 8 BeLNRIarNOS8E ehichHaMEBHot pattbiiiss AR aﬂﬁﬁlld’étfolﬂsgﬂntexts

enbodi nent of the invention, a system a
cpn @laaile pfepagated exthartbe ég%itnaad natthe nepsggrbimraed aheach

B Feevertine et aligs b Beaf Te afRocdle Faptimale.
aﬁmﬁnmi diteibutsdiayReRBinfoPmateR eiral hd)tﬁtftﬁé gﬁférﬁf‘sé’“\iv'hat
an application which is then carried al ong every

iDoRAnBOre afiexilenpaeant Ly aMhlahdlrtf@rmtlcrmonafry be

{)ﬂ'hﬁ‘uﬁlegtlgﬁa id %@?ﬁ?‘%@hﬁide c%ggﬁgn ?)%r(? ?t.{;‘{létgg thPo%% ouf the

ori

systent, lfombghastim@hwdme?@wp@@wst i cs nonitoring,
application transactions, application |oad-bal anci ng,

and i ndeed any situation where information needs to be

Sﬁ?ﬁl{hiaﬁ&_. out-of -band. The ability to propagate

and information prevents the pollution of user
In accordance with an embodiment of the invention, a system

and method is provided for context propagation within application servers,
messaging systems, and transaction-based systems. Context Areas allow
users, both internal and external to the system, to associate information with
an application which is then carried along with every request. Downstream
components can add to or modify this information, so that it can be carried
back td the originator. Common use-cases for this functionality include
diagnostics monitoring, application transactions, application load-balancing,
and indeed any situation where information needs to be carried out-of-band.
The ability to propagate out-of-band information prevents the pollution of user
APls and also allows the adding of information to read-only (i.e. 3rd-party)

components.

wherrpCTIU8198$/017519
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APl's and also allows the adding of information to
read-only (i.e. 3rd-party) conponents. WD 2005/114382

wWEMNSWEB8D5/ 017519 -4 The Cont ext Areas t echni PUBUSAYS/017519

al so be used forside-by-side deploynent, in which

di fferent versions of an application are depl oyed and
coexi st within a particular environnent. In addition,

a devel oper can specify the destination for the 5
request, and how somet hi ng shoul d be propagat ed.
Additionally, the system can provide

transpor t TheaCoritbxt Areas ehniquemayalso®s dsed fussidéby-side

mar shal i ng requests on those transports, so that the
deplayRieflieNitlich &iffeieat wetsipnss ofrarcraplifadionsang, dentpyed apd
: P | icularly useful for
Cég{é‘%{o\ﬁl&ﬁ@,a Pg?@gﬁﬂl"ﬁ%ﬁ%{ﬁ‘h’ct s (in particular
i nt egrati olm pdditiont a)dewetahesudzsy specilyy tHeatledtination for the

require ts for transm tting out-of-band information.
R PR BPVAATBRIG SHRUIEDErORa0REYur o 1 Shove. an
illustrati i ' e y B W

b enbodi taiftingg, B8\ SRRTESR plolide B8HaAE Spedific tohiext
informatian forasegiatrarshalifg geguests shdhesatranspods,rsd that the

f Cont ext Ar [ b f t ext
GBI PS WO B alarEE oS, e BoAPnEhEoBIetEhe
i nventi onTHgl @Ys@nd i§2gé\;ﬁicélafrl(|3:/|0¥.}’§8ﬁﬂ tfopf cistoRihed |4 red

cont ext propagation ) in a i ent/server environren
products dind @adiculan integraéeb oproduels).oéind reubsyatesns ithat. have

Fi qure ho a fl.owchart, of ,a . nethod for out-of-band
respfinterts T HERSnitiRd PRSI BRI, on enbod mont
of the invention. 25 Detailed Description: In
accordance with an enbodi nent of the invention, a

i s criptiomof el Figuresovi ded for context propagation

W thin ap’lyiéﬁlaet | Shows an fMlustration of an environment in accordance
with an embodiment of the invention, that allows for context propagation.

Figure 2 shows an illustration of a ContextArea as it may be
used for context propagation in accordance with an embodiment of the
invention.

Figure 3 shows a flowchart of a method for context propagation
in a client/server environment in accordance with an embodiment of the
invention.

Figure 4 shows a flowchart of a method for out-of-band context

propagation in accordance with an embodiment of the invention.

Detailed Description:

In accordance with an embodiment of the invention, a system
and method is provided for context propagation within application servers,
messaging systems, and transaction-based systems. Context Areas allow
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nmessagi ng systens, and transaction-based systens.
Cont ext Areas all ow WD 2005/ 114382 PCT/ US2005/ 017519

WO 2008461382 both internal and external to the spSL/EN300%/@17519

associate information with an application which is
then carried along with every request. Downstream
conponents can add to or nodify this information, so
that it can be carried Back to the originator. Common
use-cases for this functionality include 5 diagnostics
nonitoring, application transactions, application

users] bbth imternaband exidrnalde etk sysyers| tolmdsoemt@diffoenation with
i nformati on needs to be carried out-of-band. The

aprARAlication, Whidhisdhee catiedbalopgdNGth evasy fraguest. Hawrstteam
. : _ e \

OBl P BBl Shonh Iy ER, Sy LR caen

backiortbet srigindtorheCommen ubeezes et dfoh thiguiinctiyrdlity ikdude

d f. i de- hy- si de, I : ich diff t.
clRarstiRs Mo a i Al b e s SpkFagaa loasBRiageing.
a\gﬁtiﬁti!ébcﬁalﬁ’saéiidé%ldJn%h@r%tho%Eﬁ% neblls &sﬂgé Ebftled Gut-of-band.

eve fy t or the

oper ‘can Speci e destination
Theability to propgagaie adraditsinddnfeohmation peeventytheqiodidtiorldf user

AFISREHGHED alfoubitfi SEBERE ARt rercragiy i rsbparty)

cBRipoehtdlg requests on those transports, so that the
techni que_may be used with, for exanple, JM5, SOAP, or
servl et s. TheEatexidens techmiquaumay blsolbsafsed forside-by-side

S r ts (dn particul ar
IBHRABIERE e et VSt i BBRe e gplovag and
cbexist WRthiBr paiftielldrledViBhiridnfig out - of -band i nf or mati on.
Exanpl es of potential uses for the systeminclude: An

adni ni st r allopddifioanagayeianarican seecityrtheydesiinationdor the

] i ' j iqn function is
r?@%ﬁ%? rgbﬁh%osroﬁ?%glﬁg %%Sg&%%&t‘?ﬁe adm ni strat or
confi gur egdditeoreyig! thesystentdanl prgids traasport-epasific @on &t
to requests entering the systemvia the ContextArea

InfOBBYUILIAr UseIBIPArshaHag spquastaendpese fenapertpoihihabthe
tddhridlRe RS IHRIUS with Rt B IS MERISGAP! Br serviets. i

The system is particularly useful for customers, layered
products (in particular integration products), and subsystems that have
requirements for transmitting out-of-band information.

Examples of potential uses for the system include:

An administrator of an application server system needs to
determine why a particular application function is taking an inordinately long
time. The administrator configures the system to add diagnostic information
to requests entering the system via the ContextArea subsystem. Aspects
installed at appropriate pointcuts in the system add timestamp information to
the ContextArea context and the resultant data is harvested by the

administrator. This is also known as request "dying".
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w0 esest3s? dyi ng"” .

the Context Area context and the resultant data is
harvested by the admnistrator. This is also known as

application client needs to |oad-bal ance requests to
the server. The Cont exArea subsystemis used to add
| oad information to responses so that the client can
make appropri ate | oad-bat@nci ng decisions. To inprove
performance the EJB CWP contai ner changes the 5 cache
set it uses based on hints froma client propagated
via an i ntfer application elignt neeelsstel loatiudiagce requests to the
functH%nalit dynanicalléwﬁategorizes requests based

[

SER/Ehr iTHRI Epntexarea: sfsysiaim Jerifedeto weddivad indomatienido

A REERE S I PR PR RSB g

t he Cont eXoAmgaovdperformanice thedt JB &V cohtAnsesHanges the

to re sts into WS. The ISV then correl ates )
crel S8t t@&ﬁi%s%?nﬁfm @owawh@rweprppasarm ¥igraminternal
cbh@gactions by exam ning the appropriate ContextArea
context. A custoner wi shes to filter SOAP requests
based on Th® sgifsiuniw iunctioralidy dyhemoady catogoaidds requests
bféggl ication data to all SOAP requests wusing the
qgf?t‘ﬂoé'gy'subsystem Since the data is transaparent
at the SENRNt&yrated §8RICSABAddr RSV Uabads & ﬁﬂeg@ég? their

SOAP tools. A custonmer wishes to propagate a g
tregsaetianal prsideiet with aoapiptioatian senver, (for exdrapte. WKS)bEn@SY

' . S to a e used t 20 j.nteract wth
upk 7% oot A AR £k BoitiRinhdrars plighs I Baudstdinto
VRB! Teat ISw thén dorkiigest RyueSRNEEXiRY @t At BiLS VAR W&

brand of application server to another. O her uses and

applifatieattrasisactiens hy exgatining theapproprists ContextAreasardext.

in additign ri b I i1l be

cvi dont ¢ Rac-BINEEGVEGES IO TP SR, fedllests Fasacon
applidgtionsfztai The cestomdresidiessplichtich Bateioall BUAR Fajuests

ot her uses may be devel oped wthin the stpi rit and
uging fecrontestArgacsiisygtem. Since the data is fransaparent at the
SOAP level, they can filter using standard SOAP tools.

A customer wishes to propagate a global security token

throughout his network (e.g. Kerberos Ticket). This token can be used to
interact with foreign servers.

A customer wishes to move his application which uses the
ContextArea APls, from one brand of application server to another.

Other uses and applications of the systems and methods may
be made in addition to those described above. It will be evident that the use
of the system is not limited to the specific examples described herein, but
that other uses may be developed within the spirit and scope of the invention.

The following terms are used within this description:

RMI - Remote Method Invocation
WLS - Weblogic Server.

WD 2005/ 114382 PCT/ US2005/ 017G1/8S208§1017519
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The followng terns are used within this description:
RM - Renote Method Invocation WS - WbLogic Server.

wOD03006882114382 PCT/ US2005/ 017519 -7 Wor kCont BXT/NB905/017519

A set of thread-local properties. Context Data /
Runtime Context / WrkContext - A thread-I ocal
property value Application Transactions - Extended
transactions as defined b JSR-95. 5 User Cont ext Area
- A set of, possibly overl appi ng, WrkCont ext Maps.
Overlay / override - The tenporary hiding of a

VigrkoGateseMapby Assettof eliresidtibcaltjrepsnies. name. Figure 1
shows an hb%ustration of an environnent in accordance
Contgtdimaygan iR Conterht WorkcRntam - Aniveadiesa Property

Vgpgt ext propagation. As 10 shown in Figure 1, a
cltent 100 nmakes requests 110 upon one or nore
Applitatioat TramsadidhslOE xdaredad fragsadtioas sar definetOdy JARLE®

Co t 118 i i ded irt of the client or
UsBir et TATRe ~TRusel eh HassInR Ao oG A opkConietdais
OvghigyPPuele., TAE toMBOEp IR B IV AREOHIS oF BBt ghitn
thessamemanesxt Map is a set of 15 lower-level API's that

of r equebidired shas &1 BREREcHofdn ahufroarmesi naceprdance
witR Bhesrh B @ithet of the TRVeton, Y2 AIbRs Tf&r%&gﬁé%t ﬁé@?@%@d %Q}

I n accordance with an enbodi nent o
showmrin iFigaired; @ eljent H) Corelkest regeiasts361@luponsone or more

ST 1 B 0 A STt
pritRiedTae pSRY S chewt dr%ggli@&id?{soﬁﬂg%ﬁﬂr&%&ﬂgQﬂb‘tcahllfe

system ahd to ot her conponents. ownstT eam tonponen
aqeesssedythraughi SNDbr Thel d)seo QaméextAreaintcludBsi & setoof, poesible

ofeHHte [t BPRR Rt B M B iAot % soto
lower-level AP!’s that allow contexts to be propagated with different kinds of
requests.

Figure 2 shows an illustration of a ContextArea as it may be
used for context propagation in accordance with an embodiment of the
invention. As shown in Figure 2, the ContextArea 136 allows originators 130
of a request 134, to associate context 144 with the request via the
WorkContextMap 140. The context may then be propagated throughout the
system and to other components. A downstream component 148 may
modify or add to the context. This modified context may then be
communicated out-of-band 150, back to the originator of the request.

Figure 3 shows a flowchart of a method for context propagation
in a client/server environment in accordance with an embodiment of the
invention. As shown in Figure 3, in step 160, the UserContextArea is

defined as a placeholder for whichever user-level APl name is chosen. In
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25 Figure 3 shows a flowhartof a nethod for context
propagation in a client/server environnent in

waewmsnossre with an enbodi ment of the i nventiPCT/USE05/017519

shown in Figure 3, in step 160, the UserContextArea is
defined as a pl acehol der for whichever user-I|evel API
name i s chosen. In WD 2005/114382 PCT/ US2005/ 017519

-8 step 162, the client t&gs the request with
information to be propagated to the application. In
step 164, the request is then communicated to the

stpp1 6Z; dhe olient! tags tePrek@st wmﬁirﬁ@wm@tioramﬁr@%abai@d to the
context information as needed. 5 Figure 4 shows a

applisationr t lof siepret@bdtiemeguesiofs gl eanmemicated to the
BROBABR P sl RBE I G5t bR HRCRTER i s

nbegegont ext Area is defined. In step 172, the

originator_of a request tags the request wth
i nf or mat i GFiguke behewep fgwchart obaswihehfareut-af-hapdicooiext

aj . A74. th is th 10
PRRRRBLE: BuovlsPhE by elbRgFE S neferin; s shown
IrPFIRAS L, [iATStE A7008Te USSCRIGRAISR iscdfirfed. Innétap"Bta ane

as needed. In step 178, the context information is

origietereef aseqiasidags Jheatasest withtiofarmatientto be propagated

ire I st t he di,ti,ed _cont ext, .
bR L ERR olormiRuaity o sBR a8 RuESt is then
cOmntliméited . toltheExpPRIatioh MPinesRpt £26,0the! ;Hro%‘é@ﬁfigﬁgj@vider

Wi th an enbodi nent, the system and nethod includes a
apcefses e cealext évonhaion @snneededednt stepah? Huthet eontest

O SGEe e BB oaelpa T cotBHf FeLispghents. T
sépl BB théavdifdd SoRest aFoARAficeR c?jé‘?%ﬁﬁ'ro%‘ﬂ@d out-of-band to

User Context Area i s a pl acehol der
the originator.

Example Implementation
In accordance with an embodiment, the system and method
includes a number of features which can be used to manipulate the

ContextAreas and ContextMaps.

UserContextArea

This feature allows users to create, read, modify and delete
Context Areas as defined by JSR-149. UserContextArea is a placeholder for
whatever user-level APl name is chosen. UserContextArea provides
end-users, ISVs and others mechanisms for tagging certain requests
(whether remote or local) and propagating that information based on certain
policy constraints. UserContextArea is part of a client or applications JNDI

environment and can be access through JNDI.
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what ever user-level APl nane is chosen.
User Cont ext Area provides 25 end-users, |SVs and others

wore@hani38ns for tagging certain requests (wheP¢EDS2005/017519

renote or local) and propagating that information
based on certain policy constraints. UserContextArea
is part of a client or applications JND environnent
and can be access throug-JNDI. WO 2005/ 114382

PCT/ US2005/ 017519 -9 UserContextArea rc =

(User Cont ext Area) new

I nitial Context().lookup("java: conp/ User Cont ext Area");
5 WrkContext Map This feature allows internal users

UBGTEPRAEE EAFERd F Oadi P SAN PP EGEtAre oMkt s that wil |

benpeopagahedd (Oh 14k @rkvs: @%pqﬁjsre%&ﬁ;e%mrea ") ;
Wor kContext Map i s a set of | oner -l evel APlIs for

i nternal consuners of this 10 service. |t can be
accessed through a helper: WrkContextMap rc =
Wor kCont ext MapHel per .

WerkBonkSamtaext MapHel per () . get Wor kCont ext Map(; 15
Cont ext Area, SPI The feature all ows propagation

provi der s 10 fgaturgtalions inteiaal ysars ¢o ﬁFQﬁiag@aCbﬂiHOdlfy and

I [ anspo
I e e B B opRPal R MRS SFiuers
WarkCbatexitMapde at&ettof heeasieloleARIS foaintertal ebnéliders of this
exanpl e S) subs ens an%@l ayered products. In sone
SIS RN Re Pecess §?l!ﬂfba B)egyﬂr opagat e user-defi ned
data across all request scopes inplenented by the
server. This includes: WrkManager invocations, i.e.
WPi—’ kAsneexbMapnter mailpshCohetaaeMapEslpkreads. RM

J its own
in ggﬁgggnegntgggg%gﬁggpgg )J AL RUELEBLEL AR HS
ContextArea SPI

The feature allows propagation providers to get at the

underlying propagation contexts for marshaling in transport-specific ways.

Propagate user-defined information (internal)
Users in the this context means the actual server (for example

WLS) subsystems and layered products. In some embodiments it is possible
to propagate user-defined data across all request scopes implemented by the
server. This includes:

WorkManager invocations, i.e. transfer of information between
threads.

RMI invocations.

Transactions. JTA currently has its own mechanism for propagating

per-transaction information. Context information may be carried along with
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per-transaction information. Context information may
be carried along with WD 2005/ 114382 PCT/ US2005/ 017519

WO 1@suhsszurrent transacti on and not propagat ePlCT/iS100%017519

transaction is suspended or termnated. JMS. JMS has
a nunber of different data-passing nodels including
gueues and topics, which nay be dealt with
individually. 5 SOAP. Inri1@articul ar JAX-RPC. User. _
M ME- HEADERS. Cooki es coming in on an HITP request, or
m me headers com ng over SMIP can be converted into

thencapemtctpdin szictio f @mdexdt pr@ng@ﬂ’e@lﬁﬁﬂ@ eanddutionds @upéhded
system It is also possible for 3rd-party 10
of AV MeENCcers to synthesize these headers for

t oSS S| fac S RURARY DS ditcre FPYaBHARTR Mot kkiging
queuesapdsapibs,avhioh mamebs deaititrpindiégatliyon, the use of

Thre | variabl [ qui val ent and preferred. The
def agﬁioéﬁaﬁgé@q%ﬁmgw Il be "Renote" which will
i nclydgr RM, JM5, SOAP and 15 M ME-HEADERS. It is not

desirable to propagate arbitrary Java data, since this
i npolENIE-d&ARMHRS pEobkiesmoneing omenraai HT§ Porequiet, or mime

B 0P TR ST e e sl e
a?%tgﬁbﬁé’g‘é&éd QAR ORI AMb A8AtdR. ak i®WIdss E6§si8$eofd?63ré%arty

define relatively 20 conpl ex structUres
lopddpaigngars to synthesizetthase headersdfior ingettion intaithef semer.

types all ava..ia. Dat aQut put and . o .
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It is not desirable to propagate arbitrary Java data, since this
imposes too many performance constraints on the underlying implementation
and also is difficult to access in non-Java contexts (e.g. C++ or XML).
Interfaces can be provided to allow users of the API to define relatively
complex structures for propagation. These structures can be built up from
types allowed by java.io.DataOutput and java.lang.String. In particular it is not
desirable to pass arbitratrary java.io.Serializable or java.io.Externalizable
data.

There is no underlying evolution mechanism for data defined
in this way. Clients that have particular interoperability requirements should
define their own version information. Version information can be encoded in
the context name.

In some embodiments there is a mechanism for WorkContext

implementations (for instance by implementing a NotifiableWorkContext) to
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t he context nane. In sone enbodi nents there is a
mechani sm for WorkContext inplenentations (for

WO pwsanse2 by i npl enenting a Notifiabl eWr kCont BXL/YS1005/017519

WD 2005/ 114382 PCT/ US2005/ 017519 -11 get a call back
when the scope changes. This allows contexts to
capture fork points effectively. Propagate
user-defined informati on1(External) 5 Users in this
context nean application programmers and ISVs. In
sonme enbodi nents it is possible to propagate

gesacallieddknenen tiedscpe dlifrigeedThisRMBWs|ddnBsids td dptute fovk
possi bl e to propagate arbitrary Java data although

PPHYS effRpldddy per f or mance constraints on the underlying
i npl enentati on. The propagati on of external
user-defined data will rely on the 10 APIs inpl enente

Propaggip arserefipag difoomatidn (Bxtternad) user - defi ned dat a.
The application-|evel APl can bei_ one of: JSR-149;
Exi sting gﬁ?ﬂ%%‘tt CLNERIL SreasranplicatioR pragagimesiAngld Sys.
1P RBfd lebitidimenis it! 8 ﬁ&ﬁblﬁnﬁﬁgr@yﬁet&%ﬁf@éﬁﬁealéﬁ %Bs
mechani sm for — propagating si at atypes usi ng Rid
detinecmbere. Userdditidiillisl ppesibleeto propeigate aeditrany Usvandata

BT, ETSnanpeses, bemar et GHRLIEIRE (O elfital Ursing
iriptemdRaties Sihel Ropadat dﬁcﬁ'éﬁﬂirnélrﬂ%le?%ﬁfl%? dafwill gérﬁ onthe

i
service to 1 nport and eXpOI‘_t cont ext or mat |
ABds Implemenied tp supparé propsgatipd dinternadl aser-defiped datte

i npl ement ati ons .for data shaling. |pport and export
25 to/fro ?rﬁpé)ga@ﬁ'%%\/%?‘%? 88@ b@a(ﬁ"ebgﬂgr ovi ded by the
SPI . J8R-14@; SPI -l evel it

Existing ContextArea APls; or

A server (e.g. WebLogic) specific API.

In some embodiments there is also a mechanism for
propagating simple datatypes using this mechanism. Users should not be
constrained to using Serializable. It may be possible to support arbitrary

schema elements for user datatypes.

Internal SPI

It must be possible for internal implementors of this service to
import and export context information easily. These providers should only
have to provide implementations for data marshaling. Import and export
to/from thread-local storage can be provided by the SPI. At the SPi-level it
is intended that the functionality provided be powerful enough to support
transactions, although it is not intended to switch transactions to this

mechanism.
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is intended that the functionality provided be
power ful enough to support transactions, although it

WO 200801438Nnt ended to switch transacti ons to thi BCT/US2005/017519

mechani sm WO 2005/ 114382 PCT/ US2005/ 017519 -12 The
present invention may be conveniently inplenented
using a conventional general purpose or a specialized
digital conmputer or m ctl@processor progranmed
according to the teachings of the present disclosure.
Appropriate software coding can readily be prepared by

skill ed SWquégémhﬁerh@ﬁeﬁagbe toavérenty ifgsledentdtRusing
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devi ce suitable for storing |nstruct|
perferm any gbtheypipssssepot tba pm@sen‘tmmfé@enﬂhemiemgeuneﬁmm
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AL e K R o imidE Pnidhiie Bh diskMEhiid APel) Gisks.
opficdl Higcs, VB, COMROMS it drile, MEsbgReiRoplcalisks FEms,
he enbodi ments were chosen and described in order to

Rpdds, BRRQMs, BiPROMS.i REAMSsVBAM$eflastv enemory aieutices,
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that are suited to the particular use contenpl ated.

It is inté&R8Aregning @ﬁécw@gsveofoﬂwet PESEAY Byentian thes been
pARAdERr Pﬁ’e bHI%OSEQlolf MOSRGH 3haBe8Sbtidhe!if is not intended to

eqU|vaIe
be exhaustive or to limit the invention to the precise forms disclosed. The

embodiments were chosen and described in order to best explain the
principles of the invention and its practical application, thereby enabling
others skilled in the art to understand the invention for various embodiments
and with various modifications that are suited to the particular use
contemplated. ltis intended that the scope of the invention be defined by the

following claims and their equivalence.
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25 WD 2005/ 114382 PCT/ US2005/017519 -13 Cains: Wat
is clainmed is: 1. A systemfor context propagation

wowdokitm3gppl i cation servers, 5 conprising: a PCT/EB2005/017519

conmponent for conmunicating requests to an application
executing at an application server; and a ContextArea
that allow users to associate context information with
an application which is {1Ben propagated with every
request. 10 2. The systemof claiml wherein the first
conponent is a client. 3. The systemof claiml

Clhimisi n t he systemincludes a second conponent
down-streamthat can nodify the context information.
Whatys cigi@egyisi em of claim 3 wherein the nodified
context information is comunicated back to the first
conponent using an out-of-band conmmunication. 20 5.
1The gysdysternf fot atontéxiwropagatiore wiisine@mppiicatiorovigivers,
transport- specific context Iinformation for use in
Cﬁﬁ‘r%'ﬁ&lqzng requests on those transports 6. The system

; g . o fi .
25 ool SHRERT, B S oy 38, 2 AR bdfon
egetwimngnat arheplicatiemserverfandt hod f or cont ext

ti it hi | icatioon servers, ., conprisin i
bhe. SrtegtegiArea st gy ysclsds sseqviBeonerh magation pith
aR IPPNBAIGH WREEH I8 ANES bfofddeie @with!sVery ASRRRENt to an

application

2. The system qf claim 1 wherein the first component is a client.

3. The system of claim 1 wherein the system includes a second

component down-stream that can modify the context information.

4. The system of claim 3 wherein the modified context information is
communicated back to the first component using an out-of-band

communication.

5. The system of claim 1 wherein the system can provide transport-
specific context information for use in marshaling requests on those

transports

6. The system of claim 3 wherein an administrator can configure the

system to add diagnostic information to request entering the system.

7. A method for context propagation within application servers,

comprising the steps of :
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executing at an application server; and mapping the
requests at a ContextArea that allow users to

wa@s®sai4BE context information with an appl i cBCT/O82005/017519

which is then propagated with every 5 request. 8. The
nmet hod of claim7 wherein the first conponent is a
client. 9. The nethod of claim7 wherein the system

i ncludes a second 10 coftgenent down-streamthat can
nodi fy the context information. 10. The net hod of
claim9 wherein the nodified context information is
comigbhwatsidatieg ket @edtd &rdrhrs firstotmApenéntUR BB @plication
out - of -band comuni cation. 15 11. e method of claim
exeqiRatan ARPISAlioBEeryer; BRevi de transport- specific

thos S oA HETRELRSs 4t EoRd AR RATuAap Y BRIBHisBe Bt
cantexti mforinsaticd with @arapplichtiguwdidhhie thely pramadate@dath every
di agnostic information to requests entering the

m
8. The method of claim 7 wherein the first component is a client.
9. The method of claim 7 wherein the system includes a second

component down-stream that can modify the context information.

10. The method of claim 9 wherein the modified context information is
communicated back to the first component using an out-of-band

communication.

11.  The method of claim 7 wherein the system can provide transport-
specific context information for use in marshaling requests on those
transports

12.  The method of claim 9 wherein an administrator can configure the

system to add diagnostic information to requests entering the system.



