METHOD AND SYSTEM FOR ON-SCREEN AUTHENTICATION USING SECRET VISUAL
MESSAGEW0ELDB/OE2THE INVENTION The present invention relates gene¢diyGeperitication or
verification of a person's identity for security purposes, and more particularly to a method for
on-screen authentication using a secret visual message. BACKGROUND An authentication factor is
used to authenticate or verify a person's identity for security purposes. Two-factor authentication uses
two different factors to authenticate the person. Using two factors as opposed to one delivers a higher
level of authentication assurance. Using more than one factor is referred to as strong authentication.
Currently, twHHETHODRANR FUSTEN FOROMGGHREEN AUSVHENTHLA SIAN B8NS 3ECBEhg the unique
physical features of a person as an authegigappemessacEre main drawback for biometric
authentication is the privacy concerns of end-users. An end-user might not be willing and comfortable
to allow banks and merchants to capture their biometric data such as a retina scan and fingerprint. 2)
Security tokens - Smart cards, USB tokens, one-time-password (OTP) tokens are examples. OTP
tokens haygeg iooie-anesiRVERTFONLCD) screen which displays a pseudo-random number with 6 or
more alphanumeric characters (numbers or combinations of letters and numbers, depending on the
vendor and model). The pseudo-random number changes at pre-determined time intervals, usually
every 60 sEtemksdntinventinsdainissgenarelvde ambantieplian Brvarbieation ef @PEMORECh as the user

pushing a Ratiay R feeddPuriaieanbaheRangtcihapis udnginod Gon snsthesrafter a pre-determined

time interval are referred t .
aut%en ica {on usscr)lg a secret visual message.

BACKGROUND

An authentication factor is used o authenticate or verify a person's identity for security
purposes. Two-factor authentication uses two different factors to authenticate the
person. Using two factors as opposed to one delivers a higher level of authentication
assurance. Using more than one factor is referred o as strong authentication.

Currently, two-factor authentication can be achieved in several ways:

1} Biometric — Using the unique physical features of a person as an authentication
factor. The main drawback for biometric authentication is the privacy concerns of
end-users. An end-user might not be willing and comfortable to allow banks and
merchants to capture their biometric data such as a retina scan and fingerprint.

2) Security tokens — Smart cards, USB tokens, one-time-password (OTP) tokens
are examples. OTP tokens have a liquid crystal display (LCD) screen which
displays a pseudo-random number with 6 or more alphanumeric characters
(numbers or combinations of letters and numbers, depending on the vendor and
model). The pseudo-random number changes at pre-determined time intervals,
usually every 60 seconds, but can also change at other time intervals or after a
user event, such as the user pushing a button on the token. Tokens that change
the pseudo-random number after a pre-determined time interval are referred to



2 as time-based, and tokens that change the pseudo-random number after a user event are referred to
as sequen®®bi¥8A¥kte the interval value is the current sequence numB&r Gt @Y ents, i.e. 1,
2, 3, 4, etc.). When the pseudorandom number is combined with a personal identification number
(PIN) or password, the resulting passcode has two factors of authentication (one from the
PIN/password, another from the OTP token). Hybrid-tokens combine the capabilities of smartcards,
USB tokens and OTP tokens. 3) Mobile Phones - avo-factor authentication tools transform the user's
mobile phone into a token device using SMS messaging or an interactive telephone call. The mobile

phone becomes FrBERARA AR kRS dhalhangs e RReUHH ANICAL AR LRAFE FHSBhe SMS token
device does haveeserhare pefiatahtl psciquescrbakatfiorestHe irtaaal pauais FMMSUBER via mobile

phone may not ok gl e 4P ReIGLPRRERdars o SnebCRP IR RURYHEKS. R SMS OTP may

lead to increase phone bills. However, two-factor authentication a not pervasive because of cost
effectiveness. AdMHIREPIAEEBEERIS SOMRIRGENBha RersPiRt idertification ivrhes sBINARE maintenance
costs. Most two-fpatswatiththetieatiting petsrsiarkas iogr fetdoysai cisthenstithfiah foge faoratirual fee of

850 10 $100 (USGAARELSRSd) AP RPN SR ISRIBHPERLIS BgiRinglinghallenging,

hardware tokens may get damaged or lost, and hardwaré token issuance in large industries such as
banking or even WP QF@@EM?@&#&%@&K’[@B@ M RgelPeiBeover, end users with SMS token

devices also face several problems such as when a token device is forgotten, misplaced, damaged,

lost or the likegAnaipes PREARYQARbURLIBHANMEHCHER HESIAHERAIBRSIWBRNRYRST Might not be

able to receive a SMS messafges overseas. Therefore, there is a need to manage two-factor

authentication that&EdRiRA P GLIeS UENr SR MG Ry AR e R §Phishing site
attacks and the likde @iidmpibecomes part of a two-factor, two-channel authentication

mechanism. However, the SMS token device does have some operational
problems and limitations, for example, an SMS OTP via mobile phone may not
work properly due o being dependant on mobile phone providers, and SMS OTP
may lead to increase phone bills.

However, two-factor authentication a not pervasive because of cost effectiveness.
Adding the second authentication factor increases implementation and mainienance
costs. Most two-factor authentication systems are proprietary and currently charge an
annual fee of $50 to $100 (USD) per user. 1n addition, hardware token deployment is
logistically chailenging, hardware fokens may get damaged or lost, and hardware token
issuance in large industries such as banking or even within large enterprises needs to be
managed. Moreover, end users with SMS token devices also face several probiems
such as when a token device is forgotten, misplaced, damaged, lost or the like. Another
operational limitation with SMS messaging arises when a user might not be able to
receive a SMS messages overseas.

Therefore, there is a need {o manage two-factor authentication that is convenient to use,
requires relative low operational cost, secure to phishing site attacks and the like.



An aspect of the invention is a method of authenticating a user, comprising: providing a user key to an
authenticaltp 2M3A¥3 providing a transmission message from the authetfta56A% %Wé?ﬁy in
response to the user key; providing a secret message using the transmission message; displaying the
secret message to the user using a display screen; and providing a user response to the
authentication authority in response to the user observing the secret message. The secret message
can be a psuedo-random alphanumeric code andxan be part of an (m,n)-threshold secret sharing
scheme, wherein m is the number of parts required to recover a secret and n is the total number parts.
The display screen can be a flat-panel display screen, an LCD screen and/or a mobile phone screen.
The user IMMABRYaN be the secret message. The authentication authority can provide the user key
to the user. In addition, the authentication authority can provide the transmission message to the user
using the Internet, and the user can provide the user response to the authentication authority using the

Internet. T2 35@05b1 damiReeRtinndsradRstas el AR EER SSRGS user key is the first
factor andpifewidisgy sesgariss ibthe aatentidatbor adihaipeptaviding iaemsoissien metbsadef

authenticafigg el FQMRLRAO QIRHPAR HEBhGYHHEOTAN N BRIRSIHEN 2 Wbggl: providing

a user key to the authentication authority; providing a background message from the authentication

authority |H‘?§§58ﬁé@‘@tﬂ@d@%@?‘ﬂ&ﬁ‘&?ﬁ?@%@ﬁﬁ@%ﬁ'fﬁ ?ﬁg‘?édﬂgsﬁﬂgg &8y Efeen while
the visual usiagay displagitcreed; avel pahigdied witlsandsponshdd toethettiestieatisoraathpdigaying a

secret me;&&gﬁlgg [B%\éﬁ?ée%‘SmMRgiﬁH%Q?@ﬁlﬁé(séﬁgethe background message; and 4

The secret message can be a psuedo-random alphanumeric code and can be part of an
{m,n)-threshold secret sharing scheme, wherein m is the number of parts required to
recover a secret and n is the total number paris.

The display screen can be a flat-pane! display screen, an LCD screen and/or a mobile
phone screen.

The user response can be the secret message.

The authentication authority can provide the user key to the user. In addition, the
authentication authority can provide the fransmission message fo the user using the
Internet, and the user can provide the user response to the authentication authority
using the Internet.

The method can be a two-factor authentication scheme, wherein the user key is the first
factor and the user response is the second factor.

An aspect of the invention is a method of authenticating a user, comprising providing a
visual overlay from an authentication authority; providing a user key fo the authentication
authority; providing a background message from the authentication authority in response
to the user key; displaying the background message on a display screen while the visual
overlay is positioned over, aligned with and attached to the display screen; displaying a
secret message to the user using the visual overlay and the background message; and



providing a user response to the authentication authority in response to the user observing the secret
message. Y¥He2#iE43{&rlay can include a visual matrix pattern such as afSsEbEEPYIMYAT visual
matrix pattern. The visual overlay can also include a transparent medium, wherein the visual matrix
pattern is non-transparent and the visual matrix pattern is printed on the transparent medium. The
authentication authority can print the visual matrix pattern on the transparent medium, or alternatively,
the user can print the visual matrix pattern on the #ansparent medium. The visual overlay can allow
the user to observe a first selected portion of the display screen without allowing the user to observe a
second seRERYINSoRIGIFET TRERIRTRaIPsieAHtPAlRAIORN, IHEARLY JB|SBRRATSSNONtBF tHEisplay
screen caolgispiizg the segttihmeessage within the background message, the first selected portion of
the display screen can be a window within the second selected portion of the display screen, the visual
overlay can allow the user to observe a third selected portion of the display screen, and the user can
enter the user response into the third selected portion of the display screen. The visual overlay can be
a part of aiHanvsutireshily sacistisbaringsehenatpviettain snds Heeanpsabdo-cinpiats visgaired to
recover a seati! SRS HhS IBLNLIBRAY BaK'5idB AURiie™ hrypsiahHednCARdaP RUDstantally

the same size as the display screen. The user response can be the secret message. The

authenticallSHEAMABRLPERS IS IAE-HRDTRAPHENE the VisURlMatikRAeThis REDERDIRAES to the user
in responsieaiestiacent erddiynirohthautisariidatiadditithmyrifyecan irinttibatiosualibnairisy pediernpronide the

backgroungldnegRaaiid TR ueiRHANRIGTRRS & L BARE RVRIRSMIe biRIHRaRONSe (0 the

authentication authorité using the Internet. 5 An aspect of the invention is method of authenticating a
user, comRHBPEIREHGeTHE,r key from an authentication authority to the user; then providing the
user key from the user to the authentication authority a first time; providing a visual overlay from the

authenticafigh AuRPINCIRINGHSHW IRSRRBSfolBEBEVISE ey fiievida b kol st WBeiishary providing
the user key from the user to the authenticatign authority a s cor?d gr?ne'cpr&owdlp%a ac%< round
message ﬁ%?ﬁ%é”&ﬂﬂ‘fzﬁﬂ%’%t GtHSrt ?0%1353 Ufe?iﬁ)ér%osrbgoﬁgﬁe 8 L&t Qey ﬁr Vidléd the second
time; displagiegnhintagsiipoihe firsissiemashpartisphiyhsedismiriasweptheanstisniitherecistial overlay

is positiongcboyaie eI thw B dgrbatiashad 494t &limklascretee PortioR|aying disfsyeicraersage to the
user using the l\j/isual %rla%%d Hjle backr%'oundg ssage. %?q tg%tﬂsﬁ)lrovidin 2 yser fesponse from

can be A w W e second selec ay. SCI e
the user to ﬁ1e auﬁ1ent|cat|0n aurihorlty In‘response OQPIG user observ ngytﬁe Secret message. The

encoded nwsgaycaaaiow dispippetpotherevdia il sslesiednarpearapin dislay grteeto@@dhe encoded
message, e encenrd tiessagegandsittiocadertiin sespriassotidh efusedisplay screen.

The visual overlay can be a part of an (m,n)-threshold secret sharing scheme, wherein m
is the number of parts required o recover a secref and n is the total number parts. In
addition, the visual overlay can have substantially the same size as the display screen.

The user response can be the secret message.

The authentication authority can provide the user key to the user and provide the visual
overlay to the user in response to the user key from the user. In addition, the
authentication authority can provide the background message to the user using the
Internet, and the user can provide the user response to the authentication authority
using the internet.

The method can be a two-factor authentication scheme, wherein the user key is the first
factor and the user response is the second factor.



The secret message can be a part of an (m,n)-threshold secret sharing scheme, wherein in is the
number of WAY2PP&d238 to recover a secret and n is the total number parRCHREEPHS onse can
be the secret message. The authentication authority can provide the user key to the user. In addition,
the authentication authority can provide the encoded message to the user using the Internet, and the
user can provide the user response to the authentication authority using the Internet. The method can
be a two-factor authentication scheme, wherein th& user key is the first factor and the user response is
the second factor. 6 authority in response to the user key, thereby providing an encoded message,;
providing the encoded message from the authentication authority in response to the user key;
decoding tha espectenf thesisagatithascme iy ol mpitieniteting messageyrdisjsing pyotfidingeret
message qRg ispleSie e ilea SR dBRRARSRIAAER AHIDRS BREORRCLSR SERUR AN

providing a user response to the authentication authority in resPc_)nse to user observin%the secret
message JRAHSYidR Iy Qihentisalion authasityi sfcign R s YA YRR o P user,
comprisingapticantivadian isehdty footheansauiheetpation tautto tivptdkéyepisddeththe firstiitney the user

key from theisehiRiRG Methealical ARAURPIL: 9 NERARAIRMARREES alshryiiratication
authority in response to the user key, there% rowdlngH?Fréencoded message; prowdlneg{ the encoded

message TR HIOa At RAHBERIS DRSSP (RR rHIREGGARN SHROTNE %P9 SR P user:
displaying tespensa tiethenessdoy prosidisiiizy smewhiinhe rdisplayiog thinbathawsedineksagde the
encoded ”tﬁ?éacﬂ%fgf%%eﬁ 16 IR B ST RAS 8% SBBP SNSRI BoRRhEB SRR NGigABeNcoded
message on the djsplay screen, therepy providin tI'\e secret messa e'édlsp!a ng the secret message
on a displa¥/ F‘é‘ér;ﬁ?gggﬁ{&ﬂéb%%@ oriF e @ﬁ%ﬁ@g r%Sggﬁa&?%%5'%‘?0\9%!?%%”36ﬂ§'31rn|%5p0nse
from the udbe tdstial aveiantrvadidheabrickanguindrownsage; tenth dhese prolvising Ry UsRr seePEPPRessage on

the displayrgarafB 188y ISRRCLAIHBIEARAIIHS & MEEb RIS iR st BBsaripRItHeOsBBIsEINg
providing a user key to an authentication authority; providing a transmission message from the
authenticaﬂ?)??%%ﬂﬁbrity in response to the user key; providing a secret message using the

transmission message; displaying the secret message to the user using a display screen; and
providing athsesdesRNAR 456 sarhanticaline duiheiéispiepRenss tareraadst ahserdngthe
encrypied seerel Message X Holnd.g mobls Bhane i, e decuaan ke, A Aspagiatine invention
is a method B adthentica INg a user,gcC)mprismg providing a pl%/a e key from an authentication
authority; proWAgli¥epa user key to the authentication authority; providing a background message from
the authentication authority in response to the user key; displaying the background message on a

ISPy SCT3E 46 IR RS MAILH I (S RAN ol P S GHb I G 8BRS VkRaHgToUnd
J m is the number of paris required to recover a secret and n is the total number parts.

The user response can be the secret message.

The authentication authority can provide the user key to the user. In addition, the
authentication authority can provide the encoded message to the user using the Internet,
and the user can provide the user response to the authentication authority using the
Internet.

The method can be a two-factor authentication scheme, wherein the user key is the first
factor and the user response is the second factor.

An aspect of the invention is a method of authenticating a user, comprising providing a
user key to the authentication authority; encoding a secret message at the authentication



7 the display screen; displaying a secret message to the user using the mobile phone containing the
private key5AWYIBEIRground message; and providing a user response T tHeE &R ion
authority in response to the user observing the secret message. An aspect of the invention is a
“method of authenticating a user, comprising providing a user key from an authentication authority to
the user; then providing the user key from the user to the authentication authority a first time; providing
a private key from the authentication authority to thee user in response to the user key provided the first
time; then providing the user key from the user to the authentication authority a second time; providing

a backgrouANAELa fespansare herHartkakdheiaby TRy iIdng 8N earaded speinagto R idEgr key
provided thivesenoodetnmestisgéaiion the Eathkericatidmasibagty dn edizplisy sctberutaeihgythe user

while the MARIGRENE é%&?ﬂﬂ%@%%@!16‘5%9%%@&%84@Q%@ttﬂ?egéég@&’ls%?a%dcﬁé)'ay screen;

displaying a secret message to the user usm%the mo phone; and then providing a User response

from the uSSECIBLAESTRABR ARAMITPLYSOIREN 1 4RP SINEE i BRPORYG Bhderrrigarbesensaiefessage.
BRIEF DE $eRiagECiNdFoTidiBdDR A NES Sohse ideth ehatitberitiodtiore mistiaditycinmes ptinseriay be fully

and more Glgayl¥ey RHSERIRRHY sWakQhEg B dative nles,dhe following description is taken in

conjunction with the accompanying drawings in which like reference numerals designate similar or
corresponding elements, regions and portions, and in which: FIG. 1A illustrates a block diagram of a
registrationfemaskest distnid iriemnimo iz ssmethodortiavibentithting ermbedicoentrisfribgiovidingon; FIG. 1B

is a block diggra@y AAeRAIMEREBREMRITPE thalseP BRHISEVIINPRYIISE iR PRERTdance with
an embodiment o r](lh inveption; FIG. 2A .illustrates a block dlagram of a user login process in
o BRREH G

accordancél'\?,meg ?%}Hﬂg- fiels i;oqpcodlng a secret message at the aUthentication
authority in response to the user key, thereby providing an encoded message; providing

the encoded message from the authentication authority to the user in response to the
user key from the user; displaying the encoded message on a display screen, thereby
prompting the user to decode the encoded message; decoding the encoded message in
response to the user observing the encoded message on the display screen, thereby
providing the secret message; displaying the secret message on a display screen in
response o decoding the encoded message; and providing a user response from the
user to the authentication authority in response to the user observing the secret
message on the display screen.

An aspect of the invention is 2 method of authenticating a user, comprising providing a
user key to an authentication authority; providing a transmission message from the
authentication authority in response fo the user key; providing a secret message using
the transmission message; displaying the secret message to the user using a display
screen; and providing a user response tfo the authentication authority in response to the
user observing the encrypted secret message by using a mobile phone with the
decryption key.

An aspect of the invention is a method of authenticating a user, comprising providing a
private key from an authentication authority; providing a user key to the authentication
authority; providing a background message from the authentication authority in response
to the user key, displaying the background message on a display screen while the
mobile phone with the user private key is used to capture the background message on



8 FIG. 2B is a block diagram of a computer that can be used in the system in accordance with an
embodimeMY @M ¥tdAtion; FIG. 3 illustrates a block diagram of a passwiird/ FEEP R8s in

accordance with an embodiment of the invention; FIG. 4A illustrates a block diagram of a registration

block diagram of a mobile phone that can be used in the system in accordance with an embodiment of
the invention; FIG. 5 illustrates a block diagram of @ user login process in accordance with an
embodimeﬂ%t of the invention; FIG. 6 illustrates a key reset process in accordance with an embodiment

of the invefiRSEIEY SereerhiUERIayiNg Arieliversace & BsivsRbNingcies iR RIRR ate key is
generated egrdadiistg Soequitivateukeyytadt e dratkgrenmdohdesphenand-bBovdingasbisek ammesa that

ilustrates qqpgrJQ@EhRSRES S aMthaREAFRRERNAME (NP disnant ﬁk@é&&%@ﬂ%&{,@.- 9 is a block

diagram illustrating a mobile key renéwal process in accordance with an embodiment of the invention;
and )
An aspect of the invention is a method of authenticating a user, comprising providing a

user key from an authentication authority 1o the user; then providing the user key from
the user to the authentication authority a first time; providing a private key from the
authentication authority to the user in response to the user key provided the first time;
then providing the user key from the user to the authentication authority a second time;
providing a background message from the authentication authority fo the user in
response to the user key provided the second time; displaying the background message
on a display screen facing the user while the mobile phone is positioned over, aligned
with and capture the barcode on the display screen; displaying a secret message {o the
user usiné the mobile phone; and then providing a user response from the user fo the
authentication authority in response to the user obsertving the secret message.

BRIEF DESCRIPTION OF THE DRAWINGS

In order that embodiments of the invention may be fully and more clearly understood by
way of non-limitative exampiles, the following description is taken in conjunction with the
accompanying drawings in which like reference numerals designate similar or
corresponding elements, regions and portions, and in which:

FIG. 1A illusirates a block diagram of a registration and key distribution process in
accordance with an embodiment of the invention;

FIG. 1B is a block diagram of a server with authority system that can be used in the
system in accordance with an embodiment of the invention;

FIG. 2A illustrates a block diagram of a user login process in accordance with an
embodiment of the invention;



FIG. 10 is a block diagram illustrating a mobile key revocation process in accordance with an
embodimeNY@£Me/i#t-dAtion. DETAILED DESCRIPTION 9 Embodiments St r&e#0¥RBA%oropose a
method and system that are cost effective and easy to manage two-factor authentication using the
enclosed on-screen authentication methods where the "token" is essentially a pseudo-random visual
matrix pattern printed on normal transparency paper using normal printing devices. FIG. 4-3 show
block diagrams illustrating the registration and keyalistribution (FIG. 1), the user login process (FIG. 2),
and the password reset process (FIG. 3) in accordance with an embodiment of the invention. An
embodimeht®f4RdSARIREL AR ehAitRIBRYEY Eafifarditt HRAR I Bt AVRIREHE 86R0fANGS that it can be
use for secvite anudinpediyntrd)iof. tAe biventiombodiment of the invention is a mobile phone based
application. Secret sharing scheme is a well researched area in cryptography proposed by Naor, M.
and Shamir, A., "Visual cryptography”, In: LNCS, vol. 950, Springer-Verlag. pp. 1-12, incorporated
herein by ref@rehiliistgiesAMdAdEIL el RParsIYRlY reslAipesssy MAsRaEREYihabme situations,
there is usaadbodinesskof hdkawthtidirovides access to many important files. If such a key is lost (e.qg.,
the person who knows the key becomes unavailable, or the computer which stores the key is
destroyed)_then all the important flies become inaccessible. The basic idea in secret sharing is to
divide the gé%re"fk@ﬁﬁ?& iddieck dipgram ol f ealsHric AR dnRbIsqYeistRuEBnN RRGESRain subsets
of the persiprccamigiatetadibthe etobatiment ti¢heapvaditiogeneral model for secret sharing is called an
m-out-of-n scheme (or (m, n)-threshold scheme) for integers 1, m, and n. In the scheme, there is a
sender (or% al _arégj articipants, The sender divides the secret into n parts and gives each
participant %e %gr'f Fﬂglf d ﬁﬁ'b%fr?s“&%?f'ﬁé’lb(m% R2P 15 kess\Br s ¥Rlemithut any m - 1 parts
reveal no intsordaioe wiib antheisedireenbiimsoeendinmusually called shares or shadows. Different
choices for the values of m and n reflect the tradeoff between security and reliability. A secret sharing

scheme is perfect if any gro f at most m - 1 participant (insiders) has no agvantage in guessing the
zecret ovel e BUKSHBIES Tk Aasie Sh iR R GARERTR T RS LA 2y threshol
scheme. Irepviediseerthel Mgdaeriéairet could be any colored image which contains any graphics or
characters from any language. This secret will be required as a second factor authentication during

user login. 40 Wil dheeduclion of cost I fat-screen display devices Jie ( GP Blasma TV.
fiat-screen , ahd even mobile ICes, 1t'Is becoming more pérvasive items.
invention;

FIG. 7 is a block diagram that illustrates an activation process where a private key is
generated and distributed securely to the end user mobile phone;

FIG. 8 is a block diagram that illustrates a user login process in accordance with an
embodiment of the invention;

FIG. 9 Is a block diagram illustrating a mobile key renewal process in accordance with
an embodiment of the invention; and

FIG. 10 is a block diagram illustrating & mobile key revocation process in accordance
with an embodiment of the invention.

DETAILED DESCRIPTION



Embodiments of the invention may include different schemes for effective and secured T-FA, for
example byRsi98Pdé#3 overlay, mobile token authentication, or the like. FFAFEMEYHIMENt, the
proposed scheme by visual codes overlay can be described in main phases: 1) registration and key
distribution to users, 2) online user login and 3) password reset. For phase 1 as shown in FIG. 1A, the
authority 14 for online resources, for example a bank which provides intemet banking services, first
needs to register and distribute a random key share to a user 12. The server 15 is of the authority 14
is shown by dashed box, however, it will be appreciated that the components shown of authority
system 14 E5mb9simeyts shiipinrerdiomererasd adusthos apdavstenmihaiiesiont aieebra ans example
may be locaiegteaimaiabe tvsdépaoniauthentieaiin aiding. thy Riccltycthenupsdiauitlentiegistration
informatio identificati r ' L Wi i d user ID
and passwqg% ggﬁg\?é% %% g%e%/?ggr?%g@g%daa%%ggﬁ%%ﬁ ﬁag{%ws%%%ﬁ%e@%se@?%%%rimed on a
transparerf137EIhIrARSARIRNGY AREREYEIRG P mat RENRY deKispss FiS cled P dipghd with the visual
key generatiagthmsiniettilingahswayidirSiceianis istggididiidion Gl atptiss esk8 lobiipkaesould be sent
101 to the g Sy oot giaeiermallob GYe.i ecsiae g ot ARIT RGBS, Ayhority wil

keep a database 18 of all the user information: user ID°l Password | key share. FIG. 1B is a block

diagram oft3edBrestian Hempadmsnt K tbminvsntins Badranigis hatBsifematdamiPifthccordance
with an embkelimenlutbthia thakintion bd necsnerame\rhatkpartp loges stndiheneathodinikdt database 18,

interface 1%evﬂ@tl§ﬁyi§§'?ﬁéﬁﬁ9rpmr@pagéﬁ %?ﬁga%gl‘_be appreciated that the components shown in
ay ta

the server are for illustrative purposes and m ke different arrangements and configurations, for
example components such as the database, etc. may be located separately and/or remotely from the
server. 11Setoetattingsseberiedsevod! restatcbasy atemirr oryptharapith pridpasikigenideare MOg a

pseudo-ranganaishare a5, ‘esedl Gphi sRpIRF MAESERES Wi beseiiaKs s ARAS Spon-ie screen and
the user keﬁ?share so.that Wgen the user gyerlays 10h,10i the user's .Se|i-k§£ visual token on the

screen 22 BYRIRRGELDEf %@fﬂﬁ?neTﬁgéPgtiygﬂﬂﬂf@rsfﬁ%h 9 8 SAMREP¥ message will be
revealed. Thandgeaherie issempgietidst tharsteveralbuonkepahtiey BiaThevides Hueassdeds to key in

this secret maasRYsLARM KIS FRUGEH KB§ YI8EQRY IR BeFAPIAIIAANITR 1R3OEEEMEST Multi-party

login, at least n users need to be present with thej shayes to oyerlay 24 and reveal the secret
message SIS G SLT0 AT EUSr SR SRIGEA G AEN IR For SHER I S URAPBEREY woeq in the
system in dgbegate inasessdhithothmbatiofdpa imventdshdirade tapslitisiei $pigsamlileyand may
include pragespRIces aMEMAHAR tHABIEAES 13 WIFEIENE [RPSEIRCES thanebraM BUKIBIBtHIghwith other

components_ of the system and the displ nd input 21 such as a keyboard or keypad. For Phase
3, as sho elr??ﬂ%f%? é?%%gg%a"seé gfrggcrﬁ%ﬂ%ﬁha%gq’dr loss of the end-user secret token, the end-user

could easily do a password reset with the authority. Basically, the end-user 12 will register 10j with the
authority amteagédonprmeeltitarcrit Bharing sy ssiadlshwilltagassdigre geat, andhiespererate 10k

with the key ehelpienAB AL Aew Misual KevARd uale, \LUYE userl Eassuigrrbkgy share enty i

the database ey ¢ar be convenient distributed 10m fo the 'end usef via registered mail,

email etc. BERiItPAREy dheReNdeadividssdasisacrelinte niBars and dvASRRLR RAMICIHRM PBRJ-user to
align and ovatlsy thasargampatbesitBaubugehdotc ety tieplaydhdemghmespade during
aUthent'ca?%aTﬂémmﬁn@Pﬁpﬁ%%glé?& ofﬁg%@é%né%rgﬁgﬁggj_ggﬂ eNLRrogpsed techniques forr

easy on-screen authentication, for example: Technique 1; justable on-screen lens size for
end users TRRARHG: PiTerentphaises jantas valvesalam qad iielert the drdeREbSERMMIC screen size

matching psegueiyn and reliability. A secret sharing scheme is perfect if any group of at most m - 1
participant (insiders) has no advantage in guessing the secret over the outsiders.
Therefore in a single party authentication mode, itis a (2, 2)-thrésh0ld scheme. In
practice, the hidden secret couid be any colored image which contains any graphics or
characters from any language. This secret will be required as a second factor
authentication during user login.



Technique 4: Pre-printed multi-size lens key 12 By using the lens key as a token, there are several
advantage¥ QA &tibhal tokens solution, for example: 1) Each lens kef(%?ﬁ?ﬂ%(\@gg%han a

physical token 2) Lens key could be easy distributed to the end-user for self printing. 3) In case of any
compromise to the lens key, a renewal key could be easily generated and distributed to the affected
user. In an embodiment, the proposed scheme by mobile token authentication can be described in
main phases: 1) user registration and mobile key apstribution, 2) user login and authentication and 3)
mobile key reset. FIG. 4-10 provide another embodiment having a similar process for mobile token

authentica¥itih. the gedistion grestindiatissrrandisrianisvites lited-Sltndanmsunié 8abwias) dashed
box, howeQRT jnd dverpmolsic aledddg ittheheoonting aviseglevasiot satharity system 54, mobile key
generator 56 and database 58 may be in different configurations, for example located remotely or
separate from each other. In this way, the user 52 provides 55a to the authority system 54 registration

informatiofF@Geriaents Y48 yrRntion BIRY FHAR CHiRrMS tReTeR R RIRINEIYSIFSHIRS: 56 creates
50b mobilea ey, fise Slzengigisiraiionl icddesatietagneabitbitse yidhsrtiarish Sadie llaiabase. The
mobile key is then returned 50d via authority system 54 to be stored in the users mobile phone. FIG.
4B is a block diagram of a mobile phone 62 that can be used in the system in accordance with an
embodimelit 3t aRPriEsibh REPRRSEHSHvRe BovigiahrPReR QuETaN caRRe fesrabeise a processor
102, memaryid @h=esed: an) iaddsfation B6ddey dstributiocadiossrsn@)latdidenkdelagti rgdha)
intercommymnicating with other components of the system and display 80, input 92 such as a camera,
input 94 such as a keyboard or keypad, and other like components. In order for the mobile key to be
transmitted securely (either via SMS, GPRS or any form of transportation protocol), it will be encrypted
prior to theFrapkassdian.shhereincFyBtidh, tha ddhadheldifioe polimarsgoumet ok eyaatgdzithm or based

on public key iRl WriHESHarkeY BaRitRg WERE R neiagtds oot thf citipuie gmbedded in the
VISl O g SRR s 1 A T HS g e RS A P STl s hay 2uthority

box, however, it will be appreciated that the components shown of authority system 14,

visual key generator 16 and database 18 may take different configurations, for example

may be located remotely or separate from each other. Typically, the user provides

registration information 10a such as idenitification, password and the like, and will be

given a generated user |ID and password generated by a key generator 16 and on fop of

that, the secret key shares printed on a transparent, physical medium (transparency) 24.

The visual key, S, is created {10b and with the visual key generator the store ID,

password, S, etc. is stored 10¢ in the database 18. This key could be sent 10d {o the

user through registered mail or even by electronic form for self-printing. The authority

will Keep a database 18 of all the user information: user ID | Password | key share. FIG.

1B is a block diagram of a server 15 with authority system module 14 that can be used in

the system in accordance with an embodiment of the invention. The server may have a

processar 11, memory 13, database 18, interface 17, visual key generator 16 and the

like. It will be appreciated that the components shown in the server are for illustrative

purposes and may take different arrangements and configurations, for example

components such as the database, etc. may be located separately and/or remotely from

the server.

For phase 2, as shown in system 10 of FIG. 2A, when a user 12 tries to access online
resources, the authority 14 will prompt 10e the user for user ID and password. Once this



13 system 54. In this way, a 2-way verification of the service provider and service requestor can be
ascertained¥§e¥E4thbreby increasing the security of the whole system.Pgﬁﬁﬁ?W,%ﬁ@%bile key
generated can either be based on a symmetric key algorithm or based on public key infrastructure

~ (PKI) key-pairs, In cases where the user 52 needs to authenticate with more than one authority
systems 54, the same mobile application installed on his mobile phone can be used. In this case,
multiple mobile keys specific to each of the authority systems would be stored securely on the mobile
phone. The mobile key generator 56 creates new mobile key, K. The system 50 shown in FIG. 5

shows autHdfgrnaljetdvelifindibe sametdssypieraliewthe aubpdiypiiarneasi B8 Rerator 70 having

random seggagenandtm BMerel S /BasiicoyiRiisscrabiletsade ailbeigisploadeigpaeraton thedule 76 for
producing yi ode,V T 52 loqi via I rd and the like,
and the da\téé%%ags'l}a%g?;&lﬂlgr?e% rggﬁ%cﬁaﬁ%{?a%%%%{}%h%ﬁ%%gge&%ﬁg gy, W\% é?geuﬁwgfésg%et message m

is generateBOdsHAL KR PPt EE BAISRO 2 RIIBE TeHSISRETRRYE RTINS UsH GRARPELeE Fonerated

50h,501 ingn\igsiel Spte YeBibt Tessigeakiliasterdvisidis pibye darbasteeniSquetiedmpiier and the user
52 uses a i ' ptur e Vi . i ' ile,device visual
code 54 o e B S B B P e
password tt§ RRTRCFIES $SeheAane Breees bR BinsT ?ﬁBB'iF@kg)&érr&‘é‘d‘ﬁﬂSB’e@Q'B’f Fhiefstem. The
user 52 requasissaiabdac banpbierk eyithahelr HayeshniilotiiyvsdayeR! Fhich revaeitiaagbgeskey K. The store

ID and other nfammaien Sl as RdiASEHE S TSGR RRRS oSS Fiargshafn into the

database 58. The new mobile key Is returned 500 via authority system 54 to be stored in user mobile

phones. VisEaf B ESPUReP R aTagrdance ithsay amhagmanis fhe dnyrafienn ThefRerufidkens and it
will be appithestttivdlzmdthey ischide psosassar?8psteaiteg e infetface 27 for interconnecting

and communicating with other components of the system and the display 22 and input
21 such as a keyboard or keypad.

For Phase 3, as shown in FIG. 3, in the case of compromise or loss of the end-user
secret token, the end-user could easily do a password reset with the authority.

Basically, the end-user 12 will register 10j with the authority and ask for a new token.
Authority system 14 will process the request and re-generate 10k with the key generator
16 a new visual key and update 10! the user ID | Password] key share entry in the
database 18. The new key can be convenient distributed 10m to the end user via
registered mail, email ete.

Due to the variants of display devices at the user’s end, it may be difficult for end-user to
align and overfay lens against the display screen to correctly display the secret message
during authentication. To tackle this, an embodiment of the invention includes a few
proposed techniques for easy on-screen authentication, for example:

Technique 1: Easily adjustable on-screen lens size for end users
Technique 2: Redundancy in secret message structure
Technigue 3: Dynamic screen size matching program

Technique 4. Pre-printed multi-size lens key



Market segments and/or applications of embodiments of the invention in regards to two-factor
authenticalit@ y1iakide enterprise applications such as secure remote HcEES20eH 18R se
authentication, business to business (B2B) transactions, or the like; consumer applications such as
online banking, electronic commerce, ISPs, or the like; government applications such as common
authentication or the like. An embodiment of the invention is a technique that is different from typical
tokens solution in that it can be use for secure logi. In an embodiment, public-key cryptography is a
method employed for secret communication between two parties without requiring an initial exchange
of secret kBysisihgdinedéss beyased tokere HierdigimbsignaladusnRagsiova\irediiinoarigienenables secure
transmissigi@idniesreatippen the Internet. It is also known as asymmetric key cryptography because
the key used to encrypt a message differs from the key used to decrypt it. In public key cryptography,
a user has a pair of cryptographic keys - a public key and a private key. The private key is kept secret,
while the publid kegonbepdhkewicksitraushiless thav egpagiasldakemcrypted with the recipient's public key

and can only be deayRIgd it B £0r @spROLLAgF AR keser FheskaysimiRgelated mathematically,

' ﬂﬂ;’ived fjiom the public key.

but the private_ ke canno} be feasibl¥ ie, i cttialo rojected cticec}
alielrs as el $SBh. To use a

Symmetric cr to%r%?)sf%/ouggg ‘éog?ﬁ’é OSEC )‘7 % éerlnc?rys %oe and decryp?ll

symmetric encrysienersterband, distribuirbiodhe afeeiodurstist share a key in advance. Because
symmetric encryption is less computationally intensive and requires less bandwidth, it is common to

exchange a key using.a key-exchange algorithm and transmit datg using.an iphering scheme. FIG.
7isa bloclﬁlcﬁéygeﬂgﬁogﬂg?ﬂ U&?ﬁé@ane§%§$% %F(%Oe%s% %%’r\}v Léﬁ}?'eg_ rzﬁ%%t\’/% e %ié)?s enerated and
distributeddgssiikey wmainghasese b pseoisidisipbvr e kil ey HeiHin A HHeHIe88 downloading
110a signeshaviiabimisiehsd s pndgRnespiagl 10Is ke paibvidicapatapivmsedsrentered 1We that is
received opt af band to encrypt generate blic k here out,of Is-flexib|e. depending on
banks, othﬁ?‘i’n‘? aan‘i;zlrgﬁ%'h r%%%%‘éﬁﬂ?é’, {ergoﬂ(gﬁ ?g?%%(r\g{%%@nﬂﬁh,&%?%é; gg%iﬁl%o' ??egister their own

or system Sheu atrasiyr G e authesty fdrinsbawe by sashrtden Rawmraitt WithaRization via 15
GPRS, SM4ppasdiaetikpatthe sysismearnsiiaswisef Huthoiiydaetypidd imgeileisey'ssperatcmt®dl public key

thatis to be Sioiad, LIOS A0 SYMTSAROSANiShs 8 SRSl diagiaindhaidlsirates a user

login process 1 ce with an embodiment of the invention. The authentication process
involves thBPREREINERSh fihele ) LNSWIS B M5RYI82RNIdRS 827 Initheay ity RIEDion
informatiors4TiegistirsiypiethohbBos gerienatisy] f28iwmd ihbisile oden bemaad e dikanphe. The system

encrypts USiRgb Ryl IS G thal SpERisiRsad i eTesiamudimrrndidmage capturing
device such as_camera 94 on maobile phone 62 to také a snapshot 120¢ of thEngy_bar to obtain OTP

encrypted mﬁiiﬁé%éF%%BM&&P%@B@%?@W&@’%@ hEPLRed &#d onto the

webpage, fastbodingy)eteam Hdtodee stiudld o winstPOenobile phone. FIG. 4B is a block diagram
of a mobile phone 62 that can be used in the system in accordance with an embodiment
of the invention. The mobile phone 62 shown is illustrative and may comprise a
processor 102, memory 104 and an interface 106 and communications module for
interacting and intercommunicating with other compeonents of the system and display 80,
input 92 such as a camera, input 94 such as a keyboard or keypad, and other like
components.

In order for the mobile key to be transmitted securely (either via SMS, GPRS or any form
of transportation protocol), it will be encrypted prior to the transmission. The encryption
can be done either via a symmetric key algorithm or based on public key infrastructure
(PKI) key-pairs. When a PKI system is used, the contents embedded in the visual code
may be encrypted and digitally signed using the public and private keys of the authority



FIG. 9 is a block diagram illustrating a mobile key renewal process 130 in accordance with an
embodimeM@RIAYi#ZdAtion. A user 52 requests 130a for new passphras& AMEIRENUSY pair is
generated 130b. The passphrase is entered 130c to encrypt and generate the public key. The
encrypted key is registered 130d with organisations for example via GPRS, SMS or the like. The
system verifies the user ID and decrypts to obtain the user's generated public key and then stores
130e in the system's repository. FIG. 10 is a blocksdiagram illustrating a mobile key revocation or loss
of phone process 140 in accordance with an embodiment of the invention. The user 52 notifies 140a
the adminiSHERSP 42 Inthiswme echwditvierinadien oS de S00HRS PIaURel NG SIGETRIHPSSich as

automatic tiichenarlitardiIddirdiflaHeEbyEffexstg thd 4dabiyHtmvhsiasgstemewal is disabled. In

an embodiment, only re-registration is allowed. The user 32 repeats 140d registration process to
register new keys. While embodiments of the invention have been described and illustrated, it will be

understoocPiilgibsEhsimeRilekayomnaiasd garroifeerhe haned Ama pXramatishsyigedift®ons in

details of design 6k ggaﬁm@immd&a-mad@\w&ﬁggﬁgeparting from the present invention. 16
CLAIMS: 1A method of authenticating a user, comprising: providing a visual overlay from an

authentication authority; providing a user key to the authentication authority; providing a

backgrounttasesybere Metisrddardaioraathhoinsta v punadnariraa aethrely systems

54, the same mobile application installed on his mobile phone can be used. In this case,
multiple mobile keys specific to each of the authority systems would be siored securely
on the mobile phone. The mobile key generator 56 creates new mobile key, K.

The system 50 shown in FIG. 5 shows authority system 54 with database 58 and
random secret and visual code generator 70 having random secret generator module 72,
encryption module 74, and visual code generator module 76 for producing visual code V
82. The user 52 logins 50e via a computer 60 with ID, password and the like, and the
database is queried 50f database 58 {o refrieves mobile key, K, where the secret
message m is generated 50g and encrypted with K to produce E as shown in FiG. 5.
Encoded E is generated 50h,50i into visual code V 82. The visual code V Is displayed
on screen 80 of computer and the user 52 uses a mobile device 62 to capture and
decode visual code V to display 50j on mobile device visual code 84 on display of mobile
device and of password 86 on display. The user uses 55k decoded password to login.

'FIG. 6 shows the process flow of the mobile key reset process of the system. The user
52 requests 50| for a mobile key reset. The authority creates 50m a new mobile key K.
The store ID and other information such as 1D, password, mobile number, K, and the like
is stored 50n into the database 58. The new mobile key is returned 500 via authority
system 54 to be stored in user mobile phones.

Visual lens or user overlay 24 Is comparatively easier to replicate than physical tokens
and it will be appreciated that the visual lens is more cost effective.

An embodiment of the invention could be used as authentication means for scenario with
these important characteristics: cross-order and mass authentication.



displaying the background message on a display screen while the visual overlay is positioned over,
aligned witWVar?@04fia&Had to the display screen; displaying a secret mESEa2 P #9158er using the
visual overlay and the background message; and providing a user response to the authentication
authority in response to the user observing the secret message. 2. The method of claim 1, wherein
the visual overlay includes a visual matrix pattern. 3. The method of claim 1, wherein the visual
overlay includes a pseudorandom visual matrix paiern. 4. The method of claim 1, wherein the visual
overlay includes a visual matrix pattern and a transparent medium, the visual matrix pattern is

non-transpiesketsromenissnslon appligaiivesofseprdimeneied theirysationimeganss 8 ¥ere method of

claim 1, wh@éﬁiﬂatbméiiﬁuai.@vaféwria@waﬁtarpﬁ@éldgﬁmmwﬁwba@éwr@?étﬂweaé&@ayansparent
medium, thet%?eudor gwent V{lsua {}%"{ﬁ@é éern |gsggaéﬁt arec tandt eﬂ eudonrandom visual
matrix pattern 1o ?e?‘n?e e ?ransparen livhi RGO c?alm VHSISH e

authenuoaﬁéﬁ"&ﬁﬂ@@ﬁwhmQﬁl@‘@lBaak'ﬁmﬁﬁfﬁmﬁ%“ﬂﬁ@ﬁdﬁgﬁaﬁém%@é|lﬂﬁve&ment
applications such as common authentication or the like.

An embodiment of the invention is a technique that is different from typical tokens
solution in that it can be use for secure login.

In an embodiment, public-key cryptography is a method employed for secret
communication between two parties without requiring an initial exchange of secret keys.
It can also be used to create digital signatures. Public key cryptography enables secure
transmission of information on the Internet.

It is also known as asymmetric key cryptography because the key used fo encrypt a
message differs from the key used to decrypt it. In pubﬁc key cryptography, a user has a
pair of cryptographic keys — a public key and a private key. The private key is kept
secret, while the public key may be widely distributed. Messages are encrypted with the
recipient’s public key and can only be decrypted with the corresponding private key. The
keys are related mathematically, but the private key cannot be feasibly (ie, in actual or
projected practice) derived from the public key.

Symmetric cryptography uses a single secret key for both encryption and decryption. To
use a symmetric encryption scheme, the sender and receiver must share a key in
advance. Because symmeiric encryption is less computationally intensive and requires
less bandwidth, it is common to exchange a key using a key-exchange algorithm and
transmit data using an enciphering scheme.

FIG. 7 is a block diagram that illustrates an activation process 110 where a private key is
generated and distributed securely {o the end user 52 mobile phone 62. The activation
process involves downloading 110a signed midiet from website and generating 110b key
pair. The passphrase is entered 110c that is received out of band fo encrypt generated
public key, where out of band is flexible depending on banks, other organizations and
the like, through for example the ATM, user login fo fegister their own or system '
automatically generated. The encrypted key is registered 110d with organization via



7. The method of claim 4, wherein the user prints the visual matrix pattern on the transparent medium.
8. The metW&Q289¥iH#LS, wherein the authentication authority prints the pBSHGRSPA Msual matrix
pattern on the transparent medium. 9. The method of claim 6, wherein the user prints the
pseudo-random visual matrix pattern on the transparent medium. 10. The method of claim 1, wherein
the visual overlay allows the user to observe a first selected portion of the display screen without
allowing the user to observe a second selected pagion of the display screen, and the first selected
portion of the dislp%a\tx screen displays the secret message within the background message. 11. The

method of SRS MR HeTER the. fifsesuisien ypdienusst {RaakPreyatsddn s6lU8aRBow within the

second selpaietiearponiiokdictisay bergered 1204 hetaaiiehos elisaitty. wherein the visual overlay
allows the user to observe a third selected portion of the display screen, and the user enters the user

response ipjg 1Be4hitgl-eg ARG RIRIP BB SisRlaY S6TR Boodds THFIMEIISEALEIAM 4nwherein the

visual overlay is a part of an_ mei%zl threshold secret sharlng scheme, m is the number of parts required
to recover ARG ime gthe iRenfiohn i artparication RFRESHIMEY 8 tigileer IggiRraRanR visual
overlay is tbsyatdiallfotrexaapie sizerserths, didplagiscreegistr@tids inftrenatisimotilef claim 1, wherein

the display.gerasadsirBak BRREl AP0 9B barcode format for example. The system
encrypts using the user’s public key that is registered with the system. The user with
image capturing device such as camera 94 on mobile phone 62 fo take a snapshot 120c
of the 2D bar to obtain OTP encrypted with the user’s public key. The user 52 enters
120d the OTP and password onto the webpage, for example, and successfully logs in
120e.

FIG. 9 is a block diagram illustrating a mobile key renewal process 130 in accordance
with an embodiment of the invention. A user 52 requests 130a for new passphrase, and
a new key pair is generated 130b. The passphrase is entered 130c to encrypt and
generate the public key. The encrypted key is registered 130d with organisations for
example via GPRS, SMS or the like. The system verifies the user ID and decrypts o
obtain the user's generated public key and then stores 130e in the system’s repository.

FIG. 10 is a block diagram illustrating a mobile key revocation or loss of phone process
140 in accordance with an embodiment of the invention. The user §2 notifies 140a the
administrator 142. In another embodiment the user revokes 140b using other means
such as automatic teller machines (ATM). The keys are revoked 140c by system 55 and
renewal is disabled. In an embodiment, only re-registration is allowed. The user 32
repeats 140d registration process to yegister new keys.

While embodiments of the invention have been described and illustrated, it will be
understood by those skilled in the technology concerned that many variations or
modifications in details of design or construction may be made without departing from
the present invention.



16. The method of claim 1, wherein the display screen is an LCD screen. 17. The method of claim 1,
wherein the user response is the secret message. 18. The method of claim 1, wherein the
authentication authority provides the user key to the user, and the authentication authority provides the
visual overlay to the user in response to the user key from the user. 19. The method of claim 1,
wherein the authentication authority provides the bagkground message to the user using the Internet,
and the user provides the user response to the authentication authority using the Internet. 20. The
method of clg'@ t! ﬁ_herein the method is a two-factor authentication scheme, the user key is the first
factor and t sponse is the second factor. 21. A method of authenticating a user, comprising:
providing a user key from an authentication authority to the user; then providing the user key from the
user to the aluthentAcatqu apt ori%a fi'rst ttime' providing a visual overlay from the authentication
authority to the user NFCSSoRsBLE T 'Cu%{anrgk%)l/J %?&v?génop{r'ler}%St time; then providing the user
key from the user fortvedangtfaevidoationesilzh tndty asecohenticetjon authority;

providing a user key to the authentication authority;

providing a background message from the authentication authority in
response to the user key;

displaying the background message on a display screen while the visual
overlay is positioned over, aligned with and attached to the display screen;

displaying a secret message to the user using the visual overlay and the
background message; and

providing a user response to the authentication authority in response to
the user observing the secret message.

2. The method of claim 1, wherein the visual overlay includes a visual matrix
pattern.
3. The method of claim 1, wherein the visual overlay includes a

pseudorandom visual matrix pattern.

4. The method of claim 1, wherein the visual overlay includes a visual matrix
pattern and a transparent medium, the visual matrix pattern is non-transparent

and the visual matrix pattern is printed on the transparent medium.

5. The method of claim 1, wherein the visual overlay includes a
pseudorandom visual matrix pattern and a transparent medium, the pseudo-
random visual matrix pattern is non-transparent and the pseudo-random visual

matrix pattern is printed on the transparent medium.

6. The method of claim 4, wherein the authentication authority prints the

visual matrix pattern on the transparent medium.



providing a background message from the authentication authority to the user in response to the user
key provided the second time; 19 displaying the background message on a display screen facing
the user while the visual overlay is positioned over, aligned with and attached to the display screen;
displaying a secret message to the user using the visual overlay and the background message; and
then providing a user response from the user tp7the authentication authority in response to the
user observing the secret message. 22. The method of claim 21, wherein the visual overlay includes a
pseudorandom visual matrix pattern and a transparent medium, the pseudorandom visual matrix
pattern is non-transparent and the pseudo-random visual matrix pattern is printed on the transparent

medium. 23.The Meshodtabdlainei2an whatedndine e lssrtmaticrt s theudy nanis gatpseodo-random
visual matri>,§hoe ftern on th tra(?sﬁpr%rent medium. 24. The method of claim 22, wherein the user prints
|

the pseudo-ran SR S pattern on the transparent medium. 25. The method of claim 21,

wherein the visual overlay allows the user to observe a first selected portion and a third selected

portion of thg dispigy sGtegnyBEWAOWING, 115 USCIHO ADRRINEARSHOULRSIRS ER Aaripa of the

display screen, the first selected portion Isplay screen 1s a window wi second selected

portion of theséisgtayescie®dr/igvalimatsx setéerponitredfansngispraynssliesn displays the secret
message within the background message, and the user enters the user response into the third

selected portion of the display screen. . . .
The method of claim 6, wherein the user prints the pseudo-random visual

matrix pattern on the transparent medium.

10. The method of claim 1, wherein the visual overlay allows the user to
observe a first selected portion of the display screen without allowing the user to
observe a second selected portion of the display screen, and the first selected
portion of the display screen displays the secret message within the background
message.

11.  The method of claim 10, wherein the first selected portion of the display
screen is a window within the second selected portion of the display screen.

12. The method of claim 11, wherein the visual overlay allows the user to
observe a third selected portion of the display screen, and the user enters the
user response into the third selected portion of the display screen.

13.  The method of claim 1, wherein the visual overlay is a part of an (m,n)-
threshold secret sharing scheme, m is the number of parts required to recover a

secret and n is the total number parts.

14. The method of claim 1, wherein the visual overlay is substantially the

same size as the display screen.



26. The method of claim 1, wherein the visual overlay is a part of an (m,n)- threshold secret sharing
scheme, m is the number of parts required to recover a secret and n is the total number parts. 20 27.
The method of claim 1, wherein the visual overlay is substantially the same size as the display screen.
28. The method of claim 1, wherein the user response is the secret message. 29. The method of
claim 21, wherein the user authentication authoritygrovides the user key and the background
message to the user using the Internet, and the user provides the user key both times and the user

response to the authentication authority using the Internet. 30. The method of claim 21, wherein the
oot 15 & o fa0l SRR CLATE Ao HECHD (2 CheaY (e 0. Bt AL b JEL baponse is

the second tagtn. 31. A method of authenticating a user, comprising: providing a user key from an
authentication authority to the user; then providing the user key from the user to the authentication
authority; encoding a secret message at the authentication authority in response to

16.  The method of claim 1, wherein the display screen is an LCD screen.

17.  The method of claim 1, wherein the user response is the secret message.

18. The method of claim 1, wherein the authentication authority provides the
user key to the user, and the authentication authority provides the visual overlay
to the user in response to the user key from the user.

19.  The method of claim 1, wherein the authentication authority provides the
background message to the user using the Internet, and the user provides the
user response to the authentication authority using the Internet.

20. The method of claim 1, wherein the method is a two-factor authentication
scheme, the user key is the first factor and the user response is the second

factor.

21. A method of authenticating a user, comprising:

providing a user key from an authentication authority to the user; then

providing the user key from the user to the authentication authority a first
time;

providing a visual overlay from the authentication authority to the user in
response to the user key provided the first time; then

providing the user key from the user to the authentication authority a
second time;

providing a background message from the authentication authority to the

user in response to the user key provided the second time;



the user key, thereby providing an encoded message; providing the encoded message from the
authentication authority to the user in response to the user key from the user; displaying the
encoded message on a display screen, thereby prompting the user to decode the encoded message;
decoding the encoded message in response to the user observing the encoded message on the
display screen, thereby providing the secret message; displaying the secret message on a display
screen in response to decoding the encoded message; and providing a user response from the

user to the authenticat on authori response to the user obserying the secret m on the
display soroen. 21 GBATHE HARRPSP I 1SRG 17 Ao TRE o 8 LhF iR anc

decoded usinpile phbligikeylinfreskiyclsiredeigmrid SarT gignethaditof aladmaachdwereinttiee secret
message is 3é3§uedo random alphanumeric code.
isplay screen;
displaying a secret message to the user using the visual overlay and the
background message; and then
providing a user response from the user to the authentication authority in

response to the user observing the secret message.

22. The method of claim 21, wherein the visual overlay includes a
pseudorandom visual matrix pattern and a transparent medium, the pseudo-
random visual matrix pattern is non-transparent and the pseudo-random visual

matrix pattern is printed on the transparent medium.

23. The method of claim 22, wherein the authentication authority prints the

pseudo-random visual matrix pattern on the transparent medium.

24.  The method of claim 22, wherein the user prints the pseudo-random visual

matrix pattern on the transparent medium.

25. The method of claim 21, wherein the visual overlay allows the user to
observe a first selected portion and a third selected portion of the display screen
without allowing the user to observe a second selected portion of the display
screen, the first selected portion of the display screen is a window within the
second selected portion of the display screen, the first selected portion of the
display screen displays the secret message within the background message, and
the user enters the user response into the third selected portion of the display

screen.

26. The method of claim 1, wherein the visual overlay is a part of an (m,n)-
threshold secret sharing scheme, m is the number of parts required to recover a
secret and n is the total number parts.



34. The method of claim 31, wherein the secret message is a part of an (m,n)- threshold secret sharing
scheme, m is the number of parts required to recover a secret and n is the total number parts. 35. The
method of claim 31, wherein the display screen is a flat-panel display screen. 36. The method of claim
31, wherein the display screen is an LCD screen. 37. The method of claim 31, wherein the display
screen is a mobile phone screen. 38. The methodf claim 31, wherein the user response is the secret
message. 39. The method of claim 31, wherein the authentication authority provides the user key and
the encoded message to the user using the Internet, and the user provides the user key and the user
response to the authentication authority using the Internet. 40. The method of claim 31, wherein the
method is a2Wo-faTioy andiendicotticrafnhemehthreinstiekeisisathevieshjaisosdweidhtallgethesponse is
the second factor. 41. A rg%thdcfgp?f authenticating a user, comprising: providing a private key from an

authenticatiSh AGtRGALS > ay screen.

28. The method of claim 1, wherein the user response is the secret message.

29. The method of claim 21, wherein the user authentication authority
provides the user key and the background message to the user using the Internet,
and the user provides the user key both times and the user response to the
authentication authority using the Internet.

30. The method of claim 21, wherein the method is a two-factor authentication
scheme, the user key is the first factor and the user response is the second
factor.

31. A method of authenticating a user, comprising:

providing a user key from an authentication authority to the user; then

providing the user key from the user to the authentication authority;

encoding a secret message at the authentication authority in response to
the user key, thereby providing an encoded message;

providing the encoded message from the authentication authority to the
user in response to the user key from the user;

displaying the encoded message on a display screen, thereby prompting
the user to decode the encoded message;

decoding the encoded message in response to the user observing the
encoded message on the display screen, thereby providing the secret message;

displaying the secret message on a display screen in response to
decoding the encoded message; and

providing a user response from the user to the authentication authority in
response to the user observing the secret message on the display screen.



providing a user key to the authentication authority; providing a background message from the
authentication authority in response to the user key; displaying the background message on a
display screen while a mobile phone with the user private key is used to capture the background
message on the display screen; displaying a secret message to the user using the mobile phone
containing the private key and the background megsage; and providing a user response to the
authentication authority in response to the user observing the secret message. 42. The method of

claim 41, wherein the private key is generated as a private-public key pair by the authentication
authority. 452 The TIEBO PR AT erEHER AR RE5a8 doemmatdh EPRBTE s a Midlet
44. The meitecbdbdlaismgh putsiekethinfpaisiatetkey kegpainoaded to the user as a Midlet and
installed into the user mobile phone. 45. The method of claim 41, wherein the private key is

downloaded to the user as a Midlet and installed into the user mobile phone and is linked to a barcode
capture app88ationl héenethedetiobal rofIlawhékintieseindred meabsagieadianpautititadoarates a

private-publ'a&%/nmg}% lé%(areduring registration.

34. The method of claim 31, wherein the secret message is a part of an (m,n)-
threshold secret sharing scheme, m is the number of parts required to recover a

secret and n is the total number parts.

35. The method of claim 31, wherein the display screen is a flat-panel display

screen.
36. The method of claim 31, wherein the display screen is an LCD screen.

37. The method of claim 31, wherein the display screen is a mobile phone

screen.
38. The method of claim 31, wherein the user response is the secret message.

39. The method of claim 31, wherein the authentication authority provides the
user key and the encoded message to the user using the Internet, and the user
provides the user key and the user response to the authentication authority using

the Internet.

40. The method of claim 31, wherein the method is a two-factor authentication
scheme, the user key is the first factor and the user response is the second

factor.

41. A method of authenticating a user, comprising:

providing a private key from an authentication authority;



47. The method of claim 44, wherein the user downloads the Midlet. 48. The method of claim 46,
wherein the authentication sends the private key to the user as a Midlet. 23 49. The method of claim
46, wherein the user installs the Midlet onto a mobile phone. 50. The method of claim 41, wherein the
mobile phone with the private key allows the user to observe a first selected portion of the display
screen without allowing the user to observe a secarl selected portion of the display screen, and the
first selected portion of the display screen displays the secret message encrypted and stored in a
barcode. 51. The methqd of claim 50, whpﬁrein the first selected portion of the display screen is a

window within the BEX4ANSA&HSEHKSIHRNEAHEGRIGalALAMACTEYS The method of claim 51, wherein
the mobile phone witbvitia@rizateseyrallodsies smps thrahsénee authisgdtzeltotechprdioty ohthe display
screen, and the user En% rs the User response into the third selected portion of the display screen. 53.
The method OF RTART (1, Whereinfhe private key is a part of private-public key pair generated by the
authentication autttisipiessouitbe toackgroend seesetgecssageadidpdayl isersmthotilef elaimblie, wherein

the mobile SGr8&A §i7R B8RP IR NS WY FG 5 PRI HRYREHFBund message on
the display screen;
displaying a secret message to the user using the mobile phone
containing the private key and the background message; and
providing a user response to the authentication authority in response to
the user observing the secret message.

42.  The method of claim 41, wherein the private key is generated as a private-
public key pair by the authentication authority.

43. The method of claim 41, wherein the private key is downloaded to the user
as a Midlet.

44.  The method of claim 41, wherein the private key is downloaded to the user

as a Midlet and installed into the user mobile phone.
45.  The method of claim 41, wherein the private key is downloaded to the user
as a Midlet and installed into the user mobile phone and is linked to a barcode

capture application.

46. The method of claim 44, wherein the authentication authority generates a

private-public key for the user during registration.
47.  The method of claim 44, wherein the user downloads the Midlet.

48. The method of claim 46, wherein the authentication sends the private key

to the user as a Midlet.



55. The method of claim 41, wherein the display screen is a flat-panel display screen. 56. The method
of claim 41, wherein the display screen is an LCD screen. 57. The method of claim 41, wherein the
user response is the secret 24 58. The method of claim 41, wherein the authentication authority
provides the user key to the user, and the authentication authority provides the background message
to the user in response to the user key from the usgs. 59. The method of claim 41, wherein the
authentication authority provides the background message to the user using the Internet, and the user
provides the user response to the authentication authority using the Internet. 60. The method of claim
41, wherein the method is a two-factor authentication scheme, the user key is the first factor and the
user respongg.is thiehsanetitbthofoslaih. 46 nvetieesi rotra testinatily sheselidaroptismegngisidwiding a
user key fron}]an authentication authority to the user; then providing the user key from the user to the

authentication c<>';1rb(?hority a first

50. The method of claim 41, wherein the mobile phone with the private key
allows the user to observe a first selected portion of the display screen without
allowing the user to observe a second selected portion of the display screen, and
the first selected portion of the display screen displays the secret message

encrypted and stored in a barcode.

51. The method of claim 50, wherein the first selected portion of the display
screen is a window within the second selected portion of the display screen.

52. The method of claim 51, wherein the mobile phone with the private key
allows the user to observe a third selected portion of the display screen, and the
user enters the user response into the third selected portion of the display screen.

53.  The method of claim 41, wherein the private key is a part of private-public
key pair generated by the authentication authority required to recover a secret

message.

54.  The method of claim 41, wherein the mobile screen size is substantially a

smaller size as the display screen.

55.  The method of claim 41, wherein the display screen is a flat-panel display

screen.
56. The method of claim 41, wherein the display screen is an LCD screen.

57. The method of claim 41, wherein the user response is the secret

message.



time; providing a private key from the authentication authority to the user in response to the user
key provided the first time; then providing the user key from the user to the authentication
authority a second time; providing a background message from the authentication authority to the
user in response to the user key provided the second time; displaying the background message
on a display screen facing the user while a mobile phone is positioned over, aligned with and capture
the barcode on the display screen; displaying a secret message to the user using the mobile phone;
and then providing a user response from the user to the authentication authority in response to the
user observing the secret message. 25 62. The method of claim 61, wherein the private key is

generated a5& privVéaie-melthicckey @aimant], insialed ihﬁ)abmasﬁcaﬂobimﬂimm pﬁﬁzid'ésétmethoq of
claim 62, whergin e auhenlicalion SO ASHRAES AT HDGRL TR lp igper via

message to the user in response to the user key from the user.

59.  The method of claim 41, wherein the authentication authority provides the
background message to the user using the Internet, and the user provides the
user response to the authentication authority using the Internet.

60. The method of claim 41, wherein the method is a two-factor authentication
scheme, the user key is the first factor and the user response is the second
factor.

61. A method of authenticating a user, comprising:

providing a user key from an authentication authority to the user; then

providing the user key from the user to the authentication authority a first
time;

providing a private key from the authentication authority to the user in
response to the user key provided the first time; then

providing the user key from the user to the authentication authority a
second time;

providing a background message from the authentication authority to the
user in response to the user key provided the second time;

displaying the background message on a display screen facing the user
while a mobile phone is positioned over, aligned with and capture the barcode on
the display screen;

displaying a secret message to the user using the mobile phone; and then

providing a user response from the user to the authentication authority in
response to the user observing the secret message.



64. The method of claim 62, wherein the user install the Midlet onto a mobile phone. 65. The method
of claim 61, herein the mobile phone with the private key allows the user to observe a first selected
portion of the display screen without allowing the user to observe a second selected portion of the
display screen, and the first selected portion of the display screen displays the secret message
encrypted and stored in a barcode. 66. The metharbof claim 41, wherein the private key is a part of
private-public key pair generated by the authentication authority required to recover a secret message.

67. The method of claim 41, wherein the mobile phone screen is substantially Jess than the size as the
display screb. o8l FETFLELE I AT RO VG 18k A R R AP e nge. 00

The methodpabtittkeyodaiwhedeinstatadsetatibanigratiobiruiheniy. provides the user key and the
background message to the user using the Internet, and the user provides the user key both times and
the user response to the authentication authority using the Internet. 26 70. The method of claim 61,
wherein the6fietho@iis aneibefdaibchaithebRicatimmesohibe & Uthe osertiay @itherfiysplmtoatand the user

response is élﬂa §8ﬁ8§qﬁ8 ﬂ@atg%egl% gﬂe%tnggrqji glm’ml &1 wherein the secret message is an

encrypted message encoded In a

64. The method of claim 62, wherein the user install the Midlet onto a mobile

phone.

65. The method of claim 61, herein the mobile phone with the private key
allows the user to observe a first selected portion of the display screen without
allowing the user to observe a second selected portion of the display screen, and
the first selected portion of the display screen displays the secret message
encrypted and stored in a barcode.

66. The method of claim 41, wherein the private key is a part of private-public
key pair generated by the authentication authority required to recover a secret

message.

67. The method of claim 41, wherein the mobile phone screen is substantially

less than the size as the display screen.
68. The method of claim 41, wherein the user response is the secret message.

69. The method of claim 61, wherein the user authentication authority
provides the user key and the background message to the user using the Internet,
and the user provides the user key both times and the user response to the
authentication authority using the Internet.



72. The method of 31, wherein the private key is a part of a private-public key pair required to recover
a secret message.

26

70.  The method of claim 61, wherein the method is a two-factor authentication
scheme, the user key is the first factor and the user response is the second
factor.

71.  The method of claim 31, wherein the secret message is an encrypted

message encoded in a barcode.

72.  The method of 31, wherein the private key is a part of a private-public key

pair required to recover a secret message.



