; e3eTPPQDR. STAT6TTTi p81 APPARATUS, AND ASSOCI ATED METHOD, FOR
SYNCHRONI ZI NG DATABASES CONNECTED BY WAY OF A RADI O Al R | NTERFACE The
present invention relates generally to a manner by which to place, and

mai ntai n, a database enbodied at a nobile node in match with a
correspondi ng dat abase enbodi ed at a comruni cati on network. Mre
particularly, the present invention relates to apparatus, and an associ at ed
met hod, by which to determne 5 whetherlthe databases are in match with one
anot her and to place the databases in match if the databases are determ ned
to be out-of-match. Conmuni cati ons between the nobil e node and the network

by way of an air | r e rj 0 i ui ri | essened
anount s of chann@}ﬂé%gﬁfﬂao&@r@ggﬁﬁhmﬁﬁﬁﬁﬁégb ﬁ;ﬁg i f needed,
pl ace t he &YNGHRONIZINGtDATABASES DONNECERED BY WoaYiOF As first
utilized, prelimnarily, to { 1 at abases are in match

wi th one another, requiri ng,ﬂﬁ]]gggjb%qmﬁngp%g%g\%ﬁﬂdt h upon the air
interface. And, when the databases are out-ofmatch, a conflict resolution
schene is used to place the databases in match with one another. is
BACKGROUND OF TiHie prissaaNTh G tDet el dosrgemirely t@a nsamer byswhick taplasdend ¢ part

of npdern socjety. .Ma varjed functions and services.require, for their
o Aoty ool ARl YA draRss FhbShat 47 hen 0T frde. B mateacT b kTG dhent o v.
Such functdapisas@embdaied £S5 GRMRhidERNRINLAE WAL phikIRIR R peiEHyNi cat ed

over significant distances 20 between spaced-apart conmmunication stations.

Most si nplipyertiagorelatné t@epparagys tmhni nsdogdaed mdihodtbycwhivhrtioattérarinst at i on,
form ng a _sending sfation, that sepds data upon a co ni cation channel to
2 secord UMM BEH P STSEioR, m G Hy OBS FEBBPY Ry (P HF GRS CRHGAITS er ent
types of GRARHAT ARLAARREE U LES Bh Ml 98 BeduorGhiRA! Uat ed between many sets
of 25 comunication stations, pursuant to point-to-point or

poi nt -t o- nul t i goemmuni@tivammeni cait the melst e/ nodsandvireynateorle 8y twayest of

conmmuni cati.on systens have been devel oped .and i npl enent ed, , Wth

advancenerfts i EcHTGRHETEUT AdiPERTRAPIHERIRTERET BROYPL: nghangebyi di ng

expanded CQERUNY &f'ﬂédr%oﬁ?{h\é!é‘e%émﬁﬂgﬁ&@&ﬁ{?,' irheb &S pﬁé“e {HRAREHleYelopENt . A
radi o conmuni cdtion systemis an 5 exenplary typé of communi caflon system
I n a riadi ongtohmwith oat moothsy.sHesh it foematominfieatutilivedh preighinahigg, tbs f or med

bet ween sendi ng a&%ﬁr ecej vi n%bst ations conprises a radi o conmuni cati on

channel , STHEBC HSHIET tha dRBRSSHATE oF FRHCIhEH (beRs RMILED FRGHFES: Miskeby
stations. Auithi by GIRIFEA | Bair ShEAEL S ArlaCichifle WRdbab& SRMAGKY:. the
comuni cation stations, IS obviated as t’he commini cati on channel is
defi ned uposichhe coaflico rédodktisatdiaind haked tiiplalel the datibaseyid matichwith t he
advancenents in technologies is a nerging of technologies. That is to say,
previ ous| Y49t e t echnol ogy areas are nerging together. Advancements in
one technol ogy, increasingly, also provide benefit to other technol ogy
areas. 15 For instance, data processing is also an endem c part of nodern
soci etiy. Advancenent s BACKOGREUNINOHFITHPINVYENTION at ed

t echnol ogi es, have al so been inplemented, and data processing systens are
avai | abl e t hat Ipaipommugigatiemsemnvicssafre datademibpars vfmeatlcamdogicticessed.

Communi caty0n syst re requl arly used b ich to.transport. data . that 2o
" To be- JgPe ST MnicdsiBl Ve Redi i eotor Bet hrafi Rl LR RSB G are,

i ncr easi nglaya beleBehndlitNGd QREIAY hAR _a@éurﬁ%‘i’fﬁu BuERFMoSitN®rvicRd,
technol ogies utilized in conmunication systens are increasingly used in

dat a pr oceoglatignesyrsyuins thaohmdnicht comnuendated ovans gsifstaptrdisparaest t i ng t he

use of2 such_ devi ces, .are tavai | abl e 'bﬁ }M}i ch to performvarious data
procesdi n}eﬁ\ge%ﬁ?%fliﬁ?gr AP BHRaHPE St Sser vi ces. Additi onal

appl i cations andosesiMiptes: ShakduntdkShYsyIREPIRIGYR d AR cimbfi@afish ur €.
station, forming a sending station, that sends data upon a communication channel

. to a second communication station, forming a receiving station. Many different

types of communication services are regularly effectuated between many sets of

25 communication stations, pursuant to point-to-peint or point-to-multipoint




Portabl e data storage and processi ng devices, sonetines referred to as
personal digital assistants (PDAs), are exenplary of data processing
devices that are widely utilized. Databases are stored at such devices, and
the data stored 30 thereat is selectabby retrievable by a user of the
device. The data fqorns a series of data records, each data rec%rd

cont ai ni ngHHBUBFAHOR &eHileqsdMany v prigd bnes & icommaniepaony sYtems pRebERR a i s
retrieved andidlcd indffbicdbn QLN SA RO RYAL A oL fhdiBEi Y SEaitib A2
desired manner. Sorting, and other, processing operations are also 3

sel ect abl yopanhnicason ypasmkherodadiagecaphad sdechminuaiation seprieedaidabases of
the device. The data is further selectably changeable by a user of the

devi ce. MERRBPUItLS cansrvier dgV HoPIISNE hAL B aeRO Y NLGEORAYSICE B &Y at t he
port abl.e I LNg- | ce; a . r in the
bvent o 1 euiiBary¥pp e SRS tediG: SRKE T b e R AR e SEReE Ife

di gital assnshanicatiofrtamidiehatdatiarbtdbageeandndim@GrsiSicnelvitgytatsns provi de
manners by which to back-up the data upon personal conputers or other
conput i ng SMRIEAS Tagip RIpmenigtiondenaendednedapenerediot ey &dtofleen. Once
the data i t . personal co ey or. _other c 4n t.at, on,
the store 5‘3’%‘%{@% ﬁ]néﬁlggf%@aogesrg% Oon(réé?f? %?ﬁlhneer%oa%efgo%l cggg 13%15% %qi%jlaeéi, i.e.,
changeabl ep ihftes@aiect WeesvrihanidatianistatidRl BbtiatehasIBO bR OLBI ONS,
i.e., at the portable device and at the conputer back-up device, change of
any pot i chagpekisaefized vpoartbe radio ik witeadhaeastioslnt. at ei t her of such
devi ces causes cpﬁaoreigao(éct.i Vﬁbdaiabases no_l,.onger f.ul 53% to be cci.pi es of one
anot her. Subseq eht ™! an(t,]?‘l Shi QAL ERCBY 1P gC %%%15% afnserglélélﬂ red to

pl ace the datiallagies. Mhat AMoOd Rl hieWbidly AR aAo tdt®hol o EBEOReZAL g
operations are perfornmed, for Instance, during subsequent back-up_

oper at i ongopeih@hi didveneencoris énpse tdchnhbgye dpeessingydalsalpaseide deaefivimpar ed
to one anot responsive to the conparisons, portions of the data

er. And,
found to boetﬁ%ru ef:@]i’glﬁﬁ?’@ﬁ %te altered to place the databases in match with

one -20p5anot her -F@ih@ﬂan@@,rdaabgeoc@@éahg% aRb A FRIchRE pRACTHRIGH shbRtpt Or ed
data to a conputing station by way of a radio air interface. Back-up and
synchr oni zadymeemgatsain emspyier, fapdsdia-pyocsasingfreatedttichnalogidsnhevd alse are,
however , re.probl ematical ,due to the bandwidth Iinmtations generally
assoct at e RN ATFH s Lo AIICTT O SSbHE IRV ERORE SEr s by
whi ch to bagéuitb of A¢h RYNCHLAN 481 pdRt&edt Ored at the respective databases
are, as a general rule, prohibitively bandw dth consunptive. If a manner
coul d be provi deembpymdritoin fystdney atcoreguiaviydeel diy whighlbbadkenspoanbita that
synchrgoni zati on of the data of nam cal |l y-al terabl e dat abases, use of a
radi o Bo clarrr?r%ﬁisgﬁiehoﬁr RIPCEEsH gﬁlet?gﬁﬂlc sctredop eI RISCETS P St ai n t he

dat abases jiBrdXefngll, Wsbll ARG AR NI YOU MBS daRith! ¢ ‘Ang2 1t is in

i ght of tlhirs be{%%rgund infggﬁﬁati onn r%q a?egliag%?yégéﬁﬁiég?’l on of data
cont ent s dkchiatlapi@s @silizkdtin chemnsignitiow systermoproirereniiphistd e gatesent

i nvention have evol ved. SUMWARY OF THE I NVENTION 5 The present invention,
accor di ngl RO 1SSEBY s FP IHRBRCaden dppisratand systemnsaperaytiong thedbefdt hod,

by whi ch tQ RlRGResRd JREaL A : [ il e node in
match with g corrgg’ponﬁgQE%t@b@éﬁﬁnﬁfﬁﬁwﬁfgﬁﬁﬁ%ﬁg& net wor k.
Thr ougtsy opmreadtions ofd comenboditivanirdted. hadpitesabbpplivaidnsamnd ssrvisaner is 10
provi ded b,%laﬁgi'cq i}o det erm ne whet her the databases are in nmatch with one
anot her a 11y become ayatlagdedhs Mtk ch i f the dat abases are determ ned

to be out-of- pgadlel [ -Lat 2 f g
interface ext gﬁ%%blggt vveeP] ea?@aqbr?Fée‘SSﬁ{%(g&éﬁﬁ’ '? ﬁrg%ﬁgf&% F ﬁqrre?]ﬂtgaals
conmmuni catpesenaArdégicarasssthnou(PIDAs] areraneapkry badarestocesihgdednediamount s
of channel c%}%acm_to car r%/ out the determ nation process and to place the
dat abases #A WHEGHIGHI%H oHalahAtsHEE stopedpl pychadsyiers: endithadrigrdorsd whet her
t he datab F L. d i . mad 0pS] .
compary on S pic LB LM ERE 1 6L PRI CR Pt TARORPLR deBics 81
in the respestéooeddahabaaesiccdbapastmifnashe 30 mdit AdI@. | Diring Jpeiatesh &f t he
nobi | e node and. at the network based upon the ) )

~ the device, the data is retrieved and displayed, or otherwise made available to the

user, in a desired manner. Sorting, and other, processing operations are also




respecti ve dat abases enbodi ed thereat, respectively. The hash information
formed at the nobile node is communi cated by way of the air interface to
the network part. And, once delivered to the network part, the hash
information, forned at the nobile node, is conpared with correspondi ng hash
information, 25 formed at the network part. Communication of the hash
i nf or mat i ciflesialy pEEfoamed juppa thadataemsained at ere ehmpraidaiabasesiibiai dt h
consunpt i of..,: r-m | ON.1l t he t es.ar.e out-of nmatch
({E'vll'cl,ef 'f‘héjﬁgt% 1g]f{1'§£%r {Eﬁ%c%%@gcggbgéiﬂ%gg ﬁql%ﬁf‘ Q%‘ ﬁlet ﬁleavlc?e

based upon the comparisons of Th ( nf or et T on,"addi ti onal
det er mi nat i ons,Mbas&ad aupproadel bi anath kashck-Gh BhdBitaQforedra thep6rtadle t he
addi tional 30 determ nations indicate that the databases are out-of match,
sel ect ed phiviteonBY bpcking-uathebloyées, dhedeisrmenticosteerodén thehevent of legser f ace

and the d riions e.conpated wth each.other. .Responsjive to such
compar Psond et Bl SATL ahol o PRECHH DR TRARTARL Bt ot g
portions ofath b@ried alppRT ML ALTRESDrot IRIBIdro bpvAGEh kHBadlaiphRses in
match with one another. In one aspect of the present invention,

synchr oni z&t# gnow persanpbenpriers o1 gder edmphting stadionsshestayvad adixebases are
suspected t .in.a state of 5 mspatc I..e., the databases are suspected
o be ot SHEHUnFIRSat Fe e drulRet R ORI RABTHET The

synchr oni m%e@r&%@ﬁ&r&qmmgﬂg a8 kL%t Skl gla ShGeNBEYRIK sRAEYE or the

nobi | e node. e synchroni zati on procedure is triggered, for instance, if
t he netdwortkersat is dlsg@pdatchblst ory cohingdebbgdberdeast i ng t hat woul d ot herwi se be

tilized t f f hr oni zat i dure.in t
anot her manner . Wiks WO R BT EL o Gr e 1 SAeTEr | Goet B8 Ik mob | ¢
node, for ddistcntEat hBQDnadiéeh ALURPRERTe t?ahlgeg,f%g?%?ﬁonék% ddiqe rmobile

ld
node triggers the synchronization process whei a re re operation is
per f or med Liped inkbe datadbas stoatd sthathmobiflsecindeeicetpauses theggespectgvef t he

synchroni zati.on process, e hash inforymation 15 representative of the
dat abase, %ﬁa‘baa??gﬁaﬁg%g,efﬁléﬂﬁ’é@a Ctoﬁletf‘eoﬁerﬁ@ﬁlé?rc °@y&t ed and
communjscat hdnt 8 nr :

i nvent ison,s%?ﬁe r?obi 1%%1%%&@%%35%%2&53%%‘??‘? gﬁlglg%g%fl ?{ayh orlﬂ’icﬁgﬁghﬁgsh
i nf or mat i omithemeraapther. Byachasilizadtvhorperbtian geperfrmed] forsakmatabluying

oper abl e tobcreatg ha\;h i nformati.on pursuant to a first 20 technique and
pursuant tYP§pdycEhLac -_ugé)@ﬁﬁ%ilqnédﬁﬁwgiaé.thérﬁ@ltpnws{tf thgartnegtiye daiabasss
comput at i onglchpaRensb¥Eafiflef ORTE. ARSOJ;PL B FRL LM LEGULT hBGiEHToH
amounts of conmmuni cati on channel capacity upon which to co nicate the
hash i nf ordms famdicebe dhieoiinratéintierflaced tdhalact kles Haabaiasfiarmach eviticogat ed
pursuant to the second technique. Hash information is first created
pursua"rﬁ}t tBRE first 25 techni que. If, subsequently, a prelimnary
determ nation igR 1S4V, 1S.,0 {.nf or mati on
created pur suanct\j togtgﬁtgf)feis(f@?é%se‘%ﬁ%&c?ue?lbtyiﬁlgt%ptifethgg%%%%?é&sﬂgt5the nobi | e

node and tdvenmeingsthtipably vaieodutadid afeintdrfadeasBadiniip aiaisiachrogiAafien
created pursuant to the second techni qgue. And, the additional hash
i nf or mat | APGFRHQRNRATHRTEIRCRY By cha 1H8H1 #ié In§Hace 8ra, AOWR¥ERIARIDart for t he

30 additi Anal ¥$i jeTel - her. t pr esent
i nventi on%l‘tahle mLC%é?gﬁ%tct)(gé@egPso I rqzt:lrﬁhjgfsﬁftlgncs: ﬁ?gr%ﬁlyrag ?ﬁg@grwﬁ%g&lﬁs
sel ect@bl ycompanakiaton gyseinsi eVenahtibaasiaaedre blyesdhieartbivaok19f, ahe dat abase

or dat abases enbodi ed at the nobile node. The content retriever
synchronize, data stored at the respective databases are, as a general rule,
prohibitively bandwidth consumptive,
If a manner could be provided by which better to provide for the back-up
and synchronization of the data of dynamically-alterable databases, use of a radio

30 communication system through which to back-up and maintain the databases in-

match with one another would be facilitated.



6 retrieves the selected portions of the content of a database responsive
to determ nation, upon analysis of the additional hash information that the
dat abases appear to be out-of-match. And, once retrieved, the data is
comuni cated by way of the air interface to the network for final

determ nation as . to whether the 5 dat a,6ases are in-nmatch or out-of -match
with one anot hdfis inligh{atfibis backerqungk inforanaijansiehated e srrshapnizatipe of onal

el enent s i - : V, ot her
appar at us 52 PEMERCE Bhohdae HE 0L otk SnbRITLARF o eiesit, e o 1 ¢
node and tiheeméinbide arivcd. A conparator is coupled to receive indications
of the hash information 1o communicated to the network part by the nobile
node. Corresponding, locally generated hash information is used by the

conparator to performthnggp@F THE'INWTI‘GN” i ndi cates that the
h wth one anotl

dat abases are out-of matc her, the conparator causes a

requests for addrid graénti iRt ok@e, 12@Boddnf19, mw%esdsl |fro@flek ARpSARAL ation in
whi ch hash information is formed pursuant to a irst techni que 15 and at
| east a sewdraf assebidiaguacthode by egitiel to paces med aaditaing radatayese remetoidosd i s

~dependent uypon ich,hash informtion-t . has heen c red. If the
1ot~ ype RaBRPR AR Maich St Bch baretpe R ing TastBe CTBRATEAL her
i nformati ednhfuRich@EN@stwd @ hash information formed pursuant to the second

techni que. And, if the hash information that has been conpared is the
second-t ype haskhrongbopetaition, oftdneci@bo diegmé of thoprestmet iasdentiomrainannéras mat i on

forns fetch, uest. requesting contents of the data of the database. Wen
the co terﬂro?ﬂ'f‘{eﬁﬂ’_é"ﬁ iehaef erghnattisadabe datebates 50D Meathbdat €19 of ched
and ret urng@i@ Anld"® PISIRKI P A es irhﬁa&@lm@ﬁ@gﬁabgwsta}fgﬁe&?ﬁ@ﬁéﬁ gde
contents with the corresponding, locally-stored contents. If the contents

are 2S di guitrfimatcht he contents of one, or the other, of the databases is

selectably altered. Selection of. which of the databases is to be :
overwritten, arémrlﬂl%faaﬁl%lﬁ@aaﬁffSﬁ@afwycwﬁy@ﬁtag a3l Wtedagsee GBI RBI tten i s

made pu SuRiivel Pt S8B11k ke LA UhLARRE MR on] MR ont it dR1RARRER T e
caused to be placed in match wth one another. 30 ereBy, a
synchrioni zasnroms pradaeguire ldsseiprdoan ced s oy chiniedh chpading tt @drfy bbiethdat abases

enbodi ed a(i the npbil e node and at the network part_ of the radio
conmuni cat%SFrypatenprogrss gat dhakss the datehrspsdnmedich wvith aeaaBeibgat i on with

one STOLEr WAL NG EMUIS ) B LD PR o

interface 7 interconnectin

ef fi ci ent ame¢hearfart eadehanmelsicaipacdrhiyarésoai d fatbisk ihforidagiohadlhoiscomruni cat i on
systemis used to perform synchronization operations. In these and ot her
aspects, t'NBISSFHREYC 9byatuss sontamer dhthedsergchivediapahased, Separateghashi ded f or
aradif c ' F The, nadi jcat] t a networ k
part Rt AR S Tofa) Ee o8, SATTH MR B RS e hg et a
and a nobirespaedice dabtiasemembadied thtrehfasipeativol | EnERMh infbigdtighat abase
contai ning. data. The data of the network-copy and of the nobile-copy of the
at | east tiREmed pttheymelyagede pespariniedtsd by Sraveaftbadiniderfac¢retontdewor k- copy
10 and th 4 - cO0 f re i tch w th. gne another. Data
of at Ieag%ertrec%l%e11 g?ﬁ't %ndggﬁl\%\gr%ﬁgc%r%?%ggﬁe {% R orlfgﬁ)l%%e-%&eo‘é%ﬁholfn ?W&gté(fn’l east the
first dataoasediastisehebilablbye dstngthréd wilhasRrdspendripisk-iG /M aidd, t he

mobi | e-copy in match with each other. A hash genera’gor is enbodied at the
nobi | Snod@rmehat thesketyenk partorCommanigstion afche besh informpties onentlicis of at
| east port:i f . mohi | e- copy, first..database. The hash generat or

sel ect abl fhfeg?ar%g Iﬁggﬁlt\%’gﬁsu%gyrmelélb%glgtf%}]ed“flgt}% HE SRR %Nt at i ons provi ded
thereto. The hash deadr€inadis i Made OMATLAE databasest fe bR of8hiRh baB&T tipd:©
determ ne whether the network-copy and the nobile-copy are in mat c% with
one anot héhe cpmpgpisent of Brericapestiviehaghtoiredtian, additionsl decmidetionhe

content rafri [ rakriev ata fromthe nohile.co . 20, the at | east
the fi rst%&gkg\g‘gg% aﬁ%%h"“&gﬁ %Sgci} 1@%%?“%@@??% &t ﬁgﬁ’%)%cgﬁ{lf’ﬂ%l net wor kcopy and
the nobi | efet@Binadtiendiidi @ftc Mftche dThBaskatae LAI-LESYAEH b¥1Ed8d P8Rt M of
retriever is for communication to the network part to be used to match the

net wor k- cdB§ datpbasescarppioinreuisiopigdidver ¢hogistmeriacAandiiee dotmphst portions
appreci ati f the present inveniion and.the scope 25 thereof can be
ot ai ned (i osorRaL RURRER) ol PG EVE o ficlt EBPRaRIRs, SUiAFIBHTDRI ow

the follow ng descriptions of the presently-preferred enbodi nents of the

i nvention, and the appended clai ns. BRI EF DESCRI PTI ON OF THE DRAW NGS
Figure 1 illustrates a functional block diagramof a radio comunication 30
systemin which an enbodi nent of the present invention is operable. Figure
2 illustrates a functional block diagramof portions of the radio

o . e



8 Figure 3 illustrates a nessage sequence di agram show ng the signaling
generated during operation of the radi o comrunication system shown in
Figures 1-2. Figure 4 illustrates a representation of the possible results
of a conparison 5 between records of the databases enbodied at the network
and nobi |l e node pursuant to an exenpl aPy schene of an embodi nent of the
present i rgapti¢tonsolpfignsehgni) ¢adticang portianspricbe databiases arsiattered, to t hat

shown in Eigure .4, but.here. of another e | ary . schene. Figure 6
iIIustratéggghgﬁﬂé?m?éBPéggﬁFé?ﬁ%HTagiﬁ?ﬁggBF8n¥ﬂ§§e in Figures 4-5, to but
here of a schemm i RPSEthaThe FROLHIBRenBbn! HRcREGEEMod BY&atibANareDETAI LED

DESCRIPTION Referring first to Figure 1, a radio conmunication system .
shown gendriggesedavhanthepespictios dadebaseslane sopeated tabe oms swite lofnobi | e nodes,

of which the i l.e node i s exenpl ar nmuni cati on services are

of f o6t dat BRI -ife: TEHITEUES FSUCBEFAL B ERPT SIRGroT e BbhuMtcat | on
system Dajfam@fchGh ARLAE adbitdhe THRRLenRaHs oS epsfs&@cﬁfré@é %i SRITH Y cRhed by
way of up-links defined upon a radio |ink extendi ng between the” nobil e node
and a net vibe nepaerk it ohtheconbhilainode.i die systienizandn ptataluoe igiriggeedl, at t he
network part.of the.comunication systemis c ni cated by way of

Gown- | | nkSCHUMS U50H AEO TR0 15eRl Tators SpF GRS 13578404 VEukhe mobi | e
node. FOr RHERASESe Alilizkh PotdiBht ApeliBfn AR syl flforﬁ att difpRERRAIGat i on
systemis functionally represented, and here a single base gtatlon 16

i || ustivat edhothitheniame. dthatdiyonhibGizefonneecalweovetrdgerad g thomobelelnod:s

wi t hin whi ch, conmuni cati ops with the nobil e node are generally effectuable.
The nobi | ORSRRLANS, FEChi& Held DEPRiBg dirting chanpges: nalsep i @ohHgaods

posi ti onahl; t | - e j : [ | s. The
netvork par oo ey B o o SR FEAE RN Der Rl b 2o
her e i dentthtidethbase at Blcankbiés nyddM Ent er pri se Server (BES) relay, and a

synchroni zat i on[ljésr}/nc) server. The functions provided bé_the relay 22 and
the server 24 arRom [REgeRmesidisISYRGhomAabing Pragssenthedinsbdniamgionhe 30 sane
devi ce,; or - iy . .

ad i St 1 aeT Sacy agar of e 4b46a 3407 RERKEES, BEULRARI i Sl i erpated

adm ni st r atddvednsianuicaes! foothe it bk gormuni cati on system and, for instance,

provi des adm nistrative control over the sync server. The sync server is
functional |y cdifnethargsnetiafdsesressnt weaHorntheanelideppde yicdudasifase- t ypes

are shown Ijtuﬂclti&?al%% ?ornhgg;é?}ﬁr%g?hﬁﬁlagi%g%%%%&tgﬁs. | TR h%lﬁlén(ri"gfmggt?og M

connect or or an ange- apase as Wwe as o pes, her e

i ndi cat ed gmietdibr -paddiybidaipabaseso dtbatcThahdarahasRm figualiaca fintt he
exenpl ary inplenentation, of a text format, here an extensible mark-up

| angualfe” (IRMADIARS ARG PUISHER! tatlleatl hissonddedmiqure Hhe Apsisieshmigue 3plesand 34,
as well as - | ur al.i of. data portions, fornatted
"hto ti er qotihaquati GhTEE off SRt HR ol i OieduREHs LSRGt QIR b5, e
dat abase Z@Jnmﬁnifcaﬁﬁﬁ@hhm@élltdﬁ&ityeﬁﬂﬁrﬂwfhii&i @Scdhidiunaiae BR) RGhabl y popul ated
with data. Selected ones of the record fields formkey fields. The nobile

node al so 8figuitos er Abagudntaiface tharote kash3sforamtioaratedisd tpwasuant o

pur poses X e . correspond to the databases 28, 32, and 3 5

mai nt ai neghgtEé ,e@og?d e5hmaas tﬁ%fsrﬁtlﬁ T ﬁlt?nslétfv‘%trcrfﬁt.e%ﬂ’r'éswZ'Bg}%eeér%ai nt ai ned
at botdy t hecigquer ki, Rabicqabtipla bRl SctBAARMALR i8indRasdspogsigetiab! ¥
alterable in asynpetric manner. During operation of the communication
system badlgps of theHwstan bhasdionarezied guroanbtchtheviise teipoglice dhatdhe t he

bi | de.| f wth.th t k 20 t. the d b
o mat ch Wi ishe e fErRer it beé Al B 8T Pl ek ool ebraech e o
nobi | e- copyifathtioneis ﬁﬁéﬂ‘@f&été@lﬂ}’rsﬁﬁntttbgh§ B rdatabdgte] Adde hédtional

However, if an asymmetric change is nade to one of the databases and not
ot her wi se raspartcsthationtihgovmnericagtd byghdaiahksesle tohthe datwbdsest fior thonger

are i t c(k)a i.t h.one, anot her . Ee ause.t he copi es of the databases form

back- lr}%g t% d\%o a&_c,aﬂa]é’tsﬁetro, SV ﬁ?l?)eﬁfﬂ%%lt i on operations are performed to

place the respegtiné@her aspect of the present invention, the mobile node also includes a
content retriever that is selectably operable to retrieve at least selected portions of

the database or databases embodied at the mobile node. The content retriever




dat abases in match wth one another. However, because synchronization is
performed by way of an air interface, the bandwidth required to perform
such synchroni zati on nust be mnimzed. The radi o comruni cati on system

i ncl udes apparatus 50 of an enbodi ment of the present invention. A portion
of the 30 apparatus 50 is enbodi ed at ®he nobile node. And, another portion
of the app&HARV§s thos¢lscishiwaiiens af therondgnicofsedaiahaspsesnamsierier net wor k
part, of t jcatio -Fi 2 k| tr S i of
Phe. commur 2 ant 2ol Sk B e p B i ot PR G PEMRER ot e
portions ofppehetsynsuser-utiiciz4AaddoherABbid® thodealisd coRiiibiteabiyaRs, are
ef fectuated between the sync server and the nobile node by way of a

comuni catqfdhe gat mterfane tadhagety odr for dimal detesmingtion asntoavhetber Hicer f ace

ext ending n_fhe n rk part of .the, communj,cati on system and the

mobi | e “no eaﬁgﬁg%?}et%ém%\i\f reOLﬁboctIémlaLChs‘ﬁﬁMnF&nP ude receive circuitry 52
and transmt cifnGitothist Rfecaralt @r&ent HARRESH Y fuNGti6RATRIBIEAL] 48 Si gnal s
containing data that are communi cated during operation of the comunication
system THyossisdradtthe ngiov@d rast olopmesyncselior lor otleerrappaiates ti fasilitatey and to

the t 1t Cci itry. T t i ed, at bi | d
ropr esent Qe SRR R alpr e RERLE S asdEnreob o daind PEAETBRH Bited by ¢ he
functi onal copffdrhioRss 86gpieans k&G PUIndiut RS SH8RL hesh MBARLtioFUCh as by

al gorithns executabl e by processing circuitry. In other inplenentations,
t he fuifct i mempeichtadniedhbypetinerkvizart bushentobilcawdar €€ aragspioedinks lomdlyi n ot her

manners. Here, .t ratus incl udes hash generator. 58. The hash
gener at or 5@%%8%_@3@10&&’5“%%?%“@%3?%%@ C@f‘@?at\%it?: RetfREm dhe spapadsons. 42
and 44 ar eifipé Bb@bR8son MCﬁ%thag?ﬁ\:e?ﬁtaQﬁse's%réShfiS?-ﬁgilté/h QREr &b Endifer,

retrieve contents fromone or nore of the databases maintalned at the
menory el dhegpmgritor parses rmeuedt dehaddinohiabin$ommtjimaeebd peneasieds drdndat a
in short-digest form .The hash functions performed by the hash generator
i ncl ude, fIB'ﬂ’EiFlﬁngé‘Hé’&mc"g%gt%éﬁlF br#%&i@a%ﬂ%é%f‘gwge I&'sfs'x{?é’ltlto ésf?%f‘eé%mq“e
comput Al | ofial ekt ERIbAE ediitllud VAEHARSCRTRI BdiRBRaI itGhAM gener at or
is selectably operable responsive to a trigger signal, here represented to
be appl i edidpenttrg pmshwiyehdraah anfdynavay-tghec hhebéémeorigared5 TRdshfiratftgperat i on
formed by thﬁ.h sh (ru,enerator is provided to the transmt circuitry, here
i ndi cat ed 1 \A)a&f RS SaMPastl: it Eequeshionifrtaey WipEmation B FRausst 196 hash
i nformati %SHriﬁf’drﬂﬁﬁoh!}%fﬁén?,ph?su%ﬁ?t@ﬁ{e%ﬁgnf?gc% ﬁ{uet. Nen& SFIOLSGEE | on
system and the transmtted information Is routed 1o the 'sync server 24.
The appar anlisn&licanthathedbain tdreparebiis ehengdenddigee hawt indesnatidgeqhest 30
detector 68 that is coupled to the receive circuitry 52. The request
det ect®r dgarexder ths %ﬁ@%?airlégi}éﬁaﬁ@nc@ﬁ% 7 fethaahBstirRaueRbINg @i of or
addi ti onal L Rf,0f FPiHeO Lt %ﬁh as additional hash information or data records
stored at one of nore of the databases. \Wen the request detector detects a
request for addWhieonb contkht bAgte dnfasepdt Otabidee, slehechehilapsdd ises t he
hash generator, here indicated by way of the line 72, to request the
addi t i onal feHASH andrsiuraed b theaprivork @art He aseesator futtber eempyres ke det ect or
is for dat t is f d he y of the line
St &ROWH tl}eh&)rFe%%ﬁ&ﬁFﬁé?ocaﬂ&‘éﬁgéx%ﬁ toffkntd! ftethg Cé)‘t{‘{géélt§ Ao ot eve

74, to a content retriever con retriever oper

t he renuesdiedndhirathfercmtdiiie c0n@e Ofr thRIEhEQbABRSERaPBIeRti 8106 2By L@ edENDI Y

el ement 62, The content retriever retrieves the requested data and provides
such dat a Ydeetirn ot whigh of tierdaiahasgs buto brhevarwaiitam endiin adiat situptdorsper abl e

"t orf ace TornRirinEe B SN BT b e AR 60 BRa e Biche nobi 1 ¢

node furtheheineC|Tdeshyd tEOLRBLsAM drt @udte toTheplassd Bina¥H weth dre coupl ed to
the receive circuitry to receive data downl oaded thereto to be witten into

or overwriit”toé]%Prupon one or nore of the databases nmamintained at the nenory

el ene 62. Th rtion of . the arat us. 50. enbodi at. t sync, server 24
i ncl U(rj])teos an 1581;11%%?6 ars(§1é3ih{rloenr1Zaaialtﬁ(%oil Hrecicgéltlrgrlsé’ﬁc.m%ﬁg%lye‘ﬁ}é]icggf) HABBIRE or
oper at es tdatsleises bmbobTadMtaBE NS | JeNRS Afdest thY neReoMOPrt 81 ARdmdRyr suant to
t he synchroni zatjon procedures. The receiver and detector selectably

provi des d@RMHRKCAEPBEY$EBYr cBbe fatahazasmyemsainiaigsl inThachbymastinowiths al so
coupled to h geperat.or.88 that.is coupled to.a.memry .el t 92 at
whi ch t he ocf%tgg%z%eergw ?u&%,z]nargnli?dgﬁe%?%loﬁﬁ%mgi‘”ﬁ@@ 0%& %&Eﬁ%@ﬂﬂer ator 88

operates in manners anal ogous to operation of the hash generator 58
enbodi ed at the nobile node. Wien hash information is delivered to the
detector 84 and provided to the conparator, the conparator conpares the

val ues, calculated at the nobile, together with the |locally generated hash
information. Results of the conparisons nade by the conparator are



25 provided to a hash and data record request generator 94. The generator
94 is selectably operable responsive to the results of the conparisons made
by the conparator to request additional information fromthe nobile node.
Such requests are provided to a downlink transmtter 96. The apparatus also
i ncl udes a change history listing 98 af which a listing is maintained of
changes ndfET¢QngRlingthomobhle nde Anddbes netwardi nsdt. aMoar héffrlfelgp'e%&el &fethgenory

el enents q n and. .t he ,nobi | e n i St o listing
s nocess b ARG Sl EE R bR Pyt B Sipar ae e EnE P e he “nees
ot herw se s@ﬁcmmmﬂo@at@mﬁrgr matr on over the air interface between the
nobi | e node and the sync server. 12 The apparatus 50 enmbodi ed at the sync
server also i ndndb@@ ’ctildd@tﬂlaf oFtiects: ti@ﬁrdfcmv,earmarater, aIﬂZamwpm@tbd wethod, upl i nk
recei ver a}nd detge ar at or 84 [

8 : (? or. an qg}g Q ta ch/ﬂtt IS
sel ect abl y° 8per'ah rt% ?tcgn MUHH CEvSt ?Iﬁ t'4 ton‘f(dma‘rlrlf}l o355t abases
mai nt ai nedhagta AdiGoME PRIt Yh &l BHBMin 93t 1sFh %trv@orﬁ -ddplyUikdiateshAe NESSAgE
sequence di agram shown generally at 112, that ill ustrates operation of the
conmuni catdocorisingt dai pud sunalile DOdmdlasylmhtam gdeasn pobiedopesfict an

enbodi nment f t he resent i nv t abase ie at the
mobi |6 oditabssfaRiTiRdatn EAS 4t B HeBrose b sl Whe BavHe-cop

pl aced, orofBE At Blabethe fift Hﬁﬁaﬁﬁsé’“régbegﬂ%@n%tj? onﬁh@hérpt}f%r&fi@gﬂg Eopy
initiated by a synchronization trigger, héfe |nd7 cated by the segnent 114.

The t rioggemndithe geote]reatw of tre datattaans ere iatmateh witbiohe another.0iDas of e

net wor k p rt and ivered. to the bile .no ponsive to _the triggering
of the pr Wems ot h%nﬁWt')‘?rlkecoé’é( n'?‘ m&tc?lﬁf‘d E}tdﬁaStﬁé E$tndi cat ed by

t he bl ock d]agfg, b r ases
i nt ai ned o he o ant A SO DR TR n AR R R Rotileol AP
comuni catmeatchovitiheachedther.k Aplarsh, geneditcatsedninyditdat Gtmgnmebﬂe hd8e. Mheway of

the air ig{aeflface and routﬁg to the sync server. Once delivered to the
sync serv SRRERETHS pArRYe PrfF)‘FFlY%f%ﬁiﬁé‘F@tPnsd%f tleRst Resdory ok the bl ock

122, wist h ,GERiI&S n@t'rrtgi dingel | A3 re

i nd| cated to 1be gl?)}pvr ded f by WaF%(gt("}d%tg glqrrent %f%%lyzgﬁﬁgﬁ%ﬁ)ﬂg#%n i's
made, as |rnspmt\eadtot1§netrhlﬁededaeomptdv®¢éd ih&ﬁetoaSI”HedxadheIath aecfosmatch is
detected. That is to sa a determnatjon i,s made as_to whet her the

| ocal | y- géR@IBPRIGatian fo ¥1rrf Btk sArtdadletyaing sthethr dhaaetwerkdemnaided to
the sync SREWIhilYcddieaaqh! 11'1 g ﬁ‘q £l Rg] My @orn‘t?ﬂt retr? J3sh %gdteﬁl
i nfornmati on i ndi cat t hat tabases are 1n e no ranc is

taken to tdnehennbbbﬂeamlde Ctlhﬂt‘cmt&ﬁ retrieveer bigigRt € Hataofféint themndisild-bebcat ed, a
request IS rated, .indicated by the segnent 132, requesting additi onaI

hashes® sUB ahleashille st GRIRETONPYT dieeprISt Apicminatan thel theenertﬁrprlr-e node
copy of t ] n e ce
del i ver eth?) 57 gqpr% beﬂe ‘?)6 %ltt@ﬂr}él%heglﬁl ?fi% %rfl@?&lb |8(r)1mie§1 f or ned,
i ndi cat ed rbgridvee 15bfd:tGﬂOnlrrBémcé~t’ldm ts 'tl@‘&n@tddirk paftab HeasdeditefR4wBtthon is
returned, indi cat ed by the seqment 136, to the network part and routed to
the sync detverk-oapy anchﬁie\ﬁﬁéhl ersopy dhergtagstheie sync server the addr ti onal

hash informati g i ndi ed by the bl ock

| ocal | y- gener at‘gdlll cﬁre%%%%t% ? FaHion ﬁﬁ %eatfséﬁ%ﬁnrﬂgltft ?'He COBF

det er msnatthereof satrbe@btdined @@hﬁ%&a/ccbhﬁ)aﬁ?ﬁigsdrﬁﬁmbésoﬁllét alfpriegyt 0 whet her
the data, of which the additional hash information is represent ative, has

changed. [ISUTHB#izedkelpy, ﬂr‘ff’afti&}t)wlggt@ﬁ@fnptti@l&¢tfethenne$ﬂn@b’kpmﬁﬁrect1 herw se, if
a change i fetch re erat ed by the sync server and
conmmuni cat edls&ﬂingrﬁﬁ:sa&td% Y lﬁmn gﬁgﬁ? a ?Hbg nobi | e node.

Det erm nations are al so nade al so indi cat ed by t he bl ock 138, of whether
data is to be downl Qgﬁnﬁ@;rgé b|I node Determ nations of what, if
any, data is to lo cpEpIrH hBRW nchroni zati ons

that are to be erfo | ar ioni zati ssibilities are
noted bel ow wi t nge@s{)gﬁt“t@ﬁ"@ﬂ%@ﬂﬂ%ﬁ&ﬁé@&% %to? §£ch eEERRication ¢ he
nobi | e_’;onocé‘?steﬁﬁﬁﬁwhﬁ)h & gn'ibodil?r'ugﬁ)btﬁﬁgEpeseﬁpﬂl%E535n\i\é Bﬁe Bg. fetch request.
Once delivéred to the nobile node, the requested data, any, i's

retrieved, 15 ilgusal dtustateshe fialcoiokal Blbchnﬂagrammihpﬂndnpdjf(thé ealliby t he

segnent 15%mr¥11(1)n1tczr1]§on %ystem shown in Figure 1.

Fﬂ




server. And, the database is updated, as appropriate, as indicated by the
bl ock 166. The segnent 168 is representative of a ~sync ok' indication
returned to the nobile node. And, a change history listing is updated,
indicated by the block 172, to maintain a |isting of the update. 20 Revi ew
of the nessage sequence diagramindi caBes that database information is sent
by the nobile dgerediligrraggme megpagsrsegpence dingiam showiolg thhsignaling
synchroni zation process. The s hroni zati on server conpares t dat abase
hashes. pr duracded ABREE Soemerd D ool Quum Y CAUAL Futt el SRS TifighRst i on.
Any m smatch. bet ween the hash information indicates to the sync server that
a 25 particul ar database nust be involved in a synchronization process. The
synchroni zat i orFigerovélludienes e erestaitativn abthiel pospibde rasalts todirat coppadtisog hash
informatiqgn of all records of sel ected, databases indicated to be in a

o snat oh HSCRRLHoHT of i PO era e podFds dns pee BrandaBop e pede  of

i nstance, @rhash t8hnthembes s f 50 record
fields, bap’siled upon fi el dif)Soynag%?Egog.an%ﬁ% has%nggfjg% f?égltg;slv‘%#ﬁ)él'record is
used for matchilfiguret diwsradés argetsotabdgaimiaste tat shews yn&Figee viebut The

hash of the record.fields {Sﬁ us}(lad to 14 determ ne whether there has been
a change OFF't RE 2RRUSE AXEBRPERSCISIS ch coul d indicate a possibility that a

content confli gtjofifs@imldiRReLAJIEY Irgp%ésegﬁiti'bgn inlilar BEnS¥ M FELVE 45
determ nes that a record' s changes at the np ife noJe must be“refl ected at
t he syric derherg of heclsyme of envtder cebudshantfodtithbippgenf idveatibnr ecord cont ent
fromthe device. The server then applies the content changes, e.g., on the
server. The fetch request for records depends upon the conflict resolution
schene that is utilized. ThhBBPARTEDPBDBESCRIPTION | ect the server
changes by explicitly sending all required updates to the device if the
conflict resol RéferrisghenmBoddbi® 08 radis BordpRALd AN shBteM, shoaat gdler a8y
schenes are selectably utilized. Figure 4 illustrates a representation
one-way syhd0s@repdey fvfﬂ‘rfééiol @mvdelcatinemithsmenie gedes.aifl whigh thgmobikshi | e

node recor re: i ndi d he.el ement 184, A net wor. i nt ai.ned
records arlgﬂera]‘ldf Ié’ae{;%gl %Ebilé/&t h(ggrgfnél rrrlécnattl("11’8‘;63.r VICRY 3?65%2%%%16@?“8& ﬁgef mf)ﬁ]ée

el ementss LfdlcahdtinkBperhiich 6atdcahml@®ationdiveRhe PRB 84giRAtd &t thhanges
between 15 the network part and the nobile node. If there is a conflict of

any of thesebdnapdeliy wdentalsly comempoishicddyy ey oéupthinkts, definedupmbat @sadio e

reflected i t,o.conf l.i ct licy settings, .i.e., e or the other of
the recor gﬁfg{tgiﬁ@lgﬁgeb&twﬁ%h?r@ggﬁﬁfoﬁg6Pé§&#‘§°ﬂ%8ﬁté’fﬁgﬁgo?lm%fﬁ%nges
that do nofysexi.stnandifiers@nY@H. at AIneiWiRk afido 1194 c'bﬁﬁﬁ@ﬁ%ﬂﬁoxﬁ‘@%é@@ﬁlqs

| ocat ed changes that do not exist on the nobile node. 20 The subset of the
records ofcompaupeaiadrivy wapulf doba-finky defiecl gport the nadhy liek idde mandidar e
commrgocatfaqaiohﬁlreeto .indi,cated by the segnent 196. Figure 5 illustrates a
one-way syhe? foMEPoRIC 8edfari 0, shown generally at 202. Here, again,

el ements 184 aryhy B6ps QRIAS AN ARG, iBe REARLGHE! I8 1RND MALNRGK oh RGOERS
respectively. The area 188 represents shared record changes 25 between the
nmobi | e nodé famiansélyrepwsekied] find heree singhe asafskdtoin b6 ilfilsseed.alThedasd he
conflict isi & esgﬁ\éefi according to a conél'i t .resolutjon schene, And, the
areas 192 SHET 67 UGHBCY & 5P ETERE AT 8T c5lal h Vitin augh qopyniyedtions Vithor ds
t hat do ngheexdisite AUd He S8 : h i i . The subset
of the nobile node's recogr%dE%/a@{yeegrméetstgﬁlgdqgls%%{?llsei?%lrlégé%Sg%rh}s{ﬂgﬁl d be

r ef | ectSed mpvethents end gre anodil80Lodpps ppsitiatieblepdiasihegtiafest hecdedrageanrbent s of
t he associﬂffltfedd at atg?sesl IS gffectu t ed. rl;i %ure 6 illustrates a

r epr esent a5 B4R YBEREetSy TRS AEHYOkiPALE P loiieSoRURBLIcaHENSYHER?EP | v at 21 2,
al so reprgge [ fqed; 0 [ ™ . i on of
N embod ma et S R lod 50k BMRNERY ey 106 ar e
r epr esent dBEM refaymehd keynddenandongsyer) seewor dthe fupstiens pxaliffed Bnthe t he

area of int f?réfs%zgti of int eégsgacti on | 88 aon shared records of which
confl i ct s TH Zhmdihssenrd 3 5t Ve theprireampl Aty iopplgmepiatiane embodend en Hie

sche el t C i I r st - -
Conoray, ke ddvice, DriphTUY SURCHONE N Y BIR0HIG o I SORLGE |

associ at ed adati@bsesecr ZndThe hémimnehdordervee praddenadaatiedatdye tdieicsea 194
are witten to the associ ated dat abase of the nobil e node.



Ther eby, the databases are placed, and maintained, in match with one 10
anot her. Because hash information is first conmmuni cated over the air
interface to make prelimnary determ nations of whether the databases are
in mtch with one another, the bandw dth required upon the air interface to
make such determinations is reduced rePative to information exchange

requi red dfic cemRMIEHIOS §YRéerR Gnidz St ioptapperraplisies adminiviratipe eopigeksover
descripti qﬂg S? Cesé)rfvmpreferred exanpl es for inplenmenting the invention, and
the scope © e invention should not necessarily be limted by this
description. ThEnsaResefcrtibeuRIRSRMY doRpRIH loQlhtataseefdmesichyhidae fol | owi ng
cl ai nms: W claim 16 1. In a radio comunication system having a network
part that srgmplaiyrdatahasedapes arersboworik-tbegygdter JotddMadlatce databast ABnan dat a

d bi de.that mmi ntai t | east bi | e- first datab
cont ai 1 o TEAEEE 8o 80 B FAL IR BinanS e s dt FRBbase S RUWEIIN BB B8R (e
first datahasendicfsResthielpartyC@i9sRond. WIRNA i sBeLMOhKrLRPHeand t he

mobi | e-copy of the first database are in match with oné another, an

i npr ovememxeofplappamdemsniagions ef edextbioymat, therd my extvesidde maok-vatlahgege one
of the netwnrksco and t nobi | e- copy, of, t he at st first database
Lo bl ace. (Ha LA sy TG A He UL B SBPE Hacin S0 - BRERILEE ot her
sai d appar@hihs, RN a AuhARY FMBI F8QTonSRRMHGTd 3htol HE1dRDIRILe node and
adapted to receive representations of at least the nobile-copy of the at

| east Ihe thitaste,dbt dizddeints aildchashtagpenersachras skt detahhdey28,0s fboned ng hash
val ues responsive to.the representations provided thereto, the hash_val ues
for communEes Feqesd (Hilds Hioh At e R P IPY RIEE SY TR SR wNEIFRFd PRES Of

net wor k- copy gl atiad el Re¢eRyiare in match with one another; and a
content retriever enbodied at the nobile node, said content retriever for
retrieving dat allie mowbilherodohildceembpdicotlatdbasat hbeashowtrhat 38,r4), addtddbase
upon det ectthigor} of deternm.nation that the netwyrk-copy. and the _nobil e-copy

are out of 3 IFRPRIROSEhE! eapicet?ireneaddy tRaratabashsetit SPeth éder for
communjscathoflifed Be d?ecto‘éY?LégrtB?’Eﬁe st REvdtSRd tRe HRLESM2REhNO] K copy and

t he nobi | e-copy theretog
both the network part and at the mobile node are at least selectably alterable in

asymmetric manner.
During operation of the communication system, back-up of the databases

created, or otherwise embodied, at the mobile node is performed with the network

20 part. When the databases are in-match with one another, the data populating the
ficlds of the mobile-copy and the network-copy of the same database is identical.
However, if an asymmetric change is made to one of the databases and not
otherwise reported to the other of the databases, the databases no longer are in-
match with one another. Because the copies of the databases form back-ups to

25 ecach other, synchronization operations are performed to place the respective
databases in match with one another. However, because synchronization is
performed by way 6f an air interface, the bandwidth required to perform such
synchronization must be minimized. The radio communication system includes
apparatus 50 of an embodiment of the present invention. A portion of the

30 apparatus 50 is embodied at the mobile node. And, another portion of the
apparatus 50 is embodied at the sync server 24, or other network part, of the

communication system.




2. The apparatus of claim 1l wherein said hash generator generates the 25
hash val ues responsive to an external triggering event, occurrence of which
is detectable at the nobile node. 3. The apparatus of claim1 wherein said
hash generator generates the hash val ues responsive to an external
triggering event, occurrence of which 18 30 detectable at the nobile node.
4. The appar at dggufc Z Iansagespantions of shelcomahnigationsgysieny éfle i gnarke
first-type upon..det ecti on of an external triggering eyent .. .

i cat | o Bp gy BETEH TR0 e las Pl vot pREE 2 AR IRITES node
and wher eifpdeaind QashngeeRIA:Ure GERBTALASHIthR R SO ePPerNARNGS mEHRONSI Ve
to determnation of msmatch of the first-type hashes, generated by said

hash generderby wiy Rf asowon knigalicw pathe dnaladings p&tiHn fhwedppananusr of cl ai m
4 wherein .the.data .. nt ai_ned t he network:copy and t he nobil e-copy of
Che at 1 odStrfice o ng By nsadhe SGuiaeLar R hatiipiselraey e Aty a
record forigedhYild h&leds including at least a first key field and at |east a
first record field, and wherein the second-type hashes 10 sel ectably

gener at ed by sdidehtishmgbnenatiois sireevi oy medudsf reealveesreoditry @ aatd thaastit t he

first key field. §. T apparatus.of claim5 wherein the determ nation that
4 r"é‘b% 53&@?@5 G&ﬁmrﬁsé@léf&ﬂﬁlc%@u&ﬁat‘&fl% fcpatapipg datssBdhsi ve to

t he net wor®t
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the key field. 7. The apparatus of claim5 wherein th ata retrieved by
sai d ciént éﬁisrtetupiljei/@rbcrtbrtm rgesvdottnitiyendttoltbastantiné diradtryk&hef i el d and
the at | eaa%&aa%a s gb re?ntbodied at the mobile node is represented in terms of functional
elements. The functions performed by the functional entities are carried out in
any desired manner, such as by algorithms executable by processing circuitry. In
other implementations, the functions performed by the various entities are carried
15  out in other manners.

Here, the apparatus includes a hash generator 58. The hash generator is
coupled to a memory element 62 at which the databases 38, 42, and 44 are
maintained. The hash generator is selectably operable to retrieve contents from
one or more of the databases maintained at the memory element 62 to perform

20 hash functions to place the accessed data in short-digest form. The hash
functions performed by the hash generator include, for instance, computation of
check sums as well as more computationally intensive, hash function
computations. The hash generator is selectably operable responsive to a trigger
'signal, here represented to be applied to the hash generator by way of the line 64.

25 Hash information formed by the hash generator is provided to the transmit
circuitry, here indicated by way of the path 66. The transmit circuitry transmits
the hash information provided thereto to the network part of the communication
system, and the transmitted information is routed to the sync server 24,

The apparatus 50 embodied at the mobile node also includes a request

30 detector 68 that is coupled to the receive circuitry 52. The request detector
operates to detect requests communicated to the mobile node for additional

information, such as additional hash information or data records stored at one or

more of the databases. When the request detector detects a request for additional




record field. 20 8. In the radi o conunication systemof claim11, a further
| mprovenent of apparatus for the network part also for selectably altering
the data of at |east one of the network-copy and the nobil e-copy of the at
| east the first database, said apparatus conprising: 25 a determ ner
adapted to receive values of the hash génerated by said hash generator,

sai d det erhfishérforgatiga: dercieaior wplefipethetash\eghemiorpherehiadinaserd by Ma¥spond
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to receive’indications o erm nat’i 3 requestor

sel ect abl ydcteuted B WS HéRBtoaddifdd @RkectRdd, thokdRicsOl} RewatdeatRd hetd by t he
nobi | e-copy of the at |east the first database. 9. The apparatus of claim8

wher ei n t HeashaEthedatre? Atted bynten gimeish 7§e nBreatwrtentsretied s opprafeoto a fir st

hash- t d at,.[east d hash-t 18 wherei.n th
el 13 gdnerateeSarlal R Kam I et B mePE Pateharesconpr Bl Fhlhash are
corr espondh&gbly sehral 8bl Yriefcoatditiretri R Rettibpes ARGcgustsPagtaNaRIN- t ype. 10.

The apparatus_of claim8 wherein the additional information 5 requested by
sai d r equaspwvides shgh dsiesodhe eguesit dioruitrid 4nmoblid wamsoi¢ cirouttey isvagrerslzsh

of ¢l ai m dHoihis PR ARG R ESRAT G Rabe BE0VHTE THEL BoPRY GlgJe AlfdTISiERe
nmobi | e- copyratd ihgeBdiwegast the first database is conprised 10 of data
records and wherein the additional information requested by said requestor
conpri¥es a reqgUesaprapaius 36 emipidied abthe mobide hbde furitadriesludes atcontast
portions O\Ifri%erlleSZ(;la'I"l?e E(?rﬁgﬁtd\%i'iter 1s coupled to the receive circuitry to receive data
downloaded thereto to be written into or overwritten upon one or more of the
databases maintained at the memory element 62.
The portion of the apparatus 50 embodied at the sync server 24 includes an
15 uplink receiver and detector 84. The receiver and detéctor operates to detect
communications generated by the mobile node pursuant to the synchronization
procedures. The receiver and detector selectably‘provides data detected thereat to
a comparator 86. The comparator is also coupled to a hash generator 88 that is
coupled to a memory element 92 at which the databases 28, 32, and 34 are
20 maintained. The hash generator 88 operates in manners analogous to operation of
the hash generator 58 embodied at the mobile node. When hash information is
delivered to the detector 84 and provided to the comparator, the comparator
compares the values, calculated at the mobile, together with the locally generated
hash information. Results of the comparisons made by the comparator are
25 provided to a hash and data record request generator 94. The generator 94 is
selectably operable responsive to the results of the comparisons made by the
comparator to request additional information from the mobile node. Such
requests are provided to a downlink transmitter 96. The apparatus also includes a
change history listing 98 at which a listing is maintained of changes made to any
30  of the databases embodied at the respective memory elements of the sync server
and the mobile node. The change history listing is accessed during subsequent

synchronization operations to reduce the need otherwise to communicate

information over the air interface between the mobile node and the sync server.




12. The apparatus of claim 11 further conprising a conparator adapted 15 to
receive the values of the at | east the portions of the data records
responsive to the request therefor to the nobile node, said conparator for
conparing the values with correspondi ng _val ues of the network-copy of the
at least the first database. 13. The agﬁarat us of claim 12 further
conprising a dathsbaparyas g8 cobadedeethecouplsedyer ¢lssandlugdsppalasa viritesai d

dat abase val,u e el ect abl y operabl e responsive, to _conparisons ,made
by oo d oot Bte o Fubied ™ e dBAC bR PR BRI e n R BA-E8 Bee o
the nobi | emdogsy, Bhe dbiewAGMOEKI60BYy 8perbbR BlwliR2%hd RS Wathainapase. 25
14. The apparatus of claim 13 wherein said database val ue updater operates

pur suant t@y2isbE detabdseontinteined s haumemerpebnopad(92. 15. | n a nmet hod of
comunicating if _a radio conmuni cation system having a networ t, t hat
i nt e at ot defre HORETRT L Bl e Sntii S age s Pedm sty Bl l-and
mobi | e nodgat ffmltstrmielsfﬂp%kaﬂﬁ)@éft!h%ﬂ:%tmrﬁuﬂi‘éﬁiibﬁ‘sgﬁ% gurkedntdgpbase contai ning
data, the data of the network-copy and the nobile-copy of the first

dat abase, sy&shwsiiaienyprocotures pbad ewtbedimbet efethwgrésead pycationt H2ataldsicl e
copy of the first. database are in t wi th one anot her, an ipprovenent of
27715 netacs BrrBER AL RIS MAPIE APy eHBCEL R STIeaTeT gt BhBY t he

net wor k- CMW@ME&I@P&M&AG%‘, ﬁ@ﬂﬂ)’aigﬁaliﬂera? i@ina!t&f“%ﬁthtét;ff'e {ddifdr. dpfabase to

pl ace the network-copy and the nobile-copy in match wth each other, said
met hodlOcompetedutgis seliewtdl ¥ swehdomgation stiggeashererihdicated ontier sgntene
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part and delivered to the mobile node. Responsive to the triggering of the
procedure, the mobile generates hash information, here indicated by the block
116, based upon data contained in one or more of the databases maintained at the

15  mobile node. |

Once formed, the hash information is communicated to the network part,
indicated by the segment 118, by way of the air interface, and routed to the sync
server. Once delivered to the sync server, the hash information is compared, as

- indicated by the block 122, with corresponding, locally-generated hash
20  information, here indicated to be provided by way of the segment 124.

A determination is made, as indicated by the decision block 126, as to
whether a mismatch is detected. That is to say, a determination is made as to
whether the locally-generated hash information and the hash information
delivered to the sync server by the mobile node are dissimilar. If the hash

25 information indicates that the databases are 11 match, the no branch is taken to the
end block. Otherwise, if a mismatch condition is indicated, a request is
generated, indicated by the segment 132, requesting additional hashes, such as
hash information of records maintained at the mobile-node copy of the one or
more databases maintained at the mobile node. Once delivered to the mobile

30 node, the requested hash information is formed, indicated by the block 134. And,
such additional hash information is returned, indicated by the segment 136, to the

network part and routed to the sync server 24.



conparing, at the network part, the first hash information sent during said
operation of selectably sending with correspondi ng network-copy first hash
information; to conparing, at the network part, the first hash information
sent during said operation of selectably sending with correspondi ng

net wor k-copy first hash information; ahé sel ectably requesting additional
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hash i nformation fromthe nobile node to the network part, the second hash
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first 20 .. 17. The nmeth f .claiml16, further r,sin
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i nformati on sent during said 25 operation o senogl ng the Second hash

i nf or mat i edviiomimapicaesp ordicaigd et tho skgmenpty1 4k do e adiileimider mat i on; and
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the 111 st REFHRHOR aftusP §8aeh AlsonBareliany Theddonk 2R obLuPatispartiivon. of
conpari ng tbhg @ﬁﬁﬂ@ﬁldétﬁmhienﬁ@lsim@hbga- Dl%_@erﬁﬁna{ifchﬁ SBLRAd i ©fnyC |d%{a”i‘s %4

further conprising the operations of delivering the at [east’ the portions

of t heltnpbid downlopdedist brecdepnortke pigret of Horhamizeggidnsehgoareitobs of  t he
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one ‘piggybacked’ together with the fetch request.

Once delivered to the mobile node, the requested data, if any, is retrieved,

15 indi_cated by the block 152 and returned, indicated by the segment 154, to the syne
server. And, the database is updated, as appropriate, as indicated by the block
166. The segment 168 is representative of a ‘sync ok’ indication returned to the
mobile node. And, a change history listing is updated, indicated by the block
172, to maintain a listing of the update.

20 Review of the message sequence diagram indicates that database
information is sent by the mobile node to the sync server upon initiation of the
synchronization process. The synchronization server compares the database
hashes provided thereto together with locally-generated hash information. Any
mismatch between the hash information indicates to the sync server that a

25 particular database must be involved in a synchronization process.

The synchronization server then requests the mobile node to start sending
hash information of all records of selected databases indicated to be in a
mismatch. The hash information that is associated per record is, for instance, a
hash of the key fields of a record and a hash of the record fields, based upon field

30  mappings.

The hash of key fields of a record is used for matching records of a

selected database at the sync server. The hash of the record fields is used to




of the network-copy and the nobil e-copy responsive to conparisons nade
during said operation of conparing the portions of the nobile-copy. 5 19.
The net hod of claim 18 wherein the sel ected one of the network copy and the
nmobi | e-copy of which the portions thereof are selectably caused to be
overwitten is sel ected according to aléonflict resolution scheme. 20. The
met hod of detHnPe ovielrarHberechasdrecsianghange oogbe agcdond contegt.cabichgortd a
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15 the network part and the mobile node. If there is a conflict of any of these shared
records, the conflict is resolved, and updates are reflected according to conflict
policy settings, i.e., one or the other of the records is updated. The area 192
represents mobile node record changes that do not exist on the server. And, the
area 194 represent network located changes that do not exist on the mobile node.
20 The subset of the records of the network should be reflected on the mobile node
and are communicated thereto, indicated by the segment 196.
Figure 5 illustrates a one-way sync to server scenario, shown generally at
202, Here, again, elements 184 and 186 represent mobile node records and
network records, respectively. The area 188 represents shared record changes
25  between the mobile node and the network. If there is a conflict of these values,
the conflict is resolved according to a conflict resolution scheme. And, the areas
192 and 194 are representative, again, of record changes of records that do not
exist on the server and on the device, respectively. The subset of the mobile
node’s records, represented by the area 192, should be reflected on the server and
30  appropriate updating of the data contents of the associated databases is
effectuated.

Figure 6 illustrates a representation of a two-way synchronization scheme,

shown generally at 212, also representative of a scenario occurring pursuant to
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10 another. Because hash information is first communicated over the air interface to
make preliminary determinations of whether the databases are in match with one
another, the bandwidth required upon the air interface to make such
determinations is reduced relative to information exchange required of convention
synchronization operations.

15 The previous descriptions are of preferred examples for implementing the
invention, and the scope of the invention should not necessarily be limited by this
description. The scope of the present invention is defined by the following

claims:
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in match with one another, an improvement of apparatus for selectably altering

the data of at least one of the network-copy and the mobile-copy of the at least the

first database to place the network-copy and the mobile-copy in match with each
10 other, said apparatus comprising:

a hash generator embodied at the mobile node and adapted to receive
representations of at least the mobile-copy of the at least the first database, said
hash generator selectably for forming hash values responsive to the
representations provided thereto, the hash values for communication to the

15 network part to determine whether the network-copy and the mobile-copy are in
. match with one another; and

a content retriever embodied at the mobile node, said content retriever for
retrieving data from the mobile-copy of the at least the first database upon
detection of determination that the network-copy and the mobile-copy are out of

20 match, the data retrieved by said content retriever for communication to the
network part, to be used to match the network-copy and the mobile-copy

theretogether,

2. The apparatus of claim 1 wherein said hash gencrator generates the
25 hash values responsive to an external triggering event, occurrence of which is

detectable at the mobile node,

3. The apparatus of claim 1 wherein said hash generator generates the
hash values responsive to an external triggering event, occurrence of which is

30 det_ectable at the mobile node.

4. The apparatus of claim 3 wherein said hash generator generates the

first-type hashes upon detection of an external triggering event, indications of
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10y%=dErl of data records, each data record formed of fields including at least a first key
field and at least a first record field, and wherein the second-type hashes

10 selectably generated by said hash generator are formed of values of the at least

the first key field.

6. The apparatus of claim 5 wherein the determination that the
network-copy and the mobile-copy are out of match is made responsive to values

15 of the second-type hashes formed of the values of the at least the key field.

7. The apparatus of claim 5 wherein the data retrieved by said content
retriever comprises both the at least the first key field and the at least the first

record field.

20
8. In the radio communication system of claim 1, a further
improvement of apparatus for the network part also for selectably altering the
data of at least one of the network-copy and the mobile-copy of the at least the
first database, said apparatus comprising;
25 a determiner adapted to receive values of the hash generated by said hash

generator, said determiner for determining whether the values of the hash
correspond with locally-generated values; and

a requestor coupled to said determiner to receive indications of
determinations made thereat, said requestor selectably for requesting additional

30 information associated with the mobile-copy of the at least the first database.

9. The apparatus of claim 8 wherein the hash generated by said hash

generator is selectably of a first hash-type and at least a second hash-type, and
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hash information of the second hash-type to the comparator

11.  The apparatus of claim 8 wherein the data maintained at the
network-copy and the mobile-copy of the at least the first database is comprised
10 of data records and wherein the additional information requested by said
requestor comprises a request for the mobile node to deliver values of at least

portions of the data records.

12.  The apparatus of claim 11 further comprising a comparator adapted
15 toreceive the values of the at least the portions of the data records responsive to
the request therefor to the mobile node, said comparator for comparing the values

with corresponding values of the network-copy of the at least the first database.

13. The apparatus of claim 12 further comprising a database value
20 updater coupled to said comparator, said database value updater selectably
operable responsive to comparisons made by said comparator to alter at least one
data record of a selected one of the mobile-copy and the network-copy of the at

least the first database.

25 14.  The apparatus of claim 13 wherein said database value updater

operates pursuant to a selected conflict resolution protocol.

15.  In a method of communicating in a radio communication system
having a network part that maintains at least a network-copy first database
30 containing data and a mobile node that maintains at least a mobile-copy first
database containing data, the data of the network-copy and the mobile-copy of the
first database, respectively, correspond when the network-copy and the mobile-

copy of the first database are in maich with one another, an improvement of a
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network part, the first hash information representative of the mobile-copy of the
first database;

comparing, at the network part, the first hash information sent during said
operation of selectably sending with corresponding network-copy first hash
information;

comparing, at the network part, the first hash information sent during said
operation of selectably sending with corresponding network-copy first hash
information; and

selectably requesting additional information regarding the mobile-copy
first database responsive to comparisons made during said operation of comparing
the first hash information.

16, The method of claim 15 wherein the additional information

requested during said operation of selectably requesting comprises second hash
information from the mobile node to the network part, the second hash
information also representative of the mobile copy of the at least the first

database.

17.  The method of claim 16 further comprisingl the operations of:
sending the second hash information from the mobile node to the network part;
comparing, at the network part, the second hash information sent during said
operation of sending the second hash information with corresponding network-
copy second hash information; and selectably requesting at least portions of the
mobile-copy of the at least the first database responsive to comparisons made

during said operation of comparing the second hash information.

18, The method of claim 17 further comprising the operations of
delivering the at least the portions of the mobile-copy to the network part,
comparing the portions of the mobile copy delivered during said operation of

deltvering with corresponding portions of the network-copy of the at least the
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5 19.  The method of claim 18 wherein the selected one of the network-
copy and the mobile-copy of which the portions thereof are selectably caused to

be overwritten is selected according to a conflict resolution scheme.

20.  The method of claim 19 further comprising the operation of creating
10 achange-history by indicating overwriting of the portions selectably caused

during said operation of selectably causing.




