1 PORTABLE FI NGERPRI NT VERI FI CATI ON DEVI CE Field of the Invention [0001]
The present invention relates to fingerprint identification. In particular,
the present invention relates to a portable hand-held fingerprint
verification device for verifying a person's identity by one's
fingerprint. Background [0002] The rising concern of national security has
| ed to substantive researches and devel opnents of systens and net hods of
verifying individuals' identities. In particular, fingerprints have
traditionally beeROREARIOE RdGERPRING VERIFIGWIITGNIDEMIGE. In the
present age, fingerprints are captured via fingerprint-capturing devices
and are then kept in digital fingerprint databases. Such fingerprint
dat abases are kept and nanaged bﬁle%@fh‘?é‘l‘@vﬁ@ﬁ government authorities or
trusted institutions, |ike banks, tax offices and |awers' offices. The
use of di Godod] THRCHFdSht| NvERBhUREILL Y Widddedrle i Ay C QIR 1P i
systens hgve # n(_:regseed fli F\ger prints veﬁﬁa?&a{hﬁéﬁégﬁi&ﬁﬁéﬁc% ﬁgyl'ltdwragutélﬁput.
An i ndi vipdesght eviediaet irtlgtes dm agpartbide Vienid flickld finperprigh vEiifigeiopr davicei for
real -tinme, f.or. exanple,.at. border checkpoint. [0003] Existing
fi ngerpri HF“@’&%& PR géﬁgmygjyo(?’nessc B8 nel ude optical, ultrasonic,
passi ve capaci tance and active capacitance sensing. It is usually a design
choice for selecting the type of fpager@ridgnt capturing sensor/scanner.
Usual ly, fingerprints are captured inlive scans to obtain fingerprint
i mges (FPIs). ,Ee,FPI s are then processed by fingerprint extraction
al gor i t hmi9892kyte J34ing corfsrhof metiprahpeairdy hespad Yo shbitantivp riesearhes rhé
respecti vgeFRbSned § j ' . res ! .and. m nut.i ae of
each fi nggr pr'i%rll%; tﬁ%—yssge%ge%{td&rﬁ g@%?%‘l’%%@%ﬁ%v%m%%t gggﬁté(%‘egnpg%*ﬁ%ﬁl@m and
unchangi ngingdipeintsnbavattieiéicnby froemeeedorr iadifeing nai ngiidual’s udeaity, dasthand
short ridges (or dots). A FPT is then matched with FPTs stored in the
rel evant PINGEASFT MRECRHNb e &erEed Wr ifingerprigsapbping davirsnend gre therekeps t he
conpl exi t yn @feitkPAngXSfAGhalaB RN NBk fll R d9AbYse@aR IRBRRE] [¥ad re of
a match is Ot;gt putt%)fdlgto a user. The I{g?éol%gﬁi ?ﬂlat ysfsgorlge&?gﬁc% Wgﬁd 8b aﬁgd W th
a predet wlﬁimécgownme@hbladthomldsedrdieuw&athhw'rtut@ms,nﬁke saRR tamt cffiess thdse in
the fi ngeﬁéf%)}eps;[’ offices. The use of digital records in conjunction with the high speed computing
systems have increased fingerprints verification and matching throughput. An
individual’s identity can now be verified through fingerprint in real-time, for example, at

a border checkpoint.

[0003] Existing fingerprint capturing sensors or scanners include optical, ultrasonic,
passive capacitance and active capacitance sensing. It is usually a design choice for
selecting the type of fingerprint capturing sensor/scanner. Usually, fingerprints are
captured in live scans to obtain fingerprint images (FPIs). The FPIs are then processed
by fingerprint extraction algorithm to extract fingerprint templates (FPTs) that represent
the respective FPIs. A FPT contains unique features of ridges and minutiae of each
fingerprint; these features of ridges and minutiae are permanent and unchanging. The
minutiae are formed by ridge endings, bifurcations and short ridges (or dots). A FPT is
then matched with FPTs stored in the relevant fingerprint databases to verify a person’s
identity. Due to the complexity of FPT extraction and matching, only a probability or
score of a match is outputted to a user. The probability/score is then compared with a
predetermined threshold to decide whether or not a FPT matches those in the fingerprint

databases.



dat abases. 2 [0004] If the match threshold is set high, the fal se accept
rate (FAR) becones low and is wuseful at cross-border checkpoints. At the
sanme tinme, when the match threshold is set high, the false reject rate
(FRR) becomes high and this causes inconvenience. Thus, according to the
appropriate security level in verifyinga person's identity, a match
threshold is predeterm ned so that there is a bal ance between the FAR and

FRR. [ 000%dooky Mo@E padtdH thiSholliii€ gt haih, tHRVRalsy escepBile (FHR)I R¥oREPIBRSSASs and
these are often performed by |arge conputers. Al so, there are various
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fingerpri ?#%1 |ﬂtr[1)€%/ga\'{§e %{% g‘IRP ;Baeﬁcrgﬁgsr gl éﬁZﬁl?So d%%mgﬁg{néﬁc%g?g%g
storing ohccfdmnggrtprthatappmmhat esurifynleaeldin vaifyingwekrspatrseigentity Ok nasttlon i s
used to di stl nguish a live finger froman artificial finger. [0006] In sone
countri es g Ogehmpﬁeqewwa&aﬂhqtéh%mﬁ fagpnce getwgst redialk g‘? dERR- own i dentity
card, or simlar docunentation, issued by the relevant government authority

for show RfhosOPhesrprie! %hﬁb’aﬂ’t‘ﬂeﬂvgl‘%@?ﬂ% d. corPIE Rfocéﬁ&s gnd 4Rt ity ofag ds or

docunent at i ons are printed with the respective holders' fingerprints.
However, sedbrmadehyi figgatboputcsguilses thare airaedhrans @ppﬁ@ph@nmdhrgﬁfplmérs to
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sinplified summary to provide a basic understanding of the present
i nvent i onmayhing aachfaripe iof fhgerpaint semplaghvia sldeion swesfparpfeinfermiondh, and

S oot | IENAStl 8 LELL NIl SRLNRS Al [ vention Rather, it is

to present sone i've conce this invention in a
generalised formas a prelude to the detal |l ed description that is to
fol | ow [ @008 enpc@sends, amydilt indivifiradis desiral thicage hpy orriter weniifiértiag i on

devi ce for user, ch as a security officer o verify identity of an

exam nee ¥f& & %@#iar %&@CBWﬂansdé%ﬁﬂ@Htt he ‘r‘?&d’ént g%"’t”i‘i’?“&é‘ﬂ%‘)% &t S}t%‘é“%ser

inserts t B exadiyieavitn H8RE: COLMONICRES (SHEY @Sd@Br documentations are
printed with the respective holders’ fingerprints. However, such identification requires

trained and experienced officers to carry out appropriate fingerprint verification.

[0007] It can thus be seen that there exists a need fo provide a portable or hand-held

fingerprint capturing and verifying device.

Summary

[0008] The following presents a simplified summary to provide a basic understanding of
the present invention. This summary is not an extensive overview of the invention, and is
not intended to identify key features of the invention. Rather, it is to present some of the
inventive concepts of this invention in a generalised form as a prelude to the detailed

description that is to follow.

[0009] The present invention provides a fingerprint verification device for a user, such
as a security officer, to verify identity of an examinee via a card mode or a document
mode. In the card mode, the user inserts the examinee’s identification card (such as an

identity or immigration card) info a card slot. In the document mode, the user places the



identity or immgration card) into a card slot. In the docunent node, the
user places the 3 device on the exam nee's docunent (such as a passport, a
bank book, a tax document or a |legal docunent). The device captures a live
fingerprint of the exam nee and conpares it against the trusted
fingerprint on the card or document to Yerify the examinee's identity.

[ 0010] In one enbodi nent, the present invention provides a fingerprint

veri fi cat idenice deviacexafroncoindatimeyt Gueh swea passpat,prbank beghi msk dacpnemtoed
fingerprint,. e devi o rises: a.central processing.unit (CPU)

operabl e Aert Sl s RRE Faffhios f Sttt RE TR St A GRS | « hin
a fingerpri AiaistanderuseEefiaghSridtOof ARY U8 & HbMEnent 1OORERF iR ckdmi@ee’§ FPI)

of an exam nee; and a canera operable to capture the printed FPI from an

identity é&ndtbr a trusted docunent; wherein the FPI captured by the canera
is cropped to obtain a reference FPI, the reference FPI is scaled to a

wor ki ng si S ' I xel. S iQn 1S, A%
R R R S
finger pri devitenfol anetchinBT) Mle flingmprine apafer eneeinteRl fiapetpand. i Viee deBTefrom

the live FPlI, .and the aﬁgorithn1natc&§§ the |ive FPT against the FTP Tl to
obtai n a SPHPESESs@afIiEH thiecepie Hnlly(ehUh OP%%ﬁb](? B Tuygx ORGSRt HeRRIAE st eps

of p% an‘éxtﬁ‘&)@ﬁ?t ad&iafrﬁwhn% LB6rinnY €a 'ﬁﬁgel"fagﬁl @é{nn@taﬁger%l@l dedpile TL1igur i ng
each dynamc iteration, determning the highest score an cgrrparl ng the
hi ghest sdfiogerpaghinmgt (BPD) pf edetanints @dd & kamshalpdrabte tostpiotd thh priaed FOE f ai |

verificati.on. [001 | n,anot her .enbodi nen th sent i,nvention pr.ovides
et hod G, & Fepithgreld Bp8 e EOPGRHHT Persiindn DT St cRgeRAr nt
obt ai ned f:fdppw té oYehed CRIchc® FPIOHMMtrence TR FBRLARY 1§ QMRS sizS GANNI NY
the printed ngerprint to obtain a reference fingerprint inmage (FPl);

scanni ng &ssPpigedfiing aesadgtion f5isagled pe imsichsbanasiution obthaifimgarpring ecapmr;

1 nger pr e R ARLRES 4 EIRENE ol b2B T AT IS oReEt e P lbir
tenpl at e FRTapahnkd livhePI,fand gk pligbiithnt eiihed the Tivel TP DAL tie MACTI AG

score; and conparing the natchi n(I:; score wth a Qredeter_n‘i ned threshold to
est abl i shoPais2 seorg.aicplingsfieriitlad i gryer § oo of | rinave eRe rinbodi sapsf Phe

met hod fupt NeLeGOMRINSRS iheSHH FIP RalSS Lt L QR4OFP T RE during each dynamic
iteration, determining the highest score and comparing the highest score against a

predetermined threshold to establish pass or fail verification.

[0011] In another embodiment, the present invention provides a method of verifying a
person’s identity against a printed fingerprint obtained from a trusted card or document.
The method comprises: scanning the printed fingerprint to obtain a reference fingerprint
image (FPI); scanning a live finger at a fingerprint scanner to obtain a live FPI;
extracting a fingerprint template T1 from the reference FPI and a live fingerprint
template T2 from the live FPI; matching the live fingerprint template T2 against the
fingerprint template T1 to obtain a matching score; and comparing the matching score

with a predetermined threshold to establish pass or fail verification.

[0012] In another embodiment, the method further comprises: scaling a resolution of the
reference FPI to substantially that or near that of the fingerprint scanner prior to
extracting the fingerprint template T1; scaling the fingerprint template T1 from +max%

to-min% in each step of p% prior to comparing the live fingerprint template T2 to obtain



reference FPI to substantially that or near that of the fingerprint scanner
prior to extracting the fingerprint tenplate 'fl; scaling the fingerprint
tenplate T1 from +max% to-mn%in each step of p%prior to comparing the
live fingerprint tenplate T2 to obtain 4 a matching score during each
scaling step; and the highest matching %core is used to establish the pass
or fail verification. Brief Description of the Drawings [0013] 'this

i nvent i on avithichirg sdescduirmgdedsly sealingostemomd! thailighegt metebilignentesisofsed he
present inventi with fer nce to the acconpanying draw ngs, in which:
[0014] FI &Sta@ hqu? H%Stgloéfoaég eél F8i°her spective view of a finger print
verification device according to an enbodi nent of the present invention;
[0015] FIG 1B illustrates a bottom perspective view of the fingerprint
verification device shown in FIG IA; [0016] FIG 2 illustrates a

schemati c di agram showi ng conponents used in the fingerprint verification
device shown in FIG | A [0¥IADep@lQ ofithyBravines a process flow when the
fingerprint verification device is used in a card node according to

anot her epRasy M inQbnddiewnl &8 %Ecﬁﬂ%\ﬂ oiF 13- hféﬁ‘m'g,l ¢l écﬁﬁ%r‘?@ oF t?é 0cess

flow when"the fingerprint verification dev ce mat ches~a |ngerpr|n wth
finger pri presesfinveafivediith ssiragege tlsomwsompai1i8)] drkv@gsdiniitlicist rat es a process
fl ow when the fingerprint verification device is used in a docunment node

accordi ng y t iment of.the present inventio and FIG 4A
I F st r ar B0 BIGE A8 MG AR BRtsr Pt r 6B e Gl PHERY o8 Keu5mt ches
a fingerpédopdinpd &h érmbP@BmBAH 0TS fosod@nfveflidn; Ssi ng persons. Detail ed
Description [0019] One or nore specific and alternative enbodi ments will

now be described w t reference to the attached drawi ngs. It shall be
appar ent £091 ﬁinEI@?klllBl dipsirafes Hebetfam neswesisie, viewhat thenfisgermieinitdicaioy be
practisedwit SH cific details. Sone of the details may not be
descri bed atI cf]engtnh ?nggghot to obscure the invention. For ease of
ref erence,

[0016] FIG. 2 illustrates a schematic diagram showing components used in the

fingerprint verification device shown in FIG. 1A;

[0017]1 FIG. 3 illustrates a process flow when the fingerprint verification device is used
in a card mode according to another embodiment of the present invention;
FIG. 3A illustrates a process flow when the fingerprint verification device matches a

fingerprint with fingerprints of wanted/missing persons;

[0018] FIG. 4 illustrates a process flow when the fingerprint verification device is used
in a document mode according to yet another embodiment of the present invention; and
FIG. 4A illustrates a process flow when the fingerprint verification device matches a

fingerprint with fingerprints of wanted/missing persons.

Detailed Description

[0019] One or more specific and alternative embodiments will now be described with
reference to the attached drawings. It shall be apparent to one skilled in the art, however,
that this invention may be practised without such specific details. Some of the details

may not be described at length so as not to obscure the invention. For ease of reference,



common reference nunerals wll be used throughout the figures when
referring to the same or simlar features conmon to the figures. [0020]
FIG 1A shows a top perspective view of a fingerprint verification device
100 according to one enbodi nent of the present invention. The fingerprint
verification device 100 has a housing 110. The housing 110 is sized and
di nensi oned for a user to hold or grip in one's hand. The housing 110 is
gener al | y canmemt sfgah@r nupoxalanvdlihasuan thupplesut shr figoes Wd2n rafekivgeto thar f ace

114 and side/end.s¥{f ces 116. The upper surface 112 is nade up of two
i nclined SHPF&ESUIRY ST e0mipp lthe ISUiCSc | i ned surfaces 112a, 112b gi ve

the upper surface 112 a generally convex shape. The first inclined surface

112a I's engoprHICA 1A siwehnta pespctife YR of b Ang@HRRPh&ifiditioRcMyict Moo fi cer
whi |l st the second inclined surface 112b is ergononically orientated for a

thumb, forCcEkdiRgl e, onormiogiarsb ! dhe axeseinhéwenhos eTlilajé“menpynt yetificaen
verified. A?EQ?}] :!l%]ﬂg@s Eﬁ'l%ug hé 140 ' ﬂ% %&lﬁﬂlﬁsﬂ 1@%%%%%@ dith r%rogqe aﬁg%ﬁﬁ? or

screen 124. econ i ncline her

fingerpri mbldscagmein 3112925 heand. the Hoebing1d0ds genalgllyoh rédigngdles Hoayang Glagan 124,
with respect to he reen START button 126. The green START
button 128PPE ¥ E st H}errtSH agq hifband pide/end sfaceadien Fﬁxedmewﬁéﬁ t he

ref er ence yfjh ngefpid %eaée ® Oﬁﬁ%ﬂeﬁum%g}s fﬂf@a,ymf’rﬁe%&'t% RIAG&EFS \%%Aek be

descri bed [later. utton or ‘cance the veri |ca
process i 412atklkedienthchepper ghtfaceh.itm asgdmaﬂfy td*xmxh&hmbcayﬂﬁecﬁmnncﬂﬁ&éd The

di splay screen dis y ) neI d pr o |des a
V|sEaIy|nP@f?géé%?dSPﬁ8nﬂ§ 1YRE§% ﬁg’ 55 ﬁ?CF%BS%;% &PEVO iRt upper
surface 14z agend8RIinddr fa@{: tllm'fbdm‘ég&ﬁnféﬁl 3;‘ BB ALS Q1% by, ?0138)(@91%
indicator 132 and a processing indicator Addi tionally, on the sid

surface wéapa@pe@emaml@eet\hleossm@mmwertcsbqsexfim is an ON/ OFF power sw tch
130 for turnlng power on or off to the flngerprlnt verlflcatlon devi ce 100

and a USB < [ er ct.ive view of the
i nger pr i AOZEhy 8 RATEY, bR SRARBIR 1 ARPS SRR IR Bh o Mt Tace
114 is gen&:ﬂlabdl yurlﬁicarlalzb anereiit aiviatoidesr @ﬁn%ﬁbilﬂrsiéaqum 16 thealaftoahd cal

w ndow 160, a card slot 170 and four anti -

ip pads 180 The battery cover
150 concedis 04 hegitalagesises 184t vk yesrscz to Showeni i argreen STARGy butM ng the
fingerpri fihe GRLhTd ERRT HhudRYRE S JQQ 0! dhORE HIRAGITR fic G ﬂlgé:egéa(w%&?bl €

the reference fingerprint is on a document; the verification process will be described
later. A red STOP button 127 for canceling the verification process is located on the right
hand side of the display screen 124. The display screen 124 is a liquid crystal display
(L.CD) panel and provides a visual interface to the user. Near the apex of the generally
convex upper surface 112 and near the left hand edge of the housing 110 is a power
indicator 132 and a processing indicator 134. Additionally, on the side surfacc 116
adjacent to the indicators 132,134 is an ON/OFF power switch 130 for turning power on
or off to the fingerprint verification device 100 and a USB socket 140.

[0022] FIG. 1B shows a bottom perspective view of the fingerprint verification device
100 shown in FIG. 1A. The bottom surface 114 is generally planar and it includes a
battery cover 150, an optical window 160, a card slot 170 and four anti-slip pads 189.
The battery cover 150 conceals a rechargeable battery 132 (shown in FIG. 2) for
powering the fingerprint verification device 100. In one embodiment, the rechargeable
battery 152 is a Lithium-ion battery; in another embodiment, the rechargeable battery is a

metal hydride battery. The optical window 160 has a clear glass window; behind the



battery 152 is a Lithiumion battery; in another enbodi nent, the
rechargeabl e battery is a netal hydride battery. The optical w ndow 160
has a cl ear glass wi ndow, behind the 6 optical w ndow 160, a canera 230
(shown in FIG 2) is nmounted for recording a printed FPI, for exanple, on
a docunent that is placed near the opti(bal wi ndow 160. The card slot 170
is located at the end of the bottom surface 114 near to the user. The card
sl ot 170 obdcadiviednsy d6ibd tamear 8¥b(shawniig &R )yis caudiedfoaryodapsopalted

identificabion card of an . examnee.. The jdentjty card.is inserted into the
card sl ot %ﬁl]i? Owg)t(%mflﬁ’eor\‘ %ggc%?el}tﬁ%%éﬁpgceiﬂ%tté%h’%ﬁ ;"/‘f‘?fg?l’*éll?‘g!“‘ceocat‘ﬂe
bot t om sugfoas®) kldcasadedt tHddid ditiee BYiRM ARfACOE14 AsH tb TRMUsAL Tle cMikR 17
examnee's FPI is substantially in register with the optical w ndow 160. In

one enmbodi AERNSIONek @ REFePAlannidgaidiy 9e6d drsanyf pereenal ddanidicgiidecaf! ¢fhen

fingerpri er | fhcatlon., devi - that  t canera 230 s operable

o Saptur Senifes. MERULARy BRI Ik iAW il LIRS 0 GRTE LR, RE7ab e Bt " rhe

nmout h of titstandalty piralicltd Ghdbsitom seceesdd sadgehal he. areal e tHeaReS Gesligege 172

allows a user . to insert _an.id ntit_%E card into or renove it fromthe card
¥

slot 170 MoPdheg@mpee’ pHER s esertidilydn seeistvowits thoeptical windowal et orover

174 is i : i 7 <M1 0L M . . from
entering ?Iﬁgé%gggﬁ Lﬂfe{)@d&%ghﬁ%ﬂgf@u@% \ﬁ(p?(%tv&e)roqﬁf%dqoé ‘é?ﬁ%@?@‘éﬁ%ﬁ@é"% han
the size dévicch&dl denht thatytheamcherd RBR B openatdeeo eadiodi substhntidllyes FPhegerlps i nt

122 . ti it sen type. The fingerprint
scanner 150§ GREFbhe Pele, FrotB S Ea ST I wihirescd sleed Ty e
resol ut i omh©fecadsod bd ROy 20 owsH usdr LRt B idchBty CRAMIRSS: reﬁi%v@%vﬁ(fl{l%e of

this active capacitance type sensor is that it only responds a live finger
but not t eardsladrk70f nereatasily.i Wien the vardndoth10 enbawdinnmesat a dubtecdvend®d4 s i nt

scanner 1 e, tical, ul ni .t.hermal ar passi.ve.capagcitance
sensor ty%’g?r%?o%ﬁl%ihl eacﬁ"% A iﬁ%ﬁ%ipﬁg%mmlfrﬂéen&‘ilsﬁg@%?l?tﬁ?ngsH“ﬁrﬁéf sl§H5

i ncl udes #7(f. Mhgdust@uietel 7433slightly Relabed then SaMeRgehdiaagy ena’ s t hunb
centrally on the fingerprint scanner 122. The finger guide 123 al so

m nim zes_translational and rotational m s-placenents of an exam nee's
thumb on PRI ingpersmbadimentathp dingseppint seons] 122qs gieee RE AN apBEHRRRIANCY he
di splay sghestvdl4n:5 of fleient . bixel.depnsity to
di splay a FPI .Y}?@n ulsel,n%{: ﬁ}e nglg%ag%yf%?% SE%ER%% 8?@1&%0%?&;&%?\/%9%%@/?[ W of a
at a pixel resolution of about 500 ppi, of a thumb of the examinee. An advantage of this
active capacitance type sensor is that it only responds a live finger but not to an artificial
finger. In another embodiment, the fingerprint scanner 122 uses an optical, ultrasonic,

thermal or passive capacitance sensor type.

{0024] In another embodiment, the fingerprint scanner 122 includes a finger guide 123
to help the examinee place one’s thumb centrally on the fingerprint scanner 122. The
finger guide 123 also minimizes translational and rotational mis-placements of an

examinee’s thumb on the fingerprint scanner 122.

[0025] In another embodiment, the display screen 124 is a color LCD that has sufficient
pixel density to display a FPI. In use, the display screen 124 provides a live preview of a
FPI when a thumb is placed on the fingerprint scanner 122, Preview of a FPI provides

visual feedback to a user so that fingerprint on the ball of the thumb is captured.

[0026] The optical window 160 and card slot 170 thus provide two modes, i.e. document

mode or card mode of inputting the printed FPI against which a live FPI is to be verified.



FPI when a thunb is placed on the fingerprint scanner 122. Preview of a FPI
provi des visual feedback to a user so that fingerprint on the ball of the
thunb is captured. [0026] The optical w ndow 160 and card slot 170 thus
provi de two nodes, i.e. docunent node or card node of inputting the
printed FPI against which a live FPI is/to be verified. 7 These two nodes
provide flexibility for scanning fingerprints printed on different trusted
docunent s These tsmwohddrs peobdodilesbitity fonecdaRIngdapetyreas priviedighdiffrecroptukteal

w ndow 16Q is a fingerprint to be verified, for exanple, a FPI |ifted up
or | ocat e§oGMepiEAp Oti}g‘e‘ﬁ’gb%iﬂmﬁ)‘?‘r’ m&ﬁ;Pél?F%‘B’ieFi *F@G%é]ﬁlqi??@calzw%%wsl@ is
schemat i C b6kt AgEARrAld! e eﬁarﬂ,g@,rapﬁpmﬁeﬁ% bil 1684tbPRY HEGVHE Geend BP0 The
fingerprint verification device 100 includes a central processing unit
(CPU) 21enobienenory unit 220, the canera 230, LEDs 240, the fingerprint

scanner 122, the display screen 124, the START button 126, the STOP button

127, a ca ricgge i.t.ch 28.. e B soc 0, t.he power. indi.cator
139, the [SP3ECEE80G Ml ieepddllue, Sk R G he B ergiinl P GHOL BEES" Phe
optical paoh Dhe fihgerpanevaifddfon Seient 0Vndudds Antential roce@idgeahit RGPy rror;

this mrror allows the housing 100 to attain a |l ow height profile yet the
depth of £1&I3megagy upjtci28nther e 2dPelERe 24P e dingemring acannend 82, theer t ed

inthec a?gplﬁg Qbreh 12@, t‘ﬂQ %W b?tlrt]dgf % @l?eag’{(tgg ﬁ)élﬁ?{l)'rligl ap%grr@' g’&{%} %Q/it 0028]

The CPU 2 a m croprocessor I'S sui hand- hel d
devi ce ah2B,rthad/3id sbéiet 1201 teypalie?. infioatoet A2plhe, prodeesifPihdBdNomey4 bed a 400
MHz m cro: pro ..and executes a fingerprint tenplate extracting and
mat chi ng Bﬁ‘tg%}f ﬁﬁr%ﬂ*ﬁé‘“ﬁ@%%wt’@afz h phihesgesraz 3o Aeny by %ﬁﬁﬁ?%?esuch
as RAM 222f1cafch MpRory ikt allBRRREY hoE e S0 Bukin@3Bw R dyanfle an
optional renoveable 1datla éltlordage 226.0Th ca(r)% tlri gggr S tisgﬁfaﬁﬁgqﬁ?s an
i nternal #é¢pth of nidtic bufffigient widapairé thg paintddritgfiropra catd scemedainehe cad slodent i ty
card is ful,l t t he car P%lelgb 170. The USB socket 140 provides

%/ in§e[ e inﬁ]l‘(l)_ |
a  communf SFITBAT PrATRY 0FA phectise! % such as a conputer. The USB
socket 140 may also be used for charging the battery 152. [0029] The power

i ndi cat or[0d26] €he CPU2 Y ie@Mmichubrébdon ghdt i OMfitavlebr 4 vt h&IVhIOWBFicd S
sufficient for the device 100 to operate for a reasonabl e period of tine.
The i ndi c&td Fitjis on the battery 152. For example, the CPU 210 may be a 400 MHz micro-
processor and executes a fingerprint template extracting and matching algorithm. The
memory unit 220 includes a volatile memory, such as RAM 222, and non-volatile
memory, such as a flash memory 224 and an optional removeable data storage 226. The
card trigger switch 128 is an internal limit switch for initiating a fingerprint scan when
an identity card is fully inserted into the card slot 170. The USB socket 140 provides a

communication link with other devices, such as a computer. The USB socket 140 may

also be used for charging the battery 152.

[0029] The power indicator 132 emits a green indicating light when the battery power is
sufficient for the device 100 to operate for a reasonable period of time. The indicating
light changes to amber when the battery power is low, and the amber light blinks when
the battery power is very low. When the battery 152 is being charged, the power

indicator 132 emits a blinking green indicating light.

[0030] FIG. 3 shows a process 300 of verifying fingerprint using the fingerprint
verification device 100 according to the card mode. The process 300 is illustrated with

reference to FIGs. 1A, 1B and 2. The process 300 starts at step 305, in which power to



| i ght changes to anber when the battery power is |low, and the anber I|ight
bl i nks when the battery power is very |ow. Wen the battery 152 is being
charged, the power indicator 132 emts a blinking green indicating |ight.
[0030] FIG 3 shows a process 300 of verifying fingerprint using the
fingerprint verification device 100 acdtording to the card node. The

process 300 is illustrated with reference to FIGs. IA |B and 2. The
process 3@ dtvartiiads tetepOBMmd thdpodrdhdipsroet 32 i%htddh@) idyéemeshbMng s ]
turned ON and the.po indicator 132 is lighted up reen, show ng that
the devi céhai%@ ﬁs]egﬂ@e%w%ﬂdy reuserﬁﬂffﬁefO’fi%Mn@vﬁtwglgt%ﬁJ 910 dhe g%ce;fﬁss% t he

user | nse'iﬁesexaﬁqh?ceesxﬁgﬁtﬁﬁ%a@ ihGAL A FRAMG0! Al heldifbo ﬂﬁé}xt Sth@'ideiw Qs caldd one

enbodi ment, the identity card is an i nmigration car suc
wor k- per migt aw amchigi@nce ceiie siclens iat wodapaniiscdrdl Dyce s glehety, cdrd istlelty 315,

th dtri . it 8 is, activate the. LEDs 24 ned on.
I nstop 2ot in mg s R et B ruich 188 d aghac wid et vepediberor o
process aQQecc@mtIh@ueg%zbua BRI deldy0 @3 lkarhBR, G%rE%éald%%leitlih%a épéf&%eiﬁ&%sé 0
capture the printed fromthe |dent|ty card in step 325. Once, th

printed FPYO pentinapt (wder the LEDs 240 are turned off. Next, in step 327,
the FPI captured by the canera 230 is cropped to obtain a card FPI. By

croppi ng EJ&@ 'ﬂ?!: c&tfi ta‘i&ﬁ@helﬂy 1%&%%&%&%?&16 ﬁn@?fnm?edt ﬁﬁ%{' eaHl ngen and barcode

etc. that be cap ur ed ar € renove Vi FPI
for verif steIaBIZSnOndm tied @ﬁnt&BGPI tshepaire® 1hé LEDRQ40and nfridd bS8, Neal Bldst&;Q a

Ki df t f
(car o- avapT bt HF Galtur i the e e 0G85PpHUARIAT AGaS! (8. BYFPRRE bt ai ned
in step BBPcABukHB tl&c@énfé?a,%yg%%l%%lun{bgﬁoalnkltﬂa%dé ast qf tgx?e{y) besi%f){lpﬁ% iy

resolution of the card FPI I's or near to the reso utlon
FPI capt uredl thy FPhercfremgeedyi¢avingsadnnier FARRr vedffiicatioxahpitey 33(hehcdraof-Pl

t d th nmera 230 i s ahout.750 whilst the |i FPI. captured
by "t he 11 B Pl TS e 4 3Pet sisbe BowPBian hesate sl Snegsoriniona
refer encefdéﬁ;f (aardJa*?g)eéﬁ t'h@%hl‘%l@[flr B e3 3 e @@&ﬁ{g@ﬂ: dad FPER RS 1n\mt§:ﬂ the

tenplate extractin gorithmis extracting the reference FPT Ti
processi ng3¢ wdhens edll&ﬂa perel resobutiohfactpnehrg ae thag résoliion O[f(DI@S@z]ld\NRéns t he

tenplate T tu a%tn'caorr% tRe &30 utl%ltle() tﬁenpvé PEI Qap%:rgg% e Iﬁ?ch“er%g}lto srca%gedf 1'23.
For example, the card FPI captured by the camera 230 is about 750 ppi whilst the live
FPI captured by the fingerprint scanner 122 is about 500 ppi. Next, in step 340, a
reference FPT T1 is extracted from the FPI obtained in step 335. When the template
extracting algorithm is extracting the reference FPT T1, the processing indicator 134

emits a blue indicating light.

[0032] When the template extraction is completed and the processing indicator 134 is
extinguished, the examinee is then prompted, in step 350, to place a thumb on the
fingerprint scanner 122 and a live FPI is then captured in step 355. In step 360, the
display screen 124 provides a preview of the FPI captured by the fingerprint scanner
122. A decision is then made by the user whether the live FPI is near the centre of the
thumb of the examinee. If the live FPI is not an image near the centre of the thumb, the
user prompts the examinee to place one’s thumb on the fingerprint scanner 122 again and

steps 355 and 360 are executed again. Next, a live FPT T2 is extracted in step 375.

[0033] Following step 375, the FPT T1 obtained in step 340 is scaled to +max% in step
380 and the live FPT T2 is compared with the scaled FPT T1. A score is generated by



extingui shed, the exam nee is then pronpted, in step 350, to place a thunb
on the fingerprint scanner 122 and a live FPI is then captured in step
355. In step 360, the display screen 124 provides a preview of the FPI
captured by the fingerprint scanner 122. A decision is then made by the
user whether the live FPI is near the ckéntre of the thumb of the exaninee.
If the live FPI is not an inmage near the centre of the thunb, the wuser
pronpt s t e exahingedgdrdhplracengireths GPURD) ol theecdrt litgtﬁérpsﬁoretd iacERnRAM 122

agai n and s 355 nd 360 .are execut ed again. alive FPT T2 .is
ext ract edZPﬁ %&%aﬁﬁc *p@@%ls‘]ltyp8|&1tw8?¢gw§%'%§g Pﬂse t %E*OﬁPSP”T& indsetar ddd i n
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with the scaled FPT Ti. A score is generated by he mat chi ng algorithm
runni ng i n% hee@blma@imammqekﬁemsatm 380 entiltbn Fé’fFodes fedutddetoRANOY 62 2Zter When a
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reduced i ehesdeinst Bdp 3R hiSAGKH séBd Qﬂhe@ cOPHS Hvithh ple8RedSBed Rirtdholdne FPT
Tl is reduced to -m n% After each matching process in step 380, the

respecti vé dewvien inihengnasteedhethen F2 spzmamially matches Hlel . dhtheohighesesc880s t he

hi ghest s o redet erm ne esh A, deci si on
is then ng%a?el tﬁatnﬁre{ggﬁcglg ? &aiﬁl} thf) aat}ﬁa o ks 1 {%ﬁ@“ﬁﬁ eéiﬂg)sltbegdlg?e is
great er t hametehempieedad er“mss’edldﬁdmsﬁ hﬁ|s€é,p 390£1s8hdwn 3n CleS dighlRY Yerbdiat24 he

printed FPI Dbel o%r;i to the exam nee and a "pass" indication, in _step 390,
i s shown &nih&igegppepye dérleen thepgthe predeteemiseg hibsshaldortee ipsinfeds §P¥ Han the

pr edet er nyfedn B4 ?EPRJ geloﬁeg;g) @g g%ﬁﬁmeg Rhd e Bt%@%sgg%g&gcﬂ %%}9 3??' QQ}Q ¢ he

t he exam nee and e proc execut es st
exam nee B&% eaélowbahe&saammepomdel cmnoese ts pbhunin omR’st ﬁmm‘bu ogehpriimrpriscanner

122, i.e. - t t 350, 5 3 380 t If T2
Goos | not SCBE A LGPy B RO P Tha0D T 0 t\aomog?ragn‘)#ﬁlétfégﬁre&n
shown on hheaBkaRiAN micherNinldd Bnd tltyh‘?l PLPCRRIR 2300 i PEHRGEEHS t1Od g? 395

After the identity of the examnee 1S determned, the identity car
renoved, ismicm b3p1 Bel5the gretesshidluyeccede &t step ppp O@ftmahe identityi aftihe heaneivaeri nee.
At the sane, | .and/ or po ture in,the device 100
my' then Beihiet U R EVE FEnReaR e B g Mt sFod s SRy Ty o
anot her ﬁfxtﬁﬁhfﬂ@&mlﬁw AexRahR tinkd)@ ROME AN/l Powdl dtt Alatifle Af f8Hewci NUt es
and the power off is
00 may then be initiated if there is a long waiting time to verify identity of another
examinee. For example, the power save is initiated after 5 minutes and the power off is

initiated after 15 minutes of inactivity.

[0034] In step 380, the FPT T1 is scaled from +max% to —-min% in steps of p%. The
+max% is chosen so that it is generally larger than the average card fingerprint size
factor (card-avg). In one embodiment, +max is +20 and -min is -20; in another

embodiment, p ranges from 1 to 5.

[0035] In the above verification process 300, the process is described with steps being
carried out in a sequential manner. If the CPU 210 has sufficient capacity, some of the
process steps can be carried out in parallel. For example, steps 325 to 340 may be carried
in parallel with steps 350 to 375. The parallel branching points in FIG. 3 are indicated by
nodes W, X and Y.

[0036] FIG. 3A shows step 382 for matching of the live FPT T2 of an examinee against

pre-stored FPTs of wanted or missing persons and step 384 for displaying results of



initiated after 15 mnutes of inactivity. [0034] In step 380, the FPT Tl is
scaled from+max%to -mn%in steps of p% The +nmax%is chosen so that it
is generally larger than the average card fingerprint size factor
(card-avg). In one enbodinent, +max is +20 and -min is -20; in another
enmbodi ment, p ranges from! to 5. [003%) In the above verification process
300, the process is described with steps being carried out in a sequenti al
manner . | fidanhey GRUfic2den. ﬁa@sﬁsﬂfamdiwﬂnnayabrammﬁigd afsorsepd80tdran ppatielesith st eps

can be car ie rall el., For.exanple, s 32 40 may,, be
carried S@@ de@bw’}fa]ﬁpéﬁa@slsbiéwlwos 30 Badn I@?ie%gaﬁeﬁﬁsn’ga%. nts
in FIG 3zare i ndicated by nodes W X and Y. [0036] FIG 3A shows step 382
for matching of the live FPT T2 of an exam nee agai nst pre-stored FPTs of
wanted or m ssing persons and step 384 for displaying results of 10
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deV|ce 100 ording to the docunent node. |f the device is not already
power 9§e8@f§v‘#% evige !5 wady and dy noyver indicHer B SHEC0 s usshplages 180 | n
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t he user pl In step devi over a ruste docune
carries adp(mmme chyFBRY a bale booly sit Eedspodip autae dbcumenihen Rghladucubeok etca Widssport

t d t t Wth th iew fromthe display
acr een 2(2: gt @%Jé?ga@ %&@?ﬁ%ﬁ%ﬂ i#ﬁ YL e BASIEPRS TP GEYiSh 07 Al WSS so
that the a@&mﬁk sYWiRA ORE Je@ﬁcellswinﬂoi?veﬁill}sfseﬁl ‘e@gist&l 88215 e{el Atedy 'ﬁ?k A Ghd he

canera 230 is operable to capture the print The user then presses
t he STARTcarmeret23f limmabh f@t@ptmfi&’le pontsd &1, The useerthén passeorihp SIS 400.

[ 0038] Fo EDs..240 are turpned on and the camera 230
capt ur es %WOH R sggoié—%sk? ﬁalgf@p cpibisation racgsy 40 ne "i xel resol ution of the
FPI captured by the canera 230 to substantially that of the fingerprint
scanner 1@@3gInFsli@ping 3epand, s UEIR Bi0aure turned on and the camera 230 captures the

printed FPI in step 425, , scales the pixel resolution of the FPI captured by the camera
230 to substantially that of the fingerprint scanner 122 in step 435 and extracts a
reference FPT T1 in step 440; steps 435 and 440 are similar to steps 335 and 340
described in the previous process 300. Similarly, steps 450 to 475 corresponding to steps
350 to 375 in the previous process 300 are carried out in this process 400 and identity of
the examinee is matched by comparing the live FPT T2 against the reference FPT T1 in
step 480. Like in the previous step 380, the reference FPT T1 is scaled to +max% in step
480 and a matching score is then stored in the RAM 222. Scaling of the reference FPT
T1 is reduced in steps of p% in each matching process in step 480 until the printed FPT
T1 is reduced to -min%. A decision is then made whether T2 substantially matches T1.
The highest matching score that is greater than a predetermined threshold indicates that
the printed FPI belongs to the examinee and a “pass’ indication, in step 490, is shown on
the display screen 124. If the highest matching score is less than the predetermined
threshold, the printed FPI is determined not to belong to the examinee and the process
400 proceeds to step 485. Step 485 allows the examinee three chances to position one’s
thumb on the fingerprint scanner 122 and re-executes steps 450, 455, 460, 475 and 480

two more times. If T2 does not substantially match T1 in the third try, a “fail’ indication



reference FPT Tl in step 440; steps 435 and 440 are simlar to steps 335
and 340 described in the previous process 300. Simlarly, steps 450 to 475
corresponding to steps 350 to 375 in the previous process 300 are carried
out in this process 400 and identity of the exam nee is matched by
conparing the |ive FPT T2 agai nst the Léference FPT Tl in step 480. Like
in the previous step 380, the reference FPT Tl is scaled to +nax% i n step
480 and alnshosi engths slbspdayi sreehek4sndribel prasetshORAMRE2t0 Scaldhohbdr théie

reference.FPT. Tl is reduced in.steps of.p%.in each matching prpcess in
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does not substantially match Tl in the third try, a "fail' indication 11
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identity gfd wnot her exami nee. If the printed FPI on the trusted docunment is
not the sane size as the live FPI, scaling of the FPI captured by the
camera 230 will need to be executed before step 435. E0039] Again as in
the previ 98401pFHectA shoes step A2 i maiehisg eptheilivetifd b etesexangoecamingt

carried ouyt. J.n. I 2.t C [ i out
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ar e i ndi caleetity baerifiogtes). Bleps 482 aahd84 inay [RAGAR]cdRIEr sdh 480 @nWsn ngﬁﬂel‘lﬁﬂl ; or
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want ed ors"?i?ss‘&%n@“dp@{ ' %%Ieégé%lcﬁlﬁﬁ PogHs g1 ¥ k)&a?iaff’g”}d&‘tﬂdt@ pedes Y1

and Z1.

[0041] In the present invention, it is possible that the images of the printed fingerprint
and the live fingerprint and associated templates are stored in a non-volatile memory 224
according to another embodiment of the present invention. These FPIs and FPTs can
then be transferred to a computer via the USB socket 140. The FPTs of wanted/missing
persons can also be updated through the USB socket 140. In addition, data logging
activity of the device 100 can also be transferred from the USB socket 140 to a

computer/server for recording purposes.

[0042] In another embodiment, the scaling of the entire fingerprint images is carried out
instead of scaling the fingerprint templates. Such scaling also affects the sizes and pixel

resolutions of the FPIs and FPTs.

[0043] In another embodiment, the fingerprint verification device 100 includes a touch
screen instead of the display screen 124. A touch screen may allow a user to manually

select areas on a captured PFI for cropping.



identity verification. Steps 482 and 484 may be carried after step 480 or
in parallel with steps 480 and 490. The parallel branching points in FIG
4 are indicated by nodes Y1 and Z1. [0041] In the present invention, it is
possi ble that the imges of the printed fingerprint and the live
fingerprint and associated tenplates al2 stored in a non-volatile nenory
224 according to another enbodi nent of the present invention. These FPIs
and FPTs qma4] themdieert kansligiongd itsdead @ONHuteBKinitga WHighedSthes qiiefpribd0. The
FPTs of want ed/ m ssing ersons can al so be updated through the USB socket
140, | AQERTA PoRach BTGP BRI Gheding s TV CRAE0E e st B be
transferred LfeHQt@?rﬁlIﬂ@d LR ﬁcﬁ&kﬁ% (Jgél(?ﬁéeﬁ’:oﬂ QRORL 8pH S QPU ek Lo L&%%r ding

pur poses. [0042] In anot er e ment, the scaling of the en @
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detern1n|§% WQ%gﬂgr(gqe 8ng@ ﬁg{ V rlflcatlon processes 300, 400 pass
tests by SR né P IR, ’ %ﬁ?ﬁﬁ %%res agai nst a predetermn ned
threshold, the verification processes 300, 400 is configurable to conpare

t he mat ch'[uogs}s ttiR Ppediinsmbbligheptsadet deed Nedribdir aehalidras8], stieAndBQodB0 is
dynam cally iterating and pmatching scores are being enerated. Wien a
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verification device 100 to input a trusted FPI or FPT froma smart card. In
anot her exanple, instead of using LEDs to provide illumnation for the
canmera, another light source may be used. 13 CLAIMS: |. A fingerprint
verification device for matching a live fingerprint against a printed
fingerprint, the fingerprint verificatilén device conprising: a centra
processing unit (CPU) operable to run a fingerprint tenplate extracting

and mat chiGlgABMIgorithm a fingerprint scanner operable to capture a live
fingerprint image (FPI) of an exam nee; and a canera operable to capture
the printed FPI, froman identity card or a trusted. docunent, wherein the
Fpy baptuted bj HHETRHTRR T Bdor Bl e FafelraRcatp

ref er ence fihfdrptist, 8eatRdrirhit e bR deHtd Cordptehigssoci at ed pi xel resol ution
is scaled to match the resolution of the fingerprint scanner; the

al gori t hm ext r acerira progegung piin{ CPUeapirable (¢ FPT) fifgerpricinempbity oftectmce FPI
and a liv the, live FPI, and the algorithmmmtches the |live FPT
agai nst t%gFE$BL#%q¥%M§%Pain a score, scaling the FPT Tl over a range of
+max% and - m n8ofingesirgP Sc@inep Ypaabler @pRpturéat G0 Aggdipent! inv@e {FPI) é0ai nst
each scaled FPT Tl during each dynam c iteration, determ ning the highest
score anB¥WAaAN$g the hi ghest score against a predeternined threshold to
est abl i sh pass fail.. i g j 2 A RV ing..ta claiml,

Fur ther - compr & age ere b bRl pfing ARAGR AIGGNEY a8 LLBUM ¢

hand, sai dodvmesit;ng having two inclined surfaces to forma generally convex
upper surface and a pl r lower surface. 3. A device according to claim 2,
further conpri?&W&“hgﬂﬁﬁﬁpﬂvugéﬁﬁ e gragigdearophed oI telsEmcE fperths ur f ace
that is ordigBht Al s0schRE HSLvorifng AiASMHCRASAQT Ui résgiucfilog'ignsgalw 10>
wherein the fingerprint scanner is disposed on the iInclined upper surface
that is omawht ditedsoppasiof eht Hmgapeint scanner; the algorithm extracts a fingerprint

template (FPT) T1 from the reference FPI and a live FPT from the live FPI, and the
algorithm matches the live FPT against the FTP T1 to obtain a score, scaling the FPT T1
over a range of +max% and —-min% in steps of p% and repeat matching the live FTP
against each scaled FPT T1 during cach dynamic iteration, determining the highest score
and comparing the highest score against a predetermined threshold to establish pass or

fail verification.

2. A device according to claim 1, further comprising a housing, which is
dimensioned to fit in a user’s hand, said housing having two inclined surfaces to form a

generally convex upper surface and a planar lower surface.

3. A device according to claim 2, further comprising a display screen disposed on

the inclined upper surface that is orientated to the user.

4, A device according to claim 2 or 3, wherein the fingerprint scanner is disposed

on the inclined upper surface that is orientated opposite the user.

5. A device according to any one of claims 2 to 4, further comprising a card slot

disposed at an end near to the user but parallel to the planar lower surface.



5. A device according to any one of clains 2 to 4, further conprising a
card slot disposed at an end near to the user but parallel to the pl anar

| ower surface. 14 6. A device according to any one of clains 2 to 5,
wherein the planar |ower surface has an optical w ndow, inside which is

di sposed the canera. 7. A device accordffng to claim®6, wherein the camera
is operable to capture the printed FPI froman identity card inserted into
the card $lot drddvicecapbudirg tbhey pné of eldinkP2 to Hnwhertinusd pdnadoweaenifatdir ough
t he optic?ll W ndo 8., A devic _ahccordln }10 any one of claims 1 to 7,
wherein p F‘%?“?Q?‘Cé ‘é{mdﬂl“f gideppich s dhpaseddhe A camera, an average size
of the printed FPI is determ ned and a size scaling factor (card-avg,
D-avg) is applied on the FPI captured by the canera to obtain the working
size of tHe FPA d@JiceAatd:@vdic{e tackondd, nghdroinahy cemeraofs aﬁe&ib&nstcﬂcatpmulﬂ,thé urt her
conprisin ve a, s erein the sl i s di sed on
20oh e supraied 131 Sy BSlrGe B BB Bi MR 4o S Siarbe bR LFPEY af me
1 to 9, fuhthektedAdPih&tModsPheoptiod 8dndAat abase of FPTs bel onging to
wanted or m ssing persons, so that the live FPT is verified wth the
pre-stored FPTs. 11. A device according to any one of clainms 1 to 10,
wherein the idgn or trusted .do is a
bank booklg a tg‘xaégocu&ngél@“{&ntg%nyIong%gfadg%gﬁ%z 1 NI aémézclél(gfgf ng to
any one otamheidn® thetwnikis, anh@reige iliwopfhenpleﬂe&m?llﬁ daterrhidE@NEH G size
fingerprint at a crinme scene or on an obje . A device according to any
one of cl &3W8S fagley (Ford-ahige P i) Fhappdter! §n+t£2@dzl’éﬁ%ptmeﬁmm1¢ SaMeIgYe owin A

devi ce ac%r\g(glﬁﬁ s‘i)ze tgilncﬂf"[lig’ wherein p ranges fromlto 5. 15. A nethod of
verifying a pers n"s identity against a printed fingerprint obtained from

a trusted card or docunment, the nmethod conprising: 15 scannl ng the printed
fingerpript to,obtain ar ference fin rin (FPI)
gerp B Qewce according to any one o Icflli 5 to rga%uxthei comprlsmg a slot to

receive a smart card, wherein the slot is disposed on a side surface of the housing,

10. A device according to any one of claims 1 to 9, further comprising a pre-stored
database of FPTs belonging to wanted or missing persons, so that the live FPT is verified

with the pre-stored FPTs.
11. A device according to any one of claims 1 to 10, wherein the identity card is an
immigration card or trusted document is a bank book, a tax document and a legal

document.

12, A device according to any one of claims 1 to 11, wherein the printed FPI is a

forensic fingerprint at a crime scene or on an object.

13, A device according to any one of claims 1 to 12, wherein +max% is +20% and -

min% is -20%.
14. A device according to claim 13, wherein p ranges from 1 to 3,

15. A method of verifying a person’s identity against a printed fingerprint obtained

from a trusted card or document, the method comprising:



scanning a live finger at a fingerprint scanner to obtain a live FPI;
extracting a fingerprint tenplate TI fromthe reference FPI and a live
fingerprint tenplate T2 fromthe live FPI; matching the |live fingerprint
tenplate T2 against the fingerprint tenplate Tl to obtain a matching
score; and conparing the matching scorédwith a predetermned threshold to
establish pass or fail verification. 16. A nethod according to claim 15,
further conpri séangingribppiimgd tihgerpahewebtin kRifercade fingorpedeimaedF&ea pri or
to extracting the fing[erp int tepplate TI. 17. A r,retﬁlod cording to claim
15 or 16, furt RENEEAH 1 Yd Mebalst Desegpint seanngk eobkdza gpithy an aver age
fingerprint sizerf@akaridgesrsh @l\&qﬂathTmtfnﬁn BlolrBleRA prﬁfdpilgwﬁ chRntt O

extracting the fingerprint tenplate Ti. 18. A nethod according to any one
of cl ai nsteniplate TR7Arorh tiret ey FRIoNpri ses scaling a resolution of the

reference FPI to,substantially that o r th of the.fingerprint scanner
prior to extral ait(iilbngté?g1'1”?ﬁ’&%%/iBPF%WW%F%&‘%%%%QWWI%fq?gﬁatg?égf’di ng to
any one obbwaled fetchglseodB8and urt her conprising scaling the fingerprint
tenplate Tl from+max%to-m n%in each step of p%prior to conparing the
live fingerpri AeMpEMHS the aatchingoscorst Witha aradgieshingd thyedels tesiehldshepashoscal i ng
step. 20. : ccording to claim 19, wherein the highest matching
score is B@eﬁ?%gﬁ%@t ablish the pass or fail verification. 21. A method
according to claim19 or 20, wherein max% and mn%is greater than the

average fingerprin ize factor (card-avg). 22.. A nethod according to any
one of cl &Pns @9“?‘&3‘0%&90%8%@9?13%% fughersomprising ﬁ*’OPPglg-tb@%f@’ﬁ’&Feﬁ%rIanges

from | t0a% predefined area prior to extracting the fingerprint template T1.

17. A method according to claim 15 or 16, further scaling the size of the reference
FPI by an average fingerprint size factor (card-avg) of the printed fingerprint prior to

extracting the {ingerprint template T'1.

18. A method according to any one of claims 15 to 17, further comprises scaling a
resolution of the reference FPI to substantially that or near that of the fingerprint scanner

prior to extracting the fingerprint template T1.

19. A method according to any one of claims 15 to 18, further comprising scaling the
fingerprint template T1 from +max% to-min% in each step of p% prior to comparing the

live fingerprint template T2 to obtain a matching score during each scaling step.

20. A method according to claim 19, wherein the highest matching score is used to

establish the pass or fail verification.,

21. A method according to claim 19 or 20, wherein max% and min% is greater than

the average fingerprint size factor (card-avg).

22, A method according to any one of claims 19 to 21, wherein +max is +20%, -min

is -20% and p ranges from 1 to 5.



