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KEY SECURITY MANAGEMENT SYSTEM AND METHOD, MEDIUM, AND 

COMPUTER PROGRAM 

TECHNICAL FIELD 

The present application relates to the field of key management, and in particular, to a key 

security management system and a key security management method, a non-volatile storage 5 

medium, and a computer program. 

BACKGROUND  

With the rapid development of e-commerce, the problem of transaction security has received 

increasing attention. The transaction process involves processes of encrypting, decrypting, and 

signing data using keys. Therefore, the security level of key management determines the security 10 

level of the transaction process. Key management usually includes key generation, use, 

destruction, and so on. 

Existing encryption algorithms may fall into two categories: symmetric encryption algorithms 

and asymmetric encryption algorithms. In a symmetric encryption system, data encryption and 

decryption use the same key. However, in an asymmetric encryption system, data encryption and 15 

decryption use two different keys. The two keys are mutually dependent on each other, form a 

key pair, and are respectively called a public key and a private key. The public key may be 

available to the public and may be sent through a secure or non-secure channel, while the private 

key is non-public and known to nobody except the holder. It is assumed that a user A has a key 

pair including a public key Pk and a private key Sk of the user. The user A sends the public key Pk 20 

thereof to another user B. If the user B wants to transmit data to the user A, the user B may 

encrypt the data using the public key Pk of the user A and transmit the data to the user A. After 

receiving the encrypted data, the user A decrypts the encrypted data using the private key Sk 

thereof to recover the data (plaintext) that the user B wants to transmit to him. On the other hand, 

if the user A wants to transmit data to the user B, the user A may sign the data using his own 25 

private key Sk and transmit the signed data to the user B. After the user B receives the signed 

data, if the signed data can be decrypted using the public key Pk of the user A, it can be verified 
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that the data is sent by the user A. Thus, data is signed using a private key so that a receiver can 

verify the identity of a sender. Because of such characteristic of the private key, extremely high 

requirements exist for security of private key management. 

In the conventional financial industry, a private key of a user is usually stored in special 

hardware, for example, a storage device such as a USB flash drive or an IC card. In use, the 5 

hardware needs to be connected to a computer, and the computer retrieves the private key from 

the storage device to perform an encryption operation. However, certain security risks exist in 

this process. 

On the other hand, as part of enterprise assets, digital assets currently also need to be 

connected to an asset management system of an enterprise like traditional assets. Due to the 10 

essential difference between digital assets and ordinary assets that one private key corresponds to 

one digital asset address, the management of digital assets is almost entirely dependent on the 

management of a private key dedicated to digital assets, so that the enterprise needs a solution for 

private key storage. In normal commercial activities of the enterprise, considering the needs for 

organizational structure and asset management of the enterprise, different sub-organizations, 15 

departments, or employees, or other users (collectively referred to as enterprise users) need 

separate digital asset accounts, and thus a plurality of private keys are certainly needed to 

correspond to different digital asset accounts. A traditional private key system does not have 

correlation, meaning that each user of the enterprise needs to separately manage his own account, 

which inadequately matches the asset management system of the enterprise. 20 

SUMMARY OF THE INVENTION 

The present disclosure provides a key security management scheme for digital asset 

management of enterprise users, where operations such as user key generation and use are 

performed in a hardware security device so that a private key of a user does not leave the 

hardware security device, thereby ensuring high security of the private key of the user. 25 

One aspect of the present disclosure provides a key security management system. The key 

security management system includes: a security host, configured to receive a first operation 
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request, verify the first operation request, and generate a second operation request based on the 

first operation request when the verification is passed, wherein the first operation request and the 

second operation request both include an identification; and a hardware security device, 

configured to receive the second operation request from the security host, verify the second 

operation request, parse the second operation request to obtain a type of the second operation 5 

request when the verification is passed, and perform an operation related to a key pair associated 

with the identification based on the type of the second operation request, wherein the key pair 

includes a public key and a private key specific to the identification. 

Another aspect of the present disclosure provides a key security management method. The 

method includes: receiving a first operation request by a security host; verifying the first 10 

operation request by the security host, and generating a second operation request based on the 

first operation request when the verification is passed, wherein the first operation request and the 

second operation request both include an identification; receiving the second operation request 

from the security host by the hardware security device, verifying the second operation request, 

and parsing the second operation request to obtain a type of the second operation request when 15 

the verification is passed; and performing an operation related to a key pair associated with the 

identification based on the type of the second operation request by the hardware security device, 

wherein the key pair includes a public key and a private key specific to the identification. 

A further aspect of the present disclosure provides a non-volatile computer-readable storage 

medium having machine-executable instructions stored thereon, wherein the machine-executable 20 

instructions, when executed by a computer, perform the key security management method 

described above. 

A still further aspect of the present disclosure provides a computer program including 

machine-executable instructions that, when executed, perform the key security management 

method described above. 25 

The foregoing is a summary of the present application where simplification, generalization, 

and omission of details may exist. Therefore, it should be appreciated by those skilled in the art 
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that this section is for exemplary illustration only, and not intended to limit the scope of the 

present application by any means. This summary section is not intended to identify key features 

or essential features of the claimed subject matter, and is not intended to be used as a 

supplementary means to identify the scope of the claimed subject matter. 

BRIEF DESCRIPTION OF THE DRAWINGS 5 

The aforementioned and other features of the present application will be more fully and 

clearly understood through the following description and the appended claims in combination 

with the accompanying drawings. It can be understood that these accompanying drawings merely 

describe several embodiments of the present application and thus should not be considered as 

limitation to the scope of the present application. The present application will be described with 10 

more clarity and in more detail with reference to the accompanying drawings. 

FIG. 1 is a schematic diagram of a key security management system according to the present 

disclosure; 

FIG. 2 is a flowchart of a key security management method according to the present 

disclosure; 15 

FIG. 3 is a flowchart of an operation example of a hardware security device in the key 

security management system shown in FIG. 1; 

FIG. 4 is a flowchart of another operation example of the hardware security device in the key 

security management system shown in FIG. 1; and 

FIG. 5 is a flowchart of a further operation example of the hardware security device in the 20 

key security management system shown in FIG. 1. 

DETAILED DESCRIPTION OF THE INVENTION 

The following detailed description is made with reference to the accompanying drawings 

constituting a part of the description. Unless otherwise specified in the context, similar symbols 

usually represent similar components in the accompanying drawings. The illustrative 25 

embodiments described in the detailed description, the accompanying drawings, and the claims 

are not intended to be limiting. Other embodiments may be adopted, and other modifications may 
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be made without departing from the spirit or scope of the subject matter of the present 

application. It can be understood that various aspects of the present application generally 

described in the present application and graphically presented in the accompanying drawings 

may be arranged, replaced, combined, and designed in many different configurations, and these 

different configurations explicitly constitute a part of the present application. 5 

FIG. 1 is a schematic diagram of a key security management system 10 according to the 

present disclosure. As shown in FIG. 1, the key security management system 10 includes a 

security host 11 and a hardware security device 12. The security host 11 may be any type of 

computer. The hardware security device 12 may be a Hardware Security Module (HSM) or any 

other internationally certified hardware security device meeting predetermined security 10 

certification standards, for example, the Common Criteria for Information Technology Security 

Evaluation (Common Criteria) or the United States Federal Information Processing Standard 

(FIPS) 140-2, and includes a memory (not shown) and a processor (not shown). The hardware 

security device 12 can generate, according to various asymmetric cryptographic algorithms, a key 

pair dedicated to digital asset management and including a public key and a private key. These 15 

asymmetric cryptographic algorithms are well known in the art and will not be described herein 

again. 

The security host 11 is configured to receive a first operation request, verify the first 

operation request, and generate a second operation request based on the first operation request 

when the verification is passed, where the first operation request and the second operation 20 

request both include an identification. The identification may be an identification of a user and/or 

an identification of an organization associated with the user. The "user" and "organization" in the 

present disclosure refer to different subjects having a subordination relationship, where the "user" 

belongs to the "organization" associated therewith. For example, the "organization" may be an 

enterprise, and the "user" may be an employee, a sub-organization, or a department of the 25 

enterprise or any other user or customer of the enterprise. Each subject has a unique 

identification. 
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The hardware security device 12 is configured to receive the second operation request from 

the security host 11, verify the second operation request, parse the second operation request to 

obtain a type of the second operation request when the verification is passed, and perform an 

operation related to a key pair associated with the identification based on the type of the second 

operation request. The key pair includes a public key and a private key specific to the 5 

identification. In some implementations, the hardware security device 12 can derive a key pair of 

an organization and a key pair of a user based on a Hierarchical Deterministic Wallet rule (called 

a hierarchical deterministic rule for short) jointly defined in Bitcoin improvement proposals 

BIP32, BIP39, and BIP44. 

BIP32 stipulates a method of generating a key pair series of a hierarchical tree structure from 10 

a random seed; BIP39 stipulates a method of deriving a random seed from a mnemonic sentence; 

BIP44 further gives special meaning to various layers in a hierarchical tree structure. Reference 

may be made to the corresponding Bitcoin improvement protocols for more specific description 

of BIP32, BIP39, and BIP44. According to the hierarchical deterministic rule, first, a mnemonic 

sentence is converted into a random seed through a function PBKDF2; then, a hash operation is 15 

performed on the random seed to generate a master root key pair corresponding to a root node; 

then, sub-node key pairs corresponding to sub-nodes of the root node are derived based on the 

master root key pair; further, key pairs of sub-nodes of each sub-node are derived based on the 

key pair of the sub-node; and so on. The root node can derive several sub-nodes, and each sub-

node can derive several sub-nodes, so that an infinite number of key pairs at different levels can 20 

be derived based on one random seed. Different paths exist from the root node to each sub-node 

of the tree structure, each path corresponds to one sub-node in a one-to-one manner, and 

therefore, a key pair of a sub-node corresponding to a path of the sub-node can be determined 

according to the key pair of the root node and the path. If the root node corresponds to an 

organization (for example, a corporation), and the sub-node corresponds to a user of the 25 

organization (for example, a department or a member of the corporation), the master root key 
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pair corresponding to the root node may be used as a master root key pair of the organization, 

and the key pair corresponding to the sub-node may be used as a key pair of the user. 

In some embodiments, the key security system 10 further includes an application server 13. 

The application server 13 may be located in the same network as the security host 11, or may be 

located in a different network and connected to the security host 11 via, for example, a network 5 

bridge. The application server 13 is configured to receive an access request of an external node, 

for example, a client 20 or a blockchain node 30, generate at least one first operation request 

according to the access request, and send the first operation request to the security host 11. On 

the other hand, after the security host 11 and the hardware security device 12 perform 

corresponding operations according to the first operation request, the application server 13 may 10 

further receive a result of the operation from the security host 11 and return the result to the 

external node. 

The security host 11 and the hardware security device 12 are located in the same security 

network domain, so that the application server 13 or any other external component can access the 

hardware security device 12 only through the security host 11 (that is, the security host 11 serves 15 

as a gateway through which the hardware security device 12 is accessed). For example, this may 

be implemented by providing a firewall at the security host 11 and providing a secure link 

between the security host 11 and the hardware security device 12. 

The specific functions and operations of the security host 11 and the hardware security device 

12 may be further described with reference to FIG. 2 to FIG. 5.  20 

FIG. 2 is a schematic diagram of a key security management method 100 according to the 

present disclosure. Various steps of the method 100 may be respectively performed by the 

corresponding entities shown in FIG. 1. The method 100 is described in detail below separately 

with reference to FIG. 1 and FIG. 2. 

The security host 11 is configured to receive a first operation request (step 110). The first 25 

operation request is signed by a sender (for example, the application server 13 shown in FIG. 1) 

of the request, and includes at least one identification depending on a service type of the request. 
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The first operation request, for example, may be various operation requests for digital assets, 

such as an account transfer request, or may be various operation requests irrelevant to digital 

assets, such as smart contract deployment or smart contract calling. In addition, if the digital 

assets are broadly understood as further including digital possessions (for example, digital 

documents or digital art works) except crypto-currencies, the first operation request may also be 5 

a transfer or deposit request for the digital possessions. 

Further, the security host 11 is configured to verify the first operation request (step 120). The 

verification in step 120 may include verifying the validity of a certificate and the validity of a 

signature of the sender (for example, the application server 13) of the first operation request. 

Specifically, the security host 11 parses the first operation request to acquire an application 10 

server certificate and an application server signature included therein. The application server 

certificate includes an identification of the application server 13, a list of allowed service types of 

the application server 13, and a validity period of the application server certificate. The security 

host 11 decrypts the application server signature using a public key of the application server 13, 

so as to acquire a service type requested by the first operation request. The security host 11 15 

compares the service type requested by the first operation request with the list of allowed service 

types included in the application server certificate to determine whether the service type 

requested by the first operation request is allowed. The security host 11 may further be 

configured to verify whether the application server certificate is within the validity period 

thereof. In addition, in some implementations, the security host 11 may further be configured to 20 

acquire a state of the application server certificate from a blockchain to verify whether the state 

thereof is valid. If the determination results are all Yes, it is decided in step 121 that the first 

operation request passes the verification. 

If the first operation request passes the verification (the determination result in step 121 is 

“Yes”), the security host 11 generates a second operation request based on the first operation 25 

request (step 122) and sends the second operation request to the hardware security device 12 

(step 123). 
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The second operation request includes at least a type field and a data field. The type field may 

be encoded with a predefined binary sequence, where different binary sequences represent 

different types. The type of the second operation request can be determined by decoding the type 

field. The data field may include an identification, for example, an identification of an 

organization, or may include two identifications, for example, an identification of an organization 5 

and an identification of a user associated with the organization. 

The second operation request is signed by the security host 11 using a private key thereof. 

The hardware security device 12 is configured to verify the second operation request (step 130) 

after receiving the second operation request. The verification in step 130 may include verifying 

the validity of a certificate and the validity of a signature of the security host 11. Specifically, the 10 

hardware security device 12 is configured to parse the second operation request to acquire a 

security host certificate and a security host signature included therein. The security host 

certificate includes an identification of the security host 11, a list of allowed service types of the 

security host 11, and a validity period of the security host certificate. The hardware security 

device 12 decrypts the security host signature using a public key of the security host 11 to 15 

determine whether the second operation request is signed by the security host 11. The hardware 

security device 12 may further be configured to verify whether the security host certificate is 

within the validity period thereof. If the determination results are both Yes, it is decided in step 

131 that the second operation request passes the verification. 

The hardware security device 12 is further configured to, after the second operation request 20 

passes the verification (the determination result in step 131 is "Yes"), parse the second operation 

request to obtain the type of the second operation request (step 132), and perform an operation 

related to a key pair associated with the identification based on the type of the second operation 

request (step 133). Here, the "operation related to a key pair associated with the identification" 

may refer to any operation performed by the hardware security device 12 and related to a key 25 

pair associated with the identification included in the request. If the second operation request 

does not pass the verification, or the verification is passed and the operation is performed, the 
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hardware security device 12 sends a second operation request result to the security host 11 to 

indicate request failure or return a response to the request (step 134). Accordingly, the request 

result is further sent by the security host 11 to the application server 13 (if any) (step 124), and 

the result is then sent to an external node (for example, a client 20 or a blockchain node 30) (not 

shown) issuing the request. 5 

FIG. 3 is a flowchart of an operation example of the hardware security device 12 in the key 

security management system 10 shown in FIG. 1. In the example shown in FIG. 3, a parsing 

result of the second operation request in step 132 indicates that the type of the second operation 

request is generating a master root key pair of an organization, and the data field of the second 

operation request includes an identification of the organization. Therefore, when performing the 10 

operation related to the key pair associated with the identification based on the type of the second 

operation request (step 133), the hardware security device 12 is further configured to, in response 

to that the type of the second operation request is a request for generating a master root key pair 

of an organization, first generate a random key seed (step 1331), then use the key seed to 

generate the master root key pair of the organization (step 1332), and store the master root key 15 

pair in the memory thereof (step 1333). Further, in order to prevent the key seed from being 

illegally acquired by others, the hardware security device 12 is further configured to destroy the 

key seed (step 1334) after generating the master root key pair of the organization. 

In this case, the second operation request result in step 134 may include an indication that the 

master root key of the organization is successfully generated. 20 

FIG. 4 is a flowchart of another operation example of the hardware security device 12 in the 

key security management system 10 shown in FIG. 1. In the example shown in FIG. 4, a parsing 

result of the second operation request in step 132 indicates that the type of the second operation 

request is acquiring a public pair of a user, and the data field of the second operation request 

includes an identification of an organization and an identification of the user. Moreover, the 25 

hardware security device 12 stores a master root key pair of the organization. Therefore, when 

performing the operation related to the key pair associated with the identification based on the 
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type of the second operation request (step 133), the hardware security device 12 is further 

configured to, in response to that the type of the second operation request is a request for 

acquiring a public key of a user, determine the master root key pair of the organization according 

to the identification of the organization (step 1335), determine a key pair generation path of the 

user based on the identification of the user (step 1336), and derive a key pair of the user based on 5 

the key pair generation path of the user and the master root key pair of the organization (step 

1337). 

In this case, the second operation request result in step 134 includes the public key in the key 

pair of the user. The system may predefine a mapping relationship between identifications and 

paths of sub-nodes (each user corresponds to one sub-node) derived according to a hierarchical 10 

deterministic rule, so as to determine a key pair generation path of a user based on an 

identification of the user. Preferably, a hash operation may be performed on a combination of the 

identification of the user and the identification of the organization to obtain a hash value, and 

then the key pair generation path of the user may be determined based on the hash value and the 

hierarchical deterministic rule. 15 

FIG. 5 is a flowchart of a further operation example of the hardware security device 12 in the 

key security management system 10 shown in FIG. 1. In the example shown in FIG. 5, a parsing 

result of the second operation request in step 132 indicates that the type of the second operation 

request is signing to-be-signed data, and the data field of the second operation request includes an 

identification of an organization, an identification of the user, and the to-be-signed data. 20 

Moreover, the hardware security device 12 stores a master root key pair of the organization. 

Therefore, when performing the operation related to the key pair associated with the 

identification based on the type of the second operation request (step 133), the hardware security 

device 12 is further configured to, in response to that the type of the second operation request is a 

request for signing to-be-signed data, determine the master root key pair of the organization 25 

according to the identification of the organization (step 1339), determine a key pair generation 

path of the user based on the identification of the user (step 1340), derive a key pair of the user 
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based on the key pair generation path of the user and the master root key pair of the organization 

(step 1341), and sign the to-be-signed data using a private key in the key pair of the user to obtain 

signed data (step 1342). In order to prevent the private key of the user from being illegally 

acquired by others, the hardware security device 12 is further configured to destroy the private 

key of the user after signing (not shown). 5 

In this case, the second operation request result in step 134 includes the signed data. 

Step 1336 and/or 1340 may further specifically include: performing a hash operation on a 

combination of the identification of the user and the identification of the organization to obtain a 

hash value, and determining the key pair generation path of the user based on the hash value and 

the hierarchical deterministic rule. 10 

Here, the operation examples in FIG. 4 and FIG. 5 are presented by using the hardware 

security device 12 pre-storing a master root key pair of an organization as an example. However, 

those skilled in the art should understand that the present disclosure is not limited to this. The 

hardware security device 12 may not pre-store a master root key pair of an organization, but 

perform the method procedure shown in FIG. 3 each time a public key or signature of a user is 15 

requested, so as to generate the master root key pair of the organization to serve as the basis for 

deriving the public key or private key of the user. 

In addition, the case that a master root key pair specific to an organization is directly 

generated for the organization is described in the example in FIG. 3. However, the present 

disclosure is not limited to this. In some cases, for example, in the case that the key security 20 

management system 10 manages a plurality of organizations and key pairs of respective users 

through a single hardware security device 12, a root key pair specific to the hardware security 

device 12 may be generated with reference to the method shown in FIG. 3, and master root key 

pairs of the organizations may be derived according to the root key pair and the relationship 

between the organizations managed by the hardware security device 12 (similar to the manner of 25 

deriving the key pair of the user in the examples shown in FIG. 4 and FIG. 5). In this case, the 



 

13 

key security device 12 may store only the root key pair specific to the key security device 12 

rather than a key pair of any organization or user thereof. 

In addition, the term "certificate" used herein is just a wording by means of a term in 

conventional techniques, not necessarily meaning that the "certificate" has completely the same 

connotation and extension as those in the conventional techniques, nor meaning that the 5 

"certificate" is definitely issued by certificate authorities said in the conventional techniques. 

It can be seen according to the method 100 of the present disclosure that in the present 

disclosure, double authentication is performed on an operation request by the host 11 and the 

hardware security device 12, thereby effectively preventing unauthorized access. Meanwhile, in 

the present disclosure, operations such as key generation and use are performed inside the 10 

hardware security device 12 by utilizing the characteristic that the hardware security device 12 

has high security. The private key of the user is immediately destroyed after use, so that the 

private key of the user does not leave the hardware security device 12 in any case, that is, no 

device can acquire the private key of the user. In addition, only an authorized device can obtain a 

private key signature of the user, thereby ensuring high security of the private key of the user. 15 

Moreover, since a method of determining a key of a user based on a hierarchical deterministic 

rule is used in the present disclosure, in the case that different sub-organizations, departments or 

employees in an enterprise or users or customers of the enterprise all need separate digital asset 

accounts, private keys of the separate digital asset accounts can be conveniently managed without 

saving the private keys by themselves, thereby greatly improving the security of digital asset 20 

management. 

In one or a plurality of exemplary embodiments, a non-volatile computer-readable storage 

medium including machine-executable instructions is further provided, where the instructions 

can be executed by a computer to perform the key security management method 100 in the 

present disclosure. 25 

In one or a plurality of exemplary designs, hardware, software, or firmware, or any 

combination thereof may be used to implement the function in the present disclosure. For 
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example, if implemented by software or firmware, the function may be stored as one or more 

instructions or codes on a computer-readable storage medium, or transmitted as one or more 

instructions or codes on a computer-readable storage medium. 

Various constituents of the system disclosed herein may be implemented using discrete 

hardware components, or may be integrally implemented in one hardware component. For 5 

example, various exemplary constituents described with reference to the present disclosure may 

be implemented or executed by general-purpose processors, digital signal processors (DSPs), 

application specific integrated circuits (ASICs), field programmable gate arrays (FPGAs) or other 

programmable logic devices, discrete gates or transistor logic, or discrete hardware components, 

or any combination thereof. 10 

Other variations to the disclosed embodiments can be understood and implemented by those 

of ordinary skill in the art through reading the specification, the disclosed content, the 

accompanying drawings, and the appended claims. In the claims, the word "comprise" does not 

exclude other elements or steps, and the word "a" or "an" does not exclude plurality. In practical 

application of the present application, one component may perform functions of a plurality of 15 

technical features cited in the claims. Any reference signs in the claims should not be construed 

as limiting the scope. 
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CLAIMS 

1. A key security management system, comprising: 

a security host, configured to receive a first operation request, verify the first operation 

request, and generate a second operation request based on the first operation request when the 

verification is passed, wherein the first operation request and the second operation request both 5 

comprise an identification; and 

a hardware security device, configured to receive the second operation request from the 

security host, verify the second operation request, parse the second operation request to obtain a 

type of the second operation request when the verification is passed, and perform an operation 

related to a key pair associated with the identification based on the type of the second operation 10 

request, wherein the key pair comprises a public key and a private key specific to the 

identification. 

2. The key security management system according to claim 1, wherein the identification 

comprises an identification of an organization, 

wherein performing an operation related to a key pair associated with the identification 15 

based on the type of the second operation request comprises: 

in response to that the type of the second operation request is a request for generating a 

master root key pair of the organization, generating a random key seed and using the key seed to 

generate the master root key pair of the organization. 

3. The key security management system according to claim 2, wherein after using the key 20 

seed to generate the master root key pair of the organization, the hardware security device is 

further configured to: 

store the master root key pair of the organization; and 

destroy the key seed. 

4. The key security management system according to claim 1, wherein the identification 25 

comprises an identification of a user and an identification of an organization associated with the 

user, and the key security management system stores a master root key pair of the organization, 
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wherein performing an operation related to a key pair associated with the identification 

based on the type of the second operation request comprises: 

in response to that the type of the second operation request is a request for acquiring a 

public key of the user, determining the master root key pair of the organization according to the 

identification of the organization; 5 

determining a key pair generation path of the user based on the identification of the user and 

a hierarchical deterministic rule; 

deriving a key pair of the user based on the key pair generation path of the user and the 

master root key pair of the organization; and 

sending the public key in the key pair of the user to the security host. 10 

5. The key security management system according to claim 1, wherein the identification 

comprises an identification of a user and an identification of an organization associated with the 

user, the hardware security device stores a master root key pair of the organization, and the 

second operation request further comprises to-be-signed data of the user, 

wherein performing an operation related to a key pair associated with the identification 15 

based on the type of the second operation request comprises: 

in response to that the type of the second operation request is a request for signing the to-be-

signed data, determining the master root key pair of the organization according to the 

identification of the organization; 

determining a key pair generation path of the user based on the identification of the user and 20 

a hierarchical deterministic rule; 

deriving a key pair of the user based on the key pair generation path of the user and the 

master root key pair of the organization; 

signing the to-be-signed data using a private key in the key pair of the user to obtain signed 

data; and 25 

sending the signed data to the security host. 



 

17 

6. The key security management system according to claim 4 or 5, wherein determining a 

key pair generation path of the user based on the identification of the user comprises: 

performing a hash operation on a combination of the identification of the user and the 

identification of the organization to obtain a hash value; and 

determining the key pair generation path of the user based on the hash value and the 5 

hierarchical deterministic rule. 

7. The key security management system according to claim 5, wherein after signing the to-

be-signed data using the private key in the key pair of the user, the hardware security device is 

further configured to: 

destroy the private key in the key pair of the user. 10 

8. The key security management system according to claim 1, wherein the key security 

management system further comprises: 

an application server, configured to generate the first operation request according to a 

request of an external node, and send the first operation request to the security host, 

wherein the hardware security device is located in the same security network domain as the 15 

security host, so that the security host serves as a gateway through which the application server 

accesses the hardware security device. 

9. The key security management system according to claim 1, wherein verifying the first 

operation request comprises: 

parsing the first operation request to acquire an application server certificate and an 20 

application server signature comprised therein, wherein the application server certificate 

comprises an identification of the application server, a list of allowed service types of the 

application server, and a validity period of the application server certificate; 

decrypting the application server signature using a public key of the application server, so as 

to acquire a service type requested by the first operation request; 25 



 

18 

comparing the service type requested by the first operation request with the list of allowed 

service types comprised in the application server certificate to determine whether the service type 

requested by the first operation request is allowed; 

verifying whether the application server certificate is within the validity period of the 

application server certificate; and 5 

acquiring a state of the application server certificate from a blockchain to verify the state of 

the application server certificate. 

10. The key security management system according to claim 1, wherein verifying the 

second operation request comprises: 

parsing the second operation request to acquire a security host certificate and a security host 10 

signature comprised therein, wherein the security host certificate comprises an identification of 

the security host, a list of allowed service types of the security host, and a validity period of the 

security host certificate; 

decrypting the security host signature using a public key of the security host to determine 

whether the second operation request is signed by the security host; and 15 

verifying whether the security host certificate is within the validity period of the security 

host certificate. 

11. A key security management method, comprising: 

receiving, by a security host, a first operation request; 

verifying, by the security host, the first operation request, and generating, by the security 20 

host, a second operation request based on the first operation request when the verification is 

passed, wherein the first operation request and the second operation request both comprise an 

identification; 

receiving, by the hardware security device, the second operation request from the security 

host, verifying, by the hardware security device, the second operation request, and parsing, by the 25 

hardware security device, the second operation request to obtain a type of the second operation 

request when the verification is passed; and 
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performing, by the hardware security device, an operation related to a key pair associated 

with the identification based on the type of the second operation request, wherein the key pair 

comprises a public key and a private key specific to the identification. 

12. The method according to claim 11, wherein the identification comprises an identification 

of an organization, 5 

wherein performing an operation related to a key pair associated with the identification 

based on the type of the second operation request comprises: 

in response to that the type of the second operation request is a request for generating a 

master root key pair of the organization, generating a random key seed and using the key seed to 

generate the master root key pair of the organization. 10 

13. The method according to claim 12, wherein after using the key seed to generate the 

master root key pair of the organization, the method further comprises: 

storing the master root key pair of the organization; and 

destroying the key seed. 

14. The method according to claim 11, wherein the identification comprises an identification 15 

of a user and an identification of an organization associated with the user, and the hardware 

security device stores a master root key pair of the organization, 

wherein performing an operation related to a key pair associated with the identification 

based on the type of the second operation request comprises: 

in response to that the type of the second operation request is a request for acquiring a 20 

public key of the user, determining the master root key pair of the organization according to the 

identification of the organization; 

determining a key pair generation path of the user based on the identification of the user and 

a hierarchical deterministic rule; 

deriving a key pair of the user based on the key pair generation path of the user and the 25 

master root key pair of the organization; and 

sending the public key in the key pair of the user to the security host. 
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15. The method according to claim 11, wherein the identification comprises an identification 

of a user and an identification of an organization associated with the user, the hardware security 

device stores a master root key pair of the organization, and the second operation request further 

comprises to-be-signed data of the user, 

wherein performing an operation related to a key pair associated with the identification 5 

based on the type of the second operation request comprises: 

in response to that the type of the second operation request is a request for signing the to-be-

signed data, determining the master root key pair of the organization according to the 

identification of the organization; 

determining a key pair generation path of the user based on the identification of the user and 10 

a hierarchical deterministic rule; 

deriving a key pair of the user based on the key pair generation path of the user and the 

master root key pair of the organization; 

signing the to-be-signed data using a private key in the key pair of the user to obtain signed 

data; and 15 

sending the signed data to the security host. 

16. The method according to claim 14 or 15, wherein determining a key pair generation path 

of the user based on the identification of the user comprises: 

performing a hash operation on a combination of the identification of the user and the 

identification of the organization to obtain a hash value; and 20 

determining the key pair generation path of the user based on the hash value and the 

hierarchical deterministic rule. 

17. The method according to claim 15, wherein after signing the to-be-signed data using the 

private key in the key pair of the user, the method comprises: 

destroying the private key in the key pair of the user. 25 

18. The method according to claim 11, wherein receiving a first operation request 

comprises: 
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receiving, by the security host, the first operation request from an application server, 

wherein the hardware security device is located in the same security network domain as the 

security host, so that the security host serves as a gateway through which the application server 

accesses the hardware security device. 

19. The method according to claim 11, wherein verifying the first operation request 5 

comprises: 

parsing the first operation request to acquire an application server certificate and an 

application server signature comprised therein, wherein the application server certificate 

comprises an identification of the application server, a list of allowed service types of the 

application server, and a validity period of the application server certificate; 10 

decrypting the application server signature using a public key of the application server, so as 

to acquire a service type requested by the first operation request; 

comparing the service type requested by the first operation request with the list of allowed 

service types comprised in the application server certificate to determine whether the service type 

requested by the first operation request is allowed; 15 

verifying whether the application server certificate is within the validity period of the 

application server certificate; and 

acquiring a state of the application server certificate from a blockchain to verify the state of 

the application server certificate. 

20. The method according to claim 11, wherein verifying the second operation request 20 

comprises: 

parsing the second operation request to acquire a security host certificate and a security host 

signature comprised therein, wherein the security host certificate comprises an identification of 

the security host, a list of allowed service types of the security host, and a validity period of the 

security host certificate; 25 

decrypting the security host signature using a public key of the security host to determine 

whether the second operation request is signed by the security host; and 
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verifying whether the security host certificate is within the validity period of the security 

host certificate. 

21. A non-volatile computer-readable storage medium having machine-executable 

instructions stored thereon, wherein the machine-executable instructions, when executed by a 

computer, perform the method according to any one of claims 11 to 20. 5 

22. A computer program comprising machine-executable instructions that, when executed, 

perform the method according to any one of claims 11 to 20. 

  


