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' NFC Stamp |
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®

Pairing based on
Company Unique ID
and NFC Stamp Unique ID

©

S

NFC-Enabled
Mabile Device

first time use

Authentication and Pairing of
NFC-Enabled Rubber Stamp for

Cloud Platform
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FIG. S5
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NFC-Enabled
Mobile Device
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Two actions can be
trigged from the
mobile application embedded with
our software library.
1) Trigger authentication through
NFC-Enabled rubber stamp (see figure 3)
2) Trigger authentication through
authenticated mobile application (see figure 4)
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Trigger authentication through NFC-Enabled rubber stamp

After triggered action by

NFC-Enabled rubber stamp,

there will be a pin prompt

( NFCstamp )
*, | NFC-Enabled
*{ Mobile Device| }-°

Encrypted company 4'
stamp image will be Second Factor
sent to mobile application | S Unique Pin
and processed by library
upon Verification

®A_ O )

NFC Unique Id,
Company Id,

Unique Pin will be
sent to Cloud platform
for authentication
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FIG. 6

Cloud Platform




77

L"OId

uuope|d pne|o

uoljeolidde 8|iqow ayj 0} | -
abew) dwe)js Auedwoo
pajdAioua ay) puas 0)

pasabbuy eq |m 1senbas e
‘UOIBIIUBA |NJSSBONS UQ

‘a

®

90IABP 8|IqOW pajednuayne |

uo Buipisas uopjeoldde
2[iqow pajednjuayine 0}

pajednuayine o Juss
aq || uoneaynou ysnd
‘p1 Auedwoo uo paseg

@ uonjeoljdde ajiqow

SRS

B saneg B1aon |
wes OdN PoiqeUION [

ucnexdde
Siqow x
pejESUBYINY|
uid snbiun
Jojoe4 puodag

pasabbu) uoneoynou ysng

L

.
»
-
.
.

.
.
.
.
.
B
LY
B
-
.
.
#
.
»

uones|idde sjigow
pejednuayine

Aq uonesiyusa uodn
Aieuqy Aq pessaooud pue
uonesidde sjigow o) Juas
aq |w abewn dweys
Auedwoa paydiiouz

I
»
.
»
.
B
Y

0} pajdwoid aq ||m Jasn
‘pajoses si uoneoldde ajiqow
Buisn ajednuayIne o) uon2e j|

p1 Auedwoa Jajua

uonesijdde ajiqow pajesnuayine ydnouy) uonesnuayine sabbu |




