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*~2* The present invention relates generally to I(1 conputer systens, and

nore parti E\Hi@hll% ¢t 0 providing a messaging interface betweepcgagogriazgpr e
conput er system éenvironnents. Related Art |>Tel ecomruni cati ons network
products areservices provided by tel ephone conpani es that arecarried on

t el econmuni cati ons networks. A wi dely knownexanple is dial-1 |ong distance
voi ce service whichallows a customer to dial a 1 plus a ten dig

N 2 {1 om P -0 et hore o] skl ok e mansvmwu A
telephone on the line of the ten diQi er

t el ephone call whenbilled at the end of the nDnth AIthough di al -
i spopul ar) other calling and payment options aresonetimes prefe

exanpl e, a calling card cal | ahAONSR ndrvirdratrnvgNTakby a cal | @]%ﬁw "!mm
phone ot herthan their honme phone and charge the call to the ho

account using trielchldi nthearmvéneisnch cal ling and paynent opt i on *f%oo2+
debiti()calling which is also referred to as prepaid calling.Debit calling
allows a custoner to put Thedere¢penhateventiandrehaseshaeeerands debited

each yjhne atel eRfna &aldy é@erﬁ@dean§txﬂ89ér€a9€§?bﬁl§§h e&og%sha%aclaudes
verification of the account bal ance?grlor O iiconnec e call "and

ongoi ng bal anc®&AHa% Mt 1 YL 3 7Y EWESPIOHﬁnOEXQRﬁFe 8WthF§pF¥éFeﬂbbit
cal | i ngcust onerens reorpegretd . Who purchases a debit calling cardfor a child
away from hone. SUBSTI TUTE SHEET ( RULE 26) 01 A PR 2002 WD 9921096

PCIL/ TJS98l 222G? Once a debit account is established, a custoner nay add
flundls to the d®eMatastduntt. Custoners often add funds to their debit

accounts using credit cars;ed@nedi E4bdsns aneLsbeRepr6@RLRAST arihe
telephone conpany by dla|I%§Ya telephone nunber that i s answered by

a
cust omer servi GETVESEse MY WREDPYUNt 6hEPRPDE ﬁﬂﬁp?ﬁhﬁéngthéfefunds be
added to the demﬁ&ﬁﬁﬁxnﬂnteﬂ&mnmmmﬁb@&tlcﬁsvneewoﬁpsesentaiﬁuEyOKnoparator
col l ects |nfornat| r.o S C u (1 to add
funds. In ordert %ﬂd% #Jnélga'qﬁ {8 t%ﬁ%?aﬁ%§t§§§ %QPV{gg QEE # paynent
and t he custon@rlls?e«rﬁllacéiwsefm@%fen%%t@%@lo@ bpetas of ﬁﬁ%tdb%%él pumber

aut honf zati on gn@reHiey dﬁenéznfmrﬁ@tt@neﬂe@ded torkaterabphtryheneust omer.
151 f the custoner choos s, 1o B%% for ggndgadged toc-a dgbké gcougt using a
credit card,au@ﬁ&w%ﬁﬂl efcﬁ %ﬁﬁ%s hus?e %%t% %5 fro het Fnanci al
institution thaumpegvidies! athe ar@dbay chprdackeounel ephohe casl owpen

Aut hori zati on tbQﬁ*EHQae: t@n@%&d’%@”@ﬁe%&ﬁ@ﬂ' t gardoggrodnh I typigally
obt ai ned byaccessing a g (Egyuter srsten1omne by the financialinstitution.
p
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t hecust omer's ount in | o.a r i cul ar
tr nsaction to%ﬁﬁe%gis oneéggiréda¥h§ér 5%00u§%ﬁ9véggg % b??ﬂ%n@?@%k

i tutionaut Hovarzeshal t rzgracehone ané cehephohkecoppanyPetBvieman

authorlzatlon|3ﬂaxgug%égﬁkkvﬁgpﬁgr@ﬁge§g§§iﬁg ggga1tnent fromthe
financial institution th

t he tel.ephone ny for the.
servi cesprovi ded. Because %es%%mpg?i}l§9s?8ﬂsgﬁ¥@8n gB?ﬁéﬂc?ﬁIéEblt
i nstittltions corahinicatwhish ngs aatsdf eedarred SQBSEIWtEEaSﬂEEEl&RUHE 26)
01 APR 2002 WO 21096 P4 UsPBsw< 62 e&g&eﬁek t8aputheur@ePYhean Syst ens

operating ontel ecommuni cati ons networ ks, protocol conversion |Isneeded for
t he conputer sj%F%ﬁ%“%ﬁEW%t?%@s%n?%Y%CBHﬂﬁﬁléﬁPFBﬁg Raflof k8et &
automati cal | y actlesshddecoaput s mys&éenssuardaby @ebanctalli psbeéskings

t hat aut hori ze ] r r C S t conput er
prograns folloay#Jlgge%dﬁ%§?9%+99§?ﬂ o?h%18 8ch§n€ EQTQ?%%B peEr"létgcols
det er A ne what iqFdYSfE § ti%Et%hbnw@e@ng%ag bahangevaeaeélgﬁéwdl 1) be

associ ated wi t mdhiend ransfes1 of | o oerahh 08, oanslwa@blém na&bﬁhozeléﬂlbsEUS?d
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to transmt the informatjon.A standard or rotoc é g? throug

t het el econmuni Gt SHEY ntftis? r32 57 Ft “RByPBES ﬁﬁ@ﬁ By BiFvﬁ? enti £§

use Wi th conputferr systleinsd sobaly of teopeoated by that entity.

Tel ecommuni cati ons networ kconponents are avail able that all ow
comuni cat i onbet ween the conputer systens operating on

t het el ecomuni cati ons network and the conputer systensused for financial
institutions for real-time~()authorization of charges processed by a human
oper at or. However, these conponents do not allow for real-tineauthorization
of charges processed autonmat i SUBSTITARER SHEETCRWLE 3B ovi de real -ti me updates
to tel ephone



-Jconpany conput er systens that process billing for other.
~5t el ecommuni cati ons products. Conputer systens used by tel ephone 07 APR 2007
- conpani esprocess billing differently than the conputer systensused by

financial ingfd rns. Typically, billing fora tel ecomuni cats_aﬁg fhyct
cannot occur %dn%%bgfter acall is conplete because billing is ; epesnggé%%qon

theduration of the call. For exanple, when a custoneruses a calling card
wi th added features, such as theability to access news and weat her) the
processing ofthe billing for the call involves a two step process. -3

SUBSTI TUTE SHEET (RULE 26) ondil ARR2002 M99 21996< PSS Th USQ8I, 22267 First,

the conmputer systens of the tel ecommuni cati gnsnetwork that process calling
cards provi de a reorIet HyY ¥ dundie Qi thegeh b ?SCEBﬂguteFUWT@rﬁss

t hat process bi |l | igrx droraddef drel e pdonehecionpdetyi ¢ Secondn tasuwstial, cweidgdh is a
conponent within thetele mmpi' | ons ne r QVi h al |

dur ati oni nf or mat icoanrciso' tﬁlg te e;ﬁ%gnﬁy’co%p%%%%??iﬁéhg%%ﬁ%t gpgystteélr%?.hoﬂween)

the tel ephone corramam MY i omsutéersyitrimne ceWneer ethAbsés answered

records. | f) Howevef, dnhidkemiid 4 {8 PerddentisSt N8e dcfCcahl bparaabd WH

added features, billi nﬁqb{]or a rfs_&gcfstto a unds to g 1gleblt account i s not

dependant oncal | R4S oh. tPite DS ar‘gcg‘?f%srt% £ a88P A5 pREFPREE - anth

to a debit accountustidweduratyviore ofdGtdmerocdd iad f ect spéhatanpunt lektfsunds

deducted from t heggeaunt, @, tﬂeon?%%fcd el | @t%w&egpsfaqggntfeg;g%% to
t of t i ed anount to

the customer's account. Theref ore) e addition e specl
the debil® accounttTa@fbepErdor meh ardes|tRyladd riwr@et i Bhe customer must

Unfortunately, 2()dadirdenta tned WO EF GRRRENHE Ridd | ige CONPUGREr S¥EL-OAB AN ENOL
pr @ammd to pr orcessesbei Itlgtng,ea Osi rr%le transaucti o] ﬁs a resHI t%: .

reconci | i ation of® $He TEEEHds 0Pt KT EpHodt scron?r)% 51 FYFAGT e E/paCEr
systens and t her egol dntedfr tthee finfaommatiiomgtéedrd omd sldtéripgll the

conput ersystens iS§, &Nty not real -tinme. The process ofreconciling the
records of the tel ephone corEanybi | 1'ing computer systens and the

financi & institution's bil liihFRomiitemesyy haRsSes tRIRFY efio¥ ohunds
settlenent. if) QUIMRRYOR BdbiINANBEN The ey s esredidle nedhad of the
present invention provi.de .co i.catiqn between .t el econmuni cations, networ ks
and conput er systagﬁshouﬂslezc?t-lf%léﬂj‘%@gﬁ I{tié’e%?ljneé %\6’@9?3?096

PC T/ US98l 2267 HByirfantdredi ainstrisuitien driet pordetes othr ocesditusesher s’
requests to pay flcdfleGIMAHY Cald Qe Ser Wikdto M 24k 14l Eocéﬁgtgecébdé;
Both real -tine authorization and settlenent of charges are possible i with
the predlnt inve4sHPman Saddiqdidn)cadh 3t ¥R bh pPbIiaed BYot ocol
conversi on bet wealtcegdieNta semtart 1 Ghyaddm usated )by etiee ofiaheakilon
networ ks and a x..25 .prot.ocal u b conput.er s e f financgi al

i nstitutions. Thelnpsrbg]ttglcto]lonc'on\sllgh?esi%orﬁ%qﬁeoﬂs%%ié%o%}l%%? on’ g‘rlg(ragqﬁest S
to bill using a cledihasamt fy cosssmebhadrdynta infermaperat andaade or
autogatical ly. The:Sy S ed N dySafiite ddw Gl 0f COPRIAS es Enyakhdat i on

gati y _that has a conputer programthat provides for the transfer of
nessages>and conVBIEIYLDTS 12CGH B oo QnaE 15 WRARRAT cBPi BRtBErhEen t he
t el ecommuni cat i onsi Meiv@rk gwedi decet vethidwc codbh endehdeceoapuber ssyst em
used by the fi nanccriea 'ti.”Stw_ié uatéconm;that vﬂqreor‘{ig%s Eﬂ?ax%:gft?”errms L E[\ltcgedit
card services. The validation ga? eway operates ih an Pt er ke zjingel~f‘f
network to provi &P ¥EeY fackr FmarerPrn hethat vg bsehongecaepanyk and

conputer systens ety dy dr AN 2 0Sidr Utd s s Mcbdb egxehapge1 Betwor k
is a tekgcormum cati ons, net\/\oré;ﬁthat Ggr vi des, |Oﬂ9p-ﬁ]dl st ance teLeEhone
0

servi ce and ot her® tETHLHNTHT AT O i FRGRA 5. THRE E3hbaR eFPBFodFam on

t he val i dation gatiemaypawncihsles: sspglaves ecamehnesf dhatheeséovicepeci fi ed
functions. Modul %A’Héﬂ _the conmputer program of the validation gateway
recei ve nessages from3~) and send nessages to caller interaction
processors. Caller interactBei o cdss @RI e r fcesens susedtbdl | ow a human
operator to int er@iQ{aeridlntiq{ﬁ.Cﬂt\FHir&Fé|6’on\%drﬁé’at€j@m§iﬁ?’5£0§?ffE?eﬁgce' ve
call processing information fromthe custonmer. Two exanples of caller

i nteraction -
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processors are manual operator consoles and servicesw tching cont roll TpdARNAE
. (SSCPs). The manual operatorconsole is a conputer that is simlar to a

per sonal conmputer and is operated by a hunan operator to provi
operator w tWOigﬁﬁzg?grati on necessary torequest information froﬁ?ﬁ’gg@t}mmr
and enterinformation provided by the custoner to process thecall. The SSCP
provi des automated call processing fora debit custoner who uses a keypad to
enter informationl(1that is received by the SSCP. The conputer program on
the validationgal,euRY,ahsQ HatClude il ver & ymdilLeoddad « Sefdorssages to

and recei ve nessages fromthe conputersystens used by financi al ,
institutions, whit€RAeSLEMYNECH QDT P HIITRFN AR LGV ep¥ersion 1s

Fi nanci al pr ocessaegdake fidie ttEdneu Sas t B dnge bgrrdd iencoml | nstituti ons
to authorize charges to credjt .cardac The ] t sipal e
poi nt ofint erfacégﬁgrcof"ﬁ‘émﬁrcgnts Oghrs 0 ectwlfspltg C%gﬁ‘%?&ﬁf%%%‘g‘gﬁgg Lhd
bet ween 1 he val i demport egatse\siemid a¢efndnidiagic imlodassoyty wiendi Ehar, the
conput er programygr hiheval ixdati icrl(}; ot AVERC d N dden s that 5
convertsbetween the protocol used by the caller |fg$ eractionprocessors. and

the protocol usedtBPdeFE SR GEPH R RRE TG FGERY ke atPRo? F 28t Pon.
Thi s nmodul eaccepivs thaldrthald @orMgEestpMEBRSAGeS |FrdacdEiiesdé fé omiRé i ¥hat

Lod,1dl e TR S508, 200 Bl do 2

format, The modul.g SLares Jfar MBI OO ACELY eq,
card request 3(1lnessage to send to e Tinancia rocess ure al so

acceptslia card ropl pssessaged normht hate narasisfleprafceigsirrma eion evasdt he
stored informati gRaaN¢ SHaldS b MA idaty O NS RANSRIBS SR8 {0r SEnge10n .
thgCyl l er interaction processor. -6 SUBSTI TUTE SHEET (RULE 26 01 APR
2002°WD 991 210967 PhRENEEHo PToPIHEC IR el Beifd di xHPIe%est B2 eps for
recei ving) convertkillgopmhdeeltiand el igmessagemndy0 JH apassd apst sner
credit card requests. Thenet.hod of the pr.esent inventiqn includ st eps
forreceiving a vglriléfgttieoﬁ%‘r%ellc}ﬁ'esf%rne%seag‘;eﬁ?‘r o%nc%mémctaeirl esr}fsnttee’?séc?ﬁ?lts) ©r
processbY) buil dopgratedr $yr eduds temegaag diel acommu ndes atriders troodvdagk t he
financi al proces ndi 1 r est a6 :

fi nanci al process%rg%'?%%qﬁe%t %o (Saf ?h(eéq{)lﬁgestg%# %&&ﬁfl on a%rglo%%]ﬁ%%l udes
steps for recei vPR§W&SEalder SSIMPURSS HE FaEnIRe Ftidkiall Processor,

bui | di ng a val i dath@eon@eRaRsal onHTEESAGH K hala a3k Rempitaenstaad bys t he

cal lerinteraction processar,, and slendi ng the validati onresponse nessage to
the caller inter2&€fohoPr §dENGL AP AtEh § Tretifid dFiMhe
present2invent i onaus heeti zlkitiicred ft aHEmeEess Jmg aeasedi tbycar dautarorowaat a oo .
requests. The callgr Joit eraglIONALACERINIS I Gl 1AL, aRer AllDg. o s
client servernetwork. client server network 1s a network o onet?]( or nore
conmput er syst ens aui@crigawide Mf (IO iRGRCRATeh artehieal e Rmhd

noni tored by one Qe ALY Hirtovilde e 0850 Jh < 1€ telephone

i nteractionprocessors are clients that are controlled andnonitored b

opéir Jtor net wior k SEARASY CSTARN TR <56 RS FUH: G 2SS S Vet 4nd | R EFEN,

t he pre3gent i nventelaumayna dseibri modanticate with any processor that

i saccessed via a packet sw ' e ' tlimted to accessing a
financial processor. Ther ef%oﬁ@ efsis?eérsnnsgﬂ%ér?;t%dteo]frgékh%n%r%%"é%? res
i nvention may~l) pro@deds pridtlooy ¢ ok bdtakeaharsonpytesr systems

server protocol usdPpa GldAdi AN i dacksts SWidgi PPt acol ) tsede by a
processor to all ow nessage transfer. The system and net hod of the

present i nventi on 3al%$d 49 HAeS P HPF? i AP0 QLS iRl SUBESTY TUTE
SHEET (RULE 26) caQli ARR G a2 942006 HAATINGOPI 722 26 it edn Styisd ens
operated by the tgl ohe y.that validate calli cards r epai d
cards, and ot her dglarr Isloﬁlr oo\cﬁ);gg-g&b%/a at lfgeﬁl eep)ﬁaomrPg‘Lec'ow Y .2 TR prBeent

i nvention accept $sesquestad Kimom ¢aved et Wordddese f dat Yremncswth processor s,

typically an X 23016tWer ko REFSOS ST ST M PGl 2 GUWVENSIOD rdLENSIRS Sof he
stem on the tel ecomuni cati ons

request to the appropr.i.ate conputer s

network, and pr O\Flg‘(fe%laﬁrlékﬂ ﬁro ‘5}1% USRI ¥AS & HE'X SRR TRFRES The
nodul es of the I (1 conputer programon the \éfl i dati on gateway performthe
sane functions) although in a different ordét) to process these requests.
Further features and advantages of the invention, as well as the structure
and operation of !5 various enbodi nents of the invention, are described in
detail below wth reference to the acconpanying drawi ngs. In the draw ngs,
| i ke reference nunbers generally indicate identical) functionally simlar)
and/or structurally simlar el i i 0 which an el enent
first appears is indicated by the Té??ﬁ%iﬁﬁéﬂ\ﬁ@# 26fhe correspondi ng

ref erence nunber.



BRI EF' DESCRI PTION OF THE FIGURES FIG 1 is a block diagramof an interface
environment of a validation gateway according to a preferred enbodidfR &f?
.the present invention; Fig. 2 is a block diagramof the structure of a
val i dation gghayeyeef the interface environment of ;() FIG Ilpegprrsghagto
a preferred enbodrnent of the present invention; FIG 3 illustrates the
nmessage flow between _$ SUBSTI TUTE SHEET ( RULE 26) 01 APR 2002 CVO
991 11096 PCTI US98r 12267 a manual operator console and the financi al
processor according to a preferred enbodi nent of the present invention;

FIG 4 illustratesrthe phet esfbutarveksitemsf 'met&heCHeﬁerccﬁﬁ\ﬁM@ic@EQbﬂ@O' to
X. 25 according to a referred enbodrnenh] of the dErfesent ventlon
1)%“55%

illustrates the BFBVBEbItEBHVBFgFSﬁSfF ALBH érVE?C%FGtBEoI
according to a perkensedoéniondi panl iah ichedpresemimpunentdymt erhg Jtlka € 6

illustrates the nessage {l.ow.between e f nci cessor
according to a pPé?S?gngegﬁ%Bﬁnéﬁf %@tﬁgﬁgﬁg§§% égaﬁﬁﬁ§2n1§%ﬁ§§g 2
illustrates the mwssabe fvhowhf ds ere@mp@@eathMnhM}(ﬂh%1record by a

val i dation gatewexlésoamﬁaaebegohg %eE%%E%rr%Qd%ﬁ@HE'EHE o1 1 hey Pi es8At

invention; FIG I1Tustrates the nessage flow for validating a request
message recelvedlaﬁoéﬁaX195 ﬁ@rﬁﬁﬁeﬁ@l@PPPG§IQ9“9ﬁH% Biddor e rigPRRM Bet

preferred enbodi spBtenk. thehehesente itevephonr; camamyGbidlidgsésmpesethe
nmessage flow for valrdatrng g Eg ness%%e recei ved on an X. 25 swi tched
g5 iR rRrE

virtual circuit 3¢26FUPNGE §d7&%568 tent of the present
inventibh. .. ,; DETAILED BDESEREPTI ON1OKeTHE 1PREEERRED EEMBODI MNENSY R G 1

bl ock d sF
;iq%Rd.ﬁS o a pra o1 78g Brbod ki dRp8 Ta Ul TES I POIE iy e

val idati on gatews9 280 prBARIES acéébettécpﬁénﬁrﬁén@Qﬂ daRreiedant AB2 to
al low for credi tcgmdduebt@eﬁl onghihey¥abhdat 'r%'aju%tt%v@b iggerd ace

envi ronnent 102 is on Ssi e enviro val i datio at ewa
e A O et ot e -
26) OWSAPR 2002h¥\V- 991 73B%6cts the amount of funds deducted from the

account at the end of the call but not the amount added

to the customer’s account. Therefore, the addition of
the specified amount to the debit account can be
performed as a single transaction. Unfortunately,

20 current telephone company billing computer systems are
not programmed to process billing a single transaction.
As a result, reconciliation of the records of the
telephone company billing computer systems and the

\:) records of the financial institution’s billing computer

25 systems is currently not real-time. The process of
reconciling the records of the telephone company
billing computer systems and the financial
institution’s billing computer systems is referred to
as settlement.

SUMMARY OF THE INVENTION
The system and method of the present

invention provide communication between

telecommunications networks and computer systems used

4-
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PCf/ US98r 22267 descri bed bel ow includes the tel ecommuni cations netwgriky Ppymz
necessary to process custoner requests to add funds toa debit account.
.validation gateway 130 al |l ows t heconponents of the tel econmunications
net wor k toconauhteedé e with a financial processor 132. Afinancp@t/usysmeessor
132 is a conputer systemthatprovides authorization of credit card charges.
Thefi nanci al processor 132 typically uses X 25 protocol and can be accessed
via an X. 25 network. A typical 10call may be processed nanual ly by a hunman
oper at orusi ng a manual operator console 122A or automaticallyvia the
service smﬁtchinbponﬁﬁ@hcgapohﬂétiSSCEbnéSSnTbedEele@ommﬂdaﬁﬁions net wor k
conponent si ncl ud veral ,teleco aLiLong . pe r |f| st and
second | ocal excﬁgﬁggmﬁefmorﬁguﬁﬁ é éé % a%g?ﬁ¥%?§§§ﬂé%§é net work 110.
The i nt er exchangeaevwoek w&@hcbhprrsegedlplQﬁéﬁﬁty Gotdnineghlest imee| udi ngan
I nt erexchange neswen&mwanlgﬁdaggteler\bﬁgl gs%ra%e]sl?aré heddigion,

within the |nterexchan8e Onetwork 110) an automated call distributor (ACD)
114) an intel | i geht tBeFhfcRrAdeMor kP¥BBELCRLi oAE BFRGLEISHr (ILENAmTraggnt
nanualk0perator @QOSQEESn1@26M1&82Bpéoto&aznboﬁﬂeadyaﬁpﬁiUw%fﬂLﬁg@ﬁient
net wor k gat eway vi ce int (SDP) 128, and the
valrdatrongatema%eig aPEOEg 3 Bsﬁ?oﬁ §gggﬁPP&Eﬂéfg#épq%ﬂﬁﬁﬂﬂéﬁ% e
funds to debit aec&uaﬁsprhaoca&euhaddbedtby ehupat egpevatt@ns |df t he

val i dati on reque bi t C pr, Q&éﬂﬁ

automati cal |y, %%nggg%%93g§ggﬁreggoq§ T?%eBEBEOb§l d%he va |d5t|llows
gat ewayi(~1130, aREMAUBifEEhANdEPR F@@BFGtFBBR)bééﬂvéﬁlﬁgoaaﬁé3§bdi P edse

refer to the attpgebeds&b@ssaty Bpraaheﬁeﬁeaeeretoecee@y%@aamaéﬂearl
deﬂgbrtrons The 1 nterface nvrronnent g ‘ alrdatron% teway 130 can. best
1)

be described referencing th8®-SYSEEBB T8ERRET CRUECEMSN CHP L2002
WO 99/ 21096 PCT/UsealZ&Qﬁfo@r@EesWApgtbétahaypacabmpakbr'ﬂrbgram that

i nterfaceenviron a t rst r

wi th reference t§F8$%§£?c5 ?? ﬁ ?é%?%ﬁgéggaghﬁ EFF cﬁgﬁ% h&ﬁgﬁ
operat dri. A cal | sop¢e@bdt@yahl@eb¢@mmus;eﬁErousbﬁgweeelebﬁone 104. The

call is recei vedtpyeeor&huﬁicéei:&h@qu@e@eanew@rkeé%veét thie” $421h0GR g
exchange networ k106 conprises swtches and term pation equipnent wthina

| ocal i zed area. PREeXARPYE2bf SKSFEPSESEDCRY, t@?cﬁéﬁ@@féﬁétWG@%lfGGHQ9za

| ocal tel ephone epetapr@gl@@mpaMgneMMDeMesuahtBSCBeBhtAtbamtm@rﬁﬂueérrst

| ocal rexchange n d a terex S ch 108A in
an |nterexchange$%%?&%}§9%ig§@(%1§ ? g%% |rs ngéa %g%%%ic Jh

net wor KI0~106, anneﬁWQIEXE%amg@Vh@@menklnieréeﬂﬁrbgeyeénpﬁﬁﬁal|tyof

swi tches, also r?ﬁ@éf@ﬁcﬁ@n@é gXebapgesnat Bah aEékogék%@m%hkﬁHﬁhpmhz
geographrc area. _However, i nt erexchange negmnr s 110 %égrcall conpr.i se

of swi t ches t hr ou§hBAF52 1 at JRELERGT8PAT ¢ AP ed"FBTHFGEE2SS( PISTHRTH StSarfce

t el ephone call s. tEbecemmupieataonatnenabrhtehexchangedeetmmmb ﬁMEuaanises
swi t.ches 'OcatEdEQEQHHBﬁHtsEPQ;EétéRH oYRER RetalkbmhiniQUqDr
theLhterexchan e networ bé rout€d t6 one oriore smrtch es

wi thin ¥he inter 8RENARBE- network.|1f the call is received by an
exenplaryrnterexchang e neTmarkoﬁmhteh B084raiheni Bher @xahargaret wor k
switch 108A wi | te th bridgin tch 1 2A he bridgi ng
switch 112A will ¢ EgWSYOUSG gega ?%Fwafﬁemﬁgfx%f4th At EFFASVely if a
bridging; (1sw t capec2Aiedcéinesiphe. caMpduihe Witktginnghswictooplt2A wil |
route the call t 1 r t Y a
O e o Ly E%ee?ﬁgﬁftééecgm%aerw ﬁlt_:ghlgﬁ Elecealv'ee ”sgalengge%ﬁh
112A pritor to bePRY FEUfeBSEB2PRE %@DPighefThétSUBS?P?BTEfSHEEFOFRULE 26)
01 APR 2002 WD 90h11L696iRPERLRSHBOA2R6canEbEhearenpirbe cisBbeisextRanga 1 ow
network 110, inclLu h xghat 0 n

bri dgi ngswi tch 1%2%]&%L ﬁpépggangg gggﬁggkwoék5§§kgggﬁ%t%ﬁgeﬁﬁhﬁr5%¥ﬁred
by Nortel. 5Af t er 2t figP bgrﬁﬁﬁh@m§ﬁrF%hr§§21§@n6§lih@réﬁﬁﬁﬁénﬂhénﬂeBmPPQOH:he
ACD 114 communi cates whéhctbeom&NAPLltGot examplest Be ealh eto iat@aawdlion
operat or consol el22A. Exenpl ary nmanual operator console 122A all ows ahunman
operator to handl e one individual debit calk.10Manual operator consoles 122
are logically defined i nCsoftware as being in groups. The | SNAP 116 sel ects
amanual operator console 122A and ensures that incomngcalls are

di stributed anong the |ogically definedgroups. The ACD 114 provi des

swi tching functionalityl~between the sel ect ed manual operator console 122A
andt he i nterexchange network 11.0. The ACD 114 may bei npl enented using the
aut omat ed cal | drstrrbutornan@ﬁﬁgﬂﬂTHEEﬁyHﬁﬁﬁfﬁﬂn- #6) | SNAP 116 communi cat es
to the manual 20oper ator consol es 122 via operator network centerconputer
systens The preferred enbodrnent of thepresent |nvent|on |ncludes tmo

e o M. . e . e o
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entitled "Advanced Intelligent Network Gateway" incorporated by reférence
-herein. The sel ected manual operator console 122A uses infornmation received
from the SDRyd3éiless process the call. If the custoner is placpogussstzhet
call does not have sufficient funds in his or her debit account, and wants
to use a credit card to add funds, the manual operator console nust obtain
aut hori zation for the custoner to charge to the credit card. Authorization
of credit card charges is done by a financial processor |32. The financi al
processor 132 ispaecessedst arpr Beays lt hpeFasOsnEon s@lRfesAnd refevyed to
nter changeabl y <} 3: SHBRII UTE. SHERDGRYLE s236ks) 01 ARR A2 110 991 24996

PCTNS98I 72267 herel h as a validation request, vi.a the validationgateway
130. The val i dat i 9PN gat wa§ i36°WP&ﬁ§|ratte§tbéﬁAééﬁUé|ﬁ/ | F%saed%sﬁ?rt?el manual
operator consol e@onl@@céﬂd3%d25spbgtaﬁrealedused abyhuntae fapgeancicad (5 osessDie
132. Thevalldatlongteway 130 hasa r._r.oagra [redto as a

val i dat i‘on conputle‘? POgfah SAFS8Tr evflerreé&tft%(gg%tg%vaﬁéefa‘{sisoanresgpp?| cation
(VALI D APP), whicéapestoinfEnessadent fawsf éheaq shramear dnd @versi on needed
for al()message tQfétmxvtt’stweeevttsedne@u%eoe%r%emrecgex?{%}tamet he

financi al processor D APPi ncl ides software nodul Interface
with themanual opekht or TEBnSEFEs PERYAdESe ANGOMATSSt Sl k RFRGTST DY abRr
interface with theddb2b ebwomkrustd Rykst he kidypHicitl HGESSOlod: The
prefer rel d enbodi nent of the g Eegtl n n%isgg perfornms translati on between
UDP/ | P grot ocol ah? k. 28 5?8? e e present invention nmayperform
prot ocol conversion bet weefihangoompu¢etr sgoggai~@rottdeolvadnidammompacket

si 9hi ng_net vor i, prat 9ogl oo AhiglineSCRKBE, ALl Aoolcs dprotanal hat i
used by aclient Server™ networ such as UDP/I A packetsw t chi ng networ k
protocol is a proa®sadysshehand XegsjvRalessagesd tFPm the leammi @ 1chi ng

networ k. Theref o4@st bRsSyst@Mband i RBhBed 10finkhae i/, WMeH i/
may pr OVI de nmessage_transfer and Er ot oc;ol conversion to _any packet swi t chi ng

net wor K 3pr ot ocol *&h@FF€9nb? APnftBANEIRI2BIRFESSORIS - ﬁ%{ﬁ}q e system
and net hod of tnem@éeﬁbrs naeet the cemgaseti bed temish wsegamds flimancial

X. 253() prot ocol the te 2 prot:gg 1z§h8H%%|<_;?~_% Xnd%rrset (%dto Cﬁfer to any

prot ocol used by ré eht* ng vvork per or e the pr ot ocol
conver si on by bua¢¢:h>1mgta ca’f‘ueﬁeqmegtllﬁésgageafsr @msangdlel aetiingn of14
SUBSTI TUTE SHEET; r(BH—Eagé) forOtﬁeaEBaAQ@%rV\Qf%hZﬂcQ%@ePGBM%%%(e%%ZW

requesr_ nessage and by bui | ﬁ a_validation replynessage froma card
reply m¥ssage. I'ﬁ‘???%gﬁ)b?mﬁﬁ usleoyaratar 1oonSGItEWE AN fdE a
validation requesin®sssge pporegsest authorization to bill to acustomer's
credit card. The validation_r S e i ctio ta such
as the customer's credi tca?g ggggﬁ%togﬁuﬁg% %89‘#?%&% g)lrt%%(s:rgard n tql%

t heexpirati on daval bfiathencgadievayaiacladest he maouliet qﬁmmtm shes to

char. e to the Cr@é’t&e@ﬁrgheTfl%bltb\é%ll' @%te'doﬁyg%ﬁm@‘@élqwqﬁb%rté@c i 1 dation
requ . message to a card uest nessa .S sent to the-financial

processdr 132. VWéﬂCFﬁéoFFnaH &hepPEeES g&ﬁlé‘f%é’ydét}@r i ITER Shrfet her to
aut hori ze thetrapsactsebyrst Iﬁerf icmaﬂditalcatrﬁocaessmrﬂz&&l&ﬁnds ’I&llCBil‘n(HdtflEEpl y
message to the VQL{;Q%‘E' 00 Qi‘h%‘é%nl%% uL@%Vﬁt'esdsaatd %at SR ue performs a
simlar function Avert the ca grep Yo% Va i on

repl ynessage. Thenﬁ'grtﬂé&ﬂpﬁn garakay t%“@@h’d@ tsrfeva—"l dettﬂqmnarfelmfy message

to the manual opgeat@ue@OnnOked( hbd2AgeTRRAPHRSAMs i1waitd Gadiedtot |inited
toprowu}glt ng a prot ocol conversi.on fo&) a& aut hqrization ofa re uest to bill

to a cubtomer's BFEARFCAPASPREr &PoPe ARG HTPTRTHRF St ge shoul d
beunder st ood t o meflelet alanyaregpest areasd]e epant nba)sﬁl;&d ifdadm athegat eway

130 to o packel puiLebing peLpaskol kewseevklle Al DA neRlaCIRssAde

shoul d beunder st to refer to any y nmessage recelved
gateway from a paeRePuddhpechi H&lﬁéta\mpk" TREPRESSaeSasip bt \ﬂeﬁmi tfe thenual
operator consol ecd1122Aiandrhke ival pdaldesrogat eway 130 will be describedin

nore detail in the figures bel ow The financial processor 132 is a
conput ersystem that includes a database that-stores credit cardaccount
information for credit card accounts. - | 5 SUBSTI TUTE SHEET ( RULE 26) 01

APR 2002 WD 99f 11096 ~ PGI/ US98l 22267 Merchants and conpani es that accept
credit cardspurchase the services of a conpany that owns thecapability to
access financial processors such asexenplary financial processor 132. The
conpany or bankinmaintains credit card information and guarantees that
amerchant will be paid for an SUBSTITUEE SHEETS@RULBD26When a request to
charge to a custoner s credit card isauthorized) the merchant receives an
aut hor| zat| onresponse code V\:hl ch can be used to ensure that theI ()rrerchant

r o, I e o oy
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manual operator console 122A or autonmatically via aSSCP 138. The progqquqmz
-of an automated call issimlar to that of a call processed manually by a
humanoperator in that both calls originate at a tel ephonel09, access a
first |ocal W&Bsdpe network 106, andaccess an intererchange &Y R2&qi t ch
108 or bridgingswitch 112 in an interexchange network 110.

However, aut omat ed debit calls are not routed to a manual operat or consol e
122A via an ACD 114, an ISNAP 116, anl~operator network center WAN 118 and

an operator centerLAN | 20., bi{cal-bseate routed S
thebridging switch 112 dlrectl Q?ﬁ ggcbkf3g&$% éé %§§ 8&ﬁ§§%§£58eg
swi t chi ng andauts)tn@m%df@@sm@%evt@@)abFPhV?rtIﬁé BSQID%QQ r 8¢l vendMNL al |

froma bridging ﬁagéé&bérkéngﬁbégassaﬂscaaxraarbhgecea%a4reaw@aﬁy ud ke
the ACD 114, the call does notneed be rout le&gaggnual operator

consol e 122A The"&5tes 138 HaS %ﬁ?%ﬁﬁfeanyggﬁéﬁ§e Fi &y %PFatt Fanpr onpt
t he cal lser for thecendixqgred i oal héadibdn muefuestheesaagewdy oas aa dalisy
operator of the g 1 e t

|ﬁfornat|on fron?ﬁgg%% ?Pgﬁg%d£ﬁ89§8k ggﬁd§§gf8 %?ggeggbpﬁgtbgﬁﬁigﬁ$ t he
i nformati on. ThetSSCCanghemynBers kpPenkHt ERESEAGAARLEL PSSR SRR 1@ N

swi tched based péaﬁcjpfscgn z\_/\mé hessa aa&;@aateﬁleéeag@nsa dRiet £GARHcial
enhancenent. Simlar to nual Egerat onsol e 1 2A, t he SSCP 138 needs

debit customer a%%?ﬁﬁﬁs?ﬂfor ?l%ﬁ °Br8ge§ tHEQBSB.tléxﬁPtlf k& tife
nanualI@peratorcnnsbméeSZQwep$héoSSfEcesslnbtalnsrﬁhrspnmfmem&@nmnéhﬁﬁwon1

the SDP 128. |f ha: i ng I r

deb™ account, t%éggégﬁTééﬁai“€£8@£§§?£fh%éggpﬁhg 5g?g§§?ﬁ§ | ?ﬁgﬁ% | er
wow-d |ike to adte3sads %%a%h@a@egetuaéééﬁﬁPOﬁfthéhéaPPéﬁeWould like to
add funds to the, gebidceildn SBESILISEE, SklEETséR@b:EgZQhe leﬂB&%@OZ VO

991 21096 PCT/U89822267 account) the %% fi accesses fi nanci al
processor 132 to VaiRdie THe¥edr? ERFd°H thénﬂ?Nafﬁ&OQnHrPﬁéﬁéFFdat|on
gat enay 5130. Because t he Al'Thd2dygpesehoand peohodobfcoheepsesenbet ween TCP/ I P
and UDP/ | P, the vall i ongat y r I r bet ween
DoP/ 1 Pand X 25, S TeTaoR o L e O L o e P et ool o
122A) VALI D APPaﬂﬁhQﬁ#ﬁﬁﬁﬁQﬂcﬁﬁﬁ%%ﬁ%@rsu%hebéﬁﬁéeﬁ UDPEFRCAAADX. 25 by

buhLdlrg a Card'éﬂiﬁé&&ﬁﬁsﬂEﬁéagﬁléﬁ@§1?p¥§Atﬂa§|gﬁ aeamgahtna&&a%%
an ul Ing a vall ati.on rep nessage rom ca .re ssage en the
(e’ SwOZknds 8 VAFrEAt

call is processdftPThe I5CPt12%C 1 RET BREPIESYOEENAS Va4t 85 PBGuest
nmessagelt or equestr auwbhorcaepn ver t syt ehst bhatciustdnge sudregiel icdaedtsThe
validation requ%l@f?s§9§ 5@9?&)1’?9de h éﬁkkgﬁghoﬂygékgv‘@f f3Qel S in the

sane format andcontai ns the sane data S as _the fmessages receivedfrom
t he manual opera%%ﬁv%bﬁsol%“1?@%§LFﬁ§ethéhéaFﬁlﬂﬁat1P§35?65é§§ed nmanual |y

by a?()hunan Opewﬁ&@ésyaragaaenanyaht@pehatoar@oeaakeolzaa whan credit card
validation is coqglete a f unds ar eadded t ustoners debit account

the gal |l isrel edB2%* bAtk t%ytﬂBeB?Faﬁlﬂ@tgﬂfkcﬁefifraﬁamPEFganH§F§ESV|a a
secohd J3ocal exchangb acéweekvass.t oIat eldphdape,186eTheegahitddniven tganeway
130 of the pres i ' i e i
conputersysfen1iﬁé gﬁ%gﬁ F% g?@%ﬁﬁg?ézfaﬁ?%§?%$P gﬁ#éfggo$h§h€5nﬁﬁter
system 202 |nc|ua%§eaa@d Ylﬁn@epepkeéegyéﬁ§h1§acneayogkoéééséﬁ 206

connected to busi2efc&isooCcoB88sEeAgt 8 PilfaR@4alS piBcBsEBRQI Y Therefore,

208(preferably random access nor RA secon stora e devices 210.
The secondary st bPageY aew c@gggTﬁfﬁeFuag%tSSrpgfﬁﬁBIel LeREFEIMAYe 212 and
a renovédbl e - | BreuUBSA| TUTECSHEETONREEEL26) bet@eeAPRNZ002 iMOtI8k21@36

PCT/ US98l 22267 S&Pé@&@oﬂﬁgééa19§'XecgiénQSHﬁB a%yapébﬁgtdgw!%chﬁag
exanpl a). The VALID APP is gre erab a conputerprogramthat resides in

mai n nenory 208 RAPFREXECUEFAGD Yv%eﬁr%ﬁééﬁPano PHF?WCGEﬁE?QF transfer.
progr anenabl es t he conputeThsysyeﬂhQORnHOmEEhbdr5Ethﬁefg&buéﬁ$0f the
present inventio u s)t ALLD AP resents
control | er of thgng%%pu %r%fg 55( 38% Fﬁe¥6P88855 SSors
Alternatively)l(1the VALID APP |s predom natel y or entlrely a

har dwar edevi ce, such as a hardware state nachine.In one enbodi nent) the
present invention is aconputer program product (such as renovable

st oragenedi um 216) representing a conputer storage disk,|~conpact di sk,
etc.) conprising a conputer readabl enedia having control |ogic recorded

t hereon. Thecontrol |ogic, when Ioaded into main nmenory 208 andexecuted by
processor 206, enables the proggggqr rﬁééraoperations descri bed
herein.FIG 3 illustrates the fanua Opera Oor conso 122A -financi al
processor 132 nmessage flom1302 N@ssages sent betmeen t he nanual oper at or

o o A PNPSS N o S A NN o o " o e



WO 991 11096 PCT/ US98l ZI 267 The manual operator consol e 01 APR 2002
122A- fi nanci al processor 132 nessage flow 302 conprises a two
. parttransaction including: (1) an authorization requestsent fromthe manual
operator console 122A to the5financial processor 132 and (2) é&
anaut hori zatV88%#%% ej ecti on, from the financial processor ﬂgtéﬁgﬁ ﬁé&ual
operator console 122A Miultiple software nodul es included |n t he
VALI D- APPconput er programinterface with the manual operator1()consol e
122A, perform protocol conversion betweenUDP/IP used by the manual operator

l e 122A and t i |
consal e 1224 anc g, bEt Q5oL oSS BYatls LLnan oy ecaseasan.and Nhes L ce
i ncl udes a cI|envale@eteeCﬁbbyhereﬂedﬁedpfépésdtﬁérd§era@dtaghaﬁ cards
prot ocol /i nt er ey o1 86l oy eeR) Ve 6YEBNBROVEoRpAHYE andeapalaapls sendrodul e
t

referred to as e user nprotocollln%ernet pr ot oco UDP SEND)
modul e t hat' OlnteY?ﬁéeoﬂtPﬁ FﬂésnﬁﬁHHFSBBe 598rt@8n§GF¥°f}2Ns%Qﬂq¥Nn
recei ve snodul e i siganalallabrobessspst eryploglammadulke 26hate tiveadi ,ves
requests fromclients uch r on r A _cl send
nodul e i sa valld%?l%)nrmg gu g§98%%§rgh$%§ggﬁéhtha?gggﬁgggrgaﬁ<§§d%§gt
clients. The UDPt@ECNEnéﬂnrepaeééﬂt§0m§qﬁé§t§Yﬁ§ﬁaupﬁoﬁh@at|on of credit

card charges fr08@ﬂeeeatneﬁeeetQangoaeet«eek123ndTBeoU@Be§EHDr@ytty &0 the
sendsr esponses, |nclud|ng aut h Oé g n_or rejectj gg of thecre it card
htfaflts 8 132

charge, received FFBRTERE Yifa r BEEYRHF - oMERIsEnPal Yer at or
consol @s 122. Bot ot RECYragdaiDen SEND aaéiéhngbe gamewayobemﬁenhaaﬂuior

11 I 2 tk SGE a2 STI. TUTE SHEET
(RS 26) b1 ARrS0bD AR a08 « 200R0HER B, SELEBREPD ABB s G nol udes a
val'i.dat i on nodul eroeéesretiese ssquessbidati on process (VALI D_PROCESS)

nodul e. A validation ”UdU|?ukEhérVﬁéhgékéQnaEQWBH%SﬁtBBQQr%@‘@%@U|e that
performs protocol conversion needed for nessage transfér between clients

and processors. FREeVALPRr PREOCESS! nﬁauFBepﬁFF FRETBr 8RG8 BPEEB-EsiOdn
needed |Sor comMuwia ehbiiSnemisbdteant Seofranbal inpenaton, carsoklest22Aednd i he
financi al proces 2 RECV, u i .val i dation
request message ??fa%gqﬁgggﬁﬂﬁigﬁtﬁ%??zat|%ﬂpgfk§?e§885M§§89lﬁ rges from
t he manual oper a@6®wER@Sol eI220Rs YRRYVERPROCESSEhHHRE S CRCEaPHMPEF e st

nessage to send é@nébeltynaﬁetatater peefic0Eal32fudbenohhe 1l sapghak,
processor 132 senﬁg a card reﬁ % Fessa e elth r_au hor| g or rejectlng 15
FEFRht Y

charges associ at 20 4PT hSEI PG rSt éﬁ%ﬁc? SlEnVA LID BOPESYIRG s a
val i datdidon r espomsechessagéenensehilrstaapheatdPiSENDdivdted by the manua
operat or consol &, 1200 AnazgdLLi oak gyl e sbbRiayLhe YALLRCAPR fagput er
programis a comuni cations nodule referred to as X conmuni cat 1 ons
process (X. 25 CO ~I _PROCESS) nodule. A connunlcatlons nodule is a

val i dation conputer program gk eptdres TPt fEr esumi thicerpacket switching
network, such as the X 25 network. A communications nodule is not |limted
toimerfacing with an X 25 networ)c but nay interface wwth a processor via
anypgacket switchi ng net wFRG.Thé Xs28 BOWNKPROEESSModulae iimterdaice with

the financial preggseehméaz. ofhg kﬁaa&aggt/ts’bPB@@%S%yﬁe@:eloed%%d%ocerd 30
request nessages to.the finapcial rocg gg 132. In additiagn, the X 25
S

COVM PROCESS nodBF&EREFRE 60P°S BRI d BIGRERN AOVERESRdrd reply
messages) with an authori z&tibon2od sr ej bdbicendibgeamt bé frheastiralc furec s or
132. When a nodule,, d ULk 26)
0a AP 5008 v 95 1oaa3sath BAPLIRY BEAHE 4 nﬁgﬁg%uﬁé%ﬂ‘emf SE 60 t o
as a paﬁbntnndulEIGteﬁpéF&PFﬁ?neréétésPFﬁée§§6§nGmP@§&W@ntapéoﬁéﬁbrred to
as a child nodul gretbatseaoedciveyl e i stypically tenporarily created to
handl e a particul artransactiqn gnd.then exits t hat _one _nodul e, theparent
nodul e, remains.ln step 30%?8 hﬁgﬁr86§FaF§F BEEEPAS 5&DW<E%HW5?“
request to bill to the custoner's creditcard account. The custoner calling
on a tel ephone 10410i s received by a manual operator console 122A
asdescri bed above. A hunman operator operates the nanual operator consol e
122A. The human operator collectstransactionR data fromthe custoner.
Transaction datais any data needed by the processor to perform
thel~transaction. Transaction data to performa custonerrequest to charge
to a credit card includes a custonercredit card nunber, credit card type
i.e., VisaMasterCard) Anerican Express) and expiration date. Transaction
data may al so include the custoner's?0address or zip code for verification
I'n addition, anauthorization agpgsiriteE BHEET (ROIL nt to be billedto the
custoner's credlt card is provided by thecustoner and is included in
transactlon data Thehunan operator enters the transactlon data

I - e e o o o A NN N 1 . ~ NS



The validation request nessage includesfields, referred to as validatjon
request fields, thatare populated with transaction data to identify 01 APR 2002
-thecall, the custoner, and the nerchant. The request>i nformati on nessage

format inclu field referred toas achMerchantI D which is rs.
TheachMer chagﬁsfﬁlf)gﬁed is populated with a nerchantidentifier %ﬁﬁ%ﬁ
custonmer credit card accountidentifier. A merchant identifier identifies
thelll merchant that is providing the services that thecustoner is paying
for using his or her credit card.|l The custoner credit card account

identifier, refenreadlodintyeehangedint NQr @iy ahe GUrHEL1 Sedbbssor
cardaccount nunber) is typically a nunber 11-15 dqu{)ts | gngl~t hat

identifies a cusB6RE &It GaPdefsd®t embpsddantodt 1 riRReRt

i nformati on nessageeharidat;i ncl udes a 2 character achCardType field which

i spopul ated with the type credi,t .card _the st oner, i susi n%g) a 4.
character achExpDate fi el d%f\ﬁﬁl‘cﬁ i"é'lf'sfr‘)rﬁgﬁﬁ ;tt%eed R THe TXPTFEITN date
of the custonerciedn acaldenandexverciparcactoerl dch& . .odecdamd thghtchas
popul ated with t U I de, I ti nf i gn. nessage al so
i ncludes an auth ?ieggti onar?onﬁ)r?t%lﬁ?g'l%d%gnﬁmﬁ gﬁ%ﬁ\,&uphrﬁ;n%lnégp'v\hi chis
9characters and is popul at &G toh itlHE SEFRHeS dehBTOLERA tdrnversion
customer. Addi ti ogalnt KaNSAGH @N cdaled i REMASd grid ddiemald dad+ Pihd egbiest
fields of the validation reguestnessage :_fj’used to identify and route the
cal | . An, () exanpP& ST EEPOHBEE tnRfodh e RHESERE dist Xl ed from

which imreferred to as thercal ls finomswHzeres Bhe erldsadgeon rawhes cwsen
popul ated in the

tégclé%rc%ctaerd %gth?l.l I‘:aromg rrberocf isel dr Anotrh r_exanpl e
of {TRnsacti on data‘i &t He NinGer HEAETSComEr AT 131§, L2 BUBST TUTE
SHEET (RULE 26) prefesRPRREORoAOMmedtZ bF9a heGpiresesit2428/2redismreferred to

as the called to nunber, whirgh ks ;pepW 384 RHNG LG reacher
achCal | ToNunber field. Additional J't ransact i gn data is a(gg%gu?a,t ed f|Onr t he

val i dati on requeSF efitdiNgs 2P ithd nFalRdst iTEFOFeqiys e VatdSeddeh I3 vWhHown

in Tabl e 1 bel owac&ABdEny o E0ptefer¥ed embodiment of the present
RE[ 7UEST- | NFODEFI, NI TI hPckt TypeType of Validation packet 0-Req 1-Res

2- ForceachRequpéPﬁ)e\V NP8t i on type 0-BOC 1-Coll ect 2-Third party
3-Bankcard 4-Vnet 5-1CCN 6FARET&chflmisgr@2epplitnee mesgrgearfd ow (fawuncated to

22 ~in pack_teliglaghRi-nGe) Rereenake! Reuaher achipiaal el )expi raf i on
dat eachAut hAnt (4) aut hori zati.on anpount achConsNun(3)ol d consol e

nunber achSi t eNunPEFBRF Y & IRGHBEr SERRY<0ASECEPLBIpSRs & MrGherred
val i datmy achzi pCeaeeQ)i@esitorEr thep peedeathGaklehraaiNynaeyd 16) Nunber cust oner

is calling fromachCal | ToNu r(16).N r._cust r is calli
toachCardType(2) Credit car gj}ga'l I% %&gg%\eﬁrgg:,e%e%c%-%agﬁﬁ&taﬁéocfrel%& A?Lﬁrhori zation
code for m NDCachmatthGaitiang( 2) Segnes tofneasalyer iremeiiyed on an X.25

codechPos! ndi cat QuReIdMad0l, 1366685 oiRELGat QAU LSURAGC MUK A Qust oner
sub_account nunber used for billingachSerProvl D(4)Servicé Provider
| DsSrvi ce TypeTFPEOGH MYy %le theoPFE&ETE. VAMSIBBP™- VALLI DB2 3- VALCSI

9- VALNDG 5- VALDAP1 6- VALDAP2 7- VALHKT 8- VALI CCN 9- VALCARDTL 10- VALACCT
1L VALBT 12 VALGL OB b CUACR 17V AR bS] T SHRRT R
FIG. 1 is a block diagram of a validation
gateway interface environment 102 according to a
preferred embodiment of the present invention. The
30 validation gateway 130 provides access to the financial
processor 132 to allow for credit card validation.
The validation gateway interface environment
102 is one possible environment of a validation gateway

130. The validation gateway interface environment 102

0.
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i "J1 101 ? (1 ~J PCT/US98122267 chMsg' fypeMessage Type of DAP typeg1 ApR 2002
request sachSwitchl D(3) Swi tch | DachTr unkG oup(5) Tr unk
« G oupchANI Nat ureof Cal | ANl Nature of call for DAP

val i dati onc tof Cal | AddressDigit nature of call for DpPr
val i dati onc%gﬁﬁ\lﬁndi cat or Provi des nature of card fsoez226T
restrictionchServiceldentifierlndicates service for which card is being
char gedchDapActi on CodeAction code response from DAPchDapDi vi dACI FCodeAC! F
code response from DAPchAMACodeAVA Code used in OSR

bi | I i ngachReser vedl(1S)ad Wel dis GafdIRases eekk (8 FedtdmBunications network
usechSuppCodelLengt hBi na‘réy field which is num of sgg%]code
d

di gi t sachSuppCod&CEHIEd % RIRRE T5al T T yife’str &% ppteoggd funds to
RespachBusi ness@ @agu(it) dsebunt ONAhe atdl idauiest @adeBappl@®odallows the

RespchNatSubAddres§§a}t r f %inﬁﬁr}? i .addrachSub
Addr ess(30) Used 997 up%t%og)ef .égg{)et;%c{et ac o%?%%%?%f%?iié?]ﬁagg nunber used
in Supp>Code RespmpavietadehParth t3 oniMARSY B RFCP8RBEr 1dded #n Supp Code

Resp packet chNoAnsug{chidterBidrasdinsr ised édmSuepr CogetBaSRhat

packet achNCSI nf o( 301Used i n Supp Code Resp packet achgergi nat i onl D( 15) Used
in Route Resp pm%ﬂﬁﬁ%ﬂﬁ{ﬁ?ﬁ’@% i€ oYt 3) SeAKEPEhant S 16) NEW

FI ELD - MERCHANT ilr2achiAilt iAnddesng(x9) IAREER AAHOR Zéds ORl. AFVOPNE tiolcclD FOR
ANSVERNET*** 1 n sten 310, the sald dafi on gat eyay, 180 R Coﬂvgir@gcta'ie .
val i dati on requesnt rressageafrom a cli'ent 'server protocol to X'25."Tn this
case, tifie cli entcalls nfBYBSHE TUTE eSHSERT NERUE DE)by © humanlov@regbzm%

PCT/ US98~12267 e PGl Jdiad té‘tﬁué@ﬂé'aizé’&e']”:f‘t 2L smaﬁqlcmg%,

U P. The protocol” conversion'is performed bynultiple software_noddl es of
the~VALI D APP coputtdYsHredgi&ift GiviGahing itRR YoM gae thay (336P) TRES8 .

val i dati onrequest nessage The eoicdthuihi ddei AP REGYopRdebRpehihe s

VALI D_APP conput.er _pr / RECV npdul esends_t he val 1 dation request

ogram The U
nessage to theVAEICI5”§§G§€§§rﬁgdLHGBP%ﬁWrb‘e%%Jr%S CORVEPER BnSEFENPE) UDP/ | P
to X 2% The prdtiosal acwnsercnoh licscgiereharireadly nAtwdr IPROCE&GSahdi Lddng card

request nessage _t n i Ci c r i.l s of
t hepr ot ocol con\flél(rglsisag"nqéf(r%(?LLJT‘]E(Ej(rﬁ{:I’’talq]?nla or?éttvﬁ{erq\so twar ﬁ%u.gé&ggkfﬂghéﬁu D- APP
conmput er progr amekwelrk |ULfsaompad S9¢ A 1wkl &y epf 3awitehesvanrcdudion

gat eway 130 sendst H%M&éh%%tnéﬁﬁﬁﬁa%ﬁf%ti@a Vé’xkédéltBQBda%away t ot _he
financial processor 132 for authorjzation to chargeto, the custoner s credit

card account. TH®1RIS LIGCOWNIPRESESS God - Bighde ot Ut PEGHRERRNABssages to
t hefinapci al progessyk 132, lan addidnayed tdel X XM PREECESECDPdulLe , f or ks
out a child process whi.chaccepts card repl ssages. _wWth authorization
datawhich is an aéhtll?otrellgla)’[ eoetposrerrvejjceectq%rgoﬁq?oarﬁl?ﬁjé R rBrCScs:gggor

132. Al t hough t hel DEN2E)CONM ,PREOESS. mitkAa-ds cdreprlesr y2adduld2ised -for
sending card requesf, MRSSRERTIINE HQCESRyA ¢ %?@Qbé‘ﬂktcﬁ‘étgﬁﬁ?agﬁlf\lﬁom

t hecommuni cati ons. nodul e i nvol ves several npdul es_that  are30f orked out from
the Y. 25 COWM PREGESS s iEe FRt RUSE of SRhdl 4% caPd FREuU¥EL 1ABSSFes
vari esdependi ng gewivisr 1300 sy digealjuas iprRssagedelsi seahs ouyres peguasest
virtual circuit or swtched virtualcircuit,. -26 SUBST]ITUTE SHEET, (RULE 26)
01" PR 2000 W0 991 AR D (b I Ao B e IR Tt £ pAroa PRLPY e
initialized upormsyast eymcatam. ankf rigmivel ddpetomneazueshktbeaddefiunds
thevalidation gateunyaddd aRtdiheX 29 MBlee 004 SDEMMA £ 0BLNEYX- 2ReN8EWEN K

whi ch interconnects the validationgateway 130 to the financial processor
132. Aper manent \A&t Jdi® G4 r I’PSI%S]'%{‘I pethantat 182 hkORt PREENEYSYst em
i s shutdown. A snMic,ched \A rdildl ioig ciatta isecond | 8BDRedsabhearaldar dreequest
Tessage ) SLnlLl ARt ANl eIl Nl Atk RO AL Al eRLANpLoLARY) B! Ldal | on
response nessage ich conpletes theparticular va !%Iat[on ransaction.|f a
per manent vi rtudlef@reae CIE RN rafsni el cdefirdEless - nessage, the
X-25 COW _PROCESSnodul e semqis it el ¢k raiesdni@ss age ¥i dalhahepennmanent

virtual circuit on the X.25 network to thefinancial processor 2.1f a
switched virt ualga&er“&a&f ihl%s Cuasne?etso rbaensrﬁ?créla%% dr?gﬁﬁﬁgflﬂ%sggﬁe) t he

X. 25 CONI N1 PROCESSforks out a X. 25 servi ce out nodul e. The X 25 servi ceout
nmodul e requests an X. 25 link fromthe X 25 rQétvvorkt hat can provide

i nterconnection with the financial processor 132. The X. 25 CON Ni - PROCESS
sends the cardrequest nessage to the X 25 service out nodul e. TheX 25
service out nodul e sends the card request nmessageto the financial processor
132 via the switched virtualcircuit provided on the X 25 network.Iln step
314, the financial processor IgifssnduTe SAEET(ROLE g%ssage to the

val i dation gatewayl30. The validation gateway 130 receives the card3()reply
message in the communications nodul e of theVALI D APP conputer program on

e e e~ o~ o,
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nessage is received on the sanme permanent virtualcircuit. The card repl\APR 2007
- message is received by thei.25 CO~ M PROCESS. The X. 25 COWM PROCESS sends
thecard repl yog®ssage to VALID-PROCESS. If a switched virtual prtgigbizines
used totransmt a card request nessage, the card reply nessagei s received
on the sane permanent virtual circuit. Thecard reply nessage is received by
the X. 25 service outnb~3ule. The % 25 service out nodul e sends the
cardlreply message to VALI D PROCESS. The X. 25 service outnodul e al so sends
a_response recei \o@ @BISAGe o0 at hepit2a @d1IPR Mhe ifmterf@GJLESS . T e X
25 service out nodule is usedon~5~ fqr_a particul ar validation. .
transaction. | n s€8YiZPEMenfieOfaPi JALITGR (e RaY o501 ~1§c9n\)‘€'rltls fHestabg
reply nessage framstthe p¥d2wiphotretelrtendehaccla eryp iserlv era ldr attecol is VALI D
APP receives thecard reply ne [0 he fi ji_al __processor in
t heconmuni cat i on?rl%&lflsee.d Tﬁgﬁgggﬁufgﬁyca@t ithéjnsanrmg)l%géﬂsoerg'dst he card reply
message 1o the VALI D PROCESScaBdulis trd-acgsetivbramdabottocn!s temrmerss bng a

VALI D- PROCESSbUI |43 <2 nalel d@li 0N phespanse iessaas id mends: fheval bdaiion
response nessage to UDP-SEND. Furtherdetail of the protiocol conversion and

function of thes@XCRANGemAGEMES Kofl Ohe AL T3 TAMP LOGAJutSCIANSL dpg twork

i s ~~>i |l ustratedgsn donpr iBelsh sstiephkd aride aradirdaticon Galigween d 301 srpdsa
val i dati on response nessage tq the nua) er atorc ol.e [122A. Th

val idation r espor‘?‘sgoﬁ%ﬁ’gL 5%% i‘.aﬁg‘latJdeggln e%u or é%af?iao%}fresstfpolnoscea Co":‘d:’écehv\?lrl’%ﬁ

t he mani@l ; tt operegworkcdfdolie a22Rqides alerdeing NS dtfincheampA™eri S

authori zed to payehQbrikh@uahDuRt peaquagt Qe (Ui .ng tkegrniedd hdafd. The
opqr?t or enters information mt& t%emanu | operatqr. console 122A tq send a
message to the - 25C8OBSH PEFEOSHERP 6 RONES e IAPR 2602 NG TR T 1uEe
PCT/ US98l 22267 SBRilc28 tiosapdat ant he teusta@iange aetodik tlaot.he new anount

t he custonmer can use for prepai.d_calling. L.l i I_lLu tes in e det ai l
t heconversion froma cli entSISelrlg%.r %por 5?%C(L)fllrt(% gof.aﬁ;e}{)%g@&e é‘lega‘;cf%}‘t he
preferred enbodi 86t eh tiheéprexehangeyaetwork tlHd comparisiesn a glurality

pr ot ocol conver si 50ak che sPelh QBB ries Yoot Ween URRIWRB e - -3med 14 d he
preferred enbodi (rar)\r:?nt of ct hg pfaesenti n\‘/aenti on tﬁe vacl iadati on gat eway 130

interfaces witheilegéresd FBAGYENENEr &t §RCITAPHNLE £F2R -or HWEVA™ 124t hat
comuni cat es wi t hntthe eS3GEBN438 neBabltkishe 1tanyalicpaenst acompanisel efl22A and
the AIN 124 conmmuni.cate wi_thl~the validatiagn t .13Q _usi U | P

Al t hough theSSCPSi'égcbéaéc’s ¢ Eﬁfﬁg?u;éhea iﬁﬁg%zz?%%’ S:\tg%?lﬁljsc aarﬁfao?%c [%l(::g{)?n?/ses?si on
bet ween2(MCP/ | P andndDP/ilsRantieteflepbonech@adilisdat iFow gataamdye.130 national

communi cat es wi t h Jhath tyResohedldsk i1RlelAeIA% Y AGRSIHS e dmnual
operator~l)consoles 122 and the SSCP 138, using UDP/IP. As aresult, the
client server prdtd@YENON Tt K&epMéfelede i e ldf ihe PrEkrit® itRRent i on
i s UDP/ | Pregar dl ass edfexeihainier ntcheroaad 11610 ,i ritte mast inen qaunees S wne gmnual
operator console 122A or. tt he S%CI?: 138. .1n'.-’ Eal,dedicé{aor&e t he%“porq{ocol
conversion is el EmeY 1SS NS ESH I Bed if 17 YEH SRS GV Fegar dl ess of
whet her £he call is receivedff rtdm tdad Indrsuale aggereat dry consoiedtBA0r t he

SSCP 138.1n step 406, .16 Yd Gl 3HAh MREIAIG He 1§ diBiMpthdy the
client receive nodul e of theVALI.D APP conputer program_ The client receive

nodul ei s the nodASEWATNISViHE WABADWARE tHRRLS &d ddhal iU & it dESAges
fromthe caller igWiafactliiomroaess & &Lty awitteh MARralwidperdiar wonsel es

122 of -29 SUBSTIt-LUeTEcaSHEI%E (t%%l‘%c%es)llcl. Alternatively if a bridging
30 switch 112A receives the call, the bridging switch
112A will route the call to the ACD 114. 1In other
words, if the call is received by a bridging switch
112A, then the call may go through only the bridging
switch 112A prior to being routed to the ACD 114. The
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01 APR 2002 WD 9921096 PCT/ US98l ZZ2b7 she SSCP 138. The client receive
module is referred to as UDP_RECV when it is specialized for 01 APR 2002
- recei vingnessages fromclient server networks using LTDP/ | Pprotocol as in
this case. The UDP RECV nodule is asingle interface point for_all caller
i nteracti onpy@8u¥8Wr s i ncl udi ng the manual operator consol es ACEHE2EHE
SSCP 138. The UDP_RECV nodul e recei vesval i dati on request nessages from both
types of callerinteraction processors, the nmanual operator consolesll) 122
and the SSCP 138.1n step 408, the validation request is sentto the
val i dati on nodul e, also referred to asVt~LI D PROCESS of bhe.VA | . APP.

VALI D- PROCESS r 6#&itFd€shd Ny dihied M tGT SEdiidde miissekRi hniPheincluding
request | ~i nf or Mihie0nA nfr@riddichdey@ ifkatvdrk TahitcH fo®mhbethki brtidedegve
nodul e. VALI D~PROCI§S rreates a.car.d r.equest kN ata.l e

val i dation requédt ﬁgs‘é&gé TRy &% &mrpelqegneeglst%ég%%gi fgﬁ:snggﬁf %?%Eh%%at can
beunder st ood by mame flaiorarrsidalbypMNsgdsslor 132. ~1 ) In step 410, VALI D PROCESS

retrieves thetransaction data.f oM the d@liglaty oick egyestehiel dseothhe
val i dation request nessage. The transaction datai ncl udes the nerchant

identifier and c@stoWePCY ddidt cdm® HLHUM? iR eRERSL FLEReGDPr OATNPRe

ach Merchant| (Ej> Piml (i)ohtﬂaﬁldﬁym(;a()fcﬂrlfcﬁc{ dacarrahaém Spétamer ténsole

usi ngretrieve s t ac rdType fi.e t he custonercredi

expiration datel\ﬁ%irpch iR ARy %W%Q%eera%ﬁpﬁ?%oifeﬁg?kt %g&gﬁgt Ber' s
zi p code retri evediarompera tachZip Gadellfe edrs iandii vhéuakodabitheall.
cust ongp 3() aut horiz@s R dHdord @I IE LM I2 ard 1851E8YRY HE@RHBR in

achAut hAnt field. The transaction data al soi ncludes_the nﬁgber t hat the
cugtymer cal | ed SO6 WiiTéhiSS PAM% VY F7BHRT he HHCRPIFENUMBef St PEFE and

t henUnber the cusharBr cpairdaecdf rcamasdliec 222 raaid ievedrébethl36 SHBSRLiAYTE
SHEET ( RULE 26) P \ ~~ c;%s c ' omNunber
field. Additi onaclalggsa)r%sljégc%g%?ntrﬁgua%sd Eag%%d;ve ?g&f%gs %gmglgﬁufggl el
above. | n step 4gZoupsl.T [BhERACESS 1 Ry idRsTramstehins Hanatianalibyal

nessages pendi ng YeitsleenAlt@eals STRTTRGE MNEHINGJd ¥ td S Eo88618519PA and
addr essesassociated with nepory for te orzir(%/r urs{@“for stﬂil ngdat a.
V. ~LI D- PROCESS $6r & {aFeXchangse s ardt & 5% t iere oGP hedsTig¥ Bending

list while creatimpg eimze el disdaide Hharessage gl tdell fdisatibhadrcan be sent

to thelipFi nancimaat‘lnu@ra%(;_%§%%r b&S%OI Step 414, VALID_PROCESS builds a
card- equest nessage. Because the validation request :.nmessage cannot be

under st ood by the financi &hepr§dRss drlf3 Zommm iR &5 PROCESS Banves a card

r equesbnessagelspldiat srar s dirdensioad Pwddia ddnanetwbrrr eegsser 132. The
card request nessage .incl udes the,Ifl el ds hCarcﬂ'Il\'% e hggag%ers that is

f 2
popul ated with % ;urtﬁer SV SHREE + TN TaE C %’h’f‘?f)gfl el d of
16char acters t hagtressrgogulvendd on tinghelemeroimmp4erd tent heFeprandether
custoner credit Caffh@GCUPUZAaNt ifd pedthd Nee AehEXPOBL L 61 He0brda

charactersthat is populatéed wth the expiration date of fhecustoner's
credit card. ThEHFK ifdbt SR &t RHA tRfes" ¢ HEOREhEEPFFONLRERT
field of 16 char;asdgernsdtWodd AN 12 e ckhewperaaort nehwbrk whhebri s

popul at ed vachCaly Froyyuymher. {J el of 36 chavgcters whhobsksgopulated w th

t he nunber calle rom di t'1onal T are 1'ncluded I'n e card request
message asshown IANARDIS Ahedigigctipg MhSURSTI TLT R SMERTA L RORET269T

console 122A. In addition, the operator center WAN 118
and the operator center LAN 120 store information used
30 to process calls. The manual operator consoles 122
communicate with the operator network center WAN 118
and LAN 120 using UDP/IP. The manual operator consoles
122 are computer consoles that receive information from

the operator network center WAN 118 and the operator

-12-

SUBSTITUTE SHEET (RULE 26)



01 APR 2002 WD 99121096 PCT/ US98l 122G7 TABLE 2: CARD REQUEST | ?f) RE?JEST

| NFODEFI NI TI ONachMessagel D( 3) Const ant =" THI " achRef er enceNun{ 6) 2 mos 1 APR 2002

.significant chars - NDC use, 9 |east significant chars our
useachCardNurTéZ Card or Phone Nunber. Left justified and spaggru

filledachC: CB’ P t(’@? MWYY f or mat by POSI ndi cat or Const ant

"T"achAcqu_ringl CA(6)4 digit | CA nunber with trailing

zeroesachTransCode(2) Constant - "T" (tel ephone

Transacti on) achAmt O Tr ans( 9) XXXXXXXYY means XXXXXXX dol l ars and YY

cent sbyFi I | er Spac i) e r i - RUStEI er

filledachCar dTyp“ee‘(a%{dsziW&ﬁgé%&@&g%%g%b%ﬁ%% operator

Dat e( 10) HHMVESSMMTD th| sirdkni i wintdy aileabl ebe st Ref Nanp8RAsssgde Iebit

Custoner, bl ank dfe yhavaid abl eachAW ACent ek ) put bREI é%&kg'ﬂo@'ﬁt&%r‘k g-)

"DC'achDi scData(24) D screti onarg/ Data. Space f1l1edachPl NH ock%l%) Opt i onal .

Car dhol der PIN ANSitey JWRY 145 1anfisthe i Qerapagenetwork LAN 120 do not

fill edaghProductiGatie(®8)daionalstdmét desdufit ednfdemattiohl.ed Thd2manual

SUBSTI TUTE SHEET_ ( RU 6 P, 0] 9b_PCT/ rZ22h7

achr ddVer ~ot a(Zﬁéﬁf rLtE%rg %fér}?%]ecégtﬁo% %ﬁ?%&g%gaf)oFﬁgy%%pégn GRS =

9digit ZIP or S digfiam AP sgdgracks Fehalmi ggbitfeustomerhacsovhtaddr ess)

LISPachCal | To~l urfaesfdb)idsed by FPS to

screenachCal | FronPl unber (16) fraudul ent calls I n step 416, VALI D PROCESS

sends the card request messigyeei 2 Eofrehttattohs FBARPESFePEFPEAtt 0 as

X. 25 COYM PROCESS ffrniadei oAl 2 ARR r Tthea 26 25 hakvM PROCESSvserds card

request messages to the Financiﬁilgrqgfssor %§§¢.The r125 I PROCESS is a

| () gingl e poi ntPTSH i ¥H e F6 Beheh N 2hr¥FrLhusdt LRessales from t he

val i-tlat i on gat ewcah3lariae twietH itten@eesemiocassent 182, The Marbhal

COMM: PROCESS sendss Sald) &GHESe MBSS aleSe &5e Y0Sndesshi bed 0a5tRR R1% of

FIG 3.
124 and the SDP LAN 128. In addition, the AIN 124 also
15 provides protocol conversion between transmission

598/22267

control protocol/internet protocol (TCP/IP) used by the
SDP 128 and user datagram protocol/internet protocol
(UDP/IP) used by the manual operator consoles 122. The
AIN 124 is described in further detail in copending

20 U.S. Application Attorney Docket No. CDR-96-009
(1575.2240000), entitled "Advanced Intelligent Network
Gateway" incorporated by reference

herein.
4') The selected manual operator console 1222
T3 uses information received from the SDP 12B to process
the call. If the customer is placing a debit call does

not have sufficient funds in his or her debit account,
and wants to use a credit card to add funds, the manual
operator console must obtain authorization for the

30 customer to charge to the credit card. Authorization
of credit card charges is done by a financial processor
132. The financial processor 132 is accessed to process

the customers request, referred to interchangeably
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li FIG 5 illustrates the conversion from X 25 protocol to a client B&rAPRr(0?
protocol. In step 506, the validation gateway 130 receives a card reply
-message fromthe financial processor 132 in the X 25 CO ~I _PROCESS nodul e

of () VALID_ . JThe process for receiving a card reply , T ne $
descri bed ina\ggg%fﬂgg 4 of FIG 3. In step 508, the X 25 COW P gﬁnéul e

sends the card reply nessage to VALI D~PROCESS. V. ~, LI D PROCESS converts the
nessage froma card reply ~' > nmessage to a vali dat i on response nessage. In
addition, simlar to sending a msssage fromthe manual operator consol e

122Atothef|nan |aI I ace 3 a n :
financi al process = fgft t ce{;an%ln% oper%?‘pgété:ogg%) tqug?{%g}:E)-BEROCESS

converts i the negsageay ddk 25 to the client server prot ocol, -33

SUBSTI TUTE SHEET (RULE 26) mifk vé%fh@@@@nV¥A@§&@§09§oft énglaées)between
PCT/ US98/ 12167 UDP/IP The format for the card Po¥ gessa els ;Z)row ded in

Tabl e 3 bel ow. TABDE/ZE g gy the manual opera onsoles 12
REPLY-INFCDEFIN|TMO&ﬂﬂﬂ%ﬁEEQﬁﬂ[M§é£bbﬁtemé financial processor 132. The

"T03" achRef er enceNun(s C? a%t rar e{?é eRgs. Q“ ?ﬁg??gﬁ%ﬁg&%ﬁb%@@r@% to

reversal queue entry saction is
reversal . byRespCode:R@@pmsealdmtp@m POPRWER X program, also referred to

BachAut hCOde_Re7ec{Rea fﬁgﬁﬁéwr55aii@@tf@ﬁe<6A£I@pﬂp9yedwh9&hrsbgﬁbka@
reason code (if rejected)achEDCIul i anDa 1@@%@@@( prove
1

r et ur nedachAct @alﬂqqsérg(%)%qad?ﬁ(%ﬁm%w MBY%H%A@HCB%?%?NGH{B)%I an
kachNdc SegNunf 6) b rydeaeeCural of Bdy 19 bl esk aghd. mahud Lndp@2ator console

Ver {1 oAt | onby Aut ISATCATEA r§ YA 61 bR e S BaEby Pos! nifLIPoR PR

ver cati onbyAu r n o

Swped) 'T -yNamiaxldldee&ya;bft‘warma@&kst@mﬁlmtma@FW.I]ESSheet ri eves
aut hori zation datg Agi;§¥5&réﬁﬁybf@§8fﬂfa abLhesifabliofodgia |9

ei ther an aut hori Zatl on or rej ect reason code correspon 1 ng to a
reason for the - 3#°SUBSHIRYTE WMEEM texfaceeyith the X.25 network used by

15 the financial processor 132.

The preferred embodiment of the present
invention performs translation between UDP/IP protocol
and X.25 protocol. However, the present invention may
perform protocol conversion between any client server

20 protocol and any packet switching network protocol. A
client server protocol is a protocol that is used by a
client server network, such as UDP/IP. A packet
switching network protocol is a protocol, such as X.25,

&:) that is used by a packet switching network. Therefore,

33 the system and method of the present invention may
provide message transfer and protocol conversion to any
packet switching network protocol and is not limited to
X.25 protocol. Although the system and method of the
present invention is described with regards to X.25

30 protocol, the term X.25 protocol should be understood
to refer to any protocol used by a packet switching
network.

VALID_APP performs the protocol conversion by
building a card request message from a validation

-14-
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0 ~ APR 2002 WD 99121096 PCTI US98172267 re3ection. If the authori zahi o$ iﬁ
approved, anauthorization code is retrieved from 1 APR 2002
- t heachAut hcode_Rej ect Reason field which is 6 characters.|If the

aut horizatiQn was rejected, a reject reason codecorrespondin :ﬁﬂf ason
for the rej &%‘P?%’r{o?%r etrieved fromthe achAut hcode_Rej ect Rea%o 5}92/?%{5?
whichis a 6 character field. Additional authorization dataincludes the

aut hori zation source code which iscontained in the byAut hSrcCode
field.I~IIn step 512, VALID PROCESS maps the replydata retrieved fromthe
card reply ness ' oL} g af PRYsE 699€3aLH8

oper at or consol eaggi\;g%g%%%gﬁ %ccrgés t g&éatfﬁori&zatigggggge gﬁ{éﬁ%lyr ej ect
reason code. Thenéssamei bl opracessdrraBhby nassaae. capabriply Yt otpeovi de

many aut hori zat i iy, ¢ofles888a £ 65 POHSEo LOUES2 4 habnak €2 UsET Uhak R oRakieot® s ¢
di fferentapplications. wever, nual| _oper at or cog?_ol el122A needs | ess
[

t he
specificity in tHeSFRA8ohCf br It AR A hERPLEFE ohCBr EPePEEti 58 o process the
cal | . ?( VALI D_PROCESSnénass actedit ofar@spoise catikdathat caqubstndessioed by

the manual operalpl. £oNsoL falezey Phn ST SHach ALl D RECLESPNBRS el o he

aut hori zation co e reject reason code to an authorization response
~1~code. An aut he?¥3a® FERAURESPWRRRT coklee caRedet uRHERSEYBE  btPe138 h h d>y t

an e manual oper&kpirso0sR| 8add2h¢ OFhé E€r&SLPr e¥kdesahaf enEBhnelnicn@ngat i ng
whet her the transactlonms.aﬁ%%)rlz d, and if not rtEj?e reasqn f

therej ection. I n SY3p°B%, Y FetPi EDBSCTEEF AnSaLE i'on%g‘ﬁt a from
the | odél nessageapidalt hon | gatewsdy | EDPREOCESS Is¢ ovatiflaansacteqnedata in the

rosonge. sont fr BT Tastake o (baf DEaRbOEaRal 808 Wh I L B BT bCHHES!
(RULE 26) 01 APR20oPal ROCOSFI90963 PCT/Wing| bhe' L ppgnchadt pposegsor

VALI D_PROCESS buj 1 fishas Vaé t dahi0ed Nasoemse tessageorstagehbe transaction
data retrieved fromthe | ocal nessage c?%f’ ing list ang%%h gsponse ode.

er
'n step 412 of FIGRIPCLHPE O H PRSI Qho it | 57 08t 8 FRTS | ocal
nmessagdipendi ng temly nwés$DyPROCESE: mowl idatievegatéerayrdd8act Tha data from

the |ocal messagg, pendi ngh | 65t ewdPld D REECESS0UA | dom 2y 4! EGALL 9B g3DONSE

nmessage using the retrieved transaction data and the authori zation code 1()
obtai ned in steffHIVET tHNGt Bpe FABF A \2ER 1Y PRETEREE sePdd Yheidabiaat FeRLY

response nessagend$sdde. cl Tieat varidh tishi| ¢a t ey cthemt séedsd srdul e is
capabl e of sendi n% n$s§a es_to client_server_.networks sgch ag t he ope at or
service |~ net wordd *FRETRT sTRREE PFSIT T SRnd Aot PP&TPEPES FRBS P as

t he UDPHSEND npdl ZA becBuseptésent | omenseioreri provocbimisedDPHI P. The

UDP- SEND nmodul e i 5, 81 99! £ PPLOS.Of EEHELEALEn T PE SeRdinonyal LdRti baANo¢
response nessages to caller 1nteraction processors. ~l)) The UDP~SEND nodul e
sends val i dati or® reepense ResRhbbst® @ Bt hEYMRY naintBfdbpefater consol es 122

and the SSCP | 38rhé&téxobei | tnet taiwscdhe SSOPd88mésvanei shopracessor 132
message flow 602. The SSCP 138 sends S the fipancial processor
132 yia the AIN hilv2 eﬁﬁao?%eggafgg%?i %ﬁ %afeﬁg@%%b_m%aag?,\ﬁﬁah gVO\g/i des
t raiisl @i on bet weehid@PLoP gsedwdy i1he SSGP nad3€kandswbPthPnasedtigrkhe

manual oper at or 1 C I s o] 124 is
described in .; 1%%%‘?%]?% gé?a?—%@? ne%%{%. f%?‘éﬁ’?%ﬁ%?? c%?%‘gﬁdﬁit)tglor ney Docket

No. CDR- 96-009 (4BI%r 22208009, F@ReT t FRPMAWAREEI"FAERFEI FRAGINBEWBY K2
Gat eway~~ i ncor pes ai @dt bynr gheerager ebRVE. pdbeet abidakh oRgdakewayk 130
transl at es betwe,gn user UDP/H’ used bé/ thehmanual i)perat or
he message ow between the manual "operator console
30 1222 and the validation gateway 130 will be described
in more detail in the figures below.
The financial processor 132 is a computer
system that includes a database that stores credit card

account information for credit card accounts.
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-36 SUBSTI TUTE SHEET (RULE 26) 01 APR 2002 WD 99121096 PCT/ US98l ZI ﬁgER
consol es 122 and X 25 protocol used by the financial processor. In sq 2007
-606, the SSCP 138 obtains a custonerrequest, referred to as a validation
request) to Wd%@‘g@e custoner's credit card account. The cusicgiEosseah!

is received by a 138 as descri bed above. Thecustoner enters

transaction data using the keypad ofthe tel ephone 104. The SSCP 138

collects transactiondata fromthe custoner. Transaction data includes

al ()customer credit card nunber, credit card type i.e.,Visa) MasterCard)
Ameri can Express)m@nén£xpsr &hd opo@benidsansact heeegat @ i ralcrdaicl ude the
cust oner' saddress_or Z|§ﬁc de for vgriflﬁatlog gn a gfﬁf%ﬂi N
anaut hori zati on aNOUAE2HRI cRE | ST RECER0EAt 2t 5SOBRABYI FEH-Vhd st oner ' s
credit card is proapalketl byytbecasteser Lanancsai nprodes sor s rsardacid on
data.In step 608’e§£\'§%§§% é?ﬁaﬁem srasélaggay 9BpeaUate RSRAE (S thenk

val i dati on gatewa 3B sends the validation request” nessage to

t he~() vald dati on @%&%Eﬁ&“iS@r%@%Ercﬁﬁér9Pﬁ©rWﬁélgDPaP§8QWQﬁﬁﬁﬁﬁe%cFQﬂ?o%/a

customer to eStabrhéﬁ@h@n@rﬁpﬁldbéabh;.ahﬁo§sﬁ? 438hauardeas dre SR i, to
determne if theq@ﬁtoner has s EICI nt fu ds_in _his or herr%ﬁgsaldca
h

account to place 2" cal TEIYES ?SH%r ﬁaglﬁgﬁfpmg T3
138 gi ves thecustawehotheedpt tba meraddnfundsedvesgaa @uadiar icartldrf the

custonmer selects {og sbURgSet Onhil QEnhgEPhgRal doCandAGC QY UHNT a
credit card, the SS 138collects the transaction data and sends the

val i dat i 'éh; ( 1r eqURRY¥CRRBE Ykl ThEeestpe 1BaVRERHs fPRe LG idddhiog zed

request Im?ss%age tOtfmS&t\hdxza fw?egoamersmﬂna‘:ﬁam EEB/cIe%rs][dﬁ qacﬁcg;etéi%sl P
prot®co After conver eval I datlon_.reque S rom | P
pro;%col to -37% Lﬁgﬁé {ﬁﬁP F1eTReRE 58§ i 8? Xﬁi %%8? ﬁgr 9g 30

PCT/ US98~22767 L[IdIéhph@toamthorheeAIerﬁdjsehdsthheUmﬂﬂs&ﬂﬁhmwequhst

message to the v y N, Leqyes Sent
fromtheAl 1~7 122*%%E§$§99g gglg%ggaggéagaﬁéggggglngtﬁggégﬁgﬁggﬁ%%)and
cont ai nd 5t he sanega¢#Wﬁha&$%nl®@l@ﬁévalF@a@vbhoréqééSPnn§§§@@@s§eﬂpdﬁrom

t he ”Hnua|Operatqgu@ﬁ6§£&fh&2@ﬁét@h&P?eya&fd@&b@ﬁlﬁ@héwﬁﬁyl%@Q%%&ﬁb@%ﬂckﬁ
FIG 3. As with the validation reques ness%ge sent fron1hre manual operat or

consol e 122A, theé133 vEfieatedon TRYUESPY nRREafRTERAL Of r Ser FETA) [fequest
124cont ai ns transmed sade dohd Obt Al hedl{reasshgecuahenbeticka the val i dati on
reguest nessage s 0 h r r n i, datsison
request message séﬁ?f%é%%$%%eggfgﬁ%%49?§c$%§e%ﬁ8 ighgﬁégégt %pﬁg%%ﬁgrgﬁéﬁtlD
field wiidich is popll htleel deshribedrthamerededetfiér iandhe figuaesr belem .t

card accountidentifier, refgfged EHe'HEE&QDaQEQEQE$rh%E%%%1%51@@%§@Qﬁ§r
credit card account nunber The nmerchantidentifier identifies_the nerchant

that is providi ngoPyPhetearRTeEesshal Fhe Eattomdf F?lﬁﬁfﬁﬁQQNﬁ'qi% ng
hi sor her credit wacd a@cou@tbthglﬁqsb@mechcmedlvleam@ﬁcemmnnlmunbeme
identifies a custoner, credjt d o] Lik ] Lidation. request
neséhgesent fron1?ﬁédﬂaﬂ%afw6%§$a g% gohggALglﬁaﬁ) Eh %’ % ré%caiﬁégi
request Yessage skdé Vianmat hecandl 1pneﬂudeshangecnamamné¢lddhcaﬁumyg@rf|eld

whi ch i spopul at edy ¥ shflbettyaeagf eszr:ﬁght;ecaééwbk}ﬁ G 8%t ONEls i NPcaA 4
character achExpDate field whi 90 pul ated with the_expiration date of

t he customer; e)cr%ﬁFPaﬁﬁﬁd?eéﬂﬂrﬁ ) éh&PQEFéFeﬁcﬁziﬁé@Gﬁ'ﬁWQ(fQMﬂ%ﬂﬁ%$QP
popul at ed Wi t h t hegeupihenerwstiipn aodecalhaddi hirea). | iMhe tdxampdld datddrin
request message se p r

valldatlonrequest g%géggglgg fit f?gkfgh252%% T%ﬁggﬁgﬁuéééﬁgﬁ&? SU@STITUTE
SHEET (RULE 26) 1oqaAPRe2®ogpv[ﬂ99m9199@pa@1/msggnzk 6¢M&UEﬁoﬁeliat|on
anount field, achﬁe'mﬁmeongiswhhﬁblhés%aaaasreebadaa@daq RORWaRgRd Wi th

t he amount authorlzedb custoner. Li ke the validation request nessage
sent fronthe nanu%?tﬁﬁgka%gﬁ consol e 122A, the validationrequest nessage
sent fromthe AIN 124 al so Esnhahnsaddit ppaalotisapsaat itgidatna caged may
processi ng thecal e d r i.nvention,
the transaction d% aﬁggéggfgé %gﬁpgg%gce s%ggﬂﬁﬁg égggﬁi a?%én%fgquest
nmessage sent fronmthe SSCP 138 is the same as; 4 he transaction data usedfor
call processing the is sent in the validationrequest message fromthe
manual operator console 122A. Both the call from nunber and the call to
nunber arel ~popul ated in the validation request nessage fromtheAl N 124.
The call from nunmber is populated in the 16character achCal |l FronNunber
field. The call to nunberis populated in the 16 character achCall ToNUrber
field. Additsonal transaction dguBsTPrPAPSHEETIRULE )7 | val i dation request
nmessage as is shown in Table labove.In step 610, the 'validation gateway
13OConverts the valldatlon nmessage fron1a cllent serverprotocol to a X 25

. . o o o, o oy



01 APR 2002 WD 99f 21096 PCT/ US98/ 722767 card account. Simlar to processing
a request sent bya manual operator console 122A, the financial prodet48R 1082
-authorizes or rejects the transaction usingcustonmer account information
stored in a @atsgbpame. Simlar to processing a request that origcnatses22267
front he manual operator console 122A, a card requestnessage resulting from
a request by the SSCP 138 nmay besent to the Financial processor 132 on a
permanentvirtual circuit or a switched virtual circuit on thel~)n.25
network. The process for sending a card requestnessage fromthe validation
gateway 130 is thensatewbetrbeort benseqeedl2ar ogi pattematricald yranml a

oper at or consol e asS 138. B t o] r g & card
request message %%én ?ég'valgfggafbﬁnﬁggpg a8 0%{%§%t"ﬁ%e?ie%nlgl| al pr ocessor
132 on aper manensiwmiltuakoctheti bfandcehé prgc@§§@|d fmanuadnidi riyga xaregnan
request m‘v‘ssageél@e?a%‘rtEhe@hXUBB% chigyi %&glﬁ%ft(‘ef ihed, 'trlalsé;?rpoﬁéz of

FIG 3.In ste he financial processor )sends a card rep%
nessage o the vaP{ dafF6RS§afehay $8010SPHi Ieéﬁhﬁé‘gtehéled?r"&?é%sll% fo; 22!

requestoriginati ggcbEeMaa &raeealaxeaah@borne@%&w ewhizd e\ gt d@ng
gateway 130 receives ghﬁ ard rep messagei n the cormug‘t i.catiqQns nodul e of
prote Hé

VALI D APP. Li kei a0y éauééltefrreﬁ ANAENOSCWEEE 38 cJIRBRERD2A,
the card requestanessaagedl debécecdedsbyra abitl dAX¥u2EACHo-la RRORESS i f a

per manent vi rtual Lr d a rvi

swi t chedvirtual ¢ rcw? c""%%%ig 1?%9, Qxacggs %% S‘(ralede%\?ll %étqpfrgggﬂd&’r ep’i‘y
messagel) i s the saﬁeateganeltyggkotenhert Ypdofl 18r iagidn & pegia ttaar merat¢ng
interaction procgggofsfhe QﬁQSﬁﬁEeEOHeB%ebXWQ %r%arr%urt%@ ¥ FBne SAUe
isqeycribed in further detail 1n_step FI G - 40 _SUBSTI TUTE SHEET
(RULE 26) 01 APRLIZgdRIVEIOSFR1698 FleTPFJSégl 29267S|SﬁPst1é;§ 61 6) the

val i dati on gat eway 130c0nvehéssshe Q&Bdcbﬁpkysﬁessagecfmw@ %nb protocol
tothe client serv‘rlré ﬁ ;F)t Li ke grocgs;i.gg re(} E%gr ating fromand
termnating to a®WaRUare pEFﬁP8P88n 8PE 1224 VAL Pror s S ¥ bt deol
conversionfrom thal X. 25opr et bcoligingt kwickheat mecherthgr @taueol\nfaolr aeqlest s
ori ginating formagd;igrmipaLig t 8ndRECPni3RcpAhen, ke ANACERANGo;
requests origina rom and teriinating to a mandal ‘operator conso

122A, | ~1t he cl i eneeseE@ebepronses| "-PsalDF’PPFﬂb@é‘&E§é°trhé’°Alslqﬂ?9 IeFHverts

from TCP/ 1 P usedrhy EE@PS§§E’ 1]138 E\QEJQRél:E’d Euebba@ed%fa@lahanltthrwtotcca:rol
conversion isillustrated in t he vali d ti.on Uigégheway 130

sendsl ~a val i datPBﬂmPésﬁBﬁsﬁaﬁéﬁga&@rt Bhﬁhénég at3gn pEgged, Judhdithn

respons® nessagetsentaine aagaasabk hpeaat opeoasolreoi22Ae masuadl |cd1ﬁnaomr
response nessage.f SS 3 c e hQiiZaty

whi cht he SSCP 138 ggéggt chgéerg%bgeh;ﬂg §eggégg%o%r qtnf ;}gﬁﬁ:ﬁ%ﬁ]?& o pay
for the anmount ré&hBeStededsPRg DPRECEBG RPEALJY P Pﬁé’cﬁfﬁcﬁ?@r Gagtl

aut horized to chaégabheh@equ@a&adtafmunt )I‘hbhssfi@CEBBB&a@emﬁS :Jmﬂsamted
toupdate the database in é 12% gor efI |n thecdlu %:lc unt
t hd Dew anount t HEt"Phé"c §t18r?59n &s pre S & 0,
t he™Vval 2dat i on ganeaayohd®wedi lrespants@nubllltl dBIR@)blelnlhamg:ed@tra: recor d (BDR) .

Thepresent invention all OW%1%1‘?Lt1talre%”tthteomla%u%Q”Blp"etr%t‘M}e@cJ}Ps&f@dlizz@ard
aut hori zation is conplete. Settlenent;|lrefers to co etlon of grocesm ng

needed to bill tﬁé‘@uﬁ&ﬁerﬂsl Resiforehit SYStEmeF §‘é’t Rte
when a BDR was caesbipitedesist It han d@BR t( (zzpetlatom‘kle\/tmee nraenmrld)o;semhnms

processed by bilLi ai al |
informati on -41 §8§%ﬁi¥&gr§§HEé‘Pg 8@8&? gg% gg'fq%SR %%e Wﬁ%

PCT/ US98Y 22267 afdoms tiei SP&En 15y -a Jifi t"—é‘ﬁ §P&n leSmpinstiicat e thatal | . A BDR
contains credit gandciidh@NMELNAR AR hBeWeld LanRy cRyTENWIcRAS atie consol e

122A. Al though s leenti s orrplet en credit .car authorlz nis
conpletein the prgégentq%:gnventl &n,tive W% %1§e dd ena?\fél tgjent to

notify billing systess M@aztldsétlﬁlee#@ntadrisé@ﬁﬂlsett@ \Mii’@ dtetbé-tcaﬁchl@m-andl ed
by an SSCP 138, thevali dahiier gaueway ik30cseada Fureues thr debit
downstreaml()systens to wite a non-billable BDR that contains thecredit
card information. In order to process bothcgjls from manual operator
consol es 122, that do nothave non-billable BDRs witten by the

val i dati ongat eway 130, and the SSCP 138, that does have a non-1~bill able
BDR witten by the validation gate 130, thevalidation gateway nust be able
to determ ne which typeof caller Interaction processor sent the call.

Theval i dation gateway does not wite a non-billable BDRfor calls processed
by the manual operator consol eSUBSKIbEE SHEET(RYLE2E)bi | | able BDR i's
witten by the nanual operator console 122A after the validation
responsemessage | s recel ved) The chSer VI cel dentl f| er field of theval | dat| on

o, S .y . Y. N T



val i dati on request nessage, the validation gateway 130 stores inf of tP’R‘?@
received in the validation request nessage) including the 0 or 1 pom t &
.in the chServiceldentifier field, in a |ocal nmessage pending list. Storing
of information in the |ocal nmessage pending list was described in step 412
of FIG 4 WW@MHMSEl ies to processing a call from both the naprﬁﬂps%ﬁéfﬁﬁt or
consol e 122A and the SSCP | 38. Wien the I~ validation gateway 130 receives
a card reply nessage fromthe financial processor Z32, the validation
gateway retrieves the transaction data, including the 0 or 1 that was

popul ated in the chServiceldentifier,neld) fro he_lL ocal .message pendi ng
o “The 12 ValRCER g v 3b HeTEr e AES BRB: FEPSRCHOnD P PEERE SRR
must be witten dased oraMvihid derthdeccddGer veaged| deat theeAINi éRd amd the
popul ated with a Q. - 1f the c rviceldentifier field was popul ated
with a l) after Y% el%\r?eatlaioé"atqaotné“é ei]v\g@' 130 sends a validation response
message to the SSCP 138, tBmcawsé dute ohIlal ehaperBormei peotacadn-bill able
BDR. A key word J 1 i } ti } bS d : L.t he
process (o wit SRR qrh A gl MIC MBI G0R bhbPIES KAET/RSBETIRE 1V e
val i dati on gat ey w3 i 1RO IRRSE @ FES VRYPEREP HnCHAY BHAYOR3DesWREENN§ PR /BBR
wite request tqrdd& BOR daiabpsgr sesVercdi) pRdcesseRvbyJaamBRBawite
response fromthe BDR dat abase server. The_process for witi n% non- bi I | abl e
BORS |3 ; O descraised bk (MR Get S7h | YARFRSARD PRTEPERS6RIOTPREL

val i dati on gat ewsmnvEX: isendse twseBDROMN IP eanéq¥e3s by bhélBbDRgdat zhase

non-bi ''abi o BORSSSAIE TR TT1 ool o BOR§ & 045 URENTIONE GPEERSCROLE 26)
01,APR 200Z wo $9iddsrey PCTYaLgimt porr, ByPiy i ReeRaye fham daFabds&epAy

net-wor k i nf or matyjcadjeSt I ivHed Othsesyire: § hEStedababaserner ¥8tp 138,
configuration file is us%d38t70 det er BDR server 140 to wite

m ne t% whi ch

t he non-bi | | abl &SDRSH T§19517 af 25T CF AP AU 8BR BGS52951 F8ati on
gateway 130 nesgagmefdtowutldr idees et | dath bhl gad esagud 86mert sesradBBR for a
val i datton requ ri ghynatd g [ ifQ,s 620
of FIGI6, the it o o ey R ety HeeBql pENEERLA ByPLER, 00
request ori gi natvéd ifdadrodh erassti? el hSee vEeBedEAEMRFepPfiel d i s
aﬁpulhat edhwi t hI &chtANY tinadamletddds Oielde @ég@l@ésmégﬁaGQEEEgbéﬁ.ﬂgd

ether the validati request. nessage orj gi m an SSCP 138 are
provided in ste ré’fbotg'fe Imﬂarﬁad TN %’?e%gg}%%?gt ?ﬁ%ﬁgal i dati on gateway 130
wites a BDR wite requesthiKehet!BDREaw1 tehaequesprosesead bygnuhély by a
VALI D_RROCESS ah Qﬂcpéllheto\@‘l-d%brgpa CRIMYA BT oPELYESE B8nEBgeVabbgati on

gateway 130. As ment| oned, a contains credit_card information and is
used by billing EREYF FAEH Tl ddatoRet 1 EABALEFE 2BAPFBPES FRHE BDR
wite request | sadad@EquEesihd ocudicodls dadlabasecseune; 48 talw ke a

non-billable B I 706, . Lt he V. B(‘?E . u S s;s the BDR
wite request P?%%%%%cﬁ&ﬁi%gk?%gg%%p |£)éa<lfol 0 (ﬁgi\ggﬁ ?rgau?{ég Tae credit
car di nf or mat i ortSfeEigERLeD Wi t2 $HeCBDRIPGasefkchaNgReNBOROWK| £84r Equast .
The -NBARP nodul ecd1sedrsdeedi 081t by the VALI D PROCESS nodul e to act as an
interface fromthe i~ VALI PROCF‘S nodul e a client .process nmodul e
(CLPROC). The NBAPP nodul eﬁ?_ ‘éavh‘??%éig?o%aég%ﬂt i?sp?gggﬁﬁ %88?8& hat
acts as a singl empmiiol interéberabby dnplepephgdsusinasterrmguberween
the VALI D- PROCESS, gy £0 2ngls t figoddh PROG 1BEK| 81adPemNBABR RRABEE, ensur es
-44 SUBSTI TUTE SHEET (RULE 26 01 AOER' Z002 WO 99r 21096 PCTI US98I1 22257
shat nessages sent® BEATRERT heY 48T O C PREEESSIRBIANEaRT PRESCLPROC nodul e
do not 3Bl ock by pmmdswomg, theressageranespoovRdéngohnecngdl bosbep Z140,
NBAPP sends the JBRR wd el equest tyg, SLPREG s The; 1? b server 140 is
partof the network 1 nformation d? s}t9\?| but i onssﬂg\lﬁ?@a ﬁl%%s?.gil IDS is a
conput er syst em tHRL§2R S - PEPM A CERT Pt BEBREHanBBMhea DBr k2E20JaRY i s
used to perfor merdreise abdtiQEOCEEGI NgrhansétOngator skptebecaavupksabions

services. N DS r o) red_to_a t wor nf or,mat i on

Di stribution Se%\%lec?e‘fd({ll %Qlc e%aﬁg nced i’a%?léi g?%)’t’%c%ﬁ(f\%‘&ﬁ‘ removable

prot ocol . Because the BDR server 140 needs tl e BDR wite requestto be in a
format conpatible with NSPP, the CLPROCI ~nbdul e packages the BDR wite
request for NSPP. TheCLPROC nodul e is the validation conputer program
nodul et hat provi des the NSPP interface which includes tim ng, packagi ng the
message, and waiting for a response. Packagi ng the nessage in a format that
can be?l)understood by NSPP includes converting the protocol ofthe nessage,
parsi ng the nmessage, and conv BEYITUTR, t nmessage. ln step 712,
t he CLPROC nodul e sends the Bg%t\’\?lg?le rqugg?ﬁﬁgﬁ%E service. The BDR

service is thei conputer programon the BDR database server 140

o, NN v o I o e r M S



SUBSTI TUTE SHEET (RULE 26) 01 A PR 200Z wo 99n ~ 0~6 PcTitrs9snzz6~ In
step 714, the BDR service wites the non-billable BDR The non-bil ERWZ@PR
-is stored in adatabase on the BDR server 140. The non-billable B
processed by Dbilling systens simlar to other BDRs,ihowever) bkhd
results fro%ﬁotshglda?ocessi ng of anon-billable HDR The non- bi Ipﬁg()lﬁg&%gg
nmerely providesinformation that indicates settlenent is conplete.ln step
716, the BDR service sends a BDRwite response to a demultiplex process
( DEMUX~PROCESS) | () nodul e. The DEMUR- PROCESS nodul e acts as a singl epoi nt of
nterface for valbdaboneteaneals vbl oV Al QS IMFL S dNey DEVHEL PROCESS
modul e i s the valrdati onconput er “program nodul e t hat nmanages fthe
packet sr ecei vedexpBBlehe BDR servi ce on the BDR dat abasel~server 140 and
ensures that packets are hd@niirtjiedaased OphAd¥e i Bpta tdahpsest the
request. TheDEMUX PROCESS nodul e determ nes which v : gati ofr equest is
associ at ed wi t hPECFZAM COPAr THFERES o BAMUMSRATH Rtt§ice. The DEMR
PROCESS nodul e seeds?(irighe paeketxiecua imgspdisies qusum cor rpsponaihng t o
thecust omer t halbRS (CAUS LS theCeltdnl TAB NG ADRIEY end coLERL LS 2

1 1T abl e BDR was

message that responds indicatingwhethér the non-

successful |y w Pft &Ry PrRE SBBR1GYCRT4SE S Hirscugsed nherepn 218Thege
DEI\/UX~PROCEOI | SS medel Q’A&.&@Q&P@BEEpWe}sfeextrseSagQﬁﬁﬁ:rﬁﬂl 1de & RERE 6@:ﬁ|1ﬂuh heer The
CLPRCCnodul e acts _as_an ,i,nt.erf.ac r. sendi ng t ssage, t ot he, NBAPP
modul e. Again, CHRE &E‘P%&& oot é)efprtg’\?’l FESTITIYT %dgée)paclgglg?%ﬁn%'f“{% Y
messag®) Zf ) I n sttbép Y20.IDt A€ PCLiPROC edipmilng tedinti o1t len BDRWY t2 hasgomse to
NBAPP. NBAPP agai.iiaetl S s@shakisnihehhaes ket wasn MAakd &y SROCESS and CLPRCC. | n

st @py 722) the NBAPP sends _the BDR writeresponse to the VALI D PROCESS

modul e. vJhen the -46 SUBSTI POPECZREEEMERYLE YY) PrefepR OB 8% 999 13096
PCT/ US98l 22267 ¥AmbDtRROSESGramdulreduetei (sex-H s Bldthawahee resapeage, Wi ti ng
of the non-bill ahl i.S I F 8 il trat ssage fl ow
forvalidating a%rggg‘dgs llr‘frésgg ee(rg%‘gé:il\b déorﬁgog!r?@%psgtforr%n %{@%/sﬁ?‘t ual
circuitd The varkpaagcsndgakewayci30COEPrdEs Ny rre RV TepIed@ad 95 net wor k

L 0 valti flatﬁ acapdgh asuadipy rclala_ttrgllermga% Q@H&d@éd Eegaerﬂé&g. of iy dst! ssu;ed
y a tel epnone CO an re.ca n ar ds, . pr.epal car ds an ern I Ona
o T e ordes SRERRRY 30816 vhar SRraR Dy T s e O A
t het el ecommuni cakieontrét hyr kroRegsest 2060 \ealabdatse tthre sefwee skso medl € ome
froma packet Sw'eg@gmgtngt }ygto_{i—ﬁt%% ARRe 1Xecd st k) and protocol

e e

conversion i s nee t oenab e _conputer systens on

t el eco#fruni cat i onsl ~net woFECt-0 3pRdddss re s ddifetamiad |QRe ¥R quest s sent
fromthe vali datbaggakewayal3@ ihankha 1patikreie ssdrt CIB Nonaed 3w KElow 302.
equest ssent Ir RLLNGRAZERL TALENLNG et utnk I o flievall dallon gaf srgy 130
conprise a two parts fransacti on'_’}(")| ncludi ng: ]) request Sent T rom-t he
packet switchi ngnét whek fiinaactiale pHore scompddl carel Yandnsetedd i@)the

areply, wth an.aytihQriiZal igaR «Way Q30Ct | e iy B s heliel @phoge  gonpany card
dat apase to the packet sw tchingnetwork. The sane software nodul es of the

val Fdat onconput’ér 19RSdPAMOPRPUS SAPPIAE aFs & t' P $HeFd bt 98 & Hepr ¢t Y
conver si on fromyx.025 paitd oirite  aJhee e sSgee rqyani st ars@tpbytddel t el ephone
company. A s0. SiILIAL Lo, T equents sent, ffamiheval i dat op. gal epay, 430, the
present invention is notlim ed10 pr ovi di ng protocol conversion for
anaut hori zat i on m@nug lr epegstt aro apes d c A sk bf/irart ephopecconpny .

The present invanti on gpay e JsRE G Y A nfBVET Sbo8r{ 05 r 30yn s SOMIeSt
sent from apacket__swi t.chi nglar]gtv\ork to a._client server. network. -47

SUBSTI TUTE SHEET %2RULEE P28\~ 2 Lo PIR ISR SHFp 2 M0 ™RPEAR 68 BT 1 115981 ¥y 767

Theref ore, the teeremvtiedwe pifone ec aret saeau eSiiowrdsstageshotihel menwader st ood t o
refer to any re t a ' '

val i dati ongat evvg)%%%&%qls_?%g’%%ge% 1?%?@ _tagfd?nktﬁte 2%%1%%%% ?%%%%%?ér’gs?azge
shoul d be under stSo®F Ve deek vl ahd gk imep | thfe Syt ket 9F orhr@ ad § kg on
gateway 130 to &dFackalssWdaahidig Jretema Kint, 133 e B0&mp e X gPogram.

CONI NI - PROCESS r ecei vesan tel ephone card request nessage fromthe

X. 2511 I network. In step 808, the X 25 comunpcation nodul esends the

t el ephone card request nessage to theVALI D- PROCESS nodul e. The

VALI D_PROCESS nodul eperforns the protocol conversion fromX 25 to

t hel5cl i ent server protocol that can be used to interfacewith the |ocal

dat abase or data applications processor(DAP) to be queried. The procass for
prot ocol conversion is described with respect to FIG 4.In step 810, the
VALI D- PROCESS sends a | ocal ' _SUBBYITUTECSHEET YRULE 26) ocal dat abase. The

| ocal dat abaseis a tel ephone conpany card dat abase. A tel ephoneconpany card
dat abase contai ns custoner accountinformation used in validating a card

o, D P - o Y . . .



In step 812, the |ocal database sends a | ocal database query response to
the VALI D_PROCESS nodul e. The | ocal database query response indiC&UQﬁ$R2m2
-Whet her the customer is authorized to bill using the card issued by t

t el ephone conpan However, the |ocal database is only one t

.tel ephone W ﬁ? card dat abase. Custoner account infornatiﬁETﬂgpmggfﬁs
issued by a tel ephone conpany may al so be mai ntained by a data applications
processor |IIl (DAP). If the |ocal database query is database not found or
data not found, the custoner account information nmay be stored on the DAP
for that partlcular type of card. |f the |ocal database ery contains a
response, the VALI D- PROCESBenBANFE 1nERETRLOFeFPHERE s ey %stma}rhckatjep 819)
if the local dajpbasesguelry2rpspeage ifsodatabhasempetiskeunrd wWio daiwe not

found, VALID PROCESS. sends a_data. pI| ti_ons DA query to the
DAP. Sone cardstf%%?aﬁgéopséﬂggu§§ ) ﬁg?eﬁﬁoﬁggé§§§§ﬁlés% ng? =25 cal |ing
cards, are not sehidaten uebngahUGAIonatabasesonﬁhése1@@@d$xan3uwal|dated
using g dat abasglegnel%P rz;egs%? 8t ehes (SYSHORRL13CCQUNY i) or mat i on

simlar to the [Tocal database such as custoner nane, custoner account
nunber ~~~> anddRERBLRE2BAPRANGE. TRf eClid OPes pERBe thE {HAANGHEAL dat abase
query is dat abaseob@tsbeund20tcdaha RahubouBgkrihher e saaeoudaad nformation

for the card e.mintai.ned_on_t e databa t.he on of
the calling cg%ufglggﬁes%t?"gﬁowa H&etsolf‘ﬁ Bﬁg 3§eyf\£‘aﬁ1§§%§ep 816,

t he DAP sends ac@M@UqaeryrpespmnsetE@fVAEIEHPROQESSmaﬁMQIDN®anﬁnqrresponse
i ndi cafyes whet hesn£8eeCUsbAMEhek o2kt BRbk2eE 1! BoRivkl sHnNNY Hdig,daf d | ssued
by the tel ephone ang ¥ -49 SUBSTI TUTE SHEET %RULE 26) 01 APR 2002 WO
99/ 211096 PCTNSY#PDL3 & sPé!ptéis’,“aV)ﬂEllDOPRéeE 5 SERGSLE t'AdpIfdik card
reply nmessage t:0.2%5epXo25c8D nseBROCESSembdnbacVALl PrBREEEST ,cameerts the
nmessage fromthe e t gc . r | that. . ca
beunder st ood by ?%%fggégu%égﬁsgég R ?h bgggﬁf% ﬁ §|§8h§%e g§?1r¥€%ﬂe t
message via theepeesspe¥ wbek: The process for protocol conversion is

descrijged infurther detaianrbhaespestitaek! & ciléﬁ);l @e&beﬁ»eBZQ»auxe% Ca ~i
PROCESS sends ate ePhoae card regl¥ nesg Ee to the ?etwork FIG 9
el R it &

illustrates messad wPofdaf aaﬁagtpﬁﬁ§§§8 rECEREF on an

X. 25 switchvirtpadtecotureceAveallUOBL RBAVI emadsl et andaki datienal seadd | ssued
by a telephone[ﬁgg?fgyrgygrpgdrggehgeghgngggpe&agaﬁegganent virtual circuit
or a swtch virt circurt fromt X. net wor k he call is receivedon
a switch virtudreiPei{ipRerppbcREetPsos| (BRPLFENP) emeAk leng&hait the cal
is recgi ved on nper EBENL2eMi Ehdainaﬁhaqubbekatste@oaeaaeam@ment aX 25
service in nDduIerecelves an tel aﬁgone card &egugst nessag& fromtheX 25
network. A parent2RFvieeet¥enia &8 miaurePHAPT §OFBHRESF BICIBF™ he

X. 25 COW PROCE88iwbeutbkaEoweveiyeankekvesthefrandaléentisat sawck fagr ked out,

theparent servigg o MduLeaksiBAt phbiek8drE0 anPilikball AhiARRRRNION.s The
X. 25 CONI'l ~i PROCESS. nodul e forks outthe parent X 25 service in nnéhle when

the Jsystem i si nf tYat &82Rh8"t REMBYFERt PROI5APALE S| fDAGd SIS GSs riesdd es
()untids the systenclseshat dows. UDPSREEVIABAulBeapareris XedmeSarsvifer
e Sk Phnar hbLdol 82 BeLuliee dbbaRllGes PR k20 Servi co
i n nodul e Sends e request nessageto th service 1 n nodule for
processi ng. -EK?EﬁﬂE@TPTU?E“SHEE? RBLE FbF UDPBLSENPRM2GHZ e\Se99is1096

PCTNS98/ 22267 |ﬁe§1§>6ﬁ58§0) 1hheuahhbdaxt35r§eameﬁ bt Fedelcesndst e
t el ephone card req g e_toVF

SS. § ml.ar to ssages
requestingval i datf ?aE r8 afgsueaeS§T¥8 h8Re bSnﬁéHP§§lgﬁatare
recei vdd on permnmeﬂssvrrﬂaalto|tb3|msnuaequpsratbatcaneoﬂ@anamntted to the
val i dation gat eyayn1 o] t c u REdULs r Qt:oco
conversion. VALID P ?Kggp ﬁEgydgﬁﬁsMFEegggﬁvggglg%ﬁ n#b gggt%%thecllent
server protocol ITs@BEBget @rlééélmé&PéBa§§36FF°r~CBAP°ﬂGSbe queri ed. The
process for proipzohngopyer shengscdesggibed in further detail with respect
to FIG 4.(In step 912, VALID PROCESS sends a | ocal database query to a
| ocal database. Sim |l ar toprocessing requests received on permnmanent
virtuall~circuits, requests received on swtch virtual circuitsneed to
access the appropriate database where cusfofreraccount information is stored
in order to validate ordeny the request. Customer account information such
ascust omer nane, account nunber, and account bal ance are~()stored on a
| ocal dat abase for some cards issued bytel ephone conpani es. The | ocal
dat abase query is aquery to determne using information in the
| ocal dat abase whet her the cargyg WT'EjSﬂEET( ? E%)case of prepai d cards,
whet her sufficient funds are avail ablein a custoner’'s account to process a
caII The Iocaldatabase elther authorlzes or rejects the custoner srequest

o M. o o,



01 APR 2002 1.'VO 99r11096 PCT/ US98l Zz22b7 on a DAP. |If the customer account
information isstored on the DAP, the | ocal database query response
- 1 sdat abase not found or data not found. If the | ocal database query erAP&Zﬂ@
a response) | D- PROCESSnodul e next perforns step 920. 1 if
t he | ocal gtgﬁqgggﬁqueryr esponse i s database not found or da{?’ﬁh‘gsgsl%zg"
f ound, VALI D- PROCESS sends a DAP query to the DAP. Regardl essof whether the
card request nessage was received on alOpernmanent virtual circuit or a
switched virtualcircuit, if the customer account information is storedon
the DAP, a DAP query nust vheIpeniprt @ lidee iDAR Jdsaw Redl zadd idh Inb@®iep 918,

the DAP send a DAP query orespanse t. D- PROCESS.
responserndrcategfﬁ%eFﬁeF @ugﬁ&%é' %9“lﬂﬁﬂﬁ%%ﬁﬂfqgﬁﬁézﬁﬁéﬁﬁég%he card
i ssued by the tmbéphene eowpamﬁdulanmpd%MB iAlal BreRRECESS s ermtepater

tel ephonecar d 1 5pby ARS8 10 thia® Gl ohPBettioddie ddh Il & 20 ad4 ar
to processing o nmessages, VALI D- PROCESSpr ovi des prot ocol conversi on.
In this step, tﬁ@ﬁr@?éééﬂecéﬁ@@FQQﬁwq%?“ﬁ%ﬂnqqkﬁqﬂﬁeﬁﬁ SRS IRBT ocol t o
X. 25 protocol. Fhe pmqeswb@msr@r Rloale GRAPFRITEIOHroo tARSAN Iy d s fdK t her
detail with respect to FIG 5ln step 922, the chrld X. 25 service in

modul esends a t F@SﬁénéoEaFé?“‘F‘é’}S‘I ar’fe%hé e e &N MTMA o Qe TaTeT

tel ephone card eepbpleesgageans seerl famame iswi tddodsddall 3d I cwtert hitie Was
used for sendin e u Wi tgh virtual circyit ends: ()when
the transaction PETREEQaﬁ EE&EZEG%élhggr%iggﬁod%E% OS5 %b q%

par ent 1X. 25 serveqeesnlmdapéhmnmarratoes Otfh@r@hilltd C>QIZB @@mgam ﬁrronm)dul e.
The child X 25 Vv a0 BFREWHa® oS b3 1f0r opocC T

SHERT (RULE 26) BRbyhARug] BpEuatar? SHRD I L 2nacsaning et oﬁ(gé BUITAE
parti cul ar tran3aEfFBnT SEHER bt AZS SEAENSACSISTN i€ G@ﬁbﬁém@@01ﬁﬁe parent X. 25
service in nodupebeeskbat @32t hewdlenl dhé 25 nsercviace piridosdwre . 18re sstdLm and

met hod of the pre i b rogcessing . a_ . .
validationrequest QEpSéS?% %?egg§on%ﬁ#§%gtF@&@ogéF&P@e%rbfﬁQfFﬁéﬁgbrepaid
servicks with acbhardes eardciBgedewanpl @ vastdcels rcaulacspayr iemd of the
nmonth bills usi e S gl i r
pIatforn1()thatog%ggpggbg§§g|Fg%ég |n%%%&gaﬁgﬁﬁ g%np%hsg g%%%% ocessrng
of requests to &@BdfUrasthe HPHeBFNDaBOSUAL, (ChéhpaMmpauailoRPGaRERTy 130
woul d receive thgngggeesbbaomt he teleconnunrcatrons net wor k and send

t herequest to a financial tmnrk Processi ng of

B ﬁassor 132 via g of
the request to be sent to® AciteRa r383§§8rwi§ lPs ﬁe SHTE—PESar dl ess
of theXervices bempgtpai gdrbgramf igaki dammonicedguestss madanec eiefed rMekdomd he

AI'N 124.The Sysggnkaag IBLAAH ; egtg@%sp EIRREZ()(KNY@N PR ph o3 not
limted to providing an |nter acefor t ansactrons betweemn i nterexchange
networks 110 andffindfici ab pPOPEsscRSiPRE MPRaleydsedm avd idethion of

thepresent invepbingiicBRY pRBg¥aRdmMAIGNRY @haGOTRHRIEAH-AN Witneaded Relween a
client server network and a netmorkusrngﬁx 25 protocol The validation

gat &y canper f BVHERBEB4gBELNIRER e BUSHA 25r STGc Hi- 280 MPEHSTEnbefeen any
COMput®y syst ensomRgHiikiag oS sage lter d1zs hertand mdltie@ntt os @heer flae i%g25

pr ot ocol Converx%&QﬁCQRaQ"'st 'n%?woﬁ:k' fouteNGal) §5&MRAL faRLen t%”' FL3ed Q-
transfernessages t erformfunctions other than cre car Vali ati1on)
t he transactronvdatanVn@PGH@G ﬁwlﬁﬁgﬁﬂg'@ﬁﬁw@ﬁkreq6@§txaﬁé response

messages and t heogg!r greguest m%la"ilf'eemn)telﬁ%:&&geﬁ.t\hm&'h@ e nla@igact i on data
-53 SUBSTI TUTE SHEET % UL% % 1§AP% gg&é&gﬁb%§/%109 PC1' / US98~ 22 67
needed for the BAPEPEGPAr ToPansAbH F & SpPE0E: ©

i nvention i s' usedqtespemkssagpisottoc aheofiaasicialf prowmessaged 32ent Ihrom a
remte aut omal edugit;BA. Achll 215 sSR! PRIk };auéied%%g@% QN ,anx. 25
network to nmake a reservation on a particularairline fl Ha%seat is
avai l abl e, the Fhahéaéfpéﬁé&tHhﬂﬁhoﬁ§céﬁﬁédF#§ﬁtr@P1Wh@e§§ﬁgG§brUhthequest

andr esponse nesgﬁggstaagl&ael@ar@rreﬁg@%klaﬂd Eeghy@ggsgggganghd i ncl ude a
parti cul ar arrlrp Ceggge t he validation

di( Irg t odr
gateway canlintBfface mntﬁagetmg% g Espﬁ%ng nggé 8P cFP@ e&eMP8HB st ocol
such as UDP/IP. In addition, the valrdatroppatemay isnot limted to
interfacing with networksl~using X. 25 protocol. The system and net hod of
t hepresent invention can provi de nessage transfer andprotocol conversion
for any packet sw tching networkprotocol.Iln addition, the system and net hod
of the20present invention may be inplenmented using variousformats for the
val i dati on request nessage, thetelephone card request nmessage, the
tel ephone cardreply nessage agggshfr %ﬁgé ?% nessage Theval i dati on
request nessage need not be in requestinfornm rmat. Any format
contarnrng |nfornat|onneeded to process a credrt card request can. be
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01 A PR 2002 WD 991 1096 PCT/ US98 22267 format. Again, if the inforGhtAPBil]
needed to process a reply is included in the nessage, the format of the
. message can be used with the present invention. Another enbodi ment of the

present inv i oes not require that a non-bi|l able BDR i |
W eér?@gp . /dsts»b‘?i‘zm

Because sett occurs real-time with authorization, a BDR7 S hol needed
to process the custoner billing. Therefore, an enbodi nent of the present
i nvention does not include a non-billable BDR being witten by either 1~ a

manual operator console or validation gateway 130. In an additional

embodi ment of thgepigsentl(mbAUERL I ankoatharireadl it JLWasSer@ € processed
automatically by automated operator consol es rather than the SSCP 138.

Aut omat ed oper aPBfU¢Bns6PBECTEFAdY| STRELESr £B S FE5OT™ & rasPonse
units, are usedrkfepredess HaNy ahtiadatedutlel ecamauEeairidms®IVeces. The
system and net hod_of e present _i.nvention be used with any caller

i nteraction prog %SFE?H&?&@ ﬁrgt’iﬂtlgiynCitrr(]a 5Fg%€|‘30?11ar?é§cfe\c,1g fpraor%%/cf'n“é LUst oner
to process the t@apgkktioThendyshem &rd tseskodtheft dme prasbeld, iwventi on may
al so be used W (B8Rt XndauPOVMVLBRYSESS that does not fork out a child
process or service in process. The X. 25 CO~t PROCESS is a single point of

interface between the VALFD PREPESS6andhenBartsd perdtor AREFHOHUI@ t hat
can perkformtﬂeviamﬁasftaaa Eé&ﬁféisQn&obﬁﬁ\Aﬁer&oVAHeDdﬁmd V%_-lad%ﬁé@ie(- 25

net work or ot her cket switc net work _may .he used. ile variou

Crbod mrent s of FREAPFESEREE: | ) TP B EaMeRacE LI G5 & (RAPRINHA, 104
shoul ditbe under ssoodcthakdt hgy ahaaeubéenpprasemnt ednzplwayl JXA e anpl e onl y)
not limtation. : th an p t Jnvention should
not~pe |1 tod f554nsb8R FREPL. 0, A HuRaR"Bol aral PrEsEed B MANELT " S
St TITUTE SHEE¢P€R®EEr26Pn50®§_APRAZ0OIhﬁ+hQQE21©9@FEG1ﬁU5g8ﬁZZZﬁ7 shoul d
be defined only iBnageerdanagcw hohhentokhawbRg Cl ainss and ihg] rg

at
equi valents. | -56 SUBSTI TUTE SHEET ( RULE 26) 01 APR 2002 WO 99I2f596
d ossary PGT/ Usb8/ 2p¥59aherneadedmiledheaPFoprEsprhtCoperform the
13 transaction. Transaction data to perform a customer

request to charge to a credit card includes a customer
credit card number, credit card type i.e., Visa
MasterCard, American Express, and expiration date.
Transaction data may also include the customer's

20 address or zip code for verification. In addition, an
authorization amount which is the amount to be billed
to the customer's credit card is provided by the
customer and is included in transaction data. The
human operator enters the transaction data obtained

from the customer in the manual operator console 122A.

19
wh

In step 308, the manual operator console 1223
sends a validation request message to the validation
gateway 130. The manual operator console 122A
populates fields in a validation request message, also

30 referred to interchangeably herein as a request
information message, with the transaction data obtained
by the customer. The format for the validation request
message is referred to as request information message
format and is shown in Table I below.

-22-
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k The ACD provides switching functionality between the sel ected nmanual
operator console and the interexchange network. r.IN Advanced Int ehli Qﬁm
Net wor k Gat eway The advanced intelligent network gateway is a Ifl ¢ r‘ﬂﬁﬁ

system that pHAYA@ReS Nessage transfer and protocol conversi onp@tA9¥3967
BDR:

comuni cati on between the manual operator consoles and the SDP. i~

Billing Data Record A record used in processing custoner bills that is
witten by the caller interaction processor or the validation gateway. The
BDR contains credit card information for billing ' _'C) purposes . CLPROC
Client Process The CLPROC sl £1 Dda t hén VAbdb APPhe s8RYEE A nn@@ean provi des

interface and tim for _transferring nmessages. bet ween the _val.idatiqgn
gateway and the gﬁgg%%‘r vre‘?‘{e%ee;d_?’ %ﬁh‘?%th?%orﬁggﬁééeg lﬁjréid S for
the recipient, eitderopiniaved iwath orrgaseerionrdsihe BODRisenterfy ;the DEMUR-

Demul ti pl ex_Pr ocess, PROCESS: o Te DEMAR: PRRCESS, spgiL e ohyLhe AL APP - 57
SUBSTI TUTE SHEET (RULE 26) 0 ~ a~K zoc2 CVO 9 %H1096 Ba?ﬁéé&szzza?

conput eP progr ani? ERETYeLOR BPVFREL pReKBE s FoFlndesi pl Eledddirefeargd to
aut hori zati on tradsachmensShdr om tiei BPR servechangd-cends t haepackets to the

response queue as iated wth_t particul ar_authopjzation transaction.
LAN: Local Area @%’fﬁh%%\i[ﬁAﬂ%&iﬁ sp?%uf?utée§i‘§fﬁ‘bat M&A <GP Eal I's 1 (~
anong the nanual i dgper bf Der cond 0d esuaroner ovre@st | cindnmaticonntto t he nanual

tor 1~ - ' ' 54 o~ b SNAP:
oper at or consphgs. { 05 be Uigg]wéfhﬁé]z‘?t p{cg&?é?f{‘é’roil_ﬂ%ﬁlkghss tha

Intelligent Service Network Ications Processor | selects a
manual '8per at or POFEARE aHR e nsTUrRECY WA NG Nl PYTEAFES shatditder i but ed

anong the | ogi cabhyrstedt npgl gHwURs Obr NBOLRS P& Oheg0RsSaKES. hTldBAPP:
No( ~Bl ocki ng Appl.i cation The NBA%;]: rmdu%e of the VALID- APP conput er program
tradsmts non- bl b¥ki T CATs TeieerFate 3RFT WAL i bieQht ERaY - akGteRE <BDR

server. ;t) N DSo Netwerdhdmfeshmnt irerdistas butcwst Seeyi ceellibSciagda
i verk o et L TRAS SN IF £ SUAEHL SELHSL B Kenl
NSPP i d5a sessi ofnak i kdretd) f ipfaraarftettepnasg credit card account. In
addition, the request information message format
includes a 2 character achCardType field which is
populated with the type of credit card the customer is
using, a 4 character achExpDate field which is
20 populated with the expiration date of the customer
credit card, and a 9 character achZipCode field which
1s populated with the customer's zip code. The request
information message also includes an authorization
amount field entitled achAuthAmtLong which is 9
'ﬁ) 25 characters and is populated with the amount authorized
by the customer.

Additional transaction data included in the
validation request fields of the validation request
message is used to identify and route the call. An

30 example is the telephone number that the customer
called from which is referred to as the call from
number. The call from number is populated in the 16
character achCallFromNumber field. Another example of

transaction data is the number the customer is calling,
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achResponse (4)

response from validator

achZipCode (9)

Customer zip code

achCallFromNumber (16)

Number customer is calling from

achCallToNumber (16)

Number customer is calling to

achCardType (2)

Credit card call type Visa, etc.

achAuthCode (6)

Authorization code form NDC

achAuthCenter (2)

Source of Authorization code

chPoslndicator

Point of access indicator

achCustSubAcctNum({10)

Customer sub account number used for billing

achSerProvID(4)

Service Provider ID

sService Type

Type of service provider 1-VALLIDBI1
2-VALLIDB2 3-VALCSI 4-VALNDC 5-VALDAP1
6 -VALDAP2 7-VALHKT 8-VALICCN

9 - VALCARDTEL 10-VALAOCT 11-VALBT
12-VALGLOBAL 16-VALCLAIR 17-VALCLAIRT

-24-

SUBSTITUTE SHEET (RULE 26)




WO 99r'

response to the caller

1096 PCT/LTS98l 22267 val i dati on response nmessage and sends the
i nteracti on processor.

VALI D APP perforns proddd812002

- conversion between UDP/IP and X. 25. VALID) Validation Process Mdul e
PROCESS: WiyshBrdgiROCESS is a nodul e of the VALID- APP conput eeTRiseg2a t hat

buil ds card request nessages using validation request nessages |f)

froma caller interaction processor.

validation i
fi nanci al
bet ween UDP/ |
di stribution

information t

11 .25 COW X.
of the VALID
fi nanci al

processor.

pro
accept s t he ¢
X. 25 "COVM PRQ

recei ved

I n additi on, VALI D- PROCESS bui |l ds

response nessages using card reply nessages received froma

VALI D_PROCESS provi des the protocol

| ~ conversi on

AN

P—amm— 25— WA
gi"™MealYRE anong the |

Wt

€ Ared NetWOrK_1rne VAN aSSIStS T thne

Tﬁ’ﬁﬁ%‘?qeoﬁg?"atoér[)poﬁ%‘f gEIRF52() provi des

Q. dni3@, fEdAbad) oper at ¢

P@wsaﬂsobes to be used in processing calls

'25—CoTmumm LdLIUHb Pr

ABTEVMATPER SAr agr am

ULEbS Voo PROCESS: Ine prlnary rodute
Trupk Sfﬂﬂﬁnn card request nessages to the

CEBSIORa tuXe b A0OMVF PRASESS ches ke eatl &oemplpdvprnraessn t hat
ala re IleFggfclgig‘es rgcg%l[sgsﬁig nan rreloE Cﬁs§or DAIl vall a:én(.:gn

conpl et e.
for
recei ving by
transaction

-61
billing 4

tSLBBSTt TRUTES SHEET (F

QLBIEEVJZE)E na@i‘GAPRC@@@ZIG@EAiNSOﬂ_ A nmet hod

GURLOIEN 46F &G L, Cang

a val it dation gateway
ata froma caller in

nﬁ?&%‘égt seRQ0DT 3! DG Ahhea st §PS, k. (@)
g atl1on request nessage contalnlng
{5 Fﬁ%ﬂlnn pLocessor.; Afh\ hnnvprLlnn said

val idation reg

sw t chi ng net
val i dati on gait

reabacEes ageiefl r om §

lAﬁhhﬂﬂtoﬁéh%@bmﬁmoﬁﬂmeAPO a packet

V&PISPB* dgg ng“?g%m al

n a card recuest sSage trom sald
B

sQi dicust oner
a’card reply

sai d packet s

sendi ng a val
caller

n

20

i ntera

m&dcdsdecar d account

T B if o =Y 'rarr ation to char ge ta
AaMb odeeesddviingpdry bsHiidgval | dati on gat ewa

rraeigagervrer 9’9)Sal arl

wor k nrﬂ

QﬁﬂClal EFOCESSOF (e) converting Trom
;%ﬁ said cl L nrnfnnnl (~

| ZtARE Y vie@S pONS € ne<

sagerd neen sai d val i dation gatemay to said

clion &L@ esSor

Binary field which is num of supp code digits

chsSupp engt
achSuppCode (35)

Used in ONAT call request and Supp Code Resp

achBusinessGroup (7)

Used in ONAT call request and Supp Code Resp

chNatSubAddress

Nature of Address Indicator found in sub addr

achSub Address (30}

Used in Supp Code Resp packet

achRoutingInfo(2)

Binary number used in Supp Code Resp packet

achPartitionNum(2)

Binary number used in Supp Code Resp packet

chNoAnswerTimer

Binary number ised in Supp Code Resp packet

achNCSInfo(30)

Used in Supp Code Resp packet

achTerminationID(15})

Used in Route Resp packet

achConsNumLong (4)

achSiteNumLong (3)

achMerchantID(16)

NEW FIELD - MERCHANT ID

achAuthAmtLong (9)

LARGER AUTHORIZATION AMOUNT FIELD FOR

ANSWERNET* * *

In step 310,

the validation gateway 130

converts the validation request message from a client

server protocol to X.25.

In this case, the client

225
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(g) witing by said validation gateway a billing data record; and (h)
sending said billing data record fromsaid validation gateway to 8 Ini®Raifk
_information distribution service database server, including sending by a
val i dation Gﬂfﬁhﬁmﬁf a validation conputer programon said Valirdfhh e
gateway a billing data record wite request to a non-bl ocking appllcatlon

nodul es, sending by said non-bl ocking application nodule said billing data
record wite request to a client process nodul e, sending by said client
process nodule a billing data record wite request to a billing data record

servi ce, sendi'ngsbéyvéeai grbtbtbhgudatiabyeehedmaandilceparhitldr rgprdaila riecord
write response t F anuItipIex process nodul e, sending by said denultiplex
process nodul e a % { hg data record wite response to said client process,
sending by said client proZbsspnodatelacbnveragodatia pecdiodmed tw response

to said non-blo Pelgpgl ’sSf‘U«rQ?enﬂthfesaBQ Eﬁ@dVﬂﬂIByA%%’ & o lé{rDCk' ng

appl|cat|on nodul e a data record te respons€é sal val i dation
nodul e. 52. The n@f%@aa%foe|ahﬁ1zalmﬁéFéPﬁ g@éﬁwea) éenpr? s Vagdidd tiialy by

a caller interacti@ilePtoREEEQGeSAEdrYakiidati By £RAUEDP REAW hodtdid of
custoner credit card . a

by an operator; Eﬁ?eYPﬁg QFB FPﬂﬂgﬁg%lAﬁgéiggzlﬁgblegﬁgqggp[ggz 1&$2c??g§

processor; sendi sgndy shedvealildetiont eeguesonmpesagesab shied val i dation

reduest messade g Db brb@o38l Ho6YEEORS o BUL EobAEd BGGAM prand drecel ving

by said validation gareway a valrdation re message contal ning
transachd on dat aUDRhEPelA §a?a caTh@rPFﬁF@FQétF@ﬁvﬁréé@§séﬁ @@ﬁﬁﬂﬁ@@ﬁ-a

manual oper at or spnﬁmtﬁp 3RO&b§SnBﬁdelﬁ§ ghalimrdqueBer Al sayRP tbdkend
conpri ses: obtainin calle rocesso sai d val.idation

t t
réglest to bill t9 ?dftﬂgPSﬁﬁi é?@géggegﬁg3gccoEHFt ol Feteitng of the

transacti on dat aphbytsactl cahVersinbeanadt foncpionessothesendicigriey sai d
caller interacti esso ay; I t] e age_to bill to
sai d customer crﬁéﬁ?fggr§§a%%%ungLY§ %956%2@ aggy §£°§§§a Q Fdat i on gat eway
a validation reqhb%%sﬁ§%§9@el@oﬁ¥%rnﬁng transactlon dat a; mhereln sai d

cal ler interaction processpﬁ §@g§r3§gs @héeﬁalQQaEﬂthBhﬁgwﬁ9nﬁB©|sBﬁH&t or
an automated response_un

ste
conprises: popul &% ng2H§ §§?Heﬁﬁlmﬁ?s?%?eF58T|6ﬁ pYBEéégﬁ?OBngaéFaﬁ%réo
val i dati on requesteff ehascial sardcessodal 32nfoeqaeshonmtgaagenwtbhcharde

transaction data, oblalngdsPYnspl § CRLLEEE LOESTBELLAAL. The x.25

20 COMM_PROCESS module sends card request messages to the
financial processor 132. In addition, the X.25
COMM_PROCESS module forks out a child process which
accepts card reply messages, with authorization data
which is an authorization or rejection, from the
financial processor 132.

Although the X.25 COMM_PROCESS module is the

primary module used for sending card request messages,

K

(N
o
W

the process of sending the message from the
communications module involves several modules that are

30 forked out from the X.25 COMM_PROCESS module. The
process of sending card request messages varies
depending whether the card request message is sent over
a permanent virtual circuit or switched virtual

circuit.
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processor froma custonmer or custoner credit card; and sending by said
caller interaction processor said validation request nessage to sapq APR 2002
-val i dation gateway. 5. The nethod of claim1l1, wherein step (a) conprises:

popul ati ng by, sai aller interaction processor a nerchant id I fd field
in said vali é’é’[%@iog‘r‘;’equest nmessage wth a nmerchant identifi er?’?s”s'%slgi?%?tzgjé

with a service provider and a custoner credit card account identifier
obtained froma customer or a customer credit card; -63 01 APR 2002
popul ating by said caller interaction processor an authorization anount

field in said valj i S tth;an:authgri i
provi ded by saidzgﬂg%gﬁgnéfguﬁ€£%? ?eggﬁgw%%iéécﬁgggggéag?gd? Ogggggkem
account; popul at iTf@ MR AR ca¢Mains nd cPAENABANBr déBEsBRLYRBNOLDRDr e

val i dation requestaifi®l dsoh nyseédayal 3dabh@naneguest nBBSSa88tWshbwn) on

addi tional transactian % t a; and¥send|ng.b said caller |nte&a tion

processor said vall%dti % NAGYRE %%%%%géngﬁrgapaeséfiEQFigﬁ égﬁéﬁé?;

wherein sai d val igtatewsy rejiesdé oessfigeansiah proeguest iLlARornmati on fonmat.

0. fhe method of Glalidn: WierenDy SEEPCURL FORRERSCES HOBEHLARNDY 198k
y Tr alTe

val i dation gate romsaid c r-rnteractron processof said validation
request nessage; YHt¥} ethagsyseematsi dhubdeunt r of sHi8Chari YATtYa lr equest

nessage; storing satchit ansachiefafdiasi ghan!l acahriessatespendsadqll 3l and
buil ding a card request %Essa e u5|ngﬁsald transaction data rece{ved in

sai d validation r%&h&%ﬂt sGet e IRALedelRBR bFaBFRLATIOPWAEr EPR step (b)
conprises: recei walgi dyt porel remponee enheesagdul ehbthsaodpiakedathen conput er

program on said valli i i r interaction processor
% @l dation daLeyay, [Lom sghdocalLer

sai(d )val i dati on r'eque nessage; ” sending sal al'tdation request message
fromsaid client receive notiul® permaneant dairbnal circuit is used to

transmit a card request message, the X-25 COMM_PROCESS
module sends the card request message via the

135 permanent virtual circuit on the X.25 network to the
financial processor 132.

If a switched virtual circuit is used to
transmit a card request message, the X.25 COMM_PROCESS
forks out a X.25 service out module. The X.25 service

20 out module requests an X.25 link from the X.25 network
that can provide interconnection with the financial
processor 132. The X.25 COMM_PROCESS sends the card
request message to the X.25 service out module. The

L;> X.25 service out module sends the card request message

25 to the financial processor 132 via the switched virtual
circuit provided on the X.25 network.

In step 314, the financial processor 132
sends a card reply message to the validation gateway
130. The validation gateway 130 receives the card

30 reply message in the communications module of the
VALID_APP computer program on the validation gateway
130.

If a permanent virtual circuit was used to
transmit the card request message, the card reply

.27-
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nodul e of said one or nore validation conputer programs on said validation
gateway; retrieving transaction data fromsaid validation requ@sitAffeHgRage
by said validation nodule; storing by said validation nodule said
transaction data in a | ocal nessage pending list; building by said

val i dat i oWO¥9au% sai d card request nessage from sai d trangatiuses2zrafa i n
sai d validation request nessage; and sending said card request nessage from
said validation nodule to a conmmuni cations nodul e of said validation

conput er programon said validation gateway. -64 01 APR 2002 8. The

met hod of claiml1, wherein ste ep C r’g)rl ses: sending sajd card request
message from SO Cati S rﬁfédgré th & a0 |%ea’f’i“?fherg%n‘bhfé\laérogram on
sai d val i dati an gateway mree sraamli fnmrycnﬁwmgmmorec&v&ﬁlebﬂethed of claim
L herein step dd)caamisass | cotly g Dedacompnicati gngampdut e of a

i atl on gat ewa

vaI i dation corrput er program on 'sa a card reply nessage
from said finawcichlr §rloc exsEragel (o %%WE}?S claiml, wherein step (e)

conprises: receiving by said sualddadd ngﬁiaawadufddpdﬂ@@é d, §kpapei al
processor sald card reply nessage; retrievi |y data from said card
%{)" o'saaf‘r‘f‘s 'Te

reply message;" fapPig s d 53 St 9% T TR LY T PPERFRY
transacti on datsa facamved coalt hreesage qeemdnend iwiys twald dindding aThe

val i dati on re%@%ererm%ﬁms%enw%ééf@m% dats fg(%%f@édob@ca'

nmessage pending |i st d sal response code e net h claim1l
wherein step USnpr iT96s X - Pec SSRGSy U é’lﬂﬂﬁ}rﬁ Snbhs-Modetedof a
val i dati on conmputler mersego@Mten VATt \PROCESS .oN Toat eadys fg«art seé dofit nanci al

processor sai g gangd aqgkys%%%%a%ere.%%QSQQr%@éiégﬁw%éégé&%r%§sgﬁ§ from

S conmuni cati ons no a val
- X.25 COMM_PROCESS. The X.25 service out module is used

only for a particular validation transaction.
In step 316, the validation gateway 130
N converts the card reply message from the X.25 protocol
to the client server protocol. VALID_APP receives the
card reply message from the financial processor in the
communications module. The communications module sends
the card reply message to the VALID_PROCESS module to
20 perform protocol conversion. VALID_ PROCESS
builds a validation response message and sends the
validation response message to UDP_SEND. Further
detail of the protocol conversion and function of the
software modules of the VALID_APP computer program is
‘~)T 1llustrated in FIG. 5.
In step 318, the validation gateway 130 sends
a validation response message to the manual operator
console 122A. The validation response message includes
an authorization response code which the manual
30 operator console 122A uses to determine if the customer
1s authorized to pay for the amount requested using the
credit card. The operator enters information into the
manual operator console 122A to send a message to the

-28-
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nodul e of said validation conputer programon said validation gateway;
retrieving authorization data fromsaid card reply nessage by sai @1 APR 2002
. validation nodul e; mapping said authorization data fromsaid card reply
nmessage; retrieving transaction data froma | ocal message pending |ist;
bui | di ng byOaizth9¢al i dati on nodul e a validati on response neBGRY&I8L2R6Tg sai d
transaction data in said | ocal nessage pending |ist and said response code;
and sendi ng said validation response nessage fromsaid validation nodule to
a client send nodule of said validation conmputer programon said validation
gateway. -65
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{ A Aly. AYe. ARapbanAStAe. AGLSBMAR- AbnA@%eA&HR Breidla AR AR AL A
3’>AuRA[Y’>A5A A(AAQ,A?AA(ll I_y ¥]ARAyARAuA’>AALARAfNe
Af( R AfR AR , @ WK#/ ust ates in more detail the

; >KVf $69EQ } XS nho]/X]*@ab]ica]reaJ] eadléapcaseapeaUpoaltealcdallcc & calxa] ca] cal cal
ca] ca]ca] caUl c Lc Ta T C

" ##e% 9 W/é%/k%?k%@l @]1@) ]I% %]n% ?)]ra%]e(fr@%a%b%%ga]n ca] a] cat] ca] calUjca]cal]c

a] ca] ca] ca] caU]’EﬁF@é‘]tca]‘c’E]’éaPEa] GQFcéfc?é(]eE&aF@aG]h@a]pd‘é’] " a] ca] cal 3344B4
4l 438T8999999cmnve<522ndkﬁ@@@@@%ﬁyhm o efveedUoa /gl calcal cal] cal c
a] cal] ca] ca] cal.c4a] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca] c*a] ca] ca] ca] ca]
ca] ca] ca GGGOGERRRCOB OB V: VUVXVAVPWZ \ |
]11"]10] cdd! d$d1d} xsni c*Yj e ZU] ca] c(a] caU] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca]ca]c
a] ca] pa] ca] cal] ca] ca] ca] gaUlkgal pakeableal @ﬁ\bséhﬁl@kcab@a@h%a pres
ld=dKdgknkkkkkl rrrrrrssli zNgl z| ziéﬁzov xsnid g}, }lca ca] ca] ca] ca] caU] cal ca]

ca]@] ca] ca] catf¢&] taPta)] CaF cdf LafeatPeafesFtaycaplal 84FEABIES] ¢4]dal) cal ca

~ytoj e ZUg cahJ]aca]aca]:oa]aca]apa]:aa]acal:l]ma]aca] capaapeakbe] eaty azlsca] ca] ca]

Z
o o] ba] va] bal lc’é?ﬁﬂaieg%‘gglégél‘gé}ﬁ%ggl U 2] 07 2T 25U Sat SatT S SRR EaT oa oal <
a] ca] ca] ca] ca] @&fEafesn] E%’“ﬁ?{%t 82 {‘gé“dGH]“S? lbl Y3 degheuueareapdajcal cal c
a] ca]izal] ca] ca} sa] calca]aeawcaateway 130 using UDP/IP. Although the

%cgizjggtﬂeaﬁ]zﬁ%%?g{ \‘3\?& %Eaﬁgﬁg g]?%ﬂa‘fﬁg]:gg] %ng%aﬁu BaPLaFESPLa] ca] ca]

ca] cal] ca] ca] cadreaicalca] catecath cafBAl Baird] CaPLaP$&* TheBsA\ zupkfa[ V]] c
aU] ca] ca] ca] caJ&al g3l cah cql &l ga sal @@M@k&@@]gg] \gglﬁaisekc?ybgel 6gl ca] ca]

ca] ca] cal] ca] ca] ca%lca ca%l a! | xchDl dgshn~ytoj e | ca] cal calca]ca]ca]ca
] caU] ca] ca] ca] T taf caf cayeaftany rea?eaf%a{ﬁ C&TE%.] Bapea} caPea®fes] cal calcal ¢
g]giﬁphnﬂlcj_Icon??}?i/lLZ and ige SSCP 138, using UDP/IP. As a | cal ca] cal
. Q! 9 alca ca] ca] ca
cal] ca] ca] Cal] Cﬂ%%a ¢ %»(Si JjerL l%?@%? E@%&é‘ li? lfé 98}89]8%( Nl (i
z( >+ 11/ >/ I/ Y/ TBVBE 6T 866 62=E=tae pDEEEEy ubkee ] 84 ¢ ca cBPB4UPca] ca] ca] ca] ca] ¢

]

al! E! EKKKKKLLEL RRRRRRBR “““ 11cal aJ calca]calc
a] ca])caU] caj ca]N% o ca]’% ]%a(fJ] ca?‘&%i’%%] gg?%a%/% }E%] gg%:g %g] ca%}“ca] cajc
aj car. ‘aggggggg@@ihhn%@o'beerOtOCOl conversion is performed as is
vao}/<v]Kv2]Z<Z] &éé&F}E&]ﬁvg] ok] 2@41})4(]9@] calead cad Caégja}@}ﬁéga] s?]:@alagale}g?;ﬂ} }C?] c
a] ca] ca] ca] ca] ca calcalc calcalca ~S
O SabTve vkt ati ) 11EL] o] EareRr Al FRbT b S SRR E0] GapEat €2 Shrbbibba Lhlre
a] ca] ca] ca] ca] ca]cac])ca])ca] gadealjeal ca] cal ca] ca! &]| 5' nt \xF@w nmhc”~Y]]]]] cal
cal cal cal cal cal cal oal cal ea] cebsal sl cahealon aed cah calcal cel ekl sapoal cal ca
] cal ca] cal] ca] ca] ca] ca! =Pe xsnid Z J]a ] ca] ca] cal] ca] ca] ca] ca] ca] ca
] ca] ¢4] ca] ca] ch caFeat ¢af c%] cAleafthiea) cfe ‘]%af]‘%‘a‘]”c%t] 5] €3f ca] ca] ca] ca! n)
1=q VALID_APP computer program. The client receive module

I Q37@/a}xsn| d Z1] ] ] ] c ] ] ca] ca] ca] ca]
]J %M R &P% gﬂé@] Cgv%}%‘@ \%If@ £op calgal calsal ca

ca] ca] ca] ca] calca calcaJca caj ca

q=C$Q05Ya} xsni'k 71 §3 119 a)eaj &g < af caf c@)}%a]%h]@a] Eajerdeqlen] cal cal calcal c
a] ca] ca] ca] ca]cad cad eaf cad ¢@ cad calealorl LB SFerat M HShss1640902 of

& ()-9¥%810%&' ()-, #l 109%& ()-sG 109%& () - InTLO%& ()-" 0% () - V\X#/ 2ZxV4! @ &10%
& ()-21@&10% ;& ()-2 Ol {py 10% ;& ()-Bhs:' 109 ()-9! H s:"10%H& ()-9 S
s.'10%&'()-92[\tR:!y&!@&10%;&'()-2 @&10% ;& ()-2 y& @&10% ;& ()-2
@&10% ;& ()-2 y&56: i 4@ &10% ; & ()-2 y& @&10% ;& ()-2 ' @&10% ; & ()-2

V& @&10% ;& ()-2 ' @&10% ;& ()-2 :nopoRO! @&10% ; & ()-2 @&10% ;& ()-2

Y& @&LI0% ;& ()-2 @&10% ;& ()-2 y& @&10% ;& ()-2 >?tR! @& @ &10%
;&'()-2 @&10% ;& ()-2 y&!@&lO%;&'()-Z @&10% ; & ()-2 y&?@vxyi A! @ &10%
& ()-2 y& @&10% ; & () -2 ' GUBRSOVIUTE SHEETYRUBESA)% ; & ()-2 ' @&10% ; & () -2
’>0R0l@&10% &() 2 @&10% ;& ()-2 y& @&10% ; & ()-2 @&10% ; & ()-2
y&'@&lO% &() ’>@)z{|tR'@&'@&10% &() 2 @ &10% ; &() 2 y&'@&lO%

"~ N A NN "~ N A NN "~ N A NN "~ A NN



pX<9z&1099z&10% & () -9y&9z2&10% & ()-99z&10% & () -9y&9z&10% & () - 992&1‘9;/%&(

)-9

89: NnsW9z&810%9z&10% & () -99z&10% & () -9y&9z&10% & ()-99z&10% & () - 9y&9z&10%

)& ()-9NopxX@@Pz&10%&9z&10% & ()-992&10% & ()-9y&9z&10% & ()-99z&10% & ()-9

y& WO 9921096 PCT/US98/22267

DElI pX<9z&1099z&10% & () -9y&9z&10% & () -99z&10% & () -9y&9z&10% & () -99z&10%

& ()-91}~sW9z&1099z2&10% & () -99z&10% & ()-9y&9z&10% & () -99z&10% & () -9y&9

z&10% & ()-96789j ] PCQZ&lO‘V(QlO 10 10' 9>10% & ()- 98 10% & ()-

9f5T10°/$& ()- @2&10 (%{9 y&EQ "al - C9° 10%&()-.~ 9""10% & ()-.9 "'10% &
"()-. 9%$10% & (f)e 9% 1 0%4 ()The 1ent receive module is referred to

9" ML0% & () -/ MWTCHB LEALA& (Ve - 95 3986 af)zed @orlQ%c&l(v)mg9 10% & ()

IO‘?/(') &1?;%2& 0)- /soslgcges Xf@:9m gllem: servepnetworg usQ'lg UD%/IlO%& 0)-

pX<C9 19" 10WB(Jcor' 48 ' 1B § )ca9e ' 109h&' UPP_REGV HoWus'e( Yis @ ' 10% & ()

ODH| } ~sWrco™* 1000 '8 (SEE 5% Rk (507 A4t ‘i%t%irg“té"rafé%oﬁ )-.~ 9" 10
%& ()-.|\DCo Drlcgﬁ&s@ﬁﬂob)@%}t(t}ln@ thQopRNE§l . CPYTratey gopsoles & ()-.~
ig?jﬁ[’(\)kwwﬁrﬁi d&@éfos?Sc(()/Q &1}89 gﬂlwl%t%g‘ll?E@v ﬂa@&”m&g(() }-zc'e')i&%g 10%3/&&(%)

() Ns '()-.9" & ()-.~"9" & ()-.9" 0
9°"10% & () - ch dl"i(@ib“ i%q‘g‘gs&dﬁx‘és&*?‘i‘??9%rﬁ’6w§8‘%)-{?’PE%‘ Ofo&aé 6F-. 9 " 10%
& ()-. ]ade@@érlantllmﬁ)r&@essOJ@s 10% &némuag‘bmem&b@) consleB0% & () -

) 1990 & () - POUIOL AR () 10 E ()9 10%E () o 10%&

)-.~'9 10%&() @y{~kS7C9" ' 19 10%&()-.~&9 10%&() .9 10%&()
V\%ﬁf)& ()-.~'9 10%& (I)n step 408, the validation request is sent

19" 10%c& t{He \/Qalﬂd)a{)/ﬁlé’or( modu e, P& fefebred0bodat)-. ~' 9 ' 10% & ()
<= uvvwX@:Q" 1P IBGRG RIS F e P AR-AF R 1%%‘&963?§E5§05/§&e&)’??~' pX<C
PQ

9" 19" ' 10% & (the vl rde0%al (DequEstlMWesEdge . +h 9Eha02e&uést. 97" 10% & () -

Rs X7 1 9&9

10% ?() 9" 1096 & {1t 0 E oI S 455 5 2o ke 13212 b P BT C1EERE - 1
L9&10% & ()-' SFEEOW &=L eof ZMid @ (HROTGIS FriemogRE € - a_o%a{@({@@w%&o%& ()-
DEF{ sW99" ' 1L 2&EQ% % ,( )rs ilnd& A& i(n) -t Sl A&I1094 & 1) - é@@é@%&eééaq%&w&lo%

& ()-"{| }xX@®9 ' 1X8LISL0% & L 9&10%.& 9810% L9 1004 &
I\/ngx<g!9}' 1L9%f60/ £ F %&‘Leggglﬁtﬁ(séa@e ((‘Lsgé})fbo ?Sma"xﬁié 09§ (nglocy(&
' GsW 99 m@&mmo&d( PV 1691 CHGNSia IXITEIOI R ()32 L9&10%{& () ' X&L9&10
% & )-' Ki X89O 1LOBLOUE (e QIR IO ()5 950N & ()" Load
0% & () - XBKLM | } XX@9" ' 1X&L9&10% & 0% & () - X&L9&1 gg/é ' L9&10%
& ()-' X&' () pxEGFTSAGEPIU L () FTRE & %ag}l(cia‘lﬂ‘&fé%‘&ei‘j 1 1‘65/4& ()-
L9&10% & () -' kheasdllaQis cHORMQAMuEt) -nidBRINN & The ' HANEAON &N (Jatd I&10% &

X&L9&10% & =X X@9 10% L 04 & L9&
(12)0/4 & () - x&(_>p<(:?zlﬁ5?}9°‘)§ @ﬁ 65@%?86 49%@%&1%?8%9‘%&{%%{1%% ‘?f‘% ‘? gX&(Lga&lo()/c(
& ()=y L9&10% &ard ' aGHArey 1@@:&14@%&* (Yt Y ioRYe /a{%:aery tb@l_@%ﬂo‘%@zﬂmntl_g&lo%
(& (s X&L9&1Q%&l(e)1d G’ﬂll'f-él\'t >t J&i@&&lwﬁé(ene LOSE 08 (3s ' XS AK10% &

L9&10‘V & 9 0% $ % 310
L1100/8/¢(& (§ L b & tﬁ(%’% ‘E _the gpsfomer
L#1098K( &&' ()-c%eLdSWM(e&@l(r)aq_lqp IW@/&K{M’* (n)s 911%)0/?{38&'0% 1bygm the
L>109%84 & () - L@nERl-& el )ritnd ! "dHld aﬂé‘k 19%Saé ) rettievdd 10%&&" () -

;#;$§§/1 %485[ 8&4 ‘To&& e G 1§L LaL'éﬁ%ﬁ)o ‘é&‘(%ﬁ i@tﬂg}&k(&& () -

T+t $10%0K( 0& (a)J-tl'l-EIIﬂ;:lz@%)m}:(l)ll t&&t]:(@/oc&‘G(QLt card retrieved from

" YORBBBORA - 4' 10908 i Y e THOYONGRE! (e ¢ AOYEE O €2 -1 SSFL0%7 (98 () -
LSYY109%@"(9& () -
Ls' YmLOY9" (98" (FIHEEEPEOERASWEF £ RG0S P TORM TR (52 W i9hogn(9& (
)-. ' 10907 (9&' ()5~ I £ rh@Se F& of) -t h&RA&RZ&ALTAN s e 1] 0D D LA -thea 090N (9& ()
- P 10YM (98, (e 1 QYR (& e D' BEHR £ dord W4 S OIBLEP (dne p' ' 1000
N9& ()-.' 10997 (9& ()-.p' 10997 (9& () 1099 (9& () """" sWr4' 1 10‘%9"(
9& () -." 109" (9& () - 10907 (9& () - 1Q%‘@"(9& ()-.p' " 10907 (9& ()-." " " (((M
N(XX@l 1p' "' 1099 ( 9& () 0(%9’\(9& () . p' 10%3’\(9& () 0(%9’\(9& () . p' N(Q(
(((((pX<4'1' 1090 (9& () .p' 1099 (9& () ' 10991 (9& () .p' 1099 (9& () ' 10%
M (9& ()-. (((()
YI)R sW4' 1" 10997 (9& () -. "' 10997 (9& ()-.p' " 109ON(9& () -." 109ON(9& ()-.p' ' 10%
N9&' ()--RST))))))xX@' 1p' ' 10907 (9&' ()-."' 109" (9& ()-.p' ' 10907 (9&' ()-."1
090N (9& () -. p' )))))))) pX<4 $UB8W1('H&SHEET[X‘RUL@/@‘)( 9& ()-."'1099"(9& ()-.p""
10‘%9"( 9&' () - 10‘%9"( 9&' ()-.) 2*3*4* h*i *j **sW4' 1' 10997 (9& ()-."' 1099 (9& ()-.
p’ 10°/<9"(9& () 10°/<9"(9& () . p’ 10°/<9"(9& () ******++XX@1' 1p' ' 109" (9& () -

A PN ION N N ION N ~ N ION N



109% & ()- 8 109% & ()-' 109%97(9& ()-.,,,,---GjN: '10%& ()-, ' 10% 55@’@

"10% & ()-, '10% & ()-, As10% & ()- #10% & ()- GH—I-|-}-~---XX@ '
'109% & ()-, '10%& ()-.& '109%& ()-, '10%& ()-, & ---- % &' . pX<: "1
' 10% & () - & '109% & ()-, & ' 10% &

' owé&'gg-‘“'mv”’%/(...(?.sv\r '(100/&'()-, '1%0/((8()-,&'10%&@?9””57
'10% & ()-, & ' 10% & ()-,.../118/ 9/ xX@& ' 10% & ()-, '10%& ()-

'109% & ()-, '109% & ()-,&9/ :/1/mnlll]pX<: '10%& ()-,& ' 10% & ()-
'109% & ()-, & ' 10% & ()-

achCallFromNumber field. Additional transaction data
15 recrieved as 1s shown 1n Table 1 above.

In step 412, VALID_PROCESS stores the
transacrtion data 1n a local message pending list. A

(4]

local message pending list is a series of addresses
assoclirated with memory for temporary use for storing
data. VALID_PROCESS stores the transaction data in the
local message pending list while creating the card
request message 1n that format that can be sent to the
H financial processor 132.
In step 414, VALID_PROCESS builds a card
(i) request message. Because the validation request
message cannot be understood by the financial processor
132, the VALID_PROCESS builds a card reguest message
[3 that can be understood by the financial processor 132.
The card request message includes the fields
achCardType of 2 characters that is populated with the
type of credit card, the achMerchantID field of 16
characters that is populated with the merchant
20 1dentifier and the customer credit card account
1dentifier, and the achExpDate field of 4 characters
that 1s populated with the expiration date of the
customer's credit card. The card request message also
- includes the achCallToNumber field of 16 characters
‘J} which 1s populated with the called number and the
achCallFromNumber field of 16 characters which is
populated with the number called from. Additional
tields are i1ncluded in the card reguest message as

shown 1n Table 2 below.
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TABLE 2: CARD REQUEST
REQUEST INFO DEFINITION
achMessagelID (3) Constant ="TBI*”

achRefercnceNum(6)

- NDC
4 least significant chars -

2 most significant chars
use,

our use

achCardNum({22)

Card or Phone Number. Lefr

justified and space filled

achCxpDate(4)

MMYY format

byPOSIndicator

Constant “T*

achAcquiraingICA({6)

4 digit ICA number with trailing

Zeroes

achTransCode (2)

Constant - “T" (telephone

Transaction)

achAmtOfTrans (9)

XXXXXXXYY means XXXXXXX dollars
and YY cents

byFiller

Space filled

achMerchantID(16)

Right justified, zero filled

achCardType (2)

2 digit code per Appendix B

achTermTime Date (10}

HHMMSSMMDD blank if unavailable

achCustRefNum(8) Assigned by Customer, blank 1f
uwnavailable

achAuthCenter {2) Authoraization Center, e.g., “DC”

achDiscData (24) Discretionary Data. Space
filled

achPINBlock (16) Optional. Cardholder PIN ANSI
Block. Left Justified, space
filled

achProductCode (28} Optional. Left Justified, Zero
filled
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achaddVerDara (29) Address Verification Data,
Optional First 9 positicons = 9
digrt ZIP or 5 digit ZIP +4
spaces Remaining = fairst 20
chars of address, LJSP

achCallToMNumber {16) i Used by FPS to screen

achCallFromhiumber (16) fraudulent calls

In step 416, VALID_PROCESS sends the card
request message to a communications module referred to
as X.25 COMM_PROCESS of the VALID_APP. The X.25
ZOMM_PROCESS sends card request messages to the
financi1al processor 132. The X.25 COMM_PROCESS is a
single point of interface for sending card request
messages from the validation gateway 130 to the
financial processor 132. The X.25 COMM_PROCESS sends
card request messages as was described in step 312 of
FIG. 3.

FIG. 5 illustrates the conversion from X.25
protocol to a client server protocol.

In step 506, the validation gateway 130
receives a card reply message from the financial
processor 132 in the X.25 COMM_PROCESS module of
VALID_APP. The process for receiving a card reply
message 1s described 1in step 314 of FIG. 3.

In step 508, the X.25 COMM_PROCESS module
sends the card reply message to VALID PROCESS.

VALID PROCESS converts the message from a card reply
message to a validation response message. In addition,
similar to sending a message from the manual operator
console 122A to the financial processor 132, when a
message 1s sent from the financial processor 132 to the
manual operator console 122A, VALID PROCESS converts

the message from X.25 to the client server protocol,
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provided in Table 3 below.

h TABLE 3 -CARD REPLY
REPLY - INFQO DEFINITION
achMessagelID(3) Constant = “TO3"
achReferencelNum(6) Transaction reference number
10 achRevQueNumber (6) Key to reversal queue entry. If
fj) blank, transaction is not
. eligible for reversal.
byRespCode Response code per Appendix B
achAuthCode_RejectReason(6) Authot:ization code (1f approved)

or rejection reason code (if

rejected)

achEDCJulianDay(3) If approved, date returned
achActQualifier(3) blank
13 AchTermTimeDate (10) blank
AchCustRefNum(8) blank
achNdcSeqgNum(6) blank
achCumTotal (10) blank
achhctNum(22) blank

-~} byAddrVerResult 1 char code resulting ifrom

address verification

byAuthSrcCode Authorization source code
byPOSIndicator ‘C’ = Swiped, ‘T’ = Manually
keyed, ‘' = none
25 In step 510, VALID_PROCESS retrieves

authorization data from the card reply message.
Authorization data is either an authorization code or a

reject reason code corresponding to a reason for the

-34-
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rejeccion. If the authorization is approved, an
authorization code is retrieved from the
achAuthcode_RejectReason field which is 6 characters.
If the authorization was rejected, a reject reason code
3 corresponding to the reason for the rejection is
retrieved from the achAuthcode_RejectReason field which
1s a 6 character field. Additional authorization data
1ncludes the authorization source code which is
contained in the byAuthSrcCode field.
10 In step 512, VALID_PROCESS maps thes reply
data retrieved from the card reply message to an
(j) authorization response code. The manual operator
console 122A cannot process the authorization code and
the reject reason code. The financial processor 132
13 has the capability to provide many authorization codes
and response codes that are useful in various different
applications. However, the manual operator console
122A needs less specificity in the reason for the
authorization or rejection to process the call.
20 VALID_PROCESS has a list of response codes that can be
understood by the manual operator console 122A or SSCP
138. VALID_PROCESS maps either the authorization code
or the reject reason code to an authorization response
code. An authorization response code can be understood
~75 by the manual operator console 122A or the SSCP 138 and
provides information indicating whether the transaction
was authorized, and if not, the reason for the
rejection.
In step 514, VALID_PROCESS retrieves
30 ctransaction data from the local message pending list.
VALID_PROCESS stored transaction data in the local
message pending list during the processing of the
validation request message sent from the manual

operator console 122A.
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In step 516, VALID_PROCESS builds a
validation response message using the transaction data
retrieved from the local message pending list and the
response code. In step 412 of FIG. 4, VALID_PROCESS

3 stored the transaction data in a local message pending
list. VALID_PROCESS now retrieves the transaction data
from the local message pending list. VALID_PROCESS
builds a validation response message using the
rectrieved transaction data and the authorization code

10 obtained in step 514.

In step 518, VALID_ PROCESS sends the

rf) validation response message to the client send module.
The client send module is capable of sending messages
to client server networks such as the operator service

15 network. In this case the client send module is
referred to as the UDP_SEND module because the client
server protocol is UDP/IP. The UDP_SEND module is a
single point of interface for sending validation
response messages to caller interaction processors.

20 The UDP_SEND module sends validation response messages
to both the manual operator consoles 122 and the SSCP
138.

FIG. 6 illustrates the SSCP 138 financial

X processor 132 message flow 602. The SSCP 138 sends a

‘;k message to the financlal processor 132 via the AIN 124
and the validation gateway 130. The AIN 124 provides
translation between TCP/IP used by the SSCP 138 and
UDP/IP used by the manual operator consoles 122. The
conversion process of the AIN 124 is described in

30 further detail in U.S. Patent Application Attorney
Docket No. CDR-96-009 (1575.2240000), entitled
"advanced Intelligent Network Gateway" incorporated by
reference above. The validation gateway 130 translates
between user UDP/IP used by the manual operator
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SSCP 138 sends the validation request message to the

20 validation gateway 130 after querying the SDP 128. In
order to allow a customer to establish a prepaid call,
the SSCP 138 queries the SDP 128 to determine if the
customer has sufficient funds in his or her prepa:d

‘ card account to place the call. If the customer has
L;bi insufficient funds, the SSCP 138 gives the
customer the option to add funds using a credit card.
If the customer selects to add funds to his or her
prepaid card account using a credit card, the SSCP 138
collects the transaction data and sends the validation

30 request message,

The SSCP 138 sends the validation request
message to the AIN 124 for conversion from TCP/IP
protocol to UDP/IP protocol. After converting the
validation request message from TCP/IP protocol to

-37-

SUBSTITUTE SHEET (RULE 26)



&l

@&L0YR) && () - G &109R) && () - G @&L0YR) && () - G &10YR) && () - G @O000BHPHRANLE,
&1

&10%&) &&' () - G @&109&) &&' () - G &10%&) &&' () - G @&109R) &&' () - G &109&) &&' ()-G P
NPOPPPPPPRaYW928096 PCT/US98/22267
&1&109R) &&' () - G &109&) &&' () - G @LLOYR) &&' () - G &109R) &&' () - G @&&LO%R) &&' () -G
. PPPPPP+Q QxX@ &

&1@BELOYR) &&' () - G &10%R) &&' () - G @&L0%&) &&' () - G &10%&) &&' () -G @, Q WY Q
QPX<: &
&1&10%K) &&' () -UR RABBA OB) &L 6 ) - G- BA0MRNEL2€) s En@RELOURIEL i QartGaBl0VR) &&' () - G

- QQQQRRRBRSWI: &
&1&109%8) &&' () - G%ll%%/%c)r&%s ?g% BeiB5ey 3 (5 FECR1 658588 (18- @E10%8) 68 () - ©

. BRCRDRWRx Ry RRRXX@ & The validation reguest message sent from the
&1 @10 &&' (AT BADYEY &&h € ) v&i (B&1 OR) &&t bva B &30YE&E&EN( rhe @HRRRRRRRRpX<

& . . . .

' 8181098) 8&' () - Q' BE1LART s2PT T2 1021098 237E) 1B RERTGIRT RS 8 8109%8) 8&' () - G
. RY8&S' SYSZS[ S&s\Mrd@ion request message sent from the manual

&égég‘é/gﬁ&xg@) éﬁsé?éé)é’@ &8s o @BEINYEL EENE) &1 $RQVELFE L) oG BEEQ7&) && () -G

&1 @RE10YR) &&' (F2IE RAPBRAR) B [IC G 1R&1IBIRY RN ( Fhe, 2adi@Rr&éon) I@CI@FRT T>TqTr

TSTDX< & message sent from the manual operator consol
&181Q9&) && () -G %&100/& ()26 &1008) &8 () - G @BEI0YE) &8 &) & &10%&) &8 ()-G
CSTTTITTTUSW - atio uest message nt tryom the AT

&18&1 %R) && () c@r&JaOP/r‘& &&@sﬁ@moa/x@&&bmaﬁleao.?/&a;&&tb)a CLEREHRIR) &8 () -G
. UOURUSUTUUUX

&1 @&LOYR) 88! ﬁ@% &1 ket 13548 ’@%ﬁ%%z &m?fs%f 310925 s&7 T~ &> &uuuUUULUPX<

& manual operator console 1 the validation request

&1810%8) &&! () e @D %’ér&& {Dorfa &il@%gebr&gq:éé £ B OYE, &Ris (knr&d 0&&) &&' () -G

Yggv Vga\;( ZUY% )Cé;’é”t o%é%gg/ P > 1‘3@3%%‘%/% Wi [ 2] PERCRANF

&S &10YF&F&' () -1 el t2&si &0 WIS (c)udsce{maesgdimj(u&z(z)d Fa@8d08E &' () -
Z10% & ()- L';3QY el Y3

éf ) &1%%(E %(& () %%’(P!it&&fg)&low%e\zfgé&f\ I]%({Ztgo %efc%%pg/éégb%z hé@&%{(&(g
* &S&10%A( A& ( FHFITPMI™ 190189 i é?lagf@ BACHLOR RS T +y) *@%f&whmw% & ()-

%gﬁig (g 0 11di§t1fler 1dentifies the merchant that is providing 0 & (
t 1 +9) )y #y) 109 &

S o (5 SO ) I R S ol 1) oo

& () - +y) 109 &°F) A /’6"&?‘31: LEQPPPRBANA b@q%"y‘?"l@%@??‘)ht*ﬁi & ()-+y

)y) 109 & () - +)é)clﬁ>%r& (umtye "d‘é‘rlufble_ﬁ)%/&yétl&%& céx)ed-y& yed£89 & () - +y) 109

& + 1099 & 1 b _c W/ 1y) 10 109 &

) 10008 () PSR- AN 10 (1 v e sy edtes ) ooy o
() -%) y) 109 E<EPoH 00T raryat SeAT0? “Comedly) 1034 & Ehe+y) y) 0N & ()-
+y) 10 & () - +y)an)ljafg@l&sr()r DN ddade "sent £ARTLAY)AOR0 E24) - +y) 109 & ()

-+ 100 & 1 lah X 1 1009 +

i o= i § 0 A ] Tl el o -
populated w1th the type of credlt card the customer 1is
using, a 4 character achExpDate field which is
populated with the expiration date of the customer
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1s 9 populated with the customer's zip code. In
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card account. Similar to processing a request sent by

a manual operator console 122A, the financial processor
132 authorizes or rejects the transaction using
customer account information stored in a database.

5 Similar to processing a request that originated from
the manual operator console 122A, a card request
message resulting from a request by the SSCP 138 may be
sent to the financial processor 132 on a permanent
virtual circuit or a switched virtual circuit on the

10 X.25 network. The process for sending a card request
message from the validation gateway 130 is the same

(j) whether the request originates from a manual operator

console 122A or a SSCP 138. Both the process for
sending a card request message from the validation

I3 gateway 130 to the financial processor 132 on a
permanent virtual circuit and the processor for sending
a card request message on a switched virtual circuit
are described in step 312 of FIG. 3.

In step 614, the financial processor 132

20 sends a card reply message to the validation gateway
130. Similar to the processing of a request
originating from a manual operator console 122A, the
validation gateway 130 receives the card reply message

. 1n the communications module of VALID_APP. Like

~23 processing a request from a manual operator console

122A, the card request message is received by a child
X.25 COMM_PROCESS if a permanent virtual circuit was
used and by an X.25 service out module if a switched
virtual circuit was used. The process for receiving
30 card reply messages is the same regardless of the type
of originating or terminating interaction processor.
The process for receiving a card reply message is
described in further detail in step 314 of FIG. 3.
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In step 616, the validation gateway 130
converts the card reply message from X.25 protocol to
the client server protocol. Like processing reguests
originating from and terminating to a manual operator

h console 122A, VALID_APP performs a protocol conversion
from the X.25 protocol to the client server protocol
for requests originating form and terminating to an
SSCP 138. Also, like processing requests originating
from and terminating to a manual operator console 122A,

10N the client server protocol is UDP/IP because the AIN
p 124 converts from TCP/IP used by the SSCP 138 to
‘T) UDP/IP. Further detail of the protocol conversion is

1llustrated in FIG. 5.
In step 618, the validation gateway 130 sends
a validation response message to the SSCP 138. Like a

N

validation response message sent to a manual operator
console 122A, the validation response message to the
SSCP 138 includes an authorization response code which
the SSCP 138 uses to determine if the customer is

20 authorized to pay for the amount requested using the
credat card. If the customer is authorized to charge
the reguested amount, the SSCP 138 sends message to
update the database in the SDP 128 to reflect in the

customer's account the new amount that the customer can

-)25 use for prepaid calling.

In step 620, the validation gateway 130
writes a non-billable billing data record (BDR). The
present 1nvention allows settlement to be complete when
the credit card authorization is complete. Settlement

30 refers to completion of processing needed to bill the
customer. In prior art systems, settlement was

complete when a BDR was combined with an OSR (operator
service reccord) and was processed by billing systems.

~n OSR contains call time and other call information
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and 1s written by a switch upon completion of a call.
A BDR contains credit card information and is written
by a manual operator console 122A. Although settlement
1s complete when credit card authorization is complete
3 in the present invention, the BDR and OSR are written
and sent to notify billing systems that settlement is
complete.
When the call is handled by an SSCP 138, the
validation gateway 130 sends a request for downstream
10 systems to write a non-billable BDR that contains the
credit card information. In order to process both

<t) calls from manual operator consoles 122, that do not
have non-billable BDRs written by the validation
gateway 130, and the SSCP 138, that does have a non-

{3 billable BDR written by the validation gate 130, the
validation gateway must be able to determine which type
of caller interaction processor sent the call. The
validation gateway does not write a non-billable BDR
for calls processed by the manual operator console 1222

20 because the non-billable BDR is written by the manual
operator console 122A after the validation response
message 1s received.

The chServicelIdentifier field of the
validation request message is used by the validation

i;}i gateway 130 to determine whether the call was sent by a

manual operator console 122A or an SSCP 138. If the
chServiceIdentifier field is populated with a 1, the
call was sent from the SSCP 138 and the validation
gateway 130 writes a non-billable BDR. If the

30 chserviceldenfifier field is populated with a 0, the
call was sent from a manual operator console 122A and
the validation gateway 130 does not write a non-
billable BDR.
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After the validation gateway 130 receives the

validation request message, the validation gateway 130
stores i1nformation received in the validation request
message, including the 0 or 1 populated in the

N chServiceldentifier field, in a local message pending
list. Storing of information in the local message
pending list was described in step 412 of FIG. 4 which
applies to processing a call from both the manual
operator console 122A and the SSCP 138. When the

10 validation gateway 130 receives a card reply message
from the financial processor 132, the validation

gateway retrieves the transaction data, including the 0

-y

or 1 that was populated in the chServicelIdentifier
fireld, from the local message pending list. The

I3 validation gateway 130 determines whether a non-
bi1llable BDR must be written based on whether the
chService Identifier field is populated with a 0 or a
1. '

If the chServiceIdentifier field was

20 populated with a 1, after the validation gateway 130
sends a validation response message to the SSCP 138,
the validation gateway 130 writes a non-billable BDR.
A key word 1n a validation configuration file is used
to start the process to write non-billable BDRs.

;‘)25 Writing a non-billable BDR by the wvalidation gateway
130 1nvolves the validation gateway 130 sending a BDR
write request to the BDR database server 140 and
receiving a BDR write response from the BDR database
server. The process for writing non-billable BDRs 1is

) described in further detail in FIG. 7.

In step 622, the validation gateway 130 sends
the BDR write request to the BDR database server 140.
The BDR database server 140 contains a database that
stores non-billable BDRs. The non-billable BDR is
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~hat messages sent between the VALID _PROCESS module
and the CLPROC module do not block by monitoring the
message and providing timing.
In step 710, NBAPP sends the BDR write
b request to CLPROC. The BDR database server 140 1s part
of the network information distribution service (NIDS).
NIDS 1s a computer system that is also part of an
interexchange network 110 and is used to perform
various call processing functions for
10 telecommunications services. NIDS uses a protocol
referred to as Network Information Distribution Service
(:) (NIDS) Sequenced Packet Protocol (NSPP) protocol.
Because the BDR server 140 needs the BDR write request
to be 1n a format compatible with NSPP, the CLPROC
5 module packages the BDR write request for NSPP. The
CLPROC module is the validation computer program module
that provides the NSPP interface which includes timing,
packaging the message, and waiting for a response.
Packaging the message in a format that can be
20 understocd by NSPP includes converting the protocol of
the message, parsing the message, and converting the
headers of the message.
In step 712, the CLPROC module sends the BDR
write request to a BDR service. The BDR service is the
\;DES computer program on the BDR database server 140 which
collects BDRs to send to downstream systems for
billing. In this case, because the BDR is for a credit
card transaction, no billing is necessary. Settlement
needed to bill the customer is completed at the time of
30 authorization of the credit card charges by the
financial processor. As a result, the BDR service
creates a non-billable BDR to show that settlement has
been completed. The BDR is referred to as a non-
billable BDR because no billing results from the BDR.
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cards may come from a pac et sw1tch1ng network, such as
the X.25 network, and protocol conversion is needed to
enable the computer systems on telecommunications
3 network to process the request.

Similar to requests sent from the validation
gateway 130 to the packet switching network, requests
sent from the packet switching network to the
validation gateway 130 comprise a two part transaction

20 including: (1) a request sent from the pécket switching
network to a telephone company card database and (2) a
reply, with an authorization or rejection, from the
telephone company card database to the packet switching
network. The same software modules of the validation

g:hS computer program VALID_APP are used to perform the
protocol conversion from X.25 and the client server
protocol used by the telephone company.

Also, similar to requests sent from the
validation gateway 130, the present invention is not

30 limited to providing a protocol conversion for an
authorization of a reguest to use a card issued by a
telephone company. The present invention may be used
for protocol conversion for any request sent from a

packet switching network to a client server network.
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Therefore, the term telephone card request message
should be understood to refer to any request message
sent by a packet switching network to a validation
gateway 130. Likewise, the term telephone card reply
3 message should be understood to refer to any reply
message sent from a validation gateway 130 to a packet
swltching network
In step 806, the X.25 COMM_PROCESS receives
an telephone card request message from the X.25
10 network.
In step 808, the X.25 communication module
(t) sends the telephone card request message to the
VALID__PROCESS module. The VALID_PROCESS module
performs the protocol conversion from X.25 to the
) client server protocol that can be used to interface
with the local database or data applications processor
(DAP) to be queried. The process for protocol
conversion is described with respect to FIG. 4.
In step 810, the VALID PROCESS sends a local
20 database query to a local database. The local database
is a telephone company card database. A telephone
company card database contains customer account
information used in validating a card issued by a
telecommunications company. Information contained in a
i‘“-')“5 telephone company card database includes customer
account information such as customer name, calling card
number, and account balance. The local database query
15 a query to determine using information in the local
database whether the card is valid and, in the case of
30 prepaid cards, whether sufficient funds are available
1n a customers account to process a call. The local
database either authorizes or rejects the customer's

request to bill using the card issued by the telephone

company .
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information for cards issued by a telephone company may
also be maintained by a data applications processor

10 (DAP). If the local database query is database not
found or data not found, the customer account
") information may bhe stored on the DAP for that
particular type of card. If the local database query
contains a response, the VALID_ PROCESS module next
15 performs step 818.

In step 814, if the local database query
response 1s database not found or data not found,
VALID_PROCESS sends a data applications processor (DAP)
query to the DAP. Some cards that are issued by

20 telephone companies, such as calling caras, are not
validated using local databases. These cards are
validated using a database on a DAP. The DAP contains
customer account information similar to the local

o database such as customer name, customer account number

\wbS and account balance. If the response to the local
database gquery is database not found or data not found,
then the account information for the card may be
maintained on the database on the DAP. Validation of
the calling card is done by responding to the DAP

30 query.

In step 816, the DAP sends a DAP query
response to VALID_PROCESS. The DAP guery response
indicates whether the customer is authorized to bill

using the card issued by the telephone company.
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parent service in module is not limited to a particular

transaction. The X.25 COMM_PROCESS module forks out

(
h
(

the parent X.25 service in module when the system is
initiated and the parent X.25 service in module is used
30 unti1l the system is shut down.

In step 908, the parent X.25 service in
module forks out a child X.25 service in module. The
parent X.25 service in module sends the reguest message
to the child X.25 service in module for processing.
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In step 910, the child X.25 service in module
sends the telephone card request message to
VALID PROCESS. Similar to messages requesting
validation of cards issued by telephone companies that
3 are received on permanent virtual circuits, requests
that are transmitted to the validation gateway 130 on
switch virtual circuits require protocol conversion.
VALID_PROCESS performs the conversion from X.25 to the

client server protocol used by the local database or

0 ' DAP to be queried. The process for protocol conversion
1s described in further detail with respect to FIG. 4.
) In step 912, VALID_PROCESS sends a local
database query to a local database. Similar to

processing requests received on permanent virtual

I3 circuits, requests received on switch virtual circuits
need to access the appropriate database where customer
account information is stored in order to validate or
deny the request. Customer account information such as
customer name, account number, and account balance are

20 stored on a local database for some cards issued by
telephone companies. The local database qguery is a
query to determine using information in the local
database whether the card is valid and, in the case of
prepaid cards, whether sufficient funds are available

'~)’5 1N a customer's account to process a call. The local
database either authorizes or rejects the customer's
request to bill using the card issued by the telephone
company.
In step 914, the local database sends a local

30 database query response to VALID_PROCESS. The local
database guery response indicates whether the card
1ssued by the telephone company is wvalid. Similar to
processing a request received on a permanent virtual
circult, the customer account information may be stored
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on a DAP. If the customer account information is
stored on the DAP, the local database query response is
database not found or data not found., 1If the local
database guery contains a response, the VALID_PROCESS

h) module next performs step 8920.

In step 916, if the local database query
response 1s database not found or data not found,
VALID_PROCESS sends a DAP query to the DAP. Regardless
of whether the card request message was received on a

10 permanent virtual circuit or a switched virtual
circuit, 1f the customer account information is stored
(:) on the DAP, a DAP query must be sent to the DAP for
authorization.
In step 918, the DAP send a DAP query
15 response to VALID_PROCESS. The DAP query response
indicates whether the customer is authorized to bill
using the card issued by the telephone company.
In step 920, VALID_PROCESS sends a telephone
card reply message to the child X.25 service in module.
20 Similar to processing of other messages, VALID_PROCESS
provides protocol conversion. In this step, the
protocol conversion is from the client server protocol
to X.25 protocol. The process for protocol conversion
1s described in further detail with respect to FIG. 5.
' )5 In step 922, the child X.25 service in module
sends a telephone card reply message to the X.25
network. The telephone card reply message is sent on
the switch virtual circuit that was used for sending
the request. Use of the switch virtual circuit ends
30 when the transaction for a particular request is
complete.
In step 924, the parent X.25 service in
module terminates the child X.25 service in module,

The child X.25 service in module is used for processing
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y&10%' (& () - 'ygfoz}'gé-@a/é\£§‘c£)ons ¥E&INIEL & kR ez¥fchange networks 110 and
financial processors 132. The system and method of the
present invention may be used whenever communication is
needed between a client server network and a network
1~)35 using X.25 protocol. The validation gateway can
perform message transfer and protocol conversion
between any computer systems requiring message transfer
and client server to X.25 protocol conversion
capabilities.
3N If the present invention is used to transfer
messages that perform functions other than credit card
validation, the transaction data included in the
validation request and response messages and the card

request and reply messages would be transaction data
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needed for the particular transaction. For example, if
the present invention is 'used to perform protocol
conversion for messages sent from a remote automated
unit on a client server network to a database on an
X.25 network to make a reservation on a particular
airline flight if a seat is available, the transaction
data in one embodiment of the validation request and
response messages and the card request and reply
messages would include a particular airline, date, and
flight number.

Embodiments of the validation gateway can
interface with networks using any type of client server
protocol such as UDP/IP. In addition, the validation
gateway 1s not limited to interfacing with networks
using X.25 protocol. The system and method of the
present invention can provide message transfer and
protocol conversion for any packet switching network
protocol.

In addition, the system and method of the
present invention may be implemented using various
formats for the validation reguest message, the
telephone card request message, the telephone card
reply message and the validation reply message. The
validation request messade need not be in request
information format. Any format containing information
needed to process a credit card request can be used.
Similarly, the telephone card request message and
telephone card reply messages need not be in the format
specified as long as the telephone card request message
and telephone card reply message contain the
information necessary to obtain reply authorization and
can be understood by a processor accessed via a packet
switching network. In addition, the validation reply

message does not need to be in request information

.54.

SUBSTITUTE SHEET (RULE 26)



y&109% (& ()-- y&lO@@(&f()--y& y&10% (& ()-- y&L0%(& ()--y&
y&10% (& ()--; 2 @AW X, XX@ Y& Y&IOW (& ()-- y&O0%(& ()--y&
. Y&I0% (& ()-- yY&I0% (& ()--Y&X;Y:;:::;;pX<:  y&10% (& ()--y& 01 APR 2002
y&I0W (& ()-- Yy&IO% (& ()--y& Yy&I0%W(& ()-- y&0%(& ()--;
<o<sW’: WAL ()-- y&IO0W (& ()--y& y&LO%(& ()-- y&ampmmrz(z;m y&
y&10%' (& () --0<p<q<<<<<<xX@ y& Vy&IO0%W (& ()-- y&IO%(& ()--y&
Yy&I0W (& ()-- Yy&LO%W (& ()--Yy&<s<<<<( =) =*=pX<: y&10% (& ()--y&
y&I0W (& ()-- y&LO% (& ()--y& Yy&I0%W(& ()--
y&109% (& () --*=U=V=We====sX7: " 8l0% & ()- Yy&IO%W(& ()--y&

format. Again, 1f the information needed to process a

reply 1s included in the message, the format of the
message can be used with the present invention.

Another embodiment of the present invention

3 does not require that a non-billable BDR is written.
Because settlement occurs real-time with authorization,
a BDR 1s not needed to process the customer billing.
Therefore, an embodiment of the present invention does
not include a non-billable BDR being written by either
10 a manual operator console or validation gateway 130.
In an additional embodiment of the present
(’) 1nvention, authorization requests are processed
automatically by automated operator consoles rather
than the SSCP 138. Automated operator consoles, also
I3 referred to as automated response units, are used to
process many automated telecommunication services. The
system and method of the present invention may be used
with any caller interaction processor that can obtain
information needed from the customer to process the
20 call.

The system and method of the present
invention may also be used with an X.25 COMM_PROCESS
that‘does not fork out a child process or service in
process. The X.25 COMM_PROCESS is a single point of

, )25 interface between the VALID_PROCESS and the X.25
network. Any module that can perform the interface
functions between VALID_PROCESS and the X.25 network or
other packet switching network may be used.

While various embodiments of the present

30 invention have been described above, it should be
understood that they have been presented by way of
example only, not limitation. Thus the breadth and
scope of the present invention should not be limited to

any of the above-described exemplary embodiments, but
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ACD: Automated Call Distributor
The ACD provides switching functionality
Y between the selected manual operator console

and the interexchange network.

AIN: Advanced Intelligent Network Gateway
The advanced intelligent network gateway is a
10) computer system that provides message
transfer and protocol conversion allowing
(:) communication between the manual operator
consoles and the SDP.

13 BDR: Billaing Data Record

A record used in processing customer bills
that is written by the caller interaction
processor or the validation gateway. The BDR
contains credit card information for billing

20 purposes.

CLPROC: Client Process
The CLPROC module ©f the VALID_APP computer
) program provides interface and timing for
i;ki transferring messages between the validation
gateway and the BDR server. The CLPROC module
also packages the message for the recipient,
either the validation gateway or the BDR

server.

DEMUX__ Demultiplex Process
PROCESS: The DEMUX_PROCESS module of the VALID_APP
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GLO% & () -hhhhhhhhpX<d f&10%& ()-t, e& f&10%& ()-t, FE10%& ()-f.e& .,
f&10% & ()-t, f&LO% & ()-t, h"i#i $i[i\i]iisW4 f&LO0%& ()-t, + Arx 2002

FRION & ()-t,e& FRION & ()-t, f&LOW& ()-t,e& f&LOU& ()-t,iiiiiij]xX@ e&
f&10% & () 0% & ()-1,e& f&I0%& ()-t, ,
f&10% & () 9%’&%@ Bj D yjzj {j pX<4 f&L0%& ()-t,e& f&10% &TOYSI822267

f&LOU & ()-t,e& F&I0U & ()-t, F&IO% & ()-t, {jjjjjjijVW4 f&LO% & ()-t,
f&L0% & ()-t,e& f&IOW & ()-t, f&LIOW& ()-t,e& f&LO% & ()-t, kkkNkOkPkkkx X@
e& f&lO@Q&f()-t, f&lO@Q&f()-t,e& f&lO@Q&f()-t, f&LO0% & ()-t, e&kkkkkkkkpX<4
f&IO% & ()-t, e& delaivery, pacr~t exchange protocol. NSPP
provides communications with client-server

programs which use UDP/IP.

h OSR: QOperator Service Record
A record used in processing customer bills
that is written by a switch and contains call
time and another call related information.

Mo SDP: Service Data Point
The SDP stores customer account information
(“) 3 used for traffic handling, service
provisioning, and billing of debit calls.

I3 SSCP: Service Switching Control Point
Comprises switching and automated response
unit capability. The service switching
control point provides automated processing
of debit calls by interacting directly with
20 the caller whe enters information in the

telephone keypad.

TCAP: Transaction Capabilities Application Part
TCAP refers to a TCAP message that complies
,:)5 with the ANSI SS7 ISUP industry standard and
is used to transfer information between the

manual operator conscles and the SDP.

TCP/IP: Transmission Control Protocol/Internet
30 Protocol.
TCP/IP 1s the protocol used by the SDP.
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UDP/IP: User Datagram Protocol/Internet Protocol

A client server protocol used by the manual

operator consoles.

UDP_RECV: User Datagram Protocol/Internet Protocol

N

Receive Module

A module of the VALID_APP computer program
that receives messages from caller
interaction processors on client server

10 networks using UDP/IP protocol.

(ﬂ) UDP_SEND: User Datagram Protocdl/Internet Protocol Send
Module
A module of the VALID_APP computer program

13 that sends messages to caller interaction
processors on client server networks using
UDP/IP protocol.

VALID_APP:Validation Application Computer Program

20 A computer program that processes validation
requests from the caller interaction
processors (either manual operator consoles
or the SSCP).
The validation application computer program

L;)S converts the validation request message i1nto

a card request message that can be processed
by a financial processor. The validation
application computer program
sends the card request message to the

50 financial processor and receives a card reply
message from the financial processor
responding to the card request message. The
validation application computer program then

converts the card reply message to a
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record service a billing data record write response to a demultiplex process module, sending by
said demultiplex process module a billing data record write response to said client process,
sending by said client process module a billing data record write response to said non-blocking
application module, and sending by said non-blocking application module a billing data record

write response to said validation module.

2. The method of claim 1, wherein step (a) comprises:
obtaining by a caller interaction processor said validation request to bill said customer

credit card account;
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4, The method of claim 1, wherein step (a) comprises:

populating by said caller interaction processor one or more validation request fields in
said validation request message with said transaction data obtained by said caller interaction
processor from a customer or customer credit card; and

sending by said caller interaction processor said validation request message to said

validation gateway.

5. The method of claim 1, wherein step (a) comprises:
populating by said caller interaction processor a merchant identifier field in said
validation request message with a merchant identifier associated with a service provider and a

customer credit card account identifier obtained from a customer or a customer credit card;
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populating by said caller interaction processor an authorization amount field in said
validation request message with an authorization amount provided by said customer to be billed
to said customer credit card account;

populating by said caller interaction processor one or more validation request fields in
said validation request message with additional transaction data; and

sending by said caller interaction processor said validation request message to said
validation gateway;

wherein said validation request message is in a request information format.

6. The method of claim 1, wherein step (b) comprises:

receiving by said validation gateway from said caller interaction processor said validation
request message;

retrieving transaction data from said validation request message;

storing said transaction data in a local message pending list; and

building a card request message using said transaction data received in said validation

request message.

7. The method of claim, 1 wherein step (b) comprises:

receiving by a client receive module of said validation computer program on said
validation gateway from said caller interaction processor said validation request message;

sending said validation request message from said client receive module to a validation
module of said one or more validation computer programs on said validation gateway;

retrieving transaction data from said validation request message by said validation
module;

storing by said validation module said transaction data in a local message pending list;

building by said validation module said card request message from said transaction data
in said validation request message; and

sending said card request message from said validation module to a communications

module of said validation computer program on said validation gateway.
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8. The method of claim 1, wherein step (c) comprises:
sending said card request message from a communications module of a validation

computer program on said validation gateway to said financial processor.

9. The method of claim 1, wherein step (d) comprises:
receiving by a communications module of a validation computer program on said

validation gateway a card reply message from said financial processor.

10.  The method of claim 1, wherein step (e) comprises:

receiving by said validation gateway from said financial processor said card reply
message;

retrieving reply data from said card reply message;

mapping said reply data to an response code;

retrieving transaction data from a local message pending list; and

building a validation response message using said transaction data from said local

message pending list and said response code.

11.  The method of claim 1, wherein step (€) comprises:

receiving by a communications module of a validation computer program on said
validation gateway from said financial processor said card reply message;

sending said card reply message from said communications module to a validation
module of said validation computer program on said validation gateway;

retrieving authorization data from said card reply message by said validation module;

mapping said authorization data from said card reply message;

retrieving transaction data from a local message pending list;

building by said validation module a validation response message using said transaction
data in said local message pending list and said response code; and

sending said validation response message from said validation module to a client send

module of said validation computer program on said validation gateway.
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