wo 2024/167736 A1 | NN 0 KOO OO

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

A

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
15 August 2024 (15.08.2024)

O 00 0 OO
(10) International Publication Number

WO 2024/167736 A1

WIPO I PCT

(51) International Patent Classification:
HO4L 6174511 (2022.01) HO4L 9/40 (2022.01)

(21) International Application Number:
PCT/US2024/013771

(22) International Filing Date:
31 January 2024 (31.01.2024)

(25) Filing Language: English
(26) Publication Language: English
(30) Priority Data:

63/483,628 07 February 2023 (07.02.2023) US

(71) Applicant: LEVEL 3 COMMUNICATIONS, LLC
[US/US]; 1025 Eldorado Blvd., Broomficld, Colorado
80021 (US).

(72) Inventors: LUTHER, Dan; c/o Level 3 Communica-
tions, LLC, 1025 Eldorado Boulevard, Broomficld, Col-
orado 80021 (US). BALLEW, Dean; c/o Level 3 Com-
munications, LLC, 1025 Eldorado Boulevard, Broomfield,
Colorado 80021 (US). WOODWORTH, John R.B.; ¢/
o Level 3 Communications, LLC, 1025 Eldorado Boule-
vard, Broomfield, Colorado 80021 (US). LOVELL, Car-
ol Dawn; ¢/o0 Level 3 Communications, LLC, 1025 Eldo-
rado Boulevard, Broomfield, Colorado 80021 (US). AN-
DERS, James C,.; ¢/0 Level 3 Communications, LLC, 1025
Eldorado Boulevard, Broomfield, Colorado 80021 (US).
LAMANNA, Lisa; c/o Level 3 Communications, LLC,
1025 Eldorado Boulevard, Broomfield, Colorado 80021
(US).

Agent: LEIBOLD, Gregory D.; Lewis Roca Rothger-
ber Christic LLP, P.O. Box 29001, Glendale, California
91209-9001 (US).

74

(54) Title: DOMAIN NAME SYSTEM (DNS) SECURITY

2™ Entity

Client Device(s) |  DNS resolver

[Source
Address]

| i Cache
150b : I( 120

ACL/Filter

115b

Network(s)

DNS resolver

1% Entity / ACL/(Filter
| oy 1152 Lo
| | K
I | Client Device(s) | 1| 7
! 1/ Threat
| 150a| | ! e Intelligence
! 155a - System
| P I —— . - L]
DNS resolver - L AIML /
. - System =
UDP . 110: : N Database(s;
Request 1102 Computing 130 (s)
| - Response System 125 10
“'wi/ TC Flag 108| - —
I 165  Network(s) T ¢ ’
TCP e Network(s) !
Request ; P N .
12 " DN$ g /
" Response | DNS resolver [ 45, s Authoritative
175 .
1108 145n Name Server
135
100 -/ Fig. 1

(57) Abstract: Novel tools and techniques are provided for implementing improvement to domain name system ("DNS") security. In
various embodiments, a computing system may receive a user datagram protocol ("UDP") -based DNS request, and may send a UDP-
based response message, which may include an empty payload portion and a header portion containing a truncate flag that is set, which
indicates to resend the request as a transmission control protocol ("TCP") -based DNS request. When the TCP-based DNS request is
received within a first period, the computing system may send, to the source address, a TCP-based response message comprising an
answer to a query (in the TCP-based DNS request) for a destination DNS record associated with a destination device. If no TCP-based
DNS request is received from the source address within the first period, the computing system may block all UDP-based DNS requests

from the source address for at least a second period.
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