1 METHOD AND SYSTEM OF SECURE COVPUTI NG ENVI RONVENT HAVI NG AUDI TABLE
CONTROL OF DATA MOVEMENT 5 FI ELD OF THE | NVENTI ON The present invention
rel ates twoaose@sne conmputing system More particul arlypca/petbost2gnd
system for extending the 10 trusted conputing environnment of an

organi zation or a central host to untrusted renote conputing devices
outside the organi zation, with auditable control of data novenent between
the organi zation and the untrusted conputing devices. 15 BACKGROUND OF THE
| NVENTI ON Wor k environnents beconme increasingly dynamc. There is an
increasing trend that organi zations approve their staffers to 20
tenporarily nove data out of the orgéni zations. This may be due to the
needs for meeting organizational or customer requirenments in regard with
productivity, service level commtnents and business continuity. 25 Data
proprietary to aMETHGPAANDASYSTEMI@F BECUREidOMPETENG ERAI®ONMBET Of t he secure

perimeter of the organ) zatlon %3 U3SfroL oF DATA MOVEMENT

FIELD OF THE INVENTION

The present invention relates to a secure computing system.
More particularly, a method and system for extending the

10 trusted computing environment of an organization or a central
host to untrusted remote computing devices outside the organ-
ization, with auditable control of data movement between the

organization and the untrusted computing devices.

15
BACKGROUND OF THE INVENTION

Work environments become increasingly dynamic. There is an
increasing trend that organizations approve their staffers to
20 temporarily move data out of the organizations. This may be
due to the needs for meeting organizational or customer re-
quirements in regard with productivity, service level commit-

ments and business continuity.

25 Data proprietary to an organization may be legitimately moved
out of the secure perimeter of the organization by a user
through transferring the organization data to an external
storage device such as a USB flash drive. The user may re-—
motely access the organization data stored in the organiza-

30 tion server via an online means.

In prior—-art solutions, such proprietary data may be protect-

ed against unauthorized access through cryptographic protec-



t hrough transferring the organi zation data to an external storage device
such as a USE flash drive. The user may re- notely access the organization
dat a st orw0 20n/mBE40r gani za- 30 tion server via an onli RETABZNG05228 ti on of
data stored in the external storage device (US 20040103288 by Ziv et al.).
Data in transit may be secured by cryptographic protection of the online
access channel (US 6732269 by Baskey et al.)and even the data itself. 5

Ef fectively, such cryptographic protection extends the secure perineter of
t he organi zation to include the storage device and the online access
channel . 10 However, such conventional solutions fail to provide end-toend
protection. The organi zation data iszsusceptible to unaut hori zed access by
mal wares and file sharing software residing on the untrusted user conputing
devi ce. Th&*Oht?ustéd EE%?K%6ﬁpGL?ﬁﬁ“&%@@&esF%L%ﬁTﬁ?@dc%rhﬁ%rtable conput er
used to 152exctheopssabpd miecessal he organizaidi-onidabhay o Siedarédeoy

organi zation._ The u%prustqg ser cgnayting.device ma hint rf&]e with the
user exter NalPSt6rAYeCdRYT & F6F dat'a exXChange” and i t By be “Connect ed to

t he I nternet3ardb tiye Basgani ratilonaeXtawamethe Thetaunttsasted user conputi ng
devi ce may be the user's 20 personal conputer(s) at hone, off-site
conputers, shared conputers for public use and even conputers owned or

pr e- appr ovedf byt ted yor garh zatyirongraditi cipousecotes emaynat sthdeedowal oaded to

sai d untru%&?%&é§%¥ﬁof the organization to include the storage device

and the online access channel.

10 However, such conventional solutions fail to provide end-to-
end protection. The organization data is susceptible to unau-
thorized access by malwares and file sharing software resid-
ing on the untrusted user computing device. The untrusted us-
er computing device is a fixed or portable computer used to

15 exchange and process the organization data outside the organ-
ization. The untrusted user computing device may interface
with the user external storage device for data exchange and
it may be connected to the Internet and the organization ex-
tranet. The untrusted user computing device may be the user’s

20 personal computer(s) at home, off-site computers, shared com-
puters for public use and even computers owned or pre-—

approved by the organization.

Malicious codes may also be downloaded to said untrusted user
25 computing device via the Internet, Bluetooth and other means
of wired and wireless communication without the user’s
knowledge. Said malwares, which include file sharing software
and malicious scripts, may copy the organization data and
send it to a remote requestor which may be an application ex-
30 ecuting from a server of dubious nature. The remote requestor
may be another individual user running the same file sharing

software.



25 conputing device via the Internet, Bluetooth and other neans of wred
and w rel ess comruni cation without the user's know edge. Said nal wares,
whi ch i ncwoaelifi4sBr4shari ng software and mal i ci ous scri pPST/IRBEN0/02P86 t he
organi zation data and send it to a renote requestor which nay be an
application ex- 30 ecuting froma server of dubious nature. The renote
request or may be another individual user running the sane file sharing
software. 3 The organi zation data may not have sufficient protection when
copi ed or downl oaded to the untrusted user conputing device. In addition,
applications referencing the organi zation data on the untrusted user
conputi ng device are possible causes>of 5 data | eakage when the nmal wares
have successf ul | ai ned access to the organization data by prying into the
Fegi stries iFi el HAG  FEhoTIiEs a8t by TRe Appl 1 CRt] GhS- A0 BUINARY OF THE
| NVENTI ON Thpi¢d esedbwappidenttoonhprintirdesca asdhodnandi sy steamctor
inplenentigg a(g.cure co ut%n envigonnent havi n auditablecfgntrol of
dat a novenght 295" A Ret ARG B PP ehBHTI NG -89 s 68Ure JE8/pTt T HYy %6hGi ronnent i s
provi ded. bn the uretheded aisdreastiponens eleut ec cagamiozat bdd carseut bAg

| at form executjng a first .guditable data exchan | i catipon capabl e of
Pecordi Ry SUERtECTHOS PP IuPE EY 20 can be T RUOH aboH T *5nd | n
conmruni cat cems wid hthat okeastzagrienedder rral psvonagetdevheeréorstexehangi ng

organizatileggggmpgkmgg$%%QEEgeggryhoE%%H§cgg i zation conputing platform

and a secure partition o he ‘externa orage device, and the external
storage device conprising at |east one read/wite se- 25 cure partition

whi ch stores organi zation data in encrypted form and one read-only
partition, and the external storage device can further be interfaced and in
communil @at SBMMARY [PFaTHE e BEYENFHONUNt r ust ed user conputing devi ce to which

t he organ-
The present application provides a method and system for im-

plementing a secure computing environment having auditable
control of data movement

15
A method of implementing a secure computing environment is
provided. In the method, at least one secure organization
computing platform executing a first auditable data exchange
application capable of recording events in a first audit log

20 can be interfaced to and in communication with at least one
external storage device for exchanging organization data be-
tween the memory of the organization computing platform and a
secure partition of the external storage device, and the ex-
ternal storage device comprising at least one read/write se-

25 cure partition, which stores organization data in encrypted
form, and one read-only partition, and the external storage
device can further be interfaced and in communication with at
least one untrusted user computing device to which the organ-
ization data can be transferred for processing with pre-

30 authorized software modules comprising an operating system, a
plurality of authorized applications and drivers pre-
installed in the read-only partition of the external storage

device, and the method comprises the steps of an organization



i zation data can be transferred for processing with pre- 30 authorized

sof tware nodul es conprising an operating system a plurality of authorized
appl i cat iwo0andstni vers pre-installed in the read-onlyPpanB2oid/osz2gsd t he
external storage device, and the nmethod conprises the steps of an

organi zation wuser interfacing the external storage device to the

organi zati on conputing platformfor checking out the organi zation data, the
first auditable data exchange application recording paraneters and events
associated wth data novenent and any 5 other pre-determ ned events in the
first audit | og, the organi zation user decoupling the external storage
device with the organi zati on data stored in the secure partition and
interfacing the, external stor%%e devjce with the untrusted user. conputing

devi ce, thBSGhtTHUSTEGCuser onpufT iy deviFE8e bdotiGTg “20 FF oth¥fie 28per at i ng

system pretiostaddmeding phe foeadfonl ygharihigt bon wofe bhgaextiarinal dstor age

device, with the rd disk, on-vol atil e starage.devices, .Internet and
any ot her ﬁau{lheo:}ialféa %Lé%(lv%a?ﬂ%cgﬁg%c%% §g8na£fl??lelc%§€Pﬂs¥ee%f&§é19 conput i ng
devi ce deactrumited,s bhe eorgearn zatbolrtusewithvokiangooreedS ord anpl ural ity of

the aut hor Lged, apnl Loatlons pre.ipstalled Lo the readsonly partition of the
external storage device for processity the or gani zati ondata stored in the
secur e parvibtiortioh ther edd@npalingt oragetdevstestcandet Hevprocessed

organi zat i d t sferr to.the ni Lon_ canputing 20
platformi (rBIH% %a%gggﬁggﬁr}i%a%pr Sggg‘%g Th tﬁl%esgrée o&%@ttﬁgl% e%% trllél out of the
or gani zat i oarfatamomapebexparfadr pedrdye tdeeitersitiaddict abt eudadauexchange
applicatio ) .Lhe i i a t he i i conpu-
257t g Pl ATTor o LR Ar T e et Cr Yo Sqraph eyt o eCaERnal, ho

secur elpar £renome fopkFowerd By sieint Prry- itthvd 2éhned yipt édicor gawi Zati ®ATdata to

the secure.pardityonnef ihe ext ernal sSterage, demicen.30. 4 4:he method, the
data check-in process may be perfornmed by the first auditable data exchange

appl i cat i oANY ohdeTIYpt I thestdaract fomddte Seearesparti ePoneoieTt He-ext er nal
storage degh@ﬁbrﬁ%ed network connections on the untrusted user compu-

ting device deactivated, the organization user invoking one
15 or a plurality of the authorized applications pre-installed
in the read-only partition of the external storage device for
processing the organization data stored in the secure parti-
tion of the external storage device, and the processed organ-
ization data can be transferred to the organization computing

20 platform in a data check-in process.

In the method, the checking out of the organization data may
be performed by the first auditable data exchange application
to encrypt the organization data from the organization compu-
25 ting platform with an unlocked cryptographic key for access-
ing the secure partition, followed by writing the encrypted
organization data to the secure partition of the external

storage device.

30 In the method, the data check-in process may be performed by
the first auditable data exchange application to decrypt the

data from the secure partition of the external storage device



wi th an unl ocked cryptographic key and transfer the decrypted data to the
menory of the organi zation conputing platform In the nethod, the

or gani zatworrodase2pr ot ected in the secure 5 partition ofPCrhB2awoersal
storage device may be firstly unl ocked or decrypted before being accessed
by the authorized applications running in the untrusted user conputing
devi ce, and processed organi zati on data and other application related data
generated in the untrusted user conputing device nay be 10 encrypted and
transferred to the secure partition of the external storage device, and
this data encryption and decryption nay be executed by a cryptographic
application executed in the user conﬁuting pl at f or m usi ng an unl ocked
cryptographi c_ key fqor accessing the secure rtitiqon, and the crypto- 15
o aphi o apBitBatT G ARYSbe Toe C6F “ERE" piar APty ¥ Faht ABT i Fed VBRI cat i ons
pre-instal Hedaitb thhe measewrdfy tparbdtddranadtoh heorexitenpapl stfarage devi ce.
In the nethod, the cryptographic key for accessing the secure 20 partition
may be stored in protected formin a key nmenory of the external storage
devi ce. | nItheharetdradd, t tiee autghol kzetbrappltbcat ¢ tons ey n comprdesera second
auditable datp, exchande,application whigch i, |oaded Lo 25 and executed by
the untfustéd user conpu?ing evi ce upé% f'Reé conﬁPbPlon of the boot i ng
processes, landed e sleconptaldiettabt ebelato aexehasgvappki eathon zedy be used
to record ip_a. sec it ] t e en t .ext erna
storage despggl%ﬁﬁgﬁgegﬁﬁé?ﬁé?gdkﬂgégﬁfgﬁg§¥iﬁ%g%é%%%§?l£ éﬁﬁﬁﬁéfhe pa- 30
raneters, evémpwoctdetiher gorizespondiag tingeoshanperrieqatred dsytathe audi t
policies o e Lzat i d j,t: |0 red in the
Cecurc. par (Tt on Br LRe External 5t orage devT oo 6 Fn o he method: the
secondlaudrrabyet afaradeketmaige rappt ¢ cdtd ercray rapliaéent hie tdreypkogr aphi c
appl i cation.fQf) enchyptifg,and degryptd ng-data-exchanged; beiween the secure
partition of ex- 5 ternal storage device and the untrusted usér conputing
devi ce. I ntipe TSt Redexatuisshdly aner Git AHErht §aaitAatCPohce oHAMItAE pl at f or m
and unt r ust gdy s &fsCORPHL | ihd@Y L €6 RY: s XECHE €A LR eV g ghbhlcation
process for determ ning whether the interfaced external storage device has
been pre-adfhb?y Z6d ByCEhe Br §aRi Fatyiohpartition, and the crypto-

15 graphic application may be one of the plurality of authorized
applications pre-installed in the read-only partition of the

external storage device.

In the method, the cryptographic key for accessing the secure
20 partition may be stored in protected form in a key memory of

the external storage device.

In the method, the authorized applications may comprise a se-—
cond auditable data exchange application which is loaded to
25 and executed by the untrusted user computing device upon the
completion of the booting processes, and the second auditable
data exchange application may be used to record in a second
audit log the data movement between the external storage de-
vice and the untrusted user computing device, and all the pa-
30 rameters, events and the corresponding time stamps required
by the audit policies of the organization, and the second au-
dit log may be stored in the secure partition of the external

storage device.



In the nethod, at |east one of the organization conputing 15 platform and
untrusted user conputing device may unlock the protected cryptographic key
for acceswOngiitag228ecure partition of the external storage/1Bm0/oR28y neans
of a user password provided by the organi zation user in an authentication
process. 20 In the nmethod, at |east one of the organization conputing
pl atf orm and untrusted user conputing device nmay execute a key verification
process in which the unl ocked cryptographic key for accessing the secure
partition may be conpared 25 against a paraneter derived fromthe origina
cryptographi c key for validating whether the unl ocked cryptographic key
mat ches the original cryptographic kéy, and the paraneter may conprise the
cryptographi ¢ checksum of the original cryptographic key stored in the
external storage device. 30 In the nmethod, at |east one of the organization
conmput i ng phatiomatand, utiid usiceddusedi coTputib by deviaage Ny enfance dat a
control and securik%bgglicie pre-determ.ned b ntgg% organiza- tion, and

|

& SV CPE 8B T o PPadt Rentt dati AT ahd A% A8 zat i on

the polici &8Y nayf¢6
results, fiHkerpmvienenbteontdtoingen heocoradante wdlrd phetiypesoff eke size,
time of jusage and any th§%l%{%hgeEernlned criteria._ 5 In the nethod, any

O . Ne untrlsted User, computi de—.
of the above device vérification, authénticati on, key eritd ¢ati on and

policy enfeicenent processes executed on the user conputing device may be
execut abl e processes provided by one or a plurality of the authorized ap-
10 plications pre-installed in the read-only partition of the external

st orage devicehe Impthhe, net hodstanye off tthe abovel deviccecompitfingat i on,

aut hent i cati ops, key. verh{igation.and. Hghi-eY ,nl & CenBnt . Pragesses
10 device verification process for determining whether the in-
terfaced external storage device has been pre-authorized by

the organization.

In the method, at least one of the organization computing

15 platform and untrusted user computing device may unlock the
protected cryptographic key for accessing the secure parti-
tion of the external storage device by means of a user pass-
word provided by the organization user in an authentication
process.

20
In the method, at least one of the organization computing
platform and untrusted user computing device may execute a
key verification process in which the unlocked cryptographic
key for accessing the secure partition may be compared

25 against a parameter derived from the original cryptographic
key for wvalidating whether the unlocked cryptographic key
matches the original cryptographic key, and the parameter may
comprise the cryptographic checksum of the original crypto-
graphic key stored in the external storage device.

30
In the method, at least one of the organization computing
platform and untrusted user computing device may enforce data

control and security policies pre-determined by the organiza-



15 may be executed by at |east one of the first and second auditable data
exchange applications. In the nethod, the paraneters |ogged by the first
and secomdOaoditsizhe dat a exchange applications may conmpciraBoifves2egenti - 20
fiers of either one or both of the organization conputing platform and
untrusted user conputing device, and the identifiers can be constructed
fromone or a plurality of the identity codes associated with the central
processing units (CPU) and subsystens of the organization conputing

pl atformand un- 25 trusted user conputing device respectively. In the

met hod, the drivers may be software codes used for enabling control signals
and data exchange between the respect7i ve aut horized i nput-output devices
and the untrusted user 30, computing devi.ce, and the authorized.i nput-output
devi ces m§l?ﬁtl%tE§sP%l%%ﬁﬁt fPRg U CEs Vstth @S i c X HritF % ey Boar ds,
essenti al etubtpuidd ngtdevi £es csuebsast Jyoriiter soadtknpr cohers], in8abut excl ude
any conventi ogal ext. anl sttor a%e gevi ces such as portable flash drives and
external h&PECHI k& Hnt tHe WEFRod™ T the 4Gt hot T2 ed Mfiptt - Blit puUY devi ces may
i n- 5 cl udetbhéoneta-idetscahner srandrfort abl e crypto-token used for storing
secret user crypt ographic keys used in nmulti-factor authentication. In the
nmet hod, "t he untrusted user conputing device may be a 10 fixed or portable
conmput er withthwhirghithbhe amgarfi zati arows elevivoe keemiftisedeot heawshgani zat i on,

and the U“EE??E%’H,U%@ gorputing gevrilc?% Ty, ! et ude the %%ecrelsssegoms
conputers, off-site conputers an shar ed coﬁputers or p 11¢C Use, and the
unt rust ed asecutcohput thg deri cemmayitmvievacst matddred eBasicalbls pr6-put - Qut put
system (BI O6) ceditar, whicfy, can be ysed,tqrealstf. Wth.thedntrusted user
conput i ng e\/lscelp%hz;{tl t%eﬁ/ext ernal :ﬁ?or éagé ev?ce esh(l)uF%I %z:e searched for

t he opéf at PAgCSYstrenPrhentve lgat Fustied rgsérocbnpatritagieevificéghies power ed

up. external storage device.

In the method, any of the above device verification, authen-
tication, key verification and policy enforcement processes
15 may be executed by at least one of the first and second au-

ditable data exchange applications.

In the method, the parameters logged by the first and second
auditable data exchange applications may comprise the identi-
20 fiers of either one or both of the organization computing
platform and untrusted user computing device, and the identi-
fiers can be constructed from one or a plurality of the iden-
tity codes associated with the central processing units (CPU)
and subsystems of the organization computing platform and un-

25 trusted user computing device respectively.

In the method, the drivers may be software codes used for en-
abling control signals and data exchange between the respec-
tive authorized input-output devices and the untrusted user
30 computing device, and the authorized input-output devices may
include basic inputting devices such as mice and keyboards,

essential outputting devices such as monitors and printers,



20 In the nethod, the cryptographic key for accessing the secure partition
may be cryptographically protected with a second cryptographi c key derived
from t he weenipaseword and ot her paraneters in accordan®eTB20ho/652286
pre-determ ned al gorithm and the protected cryptographic key for accessing
the secure par- 25 tition can be unlocked in a decryption process with the
second cryptographic key derived fromthe user password using the sane
pre-determ ned algorithm In the nethod, the cryptographic key for
accessing the secure 30 partition nmay be cryptographically protected by the
user fingerprint to forma |ocked fingerprint nodule which is secure and
can be stored in the external storagé devi ce wi t hout additional

cryptographi c protection. 9 In. the nethod, the cryptographi c gperations
handl i ng t RBE RETYERT ABY st GRCEGRET e 'OF "Ehes CRAPST BFTLHE® SEEUr 6% par t1 ¢i on
may be per bortasl oy 1assoditwarse aappekicatiaonhard adiwadsdware nod- 5 ule within
the external storage device. In the nethod, the operating systemnmay all ow
t he aut horized applications pre-installed in the read-only partition of the
external storage ideviode tloe asccessitde onrganbzabitonieexteansty, b0 i ntranet
and any. ot her netyorks pre- authorized by the organizatlon, ln dhe method,
initialization of TRe"é&xterna storad% evi ce y conprlseei € Steps of
deri vi ng t heociyptegraphitekeyyborgddprdccesss ngsdacheé nsegure-frantbrt i on of the
ext er nal Sgﬁ£ﬁ%9j9%¥5§9 fromat |east a master key and the identifier of

t he external storage device, protecting or encrypting the cryptographic key
for accessing the secure partition froman initial password assigned by the
organi zati on ofe SRl:Ched-y Jfie.uses w20 apfloutidd na.ibe protached
cryptographi c key for secure partition to the nmenory of the external
storagéodeﬁﬁé@@ or portable computer with which the organization user

works outside the organization, and the untrusted user compu-
ting device may include the user’s home computers, off-site
computers and shared computers for public use, and the un-
trusted user computing device may have a standard Basic In-
15 put-Output system (BIOS) editor which can be used to register
with the untrusted user computing device that the external
storage device should be searched for the operating system

when the untrusted user computing device is powered up.

20 In the method, the cryptographic key for accessing the secure
partition may be cryptographically protected with a second
cryptographic key derived from the user password and other
parameters in accordance with a pre-determined algorithm, and
the protected cryptographic key for accessing the secure par-

25 tition can be unlocked in a decryption process with the se-
cond cryptographic key derived from the user password using

the same pre-determined algorithm.

In the method, the cryptographic key for accessing the secure
30 partition may be cryptographically protected by the user fin-
gerprint to form a locked fingerprint module which is secure
and can be stored in the external storage device without ad-

ditional cryptographic protection.



In the nethod, at |east the volatile nenory of the untrusted user conputing
devi ce for holding any unl ocked cryptographic 25 key nmay be zeroi zed,

fol | oned W9 28y1st4game shut - down of the untrusted user conpeCirngodevizes when
the external storage device is decoupled and di sconnected fromthe
untrusted user conputing device. 30 In the nethod, the user conputing
device may be pre-configured to forbid the operating systemto use any
menory on the external storage device as the virtual nenory. 10 A system
of secure conputing environnment is provided. The system conprises at | east
one secure organi zation conputing platform at |east one external storage
devi ce conprising at |least one read/ wite secure partition and at | east one
read- 5 only partition, and at |east one untrusted user conputing device,
wherein the organi zati on conputing platformexecuting a first auditable
dat a exchangetiappldt@atij oth< apahkegodphiec opdi Agi dat aarovemneniheard-ot her

pre-determ ned events in a first ud%t , .the external staqr.age device can
DT ot er AEBaR o G o Y R ot ol £ CHE GRGaRt AR amout | o
pl at f or m whikghbe areritpansd esy er gantzatd agppdatatio tdre aekésdwiale sborage
devi ce gn aldat chegh-out(grogesg upon successful verification and

e within e exXternal. or q?v1ce. .
authentlcaFlon, e secure partitron Df The“ext er nal st orage device storing
organi zation data in encrypted form 15 the external storage device can be

I nt erfacedﬁkot@é‘qﬂétﬂog‘l?"m‘é“o arhon. W th the e‘;’tlntglgso%eghgsgﬁthco%@ggi ng device
to which the organization data can be transterred for processing with
aut hor i zedaspiivEriengodud esnteApeilsimgheperat+oigl s petreat i@utdiothrzed

appli cat | ong, gt O yeLs. AEnlastal Laddn hoeofead; 2900nly ALkl ti on of

t he external storage device, the organi zation user 39coup I ng the external
st or agél devhteatgtomneghenprethganing Ay e ore corpat g igledt Por Mavdriyanhe

organi zatigp.gdata stored in its the secure partition, and interfacing the
external storage device with the untrusted user conputing de- 25 vice, the
untrusted user conputing device booting fromthe operating system

pre-instal kgdehd fhecheads onlyiipartsd ian ot Lhesxhiespala§d AAagecdevi ce,
with the hard di sk, anghnonvolatlle st orage devices, Internet and any ot her

unaut hor i zBaY ne? WK ec bhh ettaren 8T of T He "Gnt PEst 8P @SE FPEHHPRY A§Tdevi ce

15 accessing the secure partition of the external storage device
from at least a master key and the identifier of the external
storage device, protecting or encrypting the cryptographic
key for accessing the secure partition from an initial pass-
word assigned by the organization or selected by the user,

20 and writing the protected cryptographic key for secure parti-

tion to the memory of the external storage device.

In the method, at least the volatile memory of the untrusted
user computing device for holding any unlocked cryptographic
25 key may be zeroized, followed by system shut-down of the un-
trusted user computing device when the external storage de-
vice is decoupled and disconnected from the untrusted user

computing device.

30 In the method, the user computing device may be pre-
configured to forbid the operating system to use any memory

on the external storage device as the virtual memory.



30 deactivated, the organization user invoking one or a plurality of the
aut hori zed applications pre-installed in the read-only partition of the

ext ernal wWoanuagas®evi ce for processing the organi zati onPdatiB2g6/03228b i n t he
secure partition of the 11 external storage device, and the processed
organi zation data can be transferred to the organi zati on conputing platform
in a data check-in process upon successful verification and authentication.
5 1n the system the authorized applications nay conprise a second

audi tabl e data exchange application which is | oaded to the untrusted user
conputing device upon the conpletion of the booting processes, and the
second auditabl e data exchange 10 ah51ication may be used to record in a
second audi t all_the paraneters, events and data nD e nHlbetmeen t he
oxtornal - SPOPEICTHEN LU THEUBHRS USIad CHEBRE compaPr R ewes as roquired
by the audbystémldﬁm©$1§éstéﬁ3M@bganbﬂéﬂddEMreaﬂfbéﬂMia&&@ﬂﬂ@bﬁpﬂﬂﬂhg|Og may be
stored in t?%Bfecure p?rtltlon of the 15 extern storaﬁe devi ce, and the

second audf Hafd exehargé SppFiEHt iSoR™AAY eV19§p58 B 5t énéFypt i ng and
decryptingldata<ﬁﬂgrbhé/@ﬁﬂuyeeparélpannitdbntﬁ@dexieeaat steorrage-devi ce. 20

In the syste tg} ?FIfIC(% lgggtqythen on _may ¢ co r%§e a device
ver|f|cat|onﬂ%h%cess For det rmi nfhg Whether” % e inter fac &%t 8 na

storage_devnce,kwherbeentmﬁeanMDhQatZQKidwwpuhen@rgﬁﬂmf@amleuﬁcuandgaﬂ
a“the”t'caé ?Qt9£1 ElQBQa&QQBEh§ %QrgggE .0g; Jhe. | r%%@'%@%kx%rHser for a

password 2 ing a protect togr aphi or encrypting and
decryptingldaléﬁﬁammOWhee@@cnrbopaet|mnqm¢ecérmh%xéﬁwepnalms&oﬁagetdeV|ce

The present,ifvent] 0p,pr ayides,ag: banavatlve. method and. syse. 30t em f or

i npl ementing a secure computing envi ronment conprising an or gani zation
secur el@onpoti hy wysuentalekirernah Storagendeyt tes cangubhty usiicedonser

conputing deyices, o Whkeh: thHeUsers: SXchange, and RLEcess: data Broprietary
to the organization 12 in a Secure nmanner. Authentication events and data

movenent afeviekodrdeddphe atfickabre PIgYs S&s vper %4ﬁ§©§§§éﬁl%%ﬁ%ﬂ§ﬁadata
novenent p@thYénd authentication, the secure partition of the external

storage device storing organization data in encrypted form,
15 the external storage device can be interfaced to and in com-
munication with the untrusted user computing device to which
the organization data can be transferred for processing with
authorized software modules comprising operating system, au-
thorized applications and drivers pre-installed in the read-
20 only partition of the external storage device, the organiza-
tion user decoupling the external storage device from the or-
ganization computing platform with the organization data
stored in its the secure partition, and interfacing the ex-
ternal storage device with the untrusted user computing de-
25 vice, the untrusted user computing device booting from the
operating system pre-installed in the read-only partition of
the external storage device, with the hard disk, any non-
volatile storage devices, Internet and any other unauthorized
network connections on the untrusted user computing device
30 deactivated, the organization user invoking one or a plurali-
ty of the authorized applications pre-installed in the read-
only partition of the external storage device for processing

the organization data stored in the secure partition of the



5 As aresult, the present secure conputing system extends the trusted
conputing environnent of an organi zation to untrusted user conputing

devi ces owD=20U#4812¢ Or gani zati on. The present system al IPORaBHREOF228¢hone and
of f-site working by the organi zation staffers using | owcost and

of f-the-shelf external 10storage devices. BRI EF DESCRI PTI ON 15 Enbodi nents
according to the present invention will now be described with reference to
the following figures, in which Iike reference nunerals denote |ike

el enents. FIG 1lillustrates the secure conputing system of the pre- 20sent
invention, FIG 2illustrates the flow of a data check-in and check- out
process executed by the first audi tdbl e data exchange application of FIG
I, FIG 3illustrates the flow of an audit |o gin process executed by a
second audftabi ¥ d&taT 8XCHANGE Cappl cats é’ﬁOF% rie ERBBUT Merit” §Ftfhe secure
conputi ng systemwofanEF&rrdd andnhEl & gatilzlatisbh ad @ vd iposeEsSst @xeadt ed for

initializing the external storage device of Lhe secure comuting system of

thentication.

In the system, the authorized applications may comprise a se-—
cond auditable data exchange application which is loaded to
the untrusted user computing device upon the completion of
the booting processes, and the second auditable data exchange
10 application may be used to record in a second audit log all
the parameters, events and data movement between the external
storage device and the untrusted user computing device as re-
quired by the audit policies of the organization, and the se-
cond audit log may be stored in the secure partition of the
15 external storage device, and the second auditable data ex-
change application may be capable of encrypting and decrypt-
ing data for the secure partition of the external storage de-

vice.

20 In the system, the verification and authentication may com-
prise a device verification process for determining whether
the interfaced external storage device has been pre-
authorized by the organization, and an authentication process
may comprise prompting the organization user for a password

25 for unlocking a protected cryptographic key for encrypting
and decrypting data for the secure partition of the external

storage device.

The present invention provides an innovative method and sys-
30 tem for implementing a secure computing environment compris-
ing an organization secure computing system, external storage
devices and untrusted user computing devices on which the us-

ers exchange and process data proprietary to the organization



5 The present invention nmay be understood nore readily by reference to the
follow ng detail ed description of certain enbodi nents of the invention.
Secure ConpubimgsBystem 10 FIG 1 shows a secure conput Pa@/IBIM)/nE2asent 100
conprising an organi zati on secure conputing system 110, at |east one
external storage device 150 and at | east one untrusted user conputing

devi ce 190. 15 The organi zati on secure conputing system 110 conpri ses at

| east one organi zation server 112 for executing a plurality of organization
applications. The organi zation server 112 is in comrunication with a
plurality of organization conputing platfornms 120 whi ch provide

organi zation staffers or users 20 access to server and client appl i cations
and data. One such applicatiaon s the flrst audltable dat a exchange

oDl eat of 130 T CeReHSt A BR BT SeEr oAb S A0S H S G Rl st or age
devi ces 15Qrautdairdzedibyaddie abngansgatdsoper Thie: fdrgahiawei drablae adat a
exchange aﬁgllcatlon 130 further nonitors and 25 records device usage, data
movenent aind’ P Hay éAfdr ce or gani zat i onal gover nance requirenents for

audi tabl e data control. Organi zation data 140 is any data proprietary to
t he organi atlon i | udi ng text . docunments ge fi and ot h mul ti-30
medi a dgtai % g* &ﬁignéxé(aﬁﬁécggﬁPlca tf%oexT%vfbgé “whi ch have

not been eXphstﬂdqum@uthng!anmiranmemerﬁtbedor§¢mﬂzﬁylpoetwenutw@aEdon resul t
|s recorded Ln & flrst 29 L °%u£§<%)t 2 EQ ﬁ%ﬂRﬁ%nOfdﬁ9§ﬂf%f nthe

ext er nal storage evic nprises at st one réa y partltlon 160
and one seeupeemparitliovisone AT hﬁme set fd —parei wédnny70y wWhe chroiegi-

read-andwr LLe; snalledy st s, bg organi£abien: dala 140- arut any ot her user
and application-related data'in encrypte orm The 10 cryptographic key
for acééssihgrascWegipastition 170 is stored in a key nenory 180 of the
external storage device 150 in a protected form This protected
cryptographi ¢ key can be unl ocked by a user password provided by the

organi zati on user in an authentication process. 15

BRIEF DESCRIPTION

15 Embodiments according to the present invention will now be
described with reference to the following figures, in which

like reference numerals denote like elements.

FIG. 1 illustrates the secure computing system of the pre-
20 sent invention,
FIG. 2 illustrates the flow of a data check-in and check-

out process executed by the first auditable data

exchange application of FIG. 1,

25
FIG. 3 illustrates the flow of an audit logging process
executed by a second auditable data exchange appli-
cation in one embodiment of the secure computing
system of FIG. 1, and
30
FIG. 4 illustrates a process executed for initializing the

external storage device of the secure computing

system of FIG. 1.



The read-only partition 160 stores an operating system 162 for booting the
untrusted user conputing device 190. The read-only partition 160 further
stores awwbapiizese2appl i cati ons 164 for processing the organBuwat/iiasdata 140
stored in 20 the secure partition 170, as well as drivers of authorized

i nput - out put devices 166 allowed to be coupled to the untrusted user
conputi ng device 190. The organi zation user may decoupl e an external
storage device 25 150 from his assi gned organi zati on conmputing platform
120. The user may interface the external storage device 150 to an untrusted
user conputing device 190 at hone, a renote custoner site or in public
anenities. \Wen the external storagé“ﬁevice 150 is in conmunication with
the untrusted user conpu- 30 ting device 190, the boot firmware of the
untrusted user conputing device 190 searches and executes the operating
system 162, which is capable of executing the authorized applica- 15 tions

164, pre-i d i d-only partition 160 of the external storage
devi ce 1SOBE%$#ié§ﬂ#F§g%g%T%§€r conmputing device 190 by itself is a fixed 5

or portable conputer used to exchange and process the organization data 140
out si de5t hehergardenat i onentlhhver wayrbstwedicusepod onput rrgddevilge r290 nmay

i nterface wilh Ihe external..slorage devi ce 150 for, data. exchange. The
untrusted user comput ng evice may be the” user “s personal™ comput er (s)
at honme, 1Dodhesred odnput errsreloriopubl ic use and even conputers owned or
pre-approved by the organization. In order to create a trusted environnment

in the untrusted user conputing device 190, the operating system 162 has
been Secure Computing System

10 FIG. 1 shows a secure computing environment 100 comprising an
organization secure computing system 110, at least one exter-
nal storage device 150 and at least one untrusted user compu-

ting device 190.

15 The organization secure computing system 110 comprises at
least one organization server 112 for executing a plurality
of organization applications. The organization server 112 is
in communication with a plurality of organization computing
platforms 120 which provide organization staffers or users

20 access to server and client applications and data. One such
application is the first auditable data exchange application
130 for exchanging organization data 140 with external stor-
age devices 150 authorized by the organization. The first au-
ditable data exchange application 130 further monitors and

25 records device usage, data movement and it may enforce organ-

izational governance requirements for auditable data control.

Organization data 140 is any data proprietary to the organi-
zation including text documents, image files and other multi-

30 media data.

Verification of external storage devices 150 may be carried

out by the organization computing platforms 120 or the first



15 pre-configured to deactivate the |local hard disk and any | ocal

non-vol atil e storage device of the untrusted user conputing device 190. The
oper ati ngveystigrs62 further prohibits the untrusted usecTaBmpudings devi ce
190 or its applications fromaccess to any networks, such as the Internet,
whi ch have 20 not been pre-approved by the organi zation. Furthernore, the
system 162 prohi bits any input-output devices which have not been

aut hori zed by the organi zation from exchangi ng data and signals with the
untrusted user conputing device 190. 25 First auditabl e data exchange
application FIG 2 illustrates the data check-in, check-out process and
audit 1 oggi ng executed by the first Huditabl e data exchange application 130

of FIG 1. 30 The process hegins with ste in which th r ypt ogr aphic
ey Tor acBbesi e S HECEcut e 9B EPP T LITs of Ot HE"Haeer Hin s Bge dovi o
150 i s retnbeviestrarapunt ockedutor pesd e datactchrckheutie240)ertihe fir st
audi tabl e data exchangcf aPSpI i ca- . %6. ti or}.139 en .rtyqts ﬁﬁ ni zati on data
140 from t ha“drgahiZat i on comsGETRY Pl &t Fof i 126\ tR% he™Unl ocked
cryptographi c key for accessing the secure partition 170 in step 260. The
application 130 further wiit he encrypted data to.the cure 5 partition
150 of “The BEr eIl S0 Gevhie tRoAl Bl P et o
check-in i prstep 240catheorfd rshdaodl ¢ ghire idava exchadgenappidugat i on 130
retrieves and, decr d tored_in the s r tLgi 70 .of the
external s 8?5@%10%832\7@%@1 6%6\ngt%é£t}hletl§ﬁll giﬁ’e%@r%g}ptl%g]?%ap ia%dkey for
accessi ng thetsempbdepar stiarieon thz0oy srrsizep1i260datEhé 48pphd catyi onh&80 furt her
wites the decrypted data {9 a-RLez2s8igned Of-MsRLuSpes)figd menory of the
or gani zat i on corrput%i%ﬁg platf or m 1%% in St ep gS%%lSG.TEe ljFi rst auditable
dat a eX@hanagerapplarbaci bay 130 recosesnalslecdat aPatvidrent 174 itshe first audit

log in step:2/04 %%C%rﬁ'b?gnén%r@r egdel erained, or ganizatLon poliLi esg The
audit | ogging process of step 270 may al so be executed concurrently wth
any 20 of tRe?ddatdecheekt 9uin -afdiehrek-TiHedpForRsEEerpH. key can be

unlocked by a user password provided by the organization user
in an authentication process.
15
The read-only partition 160 stores an operating system 162
for booting the untrusted user computing device 190. The
read-only partition 160 further stores authorized applica-
tions 164 for processing the organization data 140 stored in
20 the secure partition 170, as well as drivers of authorized
input-output devices 166 allowed to be coupled to the un-

trusted user computing device 190.

The organization user may decouple an external storage device
25 150 from his assigned organization computing platform 120.
The user may interface the external storage device 150 to an
untrusted user computing device 190 at home, a remote custom-
er site or in public amenities. When the external storage de-
vice 150 is in communication with the untrusted user compu-
30 ting device 190, the boot firmware of the untrusted user com-
puting device 190 searches and executes the operating system

162, which is capable of executing the authorized applica-



I n anot her enbodi nent, during the data check-in and check-out processes
200, the first auditable data exchange application 130 retrieves and

unl ocks twe 2prioiuexted crypt ographi c key for 25 accessi ng@CIaBneofzasa i ti on
170 froma centralized database stored in the organi zation server 112.

In yet another enbodinment, the first auditable data exchange application
130 retains a copy of any data being witten to 30 the external storage
devi ce 150. External Storage Device The nenory of the external storage
devi ce 150 conprises at |east one read-only partition 160 and at | east one
secure partition 170. The secure partition 170, which is read-andwite
enabl ed, stores the organization dat'® 140 and any other 5 user and

application-related data.in crypted form The read-only partition 160
Stores sof LEPe TeduPes EOMBTISING” A opGrarT G S7at-aht 162 aithori zed
appl i cati onge 164 amd 1detveiE ekvaué hoya.zed i nput - out put devi ces 166 al | owed
to be coupled to the untrusted user conputing device 190. 10 The read-only
and secure partitions 160 & 170 are inplenented in the non-volatile nmenory
of the extehaahntstwerageusevicepibingustvitthat 90 hey stteeed 1wnfortiaedon is

retai ned even g¥1the externale§29¥?g§ device is not _electrically powered.

The non® 157vbTa 15 Ten ?%Fﬁn&? a§ﬁaﬁgﬁn?@,Eﬁgfﬁsaf%635Fg885ical based

provi ded t hatit¢helatead4ondyt palet Ehe orr B0 zahdot helrsecuteupard iuseon 170 can
be created, omf&ltin—rhge§7$§%rle900%% : Eh@é‘rf%:%. %Yh_?%e' %E'tgg}?é‘# &d JaLhe form of

20 di sk engry o] r e system encryption e externa storgge devi ce
150 may conprise l@0contrddtiaercxahdnot hethenmansuftord enabl ¢egputhedr equi red

data access processesa, 25, Te exLernal ALoLage.doavion 150 mRy.be a

custom zed or offthe-s product, typically with the aforesaid
non- vol &t i Eeapethroryrugens rigll eubahd wichendsabes ystems chouserd Rra port abl e

chassi s. pre-approved by the organization.

In order to create a trusted environment in the untrusted us-
er computing device 190, the operating system 162 has been

15 pre-configured to deactivate the local hard disk and any lo-
cal non-volatile storage device of the untrusted user compu-
ting device 190. The operating system 162 further prohibits
the untrusted user computing device 190 or its applications
from access to any networks, such as the Internet, which have

20 not been pre-approved by the organization. Furthermore, the
system 162 prohibits any input-output devices which have not
been authorized by the organization from exchanging data and

signals with the untrusted user computing device 190.

25 First auditable data exchange application
FIG. 2 illustrates the data check-in, check-out process and
audit logging executed by the first auditable data exchange
application 130 of FIG. 1.

30 The process begins with step 230 in which the cryptographic
key for accessing the secure partition 170 of the external
storage device 150 is retrieved and unlocked. To perform data

check-out (240), the first auditable data exchange applica-



30 The external storage device 150 conprises an interface capabl e of
exchangi ng signals and data with the untrusted user conputing device 190
and the owganiiziasizan conputing pl atform 120. The i nt er f Ce&/1REQ0/0522860r M t O
international and proprie- 18 tary interface standards adopted by

manuf acturers of fixed and portabl e conputing devices. The interface may
support any of the wired or wireless data comruni cations including the

Uni versal Serial Bus (USB with specifications available at 5 www. usb. org),

| EEE 1394 (Firewire with specifications avail able at ww.ieee.org) and

Bl uetooth (a short range comruni cation standard - ww. bl uetooth.con). The
interface standards include but are ot limted to the prot ocol s used by
USB t okens, ,external hard di sks, nepory stig%&, nult%nedia cards, 10 secure
digital (SbjoRatds "KBYRF (U dar s> Shart L Abdi @ caPasC st 'C6MmpaRt f1 ash
cards. Thepexirer pabht sé6f ag@e® devhcencld01payedbedyptegr apiect wet/h anot her
device used primarily for teleconnunicatio?§ ent%%tag 515, ment or ot her
appl i cati ohS’ A Opardt Fng SySFenP162 6Fet hr it H a E?Uréﬁi?€ of aut hor -

i zed appli pat tonorlB40andr drdrverstéortipr enapppiovedaitapud -taut putcudevi ces 166
are prezinstall.ed i he_r.ead- onl rti- 20 tion 1 The .operating system
162 nay5bepﬁf%%%§%¥?7bW%%6%§ieffﬁ%QQQﬁﬁx%ﬁ'?ré%3¥fhggg.l%ﬁgx%bégéting
system 162 may be any suitable system capabl e of executing the plurality of
aut hori zed-co i.ng | ,cati ons. 164 an riy, . ..b xecuted in

t he untrusgédS%§%¥ﬂE8%ggt#ﬁ%*dggié% Tﬁ%{gég’Tﬁggﬁﬁég?-%%?ﬂﬁgﬂ'eggce drivers
are softwake eodesiogsedribrateémabldhgrcontreb sigrElcsyand dkttaa exchange

bet ween th [ ' -0l vice n d user
compu- i ng"devi oo 190, "GRTy LR arubra T of oo aser oved T Hmde: 30-out put
devi cesOar éepres i 19t aliFedtian uwheckedd-omtyopartic iken 160 dfcasivénext er nal
storage deypce;J30Q.. The: pr&;ARRHOYLA: i PYLpoutpUt, JeVEGes, My ol ncl ude basic

i nputting devices such as mce and kéyboards, as well as essenti al
outputti ngfgévhqg writes the decrypted data to a pre-assigned or user-

specified memory of the organization computing platform 120
in step 255.

15
The first auditable data exchange application 130 records all
data movement in the first audit log in step 270 according to
pre—determined organization policies. The audit logging pro-
cess of step 270 may also be executed concurrently with any

20 of the data check-in and check-out processes 200.

In another embodiment, during the data check-in and check-out

processes 200, the first auditable data exchange application

130 retrieves and unlocks the protected cryptographic key for
25 accessing secure partition 170 from a centralized database

stored in the organization server 112.
In yet another embodiment, the first auditable data exchange
application 130 retains a copy of any data being written to

30 the external storage device 150.

External Storage Device



19 es including nmonitors and printers. The pre-approved input- output
devices may further include bionetric scanners and portabl e crypto-tokens
for storiwgQ2encug24user cryptographi c keys used in mnul t PCTAB2006/052286

aut hentication applications. Driv- 5 ers conformng to open standards, such
as Bi oAPI (under Bi oAPI Consortiumw th specifications avail abl e at

www. bi oapi.org) for bionetric devices and PKCS#11 (under RSA Security with
specifications avail able at ww. rsa.con) for portable cryptographic tokens
may be used. 10 It is inportant that the pre-approved input-output devices
shoul d excl ude any conventional type of external storage devices.
Cbnventional external storage devi c€s’ such as a USE flash drive or

ext er nal hd di sk, may i nj ect naﬁmares into 15 tQﬁ untrust ed user
conputing d ¥i BEOr0 0 hElh% SR AT shf HGIEh 8 Eecurity CPEREI 56 %he present
secure conmuhsmgneﬂvbaanﬁﬁntpheeltlkﬁrmmnaddugetnﬁ@ﬁpuhengaﬂﬁwlce 20 The
untrusted use qp%g?ng deV|ce 190 H? a fi g table(fo uter used to
exchange ahd” %rd%éss he d?éﬁﬁP%gt?ar:ﬂﬁfg oﬁi he*ordani zation. It
may be thewuses' enqmaesonahn&ﬁnmhbea(g@nuﬂathonedauﬁ1149|aedoﬂqputees and

shar ed co uters E“b£%ﬁ>“§%1a% Iﬂ&‘blgtegégnw%%e of t Eyntrusted user

conput i ng d&vi c€’ Pirstta Le5ién ing an execu?lng e operating
systen1162rpa@wwﬁst@bkeéthnlﬂ59 ek@t&suﬂof$W@raQEXﬂeEsceomﬁ%laMmgnanhe

ext er nal Eg%@ mdge":\)/%@er?r%é Sa\l;?fécg %@?%%91%{’?& E%m’%‘rﬁ‘d “ar30cgation wth

t he untrust user® conputing ’'de e au orlze appl1cations 164
pr e-i nst al bédantrhari@edameoyteadtont ydparaeist Loh ABPvadetexlee utcalplledby t he

operating system 162, withindhe uptsust ed yser; gonputing device 190. The

| ocal
10

The read-only and secure partitions 160 & 170 are implemented
in the non-volatile memory of the external storage device 150
such that the stored information is retained even when the
external storage device is not electrically powered. The non-
15 wvolatile memory may be flash memory, hard disk or optical
based provided that the read-only partition 160 and the se-

cure partition 170 can be created.

The secure partition 170 may be implemented in the form of

20 disk encryption or file system encryption.

The external storage device 150 may comprise a controller and

other means for enabling the required data access processes.

25 The external storage device 150 may be a customized or off-
the—-shelf product, typically with the aforesaid non-volatile
memory, controller and other sub-systems housed in a portable

chassis.

30 The external storage device 150 comprises an interface capa-
ble of exchanging signals and data with the untrusted user
computing device 190 and the organization computing platform

120. The interface may conform to international and proprie-



20 hard disk and any | ocal non-volatile storage device of the untrusted
user conputing device 190 are deactivated such that the external storage
devi ce 1580hasi/mase2access to the | ocal hard di sk. Possi bipeThB2orH/082286
execut abl es, such as malwares, 5 residing in the untrusted user conputing
device 190 are unable to execute because the executabl es have no access to
t he processing resources of the untrusted user conputing device 190. 10 The
user conputing device 190 may be pre-configured to forbid the operating
system 162 to use any nenory on the external storage device 150 as the
virtual nenory for processing. The standard Basic |nput-Qutput System
Editor (BICS editor) 15 on the unt r ust ed user conputing devi ce 190 may be
used to register with the untr steg C devi ce_190 that the
connect ed ERTBriHICTSE6F Ay HET %%5ﬁlﬂ be égzé?éﬁédoﬁdFXFﬁe oper at i ng
systen1162amﬂQ@mﬂheﬂunb@mpﬂﬁﬂiguaevl@@ﬂpumbngnfkmmabe 190 ssopoawered up. The
external starage deV|ce 20. |isted as. the.first. bo device in
the booti n§sEquené& o™ t'h lre é?%? UESEF " EoRpUtithgdelice 196. The
operating systeﬂnaﬂ62enmy1f3ud:hBSBpwxﬂhlwp@ctﬁECaMﬂdwusbedilahme eonput i ng

device 190 or its ap ﬁ% qg§4 n1access.%g 25 any net wo §uch as the

| nt er net, MHIC%I%an- een pr 1r@%%§bgl ?(%”brganf%%.|on

C}ganizatlbmedataW&AQeQEOMEﬁt@ddlBlmMQXSECMaesmmnulﬂamga ddtGnwofickhe external
storage deyice %%Qmm§df'rﬁ% QS%.¥8&€9<uﬁﬁOr?EQQuﬁﬂﬁfggéhgﬁ&%EQdépp!'Cat'O”S

164 running I'n e antrusted user conputi'ng device can access It.
Processed ongamiediitoardatet drdibehero apyel Pcatdon s elsatiedy dEtPatgenerated in

the untrusted, user. computing device,d90 are; encr yphed and, tr.ans;

10 secure digital (SD) cards, xD-picture cards, smart media

cards and compact flash cards.

The external storage device 150 may be integrated with anoth-
er device used primarily for telecommunications, entertain-

15 ment or other applications.

An operating system 162 together with a plurality of author-
ized applications 164 and drivers for pre-approved input-
output devices 166 are pre-installed in the read-only parti-

20 tion 160. The operating system 162 may be Microsoft Windows,
Linux and their wvariants. The operating system 162 may be any
suitable system capable of executing the plurality of author-
ized computing applications 164 and drivers 166 can be exe-
cuted in the untrusted user computing device 190.

25
The input-output device drivers are software codes used for
enabling control signals and data exchange between the corre-
sponding input-output devices and the untrusted user compu-
ting device 190. Only the drivers for pre-approved input-

30 output devices are pre-installed in the read-only partition
160 of the external storage device 150. The pre-approved in-
put-output devices may include basic inputting devices such

as mice and keyboards, as well as essential outputting devic-



21 ferred to the secure partition 170 of the external storage device 150.
Anal ogous to the aforesaid data check-in and check-out processes 200, these
crypt ogr awbi2e110p3822at i ons are transparent to the user an#CrhB3jo1en®2gser f or med
by a crypto- 5 graphic software application executable in the user
conputing platform 190. Said cryptographic software application is one of
the plurality of authorized applications 164 pre-installed in the read-only
partition 160 of the external storage device 150. The cryptographic
software application is |oaded to the 10 untrusted user conputing device
190 when the external storage device 150 is connected and in conmuni cation
with the untrusted user conputing deVi ce 190. The prot ected cryptographic
key for accessi secure partitign 170 i s un] ocked by at |east the password
provi ded by°t he"U¥erdi Aot he " af 8P§s%?ﬂlteﬁi-s'1% t R PEREPORY pri&téss. Data
comuni cat batpbetdseeret heaurturti st e di msieidec bapuit i Mg dewheers Ahdand t he

ext er nal stor%%%_devicg 150 i ncl.udes reading of authorized applications 164
and driver 89166  and T PARsT B 520°F | Ay 'dafa "as50ci Hited Cw Y W RE "d6cur e
partition tZ0s Wddciin thhetiseturter conpudntigaenvi rapptentt 1€ . such-dat a
communi aton does, not,.require the establ Lshyent of 3 special ssecure
channel ~or “tnhel”. 25" %econd “Audi tabt e dafa“exc ange ap fication FIG 3

il lustratesABh @Enbroditdentwith woechf aertaedist avaggillg process flow i s
executed by,.8 Sec Q%%g?"% !b%?%\élééi%ge@%@%g QYPCP'E!K%%%?”m%%J gxsecond
audi t abl e data exchange application is a pre-installed authorized

appl i cati ofeté4itst oried ppetiHe creadrordvwpipabtetétonvwi6Osef cere foxt er nal
storage deyj 0. n torage device 150 is
interfaced¥g%ga%%3égﬁéﬁﬁ?%ﬁﬁﬁgngif%ﬁ§fﬁ§l%%t?%%%éd user conputing device
190, theé boot firmmare of the untrusted user conputing device 190 executes

t he 0perat&@9i§¥§&%@k%§g $H§%Jt@§tBiéggkﬂr%vgaeinput—output devices

should exclude any conventional type of external storage de-

vices. Conventional external storage devices, such as a USB
flash drive or external hard disk, may inject malwares into
15 the untrusted user computing device 190, hence diminishing
the security level of the present secure computing environ-

ment 100.

Untrusted user computing device

20 The untrusted user computing device 190 is a fixed or porta-
ble computer used to exchange and process the organization
data 140 outside the organization. It may be the user’s per-
sonal computer(s) at home, off-site computers and shared com-
puters for public use.

25
The boot firmware of the untrusted user computing device 190
is capable of searching and executing the operating system
162 pre-installed in the external storage device 150 when the
external storage device 150 is interfaced to and in communi-

30 cation with the untrusted user computing device 190. The au-
thorized applications 164 pre-installed in the same read-only
partition 160 are executable by the operating system 162

within the untrusted user computing device 190. The local



5 read-only partition 160 of the external storage device 150 in step 310,
foll owed by executing the second auditabl e data exchange application (320)
wi t hi n t wountwv4812ed user conputing device 190. In the mextiBat@ps2380, t he
second audi tabl e data exchange application records in a second audit |og
330 all 10 the paraneters, events and the corresponding tine stanps, and
any information, such as the sizes, types and attri butes associated with
the transferred data, in accordance with the audit policies of the

organi zation. The second audit | og 330 may be stored in the secure
partition 170 of the external 15 storage device 150 with its content
directly updated by the second audi t4bl e data exchange application 320. The

second audjt | og 330 be read and transferred (340).to the_organization
computi g BESETErh 120 By LA POt MLt Lot CRLhn gl SR Soat: on 330
when the exhermadedsstierageordemiice d&50i 20 199 bht eddacedaand durhcamauni cati on
with the figst uditﬁbig dat a exchanggbépplication 1 O.tgh second
audi t abl e GAY & EXChARge Appl Cat'iton may"f epl acé afd perfdrm t he
functions ohrdheiaf.oresaiidler yptogriapkeci2balbl=ssoktivares appliaecat on for
encrypting data written framtheuntrusted user gomputipg devige 190 to the
secure partrtion 470 of tHe ‘external 'storage device 150, as welf as

decrypt i ngbdat o copicedef rornusike tsecexarpabiptilmvel 70 ofcédhe textéenal
SLorage deklee 0l e Lhc IRy AL LIS BLEuSLA] diSeh. oo, 30 i 0

devi ce 190. e cryptographic key for accessing secure partition 170 may be
stored in pPotected formin the key nenory 180 of the external storage
device 150, and this pro- 23 tected key is unlocked upon the user entering

his or her password. User Authentication
10 The user computing device 190 may be pre-configured to forbid

the operating system 162 to use any memory on the external

storage device 150 as the virtual memory for processing.

The standard Basic Input-Output System Editor (BIOS editor)
15 on the untrusted user computing device 190 may be used to
register with the untrusted user computing device 190 that
the connected external storage device 150 should be searched
for the operating system 162 when the untrusted user compu-
ting device 190 is powered up. The external storage device
20 150 may be listed as the first boot device in the booting se-

quence of the untrusted user computing device 190.

The operating system 162 may further prohibit the untrusted
user computing device 190 or its applications from access to
25 any networks, such as the Internet, which have not been pre-

approved by the organization.

Organization data 140 protected in the secure partition 170
of the external storage device 150 is first decrypted before
30 the authorized applications 164 running in the untrusted user
computing device 190 can access it. Processed organization
data and other application related data generated in the un-

trusted user computing device 190 are encrypted and trans-



5 The cryptographic key for accessing secure partition 170 is stored in a
key menory 180 of the external storage device 150 in a protected form This
prot ect edwonyptagr2aphi ¢ key can be unl ocked by a user paesdBprodo/psee ded by
t he organi zation user through the aforesaid authentication process in which
the us- 10 er is pronpted to enter at |east his or her password anong ot her
credentials. The authentication process nay be executed by the organi za-
tion conmputing platform 120 or the first auditable data ex- 15 change
application 130 upon the connection of the external storage device 150 with
t he organi zation conputing platform 120. The authentication process may be
executed by the second au- 20 di t abl€" dat a exchange application (320) or
one of the _authori zeg aggl i cations 164 p7re-i nstalled in_the read-only
partition 1B8H°Gt th& Exter'Hdl PEforat deVi 86 1Bd W6h the® ' Coiéct i on of the
external stevage idevi aealsbibus th the dfbredstedidtsercheorpiit iaig devi ce 190.
25 Device Verification Either aone_or both gf t he .organi zati on _conputi ng

[

pl at f or m 120°&hd & GRET Us ez(ggﬂsté}rlesceor%gp RY- YeVicEP180- W}’ pért or m devi ce
verificati onanépdiemtextetimalusstonagetidaviace AEOf qmiedr by 0a 3 ytptansf er of any
or gani zat i on. data 140 or the exeeulion of .any. aut hoti zed appligatjons 164
Devi ces’ whi'ch hiave not’ f)eeerexpfal citly aut hor T ze y the" or g§ni zafion are
rej ected. Aldwhortre 190st Sapf qvetaotdwriczedfexter ralpldtor age idevnees, 24

whi ch conpl i th Securd t i ts _and devi.ge confjguratjon
descri bed ﬁ%r%\%lérl,plﬁlggrlr%?%tcéﬂl ﬁé&k:ggy%%ag%%%glgﬁ?tﬁ?nﬁso\é6§e g%rlﬁls% ﬁ ari ng the
devi ce veriifi g imrd-théy i hertiitfiper1gf dfthéhexteraralalssoraaee deviice 150 is

conpar ed a@%bﬂsfhe cryptographic software application is loaded to the
10 untrusted user computing device 190 when the external storage
device 150 is connected and in communication with the un-
trusted user computing device 190. The protected cryptograph-
ic key for accessing secure partition 170 is unlocked by at
least the password provided by the user in the aforesaid au-

15 thentication process.

Data communication between the untrusted user computing de-
vice 190 and the external storage device 150 includes reading
of authorized applications 164 and drivers 166 and transfer-
20 ring data associated with the secure partition 170. Within
the secure computing environment 100, such data communication
does not require the establishment of a special secure chan-

nel or tunnel.

25 Second auditable data exchange application
FIG. 3 illustrates an embodiment in which an audit logging
process flow is executed by a second auditable data exchange

application.

30 The second auditable data exchange application 320 is a pre-
installed authorized application 164 stored in the read-only

partition 160 of the external storage device 150.



5 the white |ist of authorized devices each tinme an external storage device
150 is interfaced to the organi zation conputing platform 120 and/ or

unt rust edwo=er1/meazput i ng devi ce 190. Devi ces whi ch havePootiBlyg@ns2essgpl icitly
aut hori zed are rejected. The device verification result may be recorded in
the au- 10 dit logs 270 & 330. The identifier of the external storage
device 150 may be read fromthe device. The identifier may be hardcoded in
t he device by the device manufacturer. Sone devices nmay allow the

organi zation adm nistrators with sufficient admnistrative right to anend
the identifier through a 15 suitable software devel opment kit. The
identifier of the external storage devi ce 150 together with the

organi zati on user to \é/nomthe evi ce 150 has been all ocated may ge stored
by the orgafi 2&tt ¢ f6F FECOUALabrPT19° EfFortemtnt “as pert14t¢ d4ta control
policy requhresanirs cat ibheriamgankezat t okt c20udde ddrosit iagdid-allee dat a
exchange a ication 130. m erformthe device verification prior to
execut g PR dih Rk TR OF b Ul " ERECR e SPBELses BHOSE The

aut hori zed1est erqialtest ohagepdevice 4pdamay6store-ineadeyd cien waki ficati on
status 25 in_its read-onl) rtition 160 .for use by the seco audi t abl e
dat a ex%haﬁgeg%dé%npﬁyi Eﬁf?btn 052365)00155?%? n%xﬁgr\r}maﬁgt%é)rr}étg egle\r’] er gggeanext er nal
storage degiee 380 Hadlbeeh lauthernized: tThessewohdiuaudebbbldatdata-exchange
applicatio r-.30 farmthe device i fication | Qr. . transfer
of any or gglﬁlg%% ir%rygﬂgg? %11%}10( B%ro )tﬁlet’e%lxne\éat% [ 8%9% Stae%ytug% h%%p%gékg

appl i cati odsvi6ed.190denti fhemeat ther eldler hak stormageudevilee I80amay be used
for device i ficatior er ryely, _s -..25.dit at a exchange
appl i cat | of 36 Ty ERESK 54 d Aurce e (T oat o b atte M &1ed in the
read- ohfy phetiPaianete6n, ofvaie anthord Zedrexperdidly $tofageathevi 68d150. 5
Key Verifi ‘éﬁ%' 00 che £ WBh ocked %%YPE@%&%@',%?&&S fQly aceessing secure
partition 170 may be verified, in a key veritication process, against a

par anet er @efidef Mish Ehe ringitARFe € rAAitogt Apkt @ key Cf of i Waltitgat i ng

whet her the,yunl acked i cLypt adHARRLEnKEN iMRL chgs 1henl0a08i9inal 330
crypt ographi c key. The key verification process is executed by either one

or both of "ERePOrgArLatt ol SRPUE P P PHALPBr MTAZT &RE tHEUNtr ust ed user
conput i g deyige HQakt eso thenchyptoaraphi gi ke fyorpaseassiyngnsecur e
partition 170 of the external storage device 150 is unlocked in the afore-

second auditable data excharige application 320. The second

audit log 330 may be read and transferred (340) to the organ-

ization computing platform 120 by the first auditable data

exchange application 130 when the external storage device 150

20 is interfaced and in communication with the first auditable

data exchange application 130.

The second auditable data exchange application 320 may re-
place and perform the functions of the aforesaid cryptograph-
25 ic software application for encrypting data written from the
untrusted user computing device 190 to the secure partition
170 of the external storage device 150, as well as decrypting
data copied from the secure partition 170 of the external
storage device 150 to the memory of the untrusted user compu-
30 ting device 190. The cryptographic key for accessing secure
partition 170 may be stored in protected form in the key

memory 180 of the external storage device 150, and this pro-



15 said authentication process. The paraneter nmay conprise the

crypt ographi ¢ checksum of the original

crypt ographi c key. The paraneter

may

be storedwei2de/fag22di de with the protected cryptographi c PkegBioao/oRegessi ng

secure partition 170 in the external
results may be 20 recorded in the audit
verification results may cause the term nation of any data transfer

requests.

25 both of the first (130) and second (320) auditabl e data exchange

applications. Policy Enforcenent Either one or both of the organization

conputing

ot her pre-

storage device 150. Key verification
|l ogs 170 & 330. Any negative key

The key verification process may be executed by either one or

pl atform 120 30 and the urftr ust ed user conputing device 190 may
enforce policies by file types, file size, tine of usage, keywords and any
SBEThiNRdd Or PR LTI BBP™ | TGt 4765, 11" S¥elut b Care bl ocked

from bei ngpasansierred as they may be enbed- 26 ded with mal wares which may

underm ne the security |evel

of the secure conputing environnment 100. Any

requests for data transfer which have been rejected as a result of policy

enf or cementsenyAdrhenedoatdissh i n t he audit
enf or cepen rocess may. be executed by either one or bpth of the first
(150 and SaBLoG D00 P8t R ; ina7

sin arti 0

549t S4b

| ogs 270 $& 330. 5 The policy

re"data excﬁaﬁa%ué% i'cations. 10°Audit Log
The audit kogse@70 & B80 mmanveventfieS tdrdekoenmils sconmboe ndawg cteo 1bhe

i zati e . it logs. 270 3 d
organi zati gpal goy %@éQCPorrme.q%Egﬁrgégtzec Lhe ay t*g) ,ragaﬁgciﬁeeynfél Q.may recor

the identi

1er of the external s evice 1

ier of the
or gani zat i onleomputivng 1% plratsbornd I2¢vidhd bdertd forgpnbfative untrust ed

user COMpUL DG, APVi6e, 190 A MBEL,I BERLLGT Bocdleviige, And, ke yeri fication

status, as we

10

15

20

25

30

as any Information, su as even
er is prompted to enter at least his or her password among

other credentials.

The authentication process may be executed by the organiza-
tion computing platform 120 or the first auditable data ex-
change application 130 upon the connection of the external

storage device 150 with the organization computing platform

120.

The authentication process may be executed by the second au-
ditable data exchange application (320) or one of the author-
ized applications 164 pre-installed in the read-only parti-
tion 160 of the external storage device 150 upon the connec-
tion of the external storage device 150 with the untrusted

user computing device 190.

Device Verification

Either one or both of the organization computing platform 120
and the untrusted user computing device 190 may perform de-
vice verification of the external storage device 150 prior to
transfer of any organization data 140 or the execution of any
authorized applications 164. Devices which have not been ex-
plicitly authorized by the organization are rejected. A

“white 1list” of pre-—authorized external storage devices,



stanps, sizes, types and attributes, associated with data read from and
witten to the secure partition 170 of the ex- 20 ternal storage device
150. The woentl/f4s82rs of the organi zati on computi ng pl at PornBAAQ0308h
untrusted user conputing device 190 may be constructed fromone or a
plurality of the identity codes associated with the central processing unit
(CPU) and subsystens of the respective organi zation conputing 25 platform
120 and untrusted user conputing device 190. The conponent and subsystem
identity codes are typically set by the respective nmanufacturers. Data and
Key Protection in External Storage Device 30 The cryptographic key for
accessi ng secure partition 170 used %%r encrypting and decrypting data in

t he secure artltlo 170 of the external storage device 150 nmay be a single
symetric ngf’%rco syt ri%c SREY® pai rr eI The Tty agr aphi © K&V f or
accessi ng segure ipar tettoOibel’ Berayn pei £ hpphogi ephiicakhy @roiseted with a
second cryptographic eri.ved Wt t.he user_password_and ot her

par amaterslgl %Q ég:cvceé:rlég%ch GieH 5P %rcgev éter’ rlfP A1 G8e i thm® dIonttlhl s case,

t he protecfedrom@pﬂ@geap@mmxkeyof@geaﬁﬁe$9|mgosanukﬁppaedldganmsi70 may be
unlockeg in egryption prog$§§lggéh tq%esecoqg cr ptogr hIC key derived
fromthe user passwora using t he'§ame pre- det &7 hine gorle[ hm The
encrypt ed dabaa@Et gregdcenl 30 itshénsecta@papt the oafrgfa?l@zaanorbe:cmwevered if
AN oY o EAhDSRASSIR! ¢, P61 60 DY LG HOE. L Ol ockl A0, Lhe yBpot ect ed
cryptographlc or accessing secure partition identical to the
password u@e‘dlmff whacki hgve hetobiegh n@ztplarcypﬂmgarlaﬁmreZleéyalf@rrealeeess| ng
secure parLhtipf, 1£0:c15 [Ala eReLYAION And, dSCTahLka0q &l gankl s for the
secure partition 170 may conformto an open cryptograp y standard such as
AES (NLST REPSLA®D7 A0t h speciticcat¢onist igvarf ablie satternal storage

htt p: //CsrﬁeOiéé:ﬂﬂWéﬁybﬁéQ%%do@§&EWQ§FbP§1Bé”th@Q@eBEiﬁhﬁr%@yDE§ (FI'ST
FIPS 463 with specifications avail able at

http: // csré2ni&tdegovplibt i Eatlicen 5y Pulss HEPSAP che it 2 Fhe Trypptiegr aphi ¢

oper at i onsvhégglda%g ati gy enct m@ggmzmdmd%%ymwat%frst hecdatgfior the
secure partition 170 may be per- 25 forned b% a software application or a
®

har dwar e mBdetie W“tlﬁﬂﬁtfﬁ%l‘@(tréﬂﬁ’élt%taﬁ}eé&e viteatigper through a

15 suitable software development kit. The identifier of the ex-
ternal storage device 150 together with the organization user
to whom the device 150 has been allocated may be stored by
the organization for accountability enforcement as per the
data control policy requirements of the organization.

20
The first auditable data exchange application 130 may perform
the device verification prior to executing the data check-in
and the data check-out processes 200. The authorized external
storage device 150 may store the device verification status

25 in its read-only partition 160 for use by the second audita-
ble data exchange application 320 to determine whether the

interfaced external storage device 150 has been authorized.

The second auditable data exchange application 320 may per-—
30 form the device verification prior to transfer of any organi-

zation data 140 or the execution of any authorized applica-

tions 164. Identifier of the external storage device 150 may

be used for device verification. Alternatively, second au-



The cryptographi c key for accessing secure partition 170 may be encrypted
by the user fingerprint to forma | ocked finger- 30 print which is by
itself sewonelviiBenefore, the | ocked fingerprint nay bePsTaBEAO/NIR286he
read-only partition 160 of the external storage device 150 w thout further
cryptographi c protection. An authorized fingerprint scanner attached to or
28 integrated with the external storage device 150 may be used to capture
the user fingerprint for regenerating the original cryptographic key for
accessing secure partition 170. 5 The operating system 162 rmay al | ow
applications pre-installed in the read-only partition 160 of the external
storage device 150 to access a renot® organi zation server 112 through the

organi zation_extranet which may be.a virtual private network. The
or Sani ot | On- A TER MR B B Ry t 2B TReRore S0 Syt rat i on
server 112vandracgessedcbdyud heouserionha need-d0useabast Son Thiosofurt her

reduces thghrisKFPE_da&a “9%599e mhgn externall(}orage device 150 is
m spl aced 6P°1 08t O The or Yani vat £ oA ot £°146° mhy” be further secured with
application-|evel cryptographic protection. 15 External Storage Device

InitialfLzatl . of external storage devices 150 for the
inplene%ta%?gzv%§ﬂ+%%g§§%ure conputing environnent 100 may be managed

central ly. TR® EI@ckéd Ftustaatedia prodessattewiexecatede frtiinitnal i zi ng
an external 5torage devies. 459, 0L {he sequre.computing envizanent 100 of

FIG 1. 25 ypt ographi ¢ key for® accessing secure partition 170 used
for encrypbengneared deciypd ifhpndaha stigriedli pryheomecbre jpar tiari on 170 in

each external ; $1.0r20¢,deyi.ce ,L50, My, e deri yed fi;om.a, nest 8l Key. (410) and
a plurality of paf%ﬁe?ers €nlgte8 456. fhggnagggilkey 210 |se§ecu$ely hel d
by onelbr arpyimal icryptographic key. The key verification process is

executed by either one or both of the organization computing
platform 120 and the untrusted user computing device 190 af-
ter the cryptographic key for accessing secure partition 170
of the external storage device 150 is unlocked in the afore-

15 said authentication process. The parameter may comprise the
cryptographic checksum of the original cryptographic key. The
parameter may be stored side by side with the protected cryp-
tographic key for accessing secure partition 170 in the ex-
ternal storage device 150. Key verification results may be

20 recorded in the audit logs 170 & 330. Any negative key veri-
fication results may cause the termination of any data trans-

fer requests.

The key verification process may be executed by either one or
25 both of the first (130) and second (320) auditable data ex-

change applications.

Policy Enforcement

Either one or both of the organization computing platform 120
30 and the untrusted user computing device 190 may enforce poli-

cies by file types, file size, time of usage, keywords and

any other pre-determined criteria. For instance, all executa-

bles are blocked from being transferred as they may be embed-



30 ty of personnel with sufficient privileges assigned by the organization.
In the next step 430, the derived cryptographic key for accessing secure
partiti orw02011/8prot ected by an initial password assi gret/IB3010/h&2286

organi zati on or selected by 29 the user. The password- protected
cryptographi c key for accessing secure partition 170 is then witten to the
key menory 180 in the external storage device 150 in step 440. 5 The

organi zati on master key 410 may be an asymmetric key or a symetric key.
The master key may be stored in a secure smart chip on a smart card. The
master key may be split and stored in the secure smart chips of a plurality
of smart cards each of which may be 4%t ai ned by a staffer assigned by the
organi - 10zation. The cryptaqgraphi c key for accessing.secure partition 170
used for cREPyBtigPaHar HecPUst AGY dAIE SCar odT roCHE  BECLF@ pAFti ti on 170
i n each exte&nadcstcorageuttiayy eavibbnimmy heodexnyvedqlbstsomd kietaast er key
410 and an ideq%ifi r. Hq%qyek}o each qgternal stoG%ge device 150 in step
420. The i GERTT¥Ter™nay Be’S RE°8et 7 ATCTonBEr ° HarddGd&d T 1He “Ext er nal
storage devbceends( byyt he devircedmamufrecturer . 1ddee 2albgesit13m(s) involved in
t he key5derivation may be a standard or proprietary symetric 20 or
asymetiic cryptographic algorithm The inputs to the cryptographic

al gori t hm Coapwd Sievt kefomsiremtkeyoddss nalyebanégrmtiedehy i ¢itgrerobnthe

external staor Vi 50 .a y r rggg%er L ire 0 ensure

t hat the n%gt%gﬁkgg 5%% %ﬁ%ﬁbpqggp é%%ggﬁoggon1t)ea'g%?%§%£5g§%tographic
key for acex@banessirpdiseciame.partition 170 and / or the unique identifier
of the external storage device 150. The paraneters may conprise a random
value or salt. In the event that the user fails to recall the password used

30 to pPot @udit Ho%rypt ographi c key for accessing secure partition 170, the

cryptographihc key:d Qb acsesss RGoSREIE & Rantition g can.he-denihyed when
the user is able to provide the user identifier assigned by the
organizatiéﬁ b@eg@%@@@é@t%yugggovernance requirements. The audit logs

270 & 330 may record the identifier of the external storage
device 150, the identifier of the organization computing

15 platform 120, the identifier of the untrusted user computing
device 190, any user identifier, device and key verification
status, as well as any information, such as event time
stamps, sizes, types and attributes, associated with data
read from and written to the secure partition 170 of the ex-

20 ternal storage device 150. The identifiers of the organiza-
tion computing platform 120 and untrusted user computing de-
vice 190 may be constructed from one or a plurality of the
identity codes associated with the central processing unit
(CPU) and subsystems of the respective organization computing

25 platform 120 and untrusted user computing device 190. The
component and subsystem identity codes are typically set by

the respective manufacturers.

Data and Key Protection in External Storage Device

30 The cryptographic key for accessing secure partition 170 used
for encrypting and decrypting data in the secure partition
170 of the external storage device 150 may be a single sym-

metric key or an asymmetric key pair.



the user, as well as the identifier of the external storage device 150. The
unique identifier of the external storage device 150 may be obtai ned by

ei ther rexOi2ng/B24code fromthe external storage devi c@CIAB200/03228c0ugh

| ooking up a table or 5 database which stores the device identifier
corresponding to the user identifier provided by the user. User passwords
may be changed on the organi zation conputing platform 120 or in a
credential managenent application pre- 10 installed in the read-only
partition 160 of the external storage device 150. Upon request, the
credential managenent application is executed on the untrusted user
conputing device 190. A new passwor dis accepted only if the user is able
to provide the details of the current credentials including 15 user
identifier and current user password. System Shut-Down During device

veri fi cati ane anthptset-apbi henti caki 8tgesien theurwnaeriofod ailoedagt t enpts
has exceeded a }Fr e-determ nled 20 thre holt(f'jl val ue(nfe), t he aut %enti cation
status is PrrSUIRFGPEEBPYed 1% PERES AU ("1 8ge 27T $38° A T Cunt r ust ed
user conpukengdeewviecewlO Shutusedomns autramatd calley. pRuahdermorie, decoupl i ng
the external storage deyice 15 rom 25 the untrusted user conpuiing device
190 cauges PRe THERITEN faar dst N A adrkLlibg RS ERSon bt

aut omat i cabkytes@sulctriyngogmedhdsskef tat acwhchndhascnot been tsaved to the
external stopage %Vlu%?og‘kseod i%OaBsé&fsfpt%%Ht %kﬁcgesdso‘é‘ﬂtkh&é’“s”c%gﬁed user
conmputi ng devi ce’ 190 upon user request, or other reasons i ncl U I ng

decoupl i ngcofrtdmraektier het &trovadefdevitde ©56r fyasrawond ustnrausthed user

conmput i ng i ¢ . fajl - nti.cat i t , vol atil e
romory b CRL URET USTGH el conpatt o ey be 00 whrE T used o

t enpor &P i | $hhote-urse Pant beked Py prodraplkicevkesd figr aadcesky ng $&eure
partition 170.pmys he.zereized as,per fdie Jhederaly lnkormptd anProcessing

St andard (FIPS) Publica-

cryptographic key for accessing secure partition 170 is iden-
tical to the password used for locking the original crypto-
graphic key for accessing secure partition 170.
15
Data encryption and decryption algorithms for the secure par-
tition 170 may conform to an open cryptography standard such
as AES (NIST FIPS 197 with specifications available at
http://csrc.nist.gov/publications/PubsFIPS.html) and triple
20 DES (NIST FIPS 463 with specifications available at
http://csrc.nist.gov/publications/PubsFIPSArch.html) .

The cryptographic operations handling the encryption and de-
cryption of the data for the secure partition 170 may be per-—
25 formed by a software application or a hardware module within

the external storage device 150.

The cryptographic key for accessing secure partition 170 may
be encrypted by the user fingerprint to form a locked finger-
30 print which is by itself secure. Therefore, the locked fin-
gerprint may be stored in the read-only partition 160 of the
external storage device 150 without further cryptographic

protection. An authorized fingerprint scanner attached to or



5 tion 140-2 Level 3 and above
(csrc.nist.gov/publications/fips/fipsl40-2/fipsl402.pdf). In sumary, the
secure cowpubivgseavironnment 100 all ows a user to transPer/IBrogani22gs i on
data 140 to an external storage 10 device 150 authorized by the

organi zati on. The external storage device 150 conprises two partitions one
of which is read-only 160 whereas the second read/wite-enabl ed secure
partition 170 stores data in encrypted form Wen the user interfaces the
external storage device 150 with an untrusted user 15 conputing device 190,
the untrusted user conputing device 190 is booted fromthe external storage
devi ce 150 fol |l owed by device verifi<ation, user authentication and
deactivation of the Interqg% connecgﬁon, Iocgl harq gisk nd al

unaut hor i ze8 FAPtE o Ut plit HfeiFt 853 A T pE6gr aptiT “S0f Thare appfli cation 20
perfornms enerypiinr and deer yphgenpoindaa regatdddfriam the saeunelpartition
170 of the externalhst0£a qfdevice 150. Aut henticati.on §y§nts and data
movement af&Y PetBrdddCi hTauditt F6ge° 270 %8330 &¥ per°fhe’ or gani zati on
security and data novenent policy. The secure conputing environnment 100
extends_.25_t he trust.ed organi i on secure _copputi.ng_environ 00 to
untrust%d Eé%rq%%ﬁ%ﬁF?nay%5¥}é§% T@%‘%@f?ié@p %ﬂﬁfbgnpﬁ%ETgﬁgﬂif%hough t he
above descihpth®@nrecdntalinscanichispettd icdi tye SOcdrhesesstoadal deoticbe

const rued | imt] t he scope he odi u r el rovi di ng

il Iustratigﬁoo%gqﬁﬁggggr£§%%%%%bOg%%éﬁﬁﬁﬁgggsgggggégﬁglF?Hﬁﬁglgﬁgve stated
advant agesoofarim téwbodik et ghooh duaiotoebe vonstaluediaste indtwiong-t he scope
32 of the odi relyat [ i bl hj ev, s if the
describod onboch Tenre are ot 1o 5t ant rsa: This. "tha scopa of "t he

enbodi hent §ashoulidrbecdet erizneddbycedreseel &y nshanderhenra emidvabent s,

rat her thaﬁsgybégy%.e%ﬁﬂglfﬁ%éiegi¥§@uces the risk of data leakage when

external storage device 150 is misplaced or lost. The organi-
zation data 140 may be further secured with application-level

cryptographic protection.

15
External Storage Device Initialization
Deployment of external storage devices 150 for the implemen-
tation of the secure computing environment 100 may be managed
centrally.

20

FIG. 4 illustrates a process flow executed for initializing
an external storage device 150 of the secure computing envi-

ronment 100 of FIG. 1.

25 The cryptographic key for accessing secure partition 170 used
for encrypting and decrypting data stored in the secure par-
tition 170 in each external storage device 150 may be derived
from a master key (410) and a plurality of parameters in step
420. The master key 410 is securely held by one or a plurali-

30 ty of personnel with sufficient privileges assigned by the
organization. In the next step 430, the derived cryptographic
key for accessing secure partition 170 is protected by an in-

itial password assigned by the organization or selected by



33 CLAIMS 1. A nethod of inplenenting a secure conputing environnent,
wherein 5at | east one secure organi zation conputing platformexecuting a
first audvoabligi4srta exchange applicati on capabl e of re@®crdBrgoeszests in a
first audit log can be interfaced to and in conmunication with at | east one
external storage device for exchangi ng organi zati on data 10between the
menory of said organization conputing plat- formand a secure partition of
sai d external storage device, and said external storage device conprising
at least one read/wite secure partition, which stores organization data in
encrypted form and one read-only 15partition, and said external storage
device can further be interfaced and¥in communication with at |east one

untrusted user conputing device to which said organi zati on data can be
Lrans er r eliF o> Br oG8 SPAT UEREBH 6 AU hGT 1780 SOTL P Y itfultSs conpri si ng

an oper ati Bgssyss s20bem partpltuval 1ty of tavhherizec apptheaidyons and drivers
pre-installed in id read- I¥ g?rtition f saiq_ xternal storage device,
i) in. £h 440.
and the met'hbd o rﬁgl%getﬁ%%esP ps°gtrede dev e Ls05R' DEep %D
5 The organization master key 410 may be an asymmetric key or a
symmetric key. The master key may be stored in a secure smart
chip on a smart card. The master key may be split and stored
in the secure smart chips of a plurality of smart cards each
of which may be retained by a staffer assigned by the organi-

10 zation.

The cryptographic key for accessing secure partition 170 used
for encrypting and decrypting data stored in the secure par-
tition 170 in each external storage device 150 may be derived
15 from the master key 410 and an identifier unique to each ex-
ternal storage device 150 in step 420. The identifier may be
the serial number hardcoded in the external storage device
150 by the device manufacturer. The algorithm(s) involved in
the key derivation may be a standard or proprietary symmetric
20 or asymmetric cryptographic algorithm. The inputs to the
cryptographic algorithm comprise the master key 410, the
unique identifier of the external storage device 150 and any
other parameters required to ensure that the master key 410
cannot be deduced from the derived cryptographic key for ac-
25 cessing secure partition 170 and / or the unique identifier
of the external storage device 150. The parameters may com-—

prise a random value or salt.

In the event that the user fails to recall the password used
30 to protect the cryptographic key for accessing secure parti-

tion 170, the cryptographic key for accessing secure parti-

tion 170 can be derived when the user is able to provide the

user identifier assigned by the organization or selected by



an organi zation user interfacing said external 25storage device to said
organi zati on conputing platformfor checking out said organi zati on data,
said firswoanditsizhe data exchange application recordi ngCpaBzirebeess and
events associated with data novenent and any other pre-determ ned events in
said first 30audit |og, sai d organi zation user decoupling said
external storage device with said organization data stored in its said
secure partition and interfacing said external 34 storage device with said
untrusted user conputing device, said untrusted user computing

devi ce booting fromsaid operating systempre-installed in said read-only

5 partition of said external storag %evice, with the hard di sk, any
non-vol atil e storage dev'ces,thnternet and any ot her unauthorized network

connect i on§"BntEHi’d 2ant' T tstEd tier STOMPUtT ng® devi C& tGeatt i V4t Ede sai d
or gani zat i aevuserisonvoke nghione atent pfiwrabirt yhd Ooftesand atdhioe aed

applications pre-ji sta%le ins i% r ead- onl artition of said _external
st or age deV%Eg ﬁ%%“ﬁ?o %s%iﬁﬁﬁ'gi yd?baﬁfz§¥? M Hat's g?g?éécwhtggid secur e
external storage device 150 or through looking up a table or

5 database which stores the device identifier corresponding to

the user identifier provided by the user.

User passwords may be changed on the organization computing
platform 120 or in a credential management application pre-
10 installed in the read-only partition 160 of the external
storage device 150. Upon request, the credential management
application is executed on the untrusted user computing de-
vice 190. A new password is accepted only if the user is able
to provide the details of the current credentials including

15 user identifier and current user password.

System Shut-Down
During device verification and user authentication, when the
number of failed attempts has exceeded a pre-determined

20 threshold value(s), the authentication status is firstly rec-
orded in the audit logs 270 & 330 and the untrusted user com-

puting device 190 shuts down automatically.

Furthermore, decoupling the external storage device 150 from
25 the untrusted user computing device 190 causes the untrusted

user computing device 190 to shut down automatically, result-

ing in loss of data which has not been saved to the external

storage device 150.

30 Before shutting down the untrusted user computing device 190
upon user request, or other reasons including decoupling of
the external storage device 150 from the untrusted user com-

puting device 190 and failed authentication attempts, the



partition of said external storage device, and sai d processed
organi zati on data can be transferred 15to said organi zati on conputing

pl at f or mWo 2a11dias4check- in process. 2. The net hod of eCaiR201)/052%x ei n

sai d checking out of said organization data being 20perforned by said first
audi tabl e data exchange applica- tion to encrypt said organization data
fromsaid organi zati on conputing platformw th an unl ocked cryptographic
key for accessing said secure partition, followed by witing said encrypted
organi zation data to said secure 25partition of said external storage
device. 3. The nethod of claiml, wherein said data check-in process
being perfornmed by said first audi tabl e data exchange application to

decrypt the 30 data fromsaid secure partition of said external storage
Govi b wi t ROMR T OBRBEY o1 Bt SoPabhl - Ry B THSHisr r PP Sail deerypred
data to thennemory wekdsead d aipgank zaf i i dc arpuhn g kpkatt ertBgrdphic

key for accessing secure partition 170 may be zeroized as per
the Federal Information Processing Standard (FIPS) Publica-
5 tion 140-2 Level 3 and above

(csrc.nist.gov/publications/fips/fipsl40-2/£fipsl402.pdf).

In summary, the secure computing environment 100 allows a us-—
er to transfer organization data 140 to an external storage
10 device 150 authorized by the organization. The external stor-
age device 150 comprises two partitions one of which is read-
only 160 whereas the second read/write-enabled secure parti-
tion 170 stores data in encrypted form. When the user inter-
faces the external storage device 150 with an untrusted user
15 computing device 190, the untrusted user computing device 190
is booted from the external storage device 150 followed by
device verification, user authentication and deactivation of
the Internet connection, local hard disk and all unauthorized
input-output devices. A cryptographic software application
20 performs encryption and decryption of data to and from the
secure partition 170 of the external storage device 150. Au-
thentication events and data movement are recorded in audit
logs 270 & 330 as per the organization security and data
movement policy. The secure computing environment 100 extends
25 the trusted organization secure computing environment 100 to
untrusted user computing devices 190 outside the organiza-

tion.

Although the above description contains much specificity,

30 these should not be construed as limiting the scope of the
embodiments but merely providing illustration of the foresee-
able embodiments. Especially the above stated advantages of

the embodiments should not be construed as limiting the scope



4. The nmethod of claim 1, wherein said organi zation data protected in
said secure partition of said external storage device being firstly

5unl ockedwonodeiasazpt ed bef ore bei ng accessed by sai d auPCThBr01@/e%2286
applications running in said untrusted user conputing device, and processed
organi zati on data and other application related data generated in said
untrusted user conputing device being encrypted and trans- 10ferred to said
secure partition of said external storage device, and this data encryption
and decryption being executed by a cryptographic application executed in
sai d user conputing platformusing an unl ocked cryptographic key for
accessing said secure partition, and %sai d cryp- 15tographi c application

bei ng one of the pluralit f au- thorized | ications pre-installed in
sai d r oad- Ol Y A PE BN Gt R BoBxd Briial Bl oFhdi ‘devicele 5 = “Fhe net hod of
any of cl anBBtd 10 the whesrined20sabaircintpt age aph ¢ nkeypfoftiaecessi ng said

secure partjtion. being sto in protected formin ey menpry of said
oxtornal SPBPRgd HoutoR: & e RETROEISE Erarm 1t GReFUTIBEY: o

aut hori zedtappti<iatsi eng clonpr iesiuhga Bergec ondtacdi tiralnl eydaba exebange
applicagion.mhich is |l oaded to and executed by said untrusted user

1lvVerln. . . . .
conputing device upon the conpletion of said booting processes, and said
second audi tabl e data exchange application being used to



30record in a second audit | og the data novenent between said external
storage device and said untrusted user conputing device, and all the

par amet erwQ 2evems=4and t he correspondi ng tinme stanps reqarnBzhiys2ese audit
policies 36 of the organization, and said second audit |og being stored in
said secure partition of said external storage device. 5 7.The nethod of
clains 4 and 6, wherein sai d second auditabl e data exchange
application replacing said cryptographic application for encrypting and
decrypting data exchanged between said secure partition of external storage
device and said untrusted user 10conputing device. 8. The nmethod of any of
t he above cl ai ns, wherein at |weast one of said organi zati on conputi ng
platformagﬂA q%rusted user conputing device executing a de- 15vice
verificati ﬁ* cess for determ ning whether said interfaced externa
storage devi ce has been pre-authorized by said organi zation. 9. The nethod
of any of the aborehebadfisimpireret in@Qatsekeast canatahgsand amgantzati on

comput i ng plat-w&grn1and untrusted user comnputing device unl ocking said

protected cryptographi c key for accessing said secure partition of said
externab storage dewitceedyt nepansecofir@ wgenipassworcbmpnoviged doyosai d
organi zation u%&&xﬁ@i%@ a first auditable data exchange application
capable of recording events in a first audit log can be
interfaced to and in communication with at least one ex-
ternal storage device for exchanging organization data
10 between the memory of said organization computing plat-
form and a secure partition of said external storage de-
vice, and said external storage device comprising at
least one read/write secure partition, which stores or-
ganization data in encrypted form, and one read-only
15 partition, and said external storage device can further
be interfaced and in communication with at least one un-
trusted user computing device to which said organization
data can be transferred for processing with pre-
authorized software modules comprising an operating sys-—
20 tem, a plurality of authorized applications and drivers
pre—-installed in said read-only partition of said exter-
nal storage device, and
the method comprising the steps of
an organization user interfacing said external
25 storage device to said organization computing platform
for checking out said organization data,
said first auditable data exchange application re-
cording parameters and events associated with data move-
ment and any other pre-determined events in said first
30 audit log,
said organization user decoupling said external
storage device with said organization data stored in its

said secure partition and interfacing said external



25aut henti cati on process.
wherei n at

10. The method of any of the above clains,
| east one of said organization conputing platform and

unt rust edwo=eri/meazput i ng devi ce executing a key 30veri f iPCRUBTNO/PI20&LSS i N

whi ch sai d unl ocked cryptograph-

bei ng conpared

original cryptographic key,

checksum of sa

ic key for accessing said secure partition

agai nst a paraneter derived fromthe original cryptographic
key for validating whether said unlocked 37 cryptographic key matches said

d original cryptographic key stored in said external

device. 5 11The method of any of the above clains, wherein at

one of said organi zati on conputi ng

and said paraneter conprising the cryptographic

st orage
| east

“atform and untrusted user conputing

devi ce enforcing data gontrol,%gd sggurit¥ﬁgolicies pre-determ ned by the
i

or- 10 gani zati
aut henti cation

- oA at o policPes” ¢ Phg Fer CPIRREh 2~

ang,aut hori zation results, file novenent control in

accordance wth file types, file size, ti .0of usage and_any .ot her
pro-determi ned cri t 6FFA S8 U3 SRR ImSHEH ofS alty of EPar nE £1°8 to 11,
wherein ami ddbpsasdideviyeceemepid-iicatadhed sial daadt hent-icatyi on,

key vergflcatl%p and .sai d.pol.icy enforcenent processes executed on s

user conputing
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2.
20
25

3.
30

other unauthorized network connections on said untrusted
user computing device deactivated,

said organization user invoking one or a plurality
of said authorized applications pre-installed in said
read-only partition of said external storage device for
processing said organization data stored in said secure
partition of said external storage device, and

said processed organization data can be transferred
to said organization computing platform in a data check-

in process.

The method of claim 1, wherein

said checking out of said organization data being
performed by said first auditable data exchange applica-
tion to encrypt said organization data from said organi-
zation computing platform with an unlocked cryptographic
key for accessing said secure partition, followed by
writing said encrypted organization data to said secure

partition of said external storage device.

The method of claim 1, wherein

said data check-in process being performed by said
first auditable data exchange application to decrypt the
data from said secure partition of said external storage
device with an unlocked cryptographic key and transfer-
ring said decrypted data to the memory of said organiza-

tion computing platform.



only partition of said external storage device. 13. The nethod of any of
clains 1, 8 to 12, wherein any of said device verification, said
aut hent i oo 2861148224 sai d key verification and said pol i e¢TaRi0/0R2a%8Nt
processes being executed by at |east one of said first and second auditable
data exchange applications. 14. The nethod of any of clainms 1, 6, 7 and 13,
wherein 30 said paraneters |ogged by said first and second auditabl e data
exchange applications conprising the identifiers of either one or both of
sai d organi zation conmputing platformand untrusted user conputing device,
and 38 said identifiers can be constructed fromone or a plurality of the
identity codes associated with the central processing units (CPU) and
subsystens of said organization conputing platformand untrusted user
conputing de- 5vice respectively. 15. The method of claim 1, wherein
sai d drivens bermgmeohbwase cedes1 uysed-+#onh enabling control signals and
data exchange between,the respective, 10authorized | ngut;output, devices and
said untrusted user g P
partition of said external storage device being firstly
5 unlocked or decrypted before being accessed by said au-
thorized applications running in said untrusted user
computing device, and processed organization data and
other application related data generated in said un-
trusted user computing device being encrypted and trans-
10 ferred to said secure partition of said external storage
device, and this data encryption and decryption being
executed by a cryptographic application executed in said
user computing platform using an unlocked cryptographic
key for accessing said secure partition, and said cryp-
15 tographic application being one of the plurality of au-
thorized applications pre-—-installed in said read-only

partition of said external storage device.

5. The method of any of claims 1 to 4, wherein
20 said cryptographic key for accessing said secure
partition being stored in protected form in a key memory

of said external storage device.

6. The method of claim 1, wherein

25 said authorized applications comprising a second
auditable data exchange application which is loaded to
and executed by said untrusted user computing device up-
on the completion of said booting processes, and said
second auditable data exchange application being used to

30 record in a second audit log the data movement between
said external storage device and said untrusted user
computing device, and all the parameters, events and the

corresponding time stamps required by the audit policies



conputing device, and said authorized input-output devices including basic
i nputting devices such as mce and keyboards, essential outputting devices
such as meoi2oaresead printers, but excluding any convenPtConBloienizesmal
15st orage devi ces such as portable flash drives and exter- nal hard di sks.
16. The method of claim 15, wherein said authorized input-output devices

i ncludi ng bio- 20nmetric scanners and portable crypto-token used for stor-
ing secret user cryptographic keys used in nmulti-factor authentication.

17. The method of any of clains 1, 4, 6 to 11, 14 and 15, 25wherein

said untrusted user conputing device being a fixed or portable conputer
with which the organization user wor¥s outside the organization and said
untrusted user uting device including said ser onme conputers,

300ff-site Corrp(iﬁ ShPSHA G e ofpput®er's Forop lﬂuid&t 89 Bfitd%sai d

untrusted user @@ﬁpuinngsﬁ@ynﬁeuhavpmgna;shaaﬂakddBastsrmmpuﬁneugﬁut system
(BICS) editor Wg%Ch can be used to register with said untrusted user
conputing de- yee-

5 7. The method of claims 4 and 6, wherein
said second auditable data exchange application re-
placing said cryptographic application for encrypting
and decrypting data exchanged between said secure parti-
tion of external storage device and said untrusted user

10 computing device.

8. The method of any of the above claims, wherein
at least one of said organization computing plat-
form and untrusted user computing device executing a de-
15 vice verification process for determining whether said
interfaced external storage device has been pre-

authorized by said organization.

9. The method of any of the above claims, wherein
20 at least one of said organization computing plat-
form and untrusted user computing device unlocking said
protected cryptographic key for accessing said secure
partition of said external storage device by means of a
user password provided by said organization user in an

25 authentication process.

10. The method of any of the above claims, wherein
at least one of said organization computing plat-
form and untrusted user computing device executing a key
30 verification process in which said unlocked cryptograph-
ic key for accessing said secure partition being com-
pared against a parameter derived from the original

cryptographic key for validating whether said unlocked



vice that said external storage device should be searched for said
operating system when said untrusted user conputing device is powered up. 5
18. The rwohod/ws22any of the above clains, wherein PCTAB20d0/052286
cryptographi c key for accessing said secure partition being
cryptographically protected with a second cryptographic key derived from
the user password and ot her paraneters in accordance with a pre-determ ned
10al gorithm and said protected cryptographic key for ac- cessing said
secure partition can be unlocked in a decryption process with said second
cryptographi c key derived fromsaid user password using said sane
predeterm ned algorithm 15 19. The dvet hod of any of the above clai ns,
wherein said cr gtqgraphic ey, for. accessing said secure partition
bei ng cryptogrdﬁﬁﬁ%&ﬁFé b tﬁﬁ?t@@t%@ 1 F&ts8F 1§ 11geprPht 9@ 6rm a | ocked
fingerprint nodudye whtichais p2@sectee @ngbrécannderisd eredt bdrgaiid ext er nal
storage device 'tqut addi t.i onal crypto%rsghiclpro&ection. Q. The met hod
of any of the abbvé Sl e \th&r &Fh Said erypt 8Yraphite dperit i'dns handl i ng
sai d en- 25cryptding eandrgecrytptreng @fvidee data for said secure par- tition
bei ng pgrforned by a software application or a hardware nodule within said

ext ernal storage device.
11. The method of any of the above claims, wherein

at least one of said organization computing plat-
form and untrusted user computing device enforcing data
control and security policies pre-determined by the or-

10 ganization, and said policies comprising verification,
authentication and authorization results, file movement

control in accordance with file types, file size, time

of usage and any other pre-determined criteria.

15 12. The method of any of claims 1, 8 to 11, wherein
any of said device verification, said authentica-
tion, said key verification and said policy enforcement
processes executed on said user computing device being
executable processes provided by one or a plurality of
20 said authorized applications pre-installed in said read-

only partition of said external storage device.

13. The method of any of claims 1, 8 to 12, wherein
any of said device verification, said authentica-
25 tion, said key verification and said policy enforcement
processes being executed by at least one of said first

and second auditable data exchange applications.

14. The method of any of claims 1, 6, 7 and 13, wherein
30 said parameters logged by said first and second au-
ditable data exchange applications comprising the iden-
tifiers of either one or both of said organization com-—

puting platform and untrusted user computing device, and



21. The nethod of claim 1, wherein 30said operating systemallow ng said
aut hori zed ap- plications pre-installed in said read-only partition of said
ext ernal WOapHgES@Vi ce t0 access the organi zation 40 exTABE0/P52286 r anet
and any ot her networks pre-authorized by the organization. 22. The net hod
of claim1, wherein 5initialization of said external storage device com
prising the steps of deriving said cryptographic key for accessing
said secure partition of said external storage device fromat |east a
master key and the identifier of said external 10storage device,
protecting or encrypting said cryptgggaphic key for accessing said secure
partition froman initial password i gned by the organi zation or selected
by said user. and 19writing sald, protected cryptograghic key for secure

rality of the identity codes associated with the central

processing units (CPU) and subsystems of said organiza-

tion computing platform and untrusted user computing de-—

5 vice respectively.

15. The method of claim 1, wherein
said drivers being software codes used for enabling
control signals and data exchange between the respective
10 authorized input-output devices and said untrusted user
computing device, and said authorized input-output de-
vices including basic inputting devices such as mice and
keyboards, essential outputting devices such as monitors
and printers, but excluding any conventional external
15 storage devices such as portable flash drives and exter-

nal hard disks.

16. The method of claim 15, wherein
said authorized input-output devices including bio-
20 metric scanners and portable crypto-token used for stor-
ing secret user cryptographic keys used in multi-factor

authentication.

17. The method of any of claims 1, 4, 6 to 11, 14 and 15,
25 wherein
said untrusted user computing device being a fixed

or portable computer with which the organization user
works outside the organization, and said untrusted user
computing device including said user’s home computers,

30 off-site computers and shared computers for public use,
and said untrusted user computing device having a stand-
ard Basic Input-Output system (BIOS) editor which can be

used to register with said untrusted user computing de-



partition to the nenory of said external storage device. 23. The nethod of
any of the above clains, wherein at |east the volatile nmenory of said

unt rust edwoger/@8xaenput i ng devi ce for hol di ng any unl ocleea/IBIOOZ2g86aphi C
key being zeroized, followed by system shut-down of said untrusted user
conputing device when said external storage device is decoupled and

di sconnected from said untrusted user conputing device. 25 24. The net hod
of any of the above clains, wherein sai d user conputing device being
pre-configured to forbid said operating systemto use any nenory on said
external storage device as the virtual nmenory. 30 25. A system of secure
conputi ng environnent conpri sing at 1%ast one secure organi zati on conputi ng

platform at |east one external storage device conprising at 41 |east one
Pead/ write secul & DArEFLT o aRdohEaT caet “ghe r ok GRPY paFTi tion, and at

| east one untr usiedhdserocyidt bpgraemiceyswherngian said ofganitzat i on

computing platfégé? %é%SHEJHEJ&%vice is powered up.

5 18. The method of any of the above claims, wherein
said cryptographic key for accessing said secure
partition being cryptographically protected with a se-
cond cryptographic key derived from the user password
and other parameters in accordance with a pre-determined
10 algorithm, and said protected cryptographic key for ac-
cessing said secure partition can be unlocked in a de-
cryption process with said second cryptographic key de-
rived from said user password using said same pre-
determined algorithm.
15
19. The method of any of the above claims, wherein
said cryptographic key for accessing said secure
partition being cryptographically protected by the user
fingerprint to form a locked fingerprint module which is
20 secure and can be stored in said external storage device

without additional cryptographic protection.

20. The method of any of the above claims, wherein
said cryptographic operations handling said en-
25 crypting and decrypting of the data for said secure par-
tition being performed by a software application or a

hardware module within said external storage device.

21. The method of claim 1, wherein
30 said operating system allowing said authorized ap-
plications pre-installed in said read-only partition of

said external storage device to access the organization



5 first auditable data exchange application capable of recording data
novenment and ot her pre-determ ned events in a first audit |og, sai d
ext ernal WOapHgEskevi ce can be interfaced to and in comrOmiiBz0/03228d t h sai d
or gani zati on conputing 10pl atform which can transfer organization data to
said external storage device in a data check-out process upon successful
verification and authenticati on, said secure partition of said
external storage device storing organization data in encrypted form 15said
external storage device can be interfaced to and in comrunication with said
untrusted user conputing device to which said organi zati on data can be
transferred for processing wth aut Ho¥ i zed sof tware nodul es conpri si ng
operating system_ authorjzed aggpl i cations_and 20drivers pre-installed in
sai d read-only PHrEPER ont b &4 daﬁgtaer}ynéflthgf oPAgE T dEvPER, AU thoT12EG ¢

organi zati on user wecouphhinghtsand external storage device from said

organi zati on conputing platformw th said organi zation data stored in its
said secure 25partition, and interfacing said external storage device with
sai d untrugted TUsemecbnPuti ngadeviceyherein said untrusted user computing
device pooting from.said operating.systempre-ipstalled in said read-only
partition of said external™ orage device, W th the ﬁgrdd BUdi~SK, any
non-vol ati | e storiagegdeve cesspsl nfernet and any ot her unaut hori zed network

connections on saiduntfust ed;user, conputlag deyice deactivaleds g
secure partition of said external storage device from at
least a master key and the identifier of said external

10 storage device,
protecting or encrypting said cryptographic key for
accessing said secure partition from an initial password
assigned by the organization or selected by said user,
and
15 writing said protected cryptographic key for secure

partition to the memory of said external storage device.

23. The method of any of the above claims, wherein
at least the volatile memory of said untrusted user
20 computing device for holding any unlocked cryptographic
key being zeroized, followed by system shut-down of said
untrusted user computing device when said external stor-
age device is decoupled and disconnected from said un-

trusted user computing device.

25
24. The method of any of the above claims, wherein
said user computing device being pre-configured to
forbid said operating system to use any memory on said
external storage device as the virtual memory.
30

25. A system of secure computing environment comprising
at least one secure organization computing plat-

form, at least one external storage device comprising at



42 sai d organi zation user invoking one or a plurality of said

aut hori zed applications pre-installed in said read-only partition of said
ext er nal wWoanHgasevi ce for processing said organi zati orCaiaBziedegd i n
said secure bpartition of said external storage device, and sai d
processed organi zation data can be transferred to said organization
conputing platformin a data check-in process upon successful verification
and authentication. 10 26. The system of claim 25, wherein sai d

aut hori zed applications conprising a second auditabl e data exchange
application which is |oaded to said untrusted user conputing device upon
the conpl etion 150f said booting prd@esses, and sai d second auditabl e da-

ta exchange app)ication bei used to record.in a second audit log all the
par ameter s, everi taRAC dRT BV ERERTC BE WEBh: SHI'H “@at 8F nki* St GPAge devi ce

and sai d untrustedi-dsey sonputiony dgevise 1asst e redrbytédeisaudi t policies

200f the organiz%}i n, and said egoqg audit log being stored in said
secure partition 6487 1 e%tEr ndl' 5t bt age device, and sai d second auditabl e

dat a exchange appl i catdosrdeiingtcapadimeuafingnerafgitdrngeancutdecr ypt i ng dat a
for saig secure_partition .of said external gt9{§§§ devi ¢ 25fznge system

of claim 25, Vwﬁﬁaﬁtnaudltab e data exchange app 10N Capable ©
cording data movement and other pre-determined events in
a first audit log,
said external storage device can be interfaced to
and in communication with said organization computing

10 platform which can transfer organization data to said
external storage device in a data check-out process upon
successful verification and authentication,

said secure partition of said external storage de-
vice storing organization data in encrypted form,

15 said external storage device can be interfaced to
and in communication with said untrusted user computing
device to which said organization data can be trans-
ferred for processing with authorized software modules
comprising operating system, authorized applications and

20 drivers pre—-installed in said read-only partition of
said external storage device,

said organization user decoupling said external
storage device from said organization computing platform
with said organization data stored in its said secure

25 partition, and interfacing said external storage device
with said untrusted user computing device,

said untrusted user computing device booting from
said operating system pre-installed in said read-only
partition of said external storage device, with the hard

30 disk, any non-volatile storage devices, Internet and any
other unauthorized network connections on said untrusted

user computing device deactivated,



said verification and authentication conprising a device verification
process for determ ning whet her said interfaced externa

st orage dw0i20et/ta84been 30pre-aut hori zed by sai d organi raTiIBI10/632d86

aut henti cati on process conprising pronpting said organi zation user for a
password for unl ocking a protected cryptographic key for encrypting and
decrypting 43 data for said secure partition of said externa

devi ce.
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said organization user invoking one or a plurality
of said authorized applications pre-installed in said
read-only partition of said external storage device for
processing said organization data stored in said secure
partition of said external storage device, and

said processed organization data can be transferred
to said organization computing platform in a data check-
in process upon successful verification and authentica-

tion.

The system of claim 25, wherein

said authorized applications comprising a second
auditable data exchange application which is loaded to
said untrusted user computing device upon the completion
of said booting processes, and said second auditable da-
ta exchange application being used to record in a second
audit log all the parameters, events and data movement
between said external storage device and said untrusted
user computing device as required by the audit policies
of the organization, and said second audit log being
stored in said secure partition of said external storage
device, and said second auditable data exchange applica-
tion being capable of encrypting and decrypting data for

said secure partition of said external storage device.

The system of claim 25, wherein

said verification and authentication comprising

a device verification process for determining
whether said interfaced external storage device has been
pre—authorized by said organization, and

an authentication process comprising prompting said
organization user for a password for unlocking a pro-

tected cryptographic key for encrypting and decrypting

st or age

an
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data for said secure partition of said external storage

device.
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