2 March 2006 - 1 DESCRIPTION COVMUNI CATI ONS METHOD, DATA PRQEE@@%NG
APPARATUS, AND PROGRAM 5 TECHNI CAL FI ELD The present inve%gﬂgﬁ tes to
a comuni cations nethod, a data processing apparatus, and a program

t hereof which are used for providing services using an IC 10 or ot her
integrated circuit. BACKGROUND ART At "t he~present time, communications

systens using |C cards for transaﬁﬁgeﬁnggéﬁugh the Internet or other
net wor ks are bei ng devel oped. 15 In such cofmuni cati ons systens,
application prograns receiving requests from service providers for
providing services using |IC cards and executing processing defined by the

service providers are executed by a server apparatus. 20 In response to a
processi ng request, for exanpF%?XMFFH%ﬁ%FQQ§uNﬁ7WQDIer or a PC (persona

conputer), the server_ _a paratu%%%?rforns processi ng such as user
aut hentication and datt?TénERASESHT NG ARRARAMIS orANIaSERDGRAM t he above
application prograns. 25 Services using |IC cards as descri bed above are 2
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TECHNICAL FIELD
The present invention relates to a communications
method, a data processing apparatus, and a rrogram

w2 thereof which are used for providing services using an IC

10 or other integrated circuit.

BACKGROUND ART

At the present time, communications systems using IC
cards for transactions through the Internet or other
networks are being developed.

15 In such communications systems, application programs
receiving requests from service providers for providing
services using IC cards and executing processing defined
by the service providers are'executed by a server
apparatus.

20 In response to a processing request, for example,
from a reader/writer or a PC (personal computer), the
server apparatus performs processing such as user
authentication and data encryption and decrthion based
on tﬁe above application programs.

25 Services using IC cards as described above are



erfornmed using SAMs (secure application nodules). There i d for
gui ckly providing a service by a plurality of SAMs |inked ?‘é%é’ﬁ%gﬁgm% a
plurality of SAMs link up to provide a service using a single |IC card.
Further, in this case, there is a demandg for suitably nanaging data to be
kept confidential fromother parties and data to be disclosed to the
public anmong SAMs storing data and prograns relating to provision of

servi ces bypali fdmrehtusiery i Flbuss smsse sphl iISCHASIUIRMACCR THE .| NVENE ON
Enbodi nents of the present invention provide a comunications nethod, a

dat a processi g dppanadt fisy gndcal yppagvdmitrhereafeeniadd ig $rovi si on of
quick service by a plurality of SAVs (data processing apparatuses) |inked
up. Enbodiplentsl ofythe faesehtnkadensgorher ovisle & sharam eatépns nmet hod,
a data processing apparatus, and a programthereof enabling suitable
managenent sHMddtimi abeo kaptvicnfd dentdiale fusamptaerimard irs @ndidata to
be disclosed to the public anong SAMs storing data and prograns relating

to provision of mersiaes by dhifergBt, saeviecasbusiResshs rfecording to a
first aspect of the present invention, there is provided a data processing

et hod whersiii &1 yP A=lnRie] i@ o AN HGAH Ok GV iCR AR rd 1385 M8IonA RRA At US
communi cate with each other to provide a service to a user of said
portabl e corniiLatdon devh ceobyeudiBg1dsbi ¢ MG, 2006 63
SAMs storing data and programs relating to provision of
services by different service businesses.
DISCLOSURE OF THE INVENTION
Embodiments of the present invention provide a
communications method, a data processing appératus, and a
program thereof enabling provision of quick service by a
plurality of SAMs (data processing apparatuses) linked up.
Embodiments of the present invention provide a
communications method, a data processing apparatus, and a
program thereof enabling suitable management of data to be
;) kept confidential from other parties and data to be
disclosed to the public among SAMs storing data and
programs relating to provision of services by different
éervice businesses.
According to a first aspect of the present invention,
there is provided a data processing method wherein a
portable communication device and a server apparatus
communicate with each other to provide a service to a user

of said portable communication device by using a first



data processing apparatus and a second data processing ap&q{dg}cﬁ%b@cl udi ng
a first SAMand a first nenory which stores a first applic¢ation program
conposed of a plurality of data nodules and a first managenent data, and
said second data processing apparatus-including a second SAM and a second
menory which stores a second application program conposed of a plurality
of data nodules and a second nmanagenent data, conprising the steps of:
per f or mi ng VMR ZRI DN Deanmars tufe aet verseappat alats gnbeesaiichgor t abl e
comuni cation device, said server apparatus being configured to

comuni cat eRRatpig dirfdywtirgata fiprsic 981 nchppariatats memefrer ninigeht 0 t he
first managenent data and sending a request indicating one or nore data
nodul es of ftrgd w dliingt efprddte isdulegrant hengecet ofappldlaatdldrypr ogr am
intended to be used to the second data processing apparatus when the first
managenment datdatsd ndiccdtes tarat a He fdtr starapeinecat idat49r egicamadses the data
nodul e; sendi ng the data nodul es specified in the request to the first

dat a processiqupdappdratiodsstite seeent tdat d ndqlieEessiaGeRpar atus when
judging that the data nodules indicated by the request is allowed to be
used by thend ia stecappl meaidron wiriegr amde s ef eldond pdihessaeend
managenent data; and executing the first application programby using the
dat a nmodul esdoarapr @oingh® st oFerav i@ ralla thhe fuseka aoManel 20064 -4 Further,

t he conmuni cations nethod of the first
second management data, comprising the steps of:

Y performing communication between the server apparatus and
said portable communication device, said server apparatus
being configured to communicate with said first data
processing apparatus; referring to the first management
data and sending a request indicating one or more data
modules of the plurality of data modules in the second
application program intended to be used to the second data
processing apparatus when the first management data
indicate that the first application program uses the data

W> module; sending the data modules specified in the request

to the first data processing apparatus by the second data
processing apparatus when judging that the data modules
indicated by the request is allowed to be used by the
first application program by referring to the second
management data; and executing the first application
program by using the data modules to provide the service

to the user.



aspect of the invention preferably further conprises, mheala%%ﬂzbbést dat a
processi ng apparatus is connected to a first server apparatus, Sald second
data processing apparatus is connected to a second server apparatus, and
said first data processing apparatus ang _said second data processing
apparatus conmuni cate via said first server apparatus and said second
server apparatus, having said first server apparatus send said first data

processing appaaitltes filstcdmeguesdattinthhad b saifd fHid i sar ver
apparatus refer to said first managenent data in accordance with said

first requesipand sencha $866AEioheguesh rd@3honalitiik Sakshdat 8- gpdul e
intended to be used to said second data processing apparatus. Further, the

communi cat ivisn NR{hode Ofsit e fd Stocasperd Rlpdhaddventdahdueienaply
further conprises having said second server "apparatus confirm whether said

data modul & 170,08 Use-J- SRIghAdthia!, anpld caldap RIAgY %J(?{(%c%sgi%ga condi tion

usabl e in said second data processing apparatus an fies tthe confirned

result €0 saighilidiad 3 SR ANMARAY Us AndhpNg Sl G Il shseryer

apparatus sénd said first request i n accordance wth I NOt i

said first AAlA MIAGESRINI ARRAAIYS HoMILEL2M0 o8 ALHANGLY 3

second aspect of the present 1nvention, there is pr

D oeSr Lo RS A oA ek b oL ok Rfocessi g
apparatus and said second server apparatus, having said
first server apparatus send said first data processing
apparatus a first request and having said first server
apparatus refer to said first management data in
accordance withrsaid first request and send é second
request designating said data module intended to be used
to said second data processing apparatus.

Further, the communications method of the first
aspect of the invention preferably further comprises
having said second server apparatus confirm whether said

v) data module to be use by said first application program is
in a condition usable in said second data processing
apparatus and notifies the confirmed result to said first
server apparatus and having said first server apparatus

send said first request in accordance with said

notification to said first data processing apparatus.



to execute a first application programand a second appli czaht/[l ogl @P gram

. . . . . C .
sai d data processing apparatus conprising: an interface for tr r% rring
data with said other data processing apparatus, a nenory neans for
storing a plurality of data nodul es forfi-ng said second application
program and managenent data indicating a data nodule allowed to be used in

said first applicatio rogram and a processing neans for referring to
sai d mnagemn@cﬁﬁrﬁiﬁﬁc&m%q e&@&fué'gte fAERYE d ot her data

processi ng appar atus indicating one or nore data nodules of the plurality
of data noddlVE& SR hdPeEe diid PHSHIIASS if0fladro FranRastiend éPrag aisused by

said ot herf data processing apparatus and for sending the data nodul es
speci fied if°h féaredrdstind aediad "dithe rNPAE T Sod@e $HARE S FEr at us when
judging that a data nodule relating to said request is permtted to be
used by saiP®P3ALES aFdtlice KHIGT Sleder RRASE SSdingr EIRRG B¢ Ush @ bedaddenent
data. According to a third aspect of the present invention, there is
provi ded a %9r §&camteo abd ieedc gPed iigyp td ctlaa ogaeot éssi rg sgepadat us f or
transferring data to another data processing apparatus, said other data
processi ng é@pparcatieon pvegerM20661d- Bateperabies stiogexppatretast i r st
application programand a second application program said data processing
appar at us COBRPAISINAQ: aa nodieirtackorfotrr amsherfieirmg ndatia twi th thaisd idot her
data processing apparatus; a routine for storing a

other data processing apparatus, a memory means for
Ty storing a plurality of data modules forming said second

application program and management data indicating a data

module allowed to be used in said first application

program, and a processing means for referring to said

management data in accordance with a request from said

other data processing apparatus indicating one or more

data modules of the plurality of data modules in the

second application program intended to be used by said

other data processing apparatus and for sending the data
m}_ modules specified in the reqguest to said other data

processing apparatus when judging that a data module

relating to said request is permitted to be used by said

first application program by referring to the management

data.

According to a third aspect of the present invention,
there is provided a program to be executed by a data

processing apparatus for transferring data to another data

processing apparatus, saild other data processing apparatus



plurality of data nodules form ng said second application I nd
managenent data indicating a data nodule allowed to be usezgl(/‘oa%’h?;}log first

application program and a routine for referring to said nanagenent data
in accordance with a request from sai €5ot her data processing apparatus

i ndi cating one or nore data nodules of the plurality of data nodules in
the second appli.cation rogram i ntended to be used by said other data
processi ng © 5 U aeffgeng:re Fondh R t3RP Hetat e sPecatd el in  the
request to said other data processing apparatus when judging that a data
nmodul e rel a‘%‘?crfﬁlqo PR e RTIE apersa 14 clptd BRORTHLIEY apnardtust
application programby referring to the nanagenent data. D sclosed herein
i s an i nf or9RR IO Proc S A s tian X nsteR0osy Geonprtitsehisl a
recording neans having a plurality of data (storage nedium and access
appar at us fOhedc Bt My R ing Suarateror di nputsars , fuhertsimirspial

recordi ng neans has recording neans key information |inked with the
plurality Plofradaits; osfaidh tac cesh lasp dratniigic s iat cessorice \apipifiarataitdron

|l i nked with said recording neans key information in accordance with the
sane or a FFeddHam agldoEndugnesdl dlatac dessi degyirinfaordutd owduied udes access
apparatus specifying information for specifying an access apparatus 10
owni ng t he addmeieds dicd tec cessl dppareatdus ihas: agplnkags orc @angt=egt iaigi Nmeans
able to communicate with a plurality of other access apparatuses, when
sai d access appdriateusor referring to said management data in

'?z . accordance with a request from said other data processing
apparatus indicating one or more data modules of the
plurality of data modules in the second application
program intended to be used by said other data processing
apparatus and for sending the data modules specified in
the request to said other data processing apparatus when
judging that a data module relating to said request is
permitted to be used by said first application program by

referring to the management data.

_} Disclosed herein is an information processing system



accesses data in said recording neans, if the access appa&ih%§ﬁﬁ bg said
access apparatus specifying 15 information are a plurality 8 access
apparatuses, access key information corresponding to the above data is
obt ained fromthe |inkage communicati ng nmeans, access processing ‘
“information processing said access key ®imformation in accordance with a

specific acc 10) ofithmis transmtted fromthe access apparatus to
S G 1 recor%ﬁ?ﬂ)%%%ﬂ%d%?%%%%s%sp}ﬂﬁaléEEegg frbeessi ng

sai d recordi ng means, Said recor
i nformation éﬁsed on a(fpecific al gorithm and |later access fromsaid
access appar 398 Mg Wit \P GRS t3RPRERENE fonkedeekshnghdatacordi ng.

25 neans key information of corresponding data in said 2 March 2006 _7_
recordi ng medhs$3id sneaning mearte, afoyvesimforint teco pioce Sséags Syss em
preferably said access apparatus nmounts said access key information and
sai d access Rfqgorditemmearen kiede ritr fradma tsieon. coindusd o1 €hi n& o BRRLYSES and
tanpering fromthe outside are difficult. In the above information

processi hg s¥fstderha, pedieaklessaiphaRaaid iaAGESSs /11005 | 11¥0 1i, PASEd on
one or nore decryption algorithns anong DES, RSA, AES, and elliptic

tion. 1hm ;. r ; .eSS| . bl y . said
encryption. 1imkidde wirhors3ad %ﬂr@ﬁ%'n&r@’?ﬁ]%ﬁﬁiﬁn o ind

conmmuni cati on path between access appar at use age ‘commruni cati ng
means is engyRted RY FiRethl Game or a specific algorithm, said

access key information includes access apparatus
specifying information for specifying an access apparatus
10 owning the same, said access apparatus has a linkage
communicating means able to communicate with a plurality
of other acéess apparatuses, when said aééess apparatus
accesses data in said recording means, if the access
apparatuses in said access apéaratus specifying
15 information are a plurality of other access apparatuses,
access key information corresponding to the above data is
 > obtained from the linkage communicating means, access
processing information proceésing said access key
information in accordance with a specific access
20 algorithm is transmitted from the access apparatus to
said recording means, said recording means processes the
access processing information based on a specific
algorithm, and later access from said access apparatus is
allowed only when the result linked with the recording

25 means key information of corresponding data in said



algorithm In the above information processing system pref ragg% @gid
specific algorithmis based on one or nore decryption aIgoPi prgR 24 ng
DES, RSA, AES, and elliptic encryption_, In the above information
processi ng system preferably, in t he-&ccess apparatus, it is possible to
sel ect whether the access key information obtained froma plurality of

ot her access apparatuses is to be held permanently or held tenporarily. In

the above iRQHBLIOMRHACESSIHRGSKSlEeM preferably comunication between
the recording means and the access apparatus is by conposite connection of

one or nore of Ini neleeshaannactsonabyonagiroceayesg eheaidn cal wired

connection, and optical connection. 2 March 2006 -8 In the above

i nf or mat i oRrFreredsihg sy tanres prappaabt ys coonuing cadidnabetveeketyhe access

appar at us an% the plurality of other access apparatuses is conposite

connect i on8fCEREtePINBFE SR1fli rEICEsSs adarEdtingn oby anadidentieeds,

electricalSg%&egngannectign and connecti on. TEe above i nformation
&b

i cal
processi ng° System s pFef Py aggékggﬁeapﬁfSFWB?F&ﬁgp &8s &g system

conpri si ngoatsgaRt Lokl gt ok, gentrol ling the access apparatus based on a
determ ned protocol, the access apparatus, and the recordi ng neans.

In the above information processing system,
preferably said specific access algorithm is based on one
or more decryption algorithms among DES, RSA, AES, and
elliptic encryption.

In the information processing system, preferably
salid communication path between access apparatuses by the
linkage communicating means is encrypted by a specific
algorithm.

In the above information processing system,
prefe;ably said specific algorithm is based on one or more
decryption algorithms among DES, RSA, AES, and elliptic
encryption.

In the above information processing system,
preferably, in the access apparatus, it is possible to
select whether the access key information obtained from a
plurality of other access apparatuses is to be held
permanently or held temporarily.

In the above information processing system,
preferably communication between the recording means and
the access apparatus is by composite connection of one or
more of wireless connection by radio waves, electrical

wired connection, and optical connection.



BRI EF DESCRI PTION OF THE FIGURES FIG 1 is a view of the O%ﬁﬁ%&k2006
configuration of a communications system according to the present
enbodiment. FIG 2 is a functional block diagramof an IC card shown in
FIG 1. FIG 3 is a view for explainingga nmenory shown in 2 March 2006 9
FIG 2. FIG 4 is a view for explaining the software structure of a SAM
nodul e shown in FIG 1. FIG 5 is a view for explaining a nenory area of an
5 external nmenory shown in FIG 1. FIG 6 is a view for explaining an
application prographé nalaovef enfermshown proEk@sing HyGted and FIG 7B are
views for describing details of data PT and OPT shown in FIG 6. 10 FIG 8
is a view fROTSESGRRA NI GRIRIN gAR i anthiedive sy dgraamdaess dinmemeders shohn i n
FIG 5. FI 9A and FIL.G 9 re views for describing details of data PT
and OPT shgm%e T e %B STHRF 13EGe s SRFIA BFASI T FPBATESOf 15
applicatio Lhmnt I is .a.f tional_ hl.ock.di agram of a
SRR)/I nodul (rabcgdhovm iOnrp%Itf'(i(i(ﬁllpéE O&IF&%rle%]%fs%aﬁ\ﬁle%v% grO%glfﬁbcéio% r]f’d’ zf%qalo

communi cat ivaiiges Meiledt Aeiareen reAMddHe SN dd Ff@ick: 20 FIG 13 is a
view for explaining a case in which a
connection.

The above information processing system is preferably
a secure information processing system comprising a
controller for controlling the access apparatus based on a
determined protocol, the access apparatus, and the
recording means.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 is-é view of the overall configu£ation of a
communications system éccording to the present embodiment.

FIG. 2 is a functional block diagram of an IC card
shown in FIG. 1.

FIG. 3 is a view for explaining a memory shown in



degenerate key is transferred between SAM units shown in I?ﬁ% #%moglG. 14
is aview for explaining a SAM el enent transfer command S 25 FI G
15 is a view for explaining element attributes 2 March 2006 10 shown in
FIG 14. FIG 16 is a view for explaining a SAM el enent transfer response
SAHAPETR. FIG 17 is a view for explatmMng a routine for 5 nutua

aut hentication anpng SAMs. FIG 18 is a view for explaining an exanpl e of
operation f &1 ansfer of degenerate key data between SAM units expl ai ned
before using FIG_13., FIG 19 is a view for explaining processing for 10
generation and triaksf et b¥ a weewrjopaexplaonipackhgesof Ev&re20 is a view
for explaining a nethod of setting tag data APE-TAG shown in FIG 8 for a
menory partistometipes kafes (FRE)modl . Hois &nVview, for expl ai ning the
overall 15 operation in a comunications systemshown in FIG 1. FIG 22
is aview for expgminimngd he eMmefafdr ORSIAADAG D RekQPPUNELALL PN, SYst em
showmn in FIG 1. FIG 23 is a view for explafﬁﬁ%g éﬁ%tﬁer e%%%d?ﬁe%? of

the present dxteaiHd 0memtdFl Gowdd i @i ew for explaining anot her
enbodi nent of the present invention.

FIG. 6 is a view for explaining an application

bProgram in a rgferrer shown in FIG. 5.
FIG. 7A and FIG. 7B are views for describing details
of data PT and OPT shown in FIG. 6.
10 FIG. 8 is a view for explaining an application
program in a Qiscloser shown in FIG. 5.
FIG. %A and FIG. 9B are views for describing details
of data PT and OPT shown in FIG. B.
FIG. 10 is a view for explaining types of
15 application element data APE.
FIG. 11 is a functional block diagram of a SAM
*) | module shown in FIG. 1.
FIG. 12 is a view for egplaining a communications
method between SAM units shown in FIG. 1.
20 FIG. 13 is a view for explaining a case in which a
degenerate key is transferred between SAM units shown in
FIiG. 12.
FIG. 14 is a view for explaining a SAM element
transfer command SAMAPETC.

25 FIG. 15 is a view for explaining element attributes



FIG 25 is a view for explaining another enbodinent of th reﬁ%b
invention. FIG 26 is a view for explaining another enbodi re Bf the
present invention. 2 March 2006 FIG 27 is a view for expl aining anot her
enbodi nent of the present invention. FIG 28 is a view for explaining
anot her enbodi nent of the present invdfti-on. 5 BEST MODE FOR CARRYI NG QUT

THE | NVENTI el ow, - best node for carrying out the invention wll be
descri bed wi (?‘Fréflefr]e]t’r‘lj‘gcg'tﬁft he acconpanying drawings. FIG 1 is a view of

the overall configuration of a 10 conmuni cations system 1 of the present
embodi nent. As sh‘gWﬁ' i h® Fi % 2 1vieWelepneni shninasas§sMeal dmases a server
apparatus 2 installed in a store or the like, an IC card 3, a card
reader/ writ drransfeperespriise oPAARETS, an ASP (application service

provi der) server apparatus 19, 15 SAM (secure application nodule) units
9a, 9b, and a nOLFI@. cOhME % ati@nsEeeveLs] 4dnhayi H0r8at] S npdyl e 42
(integrated circuit in the p resent invention) built in so as to

comuni cat e mutaidlhead e thieta ibrandn il f 413 . settl ement processing and
ot her procedural processing 20 using an I C card 3 or nobil e conmunications

device 41 The S ud G J(yisl Aal L processiag goparatys of  present

i nvention) has an external nenory ne nventi on)
and a SAM m%$£faéidg”f§¥¥¥yégéfer of degenerate key data between SAM

units explained before using FIG. 13.
L FIG. 19 is a vieﬁ for explaining processing for
10 generation and transfer of a memory partition package.
lFIG. 20 is a view for explaining a méthod of setting
tag data APE_TAG shown in FIG. 8 for a memo;y partition
package (APE).
FIG. 21 is a view for explaining the overall
15 operation in a communications system shown in FIG. 1.
FIG. 22 is a view for explaining the overall

operation in a communications system shown in FIG. 1.

;\%ﬂd/

FIG. 23 is a view for ekplaining another embodiment
of the present invention.
20 FIG. 24 is a view for explaining anothér embodiment.
of the present invention. |
FIG. 25 is a view for explaining another embodiment
of the present invention.
FIG. 26 is a view for explaining another embodiment

25 of the present invention.



means of present invention). 25 Further, the SAMunit 9b (gﬁﬁonﬂgﬂgﬁa
processing 2 March 2006 12 apparatus of present invention) &t |y has
an external nenory 7 and a SAM nodul e 8. The SAM nodul e 8, according to
need, transfers data wth another not shown SAM nodul e. 5 [Features of
Comuni cations System 11 In the presenttlembodi nent, the SAM unit 9a shown

in FIG 1 is chqgggt%g;zed in the fonnunicatipn between the SAMunit 9a
and the SAM unit wien Wi iAaTy 19t $¥Plappingarekher eaphediment APE .

stored in the external 10 nenory 7 of the SAMunit 9b. For exanple, to use
the SAM uni t%F dde gt diryeniektn servi ce busi nesses to provi de services

| inked together, it is necessary to give another service business a card
access key and cadt¥f i sfudce kayewatdmagexdba tretng redo flosr | @nsad tméh €
nodul e) operations in a secret state. For exanple, to cal cul ate nutua

aut hent i cat iagh they pregdrt amued tciasrd. bet ween di f f erent servi ce busi nesses
it is required to obtain a card access key, card degenerate 20 key, or

ot her key i nfor meEEsIN MCEEE GOR CHRY 1wdhesySeitd | g2 PP by the SAM unit 9a
and purchasi ng nmerchandi se by the SAM unit 9b and further conpleting both
processing dur i ngseangy MRt Befid Gl b ARKRA Wit Nl | QS Bt TS

necessary to
will be described with reference to the accompanying

drawings.

o

7 FIG. 1 is a view of the overall donfiguration of a
10 communications system 1 of the present embodiment.
As shown in FIG. 1, the communications system 1 uses
a server apparatus 2 installed in a store o;.the like, an
IC card 3, a card reader/writer 4, a personal computer 5,
an ASP (application service provider) server apparatus 19,
15 SAM (secure application module) units %9a, S%b, and a
mobile communications device 41 having an IC module 42
} {integrated c%rcuit in the present invention) buiit in so
as to communicate via the Infernet 10 and perform
settlement processing and other procedural pProcessing
20 using an IC card 3 or mobile communications device 41.
The SAM unit %9a (first data processing apparatus of
present invention) has an external memory 7 (memory means
of present invention) and a SAM module 8 {processing

means of present invention).

25 Further, the SAM unit 9b (second data pProcessing



25 transfer key i nf or mati on necessary for the nonetary 2 rc 13
settlenent fromthe SAMunit 9a to the SAMunit 9b and c?§£¥3“5g§§9

necessary for access to the ICcard at the SAMunit 9b side. In this case,

it is possible for the SAMunit 9a and 5 the SAMunit 9b to individually

access the I1C card, however, it becomd® difficult to guarantee

simultaneity ofr%$erat'on and Erocessing for both the nonetary settlenent
p

and mer chandt B FUrthale. PESFSR ahPYentionk simtianlyrpaesanhartehpal
nonetary settlenent_is 10 conpleted, but acquisition of the nerchandise is
not  conpl et®PCRDr bt , 2 SHEsedake bdr rowi ng a shared menory area of an.
| C card to provide a service independently has to acquire key information
for registering tHee s¥inedeobre 18, thecdRitag dtd anead | egrshsperondkey
package etc.) froma nmanager of the shared nenory area (nenory managi ng

or gani zat i oryi florarextsvgt enot sloown tSAM megessary to transfer a card
partition key package for logically partitioning an IC card to 20 generate

a sharedsmenory o thite e tEmBIDE Yt TS BN o gpNi zati on and shared
area provider (for exanple, service business). | Wen a plurality of

: i i ' . | ai ned, abave and
ot el S TS e AR R SR e
' FIG. 1 is characterized in the communication between the

SAM unit 9a.and the 8AM unit 9b when utilizing the
application element data APE stored in the external
10 memory 7 of the SAM unit 9b.

For example, to use the SAM units 9%9a, 9b for
different service businesses to provide serviées linked
together, it is nécessary to give another service
business a card access key and card issuance key package

15 required for IC card (IC module) operations in a secret

state.

For example, to calculate mutual authentication keys

-

with an IC card between différent service businesses, it
is required to obtain a card access key, card degenerate
20, key, or other key infqrmation. |
Specifically, when settling money by the SAM unit 9a
and purchaging merchandise by the SAM unit 9b and further
completing both processing during one mutual
authentication period with an IC card, it is necessary to

25 transfer key information necessary for the monetary



2 March 2006 14 conmunications system 1l provides a rreans&%P[ab}ji @8 si npl e
establ i shment of a secure communications path anong the SAM'& 2893 and
9b and other SAM units. Bel ow, the conmponents shown in FIG 1 will be 5
described. [IC Card 3 and Mobile Communi cations Device 41] FIG 2 is a
functional block diagramof an IC card13. ~ As shown in FIG 2, the IC card
3 has a IC éigéggn[latgd circuit) podule 3a having a nenory 50 and a 10 CPU
51. The menoty- 50° ek shoWA Fhe FPdd! vnikalaateetbeySatennissbwhindh a
credit card conpany or other service business 151 uses, a nenory area 552
whi ch a ser \ft2ty 13| ¥ snasesspey, fandaaceesoty thealB853avki sh 8ha5

servi ce business 153 uses. The nmenory 50 stores key data used for judging
an access r§ahtuniot t¥e sedery area 55 1, key data used for judging an
access right to the nmenory area 552, and key data used for judging an
access right to the trte‘rmrcyaﬁﬁaemé%sgmgeﬁoﬂaﬁﬁe%&quﬁﬁﬁtf9% Qﬁf&“m
aut hentication and data encryption and decryption. The nenory 50 al so

stores identifd &M afhid@tsh ofo tikdi Haear 1, 3, 0Led £ £aL 413 c‘:’%%ﬁ% O;rhe mobi | e

comuni cations device 41 has a 25 communi Cations processor
Conﬂunlcat'mbwﬁdé}f“lﬁ“ﬂ%é%ﬂéﬁ“ﬂlé?%%ﬁlt to guarantee simultaneity

of operation and processing for both the monetary

settlement and merchandise purchase. For example, a

., .
R

situation arises that the monetary settlement is
10 completed, but acquisition of the merchandise is not
completed.

Moreover, a business borrowing a shared memory area
of an IC card to provide a service independently has to
acquire key information for registering the service én

15 the IC card (area registration key package etc.) from a
manager of the shared memory area (memory managing
} organization) for example.

Alsc, it is necessary té transfer a card partition

key package for logically partitioﬁing an IC card to

2 generate a shared memory area between the memory mahaging
organization and shared area provider (for example,
service business).

When a plurality of businesses provide services
linked together as explained above and transfer key

25 packages and other application element data APE, the



15 server t hrough a nobil e phone network and the |Internet ﬁﬂ¥i%P§W%§ I C
nodul e 42 able to transfer data wth the comunications pro 35? 3 and

comuni cates with the SAM unit 9a through the Internet 10 from an antenna.
The 1 C nodul e 42 has identical functions to the IC nodule 3a in the IC
card 3 described above for the point -tlhat-it transfers data with the
comuni cati ons processor 43 of the nobile communications device 41. Note
that processFRYUEEAHELRBSNSBE LT dnRERVE SriSoRs MedD sdeviabd iny isd mpdrf or med
in the same way as processing using the IC card 3, and processing using
the | C nodul @stablishpentopfied Facuhe semmuwayaasopsopethi Bgoug mhet he |C
nodul e 3a, so in the foll ow ng description, processing using the IC card 3
and |1 C nodul @28aungts| Pasendt ed. an8 Behew, shiveuhAMsunits 9a, 9b will be
described in detail. The SAMunits 9a, 9b, as descri bed above, have

ext ernal menori esBELéWprohy SBRPSnehtBr 668RNL i AVERE OR) i 2§dLSAM modul es 8
(processing neans of present invention). 20 Here, the SAM nodul e 8 nay be

real i zedsas des&eib&@nductor circuit and nay be realized as an apparatus
holding a plurality of circuits in a housing. (Software Configuration of

Eﬁl\cﬂ 'ngjU'Ze Ng]rCghgbﬁ'g\'\éé{%&'%e;ﬁdﬂ@éb?léoéé%ﬁﬁigggig UrgLign.ag, ;25 shown in
' FIG. 2 is a functional block diagram of an IC card.B.
As shown in FIG. 2, the IC card 3 has a IC
(integrated circuit) module 3a having a memory 50 and a
10 CPU 51.
The memo%y 50, as shown in FIG. 3, hasra memory area
55_1 which a credit card company or other service
business 15 1 uses, a memory area 55 2 which a service
business 15 2 uses, and a memory area 55 3 which a
15 service business 15 3 uses.
The memory 50 stores key data used for Judging an
} access right to the memory area 55 1, key data used for
judging an aqcess right to tﬁe memory area 55 2, and key
data used for judging an access right to the memory area
20. 55 3. The key data are used for mutual authentication and
data encryption and decryption.
The memory 50 also stores identification data of the
IC card 3 or IC card 3 user.

The mobile communiqations device 41 has a

25 communications processor 43 for communicating with an ASP



As shown in FIG 4, the SAMnodule 8 has, in order fromt eMI ogeiraéayer to
upper layer, a hardware HW Il ayer, a driver layer (CS | ayer)™fH 149 ng RTCS
kernel s corresponding to the peripheral HN a |ower handler layer 5 for
processing in logically grouped units, a higher handler |ayer grouping

t oget her application specific librarid® etc., and an AP |l ayer. Here, in
the AP Iayerseggera |ication prograns AP-1, AP-2, and AP-3 (application
prograns of present —1o°TNeht POy T aePhArRgrpEveskured £be daseshetndol C
card 3 by the credit card conpany or other service businesses 15 1, 152,
and 153 showRf 2k ¥ modinke rdarlble teohransBewvxdataawibbmbhy 7 and
operated. Each application programcan be set with one or nore 15 nacro
scripts. | n @PEVARL¢REPNS Py evrd $sr RV aned prowndetlcateagwi bR tAppkAgat i on
progranms AP-1, AP-2, and AP-3 and with the higher handler |ayer. [External

Menory 71 201G 9% tisreuoti ethd ornexphat Ni 00f BoMEaRT ¥n 8ERA20f the external
menory 7. As shown in FIG 5, the nenory area of the external nenory 7

i ncl udessan AP MeTRY YT @i 14 Stiodd ngadhei «2PPEHLSAE L ORs pEQQEﬂg‘ AB-1 of
t he service business 151, an 25 AP nenory area 2202 storing the application

g; ggr_grznoép- fndid ok AW06ne fY Yrd '8 SELY BEPUNLNES SedR2:, 2N A0, rBTor Y

that it transfers data with the communications pProcessor
43 of the mobile communications device 41.
o ' Note that processing using the mobile communications

10 device 41 is performed in the same way as processing
using the IC card 3, and processing usiné the IC module
42 is performed in the same way as processigg using the
IC module 3a, so in the folleing description, processing
using the IC card 3 and IC module 3a is illustrated.

15 Below, the SAM units 9a, 9b will be described in

detail.

The SAM units 9a, 9b, as described above, have

\“»nﬂ/

external memories 7 (memory heans of present invention)
and SAM modules 8 (processing means of Present invention).
20 . Here, the SAM module 8 may be realized as a
semiconductor circuit and may be realized as an apparatus
holding a plurality of circuits in a housing.
[Software Configuration of SAM Module 81
The SAM module 8 has a software configuration as

25 shown in FIG. 4.



|
|

storing the application program AP-3 of the service busi ”%ﬁﬁg%ﬁel 0‘gmd an
AP managenent nenory area 221 used by a nanager of the SAl IQ 08. 5
Here, the application prograns stored in the external nenory 7 in the SAM
unit 9a correspond to first application prograns of the present invention,
and application prograns stored in thdéexternal menory 7 in the SAM unit
9b corresponds to _second application 10 prograns of the present invention
The application progiAHA TE1) ElGr efy- i Rhendripnadndey8 hrea 2poorder
conprised of _a plurality of application elenent data APE (data nodul es of
present inveff9Bnthe lkewesslayver heo AMppenplyver eaa 228tdivarki HiWt edyby,t he 15
firewall FWI. The application program AP-2 stored in the AP nenory area
2202 is conprideiverd kayptwr 60$tiapérapphetading Rebemestndata APE (dat a
nodul es of present invention). Access to the AP nenory area 2202 is
limted by tder@isgondingg |t&WRe Joei gt Talh O PIOGERA AR Bt 956dyi N the
AP menory area 2203 is conprised of a plurality of application, elenent
dat a APEs( datcr xeliiss g preSesd i d td t menory area
2203 is limted by the 25 firewa PR 5 D ped NEEER, 14 hIGhEE T present
enbodi ment, {chesARPIAAL Ok SLSIRP e odB A ALl B od O 0 §¥80BLEEs & M NI UM

unit downl oaded from

libraries etc., and an AP layer.

Here, in the AP layer, the application programs AP 1,

R

AP 2, and AP_3 (application programs of preéent
10 invention) defining procedures for use of the IC card 3
by the credit.card company or other service businesses
15 1, 15 2, and 15 3 shown in FIG. 1 are re;d out from
the external memory 7 and operated. |
Each application program can be set with one or more
15 macro scripts.

In the AP layer, firewalls FW are provided among the

application programs AP 1, AP 2, and AP 3 and with the

N’

higher handler layer.
[External Memory 7]
20 | FIG. 5 is a view for explaining a memory area of the
extérnal meméry 7. |
As shown in FIG. 5, the memory area of the external
memory 7 includes an AP memory area 220 1 storing the
application program AP 1 of the service business 15 1, an

25 AP memory area 220_2 storing the application program AP 2



outside of the SAMunit 9a to the external nenory 7. The g@gﬁﬁi gh t he
application elenent data APE form ng each 5 application pr iR ve
freely determ ned by the correspondi ng service business. The application
prograns AP-1, AP-2, and AP-3 stored in the external nenory 7 are
scranbl ed. They are descranbl ed whern ridad- i nto the SAM nodule 8. 10 The
application ‘%O rans AP-1, -AP-2, and_AP-3 are prepared by the service

busi nesses 181, “1825¢8K{cesRusSBRRAG, 1Pa? eRBnPPemeperyonakac8Rfuber s 161,
162, and 163 shown in FIG 1 and are downl oaded to the external nmenory 7
via the SAM fbekieosthesapel baatihe mppbrsat ABn3ppEgihrs sAPviceAP- 2, and
AP-3 will he described in detail. There are one or nore application
prograns in kusiiMss$ olSedchasdr ahcaPbushagssenkti mehorganaappl Roat :98gpPr ogr am
AP stored in the 20 external nenory 7 of the SAMunit 9a (SAMA) shown in
FIG 1 willbpes expragaedof Ftke $Saimrsmadiievweher expl ai ning an application
program AP stored in the external nenory 7 of the SAM unit 9a (SAM A
shown insFIG 1. @25 £he by : | | LQn. pr am AP has 2
Vhroh 2066 10 i cerdy ey d&;%?%’g-?%ggﬁ%gugd%g?f’%gi LB e ol i cati on
brogram a5 S AP b ot | 1 01 8019 ¥ o581 80, 2Lep g 88PELEELT O

program (or package thereo

application programs of the present invention, and

application programs stored in the external memory 7 in

p

the SAM unit %9b corresponds to second application
10 programs of the present iﬁVention
The appl;cation program AP_1 stored in the AP memory
area 220 1 is comprised of a plurality of agplication
element data APE (data modules of present invention) .
Access to the AP memory area 220_1 is limited by the
15 firewall FW 1. |
The application program AP 2 stored in the AP memory
 > area 220 2 is comprised of a plurality of application
element data APE (data modulés of present invention).
Access to the AP memory area 220 2 is limited by the
20 . firewall FW 2. |
The application program AP 3 étored in the AP memory
area 220 3 is comprised of a plurality of application .
element data APE (data modules of present invention).
Access to the AP memory area 220 _3 is limited by the

25 firewall FW 3.



APE-NLTM for indicating the nunber of the application 5 el zgﬁnt %@bg APE
included in the application program identification data afc one or
more application elenment data APE included in the application program tag
data APE-TAG permt data PT, option data OPT, and entity APE-PL of the
application elenment data APE 10 Note-tha&t -t he tag data APE-TAG the permt
data PT, and the_option data OPT shown in FIG 6 and FIG 7 correspond to -
first managenent HatBhacebeaeny esbedémeptesthe hnpéhthbhonThdement
identification data AP IDis determined so that 15 it is different for
every servi c@abushPesss, Thert egampt a, APEnTAGns ani tdaswhibsakiosrbag of
the application elenent data APE which a service business can set and is
det erm ned ssutdiadeidf chite bamun@m)i:gg@u&bymép@fétékﬁglaﬁeﬂgr%rhﬁ. appki cation
prograns AP. 20 In FIG 6, the entities of the application elenent data

APE cor r espandithgr t&f t fife t 5881 ARPE D STawbn PYaa Pat £Bi: ”Eo@:ﬁ?ﬁg A%)ch;hf our

identification data APE-I1D stored in the application progra are

e R T O T TNy

25 unit 9a ( A) shown i ., The entities
of these thrgoeﬁlraeo%lﬁimg@iti on re‘!rerrerl:t) data APE do not exist in the external
nmenory 7 of ~the untd Y VG OYRTRSS view for expl ai ning the pernit
data PT . : '

_ The application programs AP 1, AP 2, and AP 3 stored
in the external memory 7 are scrambled. They are

, descrambled when read into the S2AM module 8.

10 The application programs AP 1, AP 2, and AP 3 are
prepared by the service businesses 15 1, 15 2, and 15 3
using, for example, personal computers 16 1, 16 2, and
16_3 shown in FIG. 1 and are downloaded to the external
memery 7 via the SAM module 8.

15 Below, the application programs AP 1, AP 2, and AP 3
will be described in detail.

“} There are one or more application programs in a SAM

for each service business.
First, an application program AP stored in the
20 -external memory 7 of the SAM unit 9%a (SAM A} shown in FIG.
1 will be explained.
FIG. 6 is a view for explaining an application
prdgram AP stored in the external memory 7 of the SAM
unit 9a (SAM;A) sheown in FIG. 1.

25 As shown in FIG. 6, the application program AP has



5 showmn in FIG 6. As shown in FIG 7A, the permt data PTZQ@%%&%O nunmber
of nutual authentication keys, presence of nutual authenti it fnstance
of the mutual authentication key of the SAMA, application elenent data
APE of the nutual 10 authentication key of the SAMA, instance of the

mut ual aut hentication key of the SAM B9 application el enent data APE of
the nmutual authentication key of the SAMB, and access right data PMSD. -
Here, the prideRtéfbrakiipnafiakat ABnEPchbirosdenitd fyibai nbkanpeldfcanibnal

“authentication of the SAMB, and the application elenent data APE of the

nmut ual aut heptrPgoamohP, kdgtaf APReVBRMEBrshadd chy ihat ¢hiengeirk ibhGo£7A are
present in the SAMunit 9b and are obtained by transfer fromthe SAM unit

9b. 20 FI G @eisppl veewidorpesghainni(8g phexagti eRedabg) Phatghown in FI G
6. As shown in FIG 7B, the option data OPT stores the SAM 1D of the

SAM B, i dentifi catimorodal 83aARatDLE) tE ki PRI ¢AL - stored in
the SAM B, and flag data 25 %CF. éztl\/archﬁgSSGBkz%ﬂ%thFﬁgggggtgg PCF has a

first M180 forehads caitaonpphet Debablie; APRLLCALERN ELouRL data APE exi ot

inside or outside of the SAMunit 9a, a secon ( _

(o be- i sci oan tort HEE bl Tt b APk rb Ge ont "S- “nBPE! 1R} 180 RER0 oM A
element data APE included in the application program, tag
data APE_TAG, permit data PT, option data OPT, and entity
APE PL of the application element data APE.

10 Note that the tag data APE TAG, the permit data PT,
and the optio? data OPT shown in FIG. 6 and FIG. 7
correspond to first maﬁagement data according to the
present invention.

The identification data AP ID is determined so that
1§ it is different for every service business.
The tag data APE_TAG is an identification tag of the

) application element data APE which a service business can

set and is determined so thét it can be unambiguously
specified among the application programs AP.

20 In FIG. 6, the entities of the application element
data APE corresponding to the three APE TID shown by
hatching among the four identification data APE ID stored
in the application program AP are transferred, as

described later, from the SAM unit 9b (SAM B} to the SAM

25 unit %a (SAM A) shown in FIG. 1.



not, and a third flag for indicating whether they are to %eq/[usgg
tenporarily or stored (used permanently) when disclosed t IQP@I de. In
t he exanple shown in FIG 7B, the first flag 10 indi cates "outside", and
the second and third flags are not set yet. The permt data PT or the
option data OPT, for exanple, store d&% <or authenticating the |egitinacy

of the party ablg to set tting.data in the application_15 program AP.
Based on the dat a?h?ﬁel§Al\f‘ﬁ6dﬁpglgéef‘uﬁgeEheﬁﬁeEH‘éPeoPPﬁ’étlcﬁ(‘}lﬁérm't t he

setting of the setting data. Further, in the present enbodi nent, ports for
use by the appFPRAti dntprdEFafe art @sirfedin ﬂ?ﬁe ekgarnadr memeryof/ blfe
ports defined by the application prograns, 20 applications, etc. are
defined as nbPRgEMNENENHEt32- Based on the managenment data, the SAM units
9a, 9b determ ne the nodes of use of the ports defined for the application
programs. Next, tREGapphitataowiewofoansxpPashDredtha pBem2b axtar pel
menory 7 of the SAMunit 9b (SAM B) shown in FIG 2 March 2006 22 1 wll

be descrisbedshdwrc.i8 ¥BcAa &) ew for expl aining an application program AP
stored in the external nenory 7 of the SAM unit 9b (SAM B) shown in FIG

1. 5 As shown in &d Gh&emn the sRR! 1 ¢ALI AN ﬁBé’ﬂBf‘H‘ﬁ’tQaﬁT jh,degntjfication
data AP_ID for identifying the applicatio
number of mutual authentication keys, presence of mutual. |
authentication, instance of the mutual authentication key
Wi of the SAM A, application element data APE of the mutual
10 authenticafion key of thelSAM;A, instance of the mutual
authentication key of the SAM B, application element data
APE of the mutual authentication key of thehSAM_B, and
access right data PMSD.
Here, the presence of mutual authentication, the
15 instance of mutual authentication of the SAM B, and the
application element data APE of the mutual authentication
} key of the SAM B shown by hatching in FIG. 7A are present
in the SAM unit 9%b and are obtained~by transfer from the
SAM unit Sb,
20 FIG. 7B is a view for explaining the option data OPT
shown in FIG. 6. |
As shown in FIG. 7B, the option data OPT stores the
SAM_ID of the SAM B, identification data AP ID(B) of the
application program stored in the SAM B, and flag data

25 PCF.



program AP, data APP_VER for indicating the version of eitlﬁg[ph ﬁ@él on
program (or package thereof), data APE-NUM for indicati ng g

the application 10 el enment data APE included in the application program
identification data APE I D of one or nore application elenents data APE
form ng the application program tag- &dta APE-TAG permt data PT, option
data OPT, and the entity APE-PL of the application elenent data APE 15
Note that the tagTl8thlaPETAs PERehper pi f1gatafbag famdinbéceptinan data
OPT shown in FIG 8 and FIG 9. correspond to second nanagenent data

accor di ng t owk@Ehepr Ekenarbhieation. eMemenvedathnAPEGex8stt hasedki bires of
the application 20 elenent data APE corresponding to the three APE-1D
shown by bracketdeanbnghehsafouniideat i &i satbaa dakg ABE- hDdlétaﬁﬁﬁ% in the
application program AP are utilized from the SAMunit 9a (SAMA) shown in

FIG 1. Thesghébhee enéiipesightibs apphihat ageaemﬁﬁek daka 25 APE exi st
in the external nenory 7 of the SAM unit 9b. March 2006 23 FIG 9Ais a

vi ew for sex d h in FIG
9A, the p5er %lt%:[d%ﬁt%ﬁhlggé%&m %t%%bgér[% 8_‘("%3& sg&tGﬁgntl caPlﬁg’gWEe

presence of uaindS at’:'lll{‘eé‘tkf Irrg‘ﬁif h%(?%g% %fwﬁﬁgh Egﬁyagggengl cation

key of the appli catron

aut henti cati,on keg/ of the SAI% , instance of the nutual
be uséd temporarily or stored (used pPermanently) when

disclosed to the outside.

In the example shown in FIG. 7B, the first flag

10 indicates “outéide"; and the second and third flags are
.not set yet.

The permit data PT or the option data‘bPT, for
example, store data for authenticating the legitimacy of
the party able to set setting data in the application

i5 program AP, Based on the data, the SAM module B8a judges
.whether or not to permit the setting of the setting data.

} Further, in the present embodiment, ports fqr use by
the applicatién programs aré defined. The right for use
of the ports defined by the application programs,

20 applications, etc. are defined as management data. Based
on the management data, the SAM units %9a, 9b determine
the‘modes of use of the ports defined for the application
programs.

Next, the application programs AP stored in the

25 external memory 7 of the SAM unit Sb (SAM B) shown in FIG.



aut hentication key of the SAMA, application elenent data _APE gf bhe
mutual authentication.key of the SAMA and 10 the access riYRicPdRPa PMVSD.
Here, the presence of nutual authentication, the instance of the nutual

aut henti cation key of the SAMA, and the application el enent data APE of
the mutual authentication key of the- S8-A shown by hatching in FIG 15 9A
are obtained_by transfer fromthe SAMunit 9a. The access right data PMSD
desi gnat es t he¥ibdeber 8agcrikerdte, or execute) for permitting access (use)
from outside of the application elenment data APE for the each - APE stored
in the applicati oRIfro§r am APvi&we fdesiegpatiion nd0 amyuppd iperfienmed by
specifying a predetermned right. FIG 9B is a view for explaining the

option data GPdgramone EhofFkG if. tAs shewRnhl hkefor9B7 Ure toR! sy data OPT
stores the SAMID of the SAMA, identification data AP-1D(A) of an 25

appl i cation ghogr em skamed)i Bhbhie SAMFAg . and flag data 2 March 2006 24
PCF. Inthe flag data PCF, in the exanple of FIG 9B, the first flag

i ndi cates; "insideag gggwﬁeggn%gl_ ag | @H%ﬁ§£§§i|c;%9e?1" ﬁ’%@%ﬁ%?&%%d flag

indicates "tenporary use". o té that _ pplcatio & APE are
SRR R WA RO LR SRS
program AP, data APP VER for indicating the version of
the application program (or package thereof), data
fv} APE_NUM for indicating the number of the application
10 element data APE included in the appiication program,
identification data APE 1D of one or more application
elements data APE forming the épplication é?ogram, tag
data APE TAG, permit data PT,’option data OPT, and the
entity APE PL of the application element data APE.
15 Note that the tag data APE TAG, the permit data PT,

and the option data OPT shown in FIG. 8 and FIG. 9

correspond to second management data according to the

o

present invention.
Moreover, in FIG. 8, the entities of the application
20‘ element data APE corresponding to the three APE ID shown
by brackets among the four identification data APEﬁID
stored in the application program AP are utilized from
the SAM unit 9a (SAM A) shown in FIG. 1.
These three entities of the application element data

25 APE exist in the external memory 7 of the SAM unit 9b.



el enent data APE will be described. 10 FIG 10 is a view f Hﬁexglgbging t he
types of the application elenent data APE. As shown in FI ?6,3 he
types (APE-TYPE) of the application elenment data APE, the AP resource key
data K-APR, card access key data (1 C area key data, |1 C 15 degenerate key
data, etc.), file systemconfiguraticon23idata, SAM nutual authentication key
data, SAM key package _key data, |C card operation nmacro command scri pt
program  menory ngti?Pohsk%yvbaﬁkﬁgé,eﬁﬁgﬁiylﬁarﬁh?iEﬁrmé§edhé? Pfackage,
expansi on i ssuance key package, issuance key 20 package, area registration
key package,shewa #Hel BIGonfkey package, service registration key data, and
service deletion key package are stored as application elenent data APE.
Bel ow, part of thkstshesnoint AgGapphi cahikopeeheredhta2brdrha ARE shown in
FIG 10 will be described in detail. 2 March 2006 25 AP resource key data

K- APR The APhursisenr6€ rk@tluﬁi]atﬂuﬂnéﬁﬁibﬁtﬂ§ﬁdké?s?nprSQEﬁMQt beNpmkeuahor when
setting the application elenment data APE. Different key data K APR i s

al l ocat ed f Qfu@YERYiSafPoil PnPasEL abetﬁgpﬂn{lﬁag%ug{a,gﬂ@%ag%grﬁg& 0

Card access key data The card access key data Is a use
read/wite Ocpier@fﬁ ME dal oY L0 LSS PEELME Qe LOS L IBRBE Yo e P2 L PE | © card

3 and the IC no
L authentication key of the SAM B, instance of the mutual
authentication key of the SAM A, application element data
L APE of the mutual authentication key of the SAM A, and
10 the access right data PMSD.
Herea, the presence of mutual authentication, the
instance of the mutual authentication key of the SaM A,
and the application element data APE of the mutual
authentication key of the SAM A shown by hatching in FIG.
i5 9A are obtained by transfer from the SAM unit 9a.
The access right data PMSD designates the mode (read,
} write, or execute) for permitting access (use) from
outside of the application élement data APE for the each
| APE stored in the application.program AP. The designation
- 20 may be performed by specifying a predetermined right.
FIG. 9B is a view for explaining the option data OPT
shown in FIG. 8.
As shown in FIG. 9B, the option data OPT stores the

SAM ID of the S8AM A, identification data AP ID(A) of an

25 application program stored in the SAM A, and flag data



10 The card access key data includes, for exanple, IC car%l§§$h%@@éey
data, I1C card area key data,, IC card service key data, | “ enerate
key data, etc. Here, the IC card degenerate key data is key data generated
by encrypting using the 1C card system key data 15 and nenory area
managenent key data of the nenory 50 -arth 4+ s used for mnutual

aut henticatign. Further, even the key data referred to by an IC card
operation nma€FE - conmand script programis included in application el ement
data APE of the same type as the card 20 access key data. * File system
configuration datanAthei Féagydeém B6Hf i gor dheoexdapide dfeFacr @B ,f ahe
exanpl e, |og data, negative data, and journal data. The log data is, for
exanpl e, dat&iokttAkabi shdiyaeks 25nesdeof, the appbheatfieny ahenwRAitcdat a
APE, the negative 2 March 2006 26 data is, for exanple, information on

the invalidi typeh”ananiCerar dhiadrihg iiguiBakedabachdoHoL, esanpl e, the
hi story of execution at a SAM For exanple, in file systemconfiguration,

the types 5 of theofil enaecess éﬁgg%gtm doghana! Laka ARl o L NG 1S

selected. In case of the record the record size, thetotal nunber of

records, rec I, gnat version record.sjgnature nethod type, record
dat a si ze, a%%grggcggdyéggﬁﬁ %F%ake?eﬁ?gysgtbgFﬁﬁgﬁéPQ GReTHEe 10

val i date the si@nature when witing data to the file
packages by area.

Below, the types (APE TYPE) of the application
;J element data APE will be described.
10 FIG. 10 is a view for explaining the types of the
application element data APE.
As shown in FIG. 10,as the types (APE _TYPE) of the
application element data APE, the AP resource key data
K _APR, card access key data (IC area key data, IC
15 degenerate key data, etc.), file system configuration
data, SAM mutual authentication key data, SAM key package
} key data, IC card operation macro command script program,
memory partition key packagé, memory partition base key
package, expansion issuance key package, issuance key
26  package, area registration key package, area deletion key
package, service registration key data, and service
deletion key package are stored as application element
data APE.
Below, part of the types of the application element

25 data APE shown in FIG. 10 will be described in detail.



systemfromthe outside is designated. Here, the "record" _is t m ni mum
u%it for witing/reading with respect to file data. * SANPﬁﬂPﬁg§006

aut henti cation key data 15 This is also used for mutual authentication
anong APs in the same SAM The SAM nutual authentication key data is key
data wused in accessing correspondi ng- apld cation el enment data APE from
another AP in the sane SAM or from another SAM 20 * SAM key package data
The SAM key packagerBatasosreackgpt dabakeyaprt a used when exchanging card
access key data and other data after nutual authentication anong SAMs. | C

card operation magke spnEESSuSEEI PbyPLIRAAR ABR The,LCscardagperation macto
command script program 2 March 2006° 27 IS generateg y a service business

itself d ' t SS] | | atir the | C d 3 and
Lrans er w1 R Che AP sor Yol CLpRaral Be EonoTRRS eBbhr e gty B mcr 0

command scri r ams_set _|n_the SAM nit.9a, then analyzed in the
SAM nodul e égé%gggﬁ%ia %Ef?ﬁ%nto¥?%sﬂ%ﬁ%i§ggF%:tﬁrﬁléﬂF?F9dd§P§.e¥eKﬁy
menory p rth%éoqﬁggckage The key nenory partition package is data used to
partition tHe ot yrarsat ofhendPitheryior ehemertedahp ARD.nenory 7 or |C
card 3 before a service ‘business starts to provide a service using the IC
card 3. ® Card access key data

The card access key data is key data used for a
read/write operation of data with respect to the memory
50 in the IC card 3 and the IC module 42.

10 The card access key data includes, for example, IC
card system key data, IC card area key data, IC card
service key data, IC card degenerate key data, etc.

Here, the IC card degenerate key data is key data
generated by encrypting using tﬁe IC card system key data

15 and memory area management key data of the memory 50 and

is used for mutual authentication.

-

Further, even the key data referred to by an IC card
operation macro command script program is included in
application element data APE of the same type as the card

20 access key data.

®* File system c@nfiguration data

As file system configuration data, there are, for
exémple, log data, negative data, and journal data.

The log data is, for example, data of the history of

25 use of the application element data APE, the negative



Area registration key package The area registration key paaﬁage ia gata
used to register an area in the nenory area of the nenory heVoq 5 I C
card 3 before a service business starts to provide a service using the IC
card 3. Area deletion key package (internal generation) The area deletion
key package is a package able to be-awtoratically generated in a SAM from
card access gegﬂ 20 data. * Service registration key package (interna
generation) LFRel&er {PEee¥RYPLEy at NEATREYIPECRAgENES idxpAidsey bE an

regi ster the application elenent data APE of the external 25 nenory 7
before a ser¥ ceabdsi aedstheaiosrnal pdavadésa PZobheshmp@@6 tRB8 service
using the IC card 3. The service registration key package is a package
abl e to be ahi®sbetycafl gxgenetatedtin 8a8AM from card access key data. 5
Servi ce del etion key package (internal generation) The service deletion

key package is usesrtexslfbeés iapplisatiopem! EBRRI gH2LR:1ARE Eﬁgi§%§é6d in
the external nenory 7. The service deletion key package 1s a package abl e

10 to be sautommatisat] ¥e 000EE S efré@oﬁd%ﬂ;féﬁg&&ﬁ‘éu@iéﬁ?eéért‘fehgg a. The
AP managenent nenory area 221 of the extefna ‘
is selected. In case of the record key, the record size,
the total number of records, record signature version,
record signature method type, record data size, and
o record signature key are set. Further, whether to
10  validate the signature when writing data to the file
system from the outside is designated. Here, the "record”
is the minimum unit for writing/reading witg respect to
file data.
* SAM mutual authentication key data
15 This is also used for mutual authentication among
APs in the same SAM.
_h} The SAM mutual authentication key data is key data
used in accessing corresponding application element data
APE from another AP in the same SAM or from another SAM.
20 ¢ S2AM key package data
The SAM key package data.is encryétion key data used
when exchanging card access key data and other data after

mutual authentication among SAMs.

¢ IC card operation macro command script program

25 The IC card operation macro command script program



menory 7 shown in FIG 5 stores AP managenent data for nan%%in tqg above
ment i oned application prograns AP_1 to 15 AP 3. Access t o Ztarcagly
managenent nenory area 221 is |limted by a firewall FW4. [ SAM nodul e 8]
The SAM nodule 8 is connected to ASP server 20 apparatuses 19a, 19b through
an SCSI or Ethernet. The ASP server -afpar-atus 19 is connected through the
Internet 10 .to a personal conputer 5 of an end user and to a plurality of
terninal appafafGEesatfel b rgSeruiger bysanessonpsedrs ab8l deb62 iband 163 of
the service businesses 25 15 1, 152, and 153. 2 March 2006 - 29 The

personal conpieeprdersofopneceedinforedraipbeto theaIduah riyype agar d
reader/witer 4 through a serial interface or USB interface. The card

reader/ wr it ekransfeal wzek, ther ABRaBRk@erWapphessugONBUNIrRAL £BN Sy
corresponding to a physical level with the IC card 3 (IC nodule 42).

Oper ati on coowdRd8isdR hherd Coandnd i ged .an espo ket s
fromthe IC card 31(IC nnﬁule 42)n a%ggéggeggﬁggggnégdg%?y%Begﬁgtg?ﬁe SAM

uni t 93, <9b wisle. 0a 10TBET SE81 G ehnenCaRd ERARLLNLLEr 4, Lhe personal

conputer 5, and the ASP server™ apparatus 1 er pose only

function to stor ‘ the.content of  the commands and response in a
dat a payl oad 5%r§é%¥?%#éﬁé§hg fc °8lrg englty Qata. |

¢ Key memory partition package
The key memory partition package is data used to
partition the memory area of the memory of the external
10 memory 7 or IC card 3 before a service business starts to
provide a service using the IC card 3.
* Area registration key package
The area registration key package is data used to
register an area in the memory area of the memory of the
15 IC card 3 before a service business starts to provide a
service using the IC card 3.
“} * Area deletion key package (internal generation)
The area deletion key package is a package able to
be automatically generated in a SAM from card access key
20 data.
¢ Service registration key package (internal
generation)
The service registration key package is data used to
register the application element data APE of the external

25 memory 7 before a service business starts to provide a



are not involved in actual
encryption and decryption,

16 1, 16 2, and 16 3 can

operations in the I1C card 3 15 zuch %{ata
aut hentication, etc. The persoRrarag ers
custom ze the application prograns AP-1 AP- 2,

and AP-3- by downloading a | ater described script programto the 20 SAM
nmodule B. FIL.G 11 is a functional blecksgdiagram of a SAM nodule 8 shown in

FIG 1. As showmm in FIG 11,

t he SAM nodul e 8 has an ASPS communi cati on

interface 60SCEA @Xt@yig W@ 2&r@doPmuni cation interface 61, a bus
scranbler 62, a random 2 March 2006 30 nunber generator 63, an
encrypt or/ decr yptBre 6%k r el cremoeyi s 654 t Ao leehbh Gbagd hes SAMpaBEEGE 8 1s a

t anper - pr oof nodul e.

The ASPS conmuni cation interface 60 corresponds to 5

the interfacld tdheooraseiiativenty Ofend Rt &8 NDE Va 65aM COESESLIRGS to a

menory - nmeans of the present

invention, and the CPU 66 corresponds to a

processi ng reafssHikdheiaty esent invention. The ASPS conmuni cation

interface 60 is an interface
server appar at uses
comruni cation inter
t he external.

S

10

15

e

20

25

10 used for data input/output with the ASP

iin FIG 1. The external menory

30 R Wb rRctipe (o 9SGt wi th

menory 7.

The service deletion key package is used to delete

application element data APE registered in the external

memory 7.

The service deletion key packagé is a package able

to be automatically generated in a SAM from card acéess

key data.

The AP management memory area 221 of the external

memory 7 shown in FIG. 5 stores AP management data for

managing the above mentioned application programs AP 1 to

AP 3.

Access to the AP management memory area 221 is

limited by a firewall FW 4.

apparatuses 19%9a,

[8AM module 8]

The SAM module 8 is connected to ASP server

19b through an SCSI or Ethernet. The ASP

server apparatus 19 is connected through the Internet 10

to a personal computer 5 of an end user and to a

computers 16 1, 16 2,

15 1,

15 2,

and 15_3.

plurality of terminal apparatuses including the personal

and 16_3 of the service businesses



15 The bus scranbl er 62 scranbles data for output and desgrlﬁnbk%@ﬂ%he
i nput data when inputting and outputting data via the extéertndi® ry
comuni cation interface 61. The random nunber generator 63 generates random
nunbers used for authentication. 20 The encryptor/decryptor 64 encrypts
data and decrypts the encrypted data. 2Bhe nenory 65 stores tasks,

prograns, and data used by the CPU 66 as described |ater. The CPU 66
executes an | C cafigeppoteduat aonpgteend i25ctaskcipdh Famrageampledat a
managenent task) or other task. 2 March 2006 31 The CPU 66 perforns
processi ng dediaedunln tiwe SAM-dunés8eDAvr PbebasedhopugReraki@nagomends in
the SAMunits 9a, 9b and controls processing of the IC nodule 3a and the

| C modul e 42i beseth Opesatl o CREEBAESe Of Thbesd £35-0R4ul ¢ 3@¢kp he 1C card
3 and the I C nodule 42 of the nobile comrunication device 41. The CPU 66

in the SAM %glggegpdfgpeelgg%}ﬁg! i@iﬁgg‘gsiﬁ%%ﬁ%iggfﬁgm rol data transfer

(comuni cation) between the SAM unit nmuni cati on bet ween

SAMs] Bel-ow, in FlG . CO nicatio th when

transferri ngccgrrs)%%lg%%ﬁnge e &l %agg}ée‘ﬁ%fvﬁjeﬂﬁ gﬁ% g&l\ﬂ:ﬁﬁgtg $5C ob
wll be descrciﬁ% d. g‘iaﬂ t he communi cati ons system 1, as described before, 15
when the SAMR € and SAM unit 9b link to provide

Operation commands to the IC card 3 (IC module 42)

and response packets from the IC card 3 (IC module 42)
are generated and decrypted at the SAM unit %a, Sb side.

10  Therefore, the card reader/writer 4, the personal
computer 5, aqd the ASP server apparatus 19'interposed
inbetween only function to store and relay the content of
the cémmands and response in a data payload portion and
are not involved in actual operations in the IC card 3

15 such as data encryption and decryption, authentication,
eto.

The personal computers 16 1, 16_2, and 16 3 can

@y’

customize the application prégrams AP_1, AP 2, and AP 3
by downloading a later described script program to the
20 SAM module B.
FIG. 11 is a functicnal block di;gram of a SAﬁ
module 8 shown in FIG. 1.
As shown in FIG. 11, the SAM module 8 has an ASPS
communication interface 60, an external memory

25  communication interface 61, a bus scrambler 62, a random



services using the IC card 3 and the I1C nodule 42, the SAMunifs éa and 9b
transfer the application elenment data APE between them | % Mpgeh 2@ t he
SAM unit 9a, the server apparatus 20 19a, the server apparatus 19b, and
the SAM unit 9b conmuni cate using the ASPS commruni cation interface 60
shown in FIG 11 of the SAMunits 9a~ 3 -For exanple, as shown in FIG 13,
an entity of degenerate key data (APE) is stored in the application 25
progr am AP( BYU8PeF egenaraferekBer Anl enenypyo?/decriyptSAMGR , Mar 0bma@Q6 32
unit 9b. When the degenerate key data is referred to from the application
program AP( A5 standdai @PUhé6external nenory 7 of the SAMunit 9a, the SAM
unit 9b becones a discloser and the SAMunit 9a becones a referrer. 5 -

Further, the applTicat&an wbaueat sdasas APEmpErtpecotiegengiate key data is
transferred fromthe SAMunit 9b to the SAMunit 9a. The transfer

transmits a SAM elieaeatps admhehic5OITRNY Eé?%&@%@ 0.8b based
on the set 10 content of opti onlaata CPTn | ag dat a%gé%ﬁgﬂg%cegs right

data PVED | noidie; ppgbEcali Op PROYLALE @vae&@lo f choepSalfunils 9a and

9b and transmts a SAM enent ans er response it 9b to

9a i'n response A n é@?s] a vi ewfor ex Ia ni n% a SAM el ement 15 transfer
command SAM&%EIE BIShown T MEMEY 19921 72 SaAM @1 BRBREN Er dpdeREion, |

and the CPU 66 corresponds to a pProcessing means of the
present invention.

The ASPS communication interface 60 is an interface

10 used for data input/output with the ASP server
apparatuses 19a, 19b shown in FIG. 1.

The external memory communication interface 61 is an
interface used for data input/output with the external
memory 7.

15 The bus scrambler 62 scrambles data for output and
descrambles the input data when inputting and outputting
} data via the external memory communication interface 61.
The random number generator 63 generates randoﬁ
numbers used for authentication.
20 The encryptor/decryptor 64 encrypts data and
| decrypts the encrypted data.
The memory 65 stores tasks, programs, and data used
by the CPU 66 as described later.
The CPU 66 executes an IC card procedure management

- 25 task (job management data management task) or other task.



command SAVMAPETC has identification data AP-1D. of its own (traﬂsfer er of
command) application program identification data AP-1D of Mpsh gy

party's 20 (transferee of command) application program instance nunber of
a nutual authentication key of the transferee of a comrand, nunber of the

"application elenent data APE for whiclltransfer is requested (nunber of

el ement attribut es%l managenment | D for nutual authentication with 25 the
transferee (nmutuafhautREnbFcherbarmp) prangsanng Nefthed006 tB2 &M bute
list of the application elenent APE (elenment attribute list). Here, the

el enent attrihute Past Shabathd dypepephtibhecapphhaat ianthRkespnt vdata APE
and element attributes. 5 As shown in FIG 15,  the elenent attributes
differ in theajtenhsasétcastssllsngrbeekientype ohet he ABRLLEABLEOANRgE! enent
data APE (APE_TYEP) for which transfer is requested. For exanple, as shown
in FIG 15, whenr¢heod@lappbisatéqne dﬁéeg‘e%nda&@m Estsfbgh&rilesfe”ed I's

area service key data, a system co an areal/service co an

el ement ver si Qi AL essel | gaE, tgr t 6 Vi

expl ai ning a SAM el en‘enrtlaéh% ans‘?ér&r%s%gﬁsgﬁ%Aﬂi&gﬁéUl?ﬁ%s g&ﬁ in FIG
16, the SAMr?é}:?ﬂf tcénr]rgnsfer response SAMAPETR conpri ses |dent| fication
data AP ID o 2 TWATRTARET YT ¥ %t ¢ edbonse) application program

The CPU 66 in the SAM unit %9a and the CPU 66 in the

SAM unit 9b control data transfer (communication) between

e

e | the SAM units 9a and 9b.
10 [Communication between SaMs}

Below, as shown in FIG. 12, a communications method
when transferring application element data APE between
the SAM units S%a, Sb will be described.

In the communications system 1, as described.before,

15 when the SAM unit 9a and SAM unit 9b link to p%ovide
services using the IC card 3 and the IC module 42, the
“j SAM units 9a and 9b transfer the application element data
APE between them. |
In this caée, the SAM unit %9a, the server apparatus
20 19a, the server épparatus 19b, and the SAM unit 9b
communicate using the ASPS communication ihtErface‘6O
shown in FIG. 11 of the SAM units %9a, 9b.
For example, as shown in FIG. 13, an entity of
degenerate key data (APE) is stored in the application

25 program AP (B) stored in the external memory 7 of the SAM



identification data AP-1D of another party's (transferee &I reﬁgﬁ&ié)*
application program instance nunber of a 20 nutual authen iMage ey of
the transferee other party), the nunber of the application el ement data
APE to be transferred (nunber of elenent attributes), managenent ID of

mut ual authentication with the transteBee-of a response (nutua

aut henti cati on, ranagenent I D), flag data 25 PCF, and elenent list. 2 March
2006 34 HeRItidR- Hepentheidegnnsrake kgpedatat he rafprredt tonfebmment
data APE (APE-TYPE), elenent attribute size, elenment attributes, and
entity of théeapppthesohor pregrarabB (APEstSrad shownhei axEk€nal5, the

el ement attributes differ in itens set according to the type of the

appl i cati on meh@mnent dftchAPRMARPE TY&EP) thebsametninedn Feecmxanpl e, as
shown in FIG 15, when the application elenent data APE to be returned is

10 areal ser vineckeveflaiad eheaskeyudat a0aNdeSERYECE keYeflaba. are set as
el ement attributes. Transfer between the SAMunits 9a and 9b using the

above SAMIeIenentgﬁfgﬁggentﬁg%%%%géég pggsglé@%ggrégtgggPﬁa££e£hgutua

aut hentication between the SA a an b. 7°1Ts a view for

oxplab™ 'Y, il 0e i8ly I AULIEORLEALE OR B8 RS NSRS, RV DT 1S 92

to the SAM unit 9a.
The transfer transmits a SAM element transfer
e command from the SAM unit %a to 9b based on the set
10 content of option data OPT, flag data PCF, and access
right data PMSD in the appliéation programs AP(A), (B) of
the SAM units 9a and 9b and transmits a SAM“element
transfer response from the SAM unit 9b to 9a in response. -
FIG. 14 is a view for explaining a SAM element
i5 transfer command SAMAPETC.
As shown in FIG. 14, the SAM element transfer
} command SAMAPETC has identification data AP ID of its own
{(transferer of command) appiication‘program,
identification data AP ID of the other party’s
20 (transferee of command) application program, instance
number of a mutual authentication key of the transferee
of a command, number of the application element data APE
for which transfer is requested (nuﬁber of element
attributes), management ID for mutual authentication with

25 the transferee (mutual authentication ID), and an



The

generates an authenticati on command AUTH C storing a SAMEI

CPU 66 of the SAM nodule 8 in the SAMunit 9a of 20 th

unit 9b, AP_ID of an application programto be referred to, po

AP

to be used, APE ID of the application el enent data APE of

oo S0E sau

rt 1D of the
t he nut ual

aut hentication key of the SAMunit 9a, 335-encryption nethod, and random
nunber RA generated by the 2 March 2006 35 SAMunit 9a encry
nut ual aut hePbtERPER kbyt @ht BhakeBrbicahiosrdl emeh tOBPETIe1EMENE6 sends

t he

aut henti cati on conmand AUTH C1 to the SAM unit 9b via the

pting using

server

appar at uses d9brilgbe BiStkp ST 202: The CPU 66 of the SAMnodule 8 in the
SAM unit 9b of the side providing the APE decrypts the authen

command AUTH Cl- rigeed yethat e béten ST208rilshfg 1 het "HhHakheakpggt Leation key
data AK B to generate an 10 authentication response AUTH Rl storing the

dat a obt ai neghe hyp B 6k €£6H YOI &Rk 8NGh 8a rﬁ@%&“&?&ﬁeﬁg Qﬁg
SAM unit 9b encrypted using the nutual authentication ey data

SAM uni t s9a. The APUL66, sendspihe ;aut t
SAM unit 9a via 15 the server appar at uggésl
of the SAM

he SAM un%& 9a , de pts the_aut hentic

md 8.int .
response A LéI'!Jf'eer elctlé‘?r}'\l/seds%’f ALY LD 0P u@%%gtm‘% Aot tae apph

key data AK-

s

é}ement data APE (APE TYEP) for which transfer is
requested.

For example, as shown in FIG. 15, when the

tication

£LALEdSLY - the

A of the

SEELAE AR BPRER05 ke cpU 66

ation
LAt FE@Ri on

10 application element data APE to be transferred is area

service key data, a system code, an area/service code,

and an element version are set as element attributes.

FIG. 16 is a view for explaining a SAM element

‘transfer response SAMAPETR,

15 As shown in FIG. 16, the SAM element transfer

response SAMAPETR comprises identification data AP ID of

its own (transferer of response) application program,

identification data AP ID of another party’s ({(transferee

of response) application program, instance number of a

20 mutual authentication key of the transferee other party),

the number of the application element data APE to be

transferred (number of element attributes), managémeht iD

of mutual authentication with the transferee of a

response (mutual authentication management ID), flag data

25 PCF, and element list.



20 judges whether a random nunber RA obtained by said decryption and the
random nunber RA generated at step ST201 nmatch, and, if | @y

mat ch, generates an authentication command AUTH C2 storing the random
nunber RB encrypted using the nutual authentication key data 25 AK-B. The
CPU 66 sends the authentication coman®ddAHH C2 2 March 2006 36 to the SAM
unit 9b via the server apparatuses 19a, 19b. Step ST 204: The CPU 66 of
the SAM nmodul e 8 FRTEhe tBAVREAMENShHligEc Pyt Shehsywmet kéntheat i on command
AUTH _C2 received at, 5 step ST203 using the nutual authentication key data
AK- B, judgedPRhiécation edmuentndaber ARB dBPE N¥@EDY ediediendecryption and
the random nunber RB generated at step ST202 match, and, when judgi ng that
they match, atbtrébute miteal chunbant hcakibotaBnageaeahthByang geaerates an
10 authentication response AUTH R2. The CPU 66 sends the authentication
response AUTEpbRPitatibr SAMnEAtt 498aVher the server apparatuses 19a, 19b.
Due to this, nutual authentication between the SAM wunits 9a and 9b is -

conpl eted. 15 NotgstBRbwMheR FRE SAW upiLs.9anand %Ptpﬁégtgg¥§g?¥gﬁginiShed

the nutual authentication and the session is establis a
At U T R Ve L R
AUTH R2 20 S&émea'rtlt Ség: a_SggE(:M'(APE__TYEP) to be returned. '

For example, as shown in FIG. 15, when the

oy application element data APE to be returned is
10 area/service key data, area.key data and service key data
are set as element attributes.

Transfer between the SAM units 9a and 9b using the
above SAM element transfer command/response is performed
after mutual authentication between the SAM units %a and

15  9b.

FIG. 17 is a view for explaining the routine of .

mutual authentication between the SAM units 9a and Sb.

e

Step ST201:
The CPU 66 of the 82M module 8 in the SAM unit Qa of
20 the referrer generates an authentication command AUTH C1
storing a SAM ID of the SAM unit 9b, AP ID of an
application program to be referred to, port ID of the AP
to be used, APE ID of the application element data APE of
the mutual authentication key of the SAM unit 9a,

25  encryption method, and random number RA generated by the



That is, if the SAMunits 9a, 9b manage nutual authenticat id\%n #n q&EitS of
nmut ual aut hentication key data and a session is establi shé arg &0%ut ual
aut hentication procedures can be omtted. Here, the judgnment about 25

whet her a session is already established for a requested 2 March 2006 37
processi ng usi ng correspondi ng nutual- @&t henti cation key data is perforned
at a requestee (SAMunit 9b in FIG 17). Below, an exanple of operation
for transferS¥f Wehkndaateckeytingaubéngenntuhd SAvhenkisa®aocandlegb will 5
be explained using FIG 18. FIG 18 is a view for explaining an exanpl e of
this operatdate Bcp ST20ie The seitebbappheatBy 48bsendaki EAs whet her
degenerate 10 key data is already set (updated) in the SAMunit 9b. Step
ST222: The s#ublesnappatbéniscdRband@t AlTescl heoSerdesaMmagRatabysy1Qachhat the
degenerate key data is already set in The SAMunit 9b. That is, it
notifies a redereLrapbataddappiogation el ement data APE to be transferred
is already prepared in the SAMunit 9b. Step ST223: The server apparatus

19a changes an i rS$e4 e (node) of the CPU 66 of the SAMunit 9a to a
mode 20 enabl i ngr%?éﬁg%e ‘anong SAMs.  Step ST224:

The CPU 66 of the SAM module 8 in the SAM unit 9b of
the side providing the APE decrypts the authentication
command AUTH Cl received at step ST201 using the mutual

authentication key data AK B to generate an

o

10 authentication response AUTH R1 storing the data obtained
by said decryption and a random number RRB generated by
the SAM unit 9b encrypted using the mutual authentication
key data AK_A of the SAM unit 9a. The CPU 66 sends the
authentication response AUTH Rl to the SAM unit %9a via

15 therserver apparatuses 15b, 19a.

Step ST203:

The CPU 66 of the SAM module 8 in the SAM unit 9%a
decrypts the authentication‘response AUTH R1 received at
step ST202 using the mutual auﬁhentiéation key data AK A,

20 judges whether a randgm number RA obtained by said
decryption and the random number RA generated at step
8T201 match, and, if judging they match, generates an
authentication command AUTH C2 storing the random number
RB encrypted using the mutual authentication key data

25 AK B. The CPU 66 sends the authentication command AUTH C2



The server apparatus 19a requests processing usi ng the IC %?r dhé (ﬁ% C
modul e 42) to the SAMunit 9a. Step ST225: 25 The CPU 66 i A M#HERM unit 9a

performs processing 2 March 2006 38 based on said request. During the
processing, if degenerate key data of the application el enent data APE
present in the SAMunit 9b is required3gnd, further, the degenerate key is
not present in the SAMunit 9a, the CPU 5 66 perforns nutual authentication
descri bed ustagtid GAM 7unink t $b t Wiba SEie usetveb sppasiabséshlfasessbon. Step
ST226: The CPU 66 in the SAMunit 9a sends the SAMunit 9a a request for a
transfer of the deggnesmtzokey data 10 (SAHAPETC shown in FIG 18). Step
ST227: The CPU 6Gin the SAMunit 9b generates a SAM el enent transfer

response (SAVAPETR)e stlweé Nof| Ghe 16aMSholh g 8PP i €74 | iMehgENbLdat a APE
of the designated 15 degenerate key data in accordance with the transfer

request and Send LS e BN bmlia S8R STP2PacTligs GPU B0 11

t he SAM unit erm nates the session esta _ ~and
perfornBSprqg§§§i &? ncerni ng the JC card S.ﬁ(’IC nodul e %2% usj,ng the
degenerafe Key daé?gz S o@ée)lg“gfn{&%gn?%%aeil vaelt‘.iéﬁﬁf‘]e 2R koY iR %rgﬂ‘egponse.
judges whether a random number RB obtained by said
decryption and the random number RB generated at step

8T202 match, and, when judging that they match, stores a

C ) mutual authentication management ID and generates an

S

10 authentication response AUTH R2. The CPU 66 sends the
authentication response AUTH R2 to the SAM‘unit 9a via
the server apparatuses 1%a, 19b.

Due to this, mutual authentication between the SaM
units 9%a and 9b is cbmpleted.

15 Note that when the SAM units %9a and 9b have already
finished the mutual authentication and the session is
established, after the transmission of the authentication
command AUTH Cl at step ST20-1, step 8T202 and step ST203
may be omitted and the authentication response AUTH R2

20 sent at step ST204.

That is, if the SAM units 9a, 9b manage mutual
authentication in units of mutual authentication key data
and a session is established, the mutual authentication
procedures can bé omitted. Here, the judgment about

25 whether a session is already established for a requested



Next, an exanple of realization of operations to generate %@d Bgrbition a
menory partition key package 25 shown in FIG 10 by comuriMaEP &A% et ween
the SAM units 2 March 2006 39 9a and 9b. In this exanple, for instance, a
menory manager |ending out the nmenory areas of nenories in the IC card 3
and the I C nodul e 42 and perform ng otfl&er -operations uses 5 the SAM unit
9b, while a nenory area provider uses the SAMunit 9a. Here, the nenory
partition pabkagesFingeRetBdedorsaspandang mutpey pathentdraidon pagkage.
The nenory partiti-on base package is generated by 10 the SAMunit 9a at

t he manager datie, iahpeefohmedenatr y rpgubistien (parkage t bgamerated 1at t he
SAM unit 9b at the nenory area provider side. Therefore, when the SAM unit
9b generates a neRelyw, pant ekbapl packagperbtibs FEeESFARY F=@ @tain a
menory 15 partition base package fromthe SAMunit. 9a. FIG 19 is a view

for explainia@g@ﬁ@ﬁﬁﬁéiBgyf&étagsaéﬁééhoﬂhéngAMrﬁH§E§rQQfaﬁd”%%o%Xll
partition package. Step ST241: The server apparatus 19a of the nenory

manager sendse ZPpfaLOUHBNG; fQrpggnejgtion of a menory partition base
package to the SAMunit 9a. |Ih response to said comand, the SAMunit 9a

generates the nEnpfd‘pfétiélgn basefggcéggféining an example of this

view
operation.
Step 8T221:
'} | The server apparatus 19b confirms whetﬁer degenerate

10 key data is already set (updated) in the SAM unit 9b.

Step 8T222:

The server apparatus 19b notifies the server
apparatus 19a that the degeneraté key data is already set
in the SAM unit 9b. That is, it notifies a referrer that

15 application element data APE to be transferred is already
prepared in the SaM unit 9b.

Step 8T223:

s

The server apparatus 1§a changes an internal state
(mode) of the CPU 66 of the SAM unit 9a to a mode
20 enabling linkage among SAMs.
Step ST224;
The server apparatus 1%9a requests processing using
the IC card 3 (IC module 42) to the SAM unit 9a.
Step 8T225:

25 The CPU 66 in the SAM unit 9a performs processing



Step ST242: 25 The server apparatus 19a notifies the server 1\% I\/ﬁr ﬁg 2006
40 apparatus 19b that the nenory partition package has beert o] % ed in
the SAM unit 9a. Step ST243: The server apparatus 19b i ssues a command for
5 generation of a menory partition package data to the SAM unit 9b. Step
ST244: After the SAMunits 9a and 9b per 88r m nutual authentication

descri bed usi n}gagégio&7 t$e SAM upit_9b, 10 sends the SAM unit 9a a SAM
el enent transfer confant®df FRIUESFmaPUEhBdntha Precesaingsi §hating nenory

partition -bas acket data. Step ST245: In accordance with the SAM el enent
transfer co Jenqea g key\\iakr t oDathenaep hea Sk ual emébt t hatSANPER| ement
transfer response shown in FIG 16 storing the nenory partition base
package gener axgpent _sltmptlsél'Zﬂﬂ.M Jinet FM e tePbi gedesad eSrar BREP! Yihe
partition package wusing the received nenory partition base package. 20
Step ST246: ThieRAMnmtid mm|ﬁ¢e5pﬁéwe@@rﬁertw@wtﬁ§iér9§a,t@ﬁé £B§
menory partition package has been generated. Step ST247: The Server
appar at us 19b e®tgdiRaNens@iaelauthentication described using FIG. 17
with the SAM unit 9b to establish a session.
Step 8T226:
The CPU 66 in the SAM unit 9a sends the SAM unit 9a
™ ' a request for a transfer of the degenerate key data
190 (SAMAPETC shown in FIG. 18).
Step 8T227:
The CPU 66 in the SAM unit 9b generates a SAM
element transfer response (SAMAPETR) shown in FIG. 16
storing application element data APE of the designated
15 degenerate key data in accordance with the transfer
request and sends the same to the SAM unit 9a.
Step ST228;
a} The CPU 66 in the SAM unit 9a terminates the session
established at step ST225 and performs processing
20 concerning the IC card 3 (IC module 42) using the
degenerate key data stored in the received SAM elément
transfer response.
Next, an example of realization of operations to

generate and partition a memory'partition key package

25 shown in FIG. 10 by communication between the SAM units



25 apparatus 19a that the nmenory partition package has beegﬁﬁgpgéﬁs 2006
“ &r

.41 generated. Step ST248: The server apparatus 19a sends

apparatus 19a a nenory partition conmangg for instructing partition 5 of
the menories in the 1C card 3 and the |1 C nodul e 42. Step ST249: After the
SAM units 9a &mrda®d ger.form ng the nutual authentication described using
FIG 17, the SAMunit 9a sends the SAMunit 9b a SAM el enent transfer
command of 10 the frar kAt ssbawhple Fifer 1hst#asicanatl REMBAPMARYH tion
packet data. Step ST250: In accordance with the SAM el enent transfer

comand, thei1sAN:HA LufP theNfsmbhe SAMLUNLE %@m%@geiAMnE%%%FQE:%%u&fQﬁSfer
response shown in FIG 16 storing tThe nenory partition package gener ated
at step ST245, St ST251; .The Munit 9h uses the.received nenor
partition pag §ggﬁefg§ é?gﬁpﬁe§2533§sggr?ﬁgmﬁﬁgnﬁgaﬁé FPELESIERS HSe50 t he

nobi | e communi cat | device 41 through the server apparatus 19b and
| nt er net fb,,%ﬁ?t%ggoﬂglkhgbneﬂ%F§ea?eﬁemBFYtHéeﬁeﬁﬁpylﬁﬁrtH@eﬁctﬁﬁdule 42,

and has a predeterm ned service business use it. Note that the SAM units
9a and 9b nmaySeYnhihFc8®e by 25 sinultaneously setting a plurality of

conmuni cati on pat hs
Here, the memory partition package is generated

based on a memory partition base package.
The memory partition base package is generated by

'HE 16 the SAM unit 9a at the manager side, while the memory

5.

partition package is generated at the SAM unit Sb at the
memory area provider side.
Therefore, when the SAM unit 9b generates a memory
- partition package, it is necessary to obtain a memory
15 partition base package from the SAM unit 9a.
FIG. 18 is a view for explaining processing for
generatign and transfer of a memory partitiqn package.
Step 8T241:
The server apparatus 19a of the memory manager sends
20 a command for generation of a memory partition base
package to the SAM unit %a.
In response to said command, the SAM unit 9a
generates the memory partition base package.
Stép ST242:

25 The server apparatus 19a notifies the server



2 March 2006 42 transmtting application el enment data APE. Beiéw t he
nmet hod of setting the tag data APE TAG shown in FIG 8 fo M Qe
mentioned nmenory partition package (APE0 wi |l be explained. 5 Wen
partitioning menory areas of the nmenories in the I1C card and the |IC nodul e
42 into many apeasatusnife thptwhhehmemeryf parpationi oactagenbay beea i s
envisioned is set as the tag data APE-TAG Specifically, as shown in FIG
20, there is gexasatedOinhehei 8AW umirdr yaarea (private) of the nenory 50 of
the ICnodule 3a inthe ICcard 3 or the IC nodule 42 is partitioned into
an area for a servgegpbyspngss B to use (Private B) and an area for

anot her service business Ato use (Public A), then the area (Private B) is
used by 15 partitigpin S i a r i ysiness Bl to
Use (Private Bl) anianchres fapaLRLE: ToR' £R:188 2 SGhHaGE BUR D3V o
B2). In this e .tag panme "Public" |s,used when an., -J area is _a public
aréa, anqua. %ﬁ%@%éléﬁigat% BII1TY o8 k%FbSPepgﬁgaﬁﬁedﬁgﬁdﬁﬂhgﬁeaﬁ eais
a private area.. Iln the case, it is possible to realize a nenory partition
oper ati on des‘i‘@’n‘ét%g tag data APE-TAG if the above nmentioned tag data
APE_TAG and content for the nmenory partition package are acceptable for a
manager 25 side mePERP nTE4A®I SAM units 9a, 9b. 43 2 March. 2006

After the SAM units %a and 9b perform mutual
authentication described using FIG. 17, the SAM unit 9b

10 sends the SAM unit %3 a SAM element transfer command of

o

the format shown in FIG. 14 designating memory partition
base packet data.
Step 8T245:
In accordance with the SAM element transfer command,
15 the SAM unit 9%a sends the SAM unit 9b the SAM element
transfer response shown in FIG. 16 storing the memory
partition base package generated at step ST241.
The SAM unit 9b generates a memory partition package
using the received memory éartition base package.
20 Step 8TZ246:
The SAM unit 9b notifies the server appafatus 19b
that the memory partition package has been génerated.
Step ST247:
The server apparatus 19b notifies the server

25 apparatus 19a that the memory partition package has been



As a nam ng rule of tag data APE-TAG of a nenory partition %ﬁckﬁ 8 '
envisioning nultiple partitioning, strings of characters PiVigse 3 Phe type

of the issuance package, nmenory partitign package, or other package, the 5
menory partition area nane, area code, or service code are used. Exanples

of el enent tagecemabeds of a package in the case shown in FIG 20 will be

listed below. "D:YYPrivateB2" is used as the tag data APE-TAG of a nenory

partition package sBepherpespry partition area B2, "l:YYPrivateBl" is used
as the tag data APE-TAG of an issuance package of the nmenory partition

area B ond 1S rPULISYIO0E LSS aahlE 100 dBL0oATETAg ol o

service 100C' in a public area. overa operat |
commruni cati o SysS showp.in FIG 1 will be.described. FIG .21 and
Y PR DR CoReSomUaP FoBpaPaErBROERO Ras tiElon

FIG 22 are views for o}
comuni cations_system 1 shown in 20_Step ST21: Service businesses

) FIG 1.
151 to 153 or®palts dBPReEesi Hy theqlesfardr dnphfether IfcRogudrné2ses

prepare script prograns describing processing concerning transactions
whi ch the service PP neE3%%: performusing I C cards 3 on 25 personal
conputers 161, 162, and 163 shown in FIG 1. 2 March 2006 44 Moreover, a
manager of a SAM riftgae Bher@Pdrwesits 9a and 9b performing the mutual

authentication described using FIG. 17, the éAM unit %9a
sends the SAM unit 9 a SAM element transfer command of
g:f 16 the format shown in FIG. 14 designating memory partition
packet data.
Step ST250:
In accordance with the SAM element transfer command,
the SAM unit 9b sends the SAM unit 9a the SAM element
15 -transfer response shown in FIG. 16 storing the memory
partition package generated at step ST245.
Step ST251: |
The SAM unit 9b uses the received memory partition
package, for example accesses the IC module 42 stored in
20 the mobile communication device 41 through the server
apparatus 19b and Internet 10, partitions the memory area
of the memory in the IC module 42, and has a
predetermined service business use it.
Note that the SAM units 9a and 9b may communicate by

25 simultaneocusly setting a plurality of communication paths



correspondi ng AP managenent data of the service businesse 51 t 53.
Step ST22: The AP managenent data is stored in an externalilﬁgﬁﬁﬁﬁoé Then,
the script program prepared at step ST s dommloaded fromthe personal

conputers 161 he external 7 of the SAM units
9a, 9b 10 thrgﬁéﬁgmﬁ gngegﬁgﬁgfétgﬂgP ed 8Fn§ g%&Ses 19a, 19b,h and

t he SAM nodul e 8. down oad ocessi ng of the domnload is, as shown in
FIG 13, managed b ezoé’c:ri fogd Fe&kirg the $A9 feda &FE_T®Gp ST23:
15 A script interpretation task in the SAM nodul e 8 uses the AP managenent .
data and the §BPFpt 1pr B§FanBt §orgéher abeveCmeatdoprd mpmoeiyp lpatrd: idsitom,

i nput data bl ocks, output data bl ocks, |og dat a bl ocks, and operation

definition daPaCbhgekiAPED Whélsbevéxplbmsbdesses. 20 These generated data
are stored in a nmenory 65 of the SAM nodule 8 shown in FIG 11. Step ST24:

An I C card 3 (I C nBHehepd2}titsohshayellebrg He8hs oVEWRE REm3Rief ap | C
nodul e 3a and an I C nodule 42 25 shown in FIG 3 store key data used for

transactions yhehi@ MF&NarQ06he4Pc RoSBLYI 8 ?Hﬁbnﬁﬁﬁ W%Ega@h'%hn%ulser
contracts. The contract between the user and t serv

by which use of a partitioned memory area is envisioned
is set as the tag data APE TAG.
Specifically, as shown in FIG. 20, there is a case
! 10 wherein a memory area (private) of the memory 50 of the
IC module 3a in the IC card 3 or the IC‘module 42 is
partitioned into an area for a service business B to use
(Private B) and an area for another serviéé business A to
use (Public A), then the area (Private B) is used by
15 partitioning the same into an area for a service business
Bl to use (Private Bl)}and an area for a service business
BZ to use (Private B2).

In this case, a tag name “Public” is used when an

s

area is a public area, and.tag names “Private Bl”,
20 “Private B2" are used when an area is a private area.
In the case, it is possible to realize a memory
partition operation designating tag data APE_TAG if the
above mentioned tag data APE TAG and content for the
memory partition package are acceptable for a manager

25 side managing the SAM units 9a, 9%b.



busi ness may be concluded through the Internet 10 etc. aft B% %card 3
is issued. Step ST25: For exanple, when a user accesses a rg 9{5 ar at us
2 by using a personal conputer 5 througt3he Internet 10 to try to ,

pur chase nerchandi a_server agpar%t Us 2 . issues a processing request to

" the ASP server app g‘?a?u%‘@g‘“f@ ¥yae Pép teAr BagR PRE_TAferde MEMomlen

receiving a processing request fromthe server apparatus 2, the ASP server
appar at uses 1B%rti§b°‘acEé§§ag?h@nﬁéﬁé@ﬁahgc@nﬂmmplle5pattrrt@lttgbnuhg | nt er net
10. Then, a processing request for the IC card 3 fromthe card 15
reader/writersirisgsenf thatrhet&AM hbdiklieg8the thpeSAK thei igs8ancib

t hrough the personal conputer 5, Internet 10, and ASP server apparatuses

19a, 19b. St epa&2fe, Ameﬁﬁfyt#agﬁﬂeiahlﬁﬁckﬁgéesbrléth§§uﬁgckggﬁhet§éM 20
nodul e 8 fromthe ASP server apparatuses 19a, 19b. The entity géneration

request Stor afefigip pat L8l bR0aEDE nhislieh gl Egae ofaLdrgs Bl 8R4RT27: The

SAM nodul e 8 performs polling with the [Ccard “When recéi vi'rng an
entity generagli_grli_lé&guest 2 March 2006 46 Step ST28: An entity
generation task 71 1n the SAM nodule 8 judges, after the polling, whether

the number Of Ic Q§'amples of element tag commands of a rackage in the '

case shown in FIG. 20 will be listed below:
"D:¥¥PrivateB2” is used as the tag data APE_TAG of a
_&E 10 memory partition package in the memory partition area B2,
fI:¥¥PrivateB1”-is used as the tag data APE TAG of an
issuance package of the memory partition area Bl, and “8:
¥¥Public¥100C” is used as the tag data APE TAG of a
- service "100C" in a public area.
15 Below, the overall operation of the cdmmunications
system 1 shown in FIG. 1 will be described.

FIG. 21 and FIG. 22 are views for describing the
overall operation in the communications system 1 shown in
FIG. 1.

20 . Step ST21:

Service businesses 15 1 to 15 3 or parties receiving
requests from.the service businesses prepare script
programs describing processing concerning transactions
which the service businesses perform using IC cards 3 on

25 personal computers 16 1, 16 2, and 16 3 shown in FIG. 1.



entity data present in the SAMnodule 8 is smaller than a Ezﬁﬁé%@5ﬁ1nunber
defined by an SC command of the script program If smalle g

maxi num nunber, the task proceeds to step ST29, otherw se the processing
is ended. Step ST29: The entity generation task specifies the IC card 10
entity tenpl ate dat®@TEOVEFI cR FanfAdes nfsianddd! mpdide fprepeamd e based on
data stored in the entity generation request and indicating the issuer of
the | C card 3candesposslinige AFpeeinkicethen® carteh @it ithe tsdmtiaie data to
generate I1C card entity data. 15 Step ST30: The SAM nodul e 8 outputs to the

ASP server appaiaktsses 1%a1 i%bish@.entity ID of the IC card entity data
generated at step ST29. Step ST31: 720 An I C card procedure nanagenent task
in the SAM. nodul eg8epeafrobes for services usable by the IC card 3. Step
ST32: The I C card procedure managenent task in the SAM nodule 8

authenticaies the bgai ki | ard 3. 25 Step ST33: 2 Narch 2006
47 The I1C card 3 aut hent {T@%%%@E{“%g% SgF irlrgcﬁtgfre%hén §,53Meﬁ§&fln@18. By
st eps ST32 an;qe,%%& mut ual authentication between the IC card 3 and the

SAM nodul e 8 TS pe?rfgr med.
Then, the script program prepared at step 8T21 is

 downloaded from the personal computers 16 1, 16 2, and
16 3 to the external memories 7 of the SAM units 9%9a, 9b
" 10 through the Internet 10, ASP server apparatuses 1%a, 19b,
and the SAM module 8. The download processing of the
download is, as shown in FIG. 13, managed by a script
download task in ﬁhe SAM module 8.
Step ST23:

15 A script interpretation task in the SAM module 8
uses the AP management data and the script program to
generate IC card entity template data, input data blocks,

. ) output data blocks, log data‘blocks, and operation
definition data blocks for‘the service businesses.

20 These generated data are stored in a memory 65 of
the SAM module 8 shown in FIG. 11.

Step S8TZ24:
An IC card 3 (IC module 42) is issued to a user.

Memories 50 of an IC module 3a and an IC module 42

25 shown in FIG. 3 store key data used for transactions with



5 At this tinme, as nentioned above, in accordance with the %%hﬁgééon

el enent data APE executed in the SAM nodule 8, the AP nanggg tais
referred to, a card access key is obtained, then nmutual authentication is
performed using the obtai ned key between the SAM nodule 8 10 and a CPU 51
of the IC card 3. Step ST34: The IC carﬁﬁpTocedure managenment task of the
SAM nodul e 84r s ad I dat.a.,n ssary for procedures wth the IC
card 3. 15 Fu?t%%??l?%eﬁp%lb%%g %ﬁ%@egﬁﬁéﬁhéﬁéﬁﬁﬁéﬁF”k &t uses an

equati on specifiedngs%dn n_the I% card entity data to perform
predet ermi ned arit Ainst Fe pr85&s EPTYSRD ffe U5etdang tosd seuvifaeom the | C

~card 3. Step ST35: 20 The | C card_procedure nmanagenent task in the SAM
nodul e 8 out pHt§*PRESpIBYebSi RENFdkdrd through $hed Indernies ASP sdrover
apparatuses 19a, 19b. Step ST36: For exanple, the IC card procedure
management t a8ktepsthe &€ pasdSAMisodskee8.del etes the | C card entity data.
2 March 2006 48 As descri bed above, according to the comrunications
system 1 a@nd the SAMennET859a, 9b, it becomes possible, by communication
between SAMs;, to receive application elenment data APE such as a card
access key or key EorSéﬁampBepaﬁKéﬂea|ﬁsérCQEEbgggE'Qls@&@%@'apparatus
2 by using a personal computer 5 through the Internet 10
to try to purchase merchandise, a server apparatus 2
  } issues a processing request to the ASP server apparatuses
10 1%a, 1% through the Internet 10.
When receiving a processing request from the server
apparatus 2, the ASP server apparatuses 19%9a, 18%b access
the personal computer 5 through the Internet 10. Then, a
processing request for the IC card 3 from the card
15 reader/writer 4 is sent to the SAM module 8 in the SAM

units 9%a, 9b through the personal computer 5, Internet 10,

and ASP server apparatuses 19a, 19b.

N

Step ST26;
An entity generation request is issued to the SAM
20 module 8 from the ASP server apparatuses 19a, 19b. The
entity generation request stores data indicating the
issuer of the IC card 3.
| Step ST27:
The SAM module 8 performs polling with the IC card 3

25 when receiving an entity generation request.



Moreover, since it is possible to define,as the setting fqr co cation
bet ween SAMs, the range of disclosure of the application ﬁ@ﬁﬁﬂ?H&%ta APE
to other SAMs, so it is possible for tHe& SAM of the disclosing 10 side to
define the range o% accggg fromthe application elenment data APE. Further,
according to the ¢ B ons system1l and the SAM units 9a, 9b, since
access attributes to the application elenent data APE can be defined as
settings 15 for coffufiftatyodcheratéanshnsk 7L becohessSpossicdudef 8 a  SAM
at the disclosing side to individually set a wite right, read right, and
execution r|gmﬂdggsthefagplthatpohl1agenﬁhétﬂakatﬁBEnuﬁbé&h%E,I@C%Q&@!ng to
the communi cations system1l 20 and the SAMunits 9a, 9b, since it is

possibl e to defthey didm’earpg@éexfzer:.ﬁethénsmhﬁoaaﬂges%sdgﬁﬁhﬁaw ‘Ehapd the
access attributes of the application elenment data APE as settlngs

conmuni catsi Orm&ei e mEMbr ddriSeRO055! bl egct nLeSehLi 0 om bei ng
illicitly perforned 25 Furt her, %cco?d?%gs?og?ﬁégﬁgnéﬁn?%at| %p ystem1 2

March 2006 since the r e of disclosure of
t he appllcatlon elenent ng k%% I's |n u%.T%x%W ﬂu?ﬂg?grathénFFEStion key
data as setti coImuni ¢ between SAME, it is possible to |ighten
the | oad for. Eg rm% %’ut%ﬁﬁ’ iaéc'fé%?bno LORhSRY Y RFRePssire &6 ended.
application el energtéjpatsqfféRE.

Thé entity generation task specifies the IC card
4 10 entity template data of which service businesé to use for
example based on data stored in the entity generation
request and indicating the issuer of the IC card 3 and
uses the specified IC card entity template data to
generate IC card entity data.
15 Step ST30:
The SAM module 8 outputs to the ASP server

apparatuses 19%a, 19b the entity ID of the IC card entity

—) data generated at step ST29.
Step ST31:
20 An IC card procedure management task in the SAM

- module 8 searches for services usable by the IC card 3.
Step S8T32:
The IC card procedure management task in the SAM
module 8 authenticates the legitimacy of the IC card 3.

25 Step ST33:



According to the communi cations system 1l and the SAM unit§|9a, %BO in
mut ual aut hentication between SAMs, it 1is possible to par 1i00% he

mut ual aut hentication 10 processing in t4ie case of the identical nutual

aut henti cation key and nutual authentication area, so it becones possible
to reduce conmuni cAPFokCcE3td 3aeushpaticagesuthel leagtiéntioyabiforthand

| i ghten processing in the SAMs. 15 According to the comuni cations system
1 and t he SAMEAMnmpdude, B9b, by using tag data APE-TAG for designation of
the application el enent data APE to be transferred in comrunication

between the SAMs, By beepsesrpesshbl 87BA!, Aut&8iVLGEHRHEIRESSAND @ Menory

manager to .manage nenory in 20 various ways. According to the

communi cat i onse t¥stEMieafd LEegSA ni : kD gommuni cation bet ween

SAMs, by expanding the types: and g%ﬁ?ek%é %%Mtﬁgdg%%l?cé?igﬁrgP5W§ﬂt dat a
APE for transfer a S ing . a log.etc. relating to 25 card _

' processing, it bed%ﬁn%ﬂ%%séf%%é %3 Ao ?%?n?ﬁeag?g?t,gﬁ REFERI2PE6 YEGh end,

rg@tiﬁa.SAwlof an opposi ng_party. According to the

VSRR G2 B ( AEeReRF dRFe BBE eyeewkadngnakhapfhMcation

program AP usiq? a lurality of application elenent data APE and using the

5 AP managengfdil® & dthe ARaproensrt data i® defenvedhto, paocasdi ng

content of each application elenment data APE, it becones possible to

provi de a varde¥ssdfkeidrig cedstained, then mutual authentication is

etc. of.proce§§i
comuni cati ons &

performed using the obtained key between the SAM module 8
et 10 and a CPU 51 of the IC card 3.
Step ST34:
| The IC card procedure management task of the saM
modulg é reads and writes data necessary for procedures
with the IC card 3.

15 Further, the IC card procedure management task 72
uses an equation specified based on the IC card entity
data to perform predetermined arithmetic processing using

 } the data read out from the IC card 3.
- Step 8T35: |

20 The IC card procedure management task in the SAM
ﬁodule 8 outputs the processing result of step ST34 to
the ASP servef apparatuses 19a, 19b.

- Step ST36:
For example, the IC card procedure management task

25 72 of the SAM module B deletes the IC card entity data.



using an I C card 3. Further, according to the comunicati ogﬁ\@%ﬁg&% 1, 10
it is possible to use the AP managenent table data and AP ata to
flexibly realize use of application elenent data APE in the same SAM and
use of application elenent data APE petheen different SAME while

i i ni hi gh YA di th ications system 1,
when using_ appli cat | arr o SRt HEPE”Pleblalad ETHE, sﬁ#ngawﬁ?ﬂgpﬁcg the
SAMs tual | th icate,, it_becones possible to increase the security
of anngpg?i cgﬁf%ﬁerg%g?% th?cfﬁ‘éru‘l’f%ﬁd??ren?g] b Peepmes pesgiblew for

expl ai ni ng anot her enbodi nent of the present invention. As shown in FIG
23, in an | CRarePeisati @) babveen S ar kot yecehve apphscabiodata A
handl ed by a service business A providing a predeterm ned service using an
| C 25 nodul e Skemeniardata kil sudl? anda deded Babeass edepyon Relhrch 2006 51
service business B providing a predeterm ned service. Key data A and key
data B re@ui riesswdrere padclesglerinva t &snbildereressesatde | C card 510 are set
for each. 5 The service business A has the reader/witer 511(A), and the

service business Bidiasovdie, reacdes /v i 18p5dHBe tdNdefeaderdgrifher S1l

hel d.by the service business A holds a key A generated by the service

business A  getting for communication between SAMs, the range of
disclosure of the application element data APE to other
S5AMs, so it is possible for the 8AM of the disclosing

10 side to define the range of accéss from the application
element data APE.

Further, according to the communications system 1
and the SAM units 9%9a, 9b, since access attributes to the
application element data APE can be defined as settings

15 for communication between SAMs, it becomes possible for a
SAM at the disclosing side to individually set a write
right, read right, and execution right to the application

C} : element data APE,

Further, according to the communications system 1
20 and the SAM units 9a, 9b, since it is.possible to define
the right for setting the range of disclosure and the
access attributes of the application element data APE as
settings for communication between SAMs, it is possible
Eo prevent settings from being illicitly performed.

25 Further, according to the communications system 1



enabling access to the data Ain the IC card 510. The 10 reagder/witer B
hel d by the service business B holds a key B generated byzt @xé@ﬁ@$ce
busi ness B enabling access to the data Bin the IC card. The key data is
set beforehand by utilizing a controller 512. Wen the controller 512
i ssues an 15 instruction indicating thé¢%ey data setting, the

one

reader/witer 1 I t he.key .dat In.FIG ,23, there is gn

control |l er 513§&cgﬁ%eg§gdupé%ﬁhgaregaérFWFFFeFﬁglf?nﬁﬁw€§ép} 838&LVi ce
busi ness B sel s %ﬂe keg data in the reader/witer 513 20 beforehand by the
control ler 512° Bi@ #BPLhretipPReckepengadata HBReist d8 bpitise ofemuituel
business A is unknown to the service business B, while conversely the key
data B gener3¢tlenyicationr keredblisi resseBtisganfnewrotmunhheatienvi ce

busi ness A. 25 The controller 512 is connected to the reader/witer 2 March
2006 52 511 étweemoBhiMs| tonmiEnpoakibDepabhlagHtbhaRsli 1 5adN FoikNSt ruction
for accessing data in the IC card 510 from the controller 512 to the

reader / wrist ermbthdal Thethastiostion hBebrgssyangeadsapeEatbopsof a 5
designated area of a nenory in the I1C card %10, a wite operation of

desi gnat ed dalgpod o 581 S0ahefl Aiges £bE, N the case of a read
operation, the read data is returned to the controller via the
comuni cat i on pat edfea e 8 hs EbARuSPEL AT SR SUE bR [eLHNEh ale

units 8a, 9b, in mutual authentication between SAMs, it

is possible to partly omit the mutual authentication

i
N

10 processing in the case of the identical mutual
authentication key and mutual authentication area, 'so it
becomes possible to reduce communication éasts
accompanying mutual authentication and lighten processing
in the SAMs. |

15 According to the communications system 1 and the SAM
units 9a, 9b, by using tag data APE TAG for designation
of the application element data APE to be transferred in
communication between the SAMs, it becomes possible for a
service business and a memory manager tolmanage memory in

20 . various ways.

According to the communications system 1 and the SAM
units %a, 9b, in communication between SAMs, by expanding
the types and contents of the application element data
APE for transfer and transferring a log etc. relating to

25 . card processing, it becomes possible to notify the start,



10 controller via the conmuni cati on path whether the wite 6&5 ?bh n was
successful or not. For exanple, suppose that the IC card 5% \ g t he
data A and data B is connected to the-ré8der/witer 511 via the

conmruni cat i on (gt hbte that the I C card 15 communi cation path may be a
wire, wirel es¥doficalorf dPro%%§S%E%eF°n%a§%Ms%fl6ﬂg°BE°F%ngsPaﬁ§Ve to
exchange infornatlon Here, suppose that the controller issues an
instructjon to theA¢%%KQ¢¢®theth61QQmm¢@i¢hbi@0ﬂtsystemohnandcahéoEAﬂath,
for reading out the data Ain the I1C 20 card 510 and witing the data Ato
the data B. Atnithi%atilwe, fohmingasterdppliestbdd, pasgrent Apnedingbgve, has
to access both the data A and the data Bin the IC card 510. Since the

reader/ witerplidalindy &PlLspl ideriksy SBdhedt cH2PL1 ABE 255858siRAgt PRedat @ A,
it issues a 25 request for acquisition of data B enabling access to the 2

Mar ch 2006 &ﬁﬂ@ér@a{éﬁé}uﬁ h%kkié”ﬂ:li’%@atl h'ag'xc? e%d%??gbi% 5@@%&'&'&&}13 the

connected to the |inkage unit

reader/writer a n and .transnmits, t he ove acqujsition 5
request to the 1 ‘Pngéggfd%??t N% e%?ﬂuaEQllCQEbﬂ%rgg?T?%g @%hﬂu%#%ation
pat h, 1ike thqb bove- nEntllﬁg? | C card comruni cati on path my be a wire,
wirel ess, opticdlSCBERRP BRI aRFAHE 13 WetRgeCt | FRBYHELF on.

I nf or mat i on flow ng through the 10 reader/witer conmunication path is
encrypted by WH&%k&p IC card 3

Further, according to the communications . system 1,

S

! 10 it is possible to use the AP management table data and
APP table data to flexibly realize use“of application
element data APE in the same SAM and uée of application
element data APE between different SAMs while maintaining
high security.

15 According to the communications system 1, when using
application element data APE between different SAMs,
since the SAMs mutually authenticate, it becomes possible

'} to increase the security of an application program.
[Other Embodiments] |

20 FIG. 23 is a view for explaining another embodiment
of thé present invention.

As shown in FIG. 23, in an IC card (IC module) 510,
there are two data areas for data A handled by a service
business A providing a predetermined service using an IC

25 module 3a or an IC module 42 and data B handled by a



data C held by the linkage. unit A and the |inkage unit B, E%H
information is being exchanged cannot be determ ned. The I|n age un|t Bin
the reader/witer B receiving the acquisgi td on request encrypts the key
data B'is enabling access to the data Bin the IC card 510 by the Kkey data
C and returnss¢rviecethesinakagB phoviding &hpredefdeminedt serFitevi a t he
reader/witer comrunication J path. By the above operations, the
reader/writer 511 Kap dacguhrendokbythetkey dayaiAckeqHbhed for accessing
the 20 data A.in the IC card 510 and the key data B required for accessing
the data B inrddieet Goedfdr580; RMEekOethifie i QSE&”E%D%E' bLe kg,read out
the data Ain the 1Ccard 510 and to wite the data Ainto an area of the
data B. 25 Thg, fader/mmlters 511 and 513 hold a variety of key 2 March
2006 54 data Information, so cannot be easily analyzed. FIG 24 shows an

exanpl e of, the co uration of the reader/ 'ters 11 ,and 513, CPU 532
is a central procgés Nt Uht £€ £ 37 S HVRT A d% ?oFeagﬁﬁéWBF§eEn??15%$rls

conpri sed of a(grogran1un|t 541 in which arlthnetlc control routines of
the CPU 532 2% Wi rRF e Pustneshi® bae Hoedragdari/ vhiberc5E34B) of

results etc. ‘obtained by the CPU 532. An encryptor 534 utilizes key data

gi ven from the 10 TR B33der/whckgpt5bl hiebd by the asgirvienefbosihbesCRU

532. The CPU 532, the nenory unit 533, and the encryptor
holds a key A generated by the service business A

enabling access to the data A in the IC card 510. The
10 reader/writer B held by the service business B holds a
key B generated by the service business B enabling access
to the data B in the IC card.
The key data is set beforehand by utilizing a
controller 512. When the controller 512 issues an
15 instruction indicating the key data setting, the
reader/writer 511 holds the key data.
In FIG. 23, there is only one controller 512

connected to the reader/writer 511, however, the service

Nt

business B sets the key data in the reader/writer 513

20 beforehand by‘the controller 512. Due to this, the key
data A generated by the service business A is unknown to
‘the service business B, while conversely the key data B
generated by the service business B is unknown to the
sérvice business A,

25 The controller 512 is connected to the reader/writer



534 are connected via an internal bus 531. Since they hangh& a Igbge
anmount of information requiring confidentiality, they are nn@ﬁpg n the
same chip 520 so 15 that operation cannot be analyzed fromthe outside. A
control IF 523 is an interface for co jcating wth the controller 512
shown in FIG 23, whereby data given TrdmThe CPU5j2 is transnitted to

the controll es1154232RddakdciCetinbar h n | | er .S, fetched
20 into the CPU 532. A card I'E 531 ?@%&%‘ﬁ&?ﬁ%@e%@r Eranthi PRg with

the I C card 5] 3 a_qgiven.fro he.CPU 532 is transmtted to the
| C card 510 a%gs5£?§£?§§e?§%dag§efﬁénglgg%ﬁr&“S%BeiinEFGHe IohEsome cpU
532. 25 A Iingﬁge | F 52? ismﬁn interface for comunicating 2 March 2006 55
with other read®r FARRFFRIESTWALPeby HRPar§RIER/FESKPENELICPU 532 s
transmitted to the other reader/witers and data received fromthe other
reader/witers is Fagcheatrugtéorhenchudss2a BeFteopeadéibw bfeas 511 and
513 of FIG 23 are set in advance with only the key data C, so even the
servi ce Busidestenabedli aged hefraadensnyi Lar sheamgotabd bear nadwrOret he

ot her hand, the service business A before use, generates key data A
enabl i ng accessetatidie dfitdedigdftéd dhetal €ocardesifnathg SRLL532keads the
key data fromthe control IF 523 and holds it in a specific area in the

memory unit SG3 #he acdfeltdNen SEQEQUohOri PECR! 0HAMURL data is

returned to the controller via the communication path. In

-\q/'.

case of a write operation, it is returned to the
'10°  controller via the communication prath whether the write
operation was successful or not.

For exaéple, suppose that the IC car41510 storing
the data A and data B is coﬁnected to the reader/writer
511 via the communication path. Note that the IC card

15 communication path may be a wire, wireless, ocptical, or
gny other means so long as it is above to exchange
Iinformation. Here, suppose that the controller issues an
instruction to the reader/writer 511, via the control
communication path, for reading out the data A in the IC

20 . cérd 510 and writing the data A to the data RB.

At this time, the reader/writer 511, as.mentioned
above, has to access both the data A and the data B in
the IC card 510. Since the reader/writer 511 only holds
the key data A enabling access to the data A, it issues a

25 request for acquisition of data B enabling access to the



541 in the nenory unit 533. Further, there is an infor ITB.tI§ managerrent
area for J-5 managi ng what data key inthe IC card 510 datavipehd
reader/witer can current access in the data unit 542 in the rrermry uni t
533. The infor matl on rranagerrent area cafm3learn the key data which it holds
itself by the hVYQ CFlG 25.. 20 The key data shown in FIG 25,
that is, the %"1‘ t E e I%ef 15325678, is shown as an exanpl e. Wen
the IC card 510 in WhICh the data A and the data B are stored is connected
via the | C card | IB211ipkRrde Hnkbrt r b | epnmaotedntie thei hévkagei niti a t he
control 25 IF 523 for witing the data B to the area of the data A 2 March
2006 56 the B eauetitarremien/virsoar chE3 vim cagheadier/wibtant i on  nanagenent
area. Since the data unit 542 in the nmenory wunit 533 only contains the key
data A enabl icgnaatissticn pdith did ErahdémbENAGha HESHEShod @i sREYYLSI tion
of the key 5 data B to the reader/witer 513 via the linkage IF 522. The

informati gn rEnpgeNBNto HiRA 1ihidife readers Wiides &l3c £g&ei ving the request
hol ds the table shown.in FIG 26 " and stores key data, for exanple, the

ei ght-digit llg.;;@é&ﬁ ﬁatlh ‘ﬁ%ﬁ'ﬁ ;.,?l ,&}pe {gadegfyrifer 513 receivi ng
t he request searc ES rough the 1In on managemnment area it
e ures t Mol O (S Lol S §Ea 0] nBP6R5L N 10T a2 B
wireless, optical, or any other means able to exchange
information. Information flowing through the
10 reader/writer communication path is encrypted by the key
data C held by the linkage unit A and the linkage unit B,
so what information is being exchanged cannot be
determined. The linkage unit B in the reader/writer B
receiving the acquisition request encrypts the key data B
15 enabling access to the data B in the IC card 510 by the

key data C and returns it to the linkage unit A in the

reader/writer 511 via the reader/writer communication

N

path. By the above operations, the reader/writer 511 can
acquire both the key data A required for accessing the
20 ‘data A in the IC card.510 and the key data B required for
- accessing the data B in the IC card 510.
Due to this, it becomes possible to read ocut the
data A in the IC card 510 and to write the data A inte an -
area of the data B.

25 - _ The reader/writers 511 and 513 hold a variety of key



reader/witer 511 via the linkage IF 522. Note that the 15“@@9@ F 522
wll not |eak key data B encrypted by the key data C set 98 and
returned fromthe reader/witer 513 to the reader/witer 511. The lifetine

of key data in a reader/witer after ng acquired from anot her
reader/witer can be handled 20 as foTI T (1) Hold permanently as |ong

as there is n@a@épllr@c;rmdﬂ%r{ uqcl QL £+ qe% eéé&q%zée)r%m nednﬁﬁe i‘{ a512

[
(2):Continue to hodvmthatlrre imt untiT a pr pses

25 (3) Acqui r m_cor.r.espqndi reader |ter on 2 I\/arch 2006 57
necessity | n%thr?e‘%at?glve r?erpl?(tll “orfed the || ystrated of
acqui sition of key g,ata required for acceSS| ng the data inthe IC card 510
from anot her 5PERFEFEMEETS SMemnchdidhta is hel d by anot her
reader/witer. However, the information managed is not necessarily key
data and may be vafi 68Y byged sofs denfioaiatimmesdli@y 2ihits Zor exaspll of an
informati on nmanagenent area in the case where the fact that data 10 ot her

than key datacpstabic Rameimedy sindansisderied cdrip®i sald FOWS ghajrdudiG card
access key data are held and the accessible areas are data A and data B.

The attributB4toktnmrhsbawa rifteme thike nitdicalyJutiddBIdON Hes -cpy @MY

i ndi cates presence in its own apparatus. It is
are stored and a data unit 542 holding arithmetic control
results etc. obtained by the CPU 532.

:“E | | An encryptor 534 utilizes key data given from the

10 CPU 532 to encrypt or decrypt data given from the CPU 532.

The CPU 532, the memory unit 533, and the encryptor
534 are connected via an internal bus 5315 Since they
handle a large amount of information requiring
confidentiality, they are mounted on the same chip 520 so

15 that operation cannof be analfzed from the outside.

A control IF 523 is an interface for communicating
with the contreoller 512 shown in FIG. 23, whereby data
given from the CPU 532 is transmitted to the controller
512 and data received from the controller 512 is Ffetched

20  into the CPU 532.

A.card IF 521 is an interface for commueicating with
the IC card 510, whereby data given from the CPU 532 isg
transmitted to the IC card 510 and data received by the

IC card 510 is fetched into the CPU 532.

25 A linkage IF 522 is an interface for communicating



‘requi red when

15 learned that the IC card access key data of the data B IterM Ongbaed from
the reader/witer B. The information obtained from other

apparatus, as described above, vari es |n i nformati on managenent area
according to the handling of the set Stl me. 20 Up to here, the exanple
of two reader/witers was envisioned, b fhere may al so be three or nore.

Conmuni cat i on x@n@n%ﬁ@deﬁéd&éﬁml%&é%ow i aéé%bég Ny Bved a%g;?getmrk

environnment. FIG 28 is a view for xanp 7 oY ¢ et ﬁuratl on

when using th i Up .to here, |inkage units are
connected to Q:réﬁgﬁrazlb\%ﬁs?ttel%sll\%\lehi ab%t&?l?{e’izll@a%r/‘t’ﬁ’e B$ eand

connected to t({](—;c I nterne';%f ot her pubI ic network, Here, if the key data
hé iftram dhe afher arfiay (Wil ters1ss chnhanedat e

| i nked toget her |s the ke data AB and the key data required when the
reader/witer® é%ltc?@r%’wrl ter 614 communicate |inked together is
the key data AC, not onIy is it not possible to eavesdrop on the
comuni cat fon bet wide tieadedyntridless 511 santD JadsH9dHIrErd 0 18 evedtset in
unaut hori zed access where for exanple the reader/witer 613 obtains

i nformation frdvenke withden/1w ithey keWidaRAUIC DI P N:LASs JESTCLd bed
above, accordlng to the present invention, it is possible to prOV|de a

conmuni cat i On&usiﬁe@ebhodwninéattﬁep&%%%%‘/@&1%@@ UM o2 3 S99 gM

On the other hand, the service busihess A, before
use, generates key data A enabling access to the data A
i0  in the IC card 510. The CPU 532 reads the key data from
the control IF 523 and holds it in a specific area in the
memory unit 533 by a routine stored in thé Program unit
541 in the memory unit 533.
Further, there is an information management area for
15  managing what data key in the IC card 510 data held by a
reader/writer'can current access in the data unit 542 in
the memory unit 533.
The information managément area can learn the key
data which it holds itself by the table shown in FIG. 25.
20 The key data shown in FIG. 25, that is, the eight digit
hexadécimal 12345678, is shown as an example.
When the IC card 510 in which the data A and the
data B ére stored is connected via the IC card IF 521 and
the controller 512 sends an instruction via the control

25 IF 523 for writing the data B to the area of the data A,



thereof enabling a plurality of data processing apparatuss o]
qui ckly provide services |inked together. Further, accord?jﬂgrt%@%%ée

present invention, it is 20 possible to provide a conmunications nethod, a
data processing apparatus, and a programthereof enabling data processing
apparatuses storing data and prograns Efﬁﬁtrng tg {)ro;n SIbOI’l off;sg;xltic:is by
different servihce Si es _t uita nma e a to be confii

from ot her ZS\QBI;ért%%leééieg?ﬁrcf‘a?ear ?50 esecﬁrs%ﬁ%e X9 etlb%bw%qr@m%h 2006
59 I NDUSTRI AL APPLI CABILITY The present invention can be applied to a data
processi ng apfardffeent #iStod e dihandinte pride 42 tireridod nameley or

-provi sion of services using an integrated circuit (1C. 2 March 2006 60

CLAIMB 1. A #aid pidcesdivhgarditiod Wier diay alatpora abisblongmuiesid oo

device and a server apparatus communicate with each other to provide a

service to athsedadh $ai d tpercnalyl & c@UEYIC I ORERM G Idh 31511k Acdy I St

data processing apparatus and a second data processing apparatus, said

- first datas pdatessi ng apearalader/MEiUdMNe13 KiSterAN B & 7 rsdy menory
~which stores a first application

‘ The information management area in the reader/writer 513

receiving the request holds the table shown in FIG. 26
and stores key data, fbr example, the eight-digit

hexadecimal 56789ARC.

i
S

10 When the reader/writer 513 receiving the request
searches through the information management area, it
determines tﬁat it holds the key data required for
accessing the data B, so returns the key data to the
reader/writer 511 via the linkage IF 522. Note that the

15 linkage IF 522 will not leak key data B encrypted by the
key data C set beforehand and returned from the
reader/writer 513 to the reader/writer 511.

The lifetime of key déta in a reader/wfiter after
being acquired from another reader/writer can be handled

20 as follows:

(1) Hold permanently as long as there is no explicit
instruction for deletion from ﬁhe controller 512

(2) Continue to hold with a time limit until a
predetermined time elapses

25 (3) Acquire from corresponding reader/writer upon



rogram conposed of ‘a plurality of data nodules and a first, ma nt
8&'{'2, and sai d second data processing apparatus incl udi ngiaMélé’Bgﬁg SAM and

a second nenory which stores a second application program conposed of a
plurality of data nodules and a second nenagenent data, conprising the
steps of: perform ng communi cation betwedA the server apparatus and said
portable co i&'ati. n device, said server apparatus being configured to
communi ca—te%rén essasll%Sfi rst data processing apparatus; referring to the
first nmanagenent data and sending a request indicating one or nore data
modul es of the pl uridl i%e Gloayaanenfdiineasd iexarele scdondeapel waat i on program
intended to be used to the second data processing apparatus by the first
dat a processi Aglasiaedias ofhercquisifiiat amnager®nta seqai taulicat e that the
first application program uses the data nodul e; sending the data nodul es
specified in bheessdguesihd adthe ifi nHe da) FUDCESS| ALRMPM@LMS by the
second data processing apparatus when judging that the data nodul es

i ndi cated by trbadeequesttdrs wrall eMed d:a.De 13ed Py he it application
program 2 March 2006 61 by referring to the second managenent data; and

executing therEEH%E/@QREEQ@th%%eg%&qrﬁgbpﬁnformation managed is not
necessarily key data and may be various types of
information. FIG. 27 is an example of an information

b | management area in the case where the fact that data

.10 other than key data is also handled is considered.

FIG. 27 shows that two IC card access key data are
held and the accessible areas are data A and data B. The
attribute column shows where the original information is.
“Own” indicates presence in its own apparatus. It is

15 leafned that the IC card access key data of the data B is
obtained from the reader/writer B. The information
obtained from other than its own apparatus, as described
above, varies in informatién management area accofding to
the handling of the set lifetime.

20 . Up to here, the example of two reader/writers was
envisioned, but there may also be three or more.
Communication among reader/writers is also possible in a
bréader network environment. FIG. 28 is a view for
showing an example of the configuration when using the

25 above.



using the data nodules to provide the service to the user . ﬁx 0
communi cations nethod as set forth in claiml, further co%ﬂ%?E 88 Qhe
steps of: when said first data processing apparatus is connected to a
first server apparatus, said second data processing apparatus is connected
to a second server apparatus, and said I8 rst data processi ng apparatus

and sai d second da RLOHRSS NG ; L3RRAr at us conmuni cate viasaid first server
appar atus and saidbgecong sefveﬁnap %rgpﬁif ?&ﬁﬁﬁﬁfﬂ%??ﬁéi?qirst server
apparatus a ng L regu%§t to said first data processing apparatus, and
referring by SSrdeF/ &L t8EFyEPealPaPRusPI 18aFdG.i 28 rHheayement data in
accordance with said first request and sending a second request
desi gnat i ng s§PBM8SEgdmbAuUtEe| ApErdagtt orbetheed pubd isaingd tseatnd Hiates,
processing apparatus. 3. A comuni cations nmethod as set forth in claim 2,
further conprifi et kevsdeps vequicedf ithehnghehethasrJaird tdat @170dWE to be
used by said first application programis in a condition usable in said
second datsa presdssiwgitappdlat usmanfisatif Yingetheogarhihmed %%%U&EHFO
said first server apparatus by said second server apparatus and sending by
said first Sedafﬁ.ﬁmpﬂﬁ@tﬂﬁesﬂéﬁ data required when the reader/writer
611 and reader/writer 614 communicate linked together is
the key data AC, not only is it not possible to eavesdrop
y on the communication between them, but also it is

i0  possible to prevent unauthorized access where for example

the reader/writer 613 obtains information from the

reader/writer C without permission.

As described above, according to the present

invention, it is possible to provide a communications
15 method, a data processing apparatus, and a program

thereof enabling a plurality of data processing

apparatuses (SAM) to quickly provide services linked

together.

Further, according to the present invention, it is

20 . possible to provide a communications method, a data

brocessing apparatus, and a program thereof enabling data

processing apparatuses storing data and programs relating

te provision of services by different service businesses

to suitably manage data to be confidential from other

25 parties and datg to be disclosed to the public.



2 March 2006 62 first request in accordance with said not izfli/l%%hizﬂﬂﬁ to
said first data processing apparatus. 4. A conmunications nmethod as” set
forth in claim1, further conprising the steps of: having said first data
processi ng apparatus and said second data processing apparatus nutually
aut henti cate each other and, after coﬁf??n‘rng the legitimacy of the other
party, said first dg{®y Ssi send said second data

processi ng appar at us saSilqjr re(?lf[e%f@%aﬁ%@mmni cations nethod as set forth
in claim4, furth cogprisin the steps of: holding by said first data
processi ng appar at PISF Y gtm’ n ko PRRIGFehExey R used for
mut ual aut hentication with said second data processing apparatus for using
sai d data nodBFECSREEHTINg APt Sse dome tharch theywesSiagl appargtas sai d
second managenent data storing key data used for nutual authentication
with said fir$hergafaugedcdosi provppdont of fserviauss ngsissg cardata nodul e to
be used by said first application program and having said first data
_processi ng appateguataddcisaid tsqaand data processing apparatus nutual ly
aut henti cate each other using key data stored in said first managenent
data and sai d second



managenent data. 6. A communications nethod as set forth i cl Ei Qbé
further conprising the steps of: having said first manage agh2% g said
2 March 2006 63 second managenent datasestore nutual authentication
instruction data for designating whether to performsaid nutual

aut hent i catieﬂmﬁgd having said first data processing apparatus and said
second data processing apparatus refer to the nutual authentication

instruction data 10 dgterghpg WhetbeestQnRer f areal d mMddlin o
aut hentication. 7. A comrunications nethod as set forth in claimb,

further conpPPsiaglehesmepsi et howi dgvisai arfd ratsdavarpeppessitng
appar at us send_nut ual u&#@ti cation.,using said key data, then sending

sai d requestc?lgmggilgagggo at&“Pr OO P REPArSEuS FRERICRI Hout

mut ual aut hegtigasionoragahia sepeingia regueshidesiighat ing qnothgy nodul e
linked with said key data to said second data processing apparatus. 8. A
communi cat i oasinet hod lasselafarphocassdihgi mphafairuheandonapsiesiongl t he

steps of: holding by said second data processing . apparatus sai d _second
nmanagement d%?{éasto%irﬁé:efactjz{lg def‘?}ﬁ?‘?@gguﬁmde ﬁ‘“&ge of 158Fd dfefaodule to

be processing apparatus including a first SAM and a
first memory which stores a first application
program composed of a plurality of data modules and
a first management data, and said second data

- processing apparatus including a second SAM and a
second memory which stores a second application
program composed of a plurality of data modules and
a second management data, comprising the steps of:

performing communication between the server
apparatus and said portable communication device,
said server apparatus being configured to
communicate with said first data processing
apparatus;

referring to the first management data and
sending a request indicating one or more data

w} modules of the plurality of data modules in the

second application program intended to be used to
the second data processing apparatus by the first
data processing apparatus when the first management
data indicate that the fixst application program
uses the data module;

sending the data modules specified in the
request to the first data processing apparatus by
the second data processing apparatus when judging
that the data modules indicated by the request is
allowed to be used by the first application program



used by said first application program and having said seagﬁd ﬁgbﬁ?
processing apparatus refer to said second managenent dat a“afitt t use
of said data nodule by said first appligation programw thin the range of
node of use defined. 9. A conmunications nethod as set forth in claim1l,
further conprising the steps of: 2 March 2006 64 hol ding by said second
dat a process?ﬁgregﬁﬁﬁﬁ£¥h§x%éﬁﬁa§¥%8Wﬂ§Nﬁﬁﬁagﬁ@ﬁptd§ﬁ§Qﬂu% r defining a
party permtting 1.,Ng +0f. Saj ec manageent an
permtting by sai%Qgggg%gbdafgmzro%ggé?nggﬁ SparatggFth%ggé??Phgqg? sai d
second nmanageseny takta dadr ynddulke patby pdefiinkd ihe ss¢dvieecond naragenent
data. 10. A conmunications nethod as set forth in claim1, further
conprising tH8®Steps of: holding by said first data processing apparatus
said first managenent data including tag data indicating the content or
application of a data nodule formng said first application program and
hol di ng by sai d Aecondudaica tprooce ss: tigod appasatusosaihd isecdri mahagenent
data including tag data inpdicating the content or application of a data
modul e formi ﬁrgg?&‘§%€@%€1%bﬁgi$5F?dﬁt%P§gP§ﬁl 11. A conmuni cati ons net hod

as set forth in when said first data processing apparatus is

connected to a first server apparatus, said second
data processing apparatus is connected to a second

server apparatus, and said first data processing

e

e apparatus and said second data processing
- apparatus communicate viasaid first server

apparatus and sald second server apparatus,
sending by said first server apparatus a
first request to said first data processing

apparatus, and

referring by said first server apparatus to
said first management data in accordance with said
first request and sending a second request
designating said data module intended to be used

;) to said second data processing apparatus.

3. A communications method as set forth in
~claim 2, further comprising the steps of:

confirming whether said data module to be
used.lby said first application program is in a
condition usable in said second data processing
apparatus and notifying the confirmed result to
said first server apparatus by said second server
apparatus and

sending by said first server apparatus said



claim1l1, further conprising the steps of: holding by said first
processi ng apparatus said first managenent data includinggaﬂ?ﬁhggﬁaéi
managi ng use of a port defined in saidghirst application programin
response to a right or application, holding by said second data processing
apparatus sajpd second managenent data including data far, naging use of a
port def i nedtASEaiF TURTondnasIq A R BRS pIadars # Hr BSPOHSE £ bialr i ght . or

applicationrtgagggdn%ﬂ§%§aﬁgt%i?%bégggaﬁgrgpgiﬁﬁﬁﬁ? 65 processing

apparatus use of a port define n sai ation programin
response to a right or application, and managi ng by said second data
processing apparatus use of a port defined in _ said second application
programin responbe td*aAghinkrathppsi ceetled B8 &<dombdditéat idns met hod

as set forth ig- ch@im . éh Qrr i ng.the_st f, s L by said
first data 6%oc€§sidg ﬁ%lg%%%ragﬁgﬁh ré%d%sgilesﬁgﬁ tlngffheﬁ?g%ggbf sai d
data nodul e satendedstodet ausatbdeossang sppamrdtudatandrogedsSsagoagpar at us,
and sendi ng by said second data processin apparatus a data nodul e
correspondi iR %® BAEPEessing apparatus mutually authenticate each

other and, after confirming the legitimacy of the

other party, said first data processing apparatus

send said second data processing apparatus said

request.

e

5. A communications method as set forth in
claim 4, further comprising the steps of:

holding by said first data processing apparatus
said first management data storing key data used for
mutual authentication with said second data
processing apparatus for using said data module,

holding by said second data processing
apparatus sald second management data storing key
data used for mutual authentication with said first
data processing apparatus for causing said data
module to be used by said first application program,
and

having said first data processing apparatus and
said second data processing apparatus mutually
authenticate each other using key data stored in
said first management data and said second

management data.

6. A communications method as set forth in
claim 4, further comprising the steps of:

having said first management data and said



specified type of data nodule to said first data processig a ﬁgb us. 13.
A communi cations nethod as set forth in claiml, further gﬂﬁg t he

step of: sending by said second data prg@@cessing apparatus together with
data nodule relating to said request, data indicating whether either

tenporary use or storage and use of said data nodule by said first data
processi ng appaPRfudaEaIpBERitt R at stegied My ryaldavd inneesatign

appar at us, arily i hg torjng a usi_ng h aid first data
processing Zgggﬁggggﬁghéatéﬂﬁ%gulg&nfecé#%%&ﬁgggﬁigaidwégg ﬁﬁjdaFg
processi ng Zodbrehn2(Q6i d 6Qusppar ahushdeeedaen dihe saga. 14. A

communi cations nethod as set forth in claim1, further conprising the
steps of : havi ng kavinfi r seidat fipsdcedsiteg ppparegssngarmbsardtsscond dat a

processing a ratys., conmunicate with an integrated circuit _via said
server appar%ﬁgsSP&QN%ﬁ@ﬂgdpﬂaﬁﬁeﬁﬁ?ﬁ@és¥%§v@EE§Fa§M§r%@f%ﬁ §8i d data
modul e I ndicale daiApMa JLaydNS Lof ; oReT 3biNg, Q- FEMRIY Area of said
integrated circuit.” 15,7 A ¢omruni cati ons nethod as set for in
determine whether to perform said mutual

authentication.

7. A communications method as set forth in

claim 5, further comprising the steps of having

N

said first data processing apparatus send mutual
authentication using said key data, then sending
said request to said second data processing
apparatus, then, without mutual autﬁentication
again, sending a request designating another
module linked with said key data to said second

data processing apparatus.

8. A communications method as set forth in
claim 1, further comprising the steps of:

.)- holding by said second data processing
apparatus said second management data storing data
defining a mode of use of said data module to be
‘used by said first application program, and

having said second data processing apparatus
refer to said second management data and permit
use of said data module by said first application

program within the range of mode of use defined.

9. A communications method as set forth in

claim 1, further comprising the steps of:



claim1, further conprising the step of having said first ta. pr (():essi ng
apparatus and said second data processing apparatus sinulg @Sﬁng set a
plurality of conmunication paths for tgsaansfer of said data nodule. 16. A
data processing apparatus for transferring data with another data

processi ng apparat us,,.said _other_ data processing apparatus operable to
execute a firstaéﬁzpﬂggtioﬁwbro§$5ﬁ¥amf%ﬁ%%%onddﬁgglicEFPGﬁsﬁﬁ%%ram

sai d data progpashitisAPP3EARUS £OPPRASI Rgin Mehber f s 4 or Anangherring
data with said other data processing apparatus, a nenory neans for storing
a plurality d¢fdatiag nedubestior pemgisdiichseddrd appltiicat | @f prsegrdam and
managenent data igdi cating a da%%a,%nndu%g allowed to be wused in said first
appl i cati on ProgPanTeRR@ N PHottsing®eans for referring to said
managenent data i peamcerdance wthsa iequestohromaald 2,Makeh 2006 67

ot her data processing apparatus indicating one or nore gata nodul’es of the
plurality ofagptaafudultés: isetthengseforndiappeaaid onapaggmanmti aagrzded t o be

used by said other data processi apparatus, and for sendin t he data
nodul es spec???@d i%h F‘hé’ﬁé‘hﬁeé@fgg’eégi &not?@rg o’@@%‘%ﬁ&‘eé‘&par at us
when judgi nggihat a data nodule relating to said request is permtted to
be used by said first application programby referring to the nanagenent
dat a.

10. A communications methcocd as set forth in

claim 1, further comprising the steps of:

-

holding by said first data processing apparatus
said first management data including tag data
indicating the content or application of a data
module forming said first application program, and

holding by said second data processing
apparatus said second management data including tag
data indicating the content or application of a data

module forming said second application program.

11. A communications method as set forth in
claim 1, further comprising the steps of:

‘u} : holding by said first ‘data processing apparatus
said first management data including data for
managing use of a port defined in said first
application program in response to a right or
application,

holding by said second data processing
apparatus said second management data including
data for managing use of a port defined in said
second application program in response to a right

or application, managing by said first data



17. A data processing apparatus as set forth in J clain11§, mhﬁ&gg? said
processi ng neans perfornms mnutual authentication with said MRS a
processing apparatus and, after they aonfirmthe legitimacy of each

ot her, receives a request fromsaid other data processing apparatus and

sends a dat le.relating __to the request to sai,d_ather data_prpcessing
appar at us. i@gggé&ﬁlél%r%%gggla&élsap%%?agﬁg aasp%ﬁg fjglfg'f?qci] TR §|aﬁ1di6,
Wherein: sai g FBFOrYpPRARS tSIA] epreRirhiBRA0ERER b Hala 8t ol | g Sdat a
defining a node of use of said data™ nodule by said first application
program andosabgpiriocessdng seans refers to sai d managenent data and

permts use of said data nodule by said first application programin the
range of node of W3BaJdEG neBY 195apddatIeprodesiagaapfiiatasSas%et forth

in claim1l16 rein; said processj neans.conmmuni cates W th _an Mar ch
2006 68 | nCIRF A UE r B0 DS o ovPAETa Br BHBEG nf Rec 5rvi S8t hshd ai «
NENory meansaghoiestsaid qtegPRAul en i &‘élsg%ﬂé@ deba Qr Ajgpwtipe for
operating a nenory area in said integrated circuit. 20. A programto be
execut ed by apdateation,.

12. A communications method as set forth in
claim 1, further comprising the steps of:

sending by said first data processing

”} apparatus a request designating the type of said
data module intended to be used to said second
data processing apparatus, and

sending “ by said second data mprocessing
apparatus a data module corresponding to said
specified type of data module to said first data
processing apparatus.

13. A communications method as set forth in
claim 1, further comprising the step of:

,) sending by said second data processing

apparatus together with data module relating to
said request, data indicating whether either
temporary use or storage and use of said data
module by said first data processing apparatus is
permitted, to said first data processing
apparatus, and

| temporarily wusing or storing and using by
said first data processing apparatus a data module

received from said second data processing



processi ng apparatus for transferring data to another datggﬁrOﬁgaﬁing
apparatus, said other data processing apparatus operable £54 a
first application programand a secondsgapplication program said data

processi ng apparatus conprising: a routine for transferring data with said

ot her data processing.apparatus; a routine for storing a plurality of data
nodul es for Rﬁaggiﬂwgé§gﬁﬁda8&i2§ﬁi %éﬁrogranland nmanagenent dat a

indicating a data nodule allowed to be wused in said first application
program and a routine for referring to said managenent data in accordance
with a request frof sahd atfrenndaba i qrrocaesingl appar@é s fodtigatinng one or
more data nodules _of the plurality of data nodules in the second

appl i cati on ptdgfari fhdedrt 6oBWistEnGytheaistathepLdat a processi ng
apparatus and for, sendi ng tgg ata nodul es specified in the request to
said other data D GERYs; Ag pg%ﬁts&s &ﬁ&ﬁ i Ef%&cr?gsﬁjrf&?_ aa%%?ﬁa%Hﬁdu! e
relating to sad regyest isepshAlttedp bepf'éégss%gsra' da\/éﬂ;&?étﬁ%p' | cation
program by referring to the nanagenent data. ABSTRA en transferring
el ement s APEEdmmonigadre apdlh catri on npjreagratedet wbecudAM wiiat ss@ddand 9b,

managenent data which specifies identification data of elenents, presence
of nutual aut®EKEifcatidpPaFedélof to  provide predetermined

services, and
having said data module indicate data or a
routine for operating a memory area of said

integrated circuit.

15. A communications method as set forth in
claim 1, further comprising the step of having said
first data processing apparatus and said second data
processing apparatus simultaneously set a plurality of

communication paths for transfer of said data module.

16. A data processing apparatus for transferring

data with another data processing apparatus, said
_:} other data processing apparatus operable to execute a

first application program and a second application

program, said data processing apparatus comprising:

an interface for transferring data with said other
data processing apparatus,

a memory means for storing a plurality of data
modules forming said second application program and
management data indicating a data module allowed to be
used in said first application program, and

a processing means for referring to said

management data in accordance with a request from said



ref erence (usage), and a nutual authentication key of eacagﬁ g§§6
prepared and the elenents transferred between the SAM uni @b based

on the managenent dat a. 67
other data processing apparatus indicating one or more
data modules of the plurality of data modules in the
second application program intended to be used by
said other data processing apparatus and for sending
the data modules specified in the request to said other
data processing apparatus when Jjudging that a data
module relating to said request is permitted to be used
by said first application program by referring to the

management data.

17. A data processing apparatus as set forth in

claim 16, wherein said processing means performs

R
Mt

mutual authentication with said other data processing
apparatus and, after they confirm the legitimacy of
each other, receives a request from said" other data
processing apparatus and sends a data module relating
to the request to said other data processing

apparatus.

18. A data processing apparatus as set forth in
claim 16, wherein:
'} said memory means stpres said management data
m storing data defining a mode of use. of said data
module by said first application program, and
sald processing means refers to said management
data and permits use of said data module by said first
application program in the range of mode of use

‘defined.

19. A data processing apparatus as set forth in
claim 16, wherein:

said processing means communicates with an



-
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integrated circuit to provide a predetermined service,
and

said memory means stores said data module
indicating data or a routine for operating a memory

area in said integrated circuit.

20. A program to be executed by a data
processing apparatus for transferring data to another
data processing apparatus, said other data processing
apparatus operable to execute a first application
program and a second application program, said data
processing apparatus comprising:

a routine for transferring data with said other
data processing apparatus;

a routine for storing a plurality of data
modules forming said second application program and

management data indicating a data module allowed to be

‘used in said first application program, and

a routine for referring to said management data

- in accordance with a request from said other data

processing apparatus indicating one or more data
modules of the plurality of data modules in the
second application program' intended to be wused by
said other data processing apparatus and for sending
the data modules specified in the request to said other
data processing apparatus when judging that a data
module relating to said request is permitted to be used
by said first application program by referring to the

management data.





