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IMPLEMENTING A PLURALITY OF CLOUD CONNECTORS IN A 

TENANT PREMISE COMPRISING A PLURALITY OF ON-PREMISE 

DEVICES TO ESTABLISH A FULL-DUPLEX CONNECTION BETWEEN 

A PLURALITY OF ON-PREMISE DEVICES AND THE CLOUD 

CERTIFICATE LIFECYCLE MANAGEMENT AS A SERVICE (CLMAAS) 

HOSTED ON THE CLOUD SERVER WITH A PLURALITY OF CLOUD 

CONNECTORS, THE PLURALITY OF CLOUD CONNECTORS ARE 

CONFIGURED TO ACCEPT REQUESTS RELATED TO CERTIFICATE 

VALIDATION AND UPGRADATION FROM THE CLOUD CLMAAS 

THROUGH A CLOUD CONNECTOR PROXY SERVER AND EXECUTE 

THE REQUESTS IN THE PLURALITY OF ON-PREMISEDEVICES ON 

BEHALF OF DEVICE COMMUNICATION LAYER OF THE CLOUD 

CLMAAS, THE PLURALITY OF CLOUD CONNECTORS ARE HOSTED 

WITH IN A DATACENTER

502

PERFORMING A RUNTIME ANALYSIS OF THE CONNECTION 

BETWEEN THE CLOUD SERVER AND THE PLURALITY OF CLOUD 

CONNECTORS, THE RUNTIME ANALYSIS OF THE CONNECTION IS 

DETERMINED BY THE NUMBER OF REQUESTS RECEIVED PER 

MINUTE FROM THE CLOUD CLMAAS TO THE PLURALITY OF CLOUD 

CONNECTORS 

504

ROUTING THE REQUESTS FROM THE CLOUD CLMAAS TO THE 

PLURALITY OF ON-PREMISE DEVICES THROUGH THE PLURALITY 

OF CLOUD CONNECTORS BASED ON THE RUNTIME ANALYSIS OF 

THE CONNECTION, DATA CENTER ROUTES THE REQUESTS 

BETWEEN THE PLURALITY OF CLOUD CONNECTORS WITHIN A 

DATACENTER BASED ON THE RUNTIME ANALYSIS OF THE 

CONNECTION

506

ENABLING THE CLOUD CONNECTOR SYSTEM TO EXECUTE THE 

CERTIFICATE VALIDATION AND UPGRADATION IN THE ON-

PREMISE DEVICES BASED ON THE REQUEST FROM THE CLOUD 

CLMAAS

508
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