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-encryption/decryption of data on nmass storage devi ce Fi db&Febfuatsh200bnventi on

.5 The prageidlozhgigention relates to a nmethod and a devi cepr9NciBRIH4E
encryption (enciphering), scranbling, decryption (deciphering) and
de-scranbling of data, and nore specifically, to a nmethod and a device for
secure encryption and decryption of data when witing to or reading froma
mass storage device, such as a disk unit, tape unit or other

el ectroni c/ mechani c/optical nmass storage nedia (called nass storage),
connect ed i oMeshed awhgexies fogengtypéionidegrsntion of dagnop mass SETARS d&é’“gi. gi tal
canera, digital sound/video recorders (called conputer systens), by a mass
storage bus. Background of the Invention is Conputer systens store prograns
and data ifelgefdhelnyenfiandevi ces. Unaut horized access to such stored data
is a known and increasing threat. The usual nmethod for protecting such

stored infQrmation Ls by de di hg_a_user.na and. S d . user -
of the %o EFGSEVSPE’W%%F%{}Sa‘i?giaqu@()&nﬁﬂn&h%r e¥1e°§ %?c%?@&t Sﬁ‘grﬁgﬁ ata. 20
Few ar e awaidiplefing})ascramblingadetrypiice (deipteng)rayd gaisorazbliag it datangadoor t i on
of infornation. ston Q ‘ . i i FH & ser
iden!t ific ‘?r'g%pecﬁé%%@d;o a&g&&ﬁgﬁ%%fri%g@dﬁgggé%%%% rgtr%gg t he stor,ggleu

devi ce fr ovhenhwridegripuerapading fromonmasssiorage deyied: sesh asrh@isk paiddans Wikl

uni ts, thigndr$1&60 Vﬁ?écéaﬁéﬁ)}ﬂiiaal D8 borddeemBdiR (IR iRy kel i@nadaidier
conputer system and read/use the information sfored on theagrass 5,storage
Unit anel d9ersopmaierypr gfhen eleptraiih eQEPERtATEY 2s figink cagrerg diait ﬁ‘eﬂﬂéé"éd‘??at ais

a subst antiflers (Kal1B@ soButtiHy8Rins), by aliGassRedMeldssecur e information by
encryption before it is stored on a nass storage nedia. Encrypted files or

data segnents nust be decrypted before they can be used. 30 Wien data is

written bagdekiporidibofzsholdgationi t, the data nust be re-encrypted. This
process involves extra procedure handling for the user, and is often the
reason why such precautions are rarely effective in use. Mst conputer
oper at itng Gomspuers systamsabtore . povgsamsy eed dlateo iniseasswstdage fledcess Waguthpriesd, 35
tenporary fi i F &I?.'%S Infaf an
remai n ave'f‘"lfC +‘J?§glst?é s:&%h tsﬁfé&{mpﬂ?t% 1? F’l %&@\%‘%Mﬁ%t e EESe]art ﬁ?%ﬁﬁsﬁ }[fﬁgg&% Eoelcj ob is
done, and peeteeiing schystoradaigformation is by demanding a username and a password from a ~

user of the computer system thereby avoiding unauthorized access to the data.

20 Few are aware of that an unauthorized person may gain access to any portion of
information stored on a mass storage device without the standard user identification
method; an unauthorized person can remove the storage device from the computer (on
some.systems with external mass storage units, this is extremely easy), insert the storage
device into another computer system and read/use the information stored on the mass

35 storage unit and even modify data if wanted (fraud). Theft of mass storage data is a

substantial increasing threat.

It is known to secure information by encryption before it is stored on a mass storage
media. Bncrypted files or data segments must be decrypted before they can be used.
30 When data is written back to the storage unit, the data must be re-encrypted. This
process involves extra procedure handling for the user, and is often the reason why such

precautions are rarely effective in use.

Most computer operating systems are also constructed to use work files (swap files,
15 temporary files) of information currently processed. Sensitive data can remain available
in the work files. Even if the user thinks that the job is done, and data are written
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di sk, a person skilled in the art will be able to extradt Fabtuary2(d6
'documarwé kb Jﬁ dhe work files. Even when these working eegnemaéfn:del eted, .
they are st| recoverabl e, since deletion 5 normally will only mark an
-area on the mass storage nedia as free for use and not erasing the data. To
be sure that data is erased, the nmedia has to be witten over and over
~again-with randomdata to be sure that no inforrration is available on the

del eted part of the mass _storage nedia.. This p is sto di a
sensi ti vencrytied axheast & akike 2 netsop kil @leﬁl&ﬁ'%wﬁﬁ§ tOtW@ cé a, and

will be gidhfnaNtohde @bkl Megl ect roni c/ mechani c/ optical media; you cannot
wite too many tines back to a flash nedia, since the witing will shorten

the media life time dramatically. These procedures involve a |arge anount
of conpuieén ﬁrh@x@ @58t R@rang copies afe deleellf theplarey stiltl exogerabiles sibtandeletionl 5 Usi ng

software encr i ams Will expo | s when
oy coBPANEUE R, ST o FO0R HiSed RSELE 8T KB WB0 6
etc., rmyrasing thetduts dodepusethakdats istavasedhy pledythﬁsé‘d @Imteﬂ%el‘la@d&)’éﬁ d sone

of the g&%ﬁ%&&%h %BQ%.H%QRM%%{ RS RVl ShMARRERbat of U 1S

known th eto encr stored atao a nass Caborae
devi ce afhg Iawﬁ%@ge mpfiaghhig PF%C&éu‘ferlé ﬁ%%ﬁnﬁi‘ﬁﬁ%"sﬂ%‘feo b SXRBRYEEROVOE ne

advant agg Ofpf.hi Sf&CQeriﬁagrﬁ:u&hQipea'd;f GabdiaONarid MREE B¢ OdH@gerdevocean s

al ways -encr pted This 1S |eved row ding a %&%g t’ g roglg‘?a)mto be
executoede%tﬁ‘a}l‘i’ BgC Woﬂ!ﬁa]d 3ea)fﬂ“t WPF%FH & ‘5 The
aforenenhieg{h,eﬁnﬁmRnﬁﬁﬁdgwﬁvsﬁbnemm&ﬁﬂémbhfes:irmmncalhpt ed because the
conput er system nust be able to read and start executing the program.in

order to be 30 able to decrypt information stored on a nmass_storage devi ce.
If all i Thesoraddednres imrobe 4 harge dieount of conprtagprockssing anil yse of wecidinally pt ed,

the prog stored in a second storage device w thout encrypting
t he dat aﬁ%@%&{lﬁ% eon. Anot her obvi ous drawback in

Using software encryption programs will expose the allocated encryption keys when
they are processed. Unauthorized persons, virus programs, spy programs etc:, may use

these exposed keys to decrypt stored data,

20 To avoid some of the mentioned shortcomhgg above of securing mass stdrage data, it is
known fthat it is possible to encrypt all stored data on a mass storage device and decrypt

all data read from such a mass storage device.

One advantage of this scheme is that all data on a mass storage device is always
25 encrypted. This is achieved by providing a dedicated program fo be executed handling
the data stream to and from the mass storage device.

The aforementioned program however, cannot be stored .encrypted because the

computer system must be able to read and start executing the program in order to be

30 able to decrypt information stored on a mass storage device. If all information stored n
-the. mass storage device is to be encrypted, the program must be stored in a second -

- storage device without encrypting the data stored thereon. Another obvious drawback in

such a system is the demand for computer resources by the encryption/decryption

' process, leaving a lot less processor resources for the user of the computer system, and

35 the encrypﬁon keys will still be exposed when they are used.




such a systemis the demand for conputer resources by the
encryption/decryption process, leaving a |ot |ess procdsdebriaes2iféces for

t he us of conput er system and 35 the encryption still be
exposeg{v "é"r‘?aﬁ%y are used. 16 February 2006 WD 03/ 027§?§WP%62/ 00332 3

US patent nunber 5,513,262 (van Runpt et. Al.), discloses an electronic
device for enciphering and deci phering data sent to and from a nass
storage device in a conputer systemBby inserting the electronic device in
t he bus connecting the conputer systemand the mass storage device. 5 10

i s The cUiSneatént ngmites HEHISSHR @mﬂhnnbtceﬁdéé), fiscloges amptlectfamc devies dordi sk
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enci pher eyitaeby piselﬁ:m@ thmelepteorfi¢ 96%111 thmbh}ﬁ gasseing the eorppifer sysgmdaty om t he

mass st OEk%Qﬁasg debicough the el ectronic device. Enciphering/deciphering
are achi eved %S l'ying encryption/decryption algorithms (DES) and an

encryption/ decrypt ion key on the data stream passing through the
el ectronijge d@ﬁlb@tﬂlg ﬂ%ﬂq)aases ch@EIINE cd@.%§foh @Mﬂlé ,fommaxaaaskmrhemmmmt t he

sof ut 1 onhe eamREpeR ARl Borreastingto ¥ e GiReronis fevieer B AoRubRa 8y L Thor e
attracti ummﬁdsfmhmﬂptvhﬂadatseﬂeﬂoq;hemﬁdadmaﬂdltm ths ﬂj’lwhﬂndhqdpasﬁse
manuf act e tho é.l}rbfefr?lﬁrﬁ% %ng ﬁ%ljagee&évx Gth&'ﬁ A &gctfﬁgﬁé dih&0 keep track of

al | used Codes, ctronic -device col | apses, it nust
be replaced to gain access to the stored data. 20 ‘Therefore there nust

exi st anEhEi fotinlol RKIpR! gm{;grasﬂe %?@ggedk%sﬁpgﬁ/ﬁé)%ﬁﬁébﬁm%y& n !ﬂi}bﬁﬁuns' n

itself ﬂg sensase ng .t ey wou %‘e
t ransf er (PRY end q@eﬁnqrané pelﬁeysygtr@m@q;atqﬁr@amep%{qgoﬁmu thece over

the int eEIé@t%iﬁ@ Hege. s cnaﬂme@ dbdrenceuveL trdt te¥ioH hbleton®s She2fesints G@e
devi ce, whi, cg the%t%entral processor unit in the conputer

nvol
system REAP F‘B e%‘BiF AACEE P 2Phe conmputer system such as a

virusis wormor Trojan code, may hijack the key when transferred and the
enc.r ypti Be rE%XsiLkﬁg solution is a key hard coded into the umit, but a replaceable key 1s more
atiractive, if for example a used key accidentally is disclosed. The manufacture of the
encryption/decryption device must also keep track of all used codes, if for example a
‘used electronic device collapses, it must be feplaced to gain access to the stored data.
20 Therefore there must exist an index linking hard coded keys to specific devices, which

in itself represents a security risk.

Replacing the key would imply transferring the key from a computer system to the
electronic device over the interconnecting bus between the computer and the mass
25 storage device, which means involving the central processor unit in the computer
system. Malicious software, planted in the compuier system, such as a virus, worm or
Trojan code, may hijack the key when transferred and the encryptlon may be.

compromised.

- 30 UK patent applicétion number GB 2,264,374 (Nolan) discloses another device to be
inserted between a host computer and a mass storage device. Data flows between
several data buffers, which may be acceptable for a low speed tape recording system,
but the structure of the device cammot serve a modern high-speed hard disk drive.
Moreover, the encryption/decryption depends on the data block organisation in the

35 storage, which make the encryption/decryption device compuier system dependent.
However, the patent discloses a separate terminal where an operator can enter
encryption/decryption keys directly to the encryption/decryption device without
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conprom sed. 30 UK patent application nunber GB 2, 264, 374 (Nol an) di scl oses
anot her device to be inserted between a host conputer agFebrutig30G® or age
device. Data flows between several data buffers, which nay be acceptable
for a | ow speed tape recording system but the structure of the device
cannot serve a nodern high-speed hard disk drive. Moreover, the
encryption/ decrypti on depends on the 4ata bl ock organisation in the 35
storage, which make the encryption/decryption device conmputer system
dependent. However, the patent discloses a separate term nal where an
oper ati@yolvas therfeatral parsessipgtuns ip ghecropprtcnsysiesy Evei Whant ysingtapseprate channel

encry plubMPing Gy RbinOR sERMhL RephtbiaPlined, FROLUMY 006N dhiR\LBEM Ay tiRe
central processing unit in the cofputer system Even when using a separate
channefomPEEindypndigr REyjRl4t4dom a separate key storage media, like a smart
card, the data stream may be conprom sed and/or mani pul ated. One nmj or
drawback in the prior art is that all methods known so far utilise one

al gor i P fraReckimthe mrigr art jsdhajplbmethedsimerin sofir wiise eregisegtnmndioe ke¥qual

dat a st the Whble RfteRMI HPEEDgdNnbdla. tHIBAISANE R Will BE Bnc [ witipfhe Rfind to
crack the key and the encryption nethod used. A sinple exanple illustrating

y [ . )
this HESARPF Sedbusackibe kaand theenmppfiongrethpdiuged: Assimple gramnbeillssetyptisd t o
for expsmake wolld be thaBihe FREIRARIOR NP wdultBe entSptell fo Br 4EMPleiEOMWERERERSE 1N

an English text, and that this two-letter conbinatlonlgylpe often is the
secondPhisaise vew feequehplupedn an Bnglishhisxlerngdhat gis mHedetiracenaipptign guiteaifign iso cr ack

the cagescbhi@tphtaSe thaQehtenck MNREsRhtidnBd baNeRthiyRIFERAGE B RIR 1ok istl&.
i nvention provide an inproved nmethod and devi'ce for enabling storage and

retrieval of encrypted/decrypted data to/froma nass storage nedia in a

conputSimmi§lof MeQbvétiBh | ar system environment. According to .a first
aspect_of the invention, there is provided nethod for encryption

(enci grehodimgnts of the iyentiog)prefdds s immspved dacthoshand; deyice dersenebling) storege ¥ dat a

i tens rbiens beEdcBbtddRcQiptbd & R/IFRSS maS REBGEmEBLita coM}RIeR sf:0f FRSRiRt O age
medi a conprises physically addressabl e areas, characterised in that the

met hodYEFRFIIOBECHhe steps of: provide a plurality of encryption/decryption
algorithnms w th associated encryption/decryption keys; select one and use

sai d one of said Plurality_of _encryption/decryption algorithms with said
asPerh PHIhF inetion, thase ispapvided mpethedt Soroenaryntin GrcipRttingss on
the msﬁmgﬁ@/@e&yﬂml(aecﬁwgﬁ{gg dEJEFanﬁ;ﬁh?%f’ &t ApmS l@ﬂaﬁgfa}ea%' &R RdmsQ! d

associated key is base at | east two physical addresses defining an

upper SFEemsier wheeithe §a9sq storpge regliacomprises physically addressable areas, characterised in
that the method comprises the steps of: provide a plurality of encryption/decryption algorithms

with associated encryption/decryption keys; select one and use said one of said plurality of
encryption/decryption algorithms with said associated key on a data item to be transferred to or from
an address on the mass storage media, where the selection of said algorithm and said associated key is
~ based on at least two physical addresses defining an upper and lower address limit of a span of

addressable area enclosing said address of said data item on said media.

According to a second aspect of the invention, there is provided device for encryption (enciphering,
scrambling)/decryption (deciphering, descrambling) of data items iransferred to or from a mass
storage media; where the mass storage media comprises physically addressable areas; characterised in
 that the device comprises: a plurality of electronic encryption/decryption circuitry sections with a

receivable connected memory space for associated encryption/decryption keys; a comparator circuitry




addressabl e area encl osing said address of said data itemon said nedia.
According to a second aspect of the invention, there is lorkebrudeg20®vi ce for
encryption (enciphering, scranbling)/decryption (deciphering, descranbling
) of data itens transferred to or froma nass storage nedia, where the
mass storage nedia conprises physically addressable areas, characterised in
that the device conprises: a pIuraIiﬂ? of electronic encryption/decryption
Ci I CUigaftitioBQCIn O PRiraltyt Bf Sectidd CRMPARE irC BRAREERE 7B WHY-aSipaaeabidmeass0CI at ed
encryqtiqn/decryption keys; a conparator circyitry 16 Februarg 006, 4a
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or. equherhtes ihenablaiptsinhl, of essRiseld PRITGGY of QEBEdnParator VAAEH &Y edabEngOdigrialits of

i jn each said partition of said

said gate ener ates, an enabl ing signal,
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plurality of electronic encryption/decryption circuitry sections.

Enbodi ment.s of the present invention provjde a nethod and a device that can
enory R Encls ot s Resg Pl R RS Aemos e oaP AR oG age
medi a datat octee Al adir@bdbledlatchy @f a @RS WRkdpoNMEEST Wil | @0 af GOplhirdlE nd
keys, mhereg}he sel ecti.on of the ug&gnt algg%k hm and key useqd on.the

cur r erfECRIBOR/ detraHoRiAenTi s AR Kyt aseedpe teloH SUFEEElEsH™ 1 KshyEt cal

addr esaake @frehtaiaRriteandlithit! fHeadrad e 5%a, lid Bastdod haphsRansldeaies oplddecsgabl e
area on thg na?s.stora%%tmgdi ) Ege arraggenent of a,device according to an
enbodi"REFAdGEss Hmifs fpbwghsaid addrsablvereast Bemassirags@ediacr ypt / decrypt e-mai | s
or other types of electronic nmessages on the fly. The key and the
associated encryption algorjthmcan be a s em that provides a public key
and a T%ﬁava%gémﬁ@ o VFﬁiagm ran ‘iﬁ@r"gjﬂ}?&t ‘&fﬁﬂf%%ﬁ"g‘&‘%%%&“ﬁi s can
est ﬁbleil@bp@eawwlﬁaismameﬂ %@rofré&smgﬁﬁbl_ ﬁéﬂ&g{eho% ﬂ{é:fry. Mlﬁeymhﬂ‘ﬂﬁa‘%sdéﬁtéﬂ ﬁnd by
exchangi ng. i nfornati on on ich public key and al gorjt t he pessage has
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be totally,independent and | sol ated,. even _when stored op the sanme, nass
st or a@EVRREPYE AR ripaging nforrgtiop Qpwiyeh Rl a%a-%ﬁv\gmfge ﬁ@%ﬁ?ﬁj’g}ai‘/b%% 5
encrypted with. .

In a preferred embodiment of the present invention, a method and device is provided that allows
different operating systems to be totally independent and isolated, even when stored on the same mass

storage media, and loaded into a computer system only




when a correct key is inserted in a device according to the present
invention for that operating environnent. |In one enbodilgrbnety 2605
invention, a user/admnistrator of a conputer systemw || have his own key
stored encrypted on a key carrier that transfers the key to the
encryption/decryption device on a secure channel. This arrangenent allows
the user/adninistrator access to own>ata files and pernitted operating
envi ronment. When such a key is renoved fromthe device, the possible
action perfornmed, according to a preferred enbodi mrent of the invention, can
be oneViR & AETePLkeYOIRi iAtgTted Ehatdeing 2eraung: Wehe et dRventiqrstor dhab oprraie

execut dnifGoriMeA0 1R 8Be bfibddifent @4t iBVentist, ARRLMEANEX K& 0PY coRpRE §88matkilier a
predefined time period or just IeaV|n% t he comguter running until the

conputhiéye his gwh keyl siereq ensp@ted gn 2Aey cHTie Uy tramsiory he ko) Rowrpapine/deenipiiored when

t he baRbicodn &lbkadufeSchagti. This HAGngfRhNIMwE i HEWIRMSAGRP ERTo bRn b Siles
particul ar enbodi nent of the invention provides a substantial i nprovenent

of - dat3ad Peryiish gperating cpiopuesy Wsk seh akeytisfrmened fiom the deyiee, thyprsiblgent s of

t he prR&&iferfoRNRNiding 8SK plefiried SbiBndt SOBY ReidE, LA BPSHe Jriugsoi®ihed and
device for providing a key to_an encryption/decryption algorithmrunning

in an SBWHBYANEhthe SPmPYE. JUsLPRPINGEXeEIIRE Prog@E ik the AMBYE SIRPPIBS (HeENIngf an
exanplo@imaite EREiRaL 1i:aé pbild & }a&el&{viﬂfgnfﬁg RbdPier fihing dnlaRé ebfpuler

schematic view of a secure channel transferring an encryption/decryption
key fro¥HFR 1s ghaeted. i s noint. bR &pY tppd hﬁfreﬁlaﬁeﬂi‘\gwnahe bopting atprts pgpiny 1ﬁlévi ce

accor ghdiighdtAd tdedcdERe@M th MU Piﬂi&ﬂbr%trﬂaodiﬁleﬁ%‘itﬁé Svéntioe DEIVRICL & shidkawdl and
I nterconnecti on of func_tl onal units in an electronic evice accordi ng to

a pr eff@POgEM faSETIGR 2 CABPHFTSSRER SYSPR BFRIPBALAMN 9. 4 is an illustration
of an encryption process according to an exanple of an enbodi nent of the
present .inventign. Fig is an illustration of an encryption Frpcess

.. 5
accor dirppgdimsnty 9t @R&Wﬁ?“ém&?nlﬁgﬂ seshiruRIPYidha segyre pprblampgr dkeg giethod srdpevispfor i g, 6

IS an prdvidisd 4 iy it®h QbrytidWRES PR QMR lmﬁﬂ%' Qh eRBo@MER YPihe AeRicACESS
accoré?ng to ?ﬁe presgﬁi Lﬁggntion. WO 03/ ?78f6 % 16 Februa?yCEOOG

PCT/ NCO2/ 00342 Fig. 7 depicts a schematic view of the conparator system
accor ¢igg dbgicts B schemBRAidiestan cRImPIOSE an MBHLIIOR oBBB bk &flinvhtbhg- 3. Fig. S

depicts a system according to the present invention, where the master boot
record s of a disk systemis interchangeable.

Fig. 2 depicts a schematic view of a secure channel transferring an encryption/decryption key from a

smart card, or other type of carrier of the key, to a device according to the present invention

Fig. 3 depicts a schematic layout and interconnections of functional units in an electronic device

according to a preferred embodiment of the present invention,

Fig. 4 is an illustration of an encryption process according to an example of an embodiment of the

present invention.

Fig. 5 is an illustration of an encryption process according to an example of an embodiment of the

‘present invention.

. Fig. 6 is an illustration of a preferred embodiment of an encryption process according to the present

invention.




Di sclosure of the Invention A mass storage device is connected to a :
conput er system by, a mass storage bus (such to as cabli Febappepoos fibre

etc.) t\k}ﬁtosﬁﬁﬂﬁ des the transfer of data, control codes Pa&g?oégé#‘z Scodes

bet ween the nmass storage device and the conputer system everal
types of such bus systenms and protocols used for this purpose. Exanples
are SCSI, |DE, AT, ATA, USB, FireWre, FiberChannel and others. These is

" bus types are well known for a personeéskilled in the art. The present
invention can use one or nore of these bus protocols. An electronic device
13, accoFigi hgepiotsarschaalid wewtofdhe conapiraipe system aceardinigdouthy ¢mbgdimentoo 1. A

mass st 0f898 i ReNE&Eadricted liscating with a conputer through the device 13
o de e Pl

that provides a end comuni cating with the conputer 10 via the bus
segnent 11, and a second end 14 comunicating with a nass storage bus

devi ce 1figVE defifie alystems 8@FRIBAg ithe phReltubvekioNPRherd the MadtethiobBiebyrdusi Nng a
st andard s, storage bu r%i’gecol as known to a person skilled in the -.
art. The® 51%@6@?1?5’? r%xg.ﬁg “the same protocol as 25 the segment 15, but
can be different, for exanple a serial bus while the segnent 15 is a

paral | el %U .surThO? ﬂexi‘(]:eet%S wi || anyhow receive data or transnit data to
and 'fronP_fFi 50 ﬁ BN %k ng the conputer system 10 with the nass
storage device 16. Data sent fromthe conputer system 10 via segnent 11 is

: ta sent T )
STor ho- RRe 0sd doric 5 "G RLA® ehmpuy SRUCATHE 23605 SLEAE DibTaReS

‘decr ypt et wshle; epppeT 91 fibrerdie) gJéFrgmér&ﬁﬁ e trapstor pldataecarigl godes apd stafis

present (JuéeRdcivesh thehedse stdifesRUMBRKd iHk coshuidiayseanent 15 utilises
different bus protocols, the device 13 also serves as a transl ator between

the two protocols while, on the same tine, providing encryption/deciyption
of user Tigdra a8 sedealf types IE ch dndi ngtes tilvk ppotesdn tused fanthiopurddse devi ce

13 can arr.an e%'gdinéger t y. F a ; rﬁﬁ[ i.Qn h nits as
depicte }FEWIRI?SQ. © (% g ? éﬁ?%’%’dﬁgg’ g.%ei n égﬁ[&aﬁigc%%r gl %)#Hqgﬁale%ai esgi» sk
cont riel | ars.types atchivell kagen tfore prusonsgindrin thelati.s typical ly a nmass storage
bus. 16 February 2006 WD 03/027816 PCT/ NO02/ 00342 7 The bus 15 will
typi cal I}yﬂé)e an internal bus definition connecting directly to the hard
“di sk dr i Vs preseat Byention gaRtuse ABE ARTICEQE TS Dys PEHOGE- ment of the present
invention, the device 13 will be a .
|  An electronic device 13, according to an embodiment of the invention, is shown in fig.
20 1. A mass storage device is communicating with a computer through the device 13 that
provides a first end 12 commumicating with the computer 10 via the bus segment 11,
and a second end 14 communicating with a mass storage bus device 16 via the bus
segment 15. The bus segment 15 is typically using a standard mass storage bus protocol
as known to a person skilled in the art. The bus segment 11 can use the same protocol as
25 the segment 15, but can be different, for example 2 serial bus while the segment 15 is a
parallel bus. The device 13 will anyhow receive data or transmit data to and from the
both ends linking the computer system 10 with the mass storage device 16. Data sent
from the computer system 10 via segment 11 is encrypted on the fly in the device 13,
while data sent from the mass storage device 16 via the segment 15 to the computer
30 system 10 is decrypted on the fly in the same device 13. In an embodiment of the
present invention, where the segment 11 and the segment 15 utilises different bus s
protocols, the device 13 also serves as a translator between the two protocols while, on

the same time, providing encryption/decryption of user data on the fiy.

35 -According fo the present i.n‘ventidn, the-device 13 can be arranged in different ways. For
example, the functional units as depicted in fig. 3 can be arranged as an integral part of
a hard disk controlier. In this case the bus segment 11 is typically a mass storage bus.




5 circuit designed to be part of a notherboard of the conputer system
Typically, the bus segnent 11 will be inplenented accordi6ﬂ@bf@rﬁm0mternal
bus def | pf the notherboard, or will be tailored cate with
a pr ogr{’avrrarjlmfﬁge I nput/ out put device on the notherboard, ?Fﬁie?jg]awrr%
Di rect Menory Access channel. The bus segnent 15 will be a mass storage
bus. 10 Data transferred between the conputer system and the nass storage
device can be divided in tw categorizs: Conmand/ Control codes and user
data. Command/ Control codes are all information regardi ng conmmand/ contr ol
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operation to perform which location to use on the nedia etc.
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por f or ireREH AR EHP 0F Birt ot Sotio B it SEBRE APl ale Bl r o | o1
w || act segmeidteske ﬁ‘ﬁ]mﬁsannhqﬂﬁnmtedalz&cordﬁxgotcdlanglmdslaalrrhﬁmfdaﬁnmxm of the
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al gorith B 196R8e KRaRRRrAieal functions and features inside the
- device 1 gﬂ:i}'he sc emé:3 on ow?gtg recogni ze such Command/ Control codes is

usual M specified in the nmass storage bus protocol. 30 In sone mass
storage IDaga F@ﬂ’aﬁéf@ﬁ@d HetWRWAKE combphiteMshbteMOind hePDES £bR 5& meeiete&m Bdie

Conmand/ Con codes to. ac |eve t he devi ce h
exanple. AR iRt rieS o FoRHEngeaBh ot o dit. cenpidRRRke
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typi cal | . ut s e Vi d he
devi co 1 PRRL BB aes Tollfund 49N i gl i Blhai i off
conputser themassi storeggmpdial iwhigh operatien toaprefomanwhich legitikn dmnse an the pradson
skilled g the art, as when the Command/ Control codes where extended. The
conput er system and the 16 February 2006 WD 03/027816 PCT/ NO02/ 00342 8

Command/Control codes are read via the first end 12 of the device 13 from the bus 11,

and then written by the device 13 to the second side 14 onto the bus 15 without
20 encryption or decryption (there can, however, be performed an alteration in some

cases). The mass storage device controller will act on these Commands/Controls

according the manufacture specifications-of the mass storage device. This arrangement

of selectivély identifying Commands/Codes or data, are used to send extended

Control/Codes that acts on the device 13 to select encryption keys, algorithms and other
25 operational functions and features inside the device 13.

The scheme on how to recognize such Command/Control codes is usually specified in
the mass storage bus protocol.

- 30 In some mass storage bus protocols, however, it will not be possible to extend the
Command/Control codes to achieve actions in the device 13. In another example of an
embodiment of the present invention, it is possible to “borrow” some blocks of data on
an unused area on the mass storage media, typically an area outside the storage device
limit (hidden area). The device 13 can use such an area as a communication window fo

- 35 the computer, and it can be used in the same manner, as known to aperson skilled in the
art, as when the Command/Control codes where extended. The computer system and the




device 13 can read and wite nessages (comands, instructions, data etc.)
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t o hawe Swmclitdressatiliatian ehskswictd &ub aelchpbs satzoehlgi mbgowmﬂm)n cathebear ea on
a nass Shﬁél@x%@nt%d' a to constitute functional nmass storage solutions such

as file tens. An addressable area on a nmss storage nedia is usually a
consecutive physically addressable area of the nedia, limted by a |ower

and uppefy ?&%@tﬁ@r SabédinRs: dhGe Sﬁﬂ%ﬂtl&i thd) ﬁig@ﬁﬁﬁﬁsﬁ?«ﬁhﬁ%ﬁ&@@d iMaSsicroSt Or age

systens are lllsually arranged in a %{ c | a ers deflnlng
~ di f f er enfoRiplley yeanizgmenty Whetethe pelion sg&@tnag éé@ al§9§ s badpapl e i s
t he R@l Ddidiesdat piogt@Mcounter content i the micro controller. Each of said program counter
- contents corresponds to the start address of each algorithm stored in a common program
memory. The program memory can be a fixed non-volatile memory or a random access
memory initialised at power up time from the computer systeri 10 for example. Such
fransfers can also be encrypted and/or be subject to rigid authentication procedures as

25 known to a person skilled in the art.

Large mass storage devices need to organise data to be manageable by a computer
system and provide a functional file system for a user or an application program. The
basic formatting is a block/sector division of a media. Generally it is necessary to have
30 addressable areas with sub addressable units within the area on a mass storage media to
constitute fumctional mass storage solutions such as file systems. An addressable area on
a mass storage media is usually a consecutive physically addressable area of the media,
limited by a lower and upper address defining the span of the addressable area. Mass
storage systems are usually azranged' in a hierarchy of logic layers defining different
35 types of for example storage areas and systems. An example is the RAID disk system
definitions. An address to such an area is usually referred to as a logic address. In the
present invention will ali references be to the lowest level of address — the physical




" definitions. An address to such an area is usually referred to as a logic
address. In the present invention will all references 0& Hebriabe200Bnest

| evel - the physical 16 February 2006 WD 03 ,
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20 aforementioned algorithm,

In an embodiment of the invention, will all the hard wired processor algorithm sections
41a, 41b, ..'., 41n contain a memory area with the same number of memory cells as
there are algorithm sections. The linking of an “is mine” signal to a specific algorithm
- 25 section will then be accomplished by entering logic 1 in the cell with an address equal
to the number of the algorithm section, otherwise zero. By combining each “is mine”
signal from each comparator with all the cells with corresponding address as the number
of the “is mine” signal, will the selection of an algorithm be interchangeable
programmable. |
30 '
In an embodiment of the algorithm sections by a micro controller, can associating
- correct content of the program counter with the associated is mine” signal do the
selection and interchangeable programming.

35 The comparison arrangement is repeated n times in the comparator block 40, one for
_ €ach of the n sections ninning an algorithm.




30 In an enbodi nent of the algorithmsections by a mcro controller, can -

associating correct content of the programcounter wt h 6tHBrasE mieat ed "is
m ne" g the selection and interchangeable pro ] gs The ]
corrpar‘i%ggﬁﬁgzrﬂlgfé)'ngerrent Is repeated n tines in the corrpgéfaﬁorh%?% X 40, one

for each of the n sections running an algorithm 16 February 2006 WO

03/ 027816 PCT/ NO02/ 00342 10 Figure 4 illustrates an exanple of encryption
of data el ements (bl ocks/sectors or HHdressable areas) where data are
different, but the sane key is used. Figure 5 illustrates the sanme

encr ypt | BiguEc Hetiisiaies png W.mpi? BuancryplicR; of dranpipmertio(blicks/seaiore at a
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if the s .
sequences of data) of data will be encrypted identical, as shown in fig. 5. The random

numbers are generated and stored in a table inside the device 13 addressed by the

20 block/sector/addressable area number. In an embodiment of the present invention, there
can be a plurality of tables that are addressed in two steps, first by the selection signal
“is mine” generated in the comparator 40 and in the second step the block/sector/
addressable areca number. This arrangement provides the same random number for the
same  block/sector/addressable area  number thereby  ensuring  correct

25 encryption/decryption of the same data elements, while at the same time providing
completely random paiterns in the encrypted flow of data, even if the same data
elements appears and keys are used, as illustrated in fig. 6. The content of the table can -
be generated internally in the device 13 in a micro controller 51.

30 Referring now to fig. 3, to write a data block (sequence of data) to a disk, the computer
has to tell the disk controller where to write the data via a block/sector number. The
encryption/decryption  device will  receive the command with the
block/sector/addressable area number via the part 12 of the device 13. The protocol
interpreting part 30 of the device 13 will recognize this as a command and feed it

35 through its interior data path to the part 14 of the device 13. The protocol part 30 will
also store this information and feed it to the comparators 40 inside the device 13 as




el enents appears and keys are used, as illustrated in fig. 6. The content
of the table can be generated internally in the device 16Febfuaty 20065 0

cont rol 1 o Referring nowto fig. 3, to wite a d tm sequence
03
~of data z 78&‘?sk the conputer has to tell the disk ggﬁtr('))%&e%r‘év\here to

wite the data via a bl ock/sector nunber. The encryption/decryption

device wll receive the command with the bl ock/sector/addressable area
nunber “via the part 12 of the device 3. The protocol interpreting part 30
- of the device 13 will recognize this as a conmand and feed it 35 _through

i ts intedésoribastoveat BtartoBlook” pad {Stop Block'heddiesses cddmss phanpisst ddsl part
30 will &Jﬂd& ?tore this information and feed it to the conparators 40

i nsi de th evice 13 as WD 03/027816 11 16 February 2006 PCT/ NOD2 /00342
descri bed above ("Start Bl ock” and "Stop Bl ock" addresses, address of an
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correct gorl m sec \When d %ﬁhl s read from
the nassciyptrtagd2deey fheeughghe @fpréectétgﬁt}tm S@Bﬂ%l%“ﬂ-@aw and t he
protocol part 30 will arrange the data flow such that the data is read

formthe_mass storage_device to the conmputer Vé ?Fﬁt he correct decre\égtl on
funct i onWhesi dada 1p goadh drome g gnasy yiprage SORICE o rRPERLer 04 B 54 above.

Wen t hecdixﬁﬁtﬂﬁdwantiehaptoaocbt pdrt 80 vallarhsge thhdatdinyasaethahatstbe deeris #@d whi ch

contains_t he, set npar a EER80PAsidee nmass
storage TG He O Stéftaege Wg?y%{hgd’owp Ftergafn%e?g%%&%lég%b Iﬂ ?mgt art Bl ock"
and " St otheRlenick'] 3 dul o sEibe manne dsldeg@ibséabotehe out put signal "is mine" that
corresponds to the current sector thereby selecting correct algorithm

section 4la, 4lb, 1n and associ ated key. The encryption/ decryption
o gor | 1 hGhendhe eeadsnih dats HoRGtte, e OTRERE SEEAG M Igpns (RSP O

of comparators describing addressable areas on the mass storage media that are
encrypted with different algorithms (“Start Block” and “Stop Block™ addresses), will
20 send the output signal “is mine” that corresponds to the current sector thereby selecting

correct algorithm section 41a, 41b,. .., 41n and associated key.

The encryption/decryption algorithms, 41a, 41b,.., or 41n, will start collecting data
arranging them to the bit size the algorithm use. When the correct number of bits is

25 collected, data will be sent through the current algorithm section 41a, 41b,.., 41n
~ selected by the comparator 40. After encryption/decryption, data will be split into the
crypto bus bit size and sent from the output of the current algorithm 41a, 41b,.., 4in
back to the crypto bus 32 down to the protocol part 30, that split the data to the bit size

of the bus 15 or 11, and sending the data to either the computer 10 {decryption) or fo the

30 mass storage device 16 (encryption). The encryption sections 41a, 41b,..., 41n also gets
information from the comparator when a new data block starts, to be able to use CBC or

other encoding functions to extend security.

The protocol part 30 issues also all the necessary “hand shake” signals being part of the
35 bus segments 11 and 15. '
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the curr ?1?“15%@ r‘%oflﬁﬁn Pe gghg ﬁwgragcgrrpar ator 40. Initialising the )

encryptlon/ decryptlon system accord| ng to the preferred enbodi nent of the

i nventi aﬁ‘s\llngqgée rﬂiﬂdﬂ/d&ﬁry@ﬁﬁﬁ@ &erﬁ'a@@dﬁdﬁg% ﬂﬁsspre&r&ﬂ(%mﬂ@ﬁﬁﬁém@ﬂdr ess, a
key and cator 41n to

orjt section 4
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block address, stop block address, key and algorithm indicator. Other means for

providing this information to the device 13, such as an infrared conumunication tink or

20 radio link 62b etc., can be used according to the invention.

‘When the device 13 is started, the internal micro confroller 51 will collect keys from the
key carrier 63a. The micto controller will send keys to the correct encryption section via
a security section 42. The security section will prevent keys to be destroyed if the micro
25 controller 51 should start running malfinctioning code. The micro controller will also

load the comparator values.

The internal ram 31 (random access memory) is amranged the same way as an
addressable portion of a mass storage device. That is, all the common features of the
. 30. device 13 in accordance with the present invention can be applied on the content of the

ram.

To use this functionality, extended codes as described above, can be utilised to transfer

a block of data to and from the ram 31 either to/from the computer system 10 via the

35 bus segment 11 or to/from the mass storage device 16 via the bus segment 15. Another
~ method of accessing the ram 31, is to use it as a memory location outside the disk




20 radio link 62b etc., can be‘used according to the invention. Wen the

device 13 is started, the internal mcro controller 51 vidFebewdry 2086 keys
fromth rier 63a. The mcro controller will se t he
correct %é%(@?’%’ f‘{)n section via a security section 42. ?ﬂ%ﬁgéiﬂ@gf@ section
w Il prevent keys to be destroyed if the mcro 25 controller 51 should
start running mal functioning code. The mcro controller will also |oad the
conparator values. The internal ram 3%43(random access nenory) is arranged
the sane way as an addressable portion of a mass storage device. That is,
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the mcro control nd prererre odi nent of the present
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m cr 0 Corihfé?ﬁdlﬁrrméi&ﬁ PRNdERSAY3. thleSe ééﬁxﬁbﬂﬁhﬂi&ﬂfér%ekﬁﬁe ke todedd keys 63, 65.
cont ol | e KRHCTHET 0 Op ey WP FBHIBEEIBE A RFEEORpTter S9abem 48: and
directisy . internally inside the device 13. These communication cannels
oL UoE SRR Rl R £l g sl By 0
one embodiment of the present invention, the ram is used to load e-mails or other types
of electronic data such as files, network traffic etc. to the ram 31, encrypt the content of
the ram in one selected section 41a, 41D, .. , 41n, and then read the encrypted data back
20 to the computer system 10 where further actions on the data will be executed. If the

length of the data exceeds the size of the ram 31, the communication protocol will split

the data and then loop the different séctions of the data through the process as described

above until the end of the data.

25 When an encrypted e-mail or other types of data has to be decrypted for instance, the
user of the computer system 10 has to load the e-mail or dafa to the ram 31. Then the
device 13 runs the proper algorithm and the decrypted e-mail is transferred back to the
computer system 10. Keys for this operation can be public/private key systems
providing a secure system where the keys never are exposed when they are transferred
30 encrypted, according to the invention, to the device 13 as described in the present

disclosure.

One important aspect of the present invention, is to provide a secure handling of
encryption keys. In a preferred embodiment of the invention, a key is first fransferred to .

35 the micro controller from the computer system 10. Then the device 13 can perform a
~ selected encryption of the key, and then the micro controller 51 can transfer and load the
encrypted key to the key carrier 63, 65, for example a smart card. In this simple manner




Whi chever inplenentation, the ram 31 can be utilised in several useful
“applications. In one enbodi nent of the present inventi d6Febhary2006i s used

to loaq e-mnils or other types of electronic data such ' net wor k
traffigyépg&bﬁg the ram 31, encrypt the content of thePégﬁbh%&Qﬁ% sel ect ed
section 4l1la, 41b, ..., 41n, and then read the encrypted data back 20 to the
conputer system 10 where further actions on the data will be executed. If
the length of the data exceeds the sj4gze of the ram 31, the comunication

protocol will split the data and then |oop the different sections of the
dat a' t hrigygibidieandr dsteacasditeso thd prserd ioveation pravidevesesyrs dropglandat a. 25
When an encrypted e-mail or. ot gdata has to be decrypted for
instanceﬁra‘fs%%&ﬁ%cé?ptgge?wtéogln% %lelré/dg?si?ée)%xslo'has to load the e-mail or
data to the ram 31. Then the device 13 runs the proper algorithmand the
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accor di nghtigr e fBMRDhdiStend ﬁhets&ﬁ.lfrﬂj?‘bf a&e¥3ARSvdesord ingubriant aspecquesegt
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i nventi thnd&nleﬁyryﬁéﬁoﬁ kepfortarsassidre i €rs ments thhwhele &ep presass will pcgedom t he
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encr yjpt eevdaciirthe. t he key carrier 63, 65, for exanple a smart card. In this

si npl e manner WD 03/ 027816 14 16 February 2006 PCT/NQ02/ 00342 the net hod

and devi ce accordi n‘%dt o the present invention provide g}ﬁsecure .ctlaonnel and
6én 5
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such as smart cards. e y carri t echnol o er y adat a
cont ent Tesdergler @Rl EP%P&WEI'}%P@ f’g%?ﬂrcgmr‘?éﬁ’ é’%%/%ﬁ%e %ﬂ%ﬁ glteag%cre He?fe%‘ fé’a key.
An even gahRecivenor biet siaseddviad key carrier technology is that it is
"possible to et the key carrier in itself generate a random encryption key

for a session. In this manner the whole key process will proceed = w thout
i nt er ventThe keysf arastpréiimeentema idovises biepety Tharerasagim grethpds dctiPiig XS t he

keys data internal in the device 13, in non-volatile memory 52, 53 where the user has to use
authentication procedures to enable these keys (this is a procedure that can be done

20 together with other security products).

The present invention protects the loading of external keys by encrypting data to/from

the key carrier 63, 65. According to the present invention, after detection of a key
carrier 63, 65, the device 13 will send a public key to the key carrier 63, 65. The key

25 cartier 63, 65 will then encrypt, with the public key, a session key to the device 13, then
the device 13 and the key carrier 63, 65 can start to communicate. An alternative way is

to use a key exchange scheme (for example Diffie-Hellman key exchange) to define
 session keys. The session key will encrypt all data on the communication channel 60.
The invention will send check messages to the key carrier 63, 65 to ensure that the key

39 carrier 63, 65 and key device interface 61 is still on-line. This check messages will be
sent at randony time intervals with enough data to be sure that the key device interface

61 and key carrier 63, 65, and the device 13 can authenticate each other. If the key
carrier 63, 65 detects irregularities, it will be shut down. If the device 13 detects

| jrregularities, it will be shut down. One exception to this scheme is that the keys can

" 35 have a lifetime parameter. This parameter tells the device 13 how long time period the
keys shall “live” in the device 13 after a key is removed. If the key is removed,
‘according to the present invention, the device 13 will not shut down the key before the




o even further. The key carrier 63, 65, carrying the keys, are directly
connected via the communi cation channel 60 to the devi c& FeBruafyn2006ey

.deV| ce Wt Bhhas f 61 can be a dedicated smart card r_eadcf, 2fﬁﬁ(ﬁgpl e. For
ot her types of key carriers, it can be an IR transceiver,

transcei ver, or other similar device. The keys are stored |n ext er nal
devices 65 or 63. There are also nethods for storing key data internal in

the device 13, in non-volatile nmenoryl%2, 53 where the user has to use

aut henti cati on procedures to enable these keys (this is a procedure that
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public key, a session key to the device 13, then the device 13 and the key
carrier 63, 65 can start to conmunicate. An alternative way is to use a
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channel Ion W messages’to the key carrier 63,

65 to ensomtenitdanbe mpvslificd or3dhangad; pd themseng g ﬂaﬁ@omnwﬁr@@tﬁrﬁﬂ@r%@e 61 is

still onylik Benciidfivee SCAlter TRRRABOELI bh ab(ﬁsk 89dm, 28han @ Pasitibh bk oer val s
wi th enough data to be s rethat t he ke |ce|nter Hic% 61 and. key
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tells thdndeV|ce 13 how long tinme period the Kkeys shall "live" in the

device 13 after a key is renoved. If the key is renoved, according to the

- present invention, the device 13 will not shut down the key before the WO
03/ 02Ymﬁhﬁmlasuseéﬂrmmqﬂnzmd@m@@fﬂGWMMZHd|0fﬂeqr|q¢§1mépss WBakeHEgret he

predefi n%ﬂdn@%s&%feb@s"excﬂsive%&%ﬁ aftehBedchbh 8f ddeamperi ng” with  the key or
the key device interface 61, will cause the device 13 to shut.- down all

~keys.  Shut down, neans, t hat keys are detectably renoved fromthe device
13, and tAweshdemiiadfig. 8 a hard disk device 16 can be split in several independent isolated

areas of storage. A MBR ( Master Boot Record) contains the necessary information a
20 computer system first is loading wﬁen a system is booted. The content of the MBR tells
the computer system where and how to load the operating system from the hard disk -
drive. The MBR for different operating systems on the same hard disk drive can be
- stored together with an encryption key in for example a smart card, in accordance with
an embodiment of the invention. As described above, the MBR on the smart card can be
25 loaded o the ram 31, be decrypted and then be used as the MBR of the hard disk drive
16 connected to the device 13.

The present invention provides also a 2-step boot method of a computer system. First,
send a program code segment (stored in the device 13 in the non volatile memory 52, or
30 in a key carrier, such as a smart card) to the host computer systemn 10 that gives the
user/administrator a method for authentication. Secondly, after the authentication has
been successful, download the master boot sector from the hard disk drive to the

computer.

35 The present invention increases the security of a mass storage device by providing a
method and device for encryption/decryption of data stored on addressable portions of
mass storage media with different algorithms and encry_pﬁon/_decryption keys.




13 will no longer gain access to the protected area defined by the key. 5 -
Referring now to fig. 8 the present invention can al so dsdebhrare20iat a

interc ion; it means it can tag a sector/bl ock e the
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changed, and then sent to the host conputer system 10. Wth this function
we can alter partition tables on a disk system change partition tables to
1o match a key set; e.g. different kgy set can boot the systemwith
different operating systenms. One key unit can start operating system1l,
anot her key unit can start operating system 2, where operating systeml1l
and 2 arg | C; rs J i ; igis a
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than onepar§eransddressabkepartipn ef the siosageanadlibr ot ecti on of data. As shown in
fig. 8 a hard di sk device 16 can be split in several independent isolated
areas of_storage. Mast er, Boot. Recorg%. ontains the necessary

A MBR .
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program code ségnent (stored in the devjce 13 in the non volatile nmenory
52, or éﬂo?lﬁseﬁmﬁwmé’ﬂ?ﬁ@td¥es§ﬂﬁﬁe&§drﬁssg{ﬁ]§d’tmé’;lt%m? 4t he host conput ér

system .10 that gives the wuser/adm nistrator a nethod for authentication.
Secondl y,, after the authenti.cati.on has, been successful he
mastor DU PISENoMVERTH PROVITRRY 50 4 RVt BT oI a&ﬁ%ﬁ?‘@%@%’q e
presast panicibdri eperatiny eytas anfieopsemtmgi dnyirofimentnfiem & therdadsk dbwiecte by
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present invention provides an encryption/decryption method and device that prevents
access to data on a server hard disk, when for instance the disk system on the server is

20 stolen or removed and fransferred to another computer system.
One other aspect of the present imvention is to provide an encrypted communication
chamnel for transferring keys between carriers of keys and a device according to the

present invention.
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16 February 2006 .PCT/N0O02/00342 One aspect of the present inventionis to
provide one key and one algorithmfor a particular addrieseshlagy pagst i on of
the stoxaggneyrgéa. s Yet anot her aspect of the present poy&dobodsszsS to
provi de an increased security when encrypting a such addressabl e portion
of a storage nedia with that particular key and algorithmby providing a
random nunber together with the key fq; random sation of the patterns
constituted on the nedia after encryption, even if successive data records.
are alike and encrypted with the sane key and algorithm The random
nunbers are stored in to a table permtting recovery of a particular random
nunber used when decrypting the data encrypted with this random nunber
selected by the informati on about the bl ock/sector nunber or address of

t he addressable part of the nedia. The present invention provides also a
system for securing the downl oading of a is particular operating system
and oper phidng (34akuisk onnent froma hard disk drive to a conputer system which
al so enabl es conpl ete physical and |ogical isolation between data files
for the different operating systens and users of the conputer system The
present invention provides an encryption/decryption nethod and device that

Dletem o ¢ KEAER, | By WBnBfof, THINMernE aciRpiingfBLiybtn,  RECRERRE T2, O K

conput er despeumdhlingDoé datahidems tprsferrest tof b fromes anass isiragn msdia vbers feovi de an

encr ypt eg I i: c i rd : @dhel ers of
i gﬁgssgg&gl}hgb GREdi® e%?lﬁgéétgoflﬁltyﬁlfggﬂy LAGRSLBI! 4B, KRMACBRINERANE

keys an _ e accor present invention. 25 30 35 16 February
2006 Wongtodzempasede NewnH0342 17 s Patent Caims: 1. Method for
encryption (enciphering, scranbling)/decryption (deciphering,

descranblin of data .ite transferred to or froma mass,stQr di a,
wher e t HEFO"H®npés e%ed?@%??ﬁ(%ggg’%%ys?lg%%mad Jitss g‘ﬁ?‘gﬁ%:{rig as,
char act egricegddion/detdyption heys; “ _

15

‘select one and use said one of said plurality of encryption/decryption algorithms with

said associated key on a data item to be (ransferred to or fiom an address on the mass

storage media, where the selection of said algorithm and said associated key is based on

at least two physical addresses defining an upper and lower address limit of a span of
20 addressable area enclosing said address of said data item on said media.

2. Method according to claim 1, characterised in that the step of selecting the

| encryption/decryption algorithm with associated key, further comprises the step of

combining said key with a randomly generated number, by concatenation, subtraction or

25 addition or combination of these operations or any other arithmetic or logic operation on
the two items constituting said random number and said key.

3. Method according to claim 1 and 2, characterised in that said address of said table is
an index constituted by at least a part of said address of said data item.
30 ,
- 4. Method according to claim 1,2 and 3, characterised in that said random generated
numbers are stored in tables where the address of said tables is based on two physical
addresses within said selected span of addressable area on said media.

35 5. Method according to claim 3 and 4, charaeterised in that at least parts of the content
of said table storing said randomly generated numbers is statically or dynamically
 replaceable stored in said table.




met hod conprises the steps of: provide a plurality of encryption/decryption
algorithns with associated encryption/decryption keys; 155 cbalaec2006ne and
use sai f said plurality of encryption/decryption jfhos with

sai d aé’g%g‘f’}ngigl& key on a data itemto be transferred to"‘gJF’g?’F’%Wé address’
on the mass storage nedia, where the selection of said algorithmand said
associ ated key is based on at |east tw physical addresses defining an
upper and |ower address limt of a spgp of 20 addressable area encl osing
sai d address of said data itemon said nedia. 2. Method according to claim
1, characterised in that the step of selecting the encryption/decryption

algorith i, t ssoci.ated k ur.t her. . qr 4.h t . I ni ng
sai d key?W&ﬂﬂ%fﬁgﬁﬁgmgy%ggﬁé?a{’eﬁhaﬁ crtr%%s(ré&) qu{hég%%lgt %ﬁétoﬁgsne?gcgﬂ%%rg@ct i on .or
25 addi t alporitim awhiidatspaated key hemprisgsdheatiesed: or any other arithnetic or

| ogi c operation on the two itens constituting said random nunber and said
key. 3. Method according to claim1 and 2, characterised in that said -
addr ess pfoviding at epblestions of gpanis feaddeespabls ersee @ypisting saichlawes apd PPek saj d
address g&dé%ilgﬁ%?aﬁpm 30 4. Method according to claim1,2 and 3,
characterised in that said random generated nunbers are stored in tables
where the address of said tables is based on two physical addresses within
sai d sel prdviding pEAkvk sadoihassaintrydn esideolleaiod ofeddrassaBk spanshdftatead is

~accordin 0 aim3 and 4 haracterised i.n that at. . [t t he
cont ent %Bfmdsﬁi ﬂnlé'a‘fﬂeeog?%giaﬁ%‘.’rg%‘ﬁ nlpgr%%?‘lrj’?ggtg%é) , g%ﬂé%l%ﬁ_ﬁﬁ tg’rﬁg 0|§rss(‘)i{d

st ati mal bigodthnohyewmnbe litkted torzpluaadsplof spatsorfeddiassabld dreaaly the seseRbbr uar y
2006 WO 03/ .216 Qﬂ( / a ' t Pyl

char act ef)g%ggg%lzl”‘ﬂ' i gg‘?sgaslgg%é%fthé%loggt%g%@%dgﬂ%gﬁbgéo?&?h%Sg{nd sald
associ at erdgeyedonpri ses the steps of. s providing a collection of spans of
addressabl e areas by listing said | ower and upper address |limts in pairs;

providing a |linking such that one entry.in_said collection of addressable
spans of taipgdhe pddress ofka datagitesp compaEng it W cPuaF%‘gruPP“Ffrr%‘l Weéﬁg‘&%ﬁ ng the
possi B | iiinitstik 84id @dBe@fonstbietbby detectably finding the pair of lower and upper address

limits that encloses said address of said data item; and

X

issue a signal or message containing information about said enclosure of said data item
address thereby identifying the correct one of said encryption/decryption algorithms by
20  using said linking of algorithms and span of addressable areas.

7. Method according to any claim 1 to 6, characterised in that said linking of an upper
and lower address pair with an encryption/decryption algorithm and associated key
either is a predefined static linking or a dynamically linking.

8. Method according to claim 1, characterised in that said keys associated with said
algorithms are transferred from a carrier of a key to said algorithms over a secure
encrypted communication channel by storing said key in a storage element readably
. connected to said algorithm.
30
9. Method according to claim 8, characterised in that the transfer of said keys is done by
a secure exchange scheme (Diffie-Hellman key exchange scheme) or with a public

private key scheme.

35 10. Method according to claim 8, characterised in that said transfer of said keys is done

with an authentication process.




io algorithnms can be linked to a plurality of spans of addressable areas in
the sense that one algorithmcan be used in nore than de&ebpary 2006

addr essefy) /@79 of said mass storage nedia; using the qagdieemee) a data
itemconparing it with all said upper and |ower address 15 |limts in said
col I ection, thereby detectably finding the pair of |ower and upper address
limts that encl oses said address of said data item and issue a signal or
message containing informati on about d& d enclosure of said data item
address thereby identifying the correct .one. of sai.d encryption/ %ec.r ption
al gor i t hrkl- Bylethod) ageordiisster elaim Sk icherasierisadyty tah fRdkRy <B4 B2 4§8Fessabl e
areas. 2%:o3ghkingYRbirasing efeicii()0ank@ dyvotatile Medndrp 6, characterised in that
said linking of an upper and |lower address pair with an
encryption/decryption algorithm and associated key either is a predefined
static |ilkiMegthod mcekdivgric aldiy 8,i cheravteris8d ivEBhitoshid seowd icogpmumicsiignm 1,
characterji,sed,i.n that i S ogl at.e A L I i :

Cr anef o raBrd g AL for S S 3 RS REE, ARHRaE kAR g

encr ypt edcacenodaikept andrencdrarypbbn/dgcrypian slgothind key in a storage el ement
readably connected to said algorithm 9. Method according to claim 8,
characterised in that the transfer of said keys i.s done b a Secur e
exchange ktRAésBod pgoording fojelajmd 4, W&F%%@agﬁiﬁgswe%@weﬁ’ﬂ’mﬂ ic
private kgyn%ph&end/3ba ibre dpth@dcaaehduiy to claim8, characterised in
that said transfer of said keys is done wth an authentication process. WO
03/ 027816 19 16 February 2006 PCT/ NO02/ 00342 11. Method according to claim
8, char act&mNghe herotrdiag ts alain K2ychmerctdrmed insthat sied comstingethgscursi dignnel

processi ng _el.epent and a. - ile menory. 12. Method according to
claim 8, lgﬁﬂlﬁeﬁggﬁéﬁoﬁmgﬁ%ﬁg%g? élécure communi cation channel is
constituted between a key device interface, receivable connected to said

o carrier ofs agkRYd adtiRg tSBRIN AL GIM-ARGYPt 2Rt 8digebistiiitd secure channel

15 isa wire based communication channel

16. Method according to claim 11, characterised in that said key carrier generates an

encryption/decryption key in said embedded processor.
20 - 17. Method according to any claim 1 to 16, characterised in providing the steps of:

providing a master boot record of a hard disk system encrypted with one of said
- plurality of encryption/decryption algorithms with associated key on a key carrier;

25 reading the content of said smart card thereby enabling a decryption of said master boot
' record in the identifiable decryption algorithm with associated said key;

transferring the decrypted content of the master boot record to a computer system
comnected to a hard disk drive sysiem thereby enabling booting of a computer operating

30 system and/or a certain part of a file system and/or a system/user environment and/or
~ other type of partition and/or information stored encrypted on said hard disk drive

system to said computer system.

18. Method according to claim 17, characterised in that said key carrier comprises one

35 ofa 151ura1ity of master boot records and encryption/decryption keys.




13. Method according to claim 12, characterised in that said constituted
secure channel is an optical and/or a fibre comuni catij@gFebpapn2tos 10 14.
Met hod according to claim 12, characterised in that said constituted secure
channel is a wireless radio comuni cation channel. 15. Method according to
claim 12, characterised in that said_constituted secure channel is is a
wire based comuni cation channel 16. 2%t hod according to claim 11,
char acfoer i sepevidd fhteabrypiindedciihe®ii) Sdr@hiblG s @&ipheRsd, YRtd-ARIRerstypt i on
key in_ said enbedded proc§Ssor.&g% 17. Ng?ﬁ%g®acégggfng&%o an clgﬁi1l to
16, cHPact®ry sd&dnifersdr olfi dPhg ol &t ePassof stoBey iRy aViskst B¢ bB8Y record
of a hajrshedingdiaS \eomBAE NEERAIBI ditifebsaBiBe afths, S ahdhctapbdd dhi vt Ohe device
encryption/decryption algorithns with associ ated key on a key carrier; 25
r eadi f§PHE*content of said smart card thereby enabling a decryption of
said master boot record in the identifiable decryption algorithmwth
associ ated _said key; transferring the decrypted content of the master boot
r ecor ¢ Ry ObRIFTHoBIC cagraption{dectyniiva ety 3elons Fpth agreskvabie comeds MEMP Y her eby
enabl ispgeBaakoBige® bncdytioRsHtioPRSE;at i ng 30 system and/or a certain part of
a file systemand/or a system user environnment and/or other type of
partition and/or information stored encrypted on said hard disk drive
syst em dognpSatdd cEONPY bafitisiés e Mplukfity WB oaenso@aPrsthE th bRh GhadioMtdkd write-
characLerlse in that said k?y 2§rr|er conprises one 35 of a plurality of

i

f
mast erPlsaerdable CBFRAY o NGAtERE - GEIERIE r SYPRHAEHPT K B 0% Fdpsitiagale 2898 20

19. Dembresnriéted SiGE fitDaldqRentBNLARDE i ddehpaes WA Tel cOftbht AE & atdsPifem in said
(deci pheri ng, de-scranblkggé 8 data itens transferred to or froma nass
§

st or aGeMREHPLUNIR eleRipG &6 JFRGLSHUES A gk seldomemory dgcatign, gnd at

addr esgabing 8fmeadmpedial &ed eddr&s dtehNwithahe theefl Qi 6R mEAGH ! b&E6A iR spiural ity
of electronic encryption/decryption circuitry sections wth a_ receivable

conneCPRPATRRNBRM| to deterpnerip said addsess dbeRigis des 1of 5AT0 K HEciopistt riaidegpemory

- conpanéda@én, Ghe@by theYouipad &fishidpaR Gehdiatds 44 dhbBlingtsiendl iSRS §ANFarGIFYTIs@INg i N
each section two wite- abletreadable nenory |ocations, two electronic .
conpaCSEBF A ¢3h 3 4n90Rs Sggak & ARERCCtef 8T 8n 95 i PRYRLEY (oRafledinly remor y

| ocat iefdtyptnQedpaioadirMithsettids.cont ent of an address itemin said

20. Device according to claim 19, characterised in that there is a write-able/readable
table in the device of random generated numbers, whereby said associated key with
said one of selected algorithm, by said enabling signal, is combined with said random

number by a logical or arithmetic operation.

o 21, Device according to claim 20, characterised in that the content of said table is

predefined and arranged in a plurality of devices.

22, Device according to claim 19, characterised in that said keys associated with said
algorithms are transferred from a carrier of a key to said algorithms sections over a secure encrypted

communication channel to micro controller in said device.

23. Device according to claim 22, characterised in that the transfer of said keys is done

with a Diffie-Hellman key exchange scheme or with a public private key scheme.




conparator unit to determne if said address itemis greater or equal to
said nenory location, and at the same tinme conparing sdi6Febelcee3d6 t em
with the content of said nmenory location in said conparator unit to
determne if said address itemis |less or equal to the content of said
menory | ocation, whereby the output of said gate generates an enabling
signal, in each said partition of safd conparator, each said enabling
signalz4. s CORRRELREbrAIAg 8 R1afh 232kKkhrARlMER int HatOfaic lifitdr YR Gid keys is done
encryption/decryption circuitry sections. 20. Device according to claim19,
char actidt Insthenticaliiyocettere is a wite-able/readable table in the device
of random gener at ed nunbers, whereby said associated key wwth said one of
sel ected algorithm by said enabling signal, is conbined with said random
number®by a Podfeeatordipe Wrolaimg: sharasiseredn Giat saph keysasyiet is adeyise GPPRIISIE cl ai m
20, chRbRsHR dnRdid)And Dadn-JoNRiCAGhGpPt of said table is predefined and
arranged in a plurality of devices. 22. Device according to claim19,
characterised in that said keys associated with said algorithnms are
transfgrr ed JeviodN #ecédimpl & Mima2Ke¥hirfetGRtd gl gRl | hAMReRRC tdRARRRNRL &
secure _encrypted communication channel to mcro controller in said device.
23. Dbl adtordiahlished delvesn 225aid hkeRct eFTEedrSoAvVait ORRSCled ant9f e of

sai d Keydedi& iHelfe, Mdtah eferRitbhid&riitioh BRAKEY s8X HRAN SISO LLANE 20 ledMohid 2
public private key schene. 16 February 2006 21 24. Device according to
- cl ai mP" M H4r acterised in that said transfer of said keys is done wth an
aut hentication process. 25. Device according to claim 22, characterised in
that said key carrier_is a device conprising processing elenment(s). and a
non-vdati | ﬁ%ﬁoww@s. top&lpire 20 ctgredentgdt 8 Hiahispidobey drdfadrieicseld in
t hat SsaunfireaaWagerconmuni cati on channel is established between said key
carrier receivable connected to a Kkey device interface, and an
encryption/decryption section via said mcro controller and an el ectronic
Securizgy Unirbevicd GecoFl 16 R1aRk 20! PBhrderised & @htthid Becufd \Mamfel Blah $Blkal Mrdidpat sai d
key device interface is a smart card reader. 28. Device according to claim
22, cHEreRomENRicadPrianglat sai d secure channel is an optical and/or fibre
comuni cation channel. 29. Device according to claim 22, characterised in

that said secure channel is a ) ) ) ]
: 29, Device according to claim 22, characterised in that said secure channel is a

wireless radio communication channel.

30. Device according to claim 22, characterised in that said secure channel is a wire

based communication channel.

31. Device according to claim 19, characterised in that input and output from said plurality of

electronic encryption/decryption circuitry sections is done over a crypto bus.

32. Device according to any claim 18 to 30, characterised in that an internal rain is

- connected to said crypto bus via a circuit controller.

33. | Deﬁce according to any claim 19 to 33, characterised in that an input/output bus and/or an
input/output bus in the device can be one of following choice, but not limited to: SCSI, IDE, AT,
ATA, USB, FireWire, FiberChannel.

34. Device according any claim 19 to 33, characterised in that said input/output bus and
input/output bus can be different in which case said device controller execute a protocol translation

between said two input/output/ buses.



wi rel ess radi o conmuni cati on channel. 30. Device according to claim 22,
characterised in that said secure channel is a wire baggfebaaPpziIosati on
channel . 31. Device according to claim19, characterised in that input and
output fromsaid plurality of electronic encryption/decryption circuitry
sections is done over a crypto bus. Sg Devi ce according to any claim 18 to
30, characterised in that an internaF“rain is connected to said crypto bus
Via a 35 I cCui De@tcédddlih@to. anP SlainDBMb G8, chaaQérdked tha4: any claim 19 to 33,
characterised in that an input/output bus and/or an input/output bus in

t he device can be one of follow ng choice, but not limted to: SCSI, |DE,
AT, Al AnastdBBoooti fe@M 1 6f aFiha@r GRRNBRlem Zcrypled i with a&ﬁ%ﬂisam @H}&‘aliW afm 19 to

33, characterjsed.in that said, ut/out put . b and nput / qQ ut. bys can
be’ i (PEYEHEATOMCHETALE Garotl QEToBE COMPY Bt he PSRt 37 BHsi

t r ansliay isdfored @il /1R Barfiad; d two i nput/ out put/ buses. 16 February 2006 22 35.
Devi ce according to any claim 19 to 34, characterised in that: a naster
boot record of a hard disk systemencrypted with one of said plurality of
encr y phideiérd eeHitolbd rofls ahDdnkfeN i hidtes Bodl rexbi AT s€uring ireAGI @] i on/ decrypti on
sections with associated key is stored on a key carrier; said mcro
controller reads and transfer said nmaster boot record for storing in said
ram a eanaadtetpeenpiiel can)ibinets Batedtlendibe tdmetatte@cFatidirng 31 ovid the
conteg% Of salg 31 via the device controller and said interconnecting
- bus. ARl ﬂ%@% HIMEGOMESHRPIE | ai m 19 to 35, characterised in that any
e-mai | or any type of electronic data as for exanple networKking traffic
can be transferred from said . conpute stemvja _said bus and devi
Cont r ol er (13K HerdRE O HERCTTG 1oyt SHpFAIREES PP R 7l & oY Y ST us,
and t heatroie ddte agifob agdnpl On@abtling R @h bs VishsBitel GFont sHid Bdfipuie bysBns via

said bus and device controller to said ram, and be encrypted/decrypted over said crypto bus, and then

be read back to said computer system for further actions.






