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I nvention [0001] The present ilnvention relates to

software application control. In particular, the
invention relates to a system and net hod for
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from the installation date is determined. Upon expiry of the trial software, the software
is rendered unusable/disable. The feature disabling mechanism disables the software

product partially by disabling only certain features of the software product without

expiry date. For example, a trail version graphic editing software can be used without
expiry date, but the save and print features are disabled. Accordingly, a user may
experience all the features offered by the software, but the user may not be able to save
print the edited work.

{0003] The limitations can usually be removed by entcfing a unique serial key
obtained through a registration of that software product. These mechanisms are used
commonly in software marketing industry, where the developers do not require flexible
enabling/disabling features for their products, These mechanisms are not applicable for



enabl i ng/ di sabling features for their products. These
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features executable and remaining on a term nal over

a network having a control termnal and a plurality of
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a system for controlling accessibilities of features executable and remaining on a

terminal over a network having a control terminal and a plurality of client terminals,
the system comprises a control agent for residing in the control terminal operable to
define instructions for controlling the accessibilities of features and broadcast the
instructions across the network; and a client agent for residing in the client terminals
operable to listen to the broadcast from the contro] agent and execute the instructions to
intercept activities in the client terminals to control the accessibilities and processes of
features.

[ooo7} In accordance with one embodiment, the instructions may include
user/node IDs that correspond to the client terminals to be controlled. The instructions

may also include information of features to be controlled. The instructions may further



user/node IDs that correspond to the client termnals

to be controlled. The instructions may also include
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[0012) In accordance with another aspect of the present invention, a method for
controlling accessibilities of features execuiable and remaining on a terminal over a
network having a control terminal and a plurality of client terminals, said method
comprises defining instructions for controlling the accessibilities of features at the
control terminal; broadcasting the instructions across the network; listening to the
broadcasted instructions at the client terminals; and executing the instructions to

intercept activities in the client terminals to control accessibilities of features.

[0013] In accordance with one embodiment, the instructions may include
user/node IDs that correspond to the client terminals to be controlled. The instructions
may also include information of features to be controlled. The instructions may further
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executing the instructions,

[0017] In accordance with the aforesaid embodiment, the features may be

software applications. It is also possible that the network includes Internet and intranet.

Brief Description of the Drawings

[0018] This invention will be described by way of non-limiting embodiments of

the present invention, with reference to the accompanying drawings, in which:



the present invention, with reference to the
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the invention provides a systemand nethod to fully
or partially control accessibilities of features for
software applications for conputer termnals over a
conmput er network. The system can be used to schedule a
period for inplenenting the access control to a
speci fic group of users or nodes. The access control
can be perforned in real-tinme wwthin the Internet or
i ntranet



envi ronnent. The system provi des a control agent for
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The pﬂl?:!ﬂ%? roLf terminals connect to the network 100 via standard connections, such as
LAN, wireless LAN, WAN and etc. The network may be an intranet or Internet. The

access conirol system is adapted to control software accessibilities fully and partially at
the terminals. The software includes any software applications such as word
processing application, graphic processing application, and etc. The Access control
system is also adapted to control users’ accessibilities to all features/processes,
commands/instructions and the like that are execuiable on the terminals. In full
control, the access conirol system activate/deactivate the entire software, whilst in
partial conirol, the access control system activate/deactivate only some
features/processes of the software applications. For simplicity, the software



100. Upon receiving the nessage, the agent nodels
reside in the client term nal 120 executes the
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the network 100 of FIG. 1 in accordance with one embodiment of the present invention.

The access control system 200 comprises a control agent 210, a user/node ID data 212,
an application control data 214 and a client agent 220. The control agent 210, the
user/node ID data 212 and the application control data 214 are resided in the conirol
terminal 110, and the client agent 220 is resided in each of the client terminals 120 that
comprises a plurality of features 222 and a system registry/hidden file. The control
agent 210 and the client agent 220 are agent models/programs that reside in the control
terminals 110 and 120 for performing the access control. The control agent 210
provides functions for defining instructions/commands for the access control and
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for the access control. The %ser/node IDs may include user ID, IP address, and any any
identifications of users or terminals are selectable from the user/node ID data 212.

Accompanying the instructions/commands, the features 222 to be controlled are also

specified in a form of parameters of instructions/commands. These features 222 are
available for selections from the application control data 214. The
instructions/commands include prohibiting-type instructions, permitting-type of
instructions or a combination of both. The prohibiting-type instructions specify what
are the features 222 that are not allowed. The permitting-type instructions specify what
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down those features 222 immediately.

[0029] Still referring to FIG. 2, the application control data 214 is pre-defined
and stored in a database to form parameters for defining instructions/commands for the
access control. The information and characteristics/signatures of the features 222 can
be obtained directly from the features 222 providers via the relevant technical manuals
or support websites, or by the any third party software, such as Spy-++ from Microsoft,
or the like that automatically scans and reveals all features’ processes, threads and

messages as they run on the terminals. The application control data 214 requires
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application control data 214 provided, the access
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cHPrbndko 3hd 6Par@iet ers: [0030] Exanpl e 1:
<<command>> [t ehah, w nword, 09-02- 2007, 1530, 60, O]
[0031] Exanple 1 provides a syntax that include a

qommind andEpdipledt obides 2ROntas IRABONIS o @RIRARNMR arameters
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e ID "tehah" that tells which are

tS 51,5,141 Hisﬁ'gveiz& he paramgters stiriswith giseriradsd D ‘ﬁﬁhasl” that tells which are
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60 minutes (1 hour). A zero right at the end of the parameters shows that the syntax is

to apply on the entire Microsoft Word application.

[0032] Example 2: <<command>> [windows, tehah, winwozrd,
08-02-07, 1530, 60, WM_COMMAND, 0200, 09114E]

[0033] Example 2 also provides a syntax that includes a command and
parameters,  Similarly, the <<command>> represents the command to be executed for
the access control. The parameters start with “windows” that represent this instruction
applies to Windows-Based Operating System. The subsequent five parameters have
the same functions as that of Example 1. Thereafter; the three parameters specify a
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[0036] " Most commonly, one command is to be applied to a plurality of
user/note ID. Accordingly, the parameter specifying the user/node ID may be a link to
a list rather than a specific user/node ID. Similarly, the other parameters may also

contain a link to lists with a group of parameters of the same category.

[0037] The application control data 214 in accordance with the aforesaid
embodiments is provided at the control terminals 110 where the control agent 120 is
resided for easy references and selections. It is understood to the skilled person that the
application control data 214 may be resided remotely from the controi agent, such as a

server that the control terminal 110 is connected to.

[0038] In the above embodiment, the control agent 210 is adapted to provide

capabilities of defining the instructions/commands for the access control and
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illustrates a_flow chart for performng an access
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anpesagel 2 At ofept3d, theimatthing client terminals 120 connect to the control agent

220 to retrieve corresponding instractions/commands for the access control and validity

D

periods of the instructions/commands, When the instructions/commands is to enable
the features fully or partially at step 360, instructions/commands are kept in system
registry or as a hidden file for storing in the terminal 120.  These
instructions/commands are kei:ot for monitoring logging based on the instructions
provided along with the message in step 380. Further, should the terminals are
rebooted or interrupted, the client agent 220 may recall the instructions/individuals
from the stored system registry or hidden file without the need for retrieving the same
from the control agent 210 again. When the instructions/commands is to disable the

features at step 370, the client agent 210 prohibits and rejects all features that are



termnals 120 checks their own user/node ID with the
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dile, wegre epplicgble. f eat ures that are WO 2008/ 100225

PCT/ SG2007/ 000049 13 prohibited. In steps 360 and

370, whether the instructions/commands are prohibited

qooatper mi t tRIG, 4 RRedplifddt a 36RMRic2BBck TR St BeUsccds control
the access control in step 390 and interrupt any

HesoEBedhy theaccesscopok eem 2Mcnserardanceayish onoapbodisent of the
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RS (PR R B 120" 008 b e 210
wsesssasditie ubédnogiedDx duta @32 and dieyapplication control data 214 to define the

user/mode IDs and instructions/commands for the access control. The control agent

generates a message 410 for broadeasting it to the client terminals 120 via the Internet
490. Upon receiving the message 410, the client agent 220 authenticates the message
with security measures, such as any encryptions methods. The message 410 contains
the user/node IDs of the client terminal 120 to be controlled. The client agent 220 of
the client terminal 120 connects to the control agent 210 via the Internet 490 to retrieve
corresponding instructions/commands from the control agent 210. Based on the
instructions/commands given by the control agent 210, the client agent 220 screens all
the activities/processes in the client terminal 120 and controls the accessibilities

accordingly. For example, the control agent 210 has been configured to permit the
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that are to be executed by the CPU 400. Accordingly,
ts to execute feature A of software B and
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i nvention. WO 2008/ 100225 PCT/ SG2007/ 000049 15 C ai s
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for executing the instructions,

5. The system according to claim 4, wherein the instructions is broadcasted in a
form of message.

6. The system according to claim 1, the system further comprises a database
accessible by the control agent for storing user/node IDs.

7. The systems according fo claim 1, the system further comprises a database
accessible by the control agent for storing features characteristics/signatures for

accompanying with the instructions.
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period for executing the instructions. 5. The system
according to claim4, wherein the instructions is
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according to claim1, the system further conprises a

daeludesseiectingfeatiresite bsgxedwteddn the dientitgeminat inrthe chierit teyminal,
user/node IDs. 7. The systens according to claim1,
the systemfurther conprises a database accessible by

tite COlHer §yfstengedtortiiy & @labigl,f Whérdinethe control of accessibilities of
characteristics/signatures for acconpanying wth the
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The system according to claiml, wherein the control
of accessibilities of features includes permtting

fidat urkle sysieipeacecrding toctidim 1, vhecdin thetfedtaresareadoftwire applications.
system according to claim1l, wherein the control
accessibilities of features includes rejecting
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i ncludes intercepting runni ng processes and shuts down

the processes. 11. The system according to claim1,
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The system according to claim1, wherein the networ
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broadcasting the instructions across the network;

listening to the broadcasted instructions at the client terminals; and

executing the instructions to intercept activities in the client terminals to control

accessibilities of features.

14, The method according to claim 13, wherein the instructions include user/node

IDs that correspond to the client terminals to be controlled.

15.  The method according to claim 14, wherein the instructions include information
of features to be controlled

16,  The method according to claim 15, wherein the instructions include a time

period for executing the instructions.
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according to claim 14, wherein the instructions

include information of features to be controlled 16.

THe rrél‘ihpmeﬂm_dcaclddnglmgttm clhimi 13,1the n&t&fbﬁ&iﬁ&ﬂieh%ompriseshaccessing a

[ ructions include a tjne, perio or executing the

 delabpsrchy 6 contg aznipn obisind e rResdON 000049 17 17.

The nethod according to claim 16, wherein the

instructions is broadcasted in a formof nessage. 18.

e netheontethod aedondingt o dhiai 3,1t méthodnfitrtied chopriber accessing a

C ri ses accessing a at apase .Lhe control ent .
s SR e B ehopiref feBP Ry Sotlaite Frafibth el ifinpienatures
tfor SdcBiipadying Wi tHEIRAHcds! her conprises accessing a
dat abase accessi ble by the control agent for obtaining

features characteristics/signatures for acconpanying

ifh the instructions. 20. The t hod according.to
0" 1% b akorE 1o Shinm T AL C DRSS AERiDG feptures to be
exeaiisEn the chidif t&hdignt termnal. 21. The net hod

according to claim 13, further conprises rejecting

features to be executed in the client termnal in the

e BB S BBRP B G ks o be

executed in the client terminal in the client terminal.

D

22,  The method according to claim 13, further comprises intercepting running

processes and shuts down the processes.

23.  The method according to claim 13, further comprises receiving broadcasted

user/node IDs from the control agent.

24.  The method according to claim 23, further comprises matching the broadcasted

user/node IDs with a user/mode ID of the client terminal.

25.  The method according to claim 24, further comprises:

acquiring information of characteristics/signatures of the features to be
controlled from the control agent; and

acquiring time period for executing the instructions.



processes and shuts down the processes. 23. The net hod

according to claim 13, further conprises receiviqg
WG4 &Y ed user/node 1Ds fromthe control a'é‘éﬂ?.mﬂfpo““‘“’

The nmet hod according to claimig3, further conprises

mat chi ng the broadcasted wuser/node IDs with a

26 or aT R pgnf hodbfia ) eleBh "3 b, B iR G software

| appbicatidnison of characteristics/signatures of the
features to be controlled fromthe control agent; and
acquiring time period for executing the instructions.
20 OfLs t
ekor dr gt b bR MARERS Shord B0 neditil AR Internet and
sinframedr e applications. 27. The nethod according to
claim 13, wherein the network includes Internet and
i ntranet.



