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10 FIELD OF THE DISCLOSURE

[0002] The present disclosure relates to security for mobile communications and in
one aspect relates to transmission of information on the slow associated control channel

(SACCH) of the global system for mobile communications (GSM).

15 BACKGROUND

[0003] GSM supports a number of different encryption techniques to cipher the
data at layer 1 on the radio interface. These encryption techniques are known as A5/1, AS/3
and A5/4, in accordance with the Third Generation Partnership Project (3GPP), “7Technical
Specification Group Services and System Aspects; Security Related Network Features”,

20 Technical Specification 43.020 V9.1.0, 2009-12-18, the contents of which are incorporated

herein by reference.

[0004] AS5/1 encryption is the most commonly used encryption technique for

GSM, and support for AS5/1 is mandatory for all GSM mobile devices since GSM Release-

1999. AS5/3 and A5/4 are more robust encryption algorithms, which have been specified

25  more recently by 3GPP and are not yet widely supported among mobile devices or networks

currently in operation.

[0005] Physical layer (Layer 1) security in GSM using the AS5/1 cipher is

vulnerable to being broken, and the exploitation of the vulnerability has been shown by



25 nore recently by 3GPP and are not yet w dely supported anong nobile
devices or networks currently in operation. WO

2012/ 11384 0RCID/1ERAO012/ 052983 researchers to be practi calPcrrougiosm®s3 known
plain text" attack on GSM speech calls utilizing the A5/1 cipher. [0006]A
known plain text attack can be perfornmed on an encryption al gorithm when
ci phered bl ocks of known text are available to an attacker. In case of GSM
during the 5 speech call, signaling over the slow associ at ed control
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is typically static and, therefore, typically does not change during the call. The system
15  information (SI) messages transmitted over the SACCH carry the neighbor cell configuration
information during the call. Ciphering of this “known” text in the system information
messages sent on the SACCH renders the contents of the encrypted SACCH open to so-called
known plain text attacks to obtain the cipher session key. In general, an issue associated with
SACCH is the possibility that information transmitted ciphered on SACCH may be obtained
20  from other (unciphered, or de-ciphered) sources, and that this information may be repeatedly

transmitted on SACCH. Neighbor cell information is one such example.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] The present disclosure will be better understood with reference to the

25  drawings, in which:
Figure 1 is a block diagram showing a downlink SACCH message;

Figure 2 is a block diagram showing the channel coding and encryption of a

SACCH message;



Figure 2 is a block diagram showi ng the channel coding and encryption of a

SACCH nessage; WD 2012/113817PCT/ EP2012/ 052983 Figure 3 is
a bl ock dvegonexmiBsirustrati ng the sendi ng of nei ghbor celPCTiRrR@2BIIBHN ON a
BCCH and SACCH; Figure 4 is a bl ock di agram show ng

encryption and decryption of a SACCH nessage using the A5 algorithm
S5Figure 5 is a block diagram showing a prior technique for sending nei ghbor
cell information using a varied format for each rressage on t he SACCH;
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messagénfimbfieh SACBAeLQr sAand;af ter ci phering; 10Figure 7 is a bl ock
di agram showi ng a second exanpl e di scl osed SACCH signaling technique
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si gnal i 57 'HIOE R YUHS M BT ﬁar%fefg%lgh ésaﬁsegilbeg?@ﬁams used to send
messages contained in dlfferent stable sets on the SACCH, 20 and_ Fi ure 10
is a bl ock di agramid8#eihé arblesketigemamy shwingafirst expmplet dipdosedi Yd¢eH11 i s

a bl OCl%léHaﬁﬂé @é@hﬁmu@%&ﬁﬁ@ls@ﬁé{nglaﬁ'fér&ltd\%\llaﬁﬁ of a same type of message on the
SACCH before and after ciphering;

10 Figure 7 is a block diagram showing a second example disclosed SACCH
signaling technique involving sending different variants of a same type of message on

different SACCHs corresponding to different mobile devices;

Figure 8 is a block diagram showing a third example disclosed SACCH
signaling technique involving using different variants of a same type of message during

15 initialization and stable periods after ciphering starts;

Figure 9 is a block diagram showing a fourth example disclosed SACCH
signaling technique involving varying the message variants used to send messages contained

in different stable sets on the SACCH;

Figure 10 is a block diagram showing an exemplary network architecture;

20  and

Figure 11 is a block diagram of an exemplary mobile device.

DETAILED DESCRIPTION OF THE DRAWINGS

[0009] The present methods and systems can be used as a deterrent for plain text
25  attacks on any message which (or some or all of whose constituent contents) can be
constructed in varying formats and that is encrypted. In one embodiment, the methods and

systems relate to the variation in formatting (which may include pseudo-randomization) of
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contents, the scheduling of such bl ocks, and t he reception and decodi ng of
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of a SACCH nessage. [0013] Specifically, in Figure 2, the original SACCH
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10 [0012] The SACCH message block 100 from Figure 1 is transformed and
encrypted for transmission. To provide further context for the example SACCH signaling
techniques disclosed herein, reference is now made to Figure 2 which shows a block diagram

for 3GPP-compliant transformation, encryption and sending of a SACCH message.

[0013]  Specifically, in Figure 2, the original SACCH message 210 is comprised of
15 a2 byte layer 1 header and a 21 byte layer 2/layer 3 message, as seen above with regard to
Figure 1.

[0014] A fire code 212 is applied to SACCH message 210 to produce the message
220. As will be appreciated by those in the art, fire codes are binary cyclic codes designed
principally for error detection and a fire code also provides limited error correction

20  capabilities.

[0015] Message 220 includes the 2 byte layer 1 header, the 21 byte layer 2/layer 3
message and the 40 bit fire code block followed by a string of 4 zeros which act as the tail
bits for convolution encoding. The 40 bits from the fire code are determined by the entire

SACCH message content 210.

25 [0016] A convolution code 222 is applied to message 220 to produce message 230.
In the embodiment of Figure 2, convolution code 222 is a half rate convolution code, and is

used for error correction.



Figure 1. [0014]A fire code 212 is applied to SACCH nessage 210 to produce
t he nmessage 220. As will be appreciated by those in the art, fire codes

are bi narwoayrdiissicodes designed principally for error aerartéiensmasl a fire
code al so provides limted error correction 20capabilities. [0015] Message

220 includes the 2 byte layer 1 header, the 21 byte |layer 2/l ayer 3 nessage
and the 40 bit fire code block followed by a string of 4 zeros which act as
the tail bits for convolution encoding. The 40 bits fromthe fire code are

det erm ned e tire. SACCH sage.content 210. 25[ 0P16],A convol ution
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el ements, pf ypﬁﬁgge 220. Thus, nessage 230 includes a 4 byte section 232 a
42 byte SGC%IO 34, and an 11 byte section 236. This SACCH nessage bl ock

after convol}tifan codi t hus cont ain .total qof 57 hytes. 018],An

"t 811 eavt ndo01dlo, TERISROE RSy RD e Rf PESER AT Pt
messaganédihe 249, VAJ Wil fPPERGEEbLholyin thesR, inferfeli@n@thangediheIdr@a\of A
changes the order of the bits in nessage 230 in a predeterm ned fashion.

[ 0019] THits imBEsIse 33Qn Hpsdeiganipadfiaghient hen divided into four, 114 bit,
segnents 250, 252, 254 and 256. 10[ 0020] A ci pher is then applied to each of
bursts 250, [0618] 25Phead BiBcoft messagedifeare keredizidedtietd four, Jtl4 b6esenRBs, 264

and 26 r iV The ci pher applied relates to the encryption key
al ong %Sphsi??g%ﬁ(g&%qock gi ven by the TDVA frane nunber.

10 [0020] A cipher is then applied to each of bursts 250, 252, 254 and 256 to produce
the encrypted bursts 260, 262, 264 and 266, respectively. The cipher applied relates to the
encryption key along with a timing block given by the TDMA frame number.

[0021] Each of bursts 260, 262, 264, 266 is then modulated and transmitted to the

mobile device, with 120 milliseconds between the sending of each burst.

15 [0022] An attack to break the cipher used to produce the encrypted bursts 260,
262, 264 and 266 may be based on the premise that some or all of the higher layer
information which is included in ciphered SACCH blocks may be known and is transmitted
repetitively. This may include the layer 1 header in SACCH control messages, since the
contained information is repetitive by nature and seldom changes during the call. In

20  particular, the power control and timing advance are slow varying content and may be known
in advance to the attacker if he listens to some call setup messages. Other higher layer
information, such as neighbor cell information, cell configurations and parameters, and
network capabilities are also inherently unchanging. Often these values and other
information (which may be subsequently transmitted ciphered on SACCH) are transmitted by

25 the base station unencrypted over a different channel prior to the establishment of
communications with a mobile device, or over the SACCH prior to ciphering being
established. Such unencrypted transmission may enable an attacker to launch a successful

attack when two identical copies of the SACCH message are received.
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[0024] To further illustrate the vulnerability of prior SACCH signaling to
pl ai n- oae! chene@d KSACEEDSEBnce is now made to Figure 3, which shows how
nei ghbor cell information is transmitted in existing systenms. [0025]1n

Figure 3, ndP@2fjor Taehingitnfloguratl, 3CCH Dlilobrioddahsismeag®CORR celirphfioamation
312. Further, neighboring cell information 322 is sent on SACCH prior to ciphering and cell
information 322 after cipher. Neighboring cell information 312 is related to neighboring cell

15  information 322. The attacker knows that messages 322 and 322' are unciphered/ciphered
versions of the same message and can use this to find the cipher key. It should be noted that
although transmissions of unciphered SACCH blocks 322 are shown prior to the start of
ciphering, depending on the call setup process, such SACCH blocks may not be transmitted
prior to the start of ciphering.

20 [0027] On SACCH 320, the call setup starts at time 330 and the ciphering starts at
time 332.

[0028] Thus, from Figure 3, it is evident that the neighboring cell information is
sent without encryption both in block 312 and possibly in block 322 prior to the ciphering
start time 332.

25 [0029] Referring again to Figure 2, the attacker can use the known data bursts 250,
252, 254 and/or 256 such as those constituting block 322 and the received encrypted bursts
260, 262, 264 and/or 266 such as those constituting block 322' to determine the encryption
key used to cipher the bursts 250, 252, 254 or 256. Once the encryption key is determined,



10 manner both on a broadcast control channel (BCCH) 310 as well as on the
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10 shows decryption.

[0032] In particular, in Figure 4, network side 410 includes an A5 block 412,
which has as inputs a time division multiple access (TDMA) frame number 414 along with an
encryption key 416. In case of the AS5/1 algorithm, the encryption key is 64 bits long. The
output of block 412 is a 114 bit cipher block 418, which is provided to bit wise binary

15  addition block 420.

[0033] 114 bits of plain text (for example burst 250 from Figure 2) are then input
to block 420. Block 420 does a bit-wise binary addition and produces an output, which may
be burst 260 from Figure 2.

[0034] The output from block 420 is then modulated and transmitted over the air

20  and received on mobile device side 450.

[0035] Mobile device side 450 also has an AS block 460, which has, as inputs, the
TDMA frame number 414 along with the encryption key 416. Block 460 produces a 114 bit
cipher block 462, which forms a first input to bit wise binary addition block 470.

[0036] A bit wise binary addition is performed at block 470 with the burst received
25  over the air and the result is 114 plain text bits that should be identical to the burst input to
block 420.



techniques is that the entire plain text (i.e. nessage 240 from Fi gure 2)
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to support the stronger encryption.

10 [0039] Other prior techniques to decrease the wvulnerability of prior SACCH
signaling to plain text attacks include removing encryption on SACCH control messages.
However, three problems exist with removing encryption in accordance with these prior
techniques. A first is that legacy mobile devices expect the SACCH message to be encrypted
and, thus, would fail to appropriately receive unencrypted SACCH messages. As such,

15  removing encryption on the SACCH is not backwards compatible and cannot solve the
problems for legacy mobiles in the field. Second, certain short message service (SMS)
messages are sent over SACCH during the call and these would need to be encrypted for
privacy reasons. If SACCH messages carrying SMS are encrypted then the mobile device
may have to blindly determine whether or not each received SACCH block in the downlink is

20  actually encrypted or not, or additional signaling may need to be provided. This increases the
complexity at the mobile station. Third, not encrypting SACCH in the downlink may render
the SACCH contents open for a “man in the middle” type of attack where a hostile device
could broadcast the (unciphered) SACCH messages with contents so as to negatively impact

the cell performance.

25 [0040] Yet another prior technique to decrease the vulnerability of prior SACCH
signaling to a plain text attack is to provide randomization within sub-block 110, as described
in PCT application number PCT/US11/24893, the contents of which are incorporated herein

by reference.

[0041] Yet other prior techniques involve varying the format of the System

30 Information 5, Sbis or Ster message content sent on the SACCH. System Information 5, Sbis

-8-
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exist with renoving encryption in accordance with these prior techniques. A

first is thgbodggamor®int ,d@ﬁ&@@%ioeXt@aﬁiqaebeﬁ)rsmbgma@wﬁlomaﬁan or
encrypted and, thus, would fail to appropriately receive unencrypted SACCH
nessagestaniding of igertai s cortgphy ividine Herl gy i2on layer Shiab SigokH 305 whish q9a dkekided s
conpat i . I I C rg%& S jeld.
Second tﬁ%: g?@gﬂg r{ ﬁ%@r%oﬁg’s%gsg Eépssetg?él? g%g?gwg?ﬁtr%@g%g s “ar eélgl'e rW R% \%%?‘r‘g{&cm
duri ng gsbedosahtomizdtitheme swetubtdoneehnitge belrles pyqidedafdomlp rdyviagy threagons.

I f SACCH nmessages carrying SVS are encrypted then the nobile device may
havé@ %ﬁ?ﬁeﬂbﬁwaﬁl@tréﬁ%ﬁ é‘n%ﬁ@ME Regher %@td%é%{a%lopée@}/%eplww%?%%12 P t he
downl i i cd; ; o] t ddi ti.on | [ need
L Y T e i e i S
not encuyqEssing tiSA@Uskibms, trinevidedviai ke paginr AREEN tsheotSA@GEH beoatcentenoplen f or
a "man in thiz%gkglgl e". type of attack where a hostile device could broadcast

the (urfCPpIf AEEY nessages with contents so as to negatively inpact
the cell performance. 25[0040] Yet another prior techni %k:{;a to decrease_ the

vul ner abi | i t{O3] prihsr nesglehay clly ARFGY st Baw be eaded aceordia e penby of ovi de

r andom gatleAroWhid! Sl Ghas Kirhhf 0. #524886L 1598 dar 2. l1hg @ @na pumoer
PCT. U811f’/.1t 2893, tEe contents of V\gi (’:ﬁ@are gﬁcor pa0|ggte rﬁggegi n ygrg’e?erence.
[ 0041] ¥Xetiadthemapri or techni ques involve varying the format of the System
30l nformation 5, 5bis or 5ter nessage content sent on the SACCH System

| nf or mat i on [80443bi SThe choice of given format to encode the set is determined by the network
depending, among other factors, on the number and absolute values of the ARFCNs to be

encoded, and on the range of the ARFCNs to be encoded span.

20 [0045] It will be appreciated by those skilled in the art having regard to the above,
for a given set, some formats may not be appropriate. For example, bitmap O only allows
encoding of GSM900 ARFCNs. The range 256 is not suitable for encoding ARFCNs
spanning over a range greater than 256 (modulo 1024). Further, variable bitmaps may not be
suitable for encoding ARFCNs spanning over a range greater than 112 (modulo 1024). Also,

25  not more than 22 ARFCNs can be encoded using the range 256 in a single message. Other

examples of inappropriate formats would be known to those in the art.

[0046] In principle, for a given set of ARFCNs to be encoded, the network may
select the most efficient coding format within the ones which are suitable. However,

typically the coding format is unchanged for all transmissions of a given message.



WO 2012/ 113817PCT/ EP2012/ 052983 or 5ter nmessages may be sent on the SACCH
for informng the nobile devices of the BCCH frequenci es of the nei ghbor
cel | s useaoi2ni2zzn3siper ator' s network. Apart from | ayer 3Pozagerizosiypbnents,
each of these systeminformation nessages includes a single information

el ement contai ning the neighbor cells information. This is known as the
BCCH frequency 5list. [0042] For exanple, sonme prior techniques provide
pseudo-random zation or scrambling of certain contents within the layer 2

or L2213, Sl o5 s MR- PRI ST e 1

pseudo-gyaneaonifaaiaion s, e of silehmpssagés (bR6 ifnéﬂeﬁetetd HE@élﬂd@SI%@%d%?SD.andom y
cycling through 10 different suitable range formats of nei ghbor cell
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absol ute radio frequency channel number (ARFCN) in successive
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| || ARFCNs
o She e R bR Ad¢ gy S owhlfgﬁa‘?w%leéﬁvs PR e LS, A e

bitmap 0; 1 an 512. range; ran 8 rapg bi t map.
0044 The oHBP487 08 thg oiicr deaicnteo TWREEG ie HaLE, BigRl S Hhbags
net wor kcflgBeRAE Bl inBsRAoR HREdas g@ngors on the nunber and absol ute val ues
of the ARFCNs to be encoded and on the range of the ARFCNs to be encoded

span. 20 Ooﬁﬁbé(g W'ﬁd 1f'i‘ﬁ?ﬁ’é AfilsAhLEE Jor R&Bﬁgué %%'ﬁlﬁg elsh SA 1o NaYaNg

regard to t ove, a given set, sone e appropri ate.
For exahqalrmghlbbtlm@men mfdrmaablh cmsssmohhvmg oki gBSMRGD célRRIEBmpthhe Wiahngae 256

itable for encodin spanni qver ter than 256
(rddlu ol o BrSR) Suiiepiet HRYS AT ol earepqlﬁlgalg ﬁﬁ?r%?se& oSHIRAY &Vt tenkida ng
ARFCNs (50 af7é g @M@a‘blearefn%@%rﬁét@%?rthé hﬁ[gth%éﬁ célm%rgm%%‘l) In Aid&Qon, 28 Not
nmore than 22 ARFCNs can be encoded using the range 2 in a single message.
O her eltampliedyof viamabp b dpinattendyoberasesl wvl lddtdrentkormm ARF G as sudcassivee art .
transmissions, provided that the origin ARFCN is not a BCCH carrier. Thus, in the prior
technique of Figure 5, the first neighboring cell information block 522 differs from second

15  neighboring cell information block 524, which differs from third neighboring cell information

block 526, which differs from the fourth neighboring cell information block 528.

[0051] A fifth block 530 is the same as information block 522, only now it is
ciphered. This leads to a potential attack based on blocks 522 and 530.

[0052] The transmission of SIS on the SACCH may cycle through the neighboring
20  cell information blocks in a pseudo-random pattern up to the maximum number of range

formats.

[0053] As will be appreciated by those skilled in the art, mobile devices may be
impacted when the ARFCNs list coding formats change frequently. In particular, if the
ARFCN lists include random frequencies not used in the operator’s network, this may require

25 a recurring rebuild of the BCCH frequency list, extra frequency look ups requiring
synthesizer tuning, base station identity code (BSIC) checks and frequency measurements,
risks of inconsistent neighbor cell ranking in the measurement reports and it may be
impossible for the mobile device to distinguish between different list versions broadcast by

the network.
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[0046] In principle, for a given set of ARFCNs to be encoded, the network
may sel ect the nost efficient coding format within the ones which are

sui t abl e.wblaweviasg17t ypi cal |y the coding format is unchamrgedprbar/0sik3

transm ssions of a given nmessage. WO 2012/ 113817PCT/ EP2012/ 052983 [ 0047] One
prior solution is, therefore, the pseudo random zation of contents of the
System Information 5, 5bis or 5ter nessages (also referred to herein as SI5
nessages) . [0048]Che such prior technique is described, for exanple, in

Vodaf one, ddi A5/ 1- GEAL . At Count sures P
00555, A890e ADE bt accnGh® bl B SR BHAE R il seduhhe 0t
whi ch idohtent rraﬂﬁss3tstuns [#fotrdtidnes Mibssige. whi2A4Rhldbé Hﬁﬂl@ﬁlleﬁ)tredtlﬁ(ébﬁyhﬁ@tﬁ)n
illustrated in Figure 5 BCCH 310 still sends a neij bori ng cel

i nf or mevilrhenpsepssd B1oSIS] dosobaabonsr | Tihe padding Pkﬁ%tﬂi* éb@dnwag@r mgE i que
of Fi gygey %Bﬁﬁéﬁﬁﬁégnﬂﬁfe}&ﬁ Bgésg%@orkﬂgrnﬁﬁl/%}/,f pJn(ar ﬁftﬂuo%tg‘?@ jr e

havi ng nel oring ce escriptions erent suit

f or 5at mﬂrdsdqnad i thel Systent hformedtion rekmpsseskd OF uiraied osvime Galdd est dshd byghmotiee
different suitable range formats for the neighbor cell descriptions. In
addi t i gi§vicsmay keseratyl i’l‘gl y, a variable bit format nmay be used with
different origin ARFCN in successive transm ssions, provided that the
origin ARFCI‘I]°8§5]notH%iW‘B@CHhée’ﬂltﬁlia€Pn of spare nadding ifsrreduces e APHDRY @ bits gur e

oner oHBurFhaPELPBE AReSEL bnd BOUIRL LN Ak EsudlhiE Sl4 G888

nei ghbdbi glgne:lehionl amﬂ@amtunpmdhitm&b&%wrwhino:ckbﬂdldfefneéss fromthe fourth
nei ghboring cell information block 528. [0051] A fifth block 530 is the sane

as 1ionf or mat i[0056] 0GkefSrdce @MoWw MW 1ot FibSre®, RhedieshowEhi Hrst asisplé Bisdlosed
potential attack based on bl ocks 522 and 530.
SACCH signaling technique that can overcome at least some of the deficiencies of the prior
techniques described above. In the example of Figure 6 the BCCH 310 communicates

neighbor cell information in message 312.

[0057]  Further, SACCH 320 signals neighbor cell information in messages 522

15 and 524 between call set-up start time 330 and ciphering start time 332. Messages 522 and
524 may correspond to message variants having the same format or having differing formats.

In other words, messages 522 and 524 may be different variants (e.g., having different
formats, as described in greater detail below) of the same type of message (e.g., containing

the same type of neighbor cell information).

20 [0058]  After ciphering start time 332, neighbor cell information is provided for a
significant period of time in messages 626. As used herein, “significant period of time” may,
but does not necessarily, cover the entire call duration. Further, the “significant period of
time” may refer to the time duration that is equal to or greater than the duration for which

legacy devices are capable of storing soft SACCH bits from previous frames.

25 [0059] From Figure 6, the variant of (or, in other words, the message format for)
messages 626 differs from the message variants for messages 522 and 524 (e.g., which may
all be the same type of message, such as a System Information 5, 5bis or Ster message
containing neighbor cell information) and further differs from the variant of (or, in other

words, the message format for) message 312 on BCCH 310 (e.g., which may be another type
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[ 0052] The transm ssion of SI5 on the SACCH may cycle through the

nei ghboring 20 cell information bl ocks in a pseudo-random pattern up to the
maxi num rwotzer2/asirange formats. [0053] As will be appreecatErdoipsohose
skilled in the art, nobile devices may be inpacted when the ARFCNs | i st
coding formats change frequently. In particular, if the ARFCN |lists include
random frequenci es not used in the operator's network, this nmay require 25
a recurring rebuild of the BCCH frequency list, extra frequency | ook ups
requiri synt hesi zer tunin base s i.on ihdentity code .SI C) checks and
f r equertym ey SEheRt SR Rurog ot anatiE Pe aftt M S e it e ne
measur ei Rhfof@RN) SAQREEH] In oMk dEbddMesS, the @afi (s (Bg. MpnkEs)) @ﬂhﬁﬁba%@;

di stingui sh between different |ist versions broadcast by the network. WO

2012/ 11384ly peipteret whes pagmnijted sug deicefromrthe vati@bih (e farmaKs)) o6 thehe

/12 12 _ _ e e
resoage s AR VbR ARSI O, BhuaFRRL Sl Sk L AE SR TIPS,

S| 55desee bdnedna@plosred. The padding bits in the message nay be randomi zed to
produce a different nessage. Alternatively, randomfill bits may be

Si ntroduced [poed]he KafsieRsd 1shdw MRddeOid ﬁ§mS$,a@ﬁich Runitheds, a Sedoadfdxamgie not
used by a nobile device may be scranbl ed. [0055] However, the alteration of

spare pHteCHgsiBnalngr teghrigue helaseddereint by the tlhatrated exanale dbe enessreef ut ur e
use an%aﬁéﬁt@s tlr}s%aefo'r S eh{ ?@P}III‘P%¥%{[ Hl%sﬁggsd%ﬂe 'e{i Stocc())ﬂ‘él %ol?)ﬁe dc%%?c%eg(a{rgr Sone
reason an use unpr I'ct abl"e behavior “on nobi'T e devi ces.
10[ 005aGlifRekear encthei medsaye Nadetls) used divre syatenvinfobmstimive essaees dlireediaplae
di scl osed
10 second mobile device. Generally, in some examples, the variant(s) (e.g., format(s)) of
messages which are ciphered when transmitted to a first mobile device are different from the
variant(s) (e.g., format(s)) of the same or similar types of messages (e.g., containing
substantially similar information) which are sent unciphered, and are also different from the
variant(s) (e.g., format(s)) of these same or similar types of messages which are ciphered

15  when transmitted to a second mobile device

[0061]  Turning to the illustrated example of Figure 7, BCCH 310 sends a neighbor
cell information message 312. Further SACCH 704 is a point-to-point channel between a
network element and a first mobile device. SACCH 704 has a call setup start time 706, after
which a system information message providing neighbor cell information is shown as

20  message 720.
[0062] Subsequent to the sending of message 720, ciphering starts at time 708.

[0063] Subsequent to ciphering start time 708, neighbor cell information messages

730 (e.g., of a same type as message 72-, such as a System Information 5, Sbis or Ster
message) are sent on SACCH 704 to the first mobile device. Similar to the solution of Figure

25 6 above, messages 730 are a different message variant (e.g., format) relative to message 720

and 312, although these messages may all convey similar neighbor cell information.

[0064] A second SACCH 710 provides communication between a network
element and a second mobile device. On SACCH 710 the call setup starts at time 712.

Neighbor cell information is sent in message 722, which corresponds to a third message

-12-



SACCH si gnal i ng techni que that can overcone at |east sone of the
deficiencies of the prior techniques described above. In the exanpl e of

Fi gure 6 wbeoRO@s81310 conmuni cat es nei ghbor cel | i nf or meCir@aP2012/06m8% age
312. [0057] Further, SACCH 320 signals neighbor cell information in nessages
522 15 and 524 between call set-up start time 330 and ci phering start tinme
332. Messages 522 and 524 may correspond to nessage variants having the
same format or having differing formats. In other mords nessages 522 and

524 may, be di ff ent a iants ... ha in dlfferen cri bed
o ot onrB e b B Y b8 slFerdinsrdlf Y B hid iits % P ReBles 1 e
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332, neighbor cell information is provided for a significant period of tine

in messages [6865] ASubs eﬂﬁb%@sendﬁg%hﬁés&%@t72@%fp'h@ﬁ'n%§taﬂtd AMimd Ry, but does
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in other words,. the sage for t ) ssages |ffe fromthe
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cont ai ni ng nei ghbor ce information) and further differs fromthe vari ant

of (or, in 0

(e g uni POl panaSmeisimPRE RO o SR s RS s Rls 3t p

nmessagee 1$1a(shrna3>rad1ﬁyremeﬁ'binnﬁlernm’sagmnva&anﬂba s, Gormadt)efor messapge72al sim any
tainin hbor cell_ inf tion 0 e odlnent t he
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transmﬁ);lgg% 8f sedhidensenhdfsem t he variant(s) (e.g., format(s)) of the sane

or simlar types o nmessages (e.g., containing substantlally simlar

i _nf ormat i on) ] h%r RO o tHAE g@%g%&%;;p@?ﬁ%k%%?%? E%roﬂ?ﬂ{e’%ﬁ%mt 0

Figure 7, |c |Ilus ates a se exa S|gna I'ng techni que
discloseg,hémmmhﬁnhns$@e7BOIustrated exanpl e, the nessage variant(s) used
for systeminformati on nessages directed to one nobile device is(are)

different fqooédle masgagenyar Joad H&SNpUSE thef Mimisy Sf @BHANE (& SRtdrRAtsiRs&RgeS
directed at a 10 second nobile devi ce, Generally, in sone exanples, the
varlidantfps mepsages whichraaiphyied orhendssgetediniacsver BogilpRatier iswepificantly
transm a [

(e.g . 1 %ﬁﬁ%{% afsuhlbfe%f]g?%s?gértrZVag?ﬁ’tglfeﬁ% 'f(ﬁ‘m[qlts?)ftﬁrt%gﬁ P}e 99%@ ﬁlh[ﬁ% Y& aﬁ&tn(a%)

cont ai rdenguslubdt antially simlar information) which are sent unC|phered,
and are also different fromthe variant(s) (e.g., format(s)) of these sane

or simlar tigory OofTH¥EESagesthCihrahe (6 |gph6f1ﬂ£s)1f5v\ﬁ§1%ﬂaﬁﬂgaﬁkﬁgﬂtiofr edld® a
second nobi | e device
different mobile devices as illustrated in the example of Figure 7 provides additional security
20  since an attacker cannot simply listen to SACCH messages in a cell for an extended period
using a device capable of deciphering and exposing (e.g. storing, displaying or otherwise
communicating) the deciphered message and, hence, derive all of the various message
variants (e.g., formats) used in a particular cell. In contrast, the prior technique of Figure 5
cycles through the various message variants (e.g., formats) and, thus, an attacker can receive
25  the neighbor cell messages in all the possible variants (e.g., formats) within the single call.
Also the prior technique of Figure 5 may use some of the message variants (e.g., formats) in
an unencrypted state prior to the cipher key being established and an attacker may then

simply try such message variant(s) as the basis for a known plaintext attack on received

ciphered messages to obtain the cipher key and/or other details relating to the cipher
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[0061] Turning to the illustrated exanple of Figure 7, BCCH 310 sends a

nei ghbor cell information nmessage 312. Further SACCH 704 is a

poi nt -t o-Wwoi2nt2/absAmMnel bet ween a network el enment and a fPrratP2o0mivsises devi ce.
SACCH 704 has a call setup start tine 706, after which a systeminformation
message providing nei ghbor cell information is shown as 20 nmessage 720.

[ 0062] Subsequent to the sending of nessage 720, ciphering starts at tine
708. [0063]Subsequent to ciphering start tine 708, nei ghbor cel

yst em QR BATs el o beayi e AeRBRuNe BR. FRTRRGR O or g

first np@@tgxﬂ@ugg@u1&kmkMar to the solution of Figure 256 above, nessages
730 are a different nessage variant (e.g., format) relative to nmessage 720

and 312, al tiggrgh tGSerBRS BRIGE flth& ARVIBYeSEEN A 0N E1RO9 prEakE
i nf or mat i on, ord [OOGﬁ?ﬁA secoﬁ%gM%CCH 710 pr%V| eéﬁignn&%icag¥on bet ween

a net wdpk ddTesend rmesaagt warswtso(eds. nvinkes) devdidierenOmaddedavice wineh aadkies stet up

cor Posginas! Tl B P g Rk B8O 13F TR el RO S b I0a Ot (al

(e.g., rbaiv@dnly bhatglérepHeeed)inhdsedg@ VarihiitQ@ol, PErridR S 5P 8ivea sy Aéth Snfesastidnor
nmessages 720, %30 aﬁﬂﬁglz (glthoéﬁh alﬁq g theseﬁnesga esynay contain

si m | arble @h@aarﬂé@m mohfddenaes a1 troowd] seidcablctoruse éhec wéorgatan dgrivid
rressageh éfelc rde@ﬂ?e%& g{téc?( tﬁ’é ({COH%IHO%L}G d£\9966] Af ter CI pher : ng start S,

nelghbor o ornat ion1s ges 732, 5 which corresponds to
s fourth Tsiapn VAL AL Byt ol SLTB sk TR b S Cert Lamine
t hape NBEBAYRST afBdbiRQI Rlens 8b¥ ihAlpsBRiORR@S M G&inhert 4Hdoh#PbE Baved either on a
mobile device’s or subscriber’s identity, the cell identifier or any other available device or
subscriber parameter. In some examples, message variant (e.g., format) selection is constant
for a given mobile device or subscriber (which may correspond to a SIM card) on a given
cell, making it more difficult for an attacker to obtain multiple variants (e.g., formats) of
15  messages (which may otherwise be possible by making multiple calls within a cell using the
same device / SIM card) and, hence, perform a plain text attack and/or for the attacker to use
a single message variant (e.g., format) as the basis for an attack by trying multiple SACCH

blocks transmitted to the target mobile.

[0073] Reference is now made to Figure 8, which illustrates a third example

20  SACCH signaling technique disclosed herein. In some examples, an initialization period may
be desired prior to using a “stable” message variant (e.g., format) for a particular type of
message to be sent on the SACCH (e.g., such as a System Information 5, Sbis or Ster message
containing neighbor cell information). Figure 8 illustrates such an example. In the illustrated
example of Figure 8, ciphering starts at time 806 on SACCH 804. During the initialization

25  period 820, neighbor cell information messages 822 and 824 are sent using the same or

different message variants (e.g., formats).

[0074]  After the initialization period 820 ends and a stable period 830 starts,
neighbor cell information messages 832 are provided. The message variant (e.g., format)

used for messages 832 differs from the variant (e.g., format) used for messages 822 and 824.
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[0067] I n sone exanpl es, the nmessage variant (e.g., format) for nmessage 720
may be the sanme or different fromthe nessage variant (e.g., format) for
nessage AR@.20im1a81y 10case, the variants (e.g., formtspci@mr2oesesmges 720
and 722 differ fromthe variants (e.g., format) of messages 730 and 732.

[ 0068] Further, the variant (e.g., format) for nessage 732 differs fromthe
variant (e.g., format) for nessage 730. [0069]In addition, in sone

exanpl es, the nunber of variants (e.g., formats) used 15 for nessages

whi ch '
ot oni 11 cant 1007 80s HAER AR Pluh Giftufle SACCA R erRiE Rshglud fispiosses
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different variants (e.g., formats) for signaling neighbor cells to
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(e.g., form t hus, an attac can recelve t he neighbor cell
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call. Also the prior technique of Figure 5 may use sone of the nessage

vari ants (e.[g076]f oraatus) dbovenhe mamsr ‘watigd” ahat ﬁ)rpfat”OdiretgenéI’ﬁRy eyphsalienkey
bei ng est abl i shed a%(g an. att acker y then sinmply y..such nmessage
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ci pher WO 2012/ 113817PCI/EP2012/ 052983 procedure without the need to

obt ai nimigfedebaremvorkngpithktice phpihnetces desnbmgt lovofhecmphitr douBAGXDyeris swges i n
t he cell %{8 %%gonversely, t he nessagi ng of the disclosed exanpl e of

Fi gure opll ®For different nessage variants (e.g., formats) for

different nobile devices, which makes it 5 nore difficult for an attacker
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i ar e ol S R par e Pt e ebhToatny, SRR S, b o

t 0o use uneed of (sparathmsn vealgrrigy gef poenhedder nnfmrﬂnetudevorcmtmducamg,a[(eklovmg second

nobi | e devi ce.
varying unnecessary, irrelevant or redundant information.

[0078] Generally, to determine different message variants, it is not necessary that

the entire bit-level SACCH block is varied from one format to another but typically a

20  significant number of bits should be different so that after fire coding, convolutional coding
and burst mapping, long sequences of bits common to messages using different formats are

avoided.

[0079] In existing 3GPP-compliant systems, scheduling of System Information

messages is typically fixed. In particular, communication to a both first mobile device and to

25 a second mobile device may have a schedule where (for example) every third block is a
system information 5 message. This common scheduling can be derived on the mobile
device used by an attacker and may thereafter be used to attack the second (target) mobile

device.
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[0072] I n sone exanpl es disclosed herein, the selection of a nessage vari ant
(e.g., 10 format) for a nobile device is done in a pseudo-random manner and
may be bawedoeitib&ar on a nobil e device's or subscriber' eCrd®nti2ing298s he cel
identifier or any other avail able device or subscriber paraneter. In sone
exanpl es, nessage variant (e.g., format) selection is constant for a given
nobi | e device or subscriber (which may correspond to a SIMcard) on a given
cell, making it nore difficult for an attacker to obtain nultiple variants

e.g., for 15 nes ot naki n
i 81 1 e eanpaaqn’t Sl SR PaERa. Sliriledathe s AFRRS &7 SPRER TSR ce”
per f or mésidedinih tw@haagédaa&e@m{eﬁﬁg beginé haltainh@edgrthé @heu@e i@ scteddlif; dEssage

variant (e.g., format) as the basis for an attack by g nmul ti pl e SACCH
bl ocks StYIS@ﬁbmft’ltI@éloﬂénQSﬁ%eﬁ arayedifferobatyveen P@bfl’%]i%‘Ff@rt@rﬁ’é@é‘elt A IHAON o

Fi gure G, Wi kHﬁ%ﬁﬁ&@&mémhFérd exanple 20 SACCH signaling technique
dlsclose erein. , aninitialization period may be desired

Pype of “mosdBfafl o Wl SEmITEn RE Moo e itoed, BB, EeR PR bt on

S5, 5bi &e@fmcﬁie@rcalﬂ'@Wf&QHé abd bNgiffeeég hb@@agéwdnahmf@f ekt MNInfortria@ith & 8
illustrates such an examgBbi In the illustrated exanple of Figure 8,
ec

ci pher imgpsageanef oara PARE loar, gacther souds, th@r\iaﬁgtl@rh@f ihaifermatof afSysigm

25peri I J kO usi ng
Che sanirgttiof 3 HEARs 68 o sPiCH BRckot TREAA0 i & ARE oG F R Y, o

i ni ti alaltzafateomepsagpe @dnﬁﬁ&oﬁﬁdﬂoc&cnd senst ahé as@ef idifter&ROmedsadet Sarianesi @Hhor

ceII i nformati on nes ges 83§dare provi ded.. The nessage.vari ant

f orlFat yoUady may desy %?gf‘é‘ét%@ @St the Fevs 1B PrioR SYY&IRs SiRfe fteviyl be ?“ééﬁ%% 5?0’ used
for messag8sa ?a%l?e&ﬁa@a%ﬁ on'ifR %%%4 @Mﬂﬁ ES’&Q%@%Q@%%@;SL%%OS%E%

illustrates a fourth exanpl e SACCH signali’ng technique disc
Ref er r itrgeykcled Finglor éhd setiaf rsassazeevaaiapisesayi be fmite bed det:ermlatshe pmdlhmbke er srral I

Subect SleESStRPLAILS A2 fhel ATl [ By REL ACHL A ROl 001 oo

for mat shy% euhidinRRe f & fRfte hDMBLOL KdRAQYMN®r S pseudo-randonly after a
certain stable tinme period has expired. For exanple, in Figure 9, durlng a

st alyl e tlne od 0 4

rre??age vari gﬁéil(e.%.z,chfaggﬁgtgg &%ﬁeﬁ‘l@lﬁ%b Eylsﬁgl gerl o %Zolﬂﬁgaﬁgggnéﬁgr and
stable(ﬁ@ﬂﬁngﬁmimdwEGOWEHmﬁ&mpwnnmﬂa@@ﬁwgﬁgeamenﬁeanUQthmanmebﬂddmnessage
variant ﬁ g gﬁgﬁ é{ 76] As used above, the terns "variant" and

" £ or mat™High lﬁ@ P '@dﬁ? Btent 10 and refer to any nodification of
nmessages used to transmt substantjially the same upper |nfornat|on

The upper | d0883]i nfBasahondhe #R9VS ke e e iSgidd stapling ﬁff%mﬁﬂa@s gigclosed
par am?th% IEI :&%l gﬁsﬁﬂe Q¢ RS EllSn ?lfh@"f’sbéeln{ ﬁﬁ&?%r&ﬁfs%?&reaeﬁl%ﬁﬁﬁﬂ BlenGo2pyy t he

nobil e s ehave 1 nt e cel anon
20  state. Further, in at least some examples, the same ciphered information is not sent to all

mobile devices.

[0084] In some example SACCH signaling techniques disclosed herein, the
scheduling of some information may vary from mobile device to mobile device. Furthermore,
in some disclosed examples, both the scheduling of messages and the format of such

25  messages varies from device to device.

[0085] The example SACCH signaling techniques disclosed herein are backward
compatible.  The example SACCH signaling techniques disclosed herein could be
implemented in a proprietary fashion by different vendors or may otherwise vary in actual

deployment (e.g. by variation between operators), making it difficult for an attacker to
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[0077] Different message variants or formats nmay be derived from any one or
15 nore of the follow ng: varying upper |ayer encodi ng such as descri bed
above; vawgiznp/ussiged or spare bits; varying | ayer one Readweoiznsmssati on;
or introducing, renoving or varying unnecessary, irrelevant or redundant
information. [0078] Generally, to determne different nessage variants, it
is not necessary that the entire bit-level SACCH block is varied from one
forrrat t o anot her but typi cally a 20 significant nunber of bits should be

ffere so that after odi n onvol u and bur st
mappt ngosratts lnBtEs ea GriS RammAeREm AL bEGRL- GRS PR, e
are avahéeigherb®6ysdh mfevhAlonngesssgRRofRAB! | ant systems, scheduling of System
I nformati on nmessages is typically fixed. In particular, comunication to a

both first rabsdle dmel &8m ?I‘edsAQC}ﬁﬁ%I?ah%gQéﬁlﬁ%cﬁﬁ@?lliﬁn%é{ e BighB NRVE ch

schedul e where (for exanple) every thir is a systeminformation 5
messagee penfosmedbhyrany setwedi Ieliemgnt: afs b@ddmrm,eajn@mtlhelenmm dag bdenvnatwortksed by

an attac and ma ereafte e used to at the nd . (t nobi | e
dov e isr 30 s bR HER B BndE 308 B0 b UG Al Al B ehnp os.

t he schgdibiangnéivodly siemvbild @si@tarcitebREGages may be changed once ciphering
begins. Alternatively, the change in scheduling of System Information

nmessages miz}odsfferFl batvweeusPRtd £ dRYI1SES ral BvarKs fcﬁ'eandé%cfeﬁ{ [Hrﬂ%{v%}k.()f the
scheduling difficult to determ ne. 5[0081] For exanple e above

di scl oskthobladpiiec BNAGH confgnaed mmmhncaiqmwsthcca}hulplrmtwdét IQilO t he use of
different nessage variants for System Information 5 nessages sent on a
SACCH bI ock [0088]i n Mbbitr devbred)14trvey Mmmie@ttthmngh)t:elhhﬁ rfemvmktloaf) ta pysdeem

| nf ﬁr on 5. msssa%e on .a SA%H * ck, an at acker evert hel ess know
arf'@ft &PITELt Y APESEHECPar ivant’! %PHSF‘B@R ¥ar§%ﬁtce e NFEROTEP Fisif er ent
”Essag%é'léﬂﬂngrﬁu? n6€11191ted tolglofo‘a”’lrsfﬁ%@foﬁﬁ%bﬁ@c&%ﬁlhfc'aﬁéﬁ (G %h&%ﬁ dcher flaws

in prior systens since it Wwll be difficult to provide a plain text attack
on t he redipi aatvsce HORRBY |, cdde simvmonasmétlplhe ap@ss affeDVeY)i antisensaly Ibebltfycl ed

and/ or the set of.nessage vafi s may be finite and. determ

ot ctbbfnGin iR oredSny AIMEDE HRE Vhichat (R Enigetr Rl foses on
that bl@e&DRNY) laﬁ@n%rwvdr@dg’ﬁegeha&hﬂologr@ssglloc\pﬂ{eais@ ANRIRL daafdrokte anerdoer of
known variants. 15[0082] By changing the scheduling of System | nf or mati on

rresl§agé§n%1fter ci phering, an attacker will not know what the nmessage
variant is, nor wll the attacker know which scheduling block to | ook in.
[0089] Cellular network 1020 comprises a base transceiver station (BTS)/Node B

1030 which communicates with a base station controller (BSC)/Radio Network Controller
(RNC) 1032. BSC/RNC 1032 can access the mobile core network 1050 through either the
mobile switching center (MSC) 1054 or the serving GPRS switching node (SGSN) 1056.
20  MSC 1054 is utilized for circuit switched calls and SGSN 1056 is utilized for data packet
transfer. As will be appreciated, these elements are GSM/UMTS specific, but similar

elements exist in other types of cellular networks.

[0090] Core network 1050 further includes an authentication, authorization and
accounting module 1052 and can further include items such as a home location registry

25  (HLR) or visitor location registry (VLR).

[0091] MSC 1054 connects to a public switched telephone network (PSTN) 1060
for circuit switched calls. Alternatively, for mobile-to-mobile calls the MSC 1054 may
connect to an MSC 1074 of core network 1070. Core network 1070 similarly has an
authentication, authorization and accounting module 1072 and SGSN 1076. MSC 1074 could
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[ 0083] Based on the above, the exanple SACCH signaling techniques disclosed
herein can ensure that information that is sent unci phered is not repeated
wi t hin t hwoehpassad 20state. Further, in at | east sone exampk@z/051988 samne
ci phered information is not sent to all nobile devices. [0084]1n sone
exanpl e SACCH signaling techniques disclosed herein, the schedul i ng of
sone information may vary from nobil e device to nobile device. Furthernore,
in some di sclosed exanpl es, both the scheduling of nessages and the formt

of such 25 sages varies [fr.om,devi.ce to device. [0085] The exanpl e SACCH
ol gnat eBRTE R A nd a8 oL aT G o sAREh iR BRosI B X MRl
SACCH ghenaidwlg. tieahfidereslidhatlosasbdiaesi MSOUI0d4 beay BBl REBISE dot Both
proprletanﬁxfashlon by different vendors or may ot herw se vary in actual

depl oyreehiledeviges py a wabilgttp-wipbblecaben operators), naking it difficult for
an attacker to WO 2012/113817PCT/ EP2012/ 052983 determi ne variants since
each vendor [A892]i ndheweortancediitlf theemesest diatlegyet mydeetweorki elementaicludinghe

ci phered ,system.i r i 0 Xa SA!

ci Gl T e 0SB, BT MhERbEdeSe 18 SOuNnosBBRLEs SRR oy
any netpsfiokm ehe ifkodsASt Figefs eteb N, Indgdhetaliosukh eleBUERL ¢l &BEnt DRillaindRdVAr K
5side server or a nobile device. Reference is now nade to Figures 10 and
11, whi©mmHegtions subsystem to communicate with other network elements, a processor and

memory which interact and cooperate to perform the functionality of the network element.

[0093] Further, if the network element is a mobile device, any mobile device may
10 beused. One exemplary mobile device is described below with reference to Figure 11. The
use of the mobile device of Figure 11 is not meant to be limiting, but is provided for

illustrative purposes.

[0094] Mobile device 1100 is a two-way wireless communication device.

Depending on the exact functionality provided, the wireless device may be referred to as a

15  data messaging device, a two-way pager, a wireless e-mail device, a cellular telephone with
data messaging capabilities, a wireless Internet appliance, or a data communication device, as

examples.

[0095] Where mobile device 1100 is enabled for two-way communication, it can

incorporate a communication subsystem 1111, including both a receiver 1112 and a

20  transmitter 1114, as well as associated components such as one or more, antenna elements
1116 and 1118, local oscillators (LOs) 1113, and a processing module such as a digital signal
processor (DSP) 1120 The particular design of the communication subsystem 1111 depends

upon the communication network in which the device is intended to operate.

[0096] When required network registration or activation procedures have been
25  completed, mobile device 1100 may send and receive communication signals over the
network 1119. As illustrated in Figure 11, network 1119 can comprise of multiple base

stations communicating with the mobile device.

[0097]  Signals received by antenna 1116 through communication network 1119

are input to receiver 1112, which may perform such common receiver functions as signal
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exenpl ary network and nobil e device architectures. [0087] Figure 10
illustrates an architectural overview for an exenplary network. A nobile
devi ce 1040 20m/1a6817i gured to communi cate with cellul ar memErRéa2H283

[ 0088] Mobi | e device 1014 may connect through cellular network 1020 to
provide 10 either voice or data services. As will be appreciated, various
cel lul ar networks exist, including, but not limted to, global systemfor
nobi | e conmuni cati on (GSM, general packet radio service (GPRS), code

di vi si i. pl CDVA) . _.uni I bi.l 2| [ [
(o) T BB RREE AU hra ARG R e FORERR M By .

These tehpR) QeleRSshalvnauvFiduee UEndibg Y@ tigeal (DR ceivelddh AD e edkiin dfes
[ 0089] Cel | ul ar network 1020 conprises a base transceiver station_ (BTS)/ Node
B 1030 raffivad #apahimiowatmeareyganplex sameugication funciaps siqheds deseiulaion &

ot vor KIeTE R berkI bl i s PP Mo o iR RE SEAR1 DB TR RO A, |
ser i Npr&RRSds indladihg gnovhdeionSEHENEnddG e, for26kaMRTe, IBEDIPS 1120 |and edpiitoto

circuit switched calls and SGSN 1056 is utilized for data packet_transfer.
As wi | ITaemElsEr Etida{e digigbde @130k FRVAHRN.GEIRAVIIES Whekonysisiony fHltesing | ar

el ement.gy dficstiod Bn@4RARSmIsYiBA SV} tE@'cbﬁihﬁhicﬁﬁ&’("%&%rkgﬁqg%%ﬁlﬁen%tl}’l@ék 1050

further I'ncludes an authentication, authorization an accounti ng
nodul e OB 1aGichot anlyf prachses icomhudeatioe sgnslsc huaslsa fhowded Gratcover agi st ry

25(HLR) or visitor |ocation reqistr VL 0091] MBSC 1054 connects
to(a pf}fﬂn?@ltgfweﬁ@d Fai sm&gwgtmﬁwﬁawﬁéémﬁ Cf%lajivf&?lo iSHE0a1St I TRCEN Fe d
calips. Alibefmaatrhkalidter P14 FRDI Beeaaegnikmpi thtoRbd Sthﬂoﬁ%h MaforddiR4cdiRYcon@BINECt
to an MSC 1074 of core network 1070. Core network 1070 simlarly has an

aut hentalgaitho s implemeotefl xaPSBr 136d accounti ng nodul e 1072 and SGSN 1076. MSC
1074 could WO 2012/ 113817PCT/ EP2012/ 052983 connect to a second nobile
devi ce throJgnog] basewstlkahiwess ocwmpirembhterviiiodso Bayr dependiog epsn gbe mype( ofot

shown). In ﬁ,f ther alternative enbodi nent, NMSC éOS may be t he MSC for
bot h o5V oaeltjlbc 8 SBRe DCRHPKE PUORDEFTSE 1T ATSPCIaEB YD) ¢ ALLSERRT RIHSE i ¢ h

the pragashile ddve!1960I & mablle RINANE RYEFERtemdVaBIcURENPemtitiRRIduE @aVi
1014, BTS 1030, BSC 1032, MsC 1052,” and SGSN 1056 coul d be used to perform

t hd Smetdiadebsskibe igantés ngodube GIM) saglenerddr to speraterpatamsitwol drngriIMARDIM

i nclude_a co i.catio suhsyst em onmunpi cat 1 t her network

ol croniaRrE S THE BB AR H-BeC P et SARUN PSR, 1
the fungti geakity Tob SiM/RIEINWEHd eh@IEhany key configurations 1151, and other

information 1153 such as identification, and subscriber related information.

[0099] Mobile device 1100 includes a processor 1138 which controls the overall

20  operation of the device. Communication functions, including at least data and voice
communications, are performed through communication subsystem 1111. Processor 1138

also interacts with further device subsystems such as the display 1122, flash memory 1124,
random access memory (RAM) 1126, auxiliary input/output (I/O) subsystems 1128, serial

port 1130, one or more keyboards or keypads 1132, speaker 1134, microphone 1136, other

25  communication subsystem 1140 such as a short-range communications subsystem and any
other device subsystems generally designated as 1142. Serial port 1130 could include a USB

port or other port known to those in the art.

[00100] Some of the subsystems shown in Figure 11 perform communication-
related functions, whereas other subsystems may provide “resident” or on-device functions.

30  Notably, some subsystems, such as keyboard 1132 and display 1122, for example, may be
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[ 0093] Further, if the network elenent is a nobile device, any nobile device
may 10 be used. One exenplary nobile device is described below with

ref erencewbeogssie 11. The use of the nobile device of PETgre@203298% not
meant to be limting, but is provided for illustrative purposes.

[ 0094] Mobi |l e device 1100 is a two-way w rel ess comruni cati on devi ce.

Dependi ng on the exact functionality provided, the wireless device may be
referred to as a 15 dat a rressagi ng device, a two-way pager, a wreless

e- mai | lular tele wi.th data nmessaqing c bilitie a

i 1ol B8 B bl G BRade TSRS Gutdibls it SRR BRP e shdeSThn 2

[ 0095] Wiek@issRI beerd@Videmddi®RidnS nefaidk eand Qlevica@esh@dnt CRIATALHSCAIchORs & t can
i ncorporate a conmuni cati on subsystem 1111 i ncluding both a receiver 1112

and a Xolcutatemsigskidist 1114, as wel| as associ ated conponents such as one or
nore, antenna el enents _1116 and 1118, local oscillators (LOs) 1113, and a
processi ng rfoa1Nd Lpduatag %/Ststhgiiqfawarsiugwaby theamessserr [(ID8RpN b 26toMdan a

e A ST B
[ 0096] VReM§ EiCHitinT] 8Ost ¥ Bl ehB@bSihoRtni) OBp&ifi @dvii sadppRBat e CR PaFte shefafe been

25 conpl eted, nobil e device 1100 nmay send and receive comuni cation
si gnal Snevee tampaietlyolordad 1ot0 AsvelRiilgs meatasy sugh RSyl EM1112het Repdtveri19

I h th bi |
G O ASRTLLR S RN, AUOLIAPE PTRUC2L g wiLh Lhe mobi] <
t k 111 .t whi.ch f
netvork L1901 0L RS M I R RS A

f r aqueryoyh BeMputeOpéeFanison.ssfant toesdrid, dabhabragk 1380 easp on saruihdtlh%l mﬁese and
in the exanpl e system shown in Figure 11, analog to dlgl t al

conver sligprenipjtoyage ey idingteofach prassan gawy alé@C@ﬁ-‘eﬂ PtiPHAE @ﬁbr@em@mﬂr 1g4 for
d t t d
.CO”m‘“'t@é}gg%&eg&%fdﬁ%sreﬁﬂ? A% d9RduL & f1‘%§ ﬁ{‘gdﬂﬁ&ﬁ)% g or%%{att?%%pggte%r e

in the si'mTar manner, sig

pr ocesgafltiongc |ch11dieﬂgblféDdxlécatlbﬁ)noﬂ@dﬂ@ﬁl@Odppig:aﬁ@ﬂs exariel eaoblﬂy OSRkcel 12@ and
input to transmtter 1114 for gital to anal og conversion, frequency, up
conver STefEteriadesef AGaPRAKALiQnS ‘Eléif’lil @ﬁntaqr&aflﬁéwerﬁﬂges dpelering at feast data and

CONBUNI LAkl &%rﬂ&hw oh a:l%ljigat g f@lnéx‘?tﬁﬂ)?e gﬁlorﬁ?ﬁ? b %%teﬂl(%g Ah¥bily &8&S s

conmmuni catl on si gna ut a SO provi dés I’ECEI ver and transmtter
cont r ol L10Foduenxa rtpamj,factutumgal ﬁhhappbpleﬂtmm conkdu b ¢ atstablad s supseduenilyn or
receive 10 1112 and transmitter 1114 may be adaptively controlled through
aut omatPE¥JHi*nYcont rol al gorithms inplemented in DSP 1120. [0098] Net wor k
access requi rerrents wi | | also vary dependi ng upon the t¥
[00103] A software application may be a personal information manager (PIM)
application having the ability to organize and manage data items relating to the user of the

20  mobile device such as, but not limited to, e-mail, calendar events, voice mails, appointments,
and task items. Naturally, one or more memory stores would be available on the mobile
device to facilitate storage of PIM data items. Such PIM application can have the ability to
send and receive data items, via the wireless network 1119. In an embodiment, the PIM data
items are seamlessly integrated, synchronized and updated, via the wireless network 1119,

25  with the mobile device user’s corresponding data items stored or associated with a host
computer system. Further applications may also be loaded onto the mobile device 1100
through the network 1119, an auxiliary I/O subsystem 1128, serial port 1130, short-range
communications subsystem 1140 or any other suitable subsystem 1142, and installed by a

user in the RAM 1126 or a non-volatile store (not shown) for execution by the

30  microprocessor 1138. Such flexibility in application installation increases the functionality of
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network 1119. In sone networks, network access is associated with a

subscri ber or user of nobile device 1100. A nobile device may require a
renovabl ewo=erziisantity nodule (RUM 15 or a subscri becTirgeniiosasssrodul e
(SIM card in order to operate on a network. The SIMRU Minterface 1144 is
normally simlar to a card-slot into which a SIMRU M card can be inserted
and ejected. The SIMRU M card hol ds many key configurations 1151, and

ot her information 1153 such as identification, and subscriber rel ated

i nfor iqQn.. [0099] Mobi le device 1100.incluydes a processor i ch

cont 1 o2 AR R DR AR sh iR SRR s PR ons.
i ncl udigrgpodt. | east data and voi ce communi cations, are performnmed through
comuni cati on subsystem 1111. Processor 1138 also interacts with further

device su bs){@bﬂg\ THG @S cdriBuic s neYiode 2%ecdiedSdlod B Y aslelid ¢y mERRSOH
access nmenory (RAM 1126, auxiliary input/output (I/0O subsystens 1128,

seri al wpdrpage dg@nlaedevi be poecessed Py bl cynmpnikayqyanibsysied? | 1 slpawlkiaput 1o B,

m cr.ophone 1136 r .2 ni catiaon subsystem 1140 suc S, a

Shore - PRRGETES S A e vaE AR Eb&Rthe SSRET by el s Buen o
gener al duypul s ihgridphsy 1192 1drddternativélglto RO hlxil430/Taslick 1128l ude a USB port or
ot her port known to those in the art. [00100] Sone of the subsystens shown

in Figure llopfdd)or NuSQnBTURbISRL dRte 118bakfdalbs!06hpNRTIataMIERE AchUsNEKail
subsystens may provide "resident” or on-dévice functions. 30 Notably, sone

subsystmessages Ufoh easmpley boiag dhd k8gbaart 1832 pivhigh kaede 4 completmplpbanuregridve WO
2012/ 113817P /532 12/ 052983 used for bﬁth chg%nLﬁ@tigq-%%hﬁted.nunctions,
such as R8P iNgTEPIERT esTRFE o P HHNSH S Lopy 4 12 PO it
netoor kuuxagy daYi 8&1¢eesigent SubiCdonQdSed Uhsamag RInC Yt afr&isniifted askr 1d St .

[ 00101] Operating systemsoftware used by the processor 1138 can be stored

in a Bopurwieationmeyask shrguginthgsommagiratiemitbpystemd llivhi ch may i nstead be a
read-only menory (ROM) or sinmlar storage elenment (not shown). Specific
devi ce appl i[68106Ing;orovoiggacommuhsaeafs, avesallbeparammopfmidbyle| devded]l 100t & a

volatile nor as . 1126. Received co ni cati i gnal.s nmay. al so
be. ot or'UB T 400 H156 L SR aas bR PSR RSy 1137 Sdrigue for
segr egatAemission \dbﬁlﬁ%eegéneadt&ﬁSy fa0micrdphdaet N 360 NMAUERALIRS Q8icasy LbdRS1/and
prggranldata storage 1150, 1152, 1154 and 1156. These different storage
ty

és isnbvstens, sadhaprogriesmmeasigalrberdng wbpstan.onapfalsol bes Implemskipd 1024 f or
their owhflahd;st 91698 ARfillsherRas %Ela'ﬁﬁ%"?%ﬁ@{ m%tﬁgsiss%&to\%g)ﬂ'sﬁe'dogﬁiﬁ&i{y? S

operati ng system functi‘ons, =can enabl € exe (0] re applicarions

on t he thhbih ehdepdaker. 1 B4prdespeiver mM2nedy 8o 8f uadplol pratidens inbicatiort 0N tieol
basi ¢ gperatiogns, .including at |east data and 15voi ce communi cati on,
appl i cdfl$mwing of & caling patte thgdyatipy phavpige sall oiothar verre sall wglated anfgeyition

for example.

20 [00107] Serial port 1130 in Figure 11 would normally be implemented in a personal
digital assistant (PDA)-type mobile device for which synchronization with a user’s desktop
computer (not shown) may be desirable, but is an optional device component. Such a port
1130 would enable a user to set preferences through an external device or software
application and would extend the capabilities of mobile device 1100 by providing for

25 information or software downloads to mobile device 1100 other than through a wireless
communication network. The alternate download path may for example be used to load an
encryption key onto the device through a direct and, thus, reliable and trusted connection to
thereby enable secure device communication. Serial port 1130 can further be used to connect

the mobile device to a computer to act as a modem.
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1100 during manufacturing. & her applications could be installed
subsequently or dynam cally. [ 00103] A software application may be a
per sonal woforxmssion manager (PIM application having tireTarRo205298
organi ze and nmanage data itens relating to the user of the 20 nobile
device such as, but not limted to, e-mail, calendar events, voice mails,
appoi ntnents, and task itens. Naturally, one or nore nenory stores would be
avai l able on the nobile device to facilitate storage of PIMdata itens.

via e w SRt ARG SRbld st Pl RO M S Pl

sean esfllyah pi@leoeComSMhichiswgde@bdpdipdaned, via the wrel ess network
1119, 25 with the nobile device user's corresponding data itens stored or

associ ated Wob{osy ft%er caPMbfitarfrst QUbsyslhi(fler11app! Lkt i.9ns mn%&%
| oaded onto the nobile device 1100 through the network 1119, an auxiliary
| / O sub®ysnencalions, sul@ersuem apo ferthier 3@mpohents -thainyay eormdmn lfcua@cmmsmsa,tbsyst em

Rawt 11950 e 8l PE B S ROy TR E Vst BhBuRR ROt Ry & 1
30m cr aphngessddes 1 115 exathple, fﬂheemti@yéteﬁlgs) iN4appdyl BRiidenl MSiaadd! @vicNand
increases the functionality of WD 2012/113817PCT/ EP2012/ 052983 t he devi ce
and mayRSHICEEHEr @R A camprnendy pee BluefeethBhsomewiiratiee atddsle- toatrayide for
functi O(%ﬁimlﬂlrlc ?%BQVIHI s1m11ar1¥ erga?ﬁ)e]dogr]stehl@ agd gﬁgescommm cation node, a

receive S|gna sage page domnload w il be

processed by nlcatlo

o opr oces S0P DISETR iR AERTER Sl a® AL R sl GnayRm or

el guentmehbds Btiag él@fﬁerﬁyt@ﬂﬁesﬁcﬁldlﬂget@e‘i@h@ﬂs bF2Re @&hrﬁh&e@r BRtth §hrdseho an
auxiliary I/0O device 1128. [ 00105] A user of nobile device 1100 may
al so corpbersiogathei abowe vaiien descrinign | maseerpilpedioseskibsdaipihe art e make ansl
keyboar C n V.

tel ephonejeeh%%dmi>4MS ﬁ]d(y?n ar%gglgﬁvg(r%[c%eﬁls t\}/l\ngljtlﬁ& één%mle%ﬁ)&% t??@‘ggeﬁamsggg}ebl y an
10 auxitkitmiqueb /oﬂtﬂe\presentld@ﬁcatﬁmc tThe oinfeadet s¢dpe e ﬂhiauectﬁmamebe)ftthalasdﬂet ted
over a communi cation network through the comuni catjon_ subsystem 1111.

[001oe]appb?at\98|té%s e&iﬁﬁm%%@ﬁsaﬁgwr%vé%ﬂms epaeatads ihasrdavpe fidfeq diome ghe1 100
C}%I Mk Hnique¥ CEiPthe! BRkseftCGHI Vcﬁgiﬁ' Nal ke del?(g bt PdEnd©; &lLﬁan&ﬁEr 1134
si gna sItor tran nlsS|o e generated by a nlcrop one 1136.
AI t er natiuv@raspisggerns oaudétbods/ @ith livsihstantislt differensexc liroas tle wohoiquese st dge
recordln subsyst em na e |npl nment ed on.nobi | e devi ce 11
AT t houdHCisBi GBbFatR gﬁcgﬁs—;ﬂ %Eﬂl%ut HeheReEpiNiSs REEN D P YR il q%}o&agh t he
Speakerapikéx%ﬂys/s%térﬁk axd Hl%%s @haﬁhﬁa@tu‘?@fdﬂﬁ?hlﬁ& REtRI tHE s@dbe'dﬂ@l’l&@é eRfe0f the
identity of a calling party, duration of a voice call, or other voi ce
cal | remam@dﬂhﬁﬂ@@ﬂﬁyDb@ﬂk@ﬂwekaﬁpkefe@Qpﬂﬁm@7] Seri al port 1130 in Figure
11 would norrmally be inplenmented in a personal digital assistant (PDA)-type
nmol20l e device for which synchronization with a user's desktop conmputer (not
shown) nmay be desirable, but is an optional device conponent. Such a port
1130 woul d enable a user to set preferences through an external device or
software application and woul d extend the capabilities of nobile device
1100 by providing for
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25 information or software downl oads to nobile device 1100 other than

t hrough a wirel ess comruni cati on network. The al ternate downl oad path may
for exanpwe 2be/ussad to | oad an encryption key onto the @eviEpeoizhsmegh a
direct and, thus, reliable and trusted connection to thereby enabl e secure
devi ce communi cation. Serial port 1130 can further be used to connect the
nobi |l e device to a conputer to act as a nodem WO

2012/ 113817PCT/ EP2012/ 052983 [ 00108] W Fi Conmuni cations Subsystem
1140 i { i ynmruni cati ons and can provide for conmmuni cation with
access%ggggfﬁgﬁgéﬁQﬁt)ﬁp [00109] O her communi cations sub systen(s) 1141,
such as a short-range communi cations subsystem are further conponents that

may provide ffor comBYdTef slrin®chehnBRAIGTRIA hehdbRdinetvokk@OmpAsingi f f er ent
systens or devices, which need not necessarily be simlar devices. For

exanpl e, the sUbsys Sﬁ(rds?)va&&f’f%f Wes&%%?‘f’%ﬁiﬁ?%ﬁ%ﬁ%@ SIGMsGSei AGH

associ ated circulits and conponents o comuni cation nodule to
provi de for, co i iQn with siml.ar nabl e 5 _and devi ces.

001 10jeoste! ERETHTNARFED Bttt Pl M slatieg PR Msabt BEEHE o80T e ur oo

systens or 10 me%hods having el epents _corresponding to el enents of the

t echni ques d¥tef pighgingsie sartahpn thef o CeRe above written description may
enabl e those skilled in the art to make and use enbodi nents havi ng

al ternative el engransmithing als¢dosdiveeant of thegpesnaietad thdersetypeentlee fofst t he

techni ques of the present application. The intended scope of the techniques

of the $SHYOUH; appl i cati on thus includes other structures, systens or nethods
that do not differ fromthe 15 techni ques of the present application as

described herei n,gugduédt BREmitah YRaS cHdNRKiaft SURE HeSge SHHEEMTH tffe Mt hods
wi th insubstantial differences fromthe techniques of t%e pr esent

applicati i . el . j I I

ot hodan B0 50T SASTH ORL S Bcdbha bR R biobiy BALRFLE SPNRIGefit
within the scope of the appended cl ai ei.ther literall r.under the
Gocbr ke Brst BB et ara TS e w0ad T T i rr EpsGHBIFb S BB AT | S
CLAIMED | S: 1. A nmethod for securing conmunications in a nobile
network conprising: transmtting a first variant of a message of a first

type on a fixst siRWassOef dhigd furtheee&hp@dirégfhﬁ@flabhérﬁ@%‘r_)mb&_t)m&
ciphering is started on the first SACCH, and 5after ciphering is started on

the 11 i, SACCH, phhANAHe' h0ade H°R06hd GpL BRtnelrst SRCORRTRIROT Lhe Tirst

transmission of the second variant of the message of the first type and before the subsequent

transmission of the second variant of the message of the first type.

15 3. The method of claim 1 or 2, wherein the first variant and the second variant of

the message of the first type comprise neighbor cell information, respectively.

4. The method of claim 3 further comprising: transmitting a message on a
broadcast control channel (BCCH), wherein the message transmitted on the BCCH comprises
a variant of neighbor cell information different from the variant of neighbor cell information

20  in the second variant of the message of the first type.
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SACCH; and subsequently transmtting the second variant of
the nmessage of the first type on the first SACCH, wherein the subsequently
transm t two 28exiasgi7vari ant of the nmessage of 10t he firsPCrEPe0®5I98E next
transmtted nmessage of the first type on the first SACCH. 2. The
met hod of claim1 further conprising: after ciphering is started on the
first SACCH transmtting a nessage of a second type on the first SACCH
after the transm ssion of the second variant of the nmessage of the first

type and before the subs ent _transm ssion of the secon riant of the
message of the. fiTErtPREot TR AMERAEL Ve ln bEHESGRRS Bk AGaEt ol
first variant and the second variant of the nessage of the first type

conpr i stge et §is ot trasmittedieihsdirt o CEH opbehs o Cyp%eﬂngh%st%@dﬁaﬂdieﬁr% aim 3
further conprising: transmtting a nessage on a broadcast control channel
( BCCH) ,SAdpeHei n the nessage transnitted on the BCCH conprises a variant of
nei ghbor cell information different fromthe variant of nei ghbor cel

i nformation 20in the second variant of the nmessage of the first type. WO

2012/ 113817RPCT/ ER2Q12 3 . 5. .The h f recedi n | ai m
Sherein ched1r ot UATt g Sormecedinell SpORILAE P ATHECERO el T cu
on the fjrst SACCH only before cipheri is started on the first SACCH

6. The HrikhBassage %zﬁfff;r Blr‘é’cPéEI\%ﬁEf eélpgﬁs}ﬁg R ioR. Wéecﬁj bsinrolRgtiohapaR i
variants 5 of the nessage differ in upper |ayer encoding information,
unused ipformatief, davenonoheadeparampiion thapreserae Porhsencgydirelgeans eatpdpndant
information, the presence or absence of irrelevant or redundant

i nf or nehfoomatiar, oc oorbbinationsnbsereder eof 7. The nethod of any preceding
claimfurther conprising: after ciphering is started on a second SACCH,
10transmtting a third variant of the nessage of the first type on the

second SA ' an upsequent,| ransmtting the third variant of the
rosonge of The f 1 ThermethodobS e i i PR, et e R RE B et | y
transmitted third variant of the nessage of the first type is the next
t r ansnistarted oresssaed YACEHe first type on the second SACCH. 8. The
nmet hod of claim?7, wherein the first SACCH is a communi cati on channel 15
betl@een t he trambmnitengethial arantofahé mesfageobihkedirstaypeacen thadedond S\ ganSACCH
is a conmmuni cati on channel between the nobile network and a second nobil e
devi ce. subsequently transmitting the third variant of the message of the first type on the

second SACCH, wherein the subsequently transmitted third variant of the message of the first

type is the next transmitted message of the first type on the second SACCH.

8. The method of claim 7, wherein the first SACCH is a communication channel
15  between the mobile network and a first mobile device and the second SACCH is a

communication channel between the mobile network and a second mobile device.

9. The method of any preceding claim, wherein the second variant of the
message of the first type is selected through a randomization or a pseudo-randomization
process and is based on one or more of mobile device identity, subscriber identity, cell

20  identifier, other desirable mobile device parameter, or other desirable subscriber parameter.
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9. The nethod of any preceding claim wherein the second variant of the
nmessage of the first type is selected through a random zation or a
pseudo- r andanizAssion process and i s based on one or nor eCofEPpmbiosmssievi ce
identity, subscriber identity, cell 20identifier, other desirable nobile
devi ce paraneter, or other desirable subscriber paraneter. WO

2012/ 113817PCT/ EP2012/ 052983 10. The method of claim9, wherein

sel ection of the second variant of the nmessage is constant for a particular

subscri ber identi stored.i.n _a,Subscriber..ld it dul e card in a
particul ar nlcq))bi I ef%o‘ﬂﬁg%(?g%?l'f“ ?’c‘%ﬁr?m sEkrid (if‘i&le %%8%?%8%%‘% Sage
preceding claim wherein the first transmitted nessage of bthe fjirst type
af ter df pAEanhEPTiaPagicytar subssHLeTHdentity storegaperubgcribse IdeatiyrModule (M) of "t he
message. 12. The nethod of any preceding claim wherein the

ci pher icagd iors paneculdrmeebilsacaHhuEesionsEll. encryption in a @ obal Systemfor
Mobi | e Conmuni cations (GSM system 1013. The nethod of any preceding claim
wherein the nmessage of the first type conprises a systeminformation (Sl)

type sel ect elg ];][ etrlr}ee[h(gci 85\£né/?pgrgcseidﬁ$i crlla(,:fmo];)v:her%h%5 the%r?t%a?%tal %ﬁtn?e{%%ag%%%_{g 6.

14. The net ho clarm () e nessage transm

conprises_.a systeminformation (Sl) type, s cted fromthe group consisting

of : ~s| 2D Byshpipe altgegpbergess e (s B S GGH T PO GBIUGR 15 A ot hos

for securing conmunications in a nobile network conprising: encoding a

first vaessag®t of a systeminformation (SI) nessage of a first type, wherein
12. The method of any preceding claim, wherein the ciphering on the first

SACCH uses AS5/1 encryption in a Global System for Mobile Communications (GSM)

system.

10 13. The method of any preceding claim, wherein the message of the first type
comprises a system information (SI) type selected from the group consisting of: SIS, SISbis,

SI5ter, and SI6.

14. The method of claim 3, wherein the message transmitted on the BCCH
comprises a system information (SI) type selected from the group consisting of: SI2, SI2bis,

15 and SI2ter.

-25.



the first variant of the SI nessage is to be transmtted on a first slow
associ ated control channel (SACCH) before ciphering is started on the first
SACCH;, amsioZerxcissing a second variant of the SI nessagepofi/irh@2f05198% t ype,
wherein the second variant of the SI nessage is to be transmtted on the
first SACCH after ciphering is started on the first SACCH and wherein a
subsequently transmtted second variant of the SI nessage of the first type
on the first SACCH i s the next transrn'tted rressage to the second vari ant of
the SI ness ge of ,th dfrst Ly ﬁg on thle fLrS nF’L E er.mﬁt,hod of
claim 15 further 28} ".s."n%ecu gl g™ &R s H-SS% & IEVAR SRUBHY ¥y pe to be
transmtted aft C|pher|n is started ontheflrst S wherei n .the Sl
message of tqlié"(g%élﬁﬂ“t"ﬁﬁ@ jof agysteg 1l PHH@H%@%H“S%%%QC%@&YPSR@@&Her
the transm ssion of the second variant of the SI nmessage of the first type
and beftbe &rst Meriand b§ dgd messaggns i esrapamafedidne Bstdaw agsciagast copfrok he S
nmessage of the first type. 1517. The nethod of claim 15 or 16, wherein the
first ahanidhéSAECHNUetode ciphdrinfis blagedSbn treSaagRAOCH: hadf i rst type are
different in upper |layer encoding information, unused bits information,

spake bits 'éﬂfz@dﬂgh's%nd'vﬁﬂﬁ{t PR Sl%‘é&@z!ige'd?fﬂ%ﬁi%{!ﬁ@,wﬁéﬁnﬁlﬁ@&%w or
absence of irrelevant or redundant infornation, conbi nati ons t her eof

18. The 7 e of

the 201 b GyRLSesRRR s P uE L iucb ol e %@éﬁaﬁéfﬁhehﬁé‘s %fﬁfe??%m
IS encq d vari nt of the S| ssa th WO
b015) 1 3B RTBCACR T gﬁ@@%"é‘éés e fently in e E B8 Grakey tirdl p s 15
to 18, wherein the first variant and the second vari ant of the SI nessage

of the the fist tipgse thofifst S Abisgheext siensmittad sressnee éhtherseaqsd cierigut| of the

20. The nethod of any one of clainms 15 to 19, wherein the ciphering on the
first BICSSideuddse A1 penothedinsoPACOHa d obal System for Mbil e

Communi cations (GSM system 21. The nmethod of any one of clains 15
to 20, wherein the second vari ant is selected through a random zation or a

do-rand zat 0 based on subscyi ber_.information stored
P banr B 2 TS SETRErs B e e SREie & SO S5 She
rret hod of any one of clains 15 to 21, further conpris encodi ng a

third VEFIEHYPOP herdeansnitipdafigh eipberingie siprted pn {hedist %@P& Wherstn thgiSl d

variant is to be transmtted on a second SACCH after ciphering is started
on t he mesagecb SCRIpndityge whiorbeitransmeied Dedehitst SACCIhsfidrtthetanshissebnvedr i ant
of the SI nessage of the first type on the second SACCH i s the next

t r ansmithé eton® s&a@e of et endskige df varfiraint p@find heorSlthembsageniofanstission

of the second variant of the SI message of the first type.

15 17. The method of claim 15 or 16, wherein the first and the second variant of the
SI message of the first type are different in upper layer encoding information, unused bits
information, spare bits information, layer one header information, the presence or absence of

irrelevant or redundant information, or combinations thereof.

18.  The method of any one of claims 15 to 17, wherein the first message of the
20  first type transmitted after ciphering is started on the first SACCH is encoded as the second

variant of the SI message of the first type.
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15first type on the second SACCH. 23. The nethod of claim22, wherein the
first SACCH is a communi cati on channel between the nobile network and a
first nobwbeotkenBsie and the second SACCH i s a communi caCorEPedansmB3 bet ween
the nobile network and a second nobile device. WO

2012/ 113817PCT/ EP2012/ 052983 24. The nmethod of any one of clains 15
to 23 further conprising: after ciphering is started on the first SACCH,
changi ng the scheduling schenme for nessages transnitted in the nobile

K. . hod of |, ai [ h
et type of st isstOBgTBLaRp RSP iEls MBTRur I iy ¥PRRECE1 cotea

fromthe group consjsting of: SI5, Sl5bis, SI5ter and Sl 6. ) 26. A
t r ansmiSeeRKd yagagt %E@ PEmEssagPikthe S5% RS g Prie B?Isl&fé%s‘f nfgrpigdy y:  and 10a
comuni cati ons subsystem wherein the processor, the nenory, and the

communirespeciovely.subsyst em are configured to cooperate to:
transmt a first variant of a nessage of a first type on a first slow
associ ated control channel (SACCH) before ciphering is started on the first

SACCH, and 1paft Cl i i S _sta e fir SA transmt a
second vari ;%t o?f l}ehnéagréésgg%é’ of O&ﬁféﬁ‘ﬁ?} és)Po t%;;%he(r)eﬁﬂlﬁé: 1‘?%%_{%% oh At
5  SACCH uses A5/1 encryption in a Global System for Mobile Communications (GSM)

system.

21.  The method of any one of claims 15 to 20, wherein the second variant is
selected through a randomization or a pseudo-randomization process and is based on

subscriber information stored in a Subscriber Identity Module (SIM) card in a mobile device.

10 22. The method of any one of claims 15 to 21, further comprising:
encoding a third variant of the SI message of the first type, wherein the third variant is
to be transmitted on a second SACCH after ciphering is started on the second SACCH, and
wherein a subsequently transmitted third variant of the SI message of the first type on the
second SACCH is the next transmitted message to the third variant of the SI message of the

15  first type on the second SACCH.

23. The method of claim 22, wherein the first SACCH is a communication
channel between the mobile network and a first mobile device and the second SACCH is a

communication channel between the mobile network and a second mobile device.
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SACCH; and subsequently transmt the second variant of
the nmessage of the first type on the first SACCH, wherein the subsequently
transm t two 28exiasgi7vari ant of the nmessage 20of the firsPCrypPeoosioke next
transmtted nmessage of the first type on the first SACCH WO

2012/ 113817PCT/ EP2012/ 052983 27. The transmtter of claim 26,
wherein the transmtter is a base transceiver station (BTS) or a d oba
System for Mobil e Conmuni cati ons (GSM networ k node. 28. The

' f cl.al 27, Wh [ ' [ , he s. d
varant of tHe redempatefOral R EER L R hbs R G M e

information, respectively. 529.The transnitter of claim 28, wherein the
pr ocesddptartedgn FP@rFH?tyS,A%%H, ?M@g@&ﬁwﬁ%@mn@rﬁg h Q7 S16spACE? Hanypifiedin
configured to cooperate to transmt a nessage on a downlink broadcast

cont r olthehehhenhethBACH) , wherein the nessage transmitted on the downlink
BCCH conprises a variant of neighbor cell information different fromthe
vari ant of neighbor cell information in the first and in the second vari ant

of the message. 1030, Iy Lf QRSeS| 80Y)00% Py Bldl 0B 2008 g 29, wherein
t he processor, the nenory, and the “d0hunications su SyS &hT Ar'e furt her
configured to coogerate to; after céﬁherinp ia started on a.secoqg ?QCCH,

t r ans miPessageRomPrivet 4 Srstenpinformatin S3h deesrlcricd fom e gropecqpsistipgols 8bynd
SACCH;, and 15subsequently transmt the third variant of the nessage of the
first typeisoviStenendédond SACCH, wherein the subsequently transmtted third
variant of the nmessage of the first type is the next transmtted nessage of
the first type on the second SACCH. 31.The transmtter of any one of clains

26 to 30, m@ﬁ{eithgg¥£&é ﬁlfﬁ»g%gﬁﬁ@ﬁﬁﬁﬂﬂgﬁﬂﬁﬁriant of the message of the

first type aré respectively se ou random zation or a

a processor;
a memory; and
10 a communications subsystem,
wherein the processor, the memory, and the communications subsystem are
configured to cooperate to:
transmit a first variant of a message of a first type on a first slow associated
control channel (SACCH) before ciphering is started on the first SACCH; and
15 after ciphering is started on the first SACCH,
transmit a second variant of the message of the first type on the first
SACCH; and
subsequently transmit the second variant of the message of the first
type on the first SACCH, wherein the subsequently transmitted second variant of the message

20  of'the first type is the next transmitted message of the first type on the first SACCH.
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20pseudo-random zati on process and are based on subscriber information
stored in a Subscriber Identity Module (SIM card in a nobile device. - 29
- WD 20 0202BFRCT/ EP2012/ 052983 32. The transmitter ofcamp2anmsoi3 cl ai s
26 to 31, wherein the processor, the nmenory, and the conmuni cations
subsystem are further configured to cooperate to change the scheduling
schene for nessages transmitted in the nobile network after said ciphering
is enabled on the first SACCH 533.The transnmtter of any one of clains 26

to 32, wheregjn t r n. t [1 encryption in a
G oystem da. it RAH T B gt 2Ealhdih BRI T a%es HHRE el {he
nmessage of the first ty rlses a systeminformpation (SI) type sel ected

fromt w@at@magszmﬁmaﬁéy%é’m g Mobilg @@Pglums@%?@r@ﬁ%) rQtWOrkitpss. A t angi bl e

machi ne-readabl e nedi um encoded wi th machi ne-execut abl e i nstructi ons,
wher ei n executi on of the nachi ne-executable instructions is to cause a

machine to alg | eaffe transmitter bf AAFRE of 27 I Wikdrei¥ d §A v@RfanPadiBRS GSnQT a first
type on a first slow associated control’ channel ( SACCH) before ciphering is

started fir nd 15 her i the first
2nocrs ePandtitnd heSha RE R Mhe SRS nGRETekM yrofpdlo feEbeRlak"S ' { he

first SACCH, and
5 29. The transmitter of claim 28, wherein the processor, the memory, and the
communications subsystem are further configured to cooperate to transmit a message on a
downlink broadcast control channel (BCCH), wherein the message transmitted on the
downlink BCCH comprises a variant of neighbor cell information different from the variant

of neighbor cell information in the first and in the second variant of the message.

10 30. The transmitter of any one of claims 26 to 29, wherein the processor, the
memory, and the communications subsystem are further configured to cooperate to:
after ciphering is started on a second SACCH,
transmit a third variant of the message of the first type on the second SACCH;
and
15 subsequently transmit the third variant of the message of the first type on the
second SACCH, wherein the subsequently transmitted third variant of the message of the first

type is the next transmitted message of the first type on the second SACCH.

31.  The transmitter of any one of claims 26 to 30, wherein the first and the second

variant of the message of the first type are respectively selected through a randomization or a

20 pseudo-randomization process and are based on subscriber information stored in a Subscriber
Identity Module (SIM) card in a mobile device.
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subsequently transmt a second variant of the nessage of the first type on
the first SACCH, wherein the subsequently transmtted second variant of the
nessage olothe/ffisgigt 20 type on the first SACCH is the mextEPRoO1anSIYBEt ed
nmessage of the first type on the first SACCH WD

2012/ 113817PCT/ EP2012/ 052983 36. The tangi bl e machi ne-readabl e nedi um of
claim 35, wherein the first variant and the second variant of the nessage
of the first type conprise neighbor cell information, respectively.

32. The transmitter of any one of claims 26 to 31, wherein the processor, the
memory, and the communications subsystem are further configured to cooperate to change
the scheduling scheme for messages transmitted in the mobile network after said ciphering is

enabled on the first SACCH.

5 33. The transmitter of any one of claims 26 to 32, wherein the ciphering on the

first SACCH uses A5/1 encryption in a GSM system.

34.  The transmitter of any one of claims 26 to 33, wherein the message of the first
type comprises a system information (SI) type selected from the group consisting of: SIS,

SI5bis, SI5ter and SI6.

10 35. A tangible machine-readable medium encoded with machine-executable
instructions, wherein execution of the machine-executable instructions is to cause a machine
to at least:

transmit a first variant of a message of a first type on a first slow associated control
channel (SACCH) before ciphering is started on the first SACCH; and

15 after ciphering is started on the first SACCH,

transmit a second variant of the message of the first type on the first SACCH;
and

subsequently transmit a second variant of the message of the first type on the
first SACCH, wherein the subsequently transmitted second variant of the message of the first

20  type on the first SACCH is the next transmitted message of the first type on the first SACCH.
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36.  The tangible machine-readable medium of claim 35, wherein the first variant
and the second variant of the message of the first type comprise neighbor cell information,

respectively.
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