1 DI SABLI NG OPERATI ON OF FEATURES ON A HANDHELD MOBI LE COVMUNI CATI ON

DEVI CE BASED UPON LOCATION FIELD 5 [0001] The present disclosure is
directed toward a wirel ess handhel d conmuni cati on devi ce, and nore
particularly, to controlling a canera nodule on the device using
restrictions within defined geographi cal boundaries. BACKGROUND [0002]
Wth the advent of nore robust w rel ess communications systens, 10
conpat i bl e handhel d communi cati on devi ces are becom ng nore preval ent, as
wel | as advanced. In a broader sense, these devices are referred to as
handhel d el ectronic devices, which include devices w thout comrunication
functions. Were in the past such handheld comuni cation devices typically

accommodat ed ei t BEANRING EERA TIONOFFEXTURESION AAANPRELD MRANEES and
PDAs), today's consungioMhieRIELTRONSDRVECEH A8k VPdR 1¢swA§foRapabl e of

perform ng both types of transm ssions, |nclud|ng sending and receiving
e-mail. The suppliers of such nobile co ation devices and underlying
service providers are anxious to neet these dermands, but the conbination of

voi ce and te{ﬁbg@As”ehavgﬁé%Qm d?&(ljﬁ@g}e'is ﬁﬁec‘?écht%(va{] ﬁéi@&a}lahhﬁe% such as

t hose found cause esigners to nprove the neans by
whi ch i nf or natoiromuniction dentica, land)ntokuapeﬁﬂcndm dxe@nlnxaﬂmlga ctamera, meadulgveh theas

provide betteyr facilitation for.th r to navi within the nmenus and
i con presentaevgﬁgmH%8§§§§?9SW3Pmé§ﬁ ‘f%ﬁﬁﬁwgﬁﬂfﬁ’ g ¥t5ce with these nore
conplicated devices. [0003] Due to rga®KGROM@NPDEs in technology, digita

canera conponents are now snall enough to be placed i nsi de handhel d
he deV|ces are ble to take and store

connunicatioH geYices o t hat é ?
digital pictUPRE] The Yaifyi F oATGR! &Td e al° RS R R e
proven tqobe Hiph§bIPPRMIRIA m&gn&%ﬂmélar@@%nﬁhg Wbre HONRKR,  asBELY as
cor por ati ons and gover nnent al agencies are wary of snall portable caner as,
| i ke those advanced. In a broader sense, these devices are referred to as handheld electronic
devices, which include devices without communication functions. Where in the past such
handheld communication devices typically accommodated either voice (cell phones) or
text transmission (pagers and PDAs), today's consumer often demands a combination
15 device capable of performing both types of transmissions, including sending and
receiving e-mail. The suppliers of such mobile communication devices and underlying
service providers are anxious to meet these demands, but the combination of voice and
textual messaging, as well as other functionalities such as those found in PDAs, have
caused designers to have to improve the means by which information is input into the
20 devices by the user, as well as provide better facilitation for the user to navigate within

the menus and icon presentations necessary for efficient user interface with these more

complicated devices.

[0003] Due to recent advances in technology, digital camera components are now
small enough to be placed inside handheld communication devices so that the devices are
25  able to take and store digital pictures. The addition of a digital camera to these devices
has proven to be quite popular among the general population. However, many
corporations and governmental agencies are wary of small portable cameras, like those

provided by these devices.
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provi ded by these devices. 474659v1l 2 [0004] Canera | enses are commonly
made of glass or plastic. They are used to direct beans of |ight onto the
i mge sensor. The aperture, which is controlled automatically in nost
digital caneras, controls the amount of |ight that passes through the |[ens
to the image sensor. The digital shutter regulates the i mage sensor's
exposure to 5 light. Specifically, the digital shutter sinply turns off the
i mge sensor, essentially serving to close the "shutter”, and thus
elimnating the need for the noving parts found in an anal og canera.
However, sone digital caneras supplenent a digital shutter with a
mechani cal shutter. [0005] The focal length of a digital canmera is

det er mi ned byjoblg | MBgEngeN $MkesSare Ldnthaiy adde toTelall f Pebc.f TN drbast®Rs tO
t he subject tqQ be_ photographed. As the image sensor gets snaller the focal
length will ofisst beapediicheht wpitpi thgr IMage asensdie JdsefRerivearghich s cugpled to
be phot ogr aphgghm gy Cfﬂéthfgfkfa' f Qunideddl € o GAH haeahdghatd of
the lens is usué?*@ é%?hst%b é t%mﬁh%fﬁﬁkg tgg?ént.%?ﬁggﬁgﬁfh caﬁe as, the
adj ust abi | i t yiewf to thhembger sdnsére nhehdiggalderatsen togulates theéhenagst sensdr’ szxposunf o he

canera. 1% [Q006] Jn .. fgi.tal.. ¢ t he image s or_is typically..either
270D ( char ga Bt o ePeflodthdi bE AT e el ER AR iy MRS sty
sem conduct orservi s @lose Bat Bhatter”, lahé S1s SEMSOiRE tHealtsd Qrhd MOvink @hits found in
information into electrical_signals. [0007] The resolution. of the in%ges
produced by tHTRIOBFAMEEN P W dape digitpinCanianplemsnk a dagiGl Siga 3R s
whi ch is apprgechimigliuipe mllion pixels. Mre pixels 20 enable the
canmera to produce pictures of higher resolution. For a 4x6 picture, a two
megapi xel digital camera produces an image that is conparable to a standard
35mm  caner a l0&)Shi | ar [Te fipeal derggn of pidigital samgrat ip dstermipga BiyxiEe igpgR seapor’s
caner a PrgduGes AR b Bl i e RATRAKAPLELP (2 b8 (ABRARANIP TR AR R
uced by e nso

[ 0008] The electric signals pro mage s re sent to the
sensor gets smaller the focal length will also be reduced. Similarly, as the camera nears

the subject to be photographed, the focal length will also be reduced. The focal length of
the lens is usually adjustable to a limited extent. In digital cameras, the adjustability of

the focal length is described as the optical zoom of the camera.

15 [00006] In a digital camera, the image sensor is typically either a CCD (charge-
coupled device) or a CMOS (complimentary metal oxide semiconductor) sensor. Both of

these sensors transform the light information into electrical signals.

[0007] The resolution of the images produced by the image sensor is defined in
terms of pixels or megapixels, which is approximately one million pixels. More pixels
20  enable the camera to produce pictures of higher resolution. For a 4x6 picture, a two
megapixel digital camera produces an image that is comparable to a standard 35mm
camera. Similarly for a 8x10 picture, a three megapixel digital camera produces an

image that is comparable to a standard 35mm camera.

[00608] The electric signals produced by the image sensor are sent to the
25  microprocessor, where they are processed and configured to be stored in an electronic
format. Picture formats include TIFF, JPEG, and other familiar types. The picture can
then be saved to a fixed storage device inside the camera or a removable storage device
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25 m croprocessor, where they are processed and configured to be stored in
an electronic format. Picture formats include TlIFF, JPEG and other
famliar types. The picture can then be saved to a fixed storage device
inside the camera or a renovabl e storage device 474659vl1 3 associated

wi th the canera. Exanples of storage devices are on-board flash nenory,
conpact flash nenory cards, and secure digital (SD) cards. Picture files
are normally conpressed by software to i ngrease avail abl e storage space.

[ 0009] The display for a digital canera is commonly a LCD (liquid crystal

5 display). The display can be used to preview the "scene" before taking

t he photograph as well to show pictures stored on the canera or associ ated

storage devi cRsoclhi@l dithRh@¥adbs0 EpIR diystbagd b liddsefe 68 oaioNdshgtéasdiyon
of canera settings. Specifically, the user typically wutilizes buttons_or

control s on tdvendelflest meuygrdsoantheqeyen dgtHdSHY apipc dlictusdles pedioraelyy  of
th . iLgital b
0 er s GOl Nl Tyl 2, comrn an b

| ocated within ing o C ni ¢ device, thereby
expanding the device's functionality to include photograpﬁg. The pictures
taken with t He8@ldevi dés displaydaeraaldigitakcaned sneammotlyxed Clhetharid eivstal n

t he devi ce. . dey] e, use t he remyvabl. i
typicalIy%usg%gﬁ%osﬁﬁéggg%g?é}g%&gﬁ?%P§WFﬁ1%gaﬁggégxﬁﬁg%%%agﬁ%p&@??ﬁ%?gs
caneras can becllweaetow @idtakestpredtonnis cafiers ondssoaatd stbrage devient Bhe digdlasasd | ed

research, prototypes,. and other confidential subject. matter. The pjctures
can: thon be nerat DR an e Ran Shpean st Sy (SPERTHTING L et WPy

Thus, confi deffized butl¥hs 6F tatkrofdh 1he detBE AORIHYio HaVighi@are aRaghios! UsselidhRte
i nproper purposes. The ubi quitous presence of handhel d cohmuni cati on

devi ces in tHEtAEIMSESs environment makes it 20 difficult for businesses to
control their use. The present disclosure is directed to a security system

that canife Yhiddjzed Ui g RaboRpGftidsalr digRl Liifista Bhn bRCHRY Witk ihe WelkidP an

associ ated canera. Additionally, the present disclosure presents a way for

an of a handheld electronic device, thereby expanding the device’s functionality to include
photography. The pictures taken with these devices are generally stored onto a fixed
memory within the device. Other devices make use of the removable memory options

typically used to store pictures in digital cameras.

15 [0011] Portable cameras can be used to take pictures of confidential documents,
classified research, prototypes, and other confidential subject matter. The pictures can
then be stored on the device and subsequently transmitted wirelessly. Thus, confidential
material can be improperly divulged and/or used for improper purposes. The ubiquitous
presence of handheld communication devices in the business environment makes it

20  difficult for businesses to control their use. The present disclosure is directed to a
security system that can be utilized to disable certain features of the devices, such as an
associated camera.  Additionally, the present disclosure presents a way for an

administrator to control certain device functionality on a geographical basis.
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adm nistrator to control certain device functionality on a geographi cal
basis. 474659v1 4 BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0012] Exenpl ary

nmet hods and arrangenents conducted and configured according to the
advant ageous sol utions presented herein are depicted in the acconpanyi ng
drawi ngs wherein: 5 [0013] FIG la is an elevational view of a handheld
communi cation device cradled in a user's hand; [00141 FIG Ib is an

el evational rear view of a handheld conmuni cati on device show ng an
integrated canmera assenbly; [0015] FIG 2 is block diagramof an exenplary
comuni cation systemin which a 10 handhel d conmuni cati on device may be
used; 100161 FIG 3 is an expl oded perspective view of an exenplary

wi rel ess handhel d el ect r ggRFHPHSTRIPIIONOFAHPPRA WIAGDal | assenbl y;
[00171 FIG 4 is a block diagramillustrating conponents of a host system

in an exenplary configuration in connection wth co ni cation network
and handhel @ 10481 co caplaryingedscad a{rereﬁfgienisw@g@tqdla SPpaged agqording

exenpl ary QNERTHY keihaasSub 3@t ions ér@&%&h FdrGin &l hégisibd QEeﬁlea&cg%Eﬁé}%]i@g y
QNERTZ keyboard | ayout; [0020] FI 7 illustrates an exenpl ary AZERTY

keyboard | aycliewing§ @beein: FIG 8 illustrates an exenpl ary Dvorak keyboard
| ayout; 20 [00221 FIG 9 illustrates a QAERTY keyboard | ayout paired with a

traditiongl .tiﬁemékey reDARL n JUARRRY ticw o MRl binnlichhibd B! FRuden
digits conprisin }r;le dnumsrals -9 arranged as on a
11 & users nand,;

10014] FIG. 1b is an elevational rear view of a handheld communication device

showing an integrated camera assembly;

[0015] FIG. 2 is block diagram of an exemplary communication system in which a

10 handheld communication device may be used;

[0016] FIG. 3 is an exploded perspective view of an exemplary wireless handheld

electronic device incorporating a trackball assembly;

[0017] FIG. 4 is a block diagram illustrating components of a host system in an
exemplary configuration in connection with a communication network and handheld

15 communication device;

[0018] FIG. 5 illustrates an exemplary QWERTY keyboard layout;
[0019] FIG. 6 illustrates an exemplary QWERTZ keyboard layout;
[0020] FIG. 7 illustrates an exemplary AZERTY keyboard layout;
[0021] FIG. 8 illustrates an exemplary Dvorak keyboard layout;
20 [0022] FIG. 9 illustrates a QWERTY keyboard layout paired with a traditional ten-

key keyboard,;
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t el ephone keypad, including the * and # astride the zero; [0024] FIG 11
illustrates a nuneric phone key arrangenent according to the ITU Standard
E. 161 including both nunerals and letters; 5 [00251 FIG 12 is a front view
of an exenpl ary handhel d el ectronic device including a full QAERTY
keyboard; [0026] FIG 13 is a front view of another exenplary handhel d

el ectronic device including a full QAERTY keyboard; (00271 FIG 14 is a
front view of an exenplary handheld el ectronic device 10 including a
reduced QNERTY keyboard; [0028] FIG 15 is an el evational view of the front
face of another exenplary handheld electronic device including a reduced
QNERTY keyboard; 100291 FIG 16 is a detail view of the reduced QAERTY
keyboard of dmuzme of riBl & il&irakd te{rp&lﬁﬁa cd:nh&lSI the Suhe@ @0l arh @ Rfordd
alternative reduced QNERTY keyboard 003 18 is a block diagram
representi ng tlerRoneIkexaadh msindanathe & and |a@,¢a€1¢6wze@evu ce interacting in a
communi cation network; [00321 FIG 19 illustrates an exenplary diagram
showi ng the njphidje de\FIGellnliusﬁQﬂEE”deuﬁﬁhb%ﬁox‘{E k&) @ ge?ﬁaﬁ'ae@armﬂ Pl RL cuts
and a satellite; "and 20 [00331 FIG 20 is a flow chart illustrating an
exenpl ary enbBatidaehE. 161 ingludinglodh ntmeralsasd ldtiers; ng operation of the canera
on the handhel d comuni cation device. 474659v1 6 DETAILED DESCRI PTI ON
100341 As 4i nty ed h i ngbayv ey o} the
handhel d eI ec | o dﬁ?cg%t% \%hlfrg IN Bgleagc 05 rléewl ééngi%lg?gﬁl%?% :a%‘gw
size. Wile sodedlngsémthWERTng@slpnard)e device in both hands, it is intended
that a predom nance of users will 5 cradle the device in one hand in such a

manner that {HM] and Fﬁ@“ﬁﬁ % a W vtier\]a@o ev'tﬁer exemplary handheld electronic device

including a full QWERTY keyboard;

[0027] FIG. 14 is a front view of an exemplary handheld electronic device
10 including a reduced QWERTY keyboard,

[0028] FIG. 15 is an elevational view of the front face of another exemplary
handheld electronic device including a reduced QWERTY keyboard;

[0029] FIG. 16 is a detail view of the reduced QWERTY keyboard of device of
FIG. 15;

15 [0030] F1G. 17 is a detail view of an alternative reduced QWERTY keyboard;
[0031] FIG. 18 is a block diagram representing a wireless handheld communication

device interacting in a communication network;

[6032] FIG. 19 illustrates an exemplary diagram showing the mobile device in

communication with a communication network and a satellite; and

20 [0033] FIG. 20 is a flow chart illustrating an exemplary embodiment of a method

for restricting operation of the camera on the handheld communication device.
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be affected using the thunb of the same hand in which the device is held.
Therefore the size of the device nust be kept relatively small; of its
dimensions, limting the width of the device is nost inportant with
respect to assuring cradleability in a user's hand. Moreover, it is
preferred that the wdth of the device be maintained at less than ten 10
centineters (approximately four inches). Keeping the device wthin these
dinmensional limts provides a hand cradl embl e unit that users prefer for
its useability and portability. Limtations with respect to the height
(length) of the device are less stringent since nore inportance is placed
on mai ntaining the device's hand-cradl eablability. Therefore, in order to

gain greater size, the device capghagrepDEsgeaeTigNconfi gured so that its
hei ght 15 is greater than its width, but still remain easily supported and

operated in one hand. [00351 Users have indicated a preference for
handhel d devijoe3d]|t hat A smirieed besimmbok, gd‘ntealof cagaharel immadht iagrectsool chee

d dat ' [ f t | t
o ot o MTUANEE! LEReT P BLETRL e R o B P B, e

conprised of u%eﬂs ®HR gr&b thé%&ﬁ%ﬂhﬁﬁm@@‘ﬂ i @nte@de@tﬁa& AYr&fRHSMce bOUREORAES
the image, 20 a storage device to store inmages, and a screen to display

i mages. r5ad|0tfadé¢1@|e|dywca in prgt hepd i euchra ihernen gt lpdt @i coshielsovepthseHce A2t he
camera housi ng pf.oxk %ﬂg&ﬁkethtfaﬁfo id e lﬁﬁd? QA 'tﬁe &%b ée%%ella' Gﬁéﬁéﬁf? the

adj ust camera settings, “and manip ate % ore cated
canera contr cs[z:eb:tftth@dem& mnﬂfh@rl@bt selavivelyi sthedl; ofiits Idenetmm)ss dgmahg theewidédndhel d

device to pra e .qui.ck a cess t ran1for con II|n t he caner.a.
Fur ther - det (% IS4k E S HP i ISP hde Giuiriae SR BN Ch AT S, Pefter o
modul e wi |l bgoeswdraitnedréfaired that Mhd Riidh ATSBE iRUicODbe RAABRRM lat Aess[ B@36dn The
descrlptlon bel ow nentions several terns that are considered known to

those skill| egentimetps (gprroxigralely spurdnehs) dscepirg W skevise evithin thase dipsestangt i on
thereby di sgl,n&i BEvHY £heRe a&lb&oi@ﬁﬁlﬁ%a%sf}é Fd2&: fo?!itg%séé%ﬁﬁy hed gbx@ab11519037]

When a canera IS I ncor porated Into a COITTTUI’]I cat1 on devi
Limitations with respect to the height (length) of the device are less stringent since more
importance is placed on maintaining the device’s hand-cradleablability. Therefore, in
order to gain greater size, the device can be advantageously configured so that its height

15 1s greater than its width, but still remain easily supported and operated in one hand.

[06035] Users have indicated a preference for handheld devices that also feature a
digital camera in addition to voice and data communication functionality. Digital
cameras operate along similar principles as their analog counter parts. Digital cameras
are comprised of a lens, an image capture device, a microprocessor to process the image,
20 a storage device to store images, and a screen to display images. Traditionally, a
multitude of buttons and switches located on the camera housing provided the user with
the controls to take pictures, adjust camera settings, and manipulate the stored pictures.
A dedicated camera control button is preferably provided on the housing of the handheld
device to provide quick access to the program for controlling the camera. Further details
25  regarding components and operation of the camera/camera module will be explained later

in this description.
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5 there is a potential for carrying the device into places where

phot ography is prohibited. Methods and apparatus are presented herein that
i npose a canera or other functionality restriction on the device while it
is located within such a restricted area. Furthernore, an admnistrative
policy is described such that the functionality of a handheld device is
limted based upon adm nister settings for the handhel d device. 10 [00381
In addition to the digital canmera, the hanghel d conmuni cati on devi ce can

i nclude nenory, a position determiner, a controller, and preferably a
configuration signal receiver. The nenory of the device is capable of
storing various types of data including data defining geographic

boundari es of [r(])ess est 1 i THeedts@Ridn B8R wOoAbRi A8 fsbird) JerthstRf tafd nkidBred ikipRaes on
the wirel ess handhel d communi cati on device relative to the restricted area.

15 The i nf or fBescopkillebidig ArtmeReipal camblesy we eliyreesedi indhe slepyyiptigb iRt ed
through a Sp(ﬁ?dl@éil?%ﬁgre%gééiﬁc Ela 1&'@?@{2 .@u%ﬁ.%e gvice. The position

determ ner typi cal recelves sdtel ased information that defines a
present geographi cal position of the device and the position information
can be used tl803Ht er m Whennhetanera ihancgmpraed iigo pr banatheldycanypunieation; devidee

trict I L hi i N
o5 11 4 2168,98550 O, OTRAEL BN SHRHAED G BRUITRISE e
functi onal i t YWMethodhaenddgppameushas ettsancd hacindeitemmosead canecrofor whet herctiviedity

device is presently located in the.restricted argea. Preferably, . a
Cont i qur at | oqestigidh o Bedrves whtlc BisBort 5B Sef firesvigiel dee: buthdmore, an

recei ves COnfih@uk@dtivepdlidy as ldeQmibad s BlaPhes Rurddfiantys bf atihdhelidevice is
configuration data received fromthe enterﬁ%;se adm nistrator is

preferably tHavigrddmsedosadmbysiprsitings ffthe handhgddeweei ct ed areas and is
stored in nenory. Furthernore, the controller can disable the

camer a/ cager gogujul € whenqtibe e &gitﬁ%ﬁﬁe AR RROL NSl RidGoh Aedkedad N
the restricted area. 474659v1 8 [00391 I n another enbodi nent, the

handhel d cominglideameorydeppgeomdatérmamer, & aadropor, andéprebaridy a coniggureiios signal
processing TEaverTTHP rn}ém%?y? Ofthe %%\?iicé %socnapgaqte oF Q?opzhgn Yarious types of data including
data defining geographic boundaries of a restricted area and data defining a restriction

imposed on the wireless handheld communication device relative to the restricted area.

15  The information stored in memory can be received wirelessly, downloaded through a

specialized port, or preloaded on the device. The position determiner typically receives

satellite-based information that defines a present geographical position of the device and

the position information can be used to determine whether the device is presently located

in the restricted area based on a comparison to geographical boundaries of restricted areas

20 stored in memory. The controller adapts the functionality of the device based on the
determination of whether the device is presently located in the restricted area. Preferably,

a configuration signal receiver is also located within the device that receives

configuration data from an enterprise administrator. This configuration data received

from the enterprise administrator is preferably the geographical boundaries of the

25  restricted areas and is stored in memory. Furthermore, the controller can disable the
camera/camera module when the device has been determined to be located in the

restricted area.
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means, and control mneans. The processing neans allows for receiving,
processing and outputting electronic data and for outputting control
signals. One exanple of possible 5 processing neans includes a
m croprocessor. The processor nmeans is al so capable of performng
managenent tasks related to the various conponents and attachnents to the
devi ce includi ng communi cati on subsystens and the display. [00401 The
menory neans stores data that defines geoggaphi cal boundaries of a
restricted operating area and data that defines a restriction that is
selectively inposed on 10 the w rel ess handhel d conmuni cati on devi ce based
on whether the device is located in the restricted area. These restrictions
can be establjophggd by Ihnlosenéhmei@bnt The tah&hel@tconMlindiadon dRideoR@h an
| evel , group |evel, ar individual user |level. The restrictions can be .
nodi fi ed by aARCUBARISHSPMSHAONCIYFCSH BOECISBIRSBIRNG MEMPTYaNeaRs hensitiop deferaupg e
the policy SELLingsi QhubDfehds ABLIFYccSEh AR 55 1 Olci IR oo SEAD
include a flash nenory 15'§§V%%e, éﬁrgﬁﬁ-%ﬁFﬁmﬁénory déJ%ée,’ na a %gné%m
access nenor yulisviigeelefipmihdataane for ouiputtiiegroentraieams!si sOwapainipde of petsiid ng
additiona% ing anti%% t hat issdescribed bel in f:greater detPiI, Ml of
relation to PIESY8ES ToHRT HSIHe BriBgropmecesss, Oﬁfa{v‘ﬁﬁ?rf’% 19 JRCRLS 250G SRS
books 352, i deffotrthingahdraperhdift aiskmidlaed tol el @eiotd adrBpodefs ahd apsdhinGyits to the
information 362, _connection information 360 and_ other personal information
managenent ( BIERACe dsldingcongpunigatipr subsystems gad Herdspiyni ng neans f or
ascertaining a present geographical position of the device utilizing
satel I'ite-derfoygd i nf qmeBhdReyanchnd &tRETHAL Moht \WeBhdeSeobRPhicaieYdmBarids of a
presently located in the restricted operating area based on conparison to
geogr aphi cal 'BBiFehppaating arghand daie that defines paesiticting thrlda sdedively impostshes v.
The posi tjjon ¢ Aekefe0d Ridie) {r2atiBR G L2 bRleA Dyt 1880, gﬁal
position is pre ergg% y agg‘(}%g@j 5ln at“?{gqgf%glgﬁgeg%& ‘??%ﬂ%rﬁgg?%/‘éitgim ()% .
Ot her syst ensh¢ feafricfedaotai dihesd whtriatidns can de abtsiolishekdby implemehtatgean, [T4plieger1 9
[ 00421 The cqntrol .nmean 1irré?oses t.he defiged C nerqrr?stfiction.on th
devi ce an organizational 1evel, group level, or individual user level. he restrictions c¢an be
modified by an administrator or other person with the authority to change the policy
settings on the IT policy server. Examples of memory means include a flash memory
15 device, a read-only memory device, and a random access memory device. Furthermore,
the memory means is capable of storing additional information that is described below in
greater detail, in relation to FIG. 18, including programs 358, application data, address
books 352, identification information, device state 350, IT policy information 362,

connection information 360 and other personal information management (PIM) 354.

20 [0041] The position determining means for ascertaining a present geographical
position of the device utilizing satellite-derived information and determining whether the
device is presently located in the restricted operating area based on comparison to
geographical boundaries of the restricted operating area stored in memory. The position
determining means for ascertaining the present geographical position is preferably based

25  on the global positioning system (GPS). Other systems that function similarly are also

described later.
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when it is determned that the device is presently located in the
restricted area. [00431 In anot her enbodinent, a nethod for renotely

i npl enenting an administrative policy on a wirel ess handhel d having an
incorporated canmera is presented. 5 The nethod involves storing data at
the wirel ess handhel d comruni cati on devi ce that defines geographi cal
boundaries of a restricted operating area of the device; ascertaining a
present geographical position of the device utilizing satellite-derived
information and determ ning whether the device is presently |located in the
restricted operating area based on a conparison to the stored geographi cal
boundaries of the restricted operating area; 10 and inposing a restriction

on the devicejoolpgn it Tie dniel MadihpRks tHedsdRvl Games REERAHHE loy tht deated
inthe restricted area. Additionally, the data defining the restrictions to

be inposed cwherhibissicrmincdthat fhe deivice isrrssantindisaicd it BFwerided #16% devi ce.

These restrictions are to be inposed when the device is located in the

restricted argg4s) FurtijenAnng dhdihéR! 5 SmbRpdhed-d [&asRHNI iGRldnRRLAEVhE e
recei ves data that defines 15 geographical boundaries of a restricted
operati ng ar exngfistrativedwlicyen a ieclesh bondhglsishowingea inesiregreisd samen ipBresssiash ned
t oget her t d i.f riafi t Leintdafi h
operation ng p{clﬁee}ﬁggj\?lgé%‘?o%l%%i%}f%’r‘l&lagg <'?i’gg\§/ee‘Salc %Iré%s r}ithglg%d%%\?l cetngdea‘g%? id%{l?%ﬁsa t can
be a nunber odefieie fepepbicdeboundarigsedtar iegiticted operbig axanpihe devicej mcdtsiingbl e

to restrict the use of a.canera, th 20 co nication net.work .on ich.the
device is cafabiesrbEcoapaniueal pgsition ﬁgél?esgevwémwwgmgesawil&ﬁ%?f%i&%&ﬁw Ry Aad
e-mai | progr af@ermitaus viadibnte abvid@lsdpresthey lochRD GetHeQBIMAEE BpdrRing Ped based OF

the like. Wiile the restrictions maybe described in relation to the canera,
ot her restri®t? epEpaiane thauBerer taspaapiies] homadariemef 4hq relrigtdrperaias A56v e

|1 sted .S%Sy%gqﬁl 0di £¥H§ﬁ$citi8f?§g tl‘?as&%gcte%%% i i@%eﬂ%ﬁﬂxﬂ@@h%t gx%?e@i%e isZpredefligo 1
As previously esgrl%géd, It 1s desirable for certalin i1ndividuals or
or gani zat i ondotated @sthe odstrichel aper ahiditiondllya tiwadate addfinatg the restistiens tnbeor

gﬁggg?tnggt tSO d?ﬁpf)% n%%ﬁg:}gfe%pédzgag nva?xlefegé Ih%Rdlge?a/ Ic%?ﬁmu%)l(&ti llacrlfl:vli e. These

restrictions are to be imposed when the device is located in the restricted area.
Furthermore, the wireless handheld communication device receives data that defines
15  geographical boundaries of a restricted operating area of the device. The above described
elements can be combined together to produce different variations of methods to restrict

the operation of the device.

[0044] The above described device restrictions can be a number of different device
restrictions,  For example, it is desirable to restrict the use of a camera, the
20  communication network on which the device is capable of operating, ringers, removable
media, speaker phone, e-mail programs, downloading of data, short range communication
ports, or the like. While the restrictions maybe described in relation to the camera, other
restrictions can be substituted for the camera including the above listed subsystems or

functional aspects of the handheld device.

25 [0045] As previously described, it is desirable for certain individuals or
organizations to restrict the operation of a camera that is mounted on or connected to a

handheld mobile communication device. Exemplarily embodiments of the handheld

474659v1



10 device 300 and associ ated conponents, canera 550, and conmuni cati on
wth a satellite 520 can be seen in FIGs. 18, Ib, and 19. In a preferred
enbodi ment, the digital camera 550 or one of the above described functions
is restricted based upon the geographical |ocation of the device. Data
regarding the restricted operating area or zone 530 is stored 5 on the
device. This data is preferably received via a wireless comuni cation
network 319, as shown in FIG 19. Howeveryp it is also possible that the
data for the restricted zone 530 is received while the device 300 is
connected to a cradle. This data preferably defines a set of geographical
boundaries within which canmera restriction is desired. This data

deliniting th&vieoonaphiasakiakdwoddoh&ss,icamprefsal akd Yordk@hhibathnl with & sam!lie
coordinates. 10 O her data may be used to define the geographical
boundari es asPA0<aadsiseain HGsr Horlby #nd &} f bt prplripd smbedigrent. b digltal $28CE ved

by the handhedqd 309,.f M %b%&%&%dnﬂm&%ﬁfsqg]restf&&f ﬁ{s@@ L ¥on H}(%%éelgfﬁjphicgﬁ i's

determ ned via satellite data, t the position can also be m ned
usi ng dat a r deaitivedf thealeviche Datamreganidongt the restristadorpleraBin 9 atgaem zwhg &30 isistored

s capabl 8 o™ BEGRyFRo T B BRERTY SG-0r8 Vit avteress Bogmpafi hffero”
posi tion. Theispdsahbwhén BRY) 10s Hawelef, &hd MsdpdsEible thadttrt Hith €or tyetestrioted by

enbodi ments the satellite 520 can_be_another type of satellite, suc S a
GLONASS (G ob‘?éﬁ I&rstief‘fﬂfﬁgwwiﬁlrhja@q‘féﬁ? B & ?qnp@ctsﬁéq énjradigt el data lgafgfaaﬁved

to transmt daha 4Q¢8f g@%@épmm E&fnfig?és%i%ﬁ'@Jhiiéﬁrbaﬁlferao&&%iﬂi&f‘isid?@i%dmﬂison-
y

The data 20 transmtted the satellite 520 relates to tine i nformati on,

whi ch can be datsetlipyjtingtbe gprgsepsed bo@Bgrief is areferelly ichueddaviees @ogondinates.
det erm ng,poSi.ti0 rder to B0 GCyr, Qsi [0 ] j on
oo oeoPo Tk bR oA S BSEHTRLEREFL Lol s ety

i nformati on eéactbelyoptoaessetle idhtaorkyividbeehs afedhkidt 33 &vm alpbdtidang sanem t

dat e N Sl oTL g Syt o VPSS O L LRGN (T AL o
woul d be abl @efefiniiek @sihbiatREEFER R HRA R @18t RIVEW 31beydavikieh 30 to
function with the appropriate satellite

device 300 is operating.

15 [0046] As depicted in FIG. 19, the device 300 is capable of receiving data
transmitted via satellite 520 to determine position. The satellite 520 is preferably a GPS
satellite, yet in other embodiments the satellite 520 can be another type of satellite, such
as a GLONASS (Global Orbiting Navigation Satellite System) satellite, equipped to
transmit data to a receiver for determination of position information. The data

20 transmitted by the satellite 520 relates to time information, which can be used by the
processor 338 of a receiving device 300 to determine position. In order to obtain an
accurate position determination, data from four different satellites is preferred while
position information can be obtained if only three satellites are able to transmit data.
Other positioning systems may use a similar or different satellite configuration

25  requirement than the GPS system. One skilled in the art would be able to make the
necessary adaptations to allow the device 300 to function with the appropriate satellite
system. Additionally, other variants of GPS such as differential GPS and WAAS (Wide
Area Augmentation System) allow for greater accuracy in position determination through

the use of additional data. Preferably, the determination of the location of the device is
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system Additionally, other variants of GPS such as differential GPS and
WAAS (Wde Area Augnentation Systen) allow for greater accuracy in
position determ nation through the use of additional data. Preferably, the
determ nation of the |ocation of the device is 474659v1 11 made using a
speci ally designed processor for position determi nation. This position
information can be in turn relayed or transmtted to the nmain device
processor 338 for display purposes or other control purposes. [0047]
Additionally, the location of a handheld conmuni cati on device 300 can be 5
determ ned by using the wireless network infrastructure 319. |If the device
300 is in an area of coverage such that three transmtters of the wreless

net work can ceaTelMig@kespetiall dedfignddepmiob@s@0Ry Rsitioh alt@ithiation NEHiNP6sifdn
device | ocation nag e inmplemented. O her techni ques for |ocating the
handhel d comiifM@aEeLEAGRS, inc U3 0BaYed| Bdrangited ip dha Mei drudskorreessor 338 for

t ransm ssi onsg; i Ll ] I of the device are also 10

consi dered Wﬁliﬁ?ﬁ@ﬁg&%%ﬂ%&?ﬁgﬁ&é@%osure and are easily appreciated
by those persons skilled in these arts. [0048] An adm nistrator or user of
the device, diafdEt or e AtllitiorgByii the hagatioreof gbagthaidHosunuieating sevies 384 camee
restricted ar | it Nt I t Vi - Thi
enabl es. 5 user s by AR SRRT WO ELREIRICE 5, 16he R Py oD
peri phery of aseficbveiage sadt thactiee: paemises od theawaelctsonadebiknent doennnoticukar y

of the restricte one. the user wal ks the perinmeter, boundary | ocation
coor di nates ¢4 g'l? & %q%:c? t%ﬂ‘ﬁ@“%@‘eg@gi%edeg{ﬁﬂ IQFatoR MY :F;ﬁémpi/?g‘en?e%'
geogr aphi cal draemndaiiniks t b N&sting CiRd hah@RId TERnmBAYARAN Yieli06 aB0®Nusing
coordi nates are obtai ned by positioning or holding the handheld device at
a particul ar PBERNIGHPneYToiR ANt stions ige 9evaPhetamibaindel e dadcear #ihg

the | ocaton 20:agePwithin f s&%g rr%g H{@lrgg?%‘?é aftf e 'éaéilg%%liegﬁteq%%ﬂos% eR8hd Of

t he saved dat a. e user or can stor tiple’locations to
create a "fenskdledusthage rfse defi ned geographical |ocations. Aternatively,
t he geographical |ocations can be used to define

[0048] An administrator or user of the device, can store data defining the
geographical boundaries of the restricted area using current position information on the
device. This enables a user or administrator to walk or otherwise move about the
15  periphery of around the restricted premises or area to define the boundary of the restricted
zone. As the user walks the perimeter, boundary location coordinates can be generated
using the device and which define the geographical boundary of the restricted area. The
boundary location coordinates are obtained by positioning or holding the handheld device
at a particular location proximate to the geographical boundary and defining the location
20 as a set of coordinates (or other location data) as part of the saved data. The user or
administrator can store multiple locations to create a “fence” using the defined
geographical locations., Alternatively, the geographical locations can be used to define
entry points to a building or premises. An administrator can use the device as a way of
setting the geographical boundaries of a restricted area that is to be used in the course of
25  establishing special IT policies relative to the defined area. Once the data defining the
geographical boundary has been stored on the device, the data can be transmitted to a
control server. The control server can be enabled to distribute the stored data to other

wireless handheld communication devices as part of an applied administrative or IT
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entry points to a building or prem ses. An adm nistrator can use the device
as a way of setting the geographical boundaries of a restricted area that
is to be used in the course of 25 establishing special IT policies relative
to the defined area. Once the data defining the geographical boundary has
been stored on the device, the data can be transmtted to a control

server. The control server can be enabled to distribute the stored data to
other wreless handhel d comruni cati on devgces as part of an applied

adm nistrative or IT 474659vl 12 policy. The data can be transmtted to

t he devices through a variety of different ways, but it is preferably
wirelessly transmtted to the devices. Further, the distributing

transm ssi on wgidy bEh&BLE casbPRnsmaiedas t@dﬂ@vﬁb§ﬂ1’f@igh\aefaﬁétylo'fdmﬂr¢myvag—,ls bt | |
be described in greater detail hereinbelow 5 [0049] Cnc 8 %élon of
the devi ce 300 PaBrefadiy dwtieleribndepnspitied) &t 4he ofFvises: r éiu Front FiHguting

geogr aphi cal t%%fé%h%an 9& rﬁaasag ﬁ‘a?ﬁéf' aﬁlta%ﬁgﬁét%mr BORS a%aﬁnlb% dég&%mmed

As exenplarily shown in FIG e device 300 is [ocat'ed within a
restricted zQﬂ@ﬁGEQMﬂhqmu$¢nwﬁerred enbodi ment, a position determ ner 337
is inplemented to receive satellite- based information that defines a

present 9§°?Qﬂﬁ$ﬂgca' Q?rﬁ:' :E hQ &108{1 Be geleyd & ﬁgga?sbnﬁleeﬁ d:iege‘?‘ﬁl?r{eﬁ] ¢ ldcaﬁ&b?n

devi ce 30 ated i e Prestt Peted area ased on a conparison t
geogr aphi cal rblatiow &r the geafraphive! bmstdlariest addharesaickd®pstating dren ﬁBﬁrmdﬁthmuﬁde

i nformation e ard'n the positi f the Vi ce 00 .S _prefer
M oeaned by At Sl ShEalioEL 10,5t ahfife S0 s TGA e Ragk i aehe g,
this data is Hs efeﬁtecl BRbHO ek, @@oﬂa@@amxﬂ%er&% it anléﬁérﬁédﬂd"t@cdﬁ@sak@ﬁtatl on
of the device 300 with resgect to the restricted areal/ zone 530. Th&g}S

a

det er ni nat i orPagid ifermagipa thafcdefiaes finserent ceqpeandiog] pesiep ob i Sevishn
cont i nuoys, Sﬂ?énﬁlrféﬁféhte d%(zfé?%ﬁ) Ekelgc éH ﬁrt}{ﬂe%tdcfb 01&9%30%%&9&:& Eb@rﬁﬂﬁ%ﬁ% y

life of the device 30 eV|ce ocat ed hin t
restricted armagzﬁﬂ@paldao@omrmlolf e!ne Bdtaioted ar'tﬁe530 stodli iomagmery. ofhetinformakien a

B?Z? gr ggl ;hg er!?gr%&s)g e | s‘f ﬁt rgl?\ﬁé%gdq i§ éaggtgralﬂy pr ces@éﬁelgfarsggculf-ycc}eisﬁﬂéd are
circuit as prekusly described. Then, this data is used by the position determiner 337 to
determine the location of the device 300 with respect to the restricted area/zone 530. The

15 determination of the relative position of the device 300 can be made on a continuous
basis or at predefined intervals in order to optimize battery life of the device 300. While
the device 300 is located within the restricted area 530, a controller adapts the

functionality of the camera based on the imposed camera restriction.

[0050] The camera restrictions are preferably set by an administrator and these
20 restrictions can be aimed at different aspects or levels of functionality. One restriction
would be complete disablement of the camera 550. Disablement of the camera 550 can
be handled by restrictive software associated with the camera 550. When a user attempts
to access the camera function, a message can be displayed on the screen 322 indicating to
the user that the device 300 is inside a restricted area 530. In another embodiment, the
25  restriction is a temporary disablement of the camera 550. This temporary disablement
can be designed such that the camera 550 is disabled for a predetermined period of time.
This arrangement can be used in situations in which the user is attending a meeting being

held in a restricted area 530 for a certain period of time. Once the time elapses and the
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20 restrictions can be ained at different aspects or |evels of
functionality. One restriction would be conplete disablenment of the canera
550. Disabl enent of the canmera 550 can be handled by restrictive software
associated wth the canera 550. Wen a user attenpts to access the canera
function, a nmessage can be di splayed on the screen 322 indicating to the
user that the device 300 is inside a restricted area 530. In another

enbodi ment, the 25 restriction is a tenpor@ary disabl ement of the canera
550. This tenporary disablenment can be designed such that the canera 550
is disabled for a predeterm ned period of tinme. This arrangenent can be
used in situations in which the user is attending a neeting being held in

a restricted @epavifidavé @fes@m@ﬁ?tléft Mh edstrfedebiidfaredNhen theabilityeoclsapges
and the 474659v1l 13 wuser will have presumably left the restricted nmeeting

area, then themgs F3Q {5 allgvigd do rqiern te Ageroamalstate of apargindd tios peventhihedicet s
normal state gf r%ﬁ&ﬁg\n tiodl! R fRMENGEN boer HE WIRELs cBglEnu’h?c%ﬁ&gh@lgmﬂgg'l@ itonal

i nformati on over ess conmuni cati on networ k | ow canera
550 operati onaiIOﬁo:ramaﬁﬁD eperatimm. rﬁoweareplm the gradetremnad tive can ber scerghl inee 5
or an el apsed erlod ti o] trlct b n_the
canera 550 i s> FHAPY B%’t?rdng“i“bf’en‘%fi‘fﬁ@?r V&%tfoélrt C%rclgn Egﬁl d1%nn§1ecf3%§%’?5n5%tlﬁe
di gi tal i magethhkemrod-idntithiag weddraek ca'ﬁfhesemhiﬂﬂéd fnythe gigivalt 1&fagaltdkeﬁanth the

i nclude a device serjal, nunpber, a tel ephone  nunber aSSQC|ated W t q t he
devi ce 300, cEFKi®r .heﬁemtpﬁywtwe)tﬁm%k SERERsIBdE adlevic el qpingsra telgpione

positively i dgptde YsshBigted @MinGRe 3000, Qd’rﬁmg&%ﬂéﬁﬁén RfRelia od M1k shhe

picture. Other 10 canera restrictions are | e such as prohlbltlon of
flash phot ogrialwitizell idantifyt thagevito 2Rl andi rbahteuseanngaied Mathighe pigps] Other

I nst ead Ol r ecsa%{erag tés{}i%n%gs algpﬁaqégig O&cﬁ) fals Z)rgl‘?g%og o§5fpa“sh %Qt%r ngﬁy\/ 'aﬁg hmltmg

restrlctlons or gani zat'i on
restrict theibpﬂﬁ&mnmaemkmgmﬁmxﬂeV|ce such that it would only enable
operation on a local network such as W-Fi 15 connection in the

organi zat onslaf |1 {5l BRI BRadrES HEm SPITND SElLRe B
cel lul ar may be imposed. For example, an organization may wish to restrict the operation of the
device such that it would only enable operation on a local network such as Wi-Fi

15 connection in the organizations facilities and prevent the device from communicating via

other communication networks, such as the wide area network, such as the cellular

network . Likewise, certain restrictions can be imposed on sending and receiving data. If

the requested amount of data exceeds a predetermined amount set by administrator or if

the data application itself is determined by an administrator to be too data intensive, the

20 device will prohibit the access to the data until an acceptable connection can be made

such as the organization’s Wi-Fi connection. Furthermore, an organization may wish to

disable certain device functions such as e-mail, messaging programs, ringers, games, or

other annoying functions during scheduled meetings. Additionally, the organization

might wish to limit access to removable media (encrypt data on removable media),

25  disable speaker phone capability, disable BLUETOOTH® communications, or other

similar functions based upon organizational policies.

[0052] As previously mentioned, the data defining the geographical boundaries is

stored on the device 300. Preferably, this data is stored in the memory 324 of the device
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network . Likew se, certain restrictions can be inposed on sendi ng and
receiving data. If the requested anount of data exceeds a predeterm ned
anount set by admnistrator or if the data application itself is

determ ned by an adm nistrator to be too data intensive, the 20 device wll
prohi bit the access to the data until an acceptabl e connection can be nade
such as the organi zation's W-Fi connection. Furthernore, an organi zation
may wi sh to disable certain device functiigans such as e-mail, nessaging
prograns, ringers, ganmes, or other annoying functions during schedul ed
meetings. Additionally, the organization mght wish to limt access to
renovabl e nedia (encrypt data on renovabl e nedia), 25 disable speaker phone
capabi lity, digahehBis BdQEFaHHT JonerBa i GatHeORScesddr 93dNeITheSdaM ldafining the
functions based upon organi zational policies, (0052] As previously . .
menti oned, th&OgEPRICHefISHIGHENS He RfetErbAp HranalemBdurigathp e irlgss soEpBRicaHoR he

device 300. P ; I i < : ; ice
474659v1 14 %eg%&gﬁi%% Tihgag edg? hite the %é"%éaf?ﬁ‘edé{'rgg ?&%@Eﬁa’ﬁc@%‘éﬁ&égg‘y

The dat a def il ngeitvhé bygbwgrdaptd oval thestndadi dnsei scgref dt2abl n ot dgastf ene ed
via the wirel ess comunication netwrk 319. The data def.ini.n

peogr aphi ol SRREERE b hEMant ionEidP SR mot e Bafietilof a8 fddas peee
devi ce via t heanshmarddrdn de\eheepriseclinigkirad? . ThiB cahfihie@iin 9fel deceivepdirmpnt ,
a configuration signal recejver processes configuration data that has been
transnitted f%dSWF%g’ é‘ﬁ?té}nﬁﬁﬂégeé’alﬂ%‘i@?‘?k&dﬂpoﬁﬂ %YSEBhf i guration signal
receiver can be adapted to function with the bel ow described IT policy
system 100531 The IT policy system presented herein is intended to serve
as an exenpl g0953]i npl amenT pblionsBientprebehtdiDhdréiy iSinSIndad tolkevedBSBIdxpinbRey
provi ded herein is designed to 10 illustrate how the handhel d, .

cormmuni cat i onm@EwmRRISHOT eadT PoH AT e TRE dRsCHRtP Proyief predip is, &55ignAt Hugh

a host sygt emyyusk3R5Aky The hgzg(meidecaﬁl\ﬁhﬁr%aé&gf%nsélg@@% RSt £ B6O,

and an IT policy nodule 362, as shown In The connect nodul e 360

i mpl enent st Welicy server through a host system.

[0054] The mobile device 300 includes a connect module 360, and an IT policy
module 362, as shown in FIG. 18. The connect module 360 implements the
communication protocols that are required for the mobile device 300 to communicate
15 with the wireless infrastructure and any host system, such as an enterprise system, with
which the mobile device 300 is authorized to interface. An example of a wireless
infrastructure and an enterprise system is given in FIG. 4, which is described in more

detail below.

[0055] The connect module 360 includes a set of APIs (Application Programming
20  Interfaces) that can be integrated with the mobile device 300 to allow the mobile device
300 to use any number of services associated with the enterprise system. The connect
module 360 allows the mobile device 300 to establish an end-to-end secure, authenticated
communication pipe with the host system. A subset of applications for which access is
provided by the connect module 360 can be used to pass IT policy commands from the
25  host system to the mobile device 300. This can be done in a wireless or wired manner.

These instructions can then be passed to the IT policy module 362 to modify the
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comuni cation protocols that are required for the nobile device 300 to
comuni cate 15 with the wireless infrastructure and any host system such
as an enterprise system with which the nobile device 300 is authorized to
interface. An exanple of a wireless infrastructure and an enterprise
systemis given in FIG 4, which is described in nore detail below 100551
The connect nodul e 360 includes a set of APIs (Application Progranm ng 20
Interfaces) that can be integrated with the nobile device 300 to allow the
nobi |l e device 300 to use any nunber of services associated with the
enterprise system The connect nodule 360 allows the nobile device 300 to
establish an end-to-end secure, authenticated conmunication pipe wth the
host system dnsighagén of thanflvice BODOARemafiveMiis Rome eass, the ITRIAdi¢) dpdatdyart he
connect nDduI? 360 can be used to pass IT policy conmands fromthe 25 host
system to t he#rits Jase queiacBIrgbePnnge{io8. can be done in a wirel ess or wired
manner. These instructions can then be passed to the IT policy nodule 362
to nodify the 474659v1l 15 configuration of the device 300. Alternatively,
in sone casesjposdle | T mel ]TC)ﬁollLt@dﬁfoﬂul%aIBZ Ac6i0eD ET GoNey Quer that \bhdodes the IT

connection. [00561 The IT polic e 362 receives | T policy data that
encodes the [PPliChofhedy, pohﬁémoﬁu%o%{ldkgﬁnr@aﬂne@tf%@eﬂﬁé)ﬁh@h@%}? é%a“tﬂff‘&flcact%b}f T

pol i cy_datsa. itfe isbheBLesRETRY 17 goflaﬁdﬂpban 015Y kBRI he THE dhRobbEY

data can then be stored in the sh "nenor Iinits native form After
the I T poli cyltSdaltlae fmﬁéﬁeedle IFY p@lhgbdata mmtorfed,czaglpbai notificdwngantelsgntibiighe | T

policy nodul f t.he I cati,ons residing on the bj ice
300. Appli cglifll?) ﬁzttﬁealf‘?&) i hcﬁe(r) Safeﬁlgl%h%rhq?eeénﬁgn e&%rcejjg) i ng
the I'T poli cyA;qmbmdn@ to bvhm;h theolT lboTlcpcpleﬂmns theh espbiibty @ading gl MTqmbikedatd @
100571 The I o% 'f dul e %?2 can f@ﬁkyde a parser (not shown), which can
be used by t bg PRIRYiTBITE thapateaRBligaRE- | T policy rules. In sone cases,
anot her nodul e or application can provide the parser. Gouped IT policy
rul es, described in nore detai

10 [0057] The IT policy module 362 can include a parser (not shown), which can be

used by the applications to read the IT policy rules. In some cases, another module or
application can provide the parser. Grouped IT policy rules, described in more detail
below, are refrieved as byte streams, which are then sent (recursively, in a sense) into the
parser to determine the values of each IT policy rule defined within the grouped IT policy
15 rule. In at least some embodiments, the IT policy module 362 can determine which
applications are affected by the IT policy data and sends a notification to only those
applications. In either of these cases, for applications that are not running at the time of
the notification, the applications can call the parser or the IT policy module 362 when
they are executed to determine if there are any relevant IT policy rules in the newly

20 received IT policy data.

10058] All applications that support rules in the IT Policy are coded to know the
type of data to expect. For example, the value that is set for the "WEP User Name" IT
policy rule is known to be a string; therefore, the value in the IT policy data that
corresponds to this rule is interpreted as a string. As another example, the setting for the

25  "Set Maximum Password Attempts" IT policy rule is known to be an integer, and
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bel ow, are retrieved as byte streans, which are then sent (recursively, in
a sense) into the parser to determne the values of each IT policy rule
defined within the grouped IT policy 15 rule. In at |east sonme enbodi nents,
the IT policy nodul e 362 can determ ne which applications are affected by
the IT policy data and sends a notification to only those applications. In
either of these cases, for applications that are not running at the tine of
the notification, the applications can calik the parser or the IT policy
nodul e 362 when they are executed to determine if there are any rel evant

| T policy rules in the newly 20 received IT policy data. [00581 Al
applications that support rules in the IT Policy are coded to know the

type of data theeR¥Pa valldin geaMPpRicyldass thal b@rdsPaidsits thigtruleOs iRtBretdER
User Nane" IT policy rule is known to be a string; therefore, the value in

the IT policyUdfata that corresponds to this rule is interpreted as a
string. As another exanple, the setting for the 25 "Set Maxi mnum Password
Attenpts” IT policy rule is known to be an integer, and 474659v1l 16

therefore theoysgjue i madiend IT lf&mcycrm&dnﬁ@ HebRhpiRH 16 SRAPPRCALR: dpplisatiodd 6r i S
interpreted as _such. [0059] Arter the IT policy rules have been applied to

the appl i cablenfgppiemnticsiae by policyrirodyln 302 wAdT §n asknowisdeqmeny Brokdg thedist e
362 sends san Berclel - : i ndi:cat e that
the IT poISi cyﬁggﬁg%\as ?ﬁre@g% t\tlggpg%%&s&&%%%gﬁ%ﬁw% azl%%fjl&ggd&‘g %)‘0 !Ol]géRef erring
nowto FIG 4, a block diagramis shown illustrating conponents of another

exenpl ary confi%ﬁration of a host system 250 that the nobile comrunication
devi ce 300 cdR0®muniRehrangney ¢ FlGohjadiedk Gagrameip shever BREHENE RBEArS360.

The host  sysjr %tﬁé?ﬁ(%ph&t%ﬁ?ﬁf%ﬂt%n%? a%ogﬁ%ggﬁ'ﬁiﬁ A t?é RAJbE cHnRhi8kon

| ocal area networ may al so one office conmputer or sone
ot her pri vat alegigs 880rarf ormmsmaingk evithlin cojenctExanpi teshovat medEke G604 Thet nst

the. mobi | o coNERPSONT OIS o5 206 50 shger=2gnrear Pyt o4 prlituf NGRS
10 may also be a home office computer or some other private system, for example. In the
example shown in FIG. 4, the host system 250 is depicted as a LAN of an organization to
which a user of the mobile communication device 300 belongs. Typically, a plurality of
mobile devices can communicate wirelessly with the host system 250 through one or

more nodes 202 of the wireless network 200,

15 [0061] The host system 250 comprises a number of network components connected
to each other by a network 260. For instance, a user’s desktop computer 262a with an
accompanying cradle 264 for the user’s mobile communication device 300 is situated on
a LAN connection, The cradle 264 for the mobile communication device 300 can be
coupled to the computer 262a by a serial or a Universal Serial Bus (USB) connection, for

20  example. Other user computers 262b-262n are also situated on the network 260, and each
may or may not be equipped with an accompanying cradle 264. The cradle 264 facilitates
the loading of information (e.g. PIM data, private symmetric encryption keys to facilitate
secure communications, geographical restrictions) from the user computer 262a to the
mobile communication device 300, and may be particularly useful for bulk information

25  updates often performed in initializing the mobile communication device 300 for use.
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nmobi | e devi ces can conmuni cate wirelessly with the host system 250 through
one or nore nodes 202 of the wreless network 200. 15 [0061] The host
system 250 conprises a nunber of network conponents connected to each

ot her by a network 260. For instance, a user's desktop conputer 262a with
an acconpanying cradle 264 for the user's nobile comunication device 300
is situated on a LAN connection. The cradle 264 for the nobile

conmruni cation device 300 can be coupled tig the conputer 262a by a serial
or a Universal Serial Bus (USB) connection, for 20 exanple. Oher user
conput ers 262b-262n are also situated on the network 260, and each rmay or
may not be equi pped wth an acconpanying cradle 264. The cradl e 264

facilitates Theidfoaditiog ddwdlsdded matthe mdBleGconthidicaion, ddvideVaice niy naeluts C
encryption keys go faci]itate secure comuni cations, geographi cal
restrictions) i pecdigdhe SShpitesf ME8PEe 0 the nobile conmuni cation
devi ce 300, and may be particularly useful for bulk information 25 updates
often perforned in initializing the nobile conmunication device 300 for

use. 474659vip0d2] Thet iwall O LSR8 BWYeRBAE skitled e Bbihhethe QBFLIdIGAtdrON
device 300 may_ .include_ certificates used in the exchange of nessages.

[0062] It wild62peodmaall dyricrlysonls eannectektq pidar Perinbiel dpvicsshaichian Prinsss
conputers s 2%@ A6 Ak eMiat af*eYHbtcé‘ﬂchMq ?A $eGPe ¢aRRGHIEd &@%%t Q%etp@f h&%‘ﬂ@'

devices, such as printers 5 and the |ike that are not own in
Furt her nore, conipgnents gﬁs@th@f sysetn3 6% aroshowmeint BICGof4, ahé ithedl b@y@deeaﬁ@@‘aby are

shown in FIG und rstood sons. ski.l.l.ed
that the hoséwévg qgu%%ﬁl &athﬁggs q%%%ﬁqfcmnlgﬁéﬁgﬂmn? pgﬁggnot
explicitly shbatraré ﬂotl-_dxﬁlcnflyfqh)dwﬁ hi EICEMGfbt)’[}ﬁtr Sehpidrly gufifiduraion. Motegenerally,

generally, e host s m 250 may represent mal | er rt. of a larger
network of tﬁE ¢ By ant f‘z%?%@ﬁmyf@vra%tﬁﬁfg fmaftiog@ﬁerg@f%wﬁr? %@ﬁ@ﬁ%@p
and/ or beoar ra8Gee ddinHsk (@maait doaRhait &Si/6 BN arrddpall 1S BeRRent fo h
exenpl ary enbod?ﬁﬁht g?bFIG. 4t gg@ To faC|I??§?§a€he operaf&gg“gﬁ ?ﬁe

mobi | e comurih@ ghewihindke exeniday earb@dmmt of FIG. 4.

[06063] To facilitate the operation of the mobile communication device 300 and the
wireless communication of messages and message-related data between the mobile
communication device 300 and components of the host system 250, a number of wireless
15 communication support components 270 can be provided. In some implementations, the
wireless communication support components 270 can include a message management
server 272, a mobile data server 274, a contact server 276, and a device manager module
278. The device manager module 278 includes an IT Policy editor 280 and an IT user
property editor 282, as well as other software components for allowing an IT
20 administrator to configure the mobile communication device 300. In an alternative
embodiment, there may be one editor that provides the functionality of both the IT policy
editor 280 and the IT user property editor 282. The support components 270 also include
a data store 284, and an IT policy server 286. The IT policy server 286 includes a
processor 288, a network interface 290 and a memory unit 292. A processor 288 controls
25  the operation of the IT policy server 286 and executes functions related to the
standardized IT policy as described below. The network interface 290 allows the IT
policy server 286 to communicate with the various components of the host system 250

474659v1



wi rel ess conmmuni cati on of nessages and nessage-rel ated data between the
nobi |l e comruni cati on device 300 and conponents of the host system 250, a
nunber of w reless 15 conmuni cati on support conponents 270 can be provided.
In sonme inplenentations, the wreless conmuni cati on support conponents 270
can include a nessage managenent server 272, a nobile data server 274, a
contact server 276, and a devi ce nmanager nodule 278. The devi ce nanager
nodul e 278 includes an IT Policy editor 288 and an I T user property editor
282, as well as other software components for allowing an IT 20

adm nistrator to configure the nobile comuni cation device 300. In an
alternative enbodinent, there nay be one editor that provides the

fgncti ogglzi tyeﬁmlf tﬂmh{bbﬁiheddv]&epmdmyl‘zhegdiefnﬁﬁyaﬁﬂtl aggi daheéthE RERGoRy Qg&f tiy |
editor . The support conmponents 270 also_ include a data store 4, an
an 1T policy Suigmmtinggh Thaoliey Forsit s Sk ARt GBhGoR skl in e % Y€ daBdfer
288, a net worith RiEIhRAERerA A brAGtihdsd TRIRY cHﬂngne%%z. OtherRIRGRESRE n8§Salso be

controls 25 the operation of the IT policy server 286 and execute$S
functions reliaeladed e styecl] koandiartipseedilled ipdhe ay. Bsthdr de spbe dmplemenatiqite

net wor k i it erthgggcagt% ei’ézﬂ C%lq'ﬁ’g&’%'ggk&s‘fy‘glféénfﬁ%%%% ver 286 to conmunicate with

t he various conponents” of e “A74659v1 18 and the nobile
devi ces 300. The nmenory unit 292 can store functions used in inplenenting
the IT policy as well as related data. Those skilled in the art are

fam liar wi tl80¢4le i ngnethisnexamipdary ofmbdriimenty dhé ouadile orppomericasionGldrége 300
conponent s Lngl i 1 kna t Sskil | i e
art. Furt he?%%lnﬁlll@g(ﬁag&i Wr%lf]gjﬁ;ﬁgg gsy?tglrrlisz,%o\éﬁ{%ghée{]toae gﬁo?g%gﬂ%(f:éasﬁ ngtgloﬁlg‘r’z{)@of
any one of t hadscshwedctWdbGdlastrinctiidei224 esxelipt akstvizeipodide netwdrker tielpubic

comruni cation device 300 .cqmmuni cates with the host system 250 t hrough a
hode 202 of IRETE-AICEEd0 ST RSB0 VAREY B RRKICEN THRHEAGTE OF AT SIRIR (19F o

224, suchpas sBowg), \Un@ oVl eleyia8d WPlke Abstt HRteRUBED Gnayl HbR4tBEtom AhRESa t O
t he host system 250 may be provided through one or noré routers (not 10

shown), and dbeweH Pherodsverees266f Thhpronp servernA0anrpee arppuispedaned § ndiglcss

behind a internet gateway for the host system 250. The proxy server 266 intelligently routes data

to the correct destination server within the host system 250.

[0065] In some implementations, the host system 250 can include a wireless VPN
15 (Virtual Private Network) router (not shown) to facilitate data exchange between the host
system 250 and the mobile communication device 300, The wireless VPN router allows a
VPN connection to be established directly through a specific wireless network to the
mobile communication device 300. The wireless VPN router can be used with the
Internet Protocol (IP) Version 6 (IPV6) and IP-based wireless networks. This protocol
20 can provide enough IP addresses so that each mobile device has a dedicated IP address,
making it possible to push information to a mobile device at any time. An advantage of
using a wireless VPN router is that it can be an off-the-shelf VPN component, and does
not require a separate wireless gateway and separate wireless infrastructure, A VPN
connection can preferably be a Transmission Control Protocol (TCPYIP or User
25 Datagram Protocol (UDP)/IP connection for delivering the messages directly to the

mobile communication device 300 in this alternative implementation.
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firewal | or proxy server 266. The proxy server 266 provides a secure node
and a wireless internet gateway for the host system 250. The proxy server
266 intelligently routes data to the correct destination server within the
host system 250. [0065] In sone inplenentations, the host system 250 can
include a wireless VPN 15 (Virtual Private Network) router (not shown) to
facilitate data exchange between the host system 250 and the nobile
conmmruni cation device 300. The wirel ess VPN9router allows a VPN connection
to be established directly through a specific wireless network to the
nmobi | e communi cati on device 300. The wireless VPN router can be used with
the Internet Protocol (IP) Version 6 (IPV6) and | P-based w rel ess

ne}3 vvf)r k; . Thi mgaﬂot 03 @léresgagssgmemsd\éﬂgde L@ﬂ%fg:h?( thﬂdddSIﬁﬁﬁﬁi%atlﬁm ddvade ﬁ)ﬁ)@d@e
nobi | e devi ce, has a dedicated | P address ing it possibhle to pus
nfor mat i on ¢ U HSEEddeE BesREe sryer 1480t R hadhseRge loPuch giesges may

wirel ess VPN &8¢ fibsh datuniter 625uR&saForhitaddaes ahglafe MR) HapoBQRGRA: bypad
does not require a sepafate wrel ess gateway and separatée wrel ess

i nfrastruct ursnde KN theenmpien 3bowthiptis besalsysjerb@se, ot i&ems M diEesat Tehtle ol
Prot ocol (<TCP P ar r Pr I / (o] I .
deIivering tﬁ%kkgs §5§§gﬁﬁf§%§?§%?&%gﬁ€ ghg%gﬁggggﬁ%ghﬁégt?gﬁ g@?@égﬁﬁﬁ in
t hi s al t er natnereorknpAdaieinhaty the. mésédfbal Qe HeODGE]t Mas saddfremtmengadng or

a user of the, nobile comuni cation _device 300 are initjal received by a
message serveleYPEg Br Ofhe %%EF §?¥? (556md§@bﬁnﬁ%%§%g§?'ﬁé¥ ﬂ%?ﬁgpﬂﬁp
fromany nunigfragfuc®edReLSposkiBly ThAGIANGE apRicHRSS F6icERYo Y § ABPE br I8RInDY a
sender fromthe conputer 262b within the host system 250, or froma

di fferent noberecereaderd&Snot shown) connected to the wirel ess network 200
or a different wireless network. Additionally the nessage may have been
sent froma different conputing device, or other device capable of sending

nessages,1oVi o0 shared RASLMRY KervéPERSIHiMIEULRs 224he BARRHPiterfiveORghan
application service provider (ASP) or Internét service provider (ISP),
exchange of messages, particularly e-mail messages, within the organization and over the
shared network infrastructure 224. Each user in the organization that has been set up fo
send and receive messages is typically associated with a user account managed by the
message server 268. In some implementations, the host system 250 may comprise
15 multiple message servers 268. The message server 268 may also be adapted to provide
additional functions beyond message management, including the management of data

associated with calendars and task lists, for example.

[0068] When messages are received by the message server 268, they are typically
stored in a data store associated with the message server 268. In at least some
20 embodiments, the data store may be a separate hardware unit, such as data store 284, with
which the message server 268 communicates. Messages can be subsequently retrieved
and delivered to users by accessing the message server 268. For instance, an e-mail client
application operating on a user’s computer 262a may request the e-mail messages
associated with that user’s account stored on the data store associated with the message
25  server 268. These messages are then retrieved from the data store and stored locally on
the computer 262a. The data store associated with the message server 268 can store
copies of each message that is locally stored on the mobile communication device 300.
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10 [0067] The nessage server 268 typically acts as the primary interface
for the exchange of nessages, particularly e-mail nessages, wthin the
organi zati on and over the shared network infrastructure 224. Each user in
the organi zation that has been set up to send and receive nessages is
typically associated with a user account nmanaged by the nessage server

268. I n sone inplenentations, the host system 250 may conprise 15 nmultiple
nessage servers 268. The nessage server 2@8 nay al so be adapted to provide
addi ti onal functions beyond nessage nmanagenent, including the nmanagenent of
data associated with calendars and task lists, for exanple. [0068] Wen
nmessages are received by the nessage server 268, they are typically stored
in a data stoAkerastbeb, atcedhtavstole ddaecidres safehs aicvare 2&8er 268 @in diwasit] o ahe

20 enbodi nents, the data store nmay be a separate hardware unit, such as
data store zet&?sseae@hfgwwecﬂsemf thesmabjle suppEpicatss N W 5
can be subseqigibel ¥ MRihiQUAH beaHcHEh INGhEHII OISR GutiBY dBHEESSI R chigve
message server 268. For Instance, an e-mmil client application operating
on a user's cEisareemagiR4nhyr neignes tha mesterepsiit Imaseases fes thass Jecsivedan the t h
t hat user'ss t t ' | e 25
sorver 268, Ty Tret SnR tniRaBlel 3 &Y S DR T Bl Nobi iR RE AR
stored | ocal I13p0on the conputer 262a. The data store associated with the
nmessage server 268 can store copies of each nessage that is locally stored
on the nobile communication device 300. 474659v1 20 Alternatively, the
data store a hated yM th - . r can.:st I

nmessages for S@ ﬁ@]user \?gffélt?#ee O Bi ﬁ%%ﬁﬁ?’rﬁé&%&? %gtﬁondgé\%l%eﬁggg% a‘!hsglorgﬁlg&ﬁ séh
smal | er nunbiehaaf e-mad sagemges astribeddbod@yeontotthe moblle tenmonicrtidncddviaers 00,
devi ce 300 t conser ve evice nenory 324. For instaq&g, t he nga@ recent
messages (i . e CrASEES WRIFRNeR qrrating o thgJpotilfropnynizatign fsvien s UP gray also
exanpl e) 10an rbguesit RERGRMsiRRutdPRIth @h& BB NcERInt Gont 8l 16 8ssag@08rvdr 0889ThdNen

operating the nobile communication device 300, the user may wi sh .
message application may be configured (either by the user or by an administrator,

possibly in accordance with an organization’s IT policy) to make this request at the
direction of the user, at some pre-defined time interval, or upon the occurrence of some
pre-defined event. In some implementations, the mobile communication device 300 is
15  assigned its own e-mail address, and messages addressed specifically to the mobile
communication device 300 are automatically redirected to the mobile communication

device 300 as they are received by the message server 268.

[0070] The message management server 272 can be used to specifically provide
support for the management of messages, such as e-mail messages, that are to be handled
20 by mobile devices. Generally, while messages are still stored on the message server 268,
the message management server 272 can be used to control when, if, and how messages
are sent to the mobile communication device 300. The message management server 272
also facilitates the handling of messages composed on the mobile communication device

300, which are sent to the message server 268 for subsequent delivery.

25  [0071] For example, the message management server 272 may monitor the user’s

“mailbox™ (e.g. the message store associated with the user’s account on the message
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to have e-mail nessages retrieved for delivery to the nobile conmunication
devi ce 300. The nessage application operating on the nobile comrunication
device 300 may al so 10 request messages associated with the user's account
fromthe nessage server 268. The nessage application nay be confi gured
(either by the user or by an admnistrator, possibly in accordance with an
organi zation's I T policy) to make this request at the direction of the
user, at sone pre-defined tinme interval, @ upon the occurrence of sone
pre-defined event. In sonme inplenentations, the nobile conmmuni cation device
300 is 15 assigned its own e-nmail address, and nessages addressed
specifically to the nobile comrunication device 300 are automatically

redirected tosetee 289bbl geve emmiNmeakE@Nandipyl yorseBOEimbletflivys Brewrmesageeth by
t he nessage server 268. [0070L%The nmessage  managenment server, 272 can he

used to speci TS TR he Msstaees fBr relaved 1R A SRt MOPFsSRuyBEatiay ch

as e-mai | Mesgages00! Mad nRESet MR A0 s8qer 20 Ry midoﬁqﬁj&\s’iaﬁ@%ncrg%t new
Cenerally, while nessages are Stl|% stored on the nessagé server 268, the
nmessage managefsiges deevesinQap eraypiiva tadwiiuesueloas Pola BirsyptionfStangarl deRy),
nmessages r tqﬁg h i i ey ﬁﬁﬁ' he (s -
managementsas 2Trr\%/pg‘? grajlgg\(’)%? '!fadc f%P?rSg{Ies Sfaﬁggrﬁa% [ Léﬁ%f% g%eéhsegrgés cogrrlgglé%d
on t he nobi | ecoaommicutioatdeoite 36U iie the3@Arednidtehrkainérastanturt @24 had ks sagkess

erver 268 for nt delivery. 25 [0071[_JFor exanple, the nessage
onacemont saireapl i m i BBy seess T Ay Flsg Rt M S aeSeh o
store associ anefle Woblle tHBMUBRELIGH AGERUTO (818, tleypIRPSAYETTiIé VdecAbt and

server 268) for new e-mai|l nessages, and apply user-definable filters to
new messages desomprsssethpicpmpesed apRgsagsy retiermap isgapoasdempishghpdtidesyed pethat

user’s mop | %héPWiW’&hﬁ@a}ithhavg% ioffitedOfom HE JIBSS GG pTRNIGEITERY SE5UE e 72
Ss an \%/ (e.q. usP

may al so conpr encrypt ng nmessages ng an encryption
t echni que suclmpesddabessdges toyibe noaesagt aadear 268(IDEBivey. Tri pl e DES, or Advanced
Encryption Standard (AES)) and push themto the nobile comrunication
device 300 via the shared network infrastructure 224 and the w rel ess

[0072] Certain properties or restrictions associated with messages that are to be
sent from and/or received by the mobile communication device 300 can be defined (e.g.
by an administrator in accordance with IT policy) and enforced by the message
15  management server 272, Examples may include whether the mobile communication
device 300 may receive encrypted and/or signed messages, minimum encryption key
sizes, whether outgoing messages must be encrypted and/or signed, and whether copies
of all secure messages sent from the mobile communication device 300 are to be sent to a
pre-defined copy address. Additionally, restrictions can be placed on messages sent from
20  the mobile communication device 300 limiting the ability to send pictures over the

network 260.

[0073] The message management server 272 may also be adapted to provide other
control functions, such as only pushing certain message information or pre-defined
portions (e.g. “blocks”) of a message stored on the message server 268 to the mobile
25 communication device 300. For example, in some cases, when a message is initially
refrieved by the mobile communication device 300 from the message server 268, the
message management server 272 may push only the first part of a message to the mobile
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network 200. The message managenent server 272 may al so recei ve nessages
conposed on the nobile conmunication device 300 (e.g. encrypted using
Triple DES), decrypt and deconpress the conposed nessages, re-format the
conposed messages if desired so that 10 they will appear to have origi nated
fromthe user's conputer 262a, and re-route the conposed nessages to the
nmessage server 268 for delivery. [0072[ Certain properties or restrictions
associ ated with nmessages that are to be gent fromand/ or received by the
nobi | e conmuni cati on device 300 can be defined (e.g. by an adm nistrator
in accordance with IT policy) and enforced by the nessage 15 nmanagenent
server 272. Exanples may include whether the nobile comunication device
300 may receigsmrenedayiph dviaBB00) with IRE PartBSinaES, prdldefifdimisd (¢ [ KB, Key
si zes, whet her out%oing nessages must be encrypted and/or signed, .and

whet her copi e8¢ G thgn regusshibal Mol fresmesspge hedshiv e ppi pesiEshies Lxthon

devi ce 300 arﬁes%&ggﬁ%@ggg%&tge@er Phto 9l hoGH &,%Murﬁ%roﬁ%éwicéwﬂ, Lo Ly to

restrictions can’ on nessages sent from 20 the nobile
conmuni cat i ors Waxiineem Bodlefingd miessged hee. Aucoridinglyt, thesmasdags managememhserver AE

network 2Q0. {00731 I nessage nm ement rver 272 may als ted
to provi dg otf%%ﬁta%éo?\%l{r%(r)l C?nﬁrﬁgtqvgﬁgﬁgstﬁg% O&ig%tﬁl @ndf)ﬁ% iar%)ugéeroft% a:?aﬁa arrtglgtgésge

i nformati on aompigicedd meche pobilé @bsRIGtion ktick S0P, afid @amdeiage ndhiatied on
t he message server 268 tQ the nobile 25 communi cati on device 300. For
exanpl e, in JEENa¥sE offradwidtheralbgaesourcehi tially retrieved by the
nobi | e conmuni cati on device 300 fromthe nessage server 268, the nessage
managenent server 272 may push only the first part of a nessage to the

mobi |l e 474690074122 qhenmiobitaidhianseteyi TR 3ébmpakded driyeothar keroed gt alores

pre-defined size (e. 2 KB). The user can then request that_nore. of the
message be dé!“fi%%‘i(“lé)&q%‘ﬁ léifﬁiFYa&F tashs egrpgratiors The mep ed%é%&eﬁ?’aﬁ% >

server 273 t ¢ut ReoiRiiled 18RS adA1010 dgﬁvdogﬁmég(}epc%ﬂ§§ésp k¥stdtRert@latiBnship
maxi mum pr e-defi ned nessage size. Accordingly, the nmessage nanagenent
server 272 management (CRM) systems, or enterprise resource planning (ERP) applications.

[0075] The contact server 276 can provide information for a list of contacts for the
user in a similar fashion as the address book on the mobile communication device 300.
Accordingly, for a given contact, the contact server 276 can include the name, phone
15 number, work address and e-mail address of the contact, among other information. The
contact server 276 can also provide a global address list that contains the contact

information for all of the contacts associated with the host system 250.

[0076] It will be understood by persons skilled in the art that the message
management server 272, the mobile data server 274, the contact server 276, the device
20 manager module 278, the data store 284 and the IT policy server 286 do not need to be
implemented on separate physical servers within the host system 250. For example, some
or all of the functions associated with the message management server 272 may be
integrated with the message server 268, or some other server in the host system 250.
Alternatively, the host system 250 may comprise multiple message management servers
25 272, particularly in variant implementations where a large number of mobile devices

need to be supported.
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5 facilitates better control over the type of data and the anpunt of data
that is conmmunicated to the nobile conmunication device 300, and can help
to minimze potential waste of bandw dth or other resources. [0074] The
nobi | e data server 274 enconpasses any ot her server that stores

information that is relevant to the corporation. The nobile data server 274
may include, 10 but is not limted to, databases, online data docunent
repositories, customer relationship mnanagenent (CRM) systens, or
enterprise resource planning (ERP) applications. [0075] The contact server
276 can provide information for a list of contacts for the wuser in a
simlar fashion as the address book on the nobile conmunication device 300.

Accordingly, for7/a gi VERr&RRERC N sdifk€ cmBBdiRehts SBEEpoliéP cBiddt 120CtHedE dshe
name, phone 15 nunber, work address and e-mail address of the contact,

among ot her i MPRArteaditon282mng the dafe siore %%rqaérbeifwsITcmﬂlch%erp?rSévl%F@H& gFsbal
dd li st t
R0 at ed wi T PHE Y AQRICST Bl aisd By ApiRefia o' B At pBlic By GOMGact S

persons ski | |'Be procesive 2&8 t)f thedT poliey srees age cambnasgd e perfaer the vaXie stephef
nmobi | e data serv tact s 276, .the device e

Todul 6 278 et e atogd Lty i Pap s fuyaBrlE o g oo R ettt « o
be i npl ement go@Bscr@PBIcat exdeesthe @' PSREWEHifor\WSh hing 1T h%ehBﬁipexSyE'ﬂﬁtbﬁ 2501n For
exanple, sonme or all_ of the functions associated with the nessa

management sePPEraFrzheipchenalilnelege sdites %% RSE r Morrexided Bep ver ezééor &
some ot her S%Ml%rcaée@ ﬂl@ﬁlemﬁp uflY 3620 eQide it RGLRAR:E Y@Ly, the host system

250 may conprise multiple nmeEssage managenent servers 25 272, particularly
in variant inplenentations mhere a | arge nunber of nobile devices need to
be supported. 474659v1 23 [0077] Alternatively, in sonme enbodinents, the
IT policy edilf®#81280, Tihpedqviceyggpagep raphiie P78 peidenap Hnadmpasteifrawith of e

284 can heg t@‘?aﬂh?capghér%te?ﬁéé’ GhithAPRich kit BO MBS STor m{epa%tsdt%véo%ﬁgﬁ%%%ﬁs
nodul e 278 can al so be 1nplenented on the I'T policy server .

settings for the mobile communication device 300. As mentioned, the IT administrator
can use IT policy rules to define behaviors of certain applications on the mobile
communication device 300 that are permitted such as phone, web browser or Instant
Messenger use. The IT policy rules can also be used to set specific values for
15 configuration settings that an organization requires on the mobile communication device
300 such as auto signature text, WLAN/VoIP/VPN configuration, security requirements
(e.g. encryption algorithms, password rules, etc.), specifying themes or applications that

are allowed to run on the mobile communication device 300, and the like.

{0079] Definitions of known supported IT policy rules can be distributed by way of
20 bundling them with the messaging service software, or as a standalone update that can be
applied to an IT policy table. Alternatively, and in addition to the distribution of
proprietary rules, IT administrators can invoke the IT policy editor 280 to add or modify

existing custom IT policy rules to be used by their own or third-party applications.

[0080] The above described IT policy system can effectively be used on
25  communication devices 300, where the administrator wishes to prohibit certain features

of the device such as camera functionality, BLUETOOTH® communications, Wi-Fi
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The processor 288 of the IT policy server 286 can be used to performthe
various steps of 5 a nethod for providing IT policy data that is

custom zabl e on a per-user basis. The processor 288 can execute the IT
Policy Editor 280 and IT User Property Editor 282. In sone cases, the
functionality of the editors 280, 282 can be provided by a single editor.
In sone cases, the nenory unit 292 can provide the data store 284. [0078]
The devi ce manager nodul e 278 provides an24T administrator with a 10
graphical user interface with which the IT adm nistrator interacts to
configure various settings for the nobile communication device 300. As
mentioned, the IT admnistrator can use IT policy rules to define

behavi ors of @&irh@iidhtidRR|ang Jlied MencBBndle 1AL inflaaHE Theatdesutibdéwboe, 300
that are permtted such as phone, web browser or Instant Messenger use.
The | T pol i cydepiggdesTrurthasxticpas eapablered remptelpisnlementipg | ag s mpypiragige policy
configuration, sgtti t ' I Q0 8 $hePR<LRE FBLL Gl th
comuni cat i orrlbnd]gl%idf:lg& % ﬂ%}hc C%é&gﬁcgﬁ@l g%é%egﬁgh?eit : é.y\?\LAN/ Vol P/aV N
confi gur at i orrdnsesatot yanr gt uileensng $he (Tepgjicyesditoy 80 omirapago réstinhons pagksvor d

rules, etg.), specifying thenes or .appli.cati,ons that re al.lo t Gy on
he mobi | & CORPRatl Breated ob o gBhBh e RSP oD ibeBlin M oty
known suppor tredri¢tionp@ld ©ihshitteisto Ganddieced (Bt usinguhedbdiy dagytivell praz8direindbhag
themw th the nessaging service software, or as a standal one q@ﬂ&t? thﬁt
can be appl iB# it SR PRSI the gorapnisation seprraYsdRY (e Hneplick et P om 1o
the distributbon.ffhs RLORK Hedsdd Yo 'tHE &Pprobriia@IffoBlails! n@0Ringaihe| IMRKE tHE | T
policy editor 280 to add or nodify existing customI|T policy rules to be
used by t hei dingiting drese Rinctopditiey it appodsibht foamevidg 0680 re Thesatingosreigawent fed

| T policy,sysiemcan ef tj.vely. on S, Cayn ' ' 0,
where t hemadﬁ‘li;lenicso%ﬂ rpéiflgrin\?\iﬁc s Se?tlgggsrtﬁ%ﬁg?'t (;rélr%t gl?on f egﬁcﬁirg%ds%%?s?%ﬁk%?%eféxloce
such as canercaniumidatiog e ITypol Bl WETHo@e(oe)is prviniedi as aihieamraple\dhd féther 4746569V 1
24 communi cati ons, and,otheﬁ f ctﬂonalitg,liqita {ons inchﬁﬂh@%.tgpse
described abd¥eCorBBUNIGEEE WEN 2Tl PO ReEFOPUTTPS VARIRF SCUr YdBrEPSITe

i mpl enent i ng mRL&ABAIsTHRA&IAME tHHah8Meld communication device 300 along with another IT

infrastructure is described below.

15 [0081) Referring to FIG. 20, an exemplary flow chart of a method for imposing
restrictions on the camera of the handheld communication device 300 is shown. These
restrictions can be implemented remotely through an administrative policy using the
above describe IT policy system. Geographical boundaries are transmitted to, and
received at the device 300 (block 605). This data defining geographical boundaries are

20  then stored on the device 300 (block 607). Data defining the restrictions to be imposed
are preferably transmitted to the device 300 and received by the device 300 (block 609).
In a preferred embodiment, the receipt of geographical boundaries and restrictions occurs
at the same time based upon the transmission of the IT policy from the IT policy server

(not shown). These restrictions are stored for later use (block 611).

25 [0082] The present geographical position/location of the device 300 is ascertained
using satellite-derived information (block 613). Then a determination is made whether
the device 300 is located within the stored geographical boundaries (block 615). If it has
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on the wirel ess handhel d conmuni cati on devices within the system For
exanple, the admnistrator can set rules using the IT policy editor 280 to
i npose restrictions on the 5 operation of a camera if the device is within
a restricted operating area. These restrictions are transmtted to the
devi ce 300 using the above described procedure or one that is simlar.
Once the communication is received by the IT policy nodule 362, the
restrictions can be passed to the approprizate prograns controlling the
canera. By |limting these functionalities it is possible to provide a
secure operating environnent for 10 the conmpany and its IT infrastructure.
The above described infrastructure for communicating the IT policy to the

devi ce is pr oOydefl @dtcagingd X 8l cQic8nd0 & WRAinSS e M stdred gEPrAPhijal BéundgriésIch
an I T policy are considered within the scope of this disclosure. _Further

details concelhft Hg APREPHaEHRIYE IR ae] @aeﬂé‘aﬁh@«"éloe@@ream@ﬁﬁjdmoak 8h0k her
I T infrastr uﬁ&\%‘veer Tt 38}’1 ﬁ(ﬂ) dgex{()?\%lt}ﬂé Q&L gggélﬁ%t &e{'%oﬁﬁ)da @18 Frsenn

exenplary flow chart o for 1 nmposing Ions on the canera
of the handhelodativomiim dmfuqecﬁtDOdemoamI@dto hdsv&sshmme tmt@siectlmdwmem ingpasedan

be i I t d t el h i trat I t
doserTbe B ot frE REGe o, heHliar af B Rkt f ki et (8RR
received at tl’ﬁa@ @evieers3Rtddbheek @5)restﬂ_bﬂ1é‘nsdaztrﬁbéeénenbﬂgheg%BW@IdESMEd

boundaries are 20 . then stored on.the device 300 (hl ock 607) E’g blnln
the restri ctiGHECHWSHUIhFEVEY Whirdipsiergr abMhy r??%?fé%‘ﬁthﬁ%‘éffepdie?% éw

300 and recei M%@lemémﬁobﬁnﬂ'ﬁ&' tH@re%Qth&xplsoﬂfefﬁqgl)estrich& Gt Bl Rebrathedh BENt

t he recei pt of eo rap i cal boundaries and restrictions occurs at the sane
ti me based upbalachieon ¢fdhe devigi B us)feqmmd | "Thq)mqgcgphfcabmwaileasn'fr‘stp@ﬂqnéyaisqu ver

(not showy) . TUESEER! GLSLI00S) B faakaled d Al daleusRabhack Glilucd?

[ 0082] The presen geog a posititon/Toca % On oft he
ascertai ned da:sarngd d@tedt. | Hhesdﬁslyswmel or ifitioali pped b eskidbdd3E. onthd e @mera

determ nation i Q%% ethg the device 300.is | ocated mﬁthlgcth stored
geogr aphi cal B Bt 1)8en ¢ TRROYRRLe SiptapsseRyicepg speaker phon

w1reless communication subsystem, and e-mail.

[0083] When designing a handheld communication device 300, other
15 considerations are important as well. A potential problem is presented by the small size
of the device 300 in that there is limited exterior surface area for the inclusion of user
input and device output features. This is especially true for the "prime real estate" of the
front face of the device, where it is most advantageous to include a display screen 322
that outputs information to the user. The display screen 322 is preferably located above a
20 keyboard 332, which is utilized for data entry into the device 300 by the user. If the
screen 322 is provided below the keyboard 332, a problem occurs in being able to see the
screen 322 while inputting data. Therefore it is preferred that the display screen 322 be
above the input area, thereby solving the problem by assuring that the hands and fingers

do not block the view of the screen 322 during data entry periods.

25  [0084] To facilitate textual data entry, an alphabetic keyboard is provided. In one
version, a full alphabetic keyboard is utilized in which there is one key per letter. This is
preferred by some users because it can be arranged to resemble a standard keyboard with
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been determ ned that the device 300 is wthin one of the stored

geogr aphi cal boundaries, then the appropriate subsystem or functional
aspect restrictions are inposed (block 617). However, if the device 300 is
not within the stored geographi cal boundary the present |ocation of the
device 300 is nonitored. Likew se once the restriction has been inposed 5
on the device 300, the position of the device is evaluated to determ ne
when the device has left the restricted agea. The restrictions can be one
of the above described restrictions. Furthernore, while the storage of the
restrictions has been descri bed above, in other enbodinents the
restriction is a default restriction and only the determnnation of the

| ocation of tyRicHeWyGRe BB& fhsill2AM heteshRhe 8QBEBRATGREs @8 baRlladseously
restrictions can be 10 &redeternlned (prerecorded) or transmtted to the

devi ce 300 ustTAgigHEnGIWERd s )AWERE Z. a&E&TbetDrierpk layoutshameninathes.dhgreby
functi onal as&ﬁg%’li &?éérfa'u{:lt.l %eﬁﬁmﬂgﬁ %ltﬁt}%%@e ial fgﬁgu(ljrﬂersalﬁ/%rd: el td@[%';" €,

a ringer, a renovabl® storage device spea one
conmuni cat i onwslibshs bemdsarfch Brued Ifronf @ﬁl&&]e awremodfesergmahgofathhdmlhmwt be
communi catd on_devi ce 0, ot her con5|de ations ,are i rtant A
pot enti al 5|pr 0 r’lsgra%?}é%lﬁ@ e‘gheﬂi’i/ P SXUPRIF ["Eqnfyesmc}?eyf H‘éggg’\? @5% lf\{\ﬁl‘? hat
there is |inmihgthexifahé Chelsdl hagRgar e hitimdthe doRfftsticNisab p@&de alréqudkd and
devi ce output features. This is especially true for the "prime real estate”
of the frontkeyBoasddp Whigh gévease SOWﬁe‘?fethlet kqys hagetmeraviis fgedeaiert $spsiedide

a display scrigglwik2rnit Hﬁ%ns%&t%%vé kéﬁs%ﬂ%'xﬁ'ﬂm‘g@ wWHiG Mél?ers m}ﬂﬂ&%b@ RPhd¥e

screen 322 is preferably |ocated ove a 20 oard 332 ich 1s utilized
for data ent rigwenkeystiheadhcvd lorgeB0GnLy thehimsiaser wh¢n‘ a ftﬂbke)é)oaréeﬂ pBRAiedson a

provi ded ;hel g roblen1occ he
screen 32@ \/\h%gzs}?yn%ﬁé? i ﬁrééaa%tv gzb 3@% SFlgru et %l?r%%ls?helgo t?' aﬁ%grg(eggpl ay
screen 322 beveathosmatlreonicnput itas ﬁ&esﬁaﬂeﬂl@bsofﬁmke/bﬂgird\hﬁe pﬁi@bbz&nbekmowded

assuring that, t he hands, and f|n not bl ock the |em10f t scfeen
322 during ddf&T¥RG PEERINGELHI cg*sofstb%%ffr asspa&eﬁeélmset f IS PR #

an al phabet i gakeyheaed abtﬁatﬂfno‘é' ﬁ@lﬂeml the Q€ ke;‘fﬁ%‘éﬁ! %idsa Ifljéfekabﬂ' RhARSka6ter
keyboard is utilized in which there is one Key per letter. This is

preferred by dwspminaliends b@c@a\péléhth utd iginghdisambiavaiod spﬁwws@ﬁmnmoéatgd aidhan d
keyboar d 1 t Rye device 300. As with the other software programs embodied within the device 300, a

memory and microprocessor are provided within the body of the handheld unit 300 for
receiving, storing, processing, and outputting data during use. Therefore, the problem of
needing a textual data input means is solved by the provision of either a full or reduced

alphabetic keyboard on the presently disclosed handheld electronic device 300.

20 [0085] Keys, typically of a push-button or push-pad nature, perform well as data
entry devices but present problems to the user when they must also be used to affect
navigational control over a screen-cursor. In order to solve this problem the present
handheld electronic device 300 preferably includes an auxiliary input 328 that acts as a
cursor navigational tool and which is also exteriorly located upon the front face of the

25  device 300, as shown in FIG. la. Its front face location is particularly advantageous
because it makes the tool easily thumb-actuable like the keys of the keyboard 332. A
particularly usable embodiment, the navigational tool is a trackball 150 which is easily

utilized to instruct two-dimensional screen cursor movement in substantially any
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474659v1 26 which they are nost famliar. In this regard, the associated

| etters can be advantageously organized in QAXERTY, QAERTZ, AZERTY or
Dvorak | ayouts, anong others, thereby capitalizing on certain users
famliarity with these special letter orders. In order to stay wthin the
bounds of a limted front surface area, however, each of the keys nust be 5
commensurately small when, for exanple, twenty-six keys nust be provided in
the instance of the English | anguage. An2glternative configuration is to
provi de a reduced keyboard in which at |east some of the keys have nore
than one letter associated therewith. This neans that fewer keys can be

i ncl uded which nmakes it possible for those fewer keys to each be | arger

than in the idisdctogasWi@Nasadt wk kin keyboakdieh ShePbOVhO@E t@pkiall LG 0Sk IaTEﬂJI@ﬁsible
di nensi oned devi ce 300, Sonme users will prefer the solution of the |ar

keys over thakesFRRRy Thadkacengrt qfithe éraﬂ@@léslsiﬁrrg‘/ praherably gbpvgaths ksybensd 4
sol utions be poydisiedhe bRpRY efeed @zzil ReL J%@(ﬁ&@m‘fé}?éf“é}lcgfduhﬁgey?M%cﬁh

associated letters the user’intends baséd on a particular actuation; a
probl em t he fdsieh niidydrkaheluser's ivigy. ofPhedisplap boreent W2sluchapsect er

discrimnation is acconplished utilizing disanbi guati on software
accommodated within 15 the device 300. As with the other software prograns

enbodi ed Wi t hjgpgdjhe dq:\{éfgﬁbﬁ}e)l o 9 %@%Cyi?g?gygqs rgaﬁ&pgawgén ﬁ{eedlE’}SIQgV heed

within the body of the hand d°Uni t recel ving, st ng,
processi ng, aﬁdtbmbph@mﬂﬁg2d&hmr@mﬁmﬁqmu@enk@han@%mbbnsBhgﬁﬁﬂ@bﬂgmwoﬁihe

needing a te | data i s solv by the. .prQvi-$i 0 i
full or redué%d%ﬁUIlﬁgB ?lgmkeybogF l%ﬂm%ﬁégﬁﬁﬁggﬁppﬁsgigﬁ aﬂ%ﬁ“ﬁaﬁ%ﬂ% i
el ectroni c dekeye elléiﬁhOthe &@er[a&ﬁﬂﬁ]ti%ﬂy&noh)f@i fiattions @bsodiapdShittb vt gioaron the

push-pad natu erformwell as data__entry devices but prese pr.opl ens
to the user dﬁ%ﬂf oLt d5HCG, 300 1XPTa PEERS ORIEH GHIHERRF aéd‘ﬁﬁg

over a sqoee%sﬁaapére dégangédi@ao&v%a%éé@ filfatidn raémlaﬁmtamgn@aawaam M@H@I d
el ectronic dévice 300 preferably’ includes an auxiliary imput 328 that acts

as a cursor byangafaeiwrer. f\d@uﬂoaéﬁkv vithile Ithd keyalagopreferably assigped Haed &uctipsn
the front fagg s?rk el %o%gleg n%ggns I%csiy %Q%@ pr@grgrh%abllea Tﬂe%%llﬁfe?%“of:aﬂ&?

| ocation is par y a van
on the left end of the row 9 is used to place or answer voice calls. Next, the menu key 5

is used to allow a user to pull up or display a menu on the screen of the device. This
15 menu can be a full menu if a menu is already presented on the screen or a short menu
with selections shown for the mostly likely choices of the user. Then, the trackball 150 is
provided for navigation on the screen 322 of device 300. The trackball 150 is rotatable,
allowing navigation of a cursor on the display screen 322 in various directions including
up, down, left, right, and any combination thereof. Furthermore, the ball is depressible.
20 When the ball is depressed, a selection is made based upon the current location of the
cursor. Thus if the cursor is located over a given program icon, that program will be
launched. Likewise, if the menu is shown and the cursor is over a particular item on the
menu and the ball is depressed selection of that menu item will be made. Next, a back
key 7 is provided, and this key 7 is capable of navigating to a previously displayed menu,
25  selection, or device state. Thus, if the e-mail program is open and a message is displayed,
pressing the back key 7 will cause the display to return to the general e-mail program
listing all messages. If the back key 7 is further depressed, then display returns to a home

screen or the interface from which the user selected the e-mail program. This back key 7
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because it nmakes the tool easily thunb-actuable |ike the keys of the
keyboard 332. A particularly usable enbodi nent, the navigational tool is a
trackball 150 which is easily wutilized to instruct two-di nensional screen
cursor nmovenent in substantially any 474659v1l 27 direction, as well as
act as an actuator when the ball of the trackball 150 is depressible |Iike
a button. The placenent of the trackball 150 is preferably above the
keyboard 332 and bel ow t he di splay screeng322; here, it avoids
interference during keyboarding and does not block the user's view of the
di splay screen 322 during use. 5 [0086] Preferably, a row 9 of function
keys is provided between the display 322 and the keyboard 332. This row 9

of function kexbeRisef af@lhy uics 11%%%%%@0&1@9)@&5'@615}}4\1‘%@cx’é&ﬁfiszé\ﬂrﬂ@ioi Diefhilput
device 328, which is preferably a trackball 150 e allgnnent of these

keys al | ows t¥c.ubass g8n feki@ihis pdhe Bmationshinf wwﬂkm@ﬂtspe#g b ST W@Sh
navi gation Onwélh%uc {hﬁp h%ycuﬁ%gte&%gﬁag 150&1 E%Fedda%\‘i gm d§%€%139@tu el By e

typi cal functions that m ght rovi are
functi on keysocating le tesk ikgn @ dhexi tbftbar enikbiluhd, nlmmer dagn raalreselet Gatswnd cancel

Add Iy, f er abl fixed f
Come. enbodi MCeLeRa it PraE i Bt 58 YT PS8 v ubRons "Bl ot

| ocated on tdi€ochgdct kengl m;irohhed Ei@lﬂlﬁg e WsSeH tEmzﬁéxt@-@QHsOdSr ARRGWeEe diQRbRie:ct
calls. Next, the nenu key i.s used to allow a user to pull up or display
a menu on t hed™&® ?é@ﬁe&PWI%W c dddifonal Tynctisgrkgyo s Bepgvidas b izt Ob

nenu is al re%ﬂe/dm&ss%eﬁ QQb&Ebn"sh%SPsﬁe%‘z %3 BandON L R&Eﬁ"dm pid t3h BRLeRhtesS

shown for the nostly 'y choi ces of the user. the trackball 150 is
provi ded for h@amcgratbﬁdweertOtMewécrteetnnsszz cofitral evdlerme, 39BciffEhprograat ktledtiond 50

s rOt at g%l e’camglla rggﬁwe[gacgﬂgﬁcgr?tsérgﬂglgv\l{flotﬁ tIOREﬂH gdgsdl%glbg¥ Sn%lﬁl?&tlﬁ%lz in

vari ous directions inc I hat
t her eof . Furkhemmmf&mchheebaml is depre55|ble 20 When the ball is

depressed, a selection is made based upon the current |ocation of the
cursor. Thus if the cursor is |located over a given programicon, that

program wi | | Iaun ed Li i.f th i hown ;and t sQr
over a parti (!H(Tﬁ I] : tem i some ¢ cor?fvﬁuraedons e RaUhakt 'eectiomial dd1 3'68 8‘191‘!} (3

standalone in that it is not connectable to the "outside world." One example would be a
PDA that stores such things as calendars and contact information, but is not capable of
15  synchronizing or communicating with other devices. In most situations such isolation
will be detrimentally viewed in that at least synchronization is a highly desired
characteristic of handheld devices 300 today. Moreover, the utility of the device 300 is
significantly enhanced when connectable within a system, and particularly when
connectable on a wireless basis in a system in which both voice and text messaging are

20 accommeodated.

[0088] Further aspects of the environments, devices and methods of employment
described hereinabove are expanded upon in the following details. An exemplary
embodiment of the handheld electronic device 300 as shown in FIG. 1a can be cradled in
the palm of a user’s hand. The size of the device 300 is such that a user is capable of
25  operating the device 300 using the same hand that is holding the device 300. In a
preferred embodiment, the user is capable of actuating all features of the device 300
using the thumb of the cradling hand. While in other embodiments, features may require
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menu and the ball is depressed selection of that nmenu itemw || be nade.
Next, a back key 7 is provided, and this key 7 is capable of navigating to
a previously displayed nenu, 25 selection, or device state. Thus, if the
e-mail programis open and a nessage is displayed, pressing the back key 7
wi |l cause the display to return to the general e-mail program listing al
nmessages. |f the back key 7 is further depressed, then display returns to a
home screen or the interface fromwhich t#e user selected the e-mail
program This back key 7 474659v1l 28 can be used until the user interface
shown on the display screen 322 returns to a default state. Users can
relate this to the functionality typically associated with an escape key as

wel |, such that ubhef eurd B ﬂﬁﬁih@(tﬁm@m of theGRaRBk hasd. amle bReeerd @nibdUEndt of €
IS returned By | ocating t back key 7 next to the trackball 150, the

user can makehsgpptheldgiyics G0 featerss agemagbﬁ%wgth@§aq¢g3féhqul%fkqe@&pewpich is
located set Oafctd%béso 2 1l &f ﬁi@that?@gra&l Cgt{BQ deGR 9@ T}Q'Lﬁ&gﬂgfgﬂso k&Y t

provi ded enabling the user to term nate I's or erw se di sconnect rom
a voi ce comﬂﬁfw@aﬁi@@m susll dinbdnoaato ehabictww)ﬂluk@yspmgnn e qevive 3@ dFeotherhere,

edges of uch as b 0 130, ,131, 132,

o8 0 e anf TP i AR ey il W aiRG ang Birs AL e ek g vl
vol ume, specidri@ tpraa@mm@a @amm@mm@@fmmemdubehmteragaqam@m 181@ﬂcﬁl‘igief ng,
or other functiopality as desired by the manufacturer or, us

e
devi ce 300. [BBEF] 23 AYymdn ddhy .lghﬂaﬂﬂ B, Widgeanth Hih #i¢th g éﬁ?fP’@Hch{’ﬁéf\?%e
300 may be sigRAahaBe tWB ah@ﬁ{reé fch, m%y%grﬁ{h%ﬁé ﬁ:‘?ﬁt@d EPsuEfﬂ&m&ik'ﬁoﬁé de

worl d." One exanple would be a PDA that stores such things as cal endars
and contact information, but |s not capabl e of 15 synchron|2|ng or

connunicatin th ot her devyi In . nmpst situations such isolation wll
be detri ment &é?}w enddeihgnghs elﬁ‘f“"l“@a‘é‘?ﬁ@ﬁ@@ﬁ?@?ﬂefﬁlllwt|P§rt’é’nﬁin@ﬁp)9mpm

desired jpharagh & icstidL Ple &ﬁﬁgﬁﬁgp@a Y S ESnIRG, &1%?’ scrdpr2oVElch ab Qﬁ’ LCD

utility of the dévice 300 is " significantly enhanced when connectabl e
wi thin a systggthensitnipadispleviferity when connectable on a wirel ess basis in
a systemin which both voice and text nessaging are
[0090] The input portion includes a plurality of keys that can be of a physical
nature such as actuable buttons or they can be of a software nature, typically constituted
by virtual representations of physical keys on a display screen (referred to herein as
15 “software keys”). It is also contemplated that the user input can be provided as a
combination of the two types of keys. Each key of the plurality of keys has at least one
actuable action which can be the input of a character, a command or a function. In this
context, "characters” are contemplated to exemplarily include alphabetic letters, language
symbols, numbers, punctuation, insignias, icons, pictures, and even a blank space. Input
20 commands and functions can include such things as delete, backspace, moving a cursor
up, down, left or right, initiating an arithmetic function or command, initiating a
command or function specific to an application program or feature in use, initiating a
command or function programmed by the user and other such commands and functions
that are well known to those persons skilled in the art. Specific keys or other types of
25  input devices can be used to navigate through the various applications and features
thereof. Further, depending on the application or feature in use, specific keys can be
enabled or disabled.
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20 accommpdat ed. [0088] Further aspects of the environnents, devices and
nmet hods of enpl oynent described herei nabove are expanded upon in the
following details. An exenplary enbodi nent of the handheld el ectronic
device 300 as shown in FIG | a can be cradled in the palmof a user's
hand. The size of the device 300 is such that a user is capable of 25
operating the device 300 using the sane hand that is holding the device
300. In a preferred enbodi nent, the user 30s capabl e of actuating al
features of the device 300 wusing the thunb of the cradling hand. Wile in
ot her enbodi nents, features may require 474659v1l 29 the use of nore than
just the thunb of the cradling hand. The preferred enbodi nent of the

handhel d devi @e9B00 f elatthE esseanf ﬁeaaruéﬁé%?aa@na bv@ioh € eheOplutdliey SENE1ENasO0,
which is actuable by the thunb of the hand cradling the device 30Q. The

user may al so®oPidMPkfe ndidy jdisp! aze‘é) af dhedr,&ap sriag ad/of enehasreaganpt fh’?u‘ﬁ'ﬁa
typing on thead(}l&%tCQh@OrQs eEWet h&gmﬁ  partiddl &a rééétﬁiél%' RGETRahab

than thunbs to actuate t e deV|ce r to acco date
pal mcradl i ngcommamdéS)dl@d/ioc@t@@@(bytyphellﬁa@palg@dpmﬁstm kéyt i ghel 1e$tgme where

hei ght as s l,a t he d r m
between - approb Mite P Sher b s etovdeeielBen e b5 o valetetRa R CLE 88
such di mensi dresa pérﬁﬁﬁéﬂt ﬂsh@ndn&radtselfcd ipdt@nk/ privited d@wmv&e&ovmﬂe@ldeshaakby,

i nput portion and an out 10 di spl.ay portion. The gutput dis ortlon
can be a di smréﬁ?dw@we eyssla%qﬁedaaéha&ﬁnmtébdisahayaerﬁ%ﬁ?s% mCP%?“tdﬁP %Pé the

device. (009Qf %Beﬂ%};oxﬁﬁwéh@ﬂn'n@&wm oRlitd @kdehyso0f keys that can be
of a physical “nature such as actuable butfons or they can be of a software

nature, typically constituted by virtual representati ons of physical keys

on a display en (referred to herein as 15 "softmare keys"). is also
cont enpl at ed PO he aé*éerca}Sﬁﬁhﬁo feuare eyt indisep 28 the 1 ki ysoie S he

two typegoof deeys.diGash s&@é&l Qfhit1gn Rh! re?rlHoHMné?lft iKY H1hABy E%Budh?r%s{heocﬂﬁlay

act uabl e actlon whi ch can bé the input of haracter, a command or a
function. |n stiges for example, with a stylus to generate the character or activate the indicated

command or function. Such display screens may include one or more touch interfaces,
including a touchscreen. A non-exhaustive list of touchscreens includes, for example,
resistive touchscreens, capacitive touchscreens, projected capacitive touchscreens,

15  infrared touchscreens and surface acoustic wave (SAW) touchscreens.

[0693] Physical and software keys can be combined in many different ways as
appreciated by those skilled in the art. In one embodiment, physical and software keys
are combined such that the plurality of enabled keys for a particular application or feature
of the handheld electronic device 300 is shown on the display screen 322 in the same

20  configuration as the physical keys. Thus, the desired character, command or function is
obtained by depressing the physical key corresponding to the character, command or
function displayed at a corresponding position on the display screen 322, rather than
touching the display screen 322. To aid the user, indicia for the characters, commands
and/or functions most frequently used are preferably positioned on the physical keys

25 and/or on the area around or between the physical keys. In this manner, the user can
more readily associate the correct physical key with the character, command or function
displayed on the display screen 322.
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context, "characters"” are contenplated to exenplarily include al phabetic

| etters, |anguage synbols, nunbers, punctuation, insignias, icons,

pi ctures, and even a bl ank space. Input 20 commands and functions can

i ncl ude such things as del ete, backspace, noving a cursor up, down, |eft
or right, initiating an arithmetic function or conmand, initiating a
command or function specific to an application programor feature in use,
initiating a conmand or function progranmgd by the user and ot her such
commands and functions that are well known to those persons skilled in the
art. Specific keys or other types of 25 input devices can be used to

navi gate through the various applications and features thereof. Further,

dependi ng on fppg4jappl i@t }LiBudEhdr RS @nirflards 8nd FRREHAY £Hsdi@itsd GRRA KePboard
enabl ed or dlsabled 474659v1 30 [0091] In t he case of physjcal keys, al

or a portion Wpinghid pengral dreyaitionely deanecd anmsoYariabe econentiona dikpinagred
h
at their top & H{rﬁﬁ‘ggf ﬁ{%gcl o h@UﬁiQ S%{E; 5L anE Gfs ﬁ'f eﬁg]%ﬁha%g?% rﬁ%(?ﬁyout.

respective key, part|cu ar icia’represent ar ac
command(s) andthers iholmde |tlan§)’ER‘J/"EJ AZERT Xasemlci)ad:raki Rwy!bdard hatfigueationk ftthe

i nst ance er e indi of a key's function is provided adjacent the
key, it gh H%Big?gﬁﬁwﬁﬁéﬁkFR?s may be a permanent insignia that is, for
instance, printed on the device cover beside the key, or in the i nst ance

of keys l|located adjacent the display screen 322, a current indicia for the
key may be t dipfiari | W}@WRﬂ‘éfakdyiaoarbéayoayisa}ne $thelagt Epdish3@2uagd0piRibetin

the case of software t he . 'ci or t e respegct] yS a sh

10 on & he.di S5 A REEPEE! M (R D ond SRS D55 3. 2R
the display 1swdre@ﬁ,th& Qbp SR NIt t&wa ﬁt%s%&s%ﬁecgﬁfylﬁ(ﬂ}ﬁisﬁ)pﬁlbﬁs%lai , ARhET
or activate the indicated . command or function uch di splay screens may

i ncl ude one dFverﬁﬁdet £ QYREMTit¢t elliealeayoard |lw&uamaﬁ@r%nt2§@@m§emet@rprw&m peoplé
non- exhaygt i Ry i %Dtootfagkcmﬁalgrﬁgz%%%eggefhe WRIEKA TRt wab %%d@& ViR the

touchscreens, capacitive touc j ect &d capacitive touchscreens,
15 infrared Kbmmhgé@éﬁwkmamum$unﬁmdsnamd@§8|c wave (SAW touchscreens.

[0096] The QWERTZ keyboard layout is normally used in German-speaking
regions. This alphabetic key arrangement 44 is shown in FIG. 6. In this configuration,
Q, W, E, R, T and Z are the letters on the top left, alphabetic row. It differs from the
15 QWERTY keyboard layout by exchanging the "Y" with a "Z". This is because "Z" is a
much more common letter than "Y" in German and the letters "T" and "Z" often appear

next to each other in the German language.

[0097] The AZERTY keyboard layout is normally used in French-speaking
regions. This alphabetic key arrangement 44 is shown in FIG. 7. In this configuration,
200 A, Z E R, T and Y are the letters on the top left, alphabetic row. It is similar to the
QWERTY layout, except that the letters Q and A are swapped, the letters Z and W are

swapped, and the letter M is in the middle row instead of the bottom one.

[0098] The Dvorak keyboard layout was designed in the 1930s by August Dvorak
and William Dealey. This alphabetic key arrangement 44 is shown in FIG. 8. It was

25  developed to allow a typist to type faster. About 70% of words are typed on the home
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[ 0093] Physical and software keys can be conbined in many different ways as
appreci ated by those skilled in the art. In one enbodi nent, physical and
software keys are conbined such that the plurality of enabled keys for a
particul ar application or feature of the handheld el ectronic device 300 is
shown on the display screen 322 in the sane 20 configuration as the

physi cal keys. Thus, the desired character, conmand or function is

obt ai ned by depressing the physical key cgeresponding to the character,
command or function displayed at a correspondi ng position on the display
screen 322, rather than touching the display screen 322. To aid the user,
indicia for the characters, commands and/or functions nost frequently used

are prefer ab'waﬂﬁhﬁdr@Dﬁﬂalﬁﬂt Bhe; PiiSd OWEKEY SkogBoad dawiit, ihdt M6reak&ids around
or between the phyS|caI keys. .In this manner, the user can nore readllr
on

associ at e t helYBghysggb O&hb@déaﬂt ir &9id dhat i eight havay Ssses of @ QWWERE Yowpist e
di spl ayed on 3 fyrﬁﬁésaﬁut%ﬁg u??%nlel}"gll@l@%\(/éraﬁjtmétoogq The various

characters, commands and furict1 ons associ at e keyboard typing in
general are traditionally arranged using various conventions. The npst
common of these in the United States, for instance, is the QAERTY keyboard

layout. O hdP®9Incl uddrhavetihermranserrntsyin Giflokaphorrdk ardyrsaiiders are often
fi t h - t. AL Y
confi gur atsi o es‘éﬁte&l ﬁongt Enga?ﬁhgjﬁﬁ{‘%ﬁgﬁa lahe f}h %?é{%faﬁ%ﬁ en@%ﬁl key

keyboard layout 1s the uage al phabeti
arr angenent Ma(lg@@nFIS@hOﬁ)l in F EG& I‘i'r&whcmftlila}w’rmemm a@ Ofe sitRnedalznvd the ar e

the letters e to Left habetlc r si gned .
Chri st opher ﬁmaﬁé}w W Ir|1 ﬁl\l/deﬂrll r dl Oyvﬁem'?%@ &y taéliangeﬁﬁ%’g oar %m?ea%/%ﬁtw%s
organi zed by thé¢ alphabefit ekeBiteidcaphas 1k fopadint yhe QWBRTlasdybamnd. | emhoget he

keys. The QWERTY | ayout s included in the draw ng for Shol es’ patent
appl i cation |eﬁe@@1‘? %\gg}eyﬁﬁ@“ 7 Rsyso G QyW@Ffel SUHBFHAFYPILERH i n

Ger man- spgakispsted rﬁ%&l B13SalphbB e/ RIRORDEY £ 8¥néHt ANYSHIBRRNC Kiyh ANARRAIED
FIG 6. In this conf |9urat|on
the numbers 7", "8", "9" arranged in a top row, "4", "5", "6" arranged in a second row,

Tin, 2", "3 arranged in a third row, and "0" in a bottom row, consistent with what may
be found on a known "ten-key" computer keyboard keypad. Additionally, a numeric

phone key arrangement 42 is also known, as shown in FIG. 10.

15 {0100} As shown in FIG. 10, the numeric phone key arrangement 42 may also
utilize a surface treatment on the surface of the center "5" key. This surface treatment is
such that the surface of the key is distinctive from the surface of other keys. Preferably
the surface treatment is in the form of a raised bump or recessed dimple 43. This bump
or dimple 43 is typically standard on telephones and is used to identify the "5" key

20 through touch alone. Once the user has identified the "5" key, it is possible to identify
the remainder of the phone keys through touch alone because of their standard placement.
The bump or dimple 43 preferably has a shape and size that is readily evident to a user
through touch. An example bump or dimple 43 may be round, rectangular, or have
another shape if desired. Alternatively, raised bumps may be positioned on the housing

25  around the "5" key and do not necessarily have to be positioned directly on the key, as

known by those of skill in the art.
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Q W E R Tand Z are the letters on the top left, alphabetic row It
differs fromthe 15 QAERTY keyboard | ayout by exchanging the "Y' with a
"Z". This is because "Z" is a nmuch nore conon letter than "Y" in Gernan
and the letters "T" and "Z" often appear next to each other in the German
| anguage. [0097] The AZERTY keyboard | ayout is normally used in
French-speaking regions. This al phabetic key arrangenent 44 is shown in
FIG 7. In this configuration, 20 A Z, E3 R T and Y are the letters on
the top left, al phabetic row. It is simlar to the QAERTY | ayout, except
that the letters Q and A are swapped, the letters Z and Ware swapped, and
the letter Mis in the mddle rowinstead of the bottom one. [0098] The

Dvorak keybogogoi]ayoutit wassif®F foneshdheldleRird A8 dsvids 300Gl lclude alcathbinad d
Wl liam Deal ey. This al phabetic key arrangenent 44 is shown_in FIG, 8. It

was 25 devel ety kedoephing atplsphonksybasd Exarenles ofapeiumobibosmsaionar e
typed on the fome; 1nf}111&@§1%15&e gtgtlox{soé’%il(ﬁ%% gnésowﬁ@@%%]peﬁ%é%m éltt.hl AsSHERTY

keyboard | ayout, and nore wor are type u5|hg bo Is sald
that in ei ght(PBdu} swofayeging dbvigesQNERTersy Mg bust kegbedrds fabo&ﬂd \&181 siches, but

only about 1 he. Dvor a |st 00 t c Kk gerrents
in full kttgyboda‘;ﬂ?’1 gs %%8“ Cinf/%)mvﬁ'a‘rttOenlr(%le 10&1 ?I%%Otgtgl B?@g‘gﬁt eiftrg{"(‘iﬁéw\%f ‘nuneric
key arrangensohs. of/@lﬁbsexmﬁa{n&ﬁyfumkéﬁfohﬁ kedlyicedaitelyBO@E ARt phbse I6pats.i n FI GS.
5-8 where the nunbers 1-9 and O are positioned above the al phabetic keys.

Al phabet | ¢ cHULE or % EURT SN AL4 OGO R BRI RO A ey

anot her  exenglyade dmpHEBECCHEEM GRS AREEMBN vithSeaSh oM of @pﬁka@t}lf( 8f pMRREEK s,
nuneric keypad 46 is 10 spaced fromthe al phabetic/nuneric key arrangement.

The nuneric Kéypartuem Eﬁ%llshd@@uagﬁléemﬂﬁeﬂ@r egpe at legst 26kpys iy thgridalitynong t op
row, "4",10" Ser ea@]'q lefﬁref @f‘%@%ngﬂskﬁalglﬁzﬁagpdln % emb(l)dlmlgl:nt"s %'émg the Eﬁ%fsﬁ #Q%Qa
a bott Wt on a

third row and ' mro consi st ent what ~“rmay
known "ten- k@iphahﬁb,rmutcefrthd(bqyboa’dda)lquo@dcnb@dcmbbvaomaishgl y anployael pigd with the

QWERTY keyboard layout being the most common.

[0103] One device that uses a full keyboard for alphabetic characters and
incorporates a combined numeric keyboard is shown in FIG. 12. In this device, numeric
15 characters share keys with alphabetic characters on the top row of the QWERTY
keyboard. Another device that incorporates a combined alphabetic/numeric keyboard is
shown in FIG. 13. This device utilizes numeric characters in a numeric phone key
arrangement consistent with the ITU Standard E.161, as shown in FIG. 10. The numeric

characters share keys with alphabetic characters on the left side of the keyboard.

20 [0104] In order to further reduce the size of a handheld electronic device 300
without making the physical keys or software keys too small, some handheld electronic
devices 300 use a reduced keyboard, where more than one character/command/function is
associated with each of at least a portion of the plurality of keys. This results in certain
keys being ambiguous since more than one character is represented by or associated with

25  the key, even though only one of those characters is typically intended by the user when

activating the key.
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phone key arrangenent 42 is also known, as shown in FIG 10. 15 [0100] As
shown in FIG 10, the nuneric phone key arrangenent 42 may also utilize a
surface treatnment on the surface of the center "5" key. This surface
treatment is such that the surface of the key is distinctive fromthe
surface of other keys. Preferably the surface treatnent is in the form of
a raised bunp or recessed dinple 43. This bunp or dinple 43 is typically
standard on tel ephones and is used to idemyify the "5" key 20 through touch
al one. Once the user has identified the "5" key, it is possible to identify
t he remai nder of the phone keys through touch al one because of their
standard placenent. The bunp or dinple 43 preferably has a shape and size

that is readijoyosvi denthisO catdi® @bfiwhi Q4dlly rOMCHn 1AD RIRER: LIOMBR Bhedlicipl €
43 may be round, rectangular, or have another shape if desired.

Al t eL nat i vgl yhanglhgld edpctroms sdeipgs BRO o ieterraine @r mﬁediﬁewmagﬁtexlgarzsorérlt@a rhgen he
" e r 3 . |
a5 known by B8 BPEERSAT rhoicl fest echfo R (e BRI ot QiYL

f or handhel d skbogromre dPecdides BO0metotdolofies eftan dartiddene disatnbiguatont eygine
keyboar d d a . tel ephony keyboard. Exanpl es, of. such nobil g. comuni cati on
vt oas i ot e T ERite SENG TR T h TR GG e ame D g GEX pp S
digital assi sdimRithe sdffkRS s preRRbIBHNRRE DEWARYWER S largf dhotd Raragd théabilay so
keyboards are used with such 5 devices depending in part on the physical
si ze of the HaffaMEItRtdsassdon bedugnesy 90word w8se of these are termed ful
keyboard, reduced keyboard, and phone key pads. [0102] In enbodi nents of a
handhel d el ectroni c device 300 having a full keyboard, only one al phabetic

character is [as@)Ci at etheWolfiva8apRf@y Qfisoahdd| ME Abilfty t&freddRMTE CRhrakiey Sotter
Thus, with an English-1anguage keyboard, there are at |east 26 keys in_the

plurality, orf€TUDCTONaEFEFOMERITeto’ Be Parisuin dngytecaPiiatiedn therpasyeh English,
Tayout s Qescr Bod ShovE Pab uoer P AR A ARk O IR BRI TR

| ayout bei ng nokreoifrequestiymused words to increase the predictive aspect of the software. With

predictive editor applications, the display of the device depicts possible character

sequences corresponding to the keystrokes that were entered. Typically, the most

commonly used word is displayed first. The user may select other, less common words

I5  manually, or otherwise. Other types of predictive text computer programs may be utilized

with the keyboard arrangement and keyboard described herein, without limitation.

[0107] The multi-tap method of character selection has been in use a number of
years for permitting users to enter text using a touch screen device or a conventional
telephone key pad such as specified under ITU E 1.161, among other devices. Multi-tap
20 requires a user to press a key a varying number of times, generally within a limited period
of time, to input a specific letter, thereby spelling the desired words of the message. A
related method is the long tap method, where a user depresses the key until the desired

character appears on the display out of a rotating series of letters.

[0108] A “text on nine keys™ type system uses predictive letter patterns to allow a
25 user to ideally press each key representing a letter only once to enter text. Unlike multi-

tap which requires a user to indicate a desired character by a precise number of presses of
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[0103] One device that uses a full keyboard for al phabetic characters and

i ncor porates a conbi ned nuneric keyboard is shown in FIG 12. In this
device, nuneric 15 characters share keys with al phabetic characters on the
top row of the QAERTY keyboard. Another device that incorporates a conbi ned
al phabeti c/ nuneric keyboard is shown in FIG 13. This device utilizes
nunmeri c characters in a nuneric phone key arrangenent consistent with the
| TU Standard E. 161, as shown in FIG 10. 3fhe numeric characters share
keys with al phabetic characters on the | eft side of the keyboard. 20 [0104]
In order to further reduce the size of a handheld el ectronic device 300

wi t hout meki ng the physical keys or software keys too small, sone handhel d

el ectronic deutyeskeRboksetd "REUSRthcKRYPOAKEM MRS b OrddidtRe th@BicBB ary and
character/comuand/ function is associated with each of at |east a portion

of the pl ural $aplighedileiter pataras fersy|largupge deriniglligentie gycss evhigh 4981 fuBrasy
since nore t Myl t I at i fi:h e
ey, even t hoagrenn o Taerc by, & KeFRRANED R0 el 5 Al e Ml F e
user when acditticeing nrivearkey. list 34 656ls1 a@dnyn© hoBtviRtions, andah¢ dke thmbtawmbe e

usually runs on,th rocessor qf these types of handheld electronic
devi ces 300 tlgse(cliEe %‘F’E‘l@rﬁl Osclﬁorb?t(e{a’ftbt what letter or word has been intended

by the user. Predictive text technol ogies can al so automatically correct
common spelling errors. Predictive text nethodol ogies often include a
di sanbi guat i di#1@Hgi ne Gemaridiyorallapgasiti charaeteedirtngr pappititons i represefkids biied ps

facilitate easy.spellin nd co sition since,the software is .preferably
intuitive sofIPXV\r/g)reg Ogml(?%gfgﬁfsaepgeée & Ups e 81%”5%@%%? MY ]flotﬁe P Iﬁg&gﬁ% gex?hat
l'i st based onditthmafy @Quenbdyet@f thiOsEmusitass is SRS 1o theaisaab talew scletitinestalt y
al so has the abilit 0 recogni ze character letter sequences

y, thaﬁ are
conmon to t héf‘fﬁﬁﬁif'ﬁ eharagten sgEagdhe sERuiglons; greg E@%’é’es‘ﬂ’fchhbllil‘é’ hoody gf
wor ds endigng deBurrdridd whicBUs Re@MSedBroffle AlifiBer df&ANEs mifed Hh Gredlorilve 1t
the user making note of frequently used words to increase the predictive
aspect of theligwhageand. va@pahmetrics maintained for these words. Where the possible character

string permutations do not match any words in the predictive text dictionary, the set of
established letter patterns for a selected language can be applied to suggest the most
likely character string permutations, and then require the user to input a number of

15  additional keystrokes in order to enter the desired word.

[0110] The keys of reduced keyboards are laid out with various arrangements of
characters, commands and functions associated therewith. In regards to alphabetic
characters, the different keyboard layouts identified above are selectively used based on a
user's preference and familiarity;, for example, the QWERTY keyboard layout is most

20 often used by English speakers who have become accustomed to the key arrangement.

[0111] FIG. 14 shows a handheld electronic device 300 that carries an example of a
reduced keyboard using the QWERTY keyboard layout on a physical keyboard array of
twenty keys comprising five columns and four rows. Fourteen keys are used for
alphabetic characters and ten keys are used for numbers. Nine of the ten numbers share a
25 key with alphabetic characters. The "space"” key and the number "0" share the same key,

which is centered on the device and centered below the remainder of the numbers on the
474650v1



predictive editor applications, the display of the device depicts possible
character sequences corresponding to the keystrokes that were entered.
Typically, the nost comonly used word is displayed first. The user may
sel ect other, |l ess common words 15 manual ly, or otherwi se. O her types of
predictive text conputer prograns may be utilized wth the keyboard
arrangenent and keyboard descri bed herein, without limtation. 101071 The
mul ti-tap method of character selection hag been in use a nunber of vyears
for permtting users to enter text using a touch screen device or a
conventional tel ephone key pad such as specified under ITU E 1.161, anong
ot her devices. Miulti-tap 20 requires a user to press a key a varying nunber
of times, gengsBbiryt 380t Mhd fAur kdwl heddPLFk@ow 8D, 4 deiBhd o 32 BWirdroSPRL iahd C

letter, thereb¥ spelling the desired words of the nessage. A related .
met hod is the? O@ﬁg rewPondthn e colemne ingludsay lingiegoiwnn 6 atsgeondeplugmt 94, atthisd
desired char p L spl a i i

letters. [010B1 i SFERFRER Bbnhlt, IhdR A imPls PO A NERRONE T 1
patterns to a¥l ceced @% H%endttbird deal dyispresmbashedkeliile dpr ksennithg feurth,

| etter onl nce to e r t . Unlike multj- ta ich,requires.auser.to

i cnt o o ol b devh Ftsgent S G e vt Mhgeh i AE AR 45 440801 9
a key, or keysitee@k®s 50,192¢54.t EXd rodR-anH REHuKEY Sre SMEhenItHses the R&y8dh e foerth ext
dictionary and established letter patterns for a | anguage to intelligggtly

guess whi ch JRE It deanyaligsreompeieysviths fleeobnerdbasgusy et Adlerippéizgse
 ntended 10 &liins HBRaRIAJ AL ¥8h iRXbngifldbial BARKY dftndidfBR300y a 11 st of

wor ds, acronyns, abbreviations and the t can be 5 used in the
conposition of text. [0109] Cenerally, all possible character string
per nut ati ons rePresented b nunber of keystrokes entered hy a user are

conpared to F[Hé %pr ds filfy: tlﬁeglhﬁi“”éidﬁl dendhelq @J&ctm%ipcdq‘f@ﬁgﬁp il has szi‘j‘.b?é"tmfg?
the permyjat '&Qﬁcél%eéb%é’f@ akQy LR ewRE rke&eg Wi ﬁ‘lOﬁa )%lglluﬁﬁg 1208 f&irl &Q@] _Ankgnded

character string. T ernmutati ons are” genera sorted by I|ikelihood of 10
occurrence whiieh of thedeylerand s bresentehin FiGniber Fofrtasnkdys onethe kexboard 133eare
predictive t ¥lociated with alphabetic characters and ten keys are associated with numbers. The four
rows include a first row 50, a second row 52, a third row 54, and a fourth row 56. The
five columns include a first column 60, a second column 62, a third column 64, a fourth
15 column 66, and a fifth column 68. Many of the keys have different sizes than the other
keys, and the rows are non-linear. In particular, the rows are V-shaped, with the middle
key in the third column 64 representing the point of the V. The columns are generally
straight, but the outer two columns 60, 62, 66, 68 angle inwardly toward the middle
column 64. To readily identify the phone user interface (the second user interface), the
20 numeric phone keys 0-9 include a color scheme that is different from that of the

remaining keys associated with the QWERTY key arrangement.

[0113] In this example, the color scheme of the numeric phone keys has a two tone
appearance, with the upper portion of the numeric keys being a first color and the lower
portion of the numeric keys being a second color. In the example, the upper portion of
25  the keys is white with blue letters and the lower portion of the keys is blue with white
letters. Most of the remaining keys associated with the QWERTY key arrangement are
predominantly the second, blue color with white lettering. The first color may be lighter
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di ctionary and various nmetrics maintained for these words. \Were the
possi bl e character string pernutations do not match any words in the
predictive text dictionary, the set of established letter patterns for a
sel ected | anguage can be applied to suggest the nost |ikely character
string pernutations, and then require the user to input a nunber of 15
addi tional keystrokes in order to enter the desired word. [0110] The keys
of reduced keyboards are laid out with vantyous arrangenents of characters,
commands and functions associated therewith. In regards to al phabetic
characters, the different keyboard | ayouts identified above are selectively
used based on a wuser's preference and famliarity; for exanple, the QXERTY

keyboard | ayomhn i #B&id dfloQbt @Brkes 8finte ERGLE $H108 PeR k8IS NEe RV aRESTITE
accustoned to the keé arrangenent 011 I'G. 14 shows a handhel d

el ectroni ¢ depfledeszobendidiey darndiaas cad l'é?)h’aétpﬂ@ 'send) key éde pedtireie Aredunpst ng
the QNERTY k%}?%grfér oPARY ke dﬁ#&aﬁi By ﬁhd:?i}f: KeyPQar & 8 Sﬁoﬁﬁioﬁgd i dY}fegéypeE‘%gﬁt

conprising five colums and tour ourteen’ Keys are use
al phabeti c charzet dihs "agrd" tkep G(G}ds"ﬁad'é ke 8dn:fz3ohawutrfferrest cdllbmeshehes than tthean

nunbers share a 25 key.with alph betic character ace’ and, t he
unber 0 s HEPEEHeo L Hek e BRGR S G2 b 4 Bh 0 Kt Besdiin e
centered bel O‘QEﬁdh%nﬁ esrmi" n@ed 6,08 miah @atidl BlR St 0flofshom 444 8RN 38 thkeywhagdr d
332. The four roms include a Tirst row 50, a second row 52, a third row 54,

and a fourt EhPBI 86 Serd key feis eatearand thaseriiiekes & isrred. EBiTere @ors ayebond
colum 62, a e ir feQkdym 64, a fourth colum 66, and a fifth colum 68.
Each of the keys I'n the first row 50, second row 52, and third row 54 is
uniformy sized while the keys in the fourth, 5 bottom row 56 have

di fferent sizes relatlve to one another and to the keys in the first three

rows 50, 52, 8141 The FHisI GG sifpker &maéfqrah@mduceah QRGUYY erangesirat ph
the fourt aﬁélcq}ﬁ QItﬁrsatM &rbr&%m%h ey, B{I‘tl t}lg'ﬁ?]ﬁ&]léj%%ﬁ%}%?geﬁ{em

their dif erl Sl zes. col'ums substanti a
Iongitudinal4éxssomnmwdﬁnﬁhéhdé@5seoﬁbezzmﬂ1m2ﬁ6¢¢QMmﬂﬁnshmMgfbﬂhﬁﬁﬁMﬂwﬂ

el ectronic d%\rlll & k%)gtgoag'cp %52.halsh Afrsf roxmg() of keys includes in order the following key
combinations for the text entry and telephony mode: "QW/1", "ER/2", "TY/3", "UI", and

"OP". The second row 52 includes the following key combinations in order: "AS/4",
15 "DF/5", "GH/6", "JK/,", and "L/". The third row 54 includes the following key
combinations in order: "ZX/7", "CV/8", "BN/9", "M/sym" and "backspace/delete”. The
fourth row 56 includes the following key combinations in order: "next/*", "space/0",
"shift/#", "alt" and "return/enter”. The keys in each of the rows are of uniform size and

the rows and columns are straight.

20  [0115] Another embodiment of a reduced alphabetic keyboard is found on a
standard phone keypad. Most handheld electronic devices 300 having a phone key pad
also typically include alphabetic key arrangements overlaying or coinciding with the
numeric keys as shown in FIG. 11. Such alphanumeric phone keypads are used in many,
if not most, traditional handheld telephony mobile communication devices such as

25  cellular handsets.
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10 physical keyboard array of twenty keys, with five colums and four rows.
A detailed view of the keyboard 332 is presented in FIG 16. Fourteen keys
on the keyboard 332 are associated with al phabetic characters and ten keys
are associated with nunbers. The four rows include a first row 50, a
second row 52, a third row 54, and a fourth row 56. The five colums
include a first colum 60, a second colum 62, a third colum 64, a fourth
15 colum 66, and a fifth colum 68. Mnyisaf the keys have different sizes
than the other keys, and the rows are non-linear. In particular, the rows
are V-shaped, with the mddle key in the third colum 64 representing the
point of the V. The colums are generally straight, but the outer two

col utms 60, 63114i6, 6% PNGEEbIINRNE] the IRSRRLHoAAD & B Sd]RinicaRodMnibA (“TTO™)
readily identify the phone user interface (the second user interface), the
20 nureric pHuaestReisbedplmnestanderds fordld srangementef alphanunserii Keyar Ehg stindord

that of the L ' ' h -
01131 1 n ¢ il PR ARl £BYE-ARRAChAEG I rioh D (RERERNLEEYREARROE T R,
two tone appégmbettcelettan) tprtdapondppe i TP thidard Bff 61 hentittedr# Arrangeayest bEDiyjtsa
first colqr and the | qwe portion of the nungri.c s bei a secand.

col or . 10t Atk SYRhrts B sl e o PeBevifas ) SoF SRR lon LR e
letters and tARedsONER DolkphdR NEtWR"KENMS disdBldues Wish hkiid @s ARSE engo3Most
of the remaining keys associated with the QAERTY key arrangenment are

pr edoni nant | yl993@9%%@%@065%9%%&9% Regaidingethe stmesricnyramgpacHt fs¢anchs or
may be |ight k] s, darker. . t t he
second ColOr?@P%ﬂ§§§?%¥%563€ﬁ%@@%ﬁhggfgﬁgggghfﬁ% ubegﬁ%paﬁgﬁgp §§n6 and an
"end" key 8. The "send" key 6 is positioned in the upper |eft coner of the
keyboard 332 and the "end" key 8 is positioned in the upper right corner.
The "send" key 6 and "end" key 8 may have different color schenes than the
5 remai nder of the keys in order to distinguish themfrom other keys. In
addition, the "send" and "end" keys 6, 8 may have different colors from
one another. In the exanple shown, the "send" key 6 is green and the "end"
key 8 is red. Different colors may be
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utilized, if desired. [0114] FIG 17 shows a simlar format for the reduced
QNERTY arrangenent of 10 al phabetic characters 44 as presented in FIG 14,
but the nuneric phone key arrangenent 42 is positioned in the first 60,
second 62, and third 64 colums instead of being centered on the keyboard
332. The first row 50 of keys includes in order the follow ng key

conbi nations for the text entry and tel ephony node: "QWVN 1", "ER/ 2", "TY/3",
"UP* and "OP". The second row 52 includeggthe follow ng key combi nati ons
in order: "AS/ 4", 15 "DF/ S", "GH 6", "JK/,", and "L/.". The third row 54

i ncludes the follow ng key conbinations in order: "zZX/' 7", "Cv/8", "BN 9",
"M synml' and "backspace/delete". The fourth row 56 includes the follow ng
key conbi nations in order: "next/*", "space/O', "shift/#", "alt" and
"return/enterfi1ifhe keys thhle 8w Kentilg HOVEPIBHEIOELHMEORBIa%R R cadthe
rows and colums are straight. 20 [0115] Anot her enbodi ment of a reduced

al phabeti c keyBbsr §risame gilisorhyne keypadsagemtiophone keypad. Mpst handhel d

el ectroni c devices 300 having a phone key pad also typically include

al phabetic kgﬁ arrang@ments overjraying _or jcoinciding W th the nunmeric Keys
as shown in |FNanbaren syl & BHanunkistieliphone keypéﬂgﬁEﬁﬁmn%Kdﬂwﬁ many, |f
not nost, tradik%Qnal handhel d tjel ephony nobi ] T T i ch
as 25 cellylar handsgts. 474659v1 38 101161 As des : e
I nternational Tel ecomunicationg Union ("ITU') has lestEabdheshed (Huorpe)
st andar ds f gr-the—-arrangerent—et—alphanureri-e—keys—Tthe—stand
nuneri c key |arrangenment shown in FI @ 10 |(no al phabeti aBcetters) Asdd 11
(wi th al phabetiec—-t-etters)--corresponds—to I TJ-Standard-E-161—enti-tl-ed
"Arrangenentt of Digitg, S5aBetters, agpd Synbol ggon Tel ephmres and Qgrer
Devi ces That--Can-Be Uded for Gailni ng.. Accdss to .a Tal pphnnn Networ k. " Thii s
standard is |al sosknown aspANSI Tl . 788f 1995/ 18g¢ and | SGHEC 9995111994,
Regarding the nunericiarrangenent, it can be

4 GHI GHI GHI JKL JKL

5 JKL JKL JKL MNO MNO

6 MNO MNO MN PQR PQR

7 PQRS PRS PRS STU STU

8 TUV TUV TUV Ovw VWX

9 WXYZ WXY WXY XYZ YZ

0 0QZ

10118} It should also be appreciated that other alphabetic character and number

5 combinations can be used beyond those identified above when deemed useful to a

particular application.

[0119] As noted earlier, multi-tap software has been in use for a number of years
permitting users to enter text using a conventional telephone key pad such as specified

under ITU E 1.161 or on a touch screen display, among other devices. Multi-tap requires
474659v1



aptly described as a top-to-bottom ascendi ng order three-by-three-over-zero
pattern. 474659v1 39 [0117] The table below identifies the al phabetic
characters associated with each nunber for some other phone keypad
conventions. Nunber on ITU E. 161 Australia Mbile Phone Keypad Key #1 #11
#111 (Europe) (Europe) 1 QZ ABC ABC 2 ABC ABC ABC DEF DEF 3 DEF DEF DEF
GHd GH 4 GH GH GH JKL JKL 5 JKL JKL JKL MNO MNO 6 MNO MNO WN PR PQR
7 PQRS PRS PRS STU STU 8 TW TW TW UVWggWK 9 WKYZ WKY WKY XYZ YZ 0 OQZ
[0118] It should al so be appreciated that other al phabetic character and
nunber 5 conbinations can be used beyond those identified above when
deened useful to a particular application. [0119] As noted earlier,

nul ti-tap sofiuare fas Hesn Jabyils ﬁm’ﬁ@ér o@uﬂwb%i'eheﬁﬁy VRIS maﬁémpérrourwuﬁ@er s
to enter text usi ng a conventional telephone such as SpECIerd

under |TU E ltofBnutdr snspifig lﬁtéﬂaicaﬁsogcat@ewt@Tl@pw@fvculﬁﬁmﬁgﬂ@fqbﬁrspdé% @@Sdes‘red
Wl 112D T eaphiese iATARBNL 0B RSO LR B82 kot WHRRYA DR DUFREES ©

times, genera peri
the key until the desued character appears on the display.

5 0120} As shown in FIG. 1b, a camera 550 mounted on the exterior surface of the
handheld electronic device 300 provides an additional means for input to the device 300.

The camera 550 can be controlled by the administrative security policy. The camera and

the device are integrated, with the lens preferably located on the rear side of the device.
Situated next to the lens is a flash 560 capable of producing a light source at distances of

10  at least one meter. The lens is protected from scratches by a protective covering.
Additionally, the lens, protective covering, and image sensor are strong enough fo resist
mechanical forces associated with normal use of a portable electronic device. Examples

of such forces include squeezing the device in the hand or dropping the device. Also,
situated next to the camera 550 is a reflective surface 565 which enables a user to

15  appropriately aim the camera 550 for image acquisition. The camera 550, reflective
surface 565, and the flash 560 are part of the camera assembly 570. This camera

assembly 570 is further connected to the camera module 335.

[0121] The camera 550 is capable of taking still images or video images, and
preferably recording the accompanying audio. The display 322 can show images up to
20 ten frames per second while the camera application is running. The focus range of the
camera 350 is preferably from 10cm (or nearer) to infinity. The camera 550 also contains

a digital zoom function to magnify the image up to five times.

[0122] The handheld electronic device 300 contains a dedicated hard key 401
(shown in FIG. 3) for initiating the taking of pictures, but the hard key can also be
25  programmed for additional uses. By pressing the dedicated hard key or selecting a

corresponding on-screen menu option, the camera will be enabled and the camera
4746591



to input a specific letter associated wth the particul ar key, thereby
spelling the desired words of the nessage. Arelated nethod is the |ong
tap nethod, where a user depresses the key until the desired character
appears on the display. 5 [01201 As shown in FIG |b, a canera 550 nounted
on the exterior surface of the handheld el ectronic device 300 provides an
additional neans for input to the device 300. The canera 550 can be
controlled by the adm nistrative security golicy. The canera and the
device are integrated, with the lens preferably |ocated on the rear side of
the device. Situated next to the lens is a flash 560 capabl e of producing
a light source at distances of 10 at |east one neter. The lens is protected
from scrat chegydtat@nPh O RClaliN B O VR ddBBional M dsii@n B 1hé delidfied BB key results
protective covering, and inmage sensor are strong enough to resi st
mechani cal f olldB¥zasxmEItand gapipigraral use of a portable el ectronic
devi ce. Exanples of such forces include squeezing the device in the hand
or dropping the device. Also, situated next to the camera 550 is a
reflective supfiage S65smb @B i@kl i€3a@nUAR" ge }ssdﬁﬁlﬁ?é}p& AcLhbi@ mukpy
canmera 550 for |nage acqui sition. The canera , reflective surface %
and the fl ashscs®o 3 2eTbadlspT@ff 3ehehawsrtbe pictiws alohg yith aGet oflvipsionsaliven avhich the
assenbly 570 rt r 3
Caner a 55% | Sl!ls%% %’Iﬁm %?e%, ;Halﬁl%ﬁg %grtx tlr%l&&% bﬁ?gi%olgot\rﬁ?xg%f ‘Ico :%I?Sca.r[dg%t%,let;ﬁ@ethe
preferably regiotue, rsgvmgethacmcmmarwlﬂm:; dauda Gneridre, eiviny ahe @ﬁﬂgream showable
i mages up to 20 ten mes per second. while the canera, | ication
unatng. " The TEEeS" Faine 5t PRk B8 4888 HeekeIuR SR O bE i RSk (U o
nearer) to indaiiet try coﬂf@@ &aﬂaaaﬁgﬁw ahse “ﬁfems@nsaxaalpﬂssgiftvakelczs@@;rﬁhirm@ﬁbh on
to magnify the inmage up five tlnes 101221 The handhel d el ectronic
devi ce 300 cdﬁ@tapqlﬁsmalué%aﬁfl‘éat(wlwgedja wsng S¢ryiselnE-mallrrdylespnges Service.
initiati [ e t
progr armeg.  af BASHE UsBldeR o shRe e, e DRl SR 1B Mho iheCBixed o
sel ecting a cmmpeé:;b@rmtm@gy om$d¢\é@r1301je¢1mbbptt® emmd ¢-meil craseagas, wink lof e awoabl ed
and the canen%&xﬁ] ?

oplions mcludes directly attaching the image to an e-mail message once the
picture has been taken and displayed on the screen 322. This enables a user of the device

to bypass the steps of saving the image and then later attaching the image.

15 [0124] While the camera application is running, the device 300 is capable of
performing other non-camera functions, such as receiving e-mail messages and phone
calls. After a predetermined amount of inactivity while in the camera application, the
camera and display 322 will enter a sleep mode where the memory stores the current
program location, but the power being supplied to the display 322 and camera is no

20 longer provided.

[0125) In addition to facilitating picture taking, the camera application allows users
fo determine certain settings for the camera and the pictures to be taken. One option
enables the display screen 322 to zoom in and out of the picture displayed on it. Another
option permits the picture to be adapted to different image resolution sizes. Typical
25  resolution sizes in pixels are: 160x120, 320x240, 640x480, 1024x768, 1M, 1.3M, or 2M.

One such image resolution size is preferably set as the default image resolution size.
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application will be | aunched. An additional depression of the dedicated
hard key results in imge acquisition (taking a picture). [0123] After the
picture is taken, the image is displayed on the device's display screen
322. The display 322 shows the picture along with a set of options from
which the 5 user may select. Options can include, but are not limted to:
di scarding/deleting the picture, saving the picture to the device nenory,
saving the picture to renovable nenory, setting the picture as the display
background, associating the picture with a caller ID contact, or sending
the picture wirelessly. Exanples of wireless transm ssion nethods include
MVE (Multinmedia Messaging Service), E-mail, or Messenger Service. 10 If the

user deci des A@diaNAlyl NBaddl cﬁ;aufygadé&merﬁg ehtlbe ugel%flntobﬁ{'lﬁ 9{&?5@@%&@4@&@@

fixed or renovable fenory. In evice 300 enabled to send e-m

messages, onethefampra. slooweexagplss of boeeopielidessinglnés netewl, dinceand sppafinacwiting
the inmage to - MRl .ni. C

di spl ayed on éﬁé éé%ﬁ§§§%9$%@§%g%ggﬁg§8% ﬁ@@%ﬂ%ﬁ%ﬁﬁ%@%é@??@ﬁ1$@ﬂg§ﬁggs

t he steps of awiphkgndntel innrgienaga dequiretion @ugne. dTHeatdsh poeférhld yiinsy & auldm§tz] 24

VWil e the canera application i s running, .the devi 300 i s capable

bor f or i g ot HbranBRatEaE 1 ot pHoRA o oRSESY o &fiow s R iie a0 gud
and phone caldn@spodlil@r solwlfeaal K1 st HRAwRRDBALnRl THARGUMhEN MR Halnthe
canera application, the canera and display 322 wll enter a sleep node
wher e the mendpeitheiobedireaily @ubrough 2 ssriey phmesgcmtipphinchding HEopYite SUBEL ng
supplied to the, ! ﬁmoﬁy, m , B st&%r%lﬁaﬂﬁo?e%(}gnt. 2Bkl rtlhp [ S t}feogvﬁﬁ In
addition to facilitating picture taking, the canera application allows
users to detltamceieontel isshapeedt bptgsiol entotiage.canera and the pictures to be
taken. One option enables the display screen 322 to zoomin and out of the
picture displayed on it. Another option permts the picture to be adapted

are 16020, "B o0, A AR E5 2 B! Pt sthisls SEEP oRahiE 2
resol uti on siaeemstepbgftier diviog 3detwhrs atphaudes tlibt, pundiges & fsoliatindioater wethe

474659v1 user that an image has been acquired. Likewise, an option for the user to access stored
pictures is provided through the user interface along with an option to add a date and/or a
time stamp to a picture when it is taken. This information can further be controlled by an

I5  administrator with rights to control the IT security settings for the device.

[0127] Pictures taken by the camera will be preferably stored in the flash memory
324 of the handheld electronic device 300. The amount of memory used by the handheld
electronic device 300 to store pictures should be at least 10MB, with the actual amount
set by the user. When the user is setting the amount of memory storage, the display
20 should show approximately how many pictures the user can store at that setting based on
the current resolution setting. When the storage limit is reached, the user is warned that
the memory storage is full. However, if the handheld electronic device 300 is equipped
with a removable storage device, the user can elect to store the pictures onto the

removable storage instead of the flash memory 324,

25  [0128) In at least one embodiment, the images are saved in JPEG format with the

following EXIF metadata information support: manufacturer/make, model, firmware
474659v1



42 Additionally, inmage quality adjustnments can be used to adjust the inmage
acquisition by the canera. Sone exanples of inmage qualities include
normal , fine, and superfine, with one being preferably set as the default
setting. Furthernore, tinmers and flash settings can be inplenented in the
i mage acquisition routine. The flash preferably is set to automatic, 5 but
can be adjusted to on or off nodes of operation. Al so, the canera nodul e
335 and correspondi ng software can adj ustqst he white bal ance. The

adj ustmrent of white balance can either be directly or through a series of
preset options including automatic, sunny, cloudy, indoor, night,

tungsten, and fluorescent. Preferably, the default for the white bal ance

trol is thgy j i bQuti ' | '
control is thgheShien@lbhoNsl Phesdil gﬁpttegaun&&ééegdﬁge{ & HhRe, UEESCyl ﬁgﬁﬁ@{l}lﬁt%e In

at |east one enbodi ment generates shutter soun are emttec “the
devi ce 300 whempengiterniigurpteon, dkiefimepenghal, BE[Fcdlanipatampiiehdi &aY dimersianhe

user that an j s.he J| Lo Ll kew s n optign for the user,to
nccess ot or ed CRiGANTE RERBSTHEE ioh SE iR AP PprStn MRictBE s ¢
an option to gmddraphidaitiecaaindtlort tlee pittureewsd kg, tRurthePihat,Utentithation hidratiaken.
This inforomation, can further pbe controlled by an 15 adm nistrator wt
rights to’corf@Paisot eas?"f"laé@r:'t‘j’rql {R Rl l‘ﬁg%ms&? 3\‘:%‘”&8\?? uger cap po Forgs; IBttE‘? es
taken by the gap®ia W ll be preferably stored in the flash nenory 324 of

t he handhel d el ectronic device 300. The anobunt of nenory used by the

handhel d el ectronic device 300 to store pictures should be at |east 10MB,
with the act the user. When the user is setting the

t. b
amount of e *%P St 3P§f§’ef,$a%§1|t?é¥ de8ppeagend of Sheer BIChResw Al e RRRICSR $8wWPSany

pi ctures the pisRlc ANt fHTtRe Mvidd@borB@ht. PHe BRASI aYhicatiifcanWe B8R Wirectly by
resol ution setting. en the storage limt 1S reached, the user is warried

that the merdt yseseoraade 18 apigmaticalivievepredptbrined tan dfiel aipieluee isrtdeincThe
devi ce 3Qg | %i&&l‘é'apg@&tiox‘%h{a% Bsd-ELRYAB reof%iag&?sgt% anh\ﬁlé%%’ggtpgcﬁmié%gbﬁg gsgr}i]&l ect

to store the pictu ont e renovable storage 1 n
menory 324. 28ow01@83 platuratto Ibeastanomicoreddierdd. ne\giothet etibrmaljess dreedesdlsest 4 n

\r]TaPESf ;g[ [I? E:r %\Aﬁltg 8(,5 %ﬁ:&lg]é' !?lbg}l\\ﬁfti%blétai sto?'%,a;[e ecltf:%]c 191&?1?6} !:c?urild ?rlljcl?tﬁ%r Ijtla:me, size,
type, resolution, and capture date/time. Another option allows for the user to set a

selected picture as the background image for the handheld communication device 300.

15 Yet another option allows for a selected picture to be designated as a caller ID image.

Still another option allows for changing the order of the pictures to be shown on the

display screen 322. Another option to edit pictures includes the ability to crop an existing

image. Furthermore, another option allows the user to group selected pictures into a

photo album. The photo albums should allow for viewing by slideshow. The movement

20 of pictures through the slideshow may be controlled manually or automatically with

preset transitions, Examples of automatic preset transitions could include 1s, 2s, or Ss,

The default transition is manual. The slideshow can also be set to loop continuously.

While the slideshow is running, the display 322 will not turn off based on user inactivity.

10130] Another IT infrastructure example in which the handheld communication
25  device 300 can operate is described below. The description given below provides one

example of a system of sending and receiving messages. Other systems are known and
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474659v1 43 version, orientation, x &y resolution, resolution unit, date
& time, YCbCr positioning, conponent configuration, date/tinme original,
EXIF col or space, pixel X & Y dinmension. Additionally, the netadata
information can contain |ocation information indicating the geographical

| ocation that the picture was taken. Furthernore, identification
information 5 can al so be associated with the picture relating to the
device or user can be stored in the netadata. [0129] To facilitate
managenent of stored pictures, a picture application can be provided as
part of the device's software. The picture application can be run directly
by the user or can be run automatically for a predetermned tinme after a

picture is taklnNis Jroeiddd aPi hérdReaRRELERL HOR HYUBIE WSELS vhiHMReHeEe can
options to manage their pictures. One option™ allows for a picture to be
renamed or deloEmamicahwithaddigpal aystamy. ows the details of a sel ected
picture to be viewed. Details of a selected picture could include nane,
size, type, resolution, and capture date/time. Another option allows for

the user to g6i3@ selRCIRINPICELE e af LhSibaska Qunre, 10888, fBF ctdihle, be
handhel d conmuni cati on device 300. 15 Yet another "option allTows for a

sel ect ed pi ctagpeectad thandeR jogridtieta aser #f e4he sistenD! @ hatgan acogmit] locebwibin a
option all:0 i.Rg r pi e be .s

o spl ay” sor eanrgt ARG S RE ST Vsal RAMUFHICHAR, (R ORIR A0 1, ¢
crop an exi stlhteget 2ipgecorhucttd es tioy &yteraeto?héroqyht 4 dargal ASRs Ahenatsely, tioe
group selected pigctures into a otp al bum . The photo . a ould all ow
Por Vi evi ng. BnEioban B e cob ERuRiciss SopidiicrLpauotnPhaDy: « HE BFHass how
may be contr gkiveedommay 8t Infplemeded, FPELgMId o MdthoriéRgRitertwitis tHel fRBall of
Exanpl es of automatic preset transitions could include 1s, 2s, or 5s.  The

defaul t trandi RS, Aapanter FHBinsan BEstoWwiaiiea sothsdikseandiasty agdpe main
Furn of f Baseeon o Sar MEMELIAERIC Ty UERHOD | AAnCUARGY iESagihe byt
exanpl e i n whight tdigeqarndhebatsagomever catteroM25 hevhadé B00e RN wpbgaté fors
descri bed belré)cvé/ivirll;ghgncfj lz?ossgil{ai é[ein&rxllggei—r\ﬁgirl] wt}ﬁ ln?)%zﬁfyog/ei gsggcigtre]g with an account on a
message server. Message servers such as server 40 typically extend beyond just sending

and receiving e-mail; they also include dynamic database storage engines that have

I5  predefined database formats for data like calendars, to-do lists, task lists, e-mail and

documentation.

[0132] The wireless gateway 85 and infrastructure 90 provide a link between the
Internet 20 and wireless network 112. The wireless infrastructure 90 determines the most
likely network for locating a given user and tracks the user as they roam between
20 networks. A message is then delivered to the handheld communication device 300 via a
wireless transmission from a base station in the wireless network 112 to the handheld

communication device 300,

[0133] As shown in FIG. 2, a composed e-mail message 15 is sent by the ¢-mail
sender 10, located on the Internet 20. This message 15 arrives at the message server 40
25  and is normally stored in a message store. Some messaging systems require that the

handheld communication device 300 request that stored messages be forwarded by the
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exanpl e of a system of sending and receiving nessages. O her systens are
known and 474659v1l 44 this is provided as nerely an exanple of a possible
way in which the device can comrunicate with additional systenms. [01311 As
shown in FIG 2, an e-mail sender system 10 may, for exanple, be connected
to an ISP on which a user of a the system 10 has an account, |ocated within
a 5 conpany, possibly connected to a |ocal area network (LAN), and
connected to the Internet 20, or connectedsto the Internet 20 through a

| arger ASP. Alternatively, the connection to the Internet can be through a
wi de area network (WAN). The nessage server 40 may be inplenented, for
exanpl e on a network conputer within the firewall of a corporation, a

conmput er W t hinssgdd deBRr @F HRSRvEE SO MRhert fyetehis pfovidNtbr AGlosals réilRg MHisOchLO
interface for e-nmail exchange over the |Internet 20. Although other

nmessagi ng sySEERRECSNEIS MpRSEcs déf pddsessedrBy g g spealic evmailyaddsss associgted aritthel d
device 300 cqpf Hgﬁé@ﬁbd Ofn %ﬁr%%e\ﬂ'éﬁgaoﬁﬂgenp%%rmeﬁ i SR Befai 'E@l\}ekv \éﬂdcgéages

normal |y be associ at ed an account on ‘a nessage server.
servers such 8d§re§@dvtera m@saagqalsqaeri gccemteasebdmw)mthj aibost sgstdinngych and home

recei ving.e | ude ,dynam tabas st orage _engi nes

have 15 poedap st dEPRs Smplfhtiet ¥ARELTa 0 P 3EH Bi/ARER-FRAARR P!
task lists, ewmdireaadifrodpmanmﬁ@hlseﬂer ﬂ@io?»a]]e cbifnwidatibe sviga enay thdd agnd

i nfrastructure 90 provide a link between the Internet 20 and w rel ess
network 112. %8S rel ess infrastructure 90 determines the most |ikely
network for |ocating a given user and tracks the user as they roam between
20 networks. A nessage is then delivered to the handhel d comuni cati on

devi ce 300 vijeu] wi reldesﬁmalrlﬁnmﬁssdnoaf FI®MD @chdéea ﬁbsatsyaaniaro b halinotti®l ess
network 112 to the gandﬂeld nlcatlon deV|ce 300. ﬁ%0133 As shown in
FIG 2, a compesadn4 Sl%%@é& eyiseios, & Biielepy VPNerouterd Py andamather wirgless

I480at ed qU t herddik ¢1Meh1BQughthl SndTRSS AdGate pRIbdsHESyabmt R8d TRERAI8eSAPMET

herein may be applied to networks having many different topologies, the network of FIG.
2 is useful in understanding an automatic e-mail redirection system mentioned briefly
above. The central host system 30 will typically be a corporate office or other LAN, but
may instead be a home office computer or some other private system where mail
15 messages are being exchanged. Within the host system 30 is the message server 40,
running on a computer within the firewall of the host system, that acts as the main
interface for the host system to exchange e-mail with the Internet 20. In the system of
FIG. 2, the redirection program 45 enables redirection of data items from the server 40 to
a communication device 300. Although the redirection program 45 is shown to reside on
20  the same machine as the message server 40 for ease of presentation, there is no
requirement that it must reside on the message server. The redirection program 45 and
the message server 40 are designed to co-operate and interact to allow the pushing of
information to communication devices 300. In this installation, the redirection program
45 takes confidential and non-confidential corporate information from a specific user and
25  redirects it out through the corporate firewall to the communication devices 300. This
push technique may use a wireless friendly encoding, compression and encryption

technique to deliver all information to a mobile device, thus effectively extending the

474659v1



25 and is normally stored in a nessage store. Some nessagi ng systens
require that the handhel d comruni cati on device 300 request that stored
nmessages be forwarded by the 474659v1l 45 nessage server to the device
300. O her systens provide for automatic routing of such nessages, these
nmessages are addressed using a specific e-mail address associated with the
device 300. In a preferred enbodi nent, described in further detail bel ow,
nmessages addressed to a nessage server aggount associated with a host
system such as a hone 5 conputer or office conputer, which belongs to the
user of a communication device 300, are redirected fromthe nessage server
40 to the communi cation device 300 as they are received. (01341

Addi tional |y, seElﬂﬁySfYr%%H“ Ofinfth&2 el &ﬁﬁiﬁﬁlﬁéat%nht?ér ceSYRE 8483 ed vaflleq{eri%é%' on
program 45, a phySical cradle device 65 a wreless VPN router 75, and

anot her wi r el &8iem 30 network 110. Al t hough the encoded nessage processing
systens and net hods described herein may be applied to networks havi ng many
different topologies, the network of FIG 2 is useful in understanding an

automatic e- gms |redi recth am sy siemomentt gpad vbri, gjﬁiterﬁQWéepatﬂ?'?orcgaﬁﬁ@l

host system w'll typically be a corporate of f1 or other LAN, bu
i nst ead be a ihbommatddrf ite she dapditeéd Cgmnsmmetlm Rievicpridpat @r@ysm@nﬂmerleadmgl

sorver 203 AnRrREh e NERATRI Vit il dion WeSloe D Bl 2 pbR G TERAR0C

server 40,7 running on a coirputer w ost

that acts as mhasmglmdemm eratiRCcB 4, Ofi’hishﬁe‘d’loﬁttmﬁlﬂ&bafél fisefit Xohanlgeintornatidn
with the Internet 2 the s ste FLG, 2 e redirecti program 45
ohabl s r edi ABREFOANT PRSI gy Vaﬂﬁ’fi Rea %@?%i PRI ARYiSR 0d T G
device 300. Ah¢ hewghsthsor&di é&ﬁﬁdté}raspmﬁham $vtdrS 38 hqwe okiRr e drRa 30
the same machine as the nmessage server 40 for ‘ease of presentation, there

is no requi rdaiesitchenest isi qverrhstair seinglevitsess etwasks iy deloer Vg infqueation.  As

oot e BARURATEAS 0. DB ESRHARSERN T 1% S, 108 AR
comuni cat i ora td@iticnekInBHfkt chmectivistol mirabésagatm,y 85had nedides infontrprtagriam

as described above. The concept of a wireless VPN router 75 is new in the wireless

industry and implies that a VPN connection could be established directly through a

specific wireless network 110 to a handheld communication device 300. The possibility

15 of using a wireless VPN router 75 has only recently been available and could be used

when the new Internet Protocol (IP) Version 6 (IPV6) arrives into IP-based wireless

networks. This new protocol will provide enough IP addresses to dedicate an IP address

to every handheld communication device 300 and thus make it possible to push

information to a handheld communication device 300 at any time. A principal advantage

20 of using this wireless VPN router 75 is that it could be an off-the-shelf VPN component,

thus not requiring the use of a separate wireless gateway 85 and wireless infrastructure

90. A VPN connection would preferably be a Transmission Control Protocol (TCP)/IP or

User Datagram Protocol (UDP)/IP connection to deliver the messages directly to the

handheld communication device 300, If a wireless VPN 75 is not available, then a link to

25  the Internet 20 is the most common connection mechanism available and has been

described above.
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45 takes confidential and non-confidential corporate information froma
specific user and 25 redirects it out through the corporate firewall to the
comuni cati on devices 300. This push techniqgue may use a wireless friendly
encodi ng, conpression and encryption technique to deliver all information
to a nobile device, thus effectively extending the 474659vl 46 security
firewall to include each communi cation device 300 associated with the host
system 30. 101351 As shown in FIG 2, therqg may be many alternative paths
for getting information to the handhel d conmuni cati on device 300. One
method for loading 5 information onto the handhel d conmuni cati on device
300 is through a port designated 72, using a device cradle 264. This nethod

tends to be umafe)l formhud kutbmbed PEIkQDN $yRLAL &SFIOf ben c@xﬂﬁ@s@ﬁ RBfaiBessage
initialization of a handheld conmunication device 300 wt t he host system

30 or a conputleayne fha sailisprdes 4 paieset thymeessagsservaathandis edireese bydae a
exchange is = Lhe-ai i i g{xgt . hy@r . e
infornation.quﬁ?%ﬁgﬁ%%%mﬁﬁgg?éyéE?kﬁﬁﬁgghay iéﬁgég%ﬂ%%?g'eé&p ?5ﬁaﬁmgon
wi rel ess VPN talastpdaceyhe oressdge d 6 ghre-cavelopadi, qs owadatadrat 80,red agossiey praprictagy a
W rel ess teway 85. and.a wireless infrastructure,.90, . as.described,above.
The concent oirtraiof ae Endniforcfitin 35 Wk By foRiche Sl SR udy 1Y
and i nplies tthatway, iNsqgenbedgirenl 60tHedhdahadtcabinngit@doslidewed BYO bl audhs a
specific wireless netwrk 110 to a handhel d_communi cation device 300. The
possi bi ity 1%5°YF G lﬁ@ea WG EPEeR 2 YRNIGRoterkptalzan gk 2pAP JinECER TSy e eh!
avai | abl e fin%é‘s@k’%eg Rechiagd MG Bed hﬁen%iﬁeeﬁ@{ nﬁqfoﬁﬁwt geobnd | i VRhahad 6
(I'PV6) arrives into |IP-based wireless networks. This new protocol wl|
provi de enouglennpinigitivasisese B0 predlirddy esathid Mesdgly xwpackagiog éscbnigupaidigied

i i i h it i.ble.to. . i.nf i t
e handned cdibar s P8 AYrbE G P iRirkdip REF Bbiefd it Bsioh RO o°
of usi ng thi snessagel @sspt\RNsendat’ € and thei scditats dddrsoulTlishdloan replf mdieagehed f

ggNaﬁgrr\rl)mpp gré’g%ch}tﬁg E‘ﬁlgrglt’%%? gié“%{nlat?gn, tag a s%eall(())]:vs 61}hes Qlegnrng%gldmgorrghgc% sthegrarfoggll\?y
user’s desktop address.  Using the user’s e-mail address from the handheld
communication device 300 allows the received message to appear as though the message
15  originated from the user’s desktop system 35 rather than the handheld communication

device 300.

[0137] With reference back to the port 72 and cradle 65 connectivity to the
handheld communication device 300, this connection path offers many advantages for
enabling one-time data exchange of large items. For those skilled in the art of personal
20 digital assistants (PDAs) and synchronization, the most common data exchanged over
this link is Personal Information Management (PIM) data 55. When exchanged for the
first time, this data tends to be large in quantity, bulky in nature and requires a large
bandwidth to get loaded onto the handheld communication device 300 where it can be
used on the road. This serial link may also be used for other purposes, including setting
25 up a private security key 111 such as an S/MIME or PGP specific private key, the
Certificate (Cert) of the user and their Certificate Revocation Lists (CRLs) 60. The
private key is preferably exchanged so that the desktop 35 and handheld communication

device 300 share one personality and one method for accessing all mail. The Cert and
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90. A VPN connection would preferably be a Transm ssion Control Protocol
(TCP)/ 1P or User Datagram Protocol (UDP)/IP connection to deliver the
nmessages directly to the handheld conmuni cation device 300. If a wreless
VPN 75 is not available, then alink to 25 the Internet 20 is the nost
common connecti on nechani sm avai |l abl e and has been described above.
474659v1 47 [01361 In the automatic redirection systemof FIG 2, a
conposed e-mai|l message 15 leaving the eygai|l sender 10 arrives at the
nmessage server 40 and is redirected by the redirection program45 to the
handhel d conmuni cati on device 300. As this redirection takes place, the
nmessage 15 is re-envel oped, as indicated at 80, and a possibly proprietary

5 conpr essi onCRANG . RNBEYRIY QRhA BN ENTE ANinkNRPRE 1RPRLHELnE #1dfEaREIg b
message 15. In this way,” nmessages belng read on the”handhel d commruni cati on
|

devi ce 300 artéedetal thaisis repugrgd dytthadevige farel/Mikite PGPaghdosther pibsiktkgp security
wor kstation s oS 35 within the firewall. Al nessages exchanged between
the redirection program 45 and the handheld comunication device 300
preferably use this nessage repackagi ng techni que. Another 10 goal of this
outer envelope is to maintain the addressing information of the original
message excep013fe seneexenplay hdndheld cd¢oirenicsdeyibgr ¥isis shhive il thewssermbhy y
messages 0 §636) otf}ﬁGaQQiBé? RS Icgtg;?erg?%t i %%{rans n%p\gorﬁlliggxearllq%l% ih Qﬁq bl]::)&?m
field to reflect the nobile "User’s esEtop 2001’ eSS I'ng he user $

e-mai | addr esHagraiaraf tiie. banThede diguesnie ok ardligronthe \ahd eha36 Qesbh0sisiiddhie the

recei ved nessage .t o appear as fhou he nessage originated fromth
user's deskt d*ﬁtg W@taé’ﬁ‘l%%@ter B “f‘WgE etwnﬁaﬁ@h%OQ%SGBWﬁ?ﬁﬁsﬁﬁnto H@?F éﬁe
300. 101371 WehRerebemaneuaakidk bhgrdaichts/2 and cradl e 65 connectivity
to the handheld comruni cation device 300, this connection path offers many

advantages for enabling one-tinme data exchange of large items. For those
K it B i P b PR cBoents touna
10 in the assembly of the handheld electronic device 300. The construction of the device
benefits from various manufacturing simplifications. The internal components are
constructed on a single PCB (printed circuit board) 102. The keyboard 332 is constructed
from a single piece of material, and in a preferred embodiment is made from plastic. The
keyboard 332 sits over dome switches (not shown) located on the PCB 102 in a preferred
15 embodiment. One switch is provided for every key on the keyboard in the preferred
embodiment, but in other embodiments more than one swiich or less than one switch per
key are possible configurations. The support frame 101 holds the keyboard 332 and
navigation tool 328 in place above the PCB 102. The support frame 101 also provides an
attachment point for the display (not shown). A lens 103 covers the display to prevent
20  damage. When assembled, the support frame 101 and the PCB 102 are fixably attached
to each other and the display is positioned between the PCB 102 and support frame 101.

10140} The navigation tool 328 is frictionally engaged with the support frame 101,
but in a preferred embodiment the navigation tool 328 is removable when the device is
assembled. This allows for replacement of the navigation tool 328 if it becomes damaged
25  or the user desires replacement with a different type of navigation tool 328, In the

exemplary embodiment of FIG. 3, the navigation tool 328 is a trackball 150 based device.
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this link is Personal Information Managenent (PIM data 55. Wen exchanged
for the first tinme, this data tends to be large in quantity, bulky in
nature and requires a large bandwidth to get | oaded onto the handhel d
communi cation device 300 where it can be wused on the road. This serial
link may al so be used for other purposes, including setting 25 up a private
security key 111 such as an S/MME or PGP specific private key, the
Certificate (Cert) of the user and their @ertificate Revocation Lists
(CRL5) 60. The private key is preferably exchanged so that the desktop 35
and handhel d comuni cation device 300 share one personality and one net hod
for accessing all mail. The Cert and 474659v1l 48 CRLs are normally

exchanged OVewheMR ndvighitlh tOEICTESRs bRAYKEBPITOSHB traskaf 190 iBEPUH bedbmoldte
data that is required g the device for S'MME, PGP and ot her Fubllc k%g
i

security netWdwst rqupraBel the navigsismdeg! Fan dihelremeyad of theriraskbrdl | Weis 50hl¢
shown in the JNAlo ol i i i i Hhra

Wi rel ess net V%DE%E%%UXSS%%E ?:LIM gg i'n 't g?gllgg’lczg%qgia%éﬁ%?%@x%%%%%@%ﬁggsee
figures are ekespRari23enbyre thahthetriaogptipgretosbdR skii the geckball tl hé arcgropankylbield

appreciate the additionagl ele ts nodi fications necessary to nmake the
devi ce work fﬂpgﬁ??$%ﬁ$ﬁpSH@?&E&?n%i@'ronnents. [0139] FIG 3 is an
expl oded vi ew showi ng sone of the typical conmponents found 10 in the

assenbly of the handhel d el ectronic device 300. The construction of the
devi ce benef[P14l]f r omTharcioers neduld 33 i locagpdsogetier fiithat haokyslate TiRé onnheeremal

conponents are, constyructed_on a single P .printed cir.cuit board), 102.
The Keyboar d % BE ey (e e dRGE Py 6 cprbBeohERaraPPae o a0, o
preferred enmesiugnhot sioWal hstit@Mnphlast éfCthe EhBerakBYROAr Bhd 32né&rk inSodates3done
swi tches (not shown) |ocated on the PCB 102 in a preferred 15 enbodi nent.

One swi tch i SOPFBIcRamarprsseprlyS Reyhish indheder appvaid Ona faeh MHlerrs # aurror
ui tch par Ry B A e uppor ¢ frame: 101 holds
t he keyboard 332 and
[0142] A serial port (preferably a Universal Serial Bus port) 330 and an earphone
jack 140 are fixably attached to the PCB 102 and further held in place by left side
element 105. Buttons 130, 131, 132, 133 are attached to switches (not shown), which are

connected to the PCB 102.

15 [0143] Final assembly involves placing the top piece 107 and bottom piece 108 in
contact with support frame 101. Furthermore, the assembly interconnects right side
clement 105 and left side element 106 with the support frame 101, PCB 102, and lens
103. These side elements 105, 106 provide additional protection and strength to the
support structure of the device 300. In a preferred embodiment, backplate 104 is

20 removably attached to the other elements of the device.

[0144] The block diagram of FIG. 18, representing the communication device 300
interacting in the communication network 319, shows the device's 300 inclusion of a
microprocessor 338 which controls the operation of the device 300. The communication
subsystem 311 performs all communication transmission and reception with the wireless

25  network 319. The microprocessor 338 further connects with an auxiliary input/output
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navi gation tool 328 in place above the PCB 102. The support franme 101 al so
provides an attachnent point for the display (not shown). A |lens 103
covers the display to prevent 20 damage. \Wien assenbl ed, the support frane
101 and the PCB 102 are fixably attached to each other and the display is
positi oned between the PCB 102 and support frame 101. [0140] The
navigation tool 328 is frictionally engaged with the support franme 101,

but in a preferred enbodi nent the navigatisgn tool 328 is renovabl e when the
device is assenbled. This allows for replacenent of the navigation tool
328 if it becones damaged 25 or the user desires replacenent with a
different type of navigation tool 328. In the exenplary enbodi nent of FIG

3, the navi gau)Rub9ekm3P8, b Sertul HbAGKRAKALIY 2 URATEH SEEMIHR port F96 2]
When the navi atigﬁgtogI 328 %asba gé?ckpa%l 150, the trac%ﬁgﬁl 150 %1§§If
can be renoved?2, pikethoard 3mevarakef 33h e mirvingans 340, reslon3agessThanerg BN of

the trackbal 14,150, ] QEP t g f . out Y e

123 and an iﬁﬁé?q?gﬁﬁga gegﬁhég%%%lH*ﬁggeyﬁffﬁgs&%ggﬁ'?%?ggﬁghsgitﬁ%?&?he
navi gati on t eomn8@8atingk fubeystanaciddaint ofte0devie: beyemisy3Mealrcdgenbrally iglicated
agai nst the support f 101. [01411 e canmera nodule 335 is | ocated
Coget her it i° LOBEEKH! B 511 GHETOROFISEDT i > STle. o FHETBT cb SORRGTERHRY a
nmodul e 335 i subgpeRh e340f betng bENPVEbrandn® h@mmamehiogs sﬁ&gﬁteﬁxh%ﬂfﬁ as
inserted in place of the canera nodul e. The camera nodul e 33 houses t he

canera assemABFOOTHE ermmppicgipagnedubesrandnBged davies guhpsswmtedmirsulls aid r or
10 565 (furt il . Whi ' l; 4 - i
port (preferggﬁgggkﬁkPég@§g¥ﬁgg?F%ﬁ%gﬁgg%%$¥?3g§§yghgggﬁ&%é}pf%ﬁgﬁgﬁg%bll4o
are fixably denciohedand plérf#dB toblandxkartionerofhebiware pipptieatiops | eht tisi de
el enent % 5. g%%ﬁ%ﬁ§f13§w«% 0 132, 133 are attached to switches (not
shown) , i clfPare™eoRhette 0 the PCB 102. 15 101431 Final assenbly
i nvol ves placing the top piece 107 and bottom piece 108 in contact with
support frame 101. Furthernore, the assenbly interconnects right side

[0145] The above described auxiliary I/O subsystem 328 can take the form of a

vartety of different subsystems including the above described navigation tool 328. The
navigation tool 328 is preferably a trackbali 150 based device, but it can be a four way
navigational pad, joystick, thumbwheel, touch pad, or a roller barrel. Other auxiliary /O
15 devices can include external display devices and externally connected keyboards (not
shown). While the above examples have been provided in relation to the auxiliary I/O
subsystem, other subsystems capable of providing input or receiving output from the

handheld electronic device 300 are considered within the scope of this disclosure.

[0146] In a preferred embodiment, the communication device 300 is designed to
20 wirelessly connect with a communication network 319. Some communication networks

that the communication device 300 may be designed to operate on require a subscriber

identity module (SIM) or removable user identity module (RUIM). Thus, a device 300

intended to operate on such a system will include SIM/RUIM interface 344 into which

the SIM/RUIM card (not shown) may be placed. The SIM/RUIM interface 344 can be
25 one in which the SIM/RUIM card is inserted and ejected.
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el ement 105 and left side elenent 106 with the support frame 101, PCB 102,
and lens 103. These side elenents 105, 106 provide additional protection
and strength to the support structure of the device 300. In a preferred
enbodi ment, backplate 104 is 20 renovably attached to the other elenents
of the device. [01441 The bl ock diagramof FIG 18, representing the
communi cation device 300 interacting in the conmunication network 319,
shows the device's 300 inclusion of a mgjoprocessor 338 which controls
the operation of the device 300. The conmunication subsystem 311 perforns
all communi cation transm ssion and reception with the wireless 25 network
319. The m croprocessor 338 further connects with an auxiliary input/output
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operating system functions and preferably enabl es execution of software

applications on the 10 comunication device 300. [0145] The above

descri bed au ry 1/0 subsystem 328 can take the formof a Vv r|e .of

di fferent suﬁbb&ﬁens |%cﬁhdp%%“f e QBBWﬂmBQSCFh%eémﬂth@%W¥Bn 0 The
navi gation t QRbordd§apicRiGseTRY eRedukiBh loRaht d%5i@e bag af1GaNy %ﬁ@dﬁféﬁs bbolcan

be a four way navigational pad, joystick, thunbwheel, touch pad, or a
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can be segregated upon storage in the ﬂash memory 324 of the device 300. However,

another embodiment of the flash memory 324 utilizes a storage allocation method such
that a program 358 is allocated additional space in order to store data associated with
such program. Other known allocation methods exist in the art and those persons skilled

15  inthe art will appreciate additional ways to allocate the memory of the device 300.

[0149] In a preferred embodiment, the device 300 is pre-loaded with a limited set
of programs that enable it to operate on the communication network 319. Another
program that can be preloaded is a PIM 354 application that has the ability to organize
and manage data items including but not limited to e-mail, calendar events, voice
20  messages, appointments and task items. In order to operate efficiently, memory 324 is
allocated for use by the PIM 354 for the storage of associated data. In a preferred
embodiment, the information that PIM 354 manages is seamlessly integrated,
synchronized and updated through the communication network 319 with a user’s
corresponding information on a remote computer (not shown). The synchronization, in
25  another embodiment, can also be performed through the serial port 330 or other short

range communijcation subsystem 340. Other applications may be installed through
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subsystem ot her subsystens capabl e of providing input or receiving output
fromthe handheld el ectronic device 300 are considered within the scope of
this disclosure. [0146] In a preferred enbodi nent, the comrunication device
300 is designed to 20 wirelessly connect with a comuni cati on network 319.
Some conmuni cati on networks that the conmuni cation device 300 may be
designed to operate on require a subscriber identity nodule (SIM or
renmovabl e user identity nmodule (RUM. Thus, a device 300 intended to
operate on such a systemw ||l include SSMRUM interface 344 into which

the SIMRU M card (not shown) nmay be placed. The SIMRU Minterface 344 can
be 25 one in which the SSMRU Mcard is inserted and ej ected. 474659vl 51

[0147] In an e4aBRIGAT Wit RO diifmak ’n&\b&kfﬁ@_s,rheﬂﬁnmﬂ 3384 SiaCRAR! 8t Pinge
provide a storage location for the operating system device prograns, and

data. Wil e té¢rnmpeeaionsybsysiprséd.in a preferred embodi nent is stored in
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read-only menory (ROM) or simlar storage elenment (not 5 shown). As those
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[0151] For the systems listed above, the communication device 300 must be
properly enabled to transmit and receive signals from the communication network 319.
Other systems may not require such identifying information. A GPRS, UMTS, and
EDGE require the use of a SIM (Subscriber Identity Module) in order to allow
15 communication with the communication network 319. Likewise, most CDMA systems
require the use of a RUIM (Removable Identity Module) in order to communicate with
the CDMA network. The RUIM and SIM card can be used in multiple different
communication devices 300. The communication device 300 may be able to operate
some features without a SIM/RUIM card, but it will not be able to communicate with the
20 network 319, In some locations, the communication device 300 will be enabled to work
with special services, such as “911” emergency, without a SIM/RUIM or with a non-
functioning SIM/RUIM card. A SIM/RUIM interface 344 located within the device
allows for removal or insertion of a SIM/RUIM card (not shown). This interface 344 can
be configured like that of a disk drive or a PCMCIA slot or other known attachment
25 mechanism in the art. The SIM/RUIM card features memory and holds key
configurations 351, and other information 353 such as identification and subscriber
related information. Furthermore, a SIM/RUIM card can be enabled to store information
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of programs that enable it to operate on the conmunication network 319.

Anot her programthat can be preloaded is a PIM 354 application that has
the ability to organize and manage data itens including but not limted to
e-mai |, cal endar events, voice 20 nessages, appointnents and task itens. In
order to operate efficiently, nenory 324 is allocated for use by the PIM
354 for the storage of associated data. In a preferred enbodinent, the
information that PIM 354 nmanages is seanl e3sly integrated, synchronized
and updated through the comunication network 319 with a user's
correspondi ng informati on on a renote conputer (not shown). The
synchroni zati on, in 25 anot her enbodi nent, can al so be perforned through
the serial po : : ang ni I 3

Gner appl i carioona ar Boing MR feiRRoG R HUOMERS gf FRHRMeR Jatt 2,
the wirel ess prepswhr kn@i@! cemmivalcapor tde880 BN, \tiva-vatyheommhuicatignahgaveen the
communi cati on S s, 340 0150] When .t he devi 300 i,5._enabl ed for
Eor ey commuAT LR GRORER R Ch R SRS vl & RoRi@vor k. 19, i
can send and receive signals froma nobile 5 comrunication service.
Exanpl es of comruni cati on systens enabled for two-way comuni cation

i ncl ude, but @i82]not [If nhe edmtrapichtien GPRS: (0L riercakblpd ok ates@iwil ab8Ee \wir dby

net wor k, the S (Uni versal Mobijde,Tel ecomuni cation _Service) .networ t he
EDGE (En ﬁjanccgy rf%r{i%a“f) Br "ESE QEVO’ikt?Pi 88? rﬁ%‘f%rﬁ?,cgaﬁ%a%i eenng\ﬁ\e (%odgray

Di vi si on Ml tdopdreuni&eion $adblétedanvideki0arisl ablb @S Both etanaiil and asseiva idfyrntkeioa frde d
as packet-sw tched, 10 narrowggnd, data-oq;y echnol ogi es n%i?lﬁb sed for
short burst ¥ &PBIYNGaion RetwaisrHpP. Thedmgsipl MIpNicAlOp &AR OF forede dpYde,

the communi cajgooR 16l8Nideic3960. Miksdral8o c%ﬁﬁlﬁfclabké \gglgﬂl: %%nﬁ&nfc&ﬁ&?%t{voﬁm 9,

receive signals fromthe comuni cati on networ er systens may not

require such theideitise 30rig aiprtion ?ﬁa@mmimm@%}ipm;th amigtegEbeEintagdisnEnnhe

use o, 2 7 MARREABSAASTALY, 109, Sl 9L 40, 9615 ey, e

syst ens communication device 300 in the preferred embodiment is equipped with another antenna
316 for receiving communication from the communication network 319. These antennae
316, 318 in another preferred embodiment are combined into a single antenna (not
shown). As one skilled in the art would appreciate, the antenna or antennae 316, 318 in

15 another embodiment are externally mounted on the device 300.

[0153) When equipped for two-way communication, the communication device
300 features a communication subsystem 311. As is well known in the art, this
communication subsystem 311 is modified so that it can support the operational needs of
the device 300. The subsystem 311 includes a transmitter 314 and receiver 312 including
20  the associated antenna or antennae 316, 318 as described above, local oscillators (LOs)
313, and a processing module 320 which in a preferred embodiment is a digital signal

processor (DSP) 320.

[0154] A signal received by the communication device 300 is first received by the
antenna 316 and then input into a receiver 312, which in a preferred embodiment is
25  capable of performing common receiver functions including signal amplification,

frequency down conversion, filtering, channel selection and the like, and analog to digital
474659v1



require the use of a RU M (Renovable Identity Module) in order to

communi cate with the CDVA network. The RU Mand SIMcard can be used in
mul tiple different conmunication devices 300. The conmuni cati on device 300
may be able to operate sone features without a SIMRU M card, but it wll
not be able to comunicate with the 20 network 319. In some |ocations, the
comuni cation device 300 will be enabled to work w th special services,
such as "911" energency, without a SIMRUsM or with a non- functioning
SSIMRUMcard. ASIMRUM interface 344 |ocated within the device allows
for renoval or insertion of a SIMRU M card (not shown). This interface 344
can be configured like that of a disk drive or a PCMClI A sl ot or other

known at t achngnty) 2oy RGHANTEIMAID doher@bh a11d0E el DRI ME BEdorhE AL S&pgIBITOr Y

and hol ds key configurations 351, and other information 353 such as
i dentificati otenumeniention dendiions spell as eldmodilationatiddecolingt ére thp signala ek MERUI M

card can be t.oyne. | nf tion 7 .a t :
including i d:ljral?e?{{el%gbi ?)gﬁ,ﬁ(’(:)afrrér)@etgé g%glvgﬂa}éel‘sﬁgg%# ?2? o %)rlgéjic%érlag%\/éjftsﬁguéng
properly enabloatiolcammianids &b Herectevirda2 300, edaniplandlya canioll ndraabnd thabthie Ul

the co ni cat.i.on device 3Q0 and, comuni ¢cation. network 319 .is possible.
[0152] |f theﬁ@o‘ﬁrﬁﬁﬁ‘ﬁ%}{%‘i’ﬁ?ﬂg’&&\}f’é@e %61"!3%g@rm&b%aéhc%{‘ér%eﬁgﬁcﬁb%ﬂnﬁﬁ‘ﬁ%e ! t he

5 comuni cat iaafbmﬁcv\gﬁih &;;@ro@ozﬁ%ornﬁﬁasrmrﬁ&ué@q@ @Rapkpers..  Lhewisonay
conmmuni cati on enabl ed device 300 is able to both transmt and receive

i nf ormat i on fooBUNiGRECR clerigai Tk isomanablewel kKaBTBitinghdznalae fthe communication
conmmuni cati on, 630 3§of rﬁ@é#ﬁ@%&&uné&@i% sgﬁ‘la]shtﬁ &gééhf??o r%ggrgnérﬁﬁt@{ §gf to
197 the de In a

communi cate wi th the communi cation networ Vi ce
preferred enbodifmgnd dosinagudappemdniwot Amatiorisn bwdr &l therabbwd éesodabedagaie mneird0

318 f 1 tLi S I h [ [ 19. Likew h
communt cd?; o HeUFER ‘SGUMTR ENer G Eer A1) rmth RerD Sen CdB BhBErsd th e

anot her ant enmasmitp3f40r receiving comruni cati on fromthe conmuni cation
network 319. These antennae 316, 318 in another preferred enbodi nent are
conbi ned into a single antenna (not

[0155] It is contemplated that communication by the device 300 with the wireless
network 319 can be any type of communication that both the wireless network 319 and
device 300 are enabled to transmit, receive and process. In general, these can be
15  classified as voice and data. Voice communication is communication in which signals
for audible sounds are transmitted by the device 300 through the communication network
319. Data is all other types of communication that the device 300 is capable of

performing within the constraints of the wireless network 319.

[0156] In the instance of voice communications, voice transmissions that originate
20 from the communication device 300 enter the device 300 though a microphone 336. The
microphone 336 communicates the signals to the microprocessor 338 for further
conditioning and processing. The microprocessor 338 sends the signals to the DSP 320
which controls the transmitter 314 and provides the correct signals to the transmitter 314.
Then, the transmitter 314 sends the signals to the antenna 318, which emits the signals to
25  bedetected by a communication network 319. Likewise, when the receiver 312 obtains a
signal from the receiving antenna 316 that is a voice signal, it is transmitted to the DSP
320 which further sends the signal to the microprocessor 338. Then, the microprocessor
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shown). As one skilled in the art would appreciate, the antenna or antennae
316, 318 in 15 another enbodi nent are externally nounted on the device
300. [0153] When equi pped for two-way conmuni cation, the comrunication
device 300 features a conmunication subsystem 311. As is well known in the
art, this comunication subsystem 311 is nodified so that it can support

t he operational needs of the device 300. The subsystem 311 includes a
transmtter 314 and receiver 312 includings20 the associ ated antenna or
antennae 316, 318 as descri bed above, local oscillators (LGCs) 313, and a
processi ng nodul e 320 which in a preferred enbodinent is a digital signal
processor (DSP) 320. [0154] A signal received by the conmunication device

300 is first 738GRbMEL Dol ®) thaBhRRASIZLE tRNtvidRen0 hAPHe st @n RedrAREVIHES
312, which in a preferred enbodinent is 25 capable of perform ng comon

recei ver funcomeniation (atigs degmhadceiaapl iThie dsvico B 00fin egprefrepd doediment is
conversion, fj i | ecti n ﬁ . the |i ke, and analog to
digital 4746 g@%ﬁ Eozlﬂioexﬁﬁg?ﬂfgééu \?%r‘gﬂﬁ%nt? [e%glﬂng conversion all ows the DSP

320 to perform nore conplex comunication functions such as denodul ation
and decoding on the signals that are received by DSP 320 fromthe receiver
312. The DSP I8P s alls gne@palsinbodient she rygice domwsmisiosonanid seedvadniy the

receiver 312. An exanpl ﬂeﬂﬁ%%(??t{;ﬁ g&lsla?%@ﬂ b %%%h&ﬂﬁ iogﬁerrgilsélﬁg ﬁ%rgﬁlc?i;ﬁbl e

of sending to e receiver arn control, whic

aut omati c gaiof tcondmolunghiger dévies 300plThaeningtinicativh deBSP 3820 alko kepubseof t he
conmmuni cation devi ce 300 is.capable of transnmtiing si ngls tothe . .
communi cat | on REPGIPESAEFS o Feiee %SWE&%?#@%e ¥t SpRmugicplion o ng
to the transhietd®k opdrdtorang £ Wit &ouspanbgatRsdecrat o0l di;ﬁﬂ@fstihmati&ilﬁh as
t he above descri bed gain control. 10 The signal is emtted by the device
300 t hrough &datgf ©rihavatsmesisae cheras the puaber ¢fyvineinessises oran ngicgtan {hat j s

cont enpl ghed gty SUTHREEAL bRBer Y ko HRYLE G300, Wi th the wireless

[0158] In a preferred embodiment, the display 322 of the communication device
300 provides an indication about the identity of an incoming call, duration of the voice
communication, telephone number of the communication device, call history, and other
related information. It should be appreciated that the above described embodiments are
15  given as examples only and one skilled in the art may effect alterations, modifications
and variations to the particular embodiments without departing from the scope of the

application.

[0159] As stated above, the communication device 300 and communication
network 319 can be enabled to transmit, receive and process data. Several different types
20 of data exist and some of these types of data will be described in further detail. One type
of data communication that occurs over the communication network 319 includes
electronic mail (e-mail) messages. Typically an e-mail is text based, but can also include
other types of data such as picture files, attachments and html. While these are given as
examples, other types of messages are considered within the scope of this disclosure as

25  well.
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network 319 can be any type of conmunication that both the wrel ess network
319 and device 300 are enabled to transmt, receive and process. In
general, these can be 15 classified as voice and data. Voice conmmunication
i s conmuni cation in which signals for audible sounds are transmtted by

t he device 300 through the comunication network 319. Data is all other
types of conmunication that the device 300 is capable of performng within
the constraints of the wireless network 3%8. 101561 In the instance of

voi ce conmuni cations, voice transm ssions that originate 20 fromthe
communi cation device 300 enter the device 300 though a m crophone 336. The
m crophone 336 communi cates the signals to the m croprocessor 338 for

further condpigmni ng wpg BLEERS 6&9%1@'5&9%%105%&&%@&1%&&6: 3Bhsands hhE is
signals to the DSP 320 which controls the transmtter 314 and provi des the

correct si gnalogmunicars to tlagndavicet38p, i8k4irst ifeaved byibe receimingianteana 3iansdhers

the signal s to,Lhe.anteng. 318 st eThd ptle: 3107815 49 23.05. dehepted

by a connunlc ion ne e’receiver alrns a
si gnal from tphecesedebyi thg BSPeAl@ 34D it hhdn |r8acae3/0he:anmrcganaﬂe$sort338s The
transmtted to. the DSP §§0 whi ch. further sends thg naI to.the

m cr opr oc@ss JPPBERCCHRE 18 (HEURSIPRIHHORS 8 fndigisls Wlt Sffelel’%’é PESHPERE o

signal to thansiReakartoIBif stoheodsobas (R00. nﬁﬂ%&ﬂg%él&e&:r&% HeRE phdlamoi ce

conmuni cation that has been received. The devi ce 3 in a preferred
enbodi ment | sln e AEBIaE dMEBCs PRRR b re-Thgl |m@a@eeka5vb¢@epmarﬂm‘ recspssa . by dhs7)

| n anot her %F&Qgsgo%f?fo\f ?['aﬁs%ng{l o e(r}hé %bﬂ&u%&l&ﬁ%&\%ﬁ&l M@dlt t?glflltsp ﬁfing 31 a

communi cat i on devi ce and trans as text to own on't
screen 322 dfic DRE iﬂ@mhmlnﬁn*ﬁhmtraiemﬂsehe@anaﬂrhssxagmmlthec‘amnsumttde&/liﬂlceﬂ%oo

i's also pabl rleV|n nmessages from.a voi ce. nessagi ng. service
oper at od 10y CHETEUSH A BRESR BT ot B Grno i 4 T P PR hEBH Hone
the devi ce 3GQ3diBiph dysdtadtsod Bakdl a6 bk Recelvel Byl OFbriuliBRion QleBRorkBI 8 agkhils uch
as the nunber of voice nessages or an indjcation that, 10 a new voice

message i s pf thes ahnve dies thean 615@,&13@4 rg@negg,lg,t dhgse skilled in thls art will appreciate those

modifications which are necessary to enable the communication device 300 to properly

transmit the e-mail message over a given communication network 319.

15 o0161] Furthermore, the e-mail message may instead be transmitted from the
device 300 via a serial port 330, another communication port 340, or other wireless
communication ports 340. The user of the device 300 can generate a message to be sent
using the keyboard 332 and/or auxiliary /O 328, and the associated application to
generate the e-mail message. Once the e-mail message is generated, the user may

20 execute a send command which directs the e-mail message from the communication
device 300 to the communication network 319. In an exemplary embodiment, a
keyboard 332, preferably an alphanumeric keyboard, is used to compose the e-mail
message. In a preferred embodiment, an auxiliary I/O device 328 is used in addition to
the keyboard 332.

25  [0162] While the above has been described in relation to e-mail messages, one
skilled in the art could easily modify the procedure to function with other types of data
such as SMS text messages, internet websites, videos, instant messages, programs and
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[0158] In a preferred enbodi ment, the display 322 of the conmmuni cation
device 300 provides an indication about the identity of an incom ng call,
duration of the voice conmunication, tel ephone nunber of the communi cation
device, call history, and other related information. It should be

appreci ated that the above described enbodi nents are 15 given as exanpl es
only and one skilled in the art may effect alterations, nodifications and
variations to the particul ar enbodi nents wtt hout departing fromthe scope
of the application. [0159] As stated above, the conmunication device 300
and conmmuni cati on network 319 can be enabled to transmt, receive and
process data. Several different types 20 of data exist and sone of these

types of dat %ygfﬁédes.beo&ecsﬁ{ei@a%iié RecbHEd BT e EhREdprod28&r tRE Rl dHRAL@ placed

communi cation that occurs over the communi cation network 319 i ncl udes

el ect roni ¢ meappropeiately (Withive sk geeratimy sygeml ¢f dre devied 300.s Thist mighs davolbeit
can al so i ncl - e ch..as . pj: re fi t
and bt i i oepk 8 TestotiEy b JB1G SRER BLERA e ohia®3; oELLASHTRNLY
consi der ed w stdring it heths appepddte htrir®rd B3¢ bo gierdvias 3025 Faetdamplk/ 4ab8wlbabéd
[0160] When the.e-mail ~originates froma,. source outside of the devi apd
i's comuni cdPBHCAGTSHE HAFEE Bhde Pacef oty Argta %@é?wa&h%@asgmemé&g?“ Phg
antenna 316 apé dtNensod. m&?&a&iﬁg sy Qerh N (hEBOIINEB0BHA] alkd QbW N8 ESEEIIRE
312, the e-mail message is further processed by the DSP 320, and it then
reaches the rficessspr beasy@pplaagon shdovleddedopr ocessor 338 execut es
instructions as indicated fromthe rel evant programmng instructions to
di splay, store or process the e-mail message as directed by the program
In a simlar [gpgBper. EReRpARy CoBidimERSSRES Badh RREMibRE ORGEINbIVE0EQRERREL bY
the mcroprocessor 338 for transnission to the comunication network 319,
it is first dendhddeleptrnipdpviapod0uidcninlgss handheldnegmunicatine deviges P00 as
message 4@ tReif Langl (diihudldion el LARRIIAGT Bd? BERGESS TS hbRa ™
nmessage and transmts It to the transmssion antéenna

appreciated, however, that a focus of the present disclosure is the enablement of

restricting a subsystem or functional aspect of a handheld communication device within a

set of geographical boundaries.
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318, which broadcasts a signal to be received by a comuni cati on network
319. Wile the above has been described generally, those skilled in this
art will appreciate those nodifications which are necessary to enable the
comuni cation device 300 to properly transmt the e-nmail nessage over a
gi ven comruni cati on network 319. 15 [0161] Furthernore, the e-mail nessage
may instead be transmtted fromthe device 300 via a serial port 330,
anot her communi cation port 340, or other wgreless conmmunication ports 340.
The user of the device 300 can generate a nessage to be sent wusing the
keyboard 332 and/or auxiliary I/0O 328, and the associated application to
generate the e-mail nessage. Once the e-nmail nessage i s generated, the user
may 20 execute a send conmand which directs the e-nmail nessage fromthe
communi cati on devYdat Belpimedisie cormmuni cation network 319. In an exenplary
enbodi nent, a keyboard 332, preferably an al phanuneric keyboard, is used
to conpose the e-nmail nessage. In a preferred enbodinent, an auxiliary 1/0O
device 328 is used in addition to the keyboard 332. 25 [0162] Wile the
above has been described in relation to e-nail nessages, one skilled in
the art coul d-easi4ymaded f{prt weoislpcamlementiogs adpinisgativi meliey Hay at pelesyf
data such a r i
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message on thEOQMbedﬁwB@BmmhDﬁhﬁfMdkﬁaxesﬂmgemdaf@ewaﬁcheen recei ved or
storing it in the appropriate nenmory 324 on the device 300. For exanple, a
downl oaded 5 appl iasestriaomngs tacbreafslt agegamphinkll poslii?eanpbéémj devico wiligumigt satdllate-
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restrict % operating area; and

imposing a camera restriction on the device when it is determined that the device

is presently located in the restricted area,

2. The method as recited in claim 1, further comprising storing data at the wireless
15  handheld communication device that defines the camera restriction that is imposed on the
wireless handheld communication device based on whether the device is located in the

restricted area.

3. The method as recited in claim 2, wherein the defined camera restriction is

20 disablement of the camera.

4. The method as recited in claim 2, wherein the defined camera restriction is temporary

disablement of the camera.
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handhel d el ectroni c devices 300 and w rel ess handhel d conmuni cati on devi ces
300 as 10 well as the communi cati on networks wi thin which they cooperate.
It should be appreciated, however, that a focus of the present disclosure
is the enablement of restricting a subsystem or functional aspect of a
handhel d conmuni cati on device within a set of geographical boundaries.
474659v1 58 What is clainmed is: 1. A nethod for renotely inplenenting

adm ni strative policy on a wireless handhlgl d communi cati on device with an
i ncorporated camera, said nmethod conprising: 5 storing data at the wirel ess
handhel d conmuni cati on device that defines geographical boundaries of a
restricted operating area of the device; ascertaining a present

geogr aphi cal $0ght nRehddlastrB&tcd &Y IcEfm U, IHeAliN theS@iBbiahy GisatfiGhin{ 8¢ the camera
information and determ ning whether the §EVIC6 Is presently located in the
restricted oplestatdragredetsambigd dicheqreriadconpari son to the stored geographica
boundaries of 10 the restricted operating area; and inposing a canera
restriction on the device when it is determned that the device is
presently located in the restricted area. 2. The nethod as recited in claim
1, further cdhpfhemstiodtasrphigd dachrimts, whereji thel temporamsdifahieiheit @f the camera

communi catd o Lee: t: i t Licti t -8 .7 on
Che s, o dafle il O 3bcenlallol Hhai 1€ (EOMENALA TRETLA iR kBBte 1S oliTMOSEL, O

| ocat ed i n t hestricted bpdretirerhres.ea. 3. The nethod as recited in claim 2,
wherein the defined camera restriction is 20 di sablenent of the canera. 4.

The method as recited in claim2, wherein the defined canera restriction is
tenporary difﬂé ?n%ﬁl%% a(s)frecgtgg inamm E'fu#}zedfr%gr%\ﬁzjising:
generating said stored data that defines the geographical boundaries of the
10 restricted operating area of the device by obtaining a plurality of boundary location

coordinates utilizing said device.

8. The method as recited in claim 7, wherein each of said plurality of boundary location
coordinates is obtained by positioning said device at a location proximate the
15 geographical boundary and defining said location as a set of coordinates which is saved

as part of said stored data.

9. The method as recited in claim 8, wherein each set of coordinates is satellite derived.

20 10. The method as recited in claim 7, further comprising:
transmitting said stored data that defines the geographical boundaries of the

restricted operating area to a control server thereby enabling distribution of said stored

data to other wireless handheld communication devices as part of an administrative
policy.
25

1. The method as recited in claim 10, further comprising:
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59 5. The nethod as recited in claim4, wherein the tenporary di sabl enent
of the canera lasts for a predetermned tine period. 6. The nethod as
recited in claimb5, wherein the tenporary di sabl enent of the canera 5
lasts until it is ascertained that the geographical position of the device
is outside the restricted operating area. 7. The nethod as recited in
claim1, further conprising: generating said stored data that defines the
geogr aphi cal boundaries of the 10 restrigged operating area of the device
by obtaining a plurality of boundary |ocation coordinates utilizing said
device. 8. The nethod as recited in claim7, wherein each of said plurality
of boundary |l ocation coordinates is obtained by positioning said device at

a | ocation proxi mayge|tRy tréxénﬂt%ﬂg\r;\sﬁilﬁrgt&&!{ qug'zg%feﬁn@{'@le%%g.r%lﬁ&é%@hﬁhaﬁes

| ocation as a set of codrdinates ch i's sav as part’ of sald stored
data. 9. The ofethvodestistadeoptretng rredl & m Pluraliter ef Wewach tiwatbyokstashidgnan es

is satellite Mihi\éﬁ‘%ﬁeﬁéﬂ?ég’é Sép%}ﬁgtg%ggs recited in claim?7, further

conpri sing: transmm Y#&t defines the geogr aphi cal
boundaries of the restricted operating area to a control server thereby
enabling distribution of said stored data to other w rel ess handhel d

| oati . at Ci . o
method ot ecit o RELBE s Rbliedln AREE AL b {offere BRULEN, 1 iitiellita
transm tti ng ssaicd-iddntifiedg dedtantablatin daf i phesogrdphs galogr aphi thal cabermn dden ds i0f

the restricted, operating afea to a pluralit f devices thereb
est abl i shi ng ‘%ﬁe H](Taiﬂ?ﬁtglerigfﬂc\?és ﬁ&fq?lgkjﬁqca?edg%ﬁ’& EUTES fE% of dgvi ces.

13. The method as recited in claim 1, wherein said wireless handheld communication
device transmits data to, and receives data from a communication network utilizing radio

frequency signals.

14, The method as recited in claim 13, wherein the data transmitted between said
wireless handheld communication device and the communication network supports voice

and textual messaging.

15. The method as recited in claim 1, wherein said wireless handheld communication
device comprises a lighted display located above a keyboard suitable for accommodating
textual input to the wireless handheld communication device when said device is in an
operable configuration and an auxiliary user input that is located essentially between the

display and keyboard in the operable configuration.

16. The method as recited in claim 13, said keyboard comprising a plurality of keys with

which alphabetic letters are associated, one letter per key.
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5 12. The nethod as recited in claim1, wherein the canera restriction is
enbednent of a source-identifying watermark in any phot ographs taken with
the canera when it is determined that the device is presently located in
the restricted area. 13. The nmethod as recited in claiml, wherein said

wi rel ess handhel d comruni cation device transmts data to, and receives
data froma communi cation network utilizing radio frequency signals. 14.
The nmethod as recited in claim13, whereipg;the data transmtted between
said wreless handhel d comruni cati on device and the comuni cati on network
supports voice and textual nessaging. 15. The nethod as recited in claim
1, wherein said wireless handhel d conmuni cati on device conprises a |lighted

di spl ay | ocat I j o] i L nput
fo Fho ui rel 606 TanT L R oo 8 i R AR e LR T
oper abl e confingwf atQWERANYH QAMERTX] dnidaAZERIB€ayonput that is | ocated
essentially between the display and keyboard in the operable
configuration. 16. The nethod as recited in claim15, said keyboard
conprising a plurality of keys with which al phabetic letters are

associ at ed, oife Themathodmsreditey in dizieG 5D \saiddeybdard cofherisimg hpldradisy ofdelys wethi n

claim 16, wh i id.. habetic l.etter re. copfigured i ong. o

QueRTY, onerig oL B RR SR o i SR oo &P RO R, 17
sai d keyboar kegoinprinsiltipic detfeldusadcidiad herekais Wi th  whi ch al phabetic letters
are associated and wherein at |east a portion of the individual keys have
multiple letters associated therewith. 19. The nethod as recited in claim

18, wherein said al phabetic letters are configured in one of a QAERTY,
QNERTZ, and AZERRYmegyouts re@@d inftleimEs, ivdatras saié aiphatsttic hetetssdrecdffiguddenei n

said auxiliary user. | ackh . A method for renotely
i npl ement i ng Oﬁaﬂf%@@ﬂ%@%@ﬁ@ngﬁﬁ%‘fi@g% handhel d
20. The method as recited in claim 15, wherein said auxiliary user input is a trackball.

21. A method for remotely implementing administrative policy on a wireless handheld

communication device, said method comprising:

5 receiving and storing data at the wireless handheld communication device that

defines geographical boundaries of a restricted operating area of the device;

receiving and storing data at the wireless handheld communication device that
defines a restriction on one of a subsystem or functional aspect of the device that is

selectively imposed based on whether the device is located in the restricted area;

10 ascertaining a present geographical position of the device utilizing satellite-
derived information and determining whether the device is presently located in the
restricted operating area based on a comparison to the stored geographical boundaries of

the restricted operating area; and

imposing the defined restriction when it is determined that the device is presently

15  located in the restricted area,
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comuni cati on device, said nethod conprising: 5 receiving and storing data
at the wirel ess handhel d comuni cation device that defines geographical
boundaries of a restricted operating area of the device; receiving and
storing data at the w rel ess handhel d communi cation device that defines a
restriction on one of a subsystemor functional aspect of the device that
is selectively inposed based on whether the device is |ocated in the
restricted area; 10 ascertaining a presenfgrgeographi cal position of the
device utilizing satellite- derived information and determ ni ng whet her the
device is presently located in the restricted operating area based on a
conparison to the stored geographi cal boundaries of the restricted
operating arem, PAndhRON RGitddNg cAeheHn&EERlthe GlbsPRentBE RinkliodaP agp8tigs Hhé‘ed
that the device is presently 15 located in the restricted area. 47465

62 22. The mitheunas maivie edWi-l aiadule 2 ringeher sinrovible studpsydavean @rs‘peaker
functi onal (Sjn%%ﬁé rré?cgs% coﬁinu%w%ﬁ&%u%pﬂ?e% and e—me\lll\f Fl module, ‘a ringer, a

renovabl e st W rél ess comuni cati on
subsystem a t g¥ﬁg
subsysten1orqgunc &hpggggggﬁiHF&Q&P%QSWE%&htﬁg %ﬁyﬁéﬁ UO&?%6%kpl
recited i cﬂﬁlﬁlﬁﬁdehereln t he subsystem or functional aspect is a
ringer. 10 25. The method as recited in claim22, wherein the subsystem or
functional aspect is a renovable storage device. 26. The nethod as recited
in claim22, wherein the subsystemor functional aspect is a speaker

phone. 15 27.24ThHenmmptthod ansecitedin delim B2, oblmirem 22¢ sublspstan or finetisud) systcem or
functional a%gﬁgt is a

10 25. The method as recited in claim 22, wherein the subsystem or functional aspect is a

removable storage device.

26. The method as recited in claim 22, wherein the subsystem or functional aspect is a

speaker phone.
15
27. The method as recited in claim 22, wherein the subsystem or functional aspect is a
wireless communication subsystem.
28. The method as recited in claim 22, wherein the subsystem or functional aspect is e-
20  mail

29. The method as recited in claim 22, wherein the subsystem or functional aspect is a

camera module,
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Wi rel ess conmmuni cati on subsystem 28. The nethod as recited in claim 22,
wherein the subsystem or functional aspect is e- 20 mail. 29. The nethod as
recited in claim22, wherein the subsystemor functional aspect is a
canmera nodul e. 474659v1 63 30. The nethod as recited in claim2l, wherein
said wrel ess handhel d conmuni cation device transmts data to, and
receives data froma comuni cation network utilizing radio frequency
signals. 31. The nethod as recited in claigm 30, wherein the data
transmtted between said wreless handhel d comunication device and the
conmmuni cation network supports voice and textual nessaging. 32. The net hod
as recited in claim?2l, wherein said wrel ess handhel d comuni cati on

devi ce conprigesra rﬁét?&ﬁa%qe&!eﬁ@xié‘i inh OFa} 199@]&%& 1é§§b{£ﬂﬁé19 cotthfuaRh&od O
acconmodating textual 1nput to t e wmre an communi cat 1 on devi ce
when sai d devegizeitranimitsadata topmdabcteeveemlafalfgm atcommuamdtuamﬁwaﬂklutlémylgmeho

i nput that | ocat ed es sentl all'y between the display and keyboard in the
oper abl e confsff&BFIéctyl &ﬁ? 33. The nethod as recited in claim32, said
keyboard conprising a plurality of keys with which al phabetic letters are
associ ated, one letter per key. 34. The met hod as recited in claim33,
wher ei n sai d Jal b letters d one QNERTZ,
and AZERTY | 5’30%%‘%‘%‘%"%? Clteflllﬁn"ﬂ as reC| ?E ﬁl| ndag téa}nrsﬁn “%Fggboard
conpri si ng a\ml"allﬂfsalhmﬁdhemfcommﬂhbh devitd afal tak pdnaimehiceudrﬁtet\ednt sap@rts voice
associ ated and in at.least a portion of the individual keys have

mul tiple |et taﬂ?léexé'é"’i&??s&g’é‘& therewith. 36. The method as recited in claim
35, wherein said al phabetic letters are configured in one of a QAERTY, -
QNERTZ, and AZERTY | ayout.

32. The method as recited in claim 21, wherein said wireless handheld communication
device comprises a lighted display located above a keyboard suitable for accommodating
textual input to the wireless handheld communication device when said device is in an
operable configuration and an auxiliary user input that is located essentially between the

display and keyboard in the operable configuration.

33. The method as recited in claim 32, said keyboard comprising a plurality of keys with

which alphabetic letters are associated, one letter per key.

34. The method as recited in claim 33, wherein said alphabetic letters are configured in

one of a QWERTY, QWERTZ, and AZERTY layout.

3S. The method as recited in claim 32, said keyboard comprising a plurality of keys with
which alphabetic letters are associated and wherein at least a portion of the individual

keys have multiple letters associated therewith.

36. The method as recited in claim 35, wherein said alphabetic letters are configured in

one of a QWERTY, QWERTZ, and AZERTY layout.
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474659v1 64 37. The nethod as recited in claim32, wherein said auxiliary
user input is a trackball. 38. A wreless handheld comuni cati on device

wi th an incorporated canmera, said device conprising: 5 a nenory storing
data defining geographi cal boundaries of a restricted area and said nenory
al so storing data defining a camera restriction inposed on the wreless
handhel d communi cation device relative to the restricted area; a position
determ ner that receives satellite-based igaf ormati on that defines a

present geographi cal position of the device and deternm nes whether the
device is 10 presently located in the restricted area based on a

conpari son to the geographical boundaries of the restricted area stored in
menory; and a controller that adapts the functionality of the canera based
on the determnation of whether the device is presently |located in the
restricted arga.ThbIndRod AN€cidaVh ERirRS 2 WdrbiR daili @uﬁﬁié‘y@sé&npﬁt% 5 B&Ekball.
conprising: a configuration signal receiver that recéives configuration
data froman enterprise admnistrator and the nenory stored data that
defines the geographical boundaries of the restricted area is based on the
recei ved configgur @irbles dadild dinmlnicdith SR W:GHIAS: heShbakd dAmetaakdl 38vice
wherein the controller disables the canera when it s determned that the
device is pr&SBWEYEl ocated in the restricted area. 41. The device as
recited in claim38, further conprising: 474659vl 65 a |ighted displa

| ocat ed aBove a keyBeRpYy Sefintatite defining ceeinpue bawpdedss obd TesHisird 82 tm%
handhel d co i i i il o :
casential |y DarumonefhaRGiefeaite AL o bty SATIOARMGRa B Bt wirless
conmmuni cat i orhadéheldeonasunieationaetvicn ralbtaierto 4 resthietedareasai d auxi liary

a position determiner that receives satellite-based information that defines a
present geographical position of the device and determines whether the device is
10 presently located in the restricted area based on a comparison to the geographical

boundaries of the restricted area stored in memory; and

a controller that adapts the functionality of the camera based on the determination

of whether the device is presently located in the restricted area.

15 39. The device as recited in claim 38, further comprising:

a configuration signal receiver that receives configuration data from an enterprise
administrator and the memory stored data that defines the geographical boundaries of the

restricted area is based on the received configuration data.

20 40. The device as recited in claim 38, wherein the controller disables the camera when it

is determined that the device is presently located in the restricted area.

41. The device as recited in claim 38, further comprising:
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user input is a trackball. 43. The handhel d comuni cati on device as recited
in claim4l, further conprising a radio transmtter capabl e of
transmtting data to a communi cation network utilizing radio frequency
signals and a radi o receiver capable of receiving data fromthe
communi cation network utilizing radio frequency signals. 44. The handhel d
comuni cation device as recited in claim42, wherein the data transmtted
bet ween sai d handhel d comuni cati on devi cgsand the comunicati on network
supports voi ce and textual nessaging. 45. The handhel d comuni cati on device
as recited in claim4l, said keyboard conprising a plurality of keys with
whi ch al phabetic letters are associated, one |letter per key. 46. The
handhel d conmuni caf 1&@&&5&@1&?10%%& %dv%%q(e%ba?c'l &liih B 4or 2SRRI AaRRY tktual
al phabetic letters are configured in one”of a QAERTY, QNERTZ, and AZERTY
| ayout. 47. Tinputriatigiehdhdderrumisaetianrdestiopiasdamsuxileay vesd input bicaieth 41, said
keyboard co IS | i s.Wth which al phabetic letters are
associ at ed aEg&%ﬁgggP%“g%y&Eggéﬁygaggg%fgﬁiof t he individual keys have
multiple letters associated therewith. 474659vl1 66 48. The handhel d
conmmuni cation device as recited in claim47, wherein said al phabetic
letters are contiguashdeif Qs QUERTY: (YERIZ1AN AFERTYI Al 49 A
wi rel ess handhel'd comuni cati on &eV|ce Wt AR i ncorpora ad canera, said
devi ce conprussi inguat ipa ceaddsling nmeans for receiving, processing and
outputting electronic data and for 5 outputting device control signals;
menory nmeans for storing data that defines geographi cal boundaries of a
restricted operating area and data that defines a camera restriction that
i s sel ectivel4s. Theposdieldomnihenivitionldegise hardital id chbomi nfucthtt ommsiuigee based
on whether t hrgdig Grah&Siter capable of transmitting data to a communication network utilizing radio
frequency signals and a radio receiver capable of receiving data from the communication

network utilizing radio frequency signals.

44. The handheld communication device as recited in claim 42, wherein the data
transmitted between said handheld communication device and the communication

network supports voice and textual messaging.

45. The handheld communication device as recited in claim 41, said keyboard
comprising a plurality of keys with which alphabetic letters are associated, one letter per

key.

46. The handheld communication device as recited in claim 44, wherein said alphabetic

letters are configured in one of a QWERTY, QWERTZ, and AZERTY layout.

47. The handheld communication device as recited in claim 41, said keyboard
comprising a plurality of keys with which alphabetic letters are associated and wherein at

least a portion of the individual keys have multiple letters associated therewith.
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| ocated in the restricted area; 10 position determ ning neans for
ascertaining a present geographical position of the device utilizing
satellite-derived information and determ ni ng whet her the device is
presently located in the restricted operating area based on a conparison to
the geographical boundaries of the restricted operating area stored in
menory; and control nmeans for inposing the defined canera restriction on
the device when it is 15 determ ned that gghe device is presently |ocated
inthe restricted area. 50. The device as recited in claim49, wherein said
processing nmeans is configured for receiving electronic configuration data
froman enterprise admnistrator and deriving therefromnenory stored data
t hat defines the geographi cal boundaries of the restricted 20 area. 51.
The device as recited in claim49, wherein said control nmeans is configured
to disable tige %’?ﬁﬁ@ié{@@&nﬂqﬁmbéldﬁ%@ﬁ%gFegltémtclatulﬂei'?d@}{éx‘éﬁx daRl DEBHEN | Y

| ocated in the restricted area. 59v1 67/ 52. The device as recited in
cl ai m 51, whde@srpagagiogfigued mneméarﬁstEBTb’oQW@&Tédamdo%E&BYéayouhe camer a
when it is determned that the device is presently |ocated outside of the
restricted area. 53. The device as recited in claim49, further conprising:
a lighted display |ocated above a keyboard suitable for acconmodating
textual i npuff 9. owirplessHundindd eoremrpigrianaddving vdgvarciacernerated camerd, said fevieer

i nput | ocated. E@II&||y between the display and keyboard. 54. The
handhel d connunlca on device as recited in claimb53, wherein said
auxiliary user QUIEA 0, ice
as recited in cl alrb?r?%%glé% ﬁlF % %}(%Hﬂn ?mcg;lg&g ?’g%{ugé%sm ttgl(rea&ata %gqu
transnlttﬁng<mam@u@nkaxc@nmnﬂmgmakpn netmork ut|I|2|ng radio frequency
signals and a radi o receiver capable of receiving data fromthe

conmuni cati on memory means for storing data that defines geographical boundaries of a

restricted operating area and data that defines a camera restriction that is selectively
imposed on the wireless handheld communication device based on whether the device is

located in the restricted area;

10 position determining means for ascertaining a present geographical position of the
device utilizing satellite-derived information and determining whether the device is
presently located in the restricted operating area based on a comparison to the

geographical boundaries of the restricted operating area stored in memory; and

control means for imposing the defined camera restriction on the device when it is

15 determined that the device is presently located in the restricted area.

50. The device as recited in claim 49, wherein said processing means is configured for
receiving electronic configuration data from an enterprise administrator and deriving
therefrom memory stored data that defines the geographical boundaries of the restricted

20 area.

51. The device as recited in claim 49, wherein said control means is configured to disable

the camera when it is determined that the device is presently located in the restricted area.
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network utilizing radio frequency signals. 56. The handhel d communi cati on
device as recited in claim55, wherein the data transmtted between said
handhel d conmuni cati on devi ce and the communi cati on network supports voice
and textual nessaging. 57. The handhel d communi cation device as recited in
claim53, said keyboard conprising a plurality of keys with which

al phabetic letters are associated, one letter per key. 68 58. The
handhel d communi cati on device as recited ikn claim57, wherein said

al phabetic letters are configured in one of a QAERTY, QNERTZ, and AZERTY
| ayout. 59. The handhel d comruni cation device as recited in claimb53, said
keyboard conprising a plurality of keys with which al phabetic letters are
associ ated and wherein at |east a portion of the individual keys have
multiple letters associated therewith. 60. The handhel d comuni cati on

device as reost ege Bé%c@ Air&Bited in YRS 8] r%vh%?éng sl Q&QQ@Heﬁns is %&ﬁ%u?ec?tﬁ%nable
configured in one of a QAERTY, QWERT RTZ, and AZERTY | ayout .
the camera when it is determined that the device is presently located outside of the

restricted area.

53. The device as recited in claim 49, further comprising:

a lighted display located above a keyboard suitable for accommodating textual
input to the handheld communication device and an auxiliary user input located

essentially between the display and keyboard.

54. The handheld communication device as recited in claim 53, wherein said auxiliary

user input is a trackball.

55. The handheld communication device as recited in claim 53, further comprising a
radio transmitter capable of transmitting data to a communication network utilizing radio
frequency signals and a radio receiver capable of receiving data from the communication

network utilizing radio frequency signals.

56. The handheld communication device as recited in claim 55, wherein the data
transmitted between said handheld communication device and the communication

network supports voice and textual messaging,

57. The handheld communication device as recited in claim 53, said keyboard
comprising a plurality of keys with which alphabetic letters are associated, one letter per

key.
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58. The handheld communication device as recited in claim 57, wherein said alphabetic

letters are configured in one of a QWERTY, QWERTZ, and AZERTY layout.

59. The handheld communication device as recited in claim 53, said keyboard
comprising a plurality of keys with which alphabetic letters are associated and wherein at

least a portion of the individual keys have multiple letters associated therewith.

60. The handheld communication device as recited in claim 59, wherein said alphabetic

letters are configured in one of a QWERTY, QWERTZ, and AZERTY layout.



