MUX BOP DATABASE MIRRORING

BACKGROUND

[0601] Well control is an important aspect of oil and gas exploration. When drilling a
well in, for example, oil and gas exploration applications, devices rust be put in place
to prevent injury to persormel and equipment associated with the drilling activities.

One such well control device 18 known as a blowout preventer (BOP).

[00062] Blowout preventers are gemerally used to seal a wellbore. For example,
drilling wells in oil or gas exploration nvolves penetrating a variety of subsurface
geologic structures, or “layers.” Each layer generally comprises 2 specific geologic
composition such as, for example, shale, sandstone, imestone, eic. Each layer may
contain trapped fluids or gas at different formaton pressures, and the formation
pressureé increase with increasing depth. The pressure in the wellbore is generally
adjusted to at least balance the formation pressure by, for example, increasing a
density of drilling mud in the wellbore or fucreasing pump pressure at-the surface of

the well.

{0003] There are occasions during drilling operations when 2 wellbore may penetrate

& layer having a formation pressure substantially higher than the pressure maintained

in the wellbore. When this occurs, the well 1s said to have *taken a kick.” The

- pressure increase associated with the kick is generally producéd by an influx of

formation fluids (which may be & liquié, 2 gas, or a combination thereof) into the

""" wellbore. The relatively high pressure kick tends to propagate from z point of eniry in
------ " the wellbore uphole (from a high pressure region to a low pressure region). 1If the
kick is allowed to reach the suwrface, drilling fluid, well tools, and other drilling
structures may be blown cut of the wellbore. These “blowouts™ often result in
catastrophic destruction of the drilling equipment (including, for example, the drilling

rig) and in substantial injury or death of 1ig personnel.

[0004] Because of the risk of blowouts, blowout preventers are typically installed at
the surface or on the sea floor in deep water drilling arrangements so that kicks may
be adequatsly controlled and “circulated out” of the system. Blowout preventers may

be activated to effectively seal in a wellbore until active measures can be taken to
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control the kick. There are several types of blowout preventers, the most common of

which are annular blowout preventers and ram-type blowout preventers.

Anmular blowout preventers typically comprise annular elastomer “packers”
that may be activated {e.g., inflated) to encapsulate drill pipe and well fools and
cdmpletely seal the wellbore. A second type of the blowout preventer is the ram-type
blowout preventer. Ram-type praventérs typically comprise-a body and at least two
oppositely disposed bonnets. The bonmets are generally secured to the body about
their circumference with, for example, bolts. Alternatively, bonnets may be secured
to the body with a hinge and bolts so that the bonnet may be rotated o the side for

maintenance access.

Interior of each bonnet contains a piston actuated ram. The functionality of
the rams may include iaipe rams, shear rams, or blind rams. Pipe rams (including
variable bore rams) engage and éeai around the drill pipe or well tool left in the
wellbore, leaving the engaged objects intact. In confrast, shear rarms engage and
physically shear the drill pipe or well tools left in the wellbore. Similarly, blind rams
engage each other and seal off the wellbore when no drill pipe or well tools are in the
wellbore. The rams are typically located opposite of each other and, whether pipe
rams, shear rams, or blind rams, the rams typically seal against one another proximate

a center of the wellbore in order 1o seal the wellbore.

As such, many oil and gas bearing formations lie beneath large bodies of
water. Producing wells extending into these formations are equipped with subsea
weliheads and other underwater installations which rest at the ocean or sea floor. As
such, it is customary to provide blowout protection and other related functions
during subsea drilling operations. As such subsea blowout preventer installations
may be eguipped with numerous and varied types of valves, rams, and other
operating controls that may be hydraulically, electro-mechanically, or electro-

hydraulically operated to control wellbore fluids.

in shallow water, many subsea blowout prevenier and flow control
installations are controlled hydraulically. These ali-hydraulic systems may include &
bundle of hydraulic hoses and control lines extending between the surface and
subsea facilities. Alternatively, individual hoses may supply hydraulic power from

the surface to the subsea installation to monitor the status of the subsea eguipment
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and perform control operations. Advantagecusly, these systems are simple, reliable,
and inexpensive for relatively short hosc iengths (i.e., water depths) although
response time may be slow, However, in deep-water installations, the response time

for a hydraulic syster increases and its reliability cecreases.

In response to the demands of deep-water subsea enviromments, electro-
hydraulic systems were introduced to improve the performance of traditional
hydraulic systems in deep water or over long distances. As such, an electro-
hydraulic subsea conirol cable may employ z multiplex (MUX) hose in which
several hydraulic comtrol signals may be multiplexed (e.g., through digital tme
division) and transmitted. The multitade of signals may then be separated out at the
end of the multiplex hose and used to manipuiate valves in 2 control pod of a
blowoust preventer or another subsea component. While 2 multiplex wmbilical hine
may be a hydravlic hose, it should be understood that an electrical line may also

serve as a multiplexing conduit,

Referring initially to Figure [, an example of an offshore drilling umit 10 taken
from .S Patent No. 6,484,806, issued to Childers et al.,, and incorporated by
reference in its entirety is shown. Drilling unit 18 includes a floating drilling rig 12

in water 14 capable of drilling a well into & sea floor 16, Drilling unit 18 is shown

~ connected to a BOP stack 30 having a plurality of ram BOP actuators 94 through a

pair of umbilical cables 22 and 24. As such, electro-hydraulic systems controlling

blowout preventers through hoses require 2 control system.

As such, it may be desirable to archive control system data in a database for
future use or analysis. Particularly, it is desirable for any process control system to
have data storage device, such as & database, in a remote location. Such systems
may need to update and/or store information remotely for either archival purposes or
for retrieval from another remote system. For example, a remote (2.g., international)
manufacturing plant may need to store pertinent production data remotely for
archivaj purpc:sas'. In conirast, a local (e.g., domestic) systein may access the same

remote archive for local display and processing of the production data.

A Gatabase may be a collection of data organized nsefully for the beneflt of 2
sofrware application (e.g., a control system). Typically, a database is associated

with a software-based database manager that performs & variety of tasks {eg.

L2



software application tasks) on the database, the Tange of which vary largely upon the

intended use of the database and the sophistication of the database manager,

[8613] As subsea well drilling is performed in what would be considered to be & harsh
environment, mumerous {hreats exist that endanger subsea squipment. Therefore, 1t
is desirable for subses equipment and systems to be resilient and functional despite
these threats. One way to achieve this Tesilience i to add redundancy to systems
currently in place. Therefore, it is desirable for a control system to have redundant
features, as BOP control systems protect squipiment, the environment, and the ives

of ng operators,

SUMMARY

jGei4] In one aspect of one or more embodiments, an apparatus to remotely archive
data from a blowout preventer cornprises & first system controlier in commumeation
with the blowout preventer and a communications network, @ second system
controller in comrmmication with the blowout preventer and the commutncanons
petwork, & first remote server connected o the communications networle, and a
second remote server connecied to fre communications network. The first remole
server is configurad to archive the data from the blowounr preventer through the first

L

system controller and the communications network. The first remote server is
configursd to archive the deta fromy the blowout preventer through the second
svstemn controlter upon & failure of the first system controller resulting from damage

in an oilfisld compoenesnt.

HHIRY! In one aspect of one or more embodirnents, an apparatus to remotely archive
data from & blowout preventer comprises & fystem controller in COmMIMUEICANOn with
the blowoul proventer ant & communiceiont perwork, & Orst remote server in
communeaton with the communications network, a second remote Server in
communication with fhe communications network. The first remofs server is
configured to erchive the data from {he blowout preventer through the sysiem
controlier and the cormmumications network. The second remote server is configure
to archive the data from the tlowout preventer throngh the system controlier and the
commmunications neiwork wpon a failure of the first remote server resulting from

damage in an oilfield component.
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In one aspect of one or more embodiments, an apparatus to remotely archive
data from a blowout preventer comprises a first system controlier in cormmunication
with the blowout preventer, a communications network, and a redundant network, a
second system controller in communication with the biowout preventer, the
copymumications network, and the redundant metwork, a first remote server in
communication with the communications netwo_rk and the redundant network, and a
second remote server in communication with the communications network and the
redundant network. At least one of the first remote server and the second remote
server is configured to archive the data from the blowout preventer through the
communications network znd at least one of the first system controlier and the
second system controlier. Further, the at least one of the first remote server and the
second remote server is configured to archive the data from the blowout preventer -
through the redundant network upon a failure of the communications network

resulting from damage in an oilfield component.

In one aspect of one or more embodiments, an apparatus to remotely archive -
data from a blowow preventer comprises a first system controller in communication
with the blowout preventer and 2 comrmunications network, a second system
conitroller in communication with the blowout preventer and the communications
network, and a remote server in communication with the communications network.
The remote server is configured to archive the data from the blowout preventer
through the first system controller and the communications network. The remote
server i1s configured to archive the data from the blowout preventer through the
second sysiem controller and the communications network upon z failure of the first

system controller resulting from damage in an oilfield component.

In one aspect of one or more embodiments, a method to remotely archive data
from 2 blowout preventer comprises communicating a first system controller with
the blowout preventer and = commumications network, commmunicating & second
systern controlier with the blowout preventer and the communications network,
connecting a first remote server and a second remote server to the communications
network, archiving the data from the blowout preventer to one of the first remote
server and the second remote server through the communications network and one

of the first system controller and the second system controller, ané archiving the

LN
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data from the blowout preventer through the second system controller upon a failure

of the first system controller resulting from darnage of an oiifield component.

It one aspect of one or more embodiments, a method to remotely archive
blowout preventer data comprises connecting a first system controller, a second
system controller, a first remote server, and a second remoie server to a
communications netWork, receiving the blowout preventer data in the first and
second system controllers, archiving the blowout prevenier data from the first

systern controller to the first remote server, and archiving the blowout preventer data

- from the first system controller to the second remote server upon a failure of the first

[0020]
[0021]

[6022)

[0023]

[0024]

[0025]

[0026]

[06027]

remote server resulting from damage to an oilfield component.

BRIEF DESCRIPTION OF DRAWINGS

Figure 1 shows a prior art oil drilling unit.

Figare 2 shows a database system in accordance with an embodiment of the

present disclosure.

Figure 3 shows an example system in accordance with an embodiment of the

present disclosure.

Figure 4 shows a flowchart for a process in accordance with an embodiment of

the present disclosure.

Figure 5 shows a flowchart for a process in accordance with an embodiment of

the present disclosure.

Figure 6 shows a flowchart for a process in accordance with an embodiment of

the present disclosure.

Figure 7 shows a flowchart for a process in accordance with an embodiment of

the present disclosure.

DETAILED DESCRIPTION

Specific embodiments of the present disclosure will now be described in detail
with reference to the accompanying Figures. Like elements in the various Figures

are denoted by like reference mumerals for consistency.
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In the following detailed deseription of one or more erbodiments, HUMErOUS
specific details are set forth in order to provide a more thorough understanding of
the invention. However, it will be apparent to one of ordinary skill in the art that the
Invention may be practicéd without these specific details. In other instances, well-

known features have not been described in detail to avoid obscuring the invention.

In general, embodiments of the present dié.closure relate to 2 method and a
system to provide remote database mirroring with provisions for local data backup.
More specifically, embodiments of the present disclosure provide remete platforms
to host master and backup databases, in which the contents of the databases will be
mirrored across the remote platforms. Further, the method and the system provide
writes to the local disk upon failure of the remote platforms. The local writes may

be automatically updated to the master database upon restoration. |

Figure 2 shows a system 200 for remotely archiving data frorn a local locaton
202 that inciudes a first system controller 240 including a first local processor 241, a
first loca! storage device 246, a first archiving apphication 242, and a first set of
blowout preventer data 244 that is to be archived to a remote database 204. It shoutd
be understood that local storage device 246 may be any device known to one of
ordinary skill in the art including, but not iimited to, magnetic drives, flash memory,
volatile memory, and optical drives. " Furthermore, first system controlier 240 may
be part of a process control system that updates or stores data remotely, or first
system controiler 240 may teceive first set of blowoul preventer data 244 for
archival from another source, such as from & device connected through a
communication system 230, or first set of BOP dafa 244 may originate on first

system controlier 240 in some other fashion.

1n operation, first archiving application 242 directs first system controller 2440
in n attempt to archive first set of BOP data 244, First archiving application 240
inifially operates in 2 primary mode, which instructs first system controlier 240 to
carry out the process of archiving data. In one embodiment, when first system
controlier 240 has first set of BOP data 244 that needs to be archived, first archiving
application 242 operaiing in primary mode directs first system controlier 240 n
sending first set of BOP data 244 to remote database 204 for archival. Furthermore,

in a case where remote database 204 is unavailable, first archiving application 242
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operating in primary mode may direct first system controller 240 to write first set of

. BOP data 244 to first local storage device 246,

Furthermore, system 280 inciudes a second system controlier 250 configured
to provide redundancy in the event of a failure of first system controlier 240. In one
embodiment, first system controller 240 is configured to communicate with second
system controller 250 through communicafion system 230, such as a local area
network (“LAN™) or a wide area network (“WAN™), As such, sscond system

controller 256 includes a second local processor 251, a second local storags device

256, 2 second archiving application 252, and a second set of blowoul preventer data

254, Preferably, second set of BOP data 254 is identical to first set of BOP data 244
on first system controller 240 and may be obtained by second system controller 250

in a manner similar to that of first system controller 240.

1t should be undersiood by one of ordinary skill thet BOP data (e.g., sets 244,

254) may include any measureble or recordable information (e.g., wellbore pressure,

~ wellbore temperature, ram position, ete.) retated to the operation and control of a

remotely located (e.g., subsea) blowout preventer.  The ability to archive and
retrieve BOP data may be especially useful in monitoring and controlling the
wellbore as it is drilled. As mentioned above, a blowout preventer is an important
safety tool useful in controlling adverse wellbore pressure events and preventing
damage to operators, equipment, and the environment. As such, archived historical
BOP data may be useful in predicing wellbore behavier for the same or a similar

well in the future.

Particularly, current operating conditions may be compared with hastorical
data in an attempt to predict wellbore pressure events {e.g., blowouts and kicks}
earbier than would be possible without the historical data. For example, a well about
o experience a kick may output BOP data resembling data preceding a kick stored
in the historical database. As such, analysis of historical data may be able io
indicate that a kick is likely to happen earlier than would be predictable with onty
real-fime BOP data. Such foresight may be even more valuable in circumstances
where blowout preventers are remotely controlled, and a commumication delay may
exist between the BOP and the operator. In such a case, detecting a wellbore kick
mere seconds earlier than would be detected otherwise may make the difference

between controiling the kick or not.
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Second archiving application 252 executing on second system controller 250
may be identical to first archiving application 242 executing on first system
controlier 246. However, as only one of archiving apphications .242, 252 may
operate in primary mode, the other will operate in a secondary mode. Second
archiving application 252 initially operates in secondary mode, which does not

require second system countroller 250 to archive data.

System 200 is shown including two system controllers 240, 256 to provide a
level of redundancy in case one system controller fails. For example, if frst
archiving application 242 executing on first system controller 240 is operating in
nrimary mode and either first archiving application 242 or first system coniroller
240 fails, second archiving application 252 on second system controller 250 may
switch to operate in primary mode. This allows second system controlier 250 to
carry out the process of archiving data, just as first system controlier 240 did prior to
the failure. In addition, when the functionality of first system controller 240 or first
archiving application 242 1s restored, first archiving ap;ﬁication 242 may either

switch back to primary mode or operate in secondary mode.

Sirnilarly, in 2 case where second archiving application 252 1s operating in
primary mode and either second archiving application 252 or second system
controller 230 fails, then first archiving application 242 may switch to cperaie in
primary mode. 1n short, either first system controller 246 or second system

controlier 250 may act as a redundant system controller for the other.

While first system controller 240 and second system controlier 250 may
perform the same task, they may nonetheless incinde different types of processors.
For example, system controllers 240, 250 may have different types of hardware
and/or software platforms for durability. Particularly, certain events and/or
conditions mey cause failure in one type of hardware/software platform, but not
others. For example, one sytem comtroller may include a WINDOWS platform
while the other includes a LINUX platform. Additionally, system 200 may inciude

more than 2 system controllers to provide an additional level of redundancy.

In one embodiment, an archiving application operating in secondary mode
may direct its respective system controller to continuously back up raw data for a

specified tims interval to the local storage device. For example, if sscond archiving



RN

[0046]

[0041]

[0042]

[0043]

application 252 is operating in secondary mode, second system controller 258 may
be directed to keep the past 5 minuies of data to be archived on second local storage
device 256. Thus, if second archiving application 252 were to switch o operate in

primary mode there would be no data lost during the transifion.

Next, first systemn controller 240 and second system controller 250 are both
shown configured to communicate with remote database 204 via communication
system 230. Optionally, remote database 204 may inciude a database operating in a
master mode and a database operating in & backup mode, wherein each would be
located on either a first remote server 210 or a second remote server 220. Remote
servers 210, 220 may be located in separate geographical locations from system

controllers 240, 250, each other, or both.

As such, system 260 includes first remote server 210 conbgured to
communicate with first and second éystem controllers 240, 250 via communication
systern 230. First remote server 210 includes a first remote processor 211 and a first
database 212 that constitutes a part of remote daabase 204. First database 212
initially operates in master mode, and is therefore acting as the master database.
Syst.em 200 also includes second remote server 224, configured to communicate
with first and second system controllers 240, 250 via commumcation system 230
Second remote server 220 inciudes a second remote processor 221 and a second
database 222 that constitutes a part of remote database 204. Second database 222

initially operates it backup mode, and s therefore acting as the backup database.

A database operating in master mode ensures that any data recetved that is to
be archived is archived in the datebase. Furthermore, system 260 is configured such
that the backup database mirrors, or copies the data of, the master database. Second
remote server 220 is configured to communicate with first remote server 216 via
communication system 230 so the backup database majf mirror the master database.
Because of this mirroring function, first database 212 on first remote server 210 and
second database 222 on second remote server 220 preferably contain identical sefs
of data. This ensures tha{ remote database 204 has a level of redundancy in case one

of databases 212, 222 or remote servers 210, 220 fails.

Therefore, in 2 case where first datebase 212 or second database 222 fails, the

systemn as a whole will not fail, due to the redundancy present in remote database

10
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204. For example, in a case where either first database 212 functioning in master
mode or first remote server 210 fails, second database 222 on second remote server
220 may switch fo operate in master mode, thereby performing the functions of
failed database 212. As first datebase 212 and second datebase 222 have identical
sets of data provided by the mirroring, no data will be lost in the case of a failure and
the switch will be seamless. Furthermore, when first database 212 is restored it may
switch to operate in backup mode so that it may mirror second database 222

operating in master mode.

[0044] Similarly, in a case where second database 222 operating in muasier mode or
second processor 220 fails, then first database 212 may switch to operate m master
mode. In short, either first database 212 or second database 222 may act as z
redundant mirrored database for the other, Further, as with system controllers 240,
250, remote servers 210, 220 may include differing hardware/software platforms to
accormplish their tasks. Furthermore, system 200 may include more than 2 remote

servers.to provide even greater levels of redundancy.

10045 In one embodiment, first remote server 210 and second remote server 226 may
be storage nroviders such as a server, a processing device having an internal storage

gep ;ax
device, a processing device commected fo an exiernal storage device, Or any

equivalents thereol.

16046] In one embodiment, first archiving application 242 functioning in primary
mode sends frst set of BOP date 244 to the master datebase. In such an
embodiment, first archiving application 242 operating in primary mode may detect
on which of remote servers 218, 220 the database 212, 222 operating in master mode
resides. First archiving application 242 operating in primary mode then sends first
set of BOP data 244 to first remote server 210 or second remote server 220 on which
the database operating in master mode resides. In another embodiment, first
archiving application 242 atternpts fo send first set of BOP data 244 to first remote

server 210 before attempting a send to second remote server 220.

[0647] in & case where Srst archiving application 242 operating in primary mode
cannot send first set of BOP data 244 to remote database 2064 due to a failure of both
databases 212, 222, remote servers 2106, 220, or communications system 230, first

archiving application 242 may write first set of BOP data 244 fo first local storage

fa—
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device 246. Thus, no data is lost even in a case where both databases 212, 222 have
completely failed or are otherwise unavailable. Data that is written to first local
storage device 246 in this situation may later be upcated to remote database 204
upon restoration. For example, in a case where data is written to first local storage
device 246 due to an inability fo write to remote database 204, after restoration, first
archiving application 242 operating in primary mode may send the wriiten data to
the restomd master database. Similarly, the same process also relates to second
archiving application 252 and its related components when the second archiving

application 252 is operating in primary mode.

Communication system 230 facilitates commmunication between componénts il
system 200. The communication between components in system 200 may be in the
form of sending and receiving date between the components, wherein the data 1s a
set of data to be archived or other data necessary for the functionality of system 20€.
Further, communication system 230 may inclode any type of communication means,
such as & LAN, WAN, Bthernet bus, satellite, cellular, any other type of wired or

wireless link, end equivalents thereof,

Furthermore, communication system 230 may comprise a plurality of
networks or communication mechamisms. Particularly, two components configured
to communicate with esch other may communicate through more than one
communication mechanism. For example, first systcni controller 240 and second
system controller 250 may be connected to each other through more fhan one local
area nerwork. The plurality of networks may serve as ap additional level of

redundancy in system 20¢.

Such redundancy in system 200 allows BOP data and control information to
he archived even in the event of damage to one or more oilfield components. As
used herein, “oilfield components” maey include components of system 200 (or
system 300 of Figure 3) or any other component that may affect the vigbility of the
drilling operation. For example, blowout preventers, mooring lines, umbilical
cables, subsea wellheads, hydraulic lines, subsea risers, valves, and communication
lines may be considered oilfield components. Nonetheless, in certain remote
monitoring schemes (e.g., subsea wellhead installations), BOP date must tavel great
distances through hazardous conditions to get from 2 blowout preventer to an

archiving server {e.g., 210 and 220). For example, in 2 subsea drilling environment,

12
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surface weather (e.g., tropical storms, ete.), subsea environmental conditions (e.g.,

cnrrents, seismic events, etc.), construction and maintenance operations (e.g.,

"éemOteiy operated vehicle collisions, careless divers, etc.), and undersea plant and

anirnal life {e.g., barnacles, coral growth, whales, etc.) may result in a loss of one or

more oilfield componenis.

Having redundancy (i.e., multiple remote servers 210, 220, systemn controllers
240, 250, and networks 230) in system 206 allows it to continue to function and
archive BOP data in the event one or more oilfield components fail. For example,
multiple networks linking subsea and surface oilfield components may be encased in
separate umbilical lines extending therebetween such that if one umbilical 1s
physically damaged, the other is capable of carrying out the archiving and control
tasks. Similarly, backup system controllers (e.g., 240} may contimue to record and

transmit BOP data in the event a primary controller {(e.g., 250) becomes imoperable.

Referring now to Figure 3, 2 system 300 for archiving data in a control system
such as MUX BOP control system is shown. System 300 inciudes a first system
controlier 340 having (in a manner similar to 240 of Figure 2) a first local processor, '
a first local storage device, 2 first archiving application, and & first set of BOF data
that is to be archived. First archiving application is initially set to operate in pramary

mode and first sysiem controller 346 is connected fo a first network switch 332.

Additionally, a second system controiler 350 configured to communicate with
first system controller 340 is conmected to first network switch 332, Second system
controlier 350 may also include = second local processor, a second local storage
device, a second archiving application, and & second set of BOP data. Second set of
BOP date may be identical to first set of data and second system controller 350
provides a redundasnt system controller for system 300 in a manner similar w second
sysiem controlier 250 of system 200 (Figure 2). Firs;: system controlier 340 and
second system coniroller 350 function similar to first system controller 249 and

second system comtroller 256 of systerr1 200 described above,

As shown, first network switch 332 is connected to a first MUX network 336,
which is part of a MUX BOP control system. Generally, a MUX network may be
defined as a network in which multipie signals are combined and transported over a

single transmission channel. Additionally, a first remcte server 310 and a second



remote server 320 are connected to first MUX network 336. Thersfore, first system
controller 340 and the second system controller 350 communicate with first remote
server 310 and second remote server 320 through first network switch 332 and first
MUX network 336,

[0055] First remote server 310 has a first remote processor and a first database
mitially oparﬁting in master mode. Second remote server 320 has a second remote
processor and 2 second database initially operating in backup mode and provides a
redundant remote server for system 300 similer to second remote server 220
provided in system 200 of Figore 2. First remote server 310 and second remote
server 320 function similarly to first remote server 210 and second remote server
230 of system 200 described above, Moreover, the first database on first remote
server 310 functions similarly to first database 212 on first remote server 216, and
the second databasc on second remote server 320 fanctions similarly to second
database 222 on second remote server 220, First and second remote servers 310,
320 mey be further connected to a data archive synchronization network 338 that
facilitates comumunication between the two servers, enabling mirroring of the

databases on Frst remote server 310 and second remote server 320.

{00561 Additionally, first system congroller 346 and second system controlier 35¢ are
each comnected to a second network switch 334, which, in turn, 15 connected to a
second MUX network 337. First rernote server 310 and second remote server 320
may aiso be connected to second MUX network 337. Connecting the components of
system 300 together via sscond network switch 334 and second MUX network 337
provides an additional level of redundancy for system 300. Second network switch
334 and second MUX network 337 are capable of ensuring the system remains
functional even in the event first network switch 332 or first MUX network 336
fails. Furthermore, it is possible to add additional network components 1© system

300 in order to provide greater redundancy.

{0057} Referring now to Figure 4, a flowchart showing the steps executed under the
direction of an archiving application operating in primary mode is shown. The steps
may be executed by a system controller on which the archiving application operating
in primary mode resides, such as first system ocontrolier 240 or second system
controller 250 of Figure 2. First, step 402 determines if there is any BOP data w

archive. If there is no BOP data to archive, step 402 is repeated uniil there 15 BOP

14
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data to archive. When there is data to archive, step 404 sends the BOP data to & first
remote server (e.g., 210 of Figure 2). Next, step 406 determines whether the data
was sent successfully, A successful send is achieved if all of the BOP data s
received on the first remote server such that the data may be archived in the
dafcab.ase. If the data was sent successfully, step 402 is executed again. If the data
was not sent successfully, step 408 sends the BOP data to a sscond remote server
(e.g., 220 of Figure 2). Next, step 410 determines whether the BOP data was sent to
the second remote server sdccessfully. If the BOP data was sent successtully, step
402 is executed again. If the data was not sent successfully, then the system
controlier is unable to communicate with remote database 204, and step 412 writes

the BOP data to o local storage device.

Referring now to Figure 3, a flowchart showing the steps executed in order to
archive BOP data written to 2 local storage device is shown. The steps in Figure 5 -
are preferably executed by a system controller, such as first system controller 240 or
second system controlier 280 of Figure 2. First, step 502 determines whether there
is BOP data on the local storage device of the system controlier. If there 1s ne BOP
date on the local storage device, step 502 is repeated until there is data on the local
storage device. When there is BOP data on the local storage device, step 504 sends
the data to a first remote server {e.g., 210 of Figure 2). Next, step 506 determines
whether the data was sent successfully. A successful send is achieved if all of the
ROP data 15 received on the first remote server so that the data may be archived in
the database. If fhe data was sent successfully, step 508 removes the data from the
local storage device, ‘and step 502 is executed again, If the dara was not sent
successfully, step 514 sends the BOP datz to 2 second remote server {e.g., 220 of
Figure 2). Step 512 determines if the data was sent to the second remote server
successfully, If the data was not sent successfully, step 302 is executed, repeating
the process of archiving BOP data written to & local storage device. If the data was
sent successfully, step 508 may remove the BOP data from the jocal storage device,

and then step 502 is executed.

Referring now to Figure 6, a flowchart showing the steps executed under the
direction of a database operating in the master mode is shown. The steps may be
executed by the remote server on which the database operating in master mode

resides, such as first remote server 210 or second remote server 220 of Figure 2.
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Step 602 determines whether a database operating in backup mode 1s operational.
This step is provided such that in & case where a database operating in backup mode
is not operational, the database will be updated to mirror the database operating in
master mode as soon as it is restored. If the database is operafional, step 604
determines if there is BOP data to archive. If there is no data to archive, steps 602
and 604 are looped until there is date to archive. If there is BOP data to archive,
step 606 archives the BOP data to the master database. Next, step 608 mirrors the

database operating in master mode onto the database operating in backup mode.

If step 602 determines that the database operating in backup mode is not
operational, step 620 determines whether there is any BOP data to archive. If there
is data to archive, step 622 archives the BOP data to the master database. Next, siep
624 determines if the database operating in backup mode is operational yet. If the
database is not yet operational step 620 is executed again such that any further BOP
data may be archived. If step 624 determines that the database is operational, then
step 626 mirrors the database operating in master mode onto the database operating
in backup mode, and step 602 is executed again, Thus, the database operating in
master mode is not unduly delaved in archiving BOP data, and the database

operating in backup maode is updated to mirror the database operating in master

- mode as soon as 1t 1s restored.

Referring now to Figare 7, a flowchart showing the steps executed under the
direction of 2 database operating in backup mode is shown. The sieps may be
sxecuted by the remote server on which the database operating in backup mode
resides, such as first remote server 210 or second remote server 226 of Figure 2.
The steps serve to enable the database operating in backup mode to switch to operate
in master mode in & case where the master database fails. Step 702 determines
whether the database operating in master mode 18 operational. If the database 15
operational, step 702 repeats until the darabase is not operational. If the database
operating In master mode s not operé;tional, step 704 switches the backup database

to operate in master mode.

The invention descrived herein may be used with & variety of different
systems. For example, the systemn may be used with any process control system that
needs to npdate and/or store information remotely for sither archival purposes and/or

for retrieval from another remote system. For examiple, 2 remote(e.g., international}
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manufacturing plant may need to store pertinent production data remotely for
archival purposes, A local (e.g., domesfic) system could access the same remote
archive for local display and processing of the production data. Furthermore, the
system may be used with any system where information needs to be stored reliably
in a remote location with mulfiple redundancies in place to handle the various failure

scenarios to ensure ne loss of data.

Systerms 200 and 300 exhibit meny advantages over other systems that may be
used for a similar purpose. The databases, system controllers, remoie servers, and
communication networks may be considered common points of failure. Systems
200 and 300 provide redundancy in these elements so that if something does fail, the
systern. may continue to be operational. Additionally, local data writes may be
employed to prevent data loss even when the entire remote database has failed, ie,
the master and backup databases are unevailable. Furthermore, the database
mirroring ensures that the plurality of datebases do not become out of sync. These
advantages are especially important in MUX BOP conirel systems, as it is crucial
that the systems in use remain operationsl despite the inevitable failures caused by

harsh conditions.

While the invention has been described with respect to a lirnited number of
embodiments, these skilled in the art, having bepefit of this disclosure, will
appreciate that other embodiments may be dévised which do not depart from the
scope of the invention as disclosed herein. Accordingly, the scope of the mvention

should be limited only by the atfached claims.
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What is claimed 1s:

1. An apparatus to remotely archive data from a blowout preventer, the apparatus
comprising:

a first system controller in communication with the blowout preventer and a
communications nefwork;

a second system controller in communication with the blowout preventer and the
communications network;

a first remote server connected to the communications network; and

a second remote server connected to the communications network;

wherein the first remote server is configured to archive the data from the blowout
preventer through the first system controller and the communications network;

wherein the first remote server is configured to archive the data from the blowout
preventer through the second system controller upon a failure of the first system controlier

resulting from damage in an oilfield component.

2. The apparatus of claim 1, wherein the second remote server is configured to archive the
data from the blowout preventer through the second system controller upon a failure of the first

system controller from damage in the oilfield component.
3. The apparatus of claim 1, wherein the second remote server is configured to archive the

data from the blowout preventer through the second system controller upon a failure of the first

system controller and the first remote server from damage in the oilfield component.
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4. The apparatus of claim 1, wherein the first system controller is configured to archive the
data from the blowout preventer to a local storage device upon a failure of the communications

network from damage in the oilfield component.

5. The apparatus of claim 1, wherein the second system controller is configured to archive
the data from the blowout preventer to a local storage device upon a failure of the first system

controller and the communications network from damage in the oilfield component.

6. The apparatus of claim 1, wherein the second system controller is configured to backup

the data from the blowout preventer for a specified time interval to a local storage device.

7. The apparatus of claim 1, wherein a portion of a storage device of the second system

controller is configured to mirror a portion of a storage device of the first system controller.

g. The apparatus of claim 1, wherein a database of the second remote controller is

configured to mirror a database of the first remote server.

9. The apparatus of claim 1, wherein the communications network comprises a MUX
network.
10. The apparatus of claim 1, further comprising a redundant network.
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11.  The apparatus of claim 10, wherein the first remote server is configured to archive the
data from the blowout preventer through the first system controller and the redundant network

upon a failure of the communications network from damage in the oilfield component.

12, The apparatus of claim 10, wherein the first remote server is configured to archive the
data from the blowout preventer through the second system controller and the redundant network
upon a failure of the first system controller and the communications network from damage in the

oilfield component.

13, An apparatus to remotely archive data from a blowout preventer, the apparatus
comprising:

a system controller in communication with the blowout preventer and a
communications network;

a first remote server in communication with the communications network;

a second remote server in communication with the communications network;

wherein the first remote server 1s configured to archive the data from the blowout
preventer through the system controller and the communications network;

wherein the second remote server is configured to archive the data from the
blowout preventer through the system controller and the communications network upon a failure

of the first remote server resulting from damage in an oilfield component.
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14. An apparatus to remotely archive data from a blowout preventer, the apparatus
comprising:

a first system controller in communication with the blowout preventer, a
communications network, and a redundant network;

a second system controller in communication with the blowout preventer, the
communications network, and the redundant network;

a first remote server in communication with the communications network and the
redundant network; and

a second remote server in communication with the communications network and
the redundant network;

wherein at least one of the first remote server and the second remote server is
configured to archive the data from the blowout preventer through the communications network
and at Jeast one of the first system controller and the second system controller;

wherein the at least one of the first remote server and the second remote server is
configured to archive the data from the blowout preventer through the redundant network upon a

failure of the communications network resulting from damage in an oilfield component.

15. A method to remotely archive data from a blowout preventer, the method comprising:

communicating a first system controller with the blowout preventer and a
commnpiunications network;

communicating a second system controller with the blowout preventer and the
communications network;

connecting a first remote server and a second remote server to the
communications network;

archiving the data from the blowout preventer to one of the first remote server and
the second remote server through the communications network and one of the first system
controller and the second system controller; and

archiving the data from the blowout preventer through the second system
controller upon a failure of the first system controller resulting from damage of an oilfield
component,
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16. The method of claim 15, further comprising connecting the first system controller, the
second system controller, the first remote server, and the second remote server to a redundant

network.

17.  The method of claim 16, further comprsing archiving the data from the blowout
preventer through the redundant network upon a failure of the communications network from

damage of the oilfield component.

18.  The method of claim 15, further comprising archiving the data from the blowout
preventer to the second remote server upon a failure of the first remote server from damage of

the oilfield component.

9. The method of claim 18, further comprising mirroring a database of the first remote

server with a database of the second remote server upon restoration of the first remote server.

20.  The method of claim 15, further comprising backing up the data from the blowout
preventer to a local storage device of the other of the first system controller and the second

system controller for a specified time interval.

21. A method to remotely archive blowout preventer data, the method comprising:

connecting a first system controller, a second system controller, a first remote
server, and a second remote server to a communications network;

receiving the blowout preventer data in the first and second system controllers;

archiving the blowout preventer data from the first system controller to the first
remote server;, and

archiving the blowout preventer data from the first system controller to the second
remote server upon a failure of the first remote server resulting from damage to an oilfield

component.
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22. The method of claim 21, further comprising archiving the blowout preventer data from
the second system controller to the first remote server upon a failure of the first system controller

form damage to the oilfield component.

23, The method of claim 21, further comprising archiving the blowout preventer data from
the second system controller to the second remote server upon a failure of the first remote server

and the first system controller from damage to the oilfield component.

24,  The method of claim 21, further comprising connecting the first and second system

controllers and the first and second remote servers to a redundant network.

25.  The method of claim 24, further comprising archiving the blowout preventer data from at
least one of the first and the second system controllers to at least one of the first and the second
remote servers through the redundant network upon a failure of the communications network

from damage to an oilfield component.

23



MUX BOP DATABASE MIRRORING
Abstract

An apparatus to remotely archive data from a blowout preventer includes a first system
controllef in communication with the blowout preventer and a communications network,
and 2 second system controller in communication with the blowout preventer and the
communications network. A first remote server and a second remote server are connected
to the communications network. The first remote server is configured to archive the data
from the blowout preventer through the first local controller and the communications
network. The first remote server is also configured to archive the data from the blowout
preventer through the second system controller upon a failure of the first system

controller resulting from damage in an oilfield component.

Fig. 2
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