CLI ENT- SI DE MULTI MEDI A CONTENT TARGETI NG SYSTEM
BACKGROUND OF THE | NVENTI ON TECHNI CAL FI ELD The
invention relates to the targeting of nultinmedia
content to a viewer via a client system More
particularly, the invention relates to using viewer
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model of these systems is that of centralized management and control driving
down the incremental cost of deploying client systems.

However, this model has significant costs that must be considered. For
instance, the incremental cost of adding a new client system may be quite high.
Additional network capacity must be available, sufficient computing resources
must be available to support that client, including storage, memory and
computing cycles, and additional operational overhead is needed for each client
because of these additional resources. As the central servers become larger and
more complex they become much less reliable. Finally, a system failure of the
server results in all clients losing service.



distributed to each client, which enables nore conpl ex
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However, television viewers show a high degree of interest in choice and
control over television viewing. A proper distributed database management
system is described in U.S. Patent Application Ser. No. 09/422,139 also owned
by the Applicant, and described below, that addresses the many problems with
the approaches described above. A distributed database management system
enables a client to easily maintain the data in its local database and to
synchronize its local database with the main server database. It also provides a

secure data transmission link between a server and its clients.



synchroni ze its | ocal database with the main server
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A preferred embodiment of the invention schedules the recording, storing,
and deleting of multimedia content on a client system storage device. The
invention accepts as input a prioritized list of program viewing preferences which
is compared with a database of program guide objects. The program guide
objects indicate when content of interest are actually broadcast.

A schedule of time versus available storage space is generated that is
optimal for the viewer's explicit or d erived preferred content. T he viewer may
request that certain content be captured, which results in the highest p ossible
priority for those content. The viewer may also explicitly express preferences
using appurtenances provided through the viewer interface. Preferences may



A schedul e of tinme versus avail abl e storage space is
generated that is optimal for the viewer's explicit
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Fig. 2 is a block schematic diagram of the structure of a viewing object in
computer storage for programmatic access according to the invention;

Fig. 3 is a block schematic diagram showing how the schema for a viewing
object is structured in computer storage for programmatic access according to
the invention;

Fig. 4 is a block schematic diagram showing an example graph of
relationships between viewing objects which describe information about
programs according to the invention;

Fig. 5 is a block schematic diagram showing an example graph of
relationships generated when processing viewer preferences to determine

programs of interest according to the invention;
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DETAILED DESCRIPTION OF THE INVENTION

The invention is embodied in a client-side multimedia content targeting

system. A system according to the invention provides client-based content
targeting for viewers. In addition, the invention provides a system that protects a
viewer's personal information by retaining the personal information within the
viewer’s client system.

The invention is embodied in a television viewing information transmission
and collection system that improves the ability of the individual viewer to select
and automatically timeshift television programs while providing opportunities for a
service provider to enhance and direct the viewing experience. The invention
describes a system which is fully distributed, in that calculations pertaining to an

individual viewer are performed personally for that viewer within a local client
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reliable view of the objects in the database and the relationships between them is
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Basic Television Viewing Object Principles

Referring to Fig. 2, television viewing objects are structured as a collection
of “attributes” 200. Each attribute has a type 201, e.g., integer, string or boolean,
and a value 202. All attribute types are drawn from a fixed pool of basic types
supported by the database.



The view ng obj ect database provides a consistent
abstract software access nodel for the objects it
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change application software when schemas are changed, added or deleted.
Schema objects are handled the same as all other viewing objects under the
methods of this invention.

Referring again to Fig. 2, each object in a database is assigned an “object
ID” 203 which must be unique within the database. This object ID may take many
forms, as long as each object ID is unique. The preferred embodiment uses a 32-
bit integer for the object ID, as it provides a useful tradeoff between processing
speed and number of unique objects allowed. Each object also includes a
“reference count” 204, which is an integer giving the number of other objects in
the database which refer to the current object. An object with a reference count
of zero will not persist in the database (see below).



There is one special object type p redefined for all
dat abases called the schema type. Each schema
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The reéere@@pec@u@t pn a Yipwinghobjegtis inriegrenied &y ang faieach directory
r bjiect. An object with a reference count of
wlﬁglﬁ(ggf:%hfo ot persist in the database (see below). 7
One specific type of view ng object is the "directory”

Obj ect Adlrectory obj ect mai ntains a |ist of Obj ect
od A/ xpfHDatabase Sransistenavhand A6

S'Sr S(%Frugw I‘f%’{ga%ﬁﬁr}%g{@%b dél‘l‘ &em%%ﬁmgh{ tﬁw%rlxvémo%cltssto insure

erel1s a Si

thai eacndaiablaed replicctentaihk datetrizly’ dmtstermtl ategit timgs, éﬁ’ftEthat this
sequence, of directory objects traversed starting

consistengat isytemasFgilamaintadad Withewt mﬁ@rqnceﬁe hfedetageses or
th%nBSEz&Sh{' %Rﬁﬁé‘&ﬂ)d $oC#d eéiarﬁ‘ratl p@t%‘ ré hi ol %Q%lﬁriarr]wce that

ndi cat es” a” par oca ion W
traﬁmnlbmenamcboldzerltldmanpenmloas lo;aippﬁrem Mrrmlyalmanner or with any

di t t in.t t b A bj ect
Ao PO DEREY s BT (BSCRA PP UG TSkl Whatt for many
mORGisO WAl a Wsﬁﬁé’sﬁoﬁ‘%@%hé‘ m is ﬁﬁalff&@éﬁ%l%e tl‘fé’ﬁé‘ﬁhcahon of

onawevvlngOJect is incrénmented
objecnteonmtyalwa/ma; cesuleinea consistent subsbbdfsthboserveedatabase even if

t b Oh BORSRIe, o 430Ul B RUcls oGBS aRnErnG dhe caaptral and clent
dtaNAd A bSmbRté BFNEfronization.

Even more serious, there can be no guarantee of a stable operational

environment while the database is in use or being updated. For example,
electrical power to the device may cease. This invention treats all database
. updates as “transactions”, meaning that the entire transaction will be completed,
or none of it will be completed. The specific technique chosen is called “two-
phase commit’, wherein all elements of the transaction are examined and
logged, followed by performing the actual update. One familiar in the art will
appreciate that a standard journaling technique, where the transaction is staged
to a separate log, combined with a roll-forward technique which uses the log to



that each database replica remains internally

consistent at all tinmes, and that this consistency is
automatically nmaintai ned without reference to other

dat abases or the need for connection to the central

site. There is no assurance that transm ssion or
repelt gedrtiain upEateat itiedts wea@pien progress i whel thentigifurer occurred, is
with any assured periodicity. For instance, a client
suffigieatiofdyisureese: of f for many nonths; when a

trangpys 0 \ f) I j , « ” .
TR R ALl ARG Sl LAY SoREPT M, VS, whi
chearipeiss tveitht éa&tserthanfget te ﬂmv@mjedlat thesesrsieveratiribute tmay be
is not ossible to traﬁns_m't all objects needed to

represRyieh ascannpapioarally| INgrasingatieeRiesr MY Ehfptentation that
cra%Rishs PROFS hf&”ord@ ifig cTYersiahs. | PiS schdfiaCiof %‘&ch wodliet that may

guarantee of a sta operational environnent
bé hepla:taatedbaseiudes iam atdbaie balledy ‘squoted edbrsibnt whicmihdicates the
r to,the device ma [

| ectr . Th
vrR R opfeEhTiom hiinidas e stnlcaeds |
"t angRSHifdiSn - of B ARWhg! BBlec %e@nﬁ?t @ubFa?ﬂéé‘%bp%very client

will be conp?ete or none of’ It w be co
retleiyes;ibat bbject. eEdrmmtanaehad'ele the cljeteis bewng- brpladsast external
wherei n all ment s ofthef a?actlona

foBfaR I Shg UnPBYge O SPFERER OBPTBeR T B RgSTHRSION Sequence.

VRt bbjR4a neay Qéeccﬁrﬁiﬁhen)arreﬂréhérﬁﬁteﬁrtb ¥lércome these problems
appreci ate that a standard journaling technique,

mehbingrthat e same ebjectalglay be presegmfcutrepllcgi,lommnﬁlptmﬂmes It
0

f dt h t he,.l t
s pRaBrlAla i Rt s deiaesr puiSGrasdinbean Bhist to be
refpﬁcéteaelsoreeervead asl the varkfonChembet Wil 'bh; ﬁtd?e'rfnléﬁféi‘} afdugh no
required derived attribute of every object is the

chranges haa"actuallyc Recigmeshglddifipnallys it His clesirgble: & taveid initiating a

b MR P Bbist h B g8 Y SesssaR:” 28Rk GG RRe System
resenfeseireajdneQmdadurirgy € @b@sadidipnot oni ¢ orderi ng of
versions. The schema for each object that may

r epl TwataRproaehastre eambinetite meeoluertmlemmblem d%rst most obJects

AT e, SRR i T R aBRAR gt i

thei ebjeoyisohpeohgeioeslid)cdndyshoaldt be diisedrded eVWyhen aenéw object is
recei ves that object. For instance, while the object

receves the bPsuEtiga: imexisechgrked, aenerf@esebwcasdrscarded if it has
eﬁ%ﬁg%glrm fERble’Y oBREld Whos! trhRENidAOS 5 S3éi80ed in some

fashion, but it does not handle multiple receptions of the same unexpired object.

The source version attribute handles this problem. When a viewing object
is transmitted, this attribute is copied from the current version attribute of the
source object. When the viewing object is received, the source version of the
received object is compared with the source version of the current object. If the
new object has a higher source version attribute, it is copied over the existing
object, otherwise it is discarded.

It is assumed that a much greater number of viewing objects are
transmitted than are of interest to any particular client system. For example, a

“channel” viewing object which describes the channels on a particular cable



Vi ewi ng objects may be continually retransmtted to

overcone these problens, neaning that the sanme object

may be presented for replication nultiple tines. It

is inappropriate to sinply update the database object

each tinme an object to be replicated is received, as
systeen Ve 0§ inoninteraseto olidnts tached elwesthed cabiehsygiémso Because of

change has_actually occyrred. Additional]y,, it is .
th SUPRAEOf Gontera A EHANG OiPCIRdadhd shtetAss, dhpeuld be
ad%n@&jre%% fof rédeivet HB%%%E@S_ B¢ YiltefH'Sh %?rﬁé}bétﬁilff)féé f"addition to

uri WO

resources are consune ng a transacti on.
thegp rdssclibsd aalsoven nbhe ddvardione sctomptishes ihisbbgrsing a filtering

MG HENC T R S
filtgﬁggg}r%% i\QNtHr?%%H drﬁrdﬁﬂid@oé‘%u_té(ﬁb'&de%o?ﬁ@khg, Bérhaps as a

en a new o JeCt I S receil ved, t
seguphcatdfonommands whisbkeals been whristeobjvitbt specitarkiewledge of

if it . ha expired. irati handl es obj ects whose
vapipuh SIS T 2 BpuERY FROUSTRE ARTe: on. but it does

not |Ran@leFefrettdrAbSdinRHE R tRE Snedntiohe aSHBrUASEEl isedkfined for

obj ect. The source version attribute handles this

egshobbjest tywewhick iindicaigsowhet ttiribvtas are mequiser, showd not be

attribute is copi.ed f.romt r.ent, version,attribute.,.
prisenty B e, P BafiEs o Ghnlof S B i Siabugbip dordudition to
thé efhyash. @he_smwcm her ait Q/WIIQEaéIiTSE apPﬁé‘cﬁéttéetﬂa@hii@ﬂter object
is conpared with the source version of the current

mayj eentain fexegutabipvceds dot spae forngHarhapsirae aesequsnce of

[ ut it 18 CGRJ Q exi Sk n | ec
o B Sori e, 45Es TS, comoar
atfiibeitésand wiibibuteYalue s of bbjeebbemigsfiltared, tadsanmg ihta@tindication of
than are of interest to any Eart‘l cular client system

Wf?he@mmj@,ct ghould herthe subieceaf Tithekpertesaic: hg
e opelty SPRECERT TP heoRBpbhE Rt Bindi ke’ (B ReEMple. @

“showirgfobjddt qduseribifig at seaificetiimeadn ef spegilicithagneinis dependent

addi ng new ohjects to the datapase, it would be
Orhav RAGEDL @JWﬁr(d?é%@?'%@_ %Qﬁcéf& dViRrogeamy.| @_@? dapgrant aspect
. r . n . » .
oSy OHEELHIPUSIELED 10 o SESRCSIBES st arsay
eXistl inethendatapase es arbadedik added)jascpattygfea singjlatranshction before

atlefnifiis do G GnhPHo BRRSLORRES DI POSRRBIRTagh USG & basic
ataﬁ%{u??gﬁ \;\Aﬂ's%} ﬁeﬁiﬁ@ﬁé%ﬂ%ﬁ?%‘%@%ﬁe MepehdBAsyPaRAbute, which
simply lists the object IDs and source versions of objects that the new object is
dependent on. Clearly, new versions of an object must be compatible, in the
sense that the schema defining new versions be the same or have a strict
superset of the attributes of the original schema.

When a new viewing object is received, the database is first checked to
see if all dependencies of that object are present; if so, the object is added to the
database. Otherwise, the new object is “staged”, saving it in a holding area until
all dependent objects are also staged. Clearly, in order for a new set of viewing
objects to be added to the database, the dependency graph must be closed

between objects in the staging area and objects already existing in the database,
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vari ous object types and how they should be filtered.

In a preferred enbodi nent of the invention, a "filter"

object is defined for each object type which

i ndicates what attributes are required, should not be

present, or ranges of values for attributes that nake
basedamrc bpﬂmtbjech‘ (@ and diouremversiorn. Rnemtlabaseis a@veved, meaning

ski | | in the art wll a iate at,this
all gapeidns Pbigtts aig plesany Rchet AGHE) Bheddit i hedatabase
in og,n@epa%,tg,ﬁpﬁaﬁécq,oﬁequence of executabl e commands.
commands woul d exam ne and conpare attributes
and attribute val ues of object being filtered,
resulting. in an indi ctlon of .\M}et her the Obj ect
Naming and, BEY AN KIEWIRG Brocessi ng. Vi ewi ng

obj @P@ot@@%ﬁ;@é@lwwen@@@ea@sa%éﬁ ﬂédwsl tRéFétrﬁng? kOFig. 4, the

exanpl e, show ncg j ect descrl i ng a speci

collpgiiorn of allrgp’@fy fobie $;aam1=[tbe |dgeg’agegumlm formedaby startmg at the

ropf b A0 i SalmblehELs P pRRBI Rl ool AEIR s gatied o

“naffeidh8cé’hd ofdér fEF R DRI t6 lbleer@hﬁd WliHﬁﬁlt kRbWRRIN speCIflc object
exi st in the database or are to be added as part of

IDsiang er tmares pethsowithét dris namespate mustorefad ta ihelnor mstance

ap?i |§¥\qcﬂ9§§ﬁ¢vgﬁ% Hg-s[nit@? i'lﬁg%%ggﬂ%j%%ﬁﬁ)g; .éggaﬁﬁggssio?tware would
Ilkec‘ce refetao opjedts blyipaihs fornistdncesi/tvetiedulsiisddyrelrothieekample,
I Ds and source versions of objects that the new object

the actugl pbired refesied 1o may|change e veey dppnitaputdrabisingcthanges in
'ar{y{?bﬁpﬁaﬁ%ﬁ% él?é t€m. in the sense that the schema

g new versions be the same or have a strict

supedsetvayf intwigichta paﬂhube@n objeichenay bgiestablishbe @by specifying
When a new vi ew ng is received, the database i|s

a thathpapre PREIG attslbt@%@n theathe@eaeﬁd&mtég asidedr{githe database,

t t
arRP IR UEES Wsoribing? tho |CESONGHS Or R B 'dte BiRated or
upsiﬂemgo latidlthelaati]EﬁtdBugh arzeding s rtyplcallyl u%étpe?wefot debuggmg the
t
B Bk oo SR o i AR s B potons
fttHS c‘éﬁﬂ%ﬂg%%sérréﬁlfba@é@bgt@a&\' are%@' sg@l%h’("ﬁﬁ%@?ﬁf?&bﬁt leading

he staging area and objects al ready existin
totgneaMffa:bﬁym mabaglrgseathoamestadmong at repldasraf tbe database.

On | hi d, [ | | .
topeh FERErSE BEIBGTY 388 obikct TR nsrjatebass namespace is
cafedethdeRingh eindabfdtaitd dribddifidh@lof tid fiVehtibh 283 4RHEREY object

is defined for each object type which indicates what attributes are to be used

when indexing it into the database namespace. One skilled in the art will readily
appreciate that this indexer object may contain executable code in some form,
perhaps as a sequence of executable commands. These commands would
examine and compare attributes and attribute values of object being indexed,
resulting in an indication of where the object should be located in the
namespace.

Based on the object type, the indexer examines a specific set of attributes
attached to the object. When such attributes are discovered the indexer

automatically adds a name for the object, based on the value of the attribute,
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Nam ng and Fi ndi ng Tel evision View ng Objects

Directory objects have been descri bed previously.

Referring to Fig. 4, the <collection of directory

objects, and the directed graph formed by starting at

the root path 400 and enunerating all possible paths
wttlmn\/the\Mle@rd’ﬂcalcmgneSpm tegtesented diyetheagreiph dfndicedtenies in the

t to b f d t hout k
d8Pase. ST nGaGA N 10,0 bt ST DIGT Bav: R btk an “actor
a@kﬁ}t?r t thle\Fal&Q “idhn TRy Hen%ha%edlrecﬂﬁpbttﬁ@u gq}fhhﬁ%l’i.l\é’a‘JShn Ford”

& I Rterest in object 1Ds, instea
460f Tharreohalitedtoryi kmghtomdmhm two sxhiy-d(ﬂestduyespéibym;torf’m% and

“ny T ad0r b ot N REP VDU ipncAth gs sl igctor6hn Wayne
amé t“@dﬁreéﬂ%bhh%rﬂh%‘gﬁé deﬂabé’éé’ Béﬂ%ebgﬁ?\ﬁﬁéh ‘?Efetrhf% the same

syst One way in which a path toanOJect may be
oljectddi.shed is by specifying a pathnama basi c

ot b dee AU S iRt ceal? ARG ibhd e directory
oJBBRONMRS rfor! e AL bRt S0421R0 i maeséé:t %dso paftfs to the

t'he object. Such namng'is typically used only f

nambag@ttenfprtthle Obj@(ﬁl It egldi dhe finahdirgatony. |ID3ptthe path to this list. This

s, Sl B lateh DI YePRar v h BacHBiehf s Bpen quncl e

refélenchs tdltﬁéﬁbbjéfct wigadlithe databaiieeate disbf fotimdt WHether they are
managi ng pat hnanmes anmong al| replicas of the database.

pahprsdepeadengihod for addi ng an object to the

o SR ENE A4 PO, S B By g s

sighifieait advartiegésevef etarmied aiprésthdsy pme'\ﬁndHXer sorts the object
I ndi cates what attributes are to be used whe

info g datphase; whenthis aadethablusdhesireceh f%ﬁ\%@bjer:bessomated
wg@j e;g%?tl@rrlg%r 4 rﬂ lsraeggciué/nce e?&dtgﬁwg ftdHRl &grlfegrllr%'?é],l iR can be

ai n executable code i n so

effieidndip smpleneersted grores fimitkxewitih ¢d ertcommands. These
commands woul d exam ne and conpare attributes and
attri bute val ues of object being indexed, resulting

Dbfétiﬂﬁ é@gb&qp&ﬁqhgbgggéé t he object should be | ocated
n the object type, the

i ndeYilegkhenulessfoa agding dbjectsdo thé databaseuamsimportant, the rules

attached to the %@é&ctﬁﬁ Z}hs such attributes are

fogi EFBOMPG AORIRES: R ethe SGfaRAse @59 | 3is HBROMAMajf Maintaining
cdi¥steRbPdnd RRZEMEN E6E e‘k@h’rb‘?e,off tHiGealerd oMb Srobubst rules for
removing objects, the database might grow unboundedly over time as obsolete
objects accumulate.

The cardinal rule for deleting objects from the database is based on
reference counting; an object whose reference count drops to zero is summarily
deleted. For instance, this means that an object must either be referred to by a
directory or some other object o persist in the database. This rule is applied to all
objects in the closed dependency graph based on the object being deleted.
Thus, if an object which refers to other objects (such as a directory) is deleted,
then the reference count on all objects referred to is decremented, and those
objects similarly deleted on a zero count, and so forth.
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within the hierarchical namespace represented by the

graph of directories in the database. Referring again

to Fig. 4, a program object may have both an "actor”
attribute with value "John Wayne" and a "director”

attribute wth value "John Ford" 401. The root

di r edthery isi glsb andiauttmaticwprecdssliwlich odeletes objects from the

d@%astggéallleg %sg‘?q(zj%oerb ¥l raﬁéqci{yomlbowee)ga%%gég r.allw%ljlclacgs in the
dafamé%'ef %ﬁHQ:!épB?ﬂﬂﬂg': Sﬁ @he b%}éo‘ﬁ Qyﬁ@tfﬁﬁﬁ&e exa’nﬂfﬁésc\farmsca'ttnbutes

refer to the sanme derived attribute iIs
aﬁdua‘ttrﬁmied/aitms ’@adamdbj léﬂte Dbﬁct mgouldebellretmmeﬂ yn the database

th
P L ko A AR B 2B A S5 o
vali® dridide rdapeEivill ¥eible the dbjectpath to this list. This

i nsures closure of the objeCt graph - once the object
has bedhef praterredl embpdingnindising tmathodbjse’nliarv\m Hon perhaps

iRl 88 S18E R AR On S s Re v Bl Roaper may

IrM@bm@c@bS@(at gedpert @Eaaéélﬂﬁﬁehaﬁlth Sth@%tﬁjbétaﬁlpe of the current
advant ages over standard approaches. The i'ndexer sorts

objest.oMpishimay aerfaimexefstialasedaeivarious kindd @erhaprsua sequence
of Qﬁaaﬁgpféhc&ﬂhahﬁg PRSSy aéga(?ﬁﬂn%%%ﬁ% @}f\:rléngsra%qTattrlbute values

I'S a seqguenc

of)trdaecmbmucmqect aindl dbtermhénelf thed bb}élceshd)MdIUEJdi@% ed
by o fam|iar with the art. tectsfrom
t he %E?ﬂyﬁl%e%Pf @C{'\H@UQHM @%leflag eé(éaf ﬁ@JeQ fasawhich dhe meference

u i NQ.
CSRRERAS AL AONREALL, 16 "5 i of iyl g ince every sucn
detetiohaiesulbsy in ectraqwcemwanmeadauabasy It ﬁ%ulemdj\ﬁantaéeous to

| es for  renopvin ects,

bust
“'a‘ﬂtthsd%eé@ﬂ’&%@gg?&%cbﬂﬂmPpJe@tSersush%bab ramrsv@ndtcaoeratlons
t €,-C r
ORI FTEAIAR Soed3 1 Hhgob i W conltoo
usingra iachnicae tnﬂgeeicmn obrosIT ghrbageadllection mbtiagds.t o
zero_is.s mmn{% For |&§tanc t hi s neans

t hat T 9h 13HPREE. ilad Pft eting rer @hipely Whsgyreference count has
be&R |dcPEMeRfe SR BarR 58 r& %@ﬁer‘f@mﬁ’s{eﬁﬁ'&be Pﬁ&‘? Petiodically, a

dat abase. This rule’is led to
back@‘adnde’qwhdeaitgd ghamarbagedc«ﬂredtche e&bm@és kwchgobject in the
ect which refers to oth

IfoBEEs It e blest Hof 7 JBIGRY5e oudbic o, t s Bdded to a list of

objects to be deleted. In one embodiment, once the garbage collector has

examined the entire database, it would delete all such objects in a single
transaction. One familiar in the art will appreciate that this method may also
resultin a significant p erfformance p enalty, as other accesses to the database
may be delayed while the objects are being deleted. in addition, if all objects are
to be properly deleted, changes to the database may have to be delayed while
the garbage collector is active, resulting in even worse performance.

In a preferred embodiment, the garbage collector examines the database
in a series of passes. Once a specific number of objects has been collected, they
are deleted in a single transaction. Said process continues until all objects have

been examined. This technique does not guarantee that all garbage objects are
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then the reference count on all objects referred to is
decrenented, and those objects simlarly deleted on a
zero count, and so forth. 12 There is also an

aut omati c process which del etes objects fromthe

dat abase called the "reaper”. Periodically, the reaper

celicuted esiriag| th@bemmatlont precessit sihes eparaiiel detpvities n@y release
on the opject type, t her exam nes vari ous
oBels HEvBlShaA B (eSS PRl Icoebams howayes the next time

ex?%gt? eg"ﬂ‘;%ﬁhgctg? Rb ahed nhihdeh €ordd G@?srs]gjeletgerm each pass is

he expiration attribute na I cate
adjustalily txachisveactepigble perfdrimbncarfdr btresrrdedpleasenattivities.
del ete the object. In the preferred enbodi nent, using
a method simlar to (or perhaps identical to) the

OFERATIONS ] THE eXETRIBBTEIPEALYSS I VIEPAKSS dBVECT
“Teaper nmy Instead access a Teaper obj ect assocrated

reaper nay | nstead access rea
DATIABASE obj ect type of the current object, which may

cont ai n execut abl e code. of various kinds, perhaps a

sequence of executable conmands. This code exami nes

CbhsidetatidndUh dMaiftiniabithd mi%tﬁbu@mﬁéwig Obie t%téﬁé‘ée

0oDnj ec an eterm nes | € 0D] eC

del eThe replieationeo ﬁta%lavnspnu\hawmgjqajelc;s amcm t@ insbances of the
oS IR  PaiBRRE ] nbOSedahE G8Rifos (R raRaTniSgoR, af \pbiects over

uftetiBbledideihsarure Bistibutich @hérfm'yl‘é?aCt' on with the
dat abase. It woul d be advantageous to |imt the

per f EQhﬁﬁ%@plquaﬁte ebjecisaplientjanynigiedsovera broadaast mechanism,

oL SR g I goBE REESHALE B BRI 58 sghihnce o

tHeedatal igukahsrpiiddoacaratEl of obidetehn! Weathdam s[!’@h hedRainstorms,
For instance, instead of deleting an object whose

Mayf GRUSEcarapeyiR imihe trepsmissial: @@umﬁsZ@f thterference may be

of 7 Brtadtelst SIS, ReAkh SRRl ooy aPlarcsrdniches
eac hOobJ gkitled nint ktee al‘atvatbane@dllyf Oficri“rgc@m ettt RASred are standard

e&gferenc:(f count of zero, is a to a list of
nickes t pEngeing dee tranS@N§Sleﬁb@B.d@éanove@n@réredlﬁble channels,

m%ﬁfc}?r?% Fe&fe?t{ecg ?Fgﬂépﬂ?&ionﬁ’@tﬂrr&%&éﬁﬁg Lodes, al PﬂatcﬁR&%e which may

uc ects 1n

bé ruseshdri wansioissidranany ar allnot mehiclt tmay |He appd eini atye particular
.that this nmethod may also result in a significant
NC6r mance penalty, as other accesses to the database

g%l tPISro g@fhéi%éﬁg}/ V“Bdg)fcé%:‘gb gé’ééer‘é‘pﬁcétre@ B&ENGaftfe8l ethgetier into
distribution packages, herein called “slices”. A slice is a subset of the television
viewing object database which is relevant to clients within a specific domain,
such as a geographic region, or under the footprint of a satellite transmitter.
Security of these slices is quite important. Slices are used to add objects
to the database which are used to provide valuable services to users of the
database, as well as to store information that may be considered private or
secret. Because of the broadcast-oriented nature of slice transmission, slices
may be easily copied by third parties as they are transmitted. A practical solution
to these problems is to encrypt the slice during transmission. An ideal reference

text on the techniques employed in the invention is “Applied Cryptography:
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to be properly deleted, changes to the database nmay

have to be del ayed while the garbage collector is

active, resulting in even worse perfornmance. In a

preferred enbodi nent, the garbage coll ector exam nes

the database in a series of passes. Once a specific
Proiotels, Algarithmet @andaSobeenCodelincCety Bhaye Sehmeier, John Wiley

| et ed a single transaction. Said process
a%‘g%”ﬁuéé&émtil all objects have been exam ned. This

techml Cgﬁ?@ezjt ggfbgﬂﬂﬁéﬁl”&eﬁ}et mIEnAbh, J36RaRe é?ﬂﬁﬁéé channel

are uring the exam nat’i on proces
isseéstablighedalsiag techmlqudas essmn‘aaytormlosasisscubpdansus Pat. Ser. No.

I d. , These object Il be fo
4 D5 oling HERbodreas : ARTBLIEAG oI PRGYBROT. 15 sometimes
pg@{?:w 'ke§! pAiPlcpEhDLBA! Al I%bdtlﬂoﬁé\c kifég $n e art will recognize
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EL NG(]BJECT DAT Consi d ti lno.
efiERt Soarion T BuLten isatien g GevErS an %%cégééﬁ'tr%utlon of
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T e o

mesgages sbetimeenr dne ntlisgitoandf cenfralc isysieves. Sacueg |dmﬂrlé>utlon is

and, unsecure di.stribution channels.. For
e PECE AP ATt RER Seippoh sRRiTvet shinmetric key
Sémcdmmgsaﬁ authieplicaornbhddd) a radio or tel evision

transm ssion, there can be no assurance that the data

i s t BupeeAsilcspeusity reqwres that cemelestasid,r eopbartagree hiafarehand

off ot Bh{ISERATE vey W 6345 Gl BFYHhghBar St ayigbution s the
w@bh@ét Ibikqa@@@dryﬁﬂo@?@érﬁc SP%chﬁqsrbmng elékﬁlctﬁﬁ@@bfé U.S. Pat.

ppl i ances,_etc. ed in the art will readil

Sab PNecPai8s, 3t emtﬁl@de“%ﬁlfsTg‘@taﬁmr@mq Assemgliegnd dr rest S ystem

I
WEFSTAhT 30! "ogkt 55981 0 et ApBNEi YiShabl 5 meotanism
wherertgﬂhertment)de\ﬂce gederdtbetisa amimﬁi@tmikey bairresmbBcally as the
transm ssi on, or all of which ma%/e be used in any

finzlrster n Hie MiaRsHAGISNG PEICeSS: T 66 dnivate kay Hussoengrated is stored
witfipl 4 GG ﬁﬁ&oﬁ%@%&%ﬁﬂ?&&@@ RNI]‘.I’IZH g?e dhist deRittd %QSP that the

packages, here ice’I's a su
keey is meveepessearited tovéxdeinal devjoest That phbkie kbtllthhslgianerated is

trgr%g}{taer&ttotaolo%la r%gtn%favgtarmgnsystgr%e(\:A}hflcl‘,hcredc%rds the key along with the
client serial number in a secure database. This database is later securely
transmitted to the central distribution system, where it is used to perform secure
communications with the client.

This unique and novel application of key generation solves the problem of
key distribution, as the private key is never presented to external components in
the client, where it might be discerned using special tools, such as a logic
analyzer. Instead, it may only be used within the security microprocessor itself to
decrypt messages originally encrypted with the public key, the results of which

are then provided to external components.
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such as a geographic region, or under the footprint of

a satellite transmtter. Security of these slices is

quite inportant. Slices are used to add objects to

t he dat abase which are used to provide val uabl e

services to users of the database, as well as to

st or'ehe nfemnamtieproft it disgubsionoassuteeedthzti @kt eommunications
secret. Because of the broadcast-oriented nature of
bafwees Hignis Angsi eaniral| sysismsmaye pauthenticatedo AN @iFrypted as
dddtribddRajdvkes as they are transmtted. A practical

solution to these problens is to encrypt the slice

during transm ssion. An ideal reference text on the
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%EECI? h%ubes Sim | a to those described in U S Pat.
fald S:often described as asymetric key
encryption, or sorreti nmes public/private key pair
encryption. A practitioner skilled in the art wll
1r Jch@ge]may be nmnypnecbmj'smsb‘asﬁfansmitm siicesrodheeniverse of
ef f.i ci.ent

¢ BligeRlicRordiviss. Bor fstdhod th sidks why ety dgyploaded

sewr 8 télephbhd wid i oF cablef PbaBH P00, the¥1 @haodulated into
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nﬁeeagéﬁweo\éem@ehBtaméung Iunéefvab(rv eha istandsy ttedm;lsmn broadcast
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t Mdiets gamirenpRitdigital dnformation mayeee fised & bappmitsices of the
S e weakest link in any

clrﬂé;% g?rha\g d&@%&ré]%té?aggot ecting el ectronl c dat a.

U S Pat. Ser No. 6, 385,739, entitled "Self-Test

El ectronic Assenbly and Test System" filed July 19,
15@@ firgt %Ddﬂ\ﬁé@%V‘&h@@V}ﬁb@P vieking onissts fasdrangmission is

[ GBS Blchahifiry S8 BRa %A REpdpugr
i mstthnecermmdf @retatlmg agshpe of essubséhef id dathBadethdtlisisustomized
era ed st or within a secure m cropraocessor

aﬁ%h@msmt %@M@ tae\ﬂaéeba%%mytmamﬁelevwn

' E/{es?/ﬁg ne%t egﬂ%fgr?b {PaPBidgraRs if Y EE6Gntn, MoWEY f t&8Vision

viewing objects are to be sent using VBI modulation on a local television

signal, only those television viewing objects relating to programs viewable
within the footprint of the television broadcast being used to carry them
should be contained within the relevant slice. Alternatively, if some of the
television viewing objects contain promotional material related to a particular
geographic region, those objects should not be transmitted to other
geographic regions.

In a preferred embodiment of the invention, the speed and periodicity of

traversing the database and generating slices for transmission is adjustable in
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transmtted to a | ocal manufacturing system which
records the key along with the client serial nunber
in a secure database. This database is |ater securely
transmtted to the central distribution system where
it is used to performsecure comunications with the

clanedrbitraFpifgsHion eyiallcown dsefl ebspaiforomnoentradedffsyto be made.
generation solves the problem o distributjon, as
t

. . f ok
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SRSREEEn hibth 0P ooy her MAF'GR sverhal 2y
Instead, it may only be used within the security

S R A B aRRE S AU o
?Eﬁg‘f’ﬁ@g?%&y?ﬂﬁ&[ At BV REEHNiGP ARGE SBEQ iaugfﬁ?rﬂ%%ted using

SCUSSI On assunes t
ceevurd patocnis wilbledvesa copy iof this sythreent ey, makirgnthear able to

aut henti cated and encrypted as. descri bed, above.. .
e 5% HiFa ARnPREST edelstision NE WG SRiccE, Wikt
Referring again to Fig. 1, in a preferred enbodi nent

of the invention the follow ng steps constitute

2." Qrossaristics isncorppleteslitdsicoptad toi thei puintaddj veick the ansiméssion
central .dat abgse usi,n ljces. 1., .There be many ..
EBHATRGR CRBaKe AR MENTIMhG Caie J10° T BIRPIRRE/EEcypns, the
Clsligdts Miae¥d b Q%Yéﬂﬁ%ny el PE1 W ploVRIcE! the it BY each

be directly downl oaded” over a tel ephone nodem or
cshicrt ampid eplis oo If teleyisiompraadoastiisl ugasd theslice isicvpiedonto

 BruPROAAL B 405} bl B whence s
t eheilgic@ront ithe Bigevsl. 9h Iéde 8i8d dirfildr\badsddtdriented cases, the
channel. One skilled in the art will readily

appeeis saouseird ahg., e talia dercripinecihecdicetis fepaated continually

di gi.t al__j r [ to transmt slices of
tﬁ'glt'} ?QP@%‘@F@%W‘@%&@%@?%@?abase. The first:
step in preparing tel evision view ng objects for
transmssion is reco?ni zing the transm ssion

nedvararsiitive bradeastiof sicestis sequirad kegause thae earbe no

a i iy S f.the b

e 58 el o B RS Al A e M. e

datiehiedeyicesnaydie ppwetet] 6 rithere may be interference with reception
of the signal. In order to achieve a high degree of probability that the
transmitted slices are properly received at all client devices, they are

continually re-broadcast until updated slices are available for transmission.

A preferred embodiment of the invention uses broadcast mechanisms such
as a television signal to transmit the slice. However, it is desirable to provide
for download over a connection-based mechanism, such as a modem or
Internet connection. Using a connection-based mechanism usually results in
time-based usage fees, making it desirable to minimize the time spent
transmitting the slice.

This is accomplished using a two-step process. When the connection is
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view ng objects relating to all progranms in the

country. However, if television view ng objects are

to be sent using VBI nodul ation on a |ocal television
signal, only those television view ng objects relating

to progranms viewable wthin the footprint of the

t ebeblished, the vlidabsystbai semdservinvenioay bf pitdviduslys Fspeivid slices
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periodicity of traversi ng t he dat abase and generating

s i ;
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V'p%e@@ epli@ats aV}bderrﬁ‘ of the é"ent@l eRitabld &ﬁeleﬁnsmn viewing

ete, it is copied to the point at which

onpl
tpbjﬁﬁﬁ egliably inteetfigseliestn can t ake and send the data
110. For tel ephone connections, the slice is placed
on a tel ephony server 111 whi ch provides the data to

edek ingéntRi keshd frasledl theitime hf whithedataipickBfsoadaassived.
is used, the slice is copied onto equipnment

célat@@agkﬂﬁ whieh are elder #hana selacted §merpeniathaia purged from the

1 se
= SPAIARSFob pictiody B4 LA Gs bOFs TR nacsdol &
ngllmﬁ;ellﬁrhod whiks waltlhg fopalppdies of biyliog td be tFdrispeittbd.
repeated continually wuntil a new slice is provided
for transm ssion. This repetitive broadcast of slices
aecaluse .hat
| ESPEPIEAASERIRDERE A9005Ps BSAHARSed I gror o

CIVBBO[I]S kihde may oecﬂlr idehé OeneHMtdmdakaV\E"aebl d’a‘té packet is stamped
erference wth reception

b
“@tﬁ?eﬁn e%‘ﬁr g?f:ﬁgimg §ode v Saetyfield @f %r“@geofor example) When
PLARGRIF s W¥tdd8d thd'8ata packet is simply discarded. The broadcast

carousel will eventually retransmit the data packet, which is likely to be

received properly. Slices of any size may thus be sent reliably; this is
achieved at the cost of staging received portions of the object on the client

until all portions are properly received.

. There may be one or more “special” slices transmitted which communicate
service related data to the client system, particularly service authorization
information. It is important that the service provider be able to control the
client system’s access to premium services if the viewer has failed to pay his
bill or for other operational reasons.
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transmtted slices are properly received at all client
devices, they are continually re-broadcast until
updated slices are available for transm ssion. A
preferred enbodi nent of the invention uses broadcast
mechani snms such as a television signal to transm t
the slice. However, is desirable to prOV|de for
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te ep m(; servers 111. The server conpares this

catmgwthtemélowable time dglay befarg anoﬁmatdhwaaaélon object

b Sﬁ%&%i%ﬁ??% P I br Enp B ety i it SuB e
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into a succession of short nunbered data packets.
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are esent acke

sldlecwptmméw slﬁsdshﬂﬂcldmaiwbé e€ceivé® tel evision view ng
objects within the slice are then filtered for

applicability, possibly being added to the |ocal

t ?IJ tf\)é'c?lbﬂf‘hé(é Yt f&e%ﬁfﬂ)g@t@%ﬁ&]ﬁ%ﬂ{ﬁ 8&2@0?%?%% time set in
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The | gntlon keeps tra& % the time at which data
p39ﬁ@? igd hydhe seBYIGR Rrovigen)-Hlsa cratainggh Withinsare agihestication
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ng area on a periodic
c desoypit tlie slpmsethébareamansmnteﬁt Claarlyp éra deBytmm is unable to

ol AL WLl RIS, B RSl ge Lo be Lianeni Ted

broadcast medium errors of various kinds may occur
in the transnmtted data. Each data packet is stanped
vataozhaautbcsza’uoneﬁheeﬁs hgii\cidxmily(@rmatedyarid trhismitte@RE broadcast

f.or. exanp an,error etected th
s puset S 1o ® §ess P Vot SnBHERIARS ard treated
identically to all other slices and carouseled along with all other data. If direct
transmission is used, such as via a phone connection, only the authentication
slice for that client is transmitted.

5. Once the client device has received a complete database slice, it uses the

methods described earlier to add the new object contained within it to the
database.
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carousel will eventually retransmt the data packet,
which is likely to be received properly. Slices of
any size may thus be sent reliably; this is achieved
at the cost of staging received portions of the object
on the client wuntil all portions are properly
Cotk@cetlnﬁeldformatﬂéhefrmnrimOtlenbsestemsm)r e speC| aI slices
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e et gRhfoyAbEoK thlstdé@a 5 ét@ﬁed"ln' 3 Icﬁ,‘ét‘iét‘eﬂs@ﬁ viewing object.
object indicating the allowable tine delay before

anot her authorization object is received, as well as

o0 BT R Etoblebh Bt B brifbBRans trt are
| Mnade avditisi st hd malyGadicae aesiré kepGidhaBse a7YitdrAMhis
wi || stop providing services. The symmetric keys are

stifeenation isisp secorded iripi aslogal tplevisiag visyyiagobject.
dat abase, to be used in decrypting new slices which
may be received. If the client has not received a

prAaieitiorailly hepdratian lo@theiblliemtdebwetrhey red0H ipdinpoftant bata that
dat abase, it will conmence deni al nost services to

t FBoYidehR Feqosded yie @ telavisieyy vieming ebtﬁct: & qiraxanle) errors may
AReLERRLA S fin ﬂtd?h %fﬂe@&ngggﬁ'hﬁ che‘?ﬁ\l\ﬁrcti'nﬁqé%énal

one Oor nore

nekemhpdratore dfethemlddﬁtenaylexceed tolpatatwnel pam@ﬁeté.@ther similar
Cl earl mis unable to authenticate

i twsfgfmtormatlpnm@%beg e e PaRa"Howmpad igneligct, running
E%‘Eﬁﬂo%t%él%foﬁ%lngﬂs 3 dékct?aée% S e rép @SS usegig;tnﬁad

transmtted roadcast transm ssion
the sli ces aI | relevant authorizations are treat ed
entlc oth slices and carousel, al ong
12 CR alra v@gqlbmqyf &inegdiate or on a perio ic asls, the client
system contacts the central site via a direct connection 104 (normally via
phone and/or an Internet connection). The client device sends a byte
sequence identifying itself which is encrypted with its secret key. The server
fetches the matching television viewing object for the client device from the
database, and uses the key stored there to decrypt the byte sequence. At the
same time, the server sends a byte sequence to the client, encrypted in its

secret key, giving the client a new one-time encryption key for the session.
Both sides must successfully decrypt their authentication message in order to
communicate. This two-way handshake is important, since it assures both

client and server that the other is valid. Such authentication is necessary to
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transm ssion is used, such as via a phone connection,

only the authentication slice for that client is
transmtted. 5. Once the client device has received a
conpl ete database slice, it uses the nethods

described earlier to add the new object contained
wigvbldwvarousoattduks tHat mbgsecuddn G CherntisygtdmS mrrratampﬂe if
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t %Wé@ﬁl@ﬁ?m@&nﬂaﬁ%‘ﬁ‘ thgf‘isscorisﬂfé?éﬁh\/% ) t@isgﬁftormatlon must

recorded 1nto a local television viewng o

Addi fully peotegtedaietidimes of the client device may
result in inportant data that should be recorded into
a television view ng object. For exanple, errors nay

O%éﬁn‘ﬂﬁ@fhéﬁﬁé 'aﬂ%érfti@ﬁhér"ﬂ %hBé‘é (1 @édés@fdl,‘r’]tge' ol fiftties treat the

cli ent, or he i nternal enper ature of devi ce may
eiulbduplepsm%wmedm asp%«vcamwraa/ broefeastgthainnefs. Neypslicasfare

T T N R T

ORShALLIIPIs diidddaRhén BN\RIta Ryddliveged.2. At a certain
time, which may be i nmmediate or on a periodic basis,

the client systemcontacts the central site via a

di . . H /

OSBRI AR SERlcl i BB AR v
Smwmrlajﬂéﬁﬂo‘rw $\gh dsthd Inwdrnehrurmikpstavabef TEFYIP protocols,
its secret key. The server A fetches the nmatching

té'IWP@TQMNP&HnQ’G@eF&QWFGf'Mh@ R¥steM.ent device from
the database, and uses the key stored there to
decrypt the byte sequence. At the sane tinme, the

3sefpleadexkinfisrnsatioyt is Heediezhsimilady hyethelseevdr; it éhasstmhed to

! r}epl)rteséent television viewing objects to be replicated into the central database.
However, there may be many uploaded viewing objects, as there may be
many clients of the service. Uploaded objects are therefore assigned a
navigable attribute containing information about their source; the object is

then indexed uniquely into the database namespace when it is added.

Uploaded viewing objects are not immediately added to the central database;
instead they are queued for later insertion into the database. This step allows
the processing of the queue to be independent of the connection pattern of
client devices. For instance, many devices may connect at once, generating a
large number of objects. If these objects were immediately added to the

central database, the performance of all connections would suffer, and the
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secret key, giving the client a new one-tine
encryption key for the session. Both sides nust
successfully decrypt their authentication nmessage in
order to comunicate. This two-way handshake is
i mportant, since it assures both client and server
t lkahnétitorotiferwosd indredse. Rivdheacaileae chairged by guration, thus
necessary to 20 avoid varl ous attacks that may occur
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this information nust be fully protected at all
times. Assum ng that the authentication phase 'S
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software in the system 3. Uploaded i ﬁormﬂtl on is
h&Aatading ithe regarg abya \tlehwers%vwng choices amwﬁatmonly the
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clients of the service. Uploaded objects are therefore
assigned a navigable attribute containing information
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information that might identify an individual viewer is discarded. Objects
containing operational information are forwarded to an analysis task, which
may cause customer service personnel to be alerted to potential problems.
Objects containing transactional information are forwarded to transaction or
commerce systems for fulfillment.

Any of these activities may result in new television viewing objects being
added to the central database, or in existing objects being updated. These
objects will eventually be transmitted to client devices. Thus, the television

viewing management system is closed loop, creating a self-maintaining
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the processing of the queue to be independent of the
connection pattern of client devices. For instance,
many devi ces nmay connect at once, generating a |arge
nunber of objects. If these objects were i mediately
added to the central database, the performance of al

c eepliczted databisedystenh d05 veinidh iche stippodrargciirmbet ohelient
mould i ncrease. Phone calls are charged by duration,

t Y8eM%y systemin whi ch connection tine increases as
a function of load is not acceptable. Another
advantage of this separation is that nachine or
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chani sm f or paratin
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séﬂ\ﬂé‘ﬂe s'u@lﬁrﬁs' éﬁhéﬂbéd‘déﬁéb@@é' SdﬁV@’l"@r appficdti®ni %ﬁﬁhér@”bperating
that such identifyi ntgtata kept ~ private,
1$

sysigan so&weods ednd ste maleamletm@ nf@xmaumnjuaucbuabs preference

vk e e ableae. 226y alRreVEfinet Ao Bfbigionypat may

bé espredentedias/digairdatavi ewi ng choi ces may contain only
the viewer's zip code, neaning that further

processi ng of those objects can construct no path
d i nell Vi i .i . Periodic tasks are
l\/fé‘ﬁ? r]Sﬂlolr 8é g ese objects fromthe
dat abﬁﬁﬁaﬁﬂ@uwesmbif@ts)fcdmém afl mpdnRRioneneces&dry for software
exanp objects indicating viewer behavior are

rtﬁwga@ath@d:hea& YSieMA0 dvng. roppivRe Fedssh anHoiewhpiegramsna interest
t \Y
o BRSS9 g 50, LRI oG el YBlrams ang
charireisras idescriye byobbﬁa"otteahthm the dutabasd.s task, which
rvice personnel to be alerted to

may ﬁg\gserocust one |n €

pot ehfiSA 9536%98 epjations étnﬁia&@dwpnga faguhareasis hyla service
PR SHECS BRI DY Bhoifel LESARRL Myl PRI i naton i
scureeutnanner, rfewirt%rmei,s"rmn a/ioemmgrmﬂu fuppdiebef such information or
other sources of broadcast schedule information. This data is then processed
using well-understood software techniques to reduce the information to a
collection of inter-related viewing objects.

Referring again to Fig. 4, a typical relationship between program guide
objects is shown. A television “network” object 407 is any entity which schedules
and broadcasts television programming, whether that broadcast occurs over the
air, cable, satellite, or other suitable medium. A television “program” object 401 is
a description of any distinct segment of a television broadcast signal, such as a
particular program, commercial advertiserhent, station promotion, opener, trailer,
or any other bounded portion of a télevision signal. A “showing” object 406 is a
portion of the broadcast schedule for a network on which a program is broadcast.

A “channel map” object maps a network broadcast onto a particular broadcast
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added to the central database, or in existing objects

bei ng updated. These objects will eventually be
transmitted to client devices. Thus, the television

vi ew ng managenent systemis closed | oop, creating a
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obj@f:tyasatjlgmnforth some manner, for instance, froma
comercial supplier of such information or other
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aad causabr@tlosxaafed heW@,ggwgajbh&rbjeul table medium A

tel e¥h gesch tlo(r:’|r a{n type%J gf tproA'gc%:a}lmI Sg’;uide objects is not meant to be
inclusive; there may be many different uses and ways of generating program
guide objects not herein described which still benefit from the fundamental
methods of the invention.

Program guide objects are used by the application software in five ways:

1. In the simplest case, the viewer may wish to browse these objects to discern
current or soon-to-be-available programming. The application software will
map the object relationships described by the database to some form of
visual and audible interface that is convenient and useful for the viewer. The

viewer may indicate that a particular program is of interest, resulting in some
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a description of any distinct segnent of a tel evision
broadcast signal, such as a particular program
commerci al advertisenent, station pronotion, opener,
trailer, or any ot her bounded portion of a television
signal. A "show ng" object 406 is a portion of the
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Aggregation objects are simlar to directories. For
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WeebRurs! {dlibwB8 M progtdMfidd End<HHETREY AL preference techniques

described herein.

3. A client system will have a small number of inputs capable of receiving
television broadcasts or accessing Web pages across a network such as an
intranet or the Internet. A scheduling method is used to choose how each

input is tuned, and what is done with the resulting captured television signal or
Web page.

Referring to Fig. 6, generally, the programs of interest to the viewer may be
broadcast at any time, on any channel, as described by the program guide
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met hods of the invention. Program gui de objects are
used by the application software in five ways: 1. In
the sinplest case, the viewer nay wi sh to browse these
objects to discern current or soon-to-be-avail able

progranmm ng. The application software will map the
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odisplayesk Ay VEaR PRggiMapRlso berﬂ@S'EF@WQsQS pibregriany of interest and
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whiete.it is broadcast. Portions of the priority
ordering so devel oped nay be presented to the viewer
for additional selection as in case 1. One skilled in
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general, explicit vi evver hoi ces of progranm ng have
t he hi ghest priority for capture fol |l oned by

4GB TERPRBARTEEA 5 e, MBI prodiamealiSe apiget i
Nugbe fto povidy utigitioABRBFEMRItiohefRILY thW program, overlaid on the
display using any suitable technique, preferably an On Screen Display (OSD)
of some form. Such information may include, but is not limited to: program
name; time, channel or network of original broadcast; expiration time; running

time or other information.

5. When live programming is viewed, the application uses the current time,
channel, and channel map to find the matching program guide object.
Information from this object is displayed using any suitable technique as
described above. The information may be displayed automatically when the
viewer changes channels, when a new program begins, on resumption of the
program after a commercial break, on demand by the viewer, or based on

other conditions.
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tel evi sion broadcasts or accessing Wb pages across a
network such as an intranet or the Internet. A
scheduling method is used to choose how each input is
tuned, and what is done with the resulting captured

tel evision signal or Wb page. Referring to Fig. 6,
generally, the prograns of interest to the viewer may

be broadcast at any time, on any channel, as
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is viewed, the nmatching program gui ?e%a ect
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viewing patterns: programs watched, commercial advertisements viewed or

skipped, etc.

In each case, such preferences must correspond to television viewing
objects stored in the replicated database. Program objects included a wealth of
information about each particular program, for example: title, description,
director, producer, actors, rating, etc. These elements are stored as attributes
attached to a program object.

Each individual attribute may result in the generation of a preference
object. Such objects store the following information:

1. The type of the preference item, such as actor or director preference;
2. The weight of the preference given by the viewer, which might be indicated by
multiple button presses or other means;
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channel, and channel map to find the matching program
gui de object. Information fromthis object is

di spl ayed using any suitable technique as described
above. The information may be displayed automatically
when the viewer changes channels, when a new program
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trﬁfét édr{s%‘ixctéwst BARA éh T%f@%t’”ig\re?érﬁﬂc mthogré égﬁf%ogtrém viewer
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Preferred ogr ans refer e ces may
generated nihen priefevanses chreaggregate oln]esztsramu@amrta’cmi and are used
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oBleBEny G Bt s Yo “kBrbgecilent 502 510 gPoe i Bicesupdating
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s B8 T8 Ao 2l 86 5 AR B LEPLIRRLE] (penas
by mhaitiplet bottorR peedsesd &t P Edridad alu %ééﬁﬂra(f:t@ﬂ if disinterest has

exanple: title, description,
been expressed. If a preference is expressed based on an aggregate viewing
object, all preferences generated by all viewing objects subordinate to the
aggregated object are similarly weighted. Therefore, a new weighting of relevant
preference elements is generated from the previous weighting. This process is
bounded by the degree of preference which is allowed to be expressed, thus all
weightings fall into a bounded range.

In a preferred embodiment of the invention, non-linear combinations may
be used for weighting a preference item. For instance, using statistical models
provided by the central site, the client may infer that a heavily weighted
preference for three attributes in conjunction indicates that a fourth attribute
should be heavily weighted as well.

The list of preferred programs is generated as follows:
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director, producer, actors, rating, etc. These

el enents are stored as attributes attached to a
program obj ect. Each individual attribute may result
in the generation of a preference object. Such
objects store the following information: 1. The type
of the preference item such as actor or director
preference; 2. The weight of the preference given by
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ansropgffisa standard value is added based on the

degree of preference expressed (perhaps by multiple
button presses) or a standard value is subtracted if

o 4 59 Sk S o
nthbds daseribegbeiods, edsulingin a\doRutith 8PH&Drded programs of most

.Subordinate to the
interest to the viewer.

Methods applied to scheduling recording versus available storage space

As has been described previously, recorded programs will in general have
an expiration date, after which the recorded program is removed from client
storage. The viewer may at any time indicate that a program should be saved
longer, which delays expiration by a viewer-selected interval. The invention views
the available storage for recording programs as a “cache” unviewed programs
are removed after a time, based on the assumption they will not be watched if
not watched soon after recording. Viewed programs become immediate
candidates for deletion, on the assumption they are no longer interesting.
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aggregated object are simlarly weighted. Therefore, a

new wei ghting of relevant preference elenments is .
generated fromthe previous weighting. This process is
bounded by the degree of preference which is allowed

to be expressed, thus all weightings fall into a
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o ORGHEA A . g 65 ShBB Bt R SRREANES e Space
Schedwlet 60N arfd ties MnB\@dSBhEANRNB02! TRESpace Schedule tracks all
currently recorded programs and those which have been scheduled to be
recorded in the future. The amount of space available at any given moment in
time may be found by generating the sum of all occupied space (or space that
will be occupied at that time) and subtracting that from the total capacity available
to store programs. Programs scheduled for recording based on inferred
preferences (“fuzzy” recordings) are not counted in this calculation; such
programs automatically lose all conflict decisions.

A program may be recorded 603 if at all times between when the
recording would be initiated and when it expires, sufficient space is available to
hold it. In addition, for the duration of the program, there must be an input
available from which to record it. The Input Schedule 602 tracks the free and

occupied time slots for each input source. In a preferred embodiment of the
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interest to the viewer. Methods applied to scheduling
recordi ng versus avail abl e storage space As has been

descri bed previously, recorded progranms will in

general have an expiration date, after which the

recorded programis renoved fromclient storage. The
invieatien, ﬂwimuutaawmemamuowteeusmtfoaiqnm@absemm k.g., one

inpib ey obp ot e el melSAdeR 5B 2o nathe’ frRm an analog
tcIAsibA R §h A WatrPGief et ﬂr@@ﬁ&rﬁhﬁh}g p[rPﬂﬁsaE‘fﬁsé‘Sorﬂ tﬁ@s?élmr?uts from

unvi ewed prograns are renoved after a tlﬂE ased
whith theglesped progiasy can lbe r@oprdﬁ;i awet eomsitiered dusing scheduling.

e BRRaR i i e SIS SHn HeRER R AR PR taken to

sél’ﬂ@jmélfa? reGordMtP @l thot Srestéd BmBSIiMIEnR. PFR&Eran ordered list of
schedul i ng of recording and del etion of_ old progr ans,

shewings gjolisi PICgram arilvaerest mie Danesated Ayl aAdthQiqgh@rp referred

e@%g%ﬁp%@tfgﬁgﬁégg&ga@? %ﬁegsf tﬁ%%1 gv?rgé]sg%y H1Sh' (ieh’ that the

rAdEdihg a9 ahdde as fsooh %Opkﬁs‘eﬁﬁleaéﬂy @éﬂiduw &rdefiR§ PhighDBE chosen.
be schedul ed B ograms based on inferred
e

Eaﬁ%f%\omm@ éhlStlﬁé 70 igdhentaheskedte seg if daputf (@F pr space 704
céﬁi‘ﬁ&rsddd&f asTst%nbéSsaLHotv% It aaslfc%(/ﬁbg g mﬁ{ae M;tg eig)nﬁg)lhfgcts then

programstorage area 1s always
thef pnolgtanesschedulé\@f@n reeerding@0pr ogram i s removed unti |

ded |
3?8&5‘?@@&%"% ?nr% lefeicb paadimonaf Lhbriaveyion pEestqaly those
I
SHRinBE e R LR i i o This, Son e 106 Refefff gosin to

Fige(ﬁoradnerw seaz thditeus\ker thaylfesttrhehﬁ esrefo‘olr@mgrthefmﬂ@@wt of available
obt ai abI e WheBEt he ram nust be recorded.

SPARF AL G 38 b B g B 81RO o MHGa< b 1ot of showings is
tﬁﬁgbﬂé@,gpwc?ﬁpﬁ?'thét MinifrRf 'drﬁélﬁ?tgﬁa%ﬂaﬁ% @Ecév&hrmg the

reasons: orage space
Iifetimec@‘sthe“ﬂaedtdat@vecmrdmgw@then gr@@rﬂgsrmdgemrorhﬁén

her epn |ncI udes a fi unber of in urces for
recoP&f ng; FYn a%%s?oﬁ%@%dpﬂﬁﬁi @§£?cl$?‘8¥‘”%9 the viewer is
t t e
pf%%gf%degm\% gﬁe 8%!3(?0:5& §h8§§iﬁﬁb g] S Iﬁ’%ﬁéﬁp:lgatég on conflicting
ptogranisadds,okas. diys S)I’Gjﬁﬂl’fg ceaultspinrthedviewet being presented these

o558 P St O P S5 B B8 800 15 o o7: thre
i tdtireRifertt Of HREInvBRASH BB tRHrH8RhG bE Use¥ Ve iYany other.

Should the viewer reject all opportunities to shorten expiration times, the
final step involves selecting those showings with input conflicts 710, and sorting
these showings as in the first conflict resolution phase 711. The viewer is then
presented with the option to cancel each previously scheduled recording in favor
of the desired program 712, 713. Of course, the viewer may ultimately decide
that nothing new will be recorded 714.

In a preferred embodiment of the invention, all conflicts are resolved as
early as possible, giving the viewer more control over what is recorded. When

the viewer makes an explicit selection of a program to record, the algorithm
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Referring again to Fig 6, the invention maintains two
schedul es, the Space Schedule 601 and the | nput
Schedul e 602. The Space Schedule tracks all currently
recorded prograns and those which have been schedul ed
to be recorded in the future. The anount of space

GRS RS VBTl s I 3o
driyadonflitd thah@risecupi ed at that ti ms) and subtractl ng

|to P g; r@}@f ot mawqg@ﬁlgltﬁgle@ﬂg@ ?}I av & glo %&pntge b\gg\gar B\Qormed that

th@er&Jrgﬁ’m \R[Ile&? HSH? et \Aﬁll ﬁ&tZEé’ caﬁé’él@@ Nithdeit eRpIRit@proval of the

count hi's calcul ation; such prograns
vewematically | ose all conflict decisions. A program

recorded 603 if at.all tj we en
recoﬁ%zﬁ& rRERIINISA @rﬁ%rfogf%ygﬁhggﬁgﬁe@ 3%8%] é’n&h[SSk on the
é’rl%f J&lisat G?\P@Fﬁ‘ne' Srictiabd adl &F preferieal sobfams Bs described earlier,
dition, for the duration of the program there nust

tbe kackgronnd schesiulesatterpis fowsherulecead prajerred pregram in turn

ke ST GBS, BB e . A
@efdrRl prRsyramy RNseretuldd ¢ armmhlysmtheﬂs ar@y\onmnfhx&s with other

used for i dentical services, put nma lﬁ

saheauleddpigoramst eh eVpierisd @rogF?dP g d1ast PRAN prasAulpd may be

cf’él@'{e Yunddt & %ﬁc‘fﬁtl?ﬂﬁ Nkt t'“bdﬂﬂfét?rvﬁ%aﬁr&%@ﬁ@e?&tlon and
IS case, ose I'nput rom I ch

stzondeifl apchzgigan wa&wérqare@rema@ddamm‘lasm bigher @dodiyrpragram that
schigulln th_| E ect to Fig 7, a flowchart is

e deeHegiah ghat Steps taken to schedule a
r ecorﬁ‘fﬁ}%érrb icBfih %ﬁ’l%@@'\lﬁé’ﬂ%dﬂﬁﬁ@ adorédte vﬂﬂmng objects for

ordered |i st showi ngs of the program of inter
whlehgermdatgent reqoesteA Iftdmﬁg}h resqbu’rmrf ws@nd&ﬁbammm to the

th t d th
Brifiod eV Bt P Irerade ey R O e B eottiy mioht be
?@‘Yér{afé@' dadihgabi 9 GoRfudiig BAd Fhesteing &Halichbebnthd Niewer in
his Iist 702 is then checked to see if input 703 or

repabyingrthe codhietsi Chys,ovben ageragaie obissts apd¢hoser fof recording,

PR B Pl bR Tl e btRline SRR P
enbodnng rgrefdrrechenibovdenemntoof &fé #vention| yorifictseresulting from the
showi ngs_of the program which ve no input confl icts

ORIING P AEDTRg AR ton I esalved: b na: eskrsTaRage Bisghting of
hBeorbbidihd TR oRfed?if RERPR Qshifidls afeHedPby %V&é&léﬂh? program in

the aggregate object, it will only be recorded if its preference exceeds that of all

conflicting programs.

Methods Applied to Software Objects

The client system requires a complex software environment for proper
operation. An operating system manages the interaction between hardware
devices in the client and software applications which manipulate those devices.
The television viewing object database is managed by a distinct software

application. The time-warping software application is yet another application.
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space will vary as other prograns are recorded or

expire. The list of showings is then sorted,

preferably by the m ni nrum anount of avail abl e space

during the lifetine of the candidate recording. O her

orderings may be chosen. Referring again to Fig. 7,

for Hdshiesimbledts addhew figaturés ovicewect defeqts &rs émssedand other
th the o tion of shorteni ngbehe ergpbratl on at s on

SQIHMRTE SUbsYSteptoIYRiAR Frds ON7 aaﬂéfvarﬁg pY¥icg) tWdsing the
rrie‘FhMbe d%bENEEd H%Pé?ﬂ ﬁﬁ@ﬁﬁggriﬁe [ ‘?‘égllcé?cg Qhéiﬁlﬂp' &%Jeétgeéontammg
ul ed est

fromleast 1npact on sc prograns
updatedt suftvearei modolelseqtm tmnel'rant slysteme daltB/(EHel dndehptesent in the

ol aRise; eaibase. B sibiing  Blded alih noul Webadk aem used to
m’stéTPﬂm tpsa E élﬁﬂwa?ré%d éﬁ%é’ fite éﬁ’érﬁ a}sf@ntta‘l%%m executing the

show ngs w th | nput conf Icts 710, sorting
neWcmfﬁwgﬂeas in the first confli ct resol ution phase

711. _Th th d th th t
¢ o THESlaE e Fobieht R A R Eondian Sieal pf doseduence of

stebstthst Qéc%lrr\ﬁlﬁ’erﬁ’bQWe@rB fitst applidd t&%thé& ehire, etaeﬁ sYé#BRliding up
may ultimately decide that nothing new will

steée infaraatiolmwhioh supposisaroper applisstionraf thé fmlimwmg step. The last

| I
<GB BOHE8% 454 an BRI A T B Bfiractwin the
vie@ep! Tieske N8BS aré:he vi ewer nakes an explicit selection
of a programto record, the algorithm 31 described in

Fig. 7 is used to i medi ately schedul e the recording

12 RS o AN B P AR oy 5 BBWBE RS it
t hotsteay skqgende! of lhﬂrtﬂﬁi@ﬁs The¥é IdstrvetioReirfrnce|ed-level
W t hout explicit approva of the viewer. Fuzzy

r é’@é@'ﬁﬂ‘ieﬁ@@ of the pligritstevics, i rytledtmetbmdw aipr%gaaayﬂtgmoand load a
t %t&&eﬁ geFJfrbﬁWhedrﬁgl% 9 gé%rr?ﬁé@d gﬂ%ﬂ ?Xé&)ttlégqs HeH

rred prograns as

bqﬁsgedu‘ﬁhﬁsﬂmtiamtbcﬂstrm hreaypives changad #atiregideddh an electrically
preferred programin turn until the list is exhausted

orPragramng @rméﬁ}%ﬁum ty to record is available. A
2prﬁ‘fee§é<§)q1dp§t8§% BEbt ﬁgﬂ‘éfﬁ%ﬂ Iﬁggt]efs Jﬁ?%&%‘?&t}' gdr %\%&% Aﬁ'l the disk

are no conf

proriver ioadsr!he@peratmg systémsnﬂmeaenmmeam passERyexeution to the
conditions: first, if it conflicts

deoltq%tr %e}"% gg%&?@f@t %@p@ e Byst gxigt at a specific location on the disk so

as to be easily located by the initial loader.

The operating system performs necessary hardware and software
initialization. 1t then loads the viewing object database software from the disk
drive, and begins execution of the application. Other application software, such
as the time-warping software and viewer interaction software, are also loaded
and started. This software is usually located in a separate area on the disk from
the object database or captured television programs.

Ideally, new software would be installed by simply copying it to the
appropriate place on the disk drive and rebooting the device. This operation is

fraught with danger, especially in a home environment. Power may fail while
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second, if a change in viewer preferences identifies a
hi gher priority programthat could be recorded at

that time. A further conplication arises when handling
aggregate view ng objects for which recording is
requested. If conflict resolution was handl ed

cgggigﬁﬁpg%c{/@érﬂﬁreéﬂmﬂboﬁm QHQHSOrfs‘i&teﬁﬂJ%ﬂ\ﬁﬁdteemége and potential

arge nunber of conflicts mg €
ogerafingt pbplereadT g new soldwareusiayghaveddefegts whidhngrevent proper

PRt oy AR uBgrag et STt Bk B ibenging S86 AR frace.
conf Ih|ebEgRtRe MEABBS iof ahibVinvatidnviesld refére@to of disk&lrive, one
exi sting Schedule. In a preferred enbodi nent of the

skiledrini the a it wrll r ezdily 2 preciate ghatrise migthodscd esaieg vere a pply

BEFIRRCaMVasREaReH, tordOe  SEHGA. B Wols gt otner persistent

storabe pdyetarnsf biec typicdlly foamaited ditoa apsedueticbasf fixadysizen blocks,
in ‘the aggregate object, it will only be recorded if .
cefled psegterse nd@rginse dare _rﬁﬁqU@f‘t‘%'bInO%QM‘PﬂlﬁRR“i‘%gSUbsetS of this
SRR EERyich MRbRERnOBRYGE B 1A Be AT areal |

for Witiheespempér &ig. &) thédinveptoamaigtainysa sectornddgesrrhation at a
i nteraction hetween, har r vices, in . the client

1R et MRk VPG SleghnRuRRLTSRe” s d he boot sector
S@vaéd?ﬁ%ins sURfidrtl iRk iafen YoeienAitaPb8sstrdpista@tunderstand the
managed by a distinct software application, The

peirtiteonivey of the drivet84d; andgp lldcade trmsécongestage bobtloader 806.
appl i-cati.on. 32 1t is.desirable to new fe res_or
corr d58 48R i Paritianpd 48 11 8RgsavBn 1o pRitioS” TRER®aR two (2)
shrdIspyStigoms wediedtedun rwruihg% Sdpyedf thBaycdvAa SttRYbEE loader 806,
Usi nS; the nethods described herein, it is possible to

twe pl2) ceartitianse ipiNGD B) e@Rys of dhe Qperaling gpsteme ders 80K dwo (2)

AR oo B bow BF et YRR ER-BRRRF 8P gnd e iilton o be
uded awyeratoieineadsy 808. Feeduplitatedpartitions hen inuiedteh is recorded
software and cause the client systemto begin

. N e € « . »

iR fee bpPheeatard0s dwbish Qrg af thenarbliensws ma PGiRsME and the
| ceql Sl stantiated as a sequence of steps

S%%%bggscgﬁ‘k%eﬂr?%gg or is first applied to the device,

each Ghepkiiedlidithg arpwilk teddilyi agpecatd dratwbitiodugh two partitions

q?ég é)srctri%eg rr?gr%{n ?(?rp lré uantdia%gy,o[riptlg,eqagcljrlu%}g %9 grteg%r Jgg%ees of
redundancy can be achieved by creating more duplicated partitions.

With respect to Figs. 9a and 9b, on boot 901, the initial bootstrap code
reads the boot sector 902, scans the partition table and locates the “primary”
partition for the second stage boot loader. |t then attempts to load this program
into memory 903. If it fails 904, for instance, due to a failure of the disk drive, the
boot loader attempts to load the program in the “backup” partition into memory
905. Whichever attempt succeeds, the boot loader then passes control to the
newly loaded program, along with an indication of which p artition the p rogram
was loaded from 906.

Similarly, the second stage boot loader reads the partition table and
locates the “primary” operating system kernel 907. If the kernel can not be
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step launches the applications which manage the device
and interact with the viewer. These steps are: 1. A
read-only or electrically programable nmenory in the
device holds an initial bootstrap sequence of
instructions. These instructions initialize | owlevel

lB?tﬁé"dT@bgrﬁ'\eOtbathRﬁ ie@-la@(ij lsd?dag‘éﬁ inkfdlall @(59 Z¢n ? cfials‘ék control is

or age system a ootstrap | oader f
pisskd itattbe ropmpating sxastam alongwéthuan dndicstiomh eh thepaew@ partmon

| t st be ch d
g ritbiths Dasssr Saucamaian EoREREE 9. The' cocond |
st age-iRaRL theaésérahhgnsys%ﬁt @@atel‘setr@oepmhbm GG cMtaining

the disk™ drive operating systeminto

ammmatyqn anﬂiwgeesaed adtestnis |t@ﬂpad>thewmltla$wpacam 891 divthis fails
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dppidation Tioen DS AL | AY iKNiBAKIN PELH®@ SBardeepagiiahyis passed to the
hardware and software initialization. It then | oads

initial @ PRlgatignodjana Wil B Siree P eviiios infeymatiea fapmthe previous
S 24 PSR P50 o BE cOBP BBy s o

i cat1oh sof

delingananagemenicyeitaviortagind 9bh software, are al so
| oaded ., and started. This softvvgre is usually Iociat
in a SUPOAENGP < OPCRHENYIRVIFRA reaRonRbi@devel of protection

@%@Scc%ssfﬁﬂggr ?@al%@'a‘ﬂé%'f&”a Wié’cﬁb&%lcﬂ @ﬁéﬂ)l@é ’neWé%ftware

twar e i nst al by sinply copying 1t
athany dﬂpesmlevatsaomemetaﬂed taind rdiiaiy drought antd dpebaimm ng
don. i

the d fr. t ith.d

o oA RSt nGRE ShoRT wnﬁe@n?&ggﬁaﬁt@wﬁa@ i$ 4Sp0 fprpgord the
éﬁtﬁoﬁyédfﬂNérﬁein&éﬂIbW it 1t ir8&brus tA8 été‘l‘éoé‘fsih%t ?A’mtlons for
sof t war e |rTH e and Botentlal Operatln prO

ea;:h efoﬂla/\ﬂmr@e dm»yalsma evelghelutingwhn dndigatioretiat pauno@iéempt to install

87 SRl R Ry iyl R B e raifh i RAb I I fis ensactional

hdtufe dMveidtsphdeave referred to a disk drive, one
skilled in the art will readily appreciate that the

met ho%@,feaw;to bégi marlestalllpgw neyeseifwaneyimageaat any of the three

I% %dlé& U LIRIoWeS @ néw déo?l!ﬁ{a%' %ﬁqeal%?ﬂ%tt hﬁm%d into the

StOr age sys Vi
apﬁmpﬂa@MOPQa@ﬁtldn 1@@?} %nd%r’oindtdeﬂon i ﬁidd@dnil&@ﬂafe&ase that

ot Sqhase netalfion SEUeRLLAL 80 T LABBL S UBSELS, partiion
indications in the partition table are then swapped 1003, and the system
rebooted 1004. Eventually, control will be passed to the initial application.
Referring again to Fig. 9b, the first task of this application is to update the
installer object. For each level 921, 922, the application checks if an installation
was in process 916, 917, and verifies that the level was loaded off of the primary
partition 918. If so, the installation at that level was successful, and the installer
object is updated to indicate success for that level 919. Otherwise, the
application copies the backup partition for that level over the primary partition and
indicates failure in the installer object for that level 920. Copying the partition
insures that a backup copy of known good software for a level is kept available at
all times.
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sequence which break up the storage into logically

i ndependent areas. Wth respect to Fig. 8, the
invention maintains a sector of information at a
fixed |location on the disk drive 803 called the "boot
sector" 804. The boot sector 804 contains sufficient

i nf oniet prestedred enfitsodirmient @ff the divigntion, 8R3lizRion of the installation
under stand t he part itioning of the drive 803, and to

forptha fon merieationleyehgd sibvareomayr baalelayrek uatlls, all iparts of the

t S v
BRI 5ol ha e e df Sihcebb Il MR b gRafed. This
peayigle®f art rmjcﬂtﬂnmdles'emﬁ bestrahoadthat 881, partsvof( te application
artitions holding a copy of the operating system
W%meabﬁretwerkc% praa? Y tPefRee qumanendy swiédpng op the new
sbiGapppPl i cation software 808, and a partition to be
useg as scratch nmenory 809. For duplicated partitions,
an indication is recorded in the boot sector 805 in
A % mar ked "primry", and

; eCGthe skilled in the art
Wl o Ci h I ghet t
are descrlirgsdaﬁgt;ugl n éc;crtgrgFun a%%%g Ia’f V@%&@Pg{‘% which

infermatien @bodtreeusags, pemmmmandamﬁwmcﬂf ttreecligny system is
creat(ijng_rgore d%? i, cat ed pa t|t|on th respect to
"GYPLe0 94 TRARE oFPIGKIS h3EE F@IeCtEre DY theul cgBHakt pifpy whenever
céﬁﬁﬁunléé’lﬁﬁﬁwitﬁ%é’@é’ﬁtrél%‘?ﬂe% e%%hsﬁé&”s the partition

ble and | ocates the "primary" partition for the
secoﬂ' besobguingmperatieniestatis indieatorst srnmcerded Farddter collection

r into nmenory 903. If it fails 904, for
fR‘ ‘%{ﬂigq'@% etn?)na failure of the disk drive, the
boot Ioader attenpts to load the programin the

"backup artition into menory 905. Whichever attenpt
sdé@w@agc ienss poiowarily peafising buftonses esreotwte ohtrobdéviee, are

iRl EEEN PR A Blesi: Rihcttdcl ABnglit i Bedit time, and
Siariyl ethey cottegtuae RRGhARISUBR & theadfient Qé%rtc’&ﬁtext Post-

partition table and |ocates the "primary"” operating
sy PepssiRg akihivobiect at thecansiahsite cesulisdn sbeompletd trade of

9%e\/’vé|h§ct %Ch%%dlrﬁf%e r#tgx lﬁ%j@g%' ns ead 6%9@15@” any

cAntT 6l sse At ong
with an indication of the source partltlon al ong
wi th the passed source partition from above 910.

2F.A+§Pmtlcta%loa«‘peﬁtm afgbeginniag orqnsting theneecopdingnof w'program, or
PHOs NG BRYrAM Yo Mcord based on viewer preferences, are recorded. In
addition, deletion of captured programs is recorded. Post-processing of this
object at the central site results in a complete trace of program capture
actions taken by the client system, including the programs residing in the
persistent store at any point in time.

3. Software installation actions, including reception, installation, and post-reboot
results are recorded.
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application software and attenpts to load the initial
application 911. If this fails 912, then the
operating systemlocates the "backup" partition and

| oads the initial application fromit 913. An

i ndication of the source partition is passed to the

4, ”H‘ahﬁﬂla r@%@c’;@ﬂ&h@ Bf vaHOROKiINES hn&lﬁ@nn‘@%&it‘?ﬁ)t masitddt ﬂoo Bower

information omthe previous steps. hi's poi nt
apfelilireatario intental iempetaiuresprofilerofithe deIViQamewsueehsmnaige
nornmal  view ng nmana rtrent behaa/ ar beg aﬁ 914

C R ST oy g ProrRcas R et ARATIOR TALYER. o
protection fromdisk access errors. It also allows

for a nethod which enabl es new software at any of

t heséSines @l saationiseareneacorded atlong withi alinge lstamlhtt i rnassnble to

B e BT 5 o o, BB PO bt

THIS bdw&mdHuALF @iRdrRatid metiR6@ WSopdiate bAtRe OFddra list of events
partitions for each of the three |evels above,

to mrr@éﬁtﬂ gacaﬁns sadckehaforshber istanose ifan sspested Automatic action

U BB i, SRR B s that e

mlawgbmﬁgre Weé defddiget 0 Fig. 10, installing a new
software image at any of the three levels is handl ed

as follows: the new software image is first copied

SY&TEMSatl on is undervvay 1002. The prl rrary and backup
‘partition indications in the partition table are then
swapped 1003, and the system rebooted 1004.

SUROLY Flo\ R Uiy Gpibgspassed to the [nitial

—app to Fig. 9b, the first

t aBkclieht smterraba‘macamgtmsm\srcemfuptdﬂtswon hiewing objddierthe central

] For .each 21, 9 t he application
Aot oo SR ohiAck daRDAsRa B S (B BRECEH 6 t6lgyision viewing
tyerifies that the level was | oaded off of the
pfimary partition 918. If so, the installation at
that | evel was successful, and the installer object
updated .to.i for that |evel K 919.
Tex REIREEUith NORRROR aPlEGFE BpCauiekE seuikepis brocessed to
ba fdducer EsH: étBﬁf ét%f r b "
b i ndi cat essl, faI|SUI‘ efﬂlr% theglmr?gt al 13%%? %ﬁgﬁgglbb g%rams
t h‘é&hOMm@” ‘Thannaspyinetyverke” ard otherdelated eb;eeks {Tinégt set of

bacﬁﬁgﬁ V&I %érqrb | gf%gég)c%anne & dfeggng one\ﬁ%ltwcl)r?(sifqgrtlowings”
depend on “programs”) and other interrelationships. When a complete,

consistent set of objects is ready, it is added to the database as an atomic
operation.

2. New software, including new applications or revisions of existing software, are
first packaged into “software” viewing objects. As above, the software may
have interdependencies, such as an application depending on a dynamically
loaded library, which must be reflected in the interrelationships of the software
objects involved. In another example, there may be two types of client

systems in use, each of which requires different software objects; these
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In a preferred enbodi nrent of the invention,

finalization of the installation for the top
application | evel of software may be del ayed until all
parts of the application environnent have been
successfully | oaded and started. This provides an
aédﬁWiamelbjebtsvastﬁa\aesahmmnee présent ahdicaiang theotiype lo€ system
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r%ﬁﬂéﬂﬁi@aﬁbﬁ&%é&é@sh@@eﬁﬁ ent time, and any other
contextual information, such as the current viewer
context. Post- processing of this object at the

4. 8o datiin ot g s SnBacl Fddeeh o Sinflan e oin tois
t %5@@ hawevst! m&iédgg?egéﬁémﬁﬁjreg’g?ght ?@febﬁgﬁfgﬂgiét:i% tbgram guide

ing the recor
ppbmgwtr@amepwnbms‘@@ dﬁiabaw/e&lsg eénehed &casthe @m@regatlon

505 lr L b AP B8, R L REAPRGIEH con

c@nbrathesinf@midtmial Sttiifutes CONDE et corisicaest syt dﬁrarmmagx objects to
capt ure actions taken by the client system inclu

e ppotpoation e availakie.i IhIStadéiedﬁ@rtbeﬁaé@haSﬁ @y an aﬁtOféH?y
pg) g} OE' tinme. 3. Software installation actions,
i 50 %t g reception, installation, and post- reboot
results are recorded. 36 4. Hardware exceptions of
various kinds, in¢cluding but not limted to: power
5+ &atpcedected ffqrﬂﬁB@Wa?ysg%ﬁ%er ature profile of the
devi ce, persistent storage access errors, nenory
parity errors and primary partition failures.
It should be clear that there may be any number of sources of viewing

objects, and this enumeration simply shows the most basic possible sources.

Operations on Television Viewing Objects

There are a large number of possible operations on the central television
viewing object database. The following examples are meant to show the type of
processing that may be performed, however the potential operations are not

limited to these examples:

1. Using various viewing objects, a number of interesting statistical analysis
tasks may be performed:
1.1.By examining large numbers of uploaded operations status objects, it is
possible to perform extensive analysis of hardware reliability trends and
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Since all actions are recorded along with a tine

stanp, it is possible to reconstruct the behavior of
the client systemusing a |inear tinme-based ordering.
This all ows nanual or automatic nethods to operate on
the ordered list of events to correlate actions and

behavimie- mbQss. FtatinstaAce, if isgioseie e edrraldt@ il temperature
action does not occur soon after rebooti n%s(%vlth new

sof t wditfreexpectea M RF (Meanrldme: Beiweend-aileers)sojaligat devices.
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. chan
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net
ot herWthfLEIlyre&JtambtaISMeﬂmds\(\hmhka exrstmg @mgrant caimlgsmetﬁods

sef of objects is dded e dat S .
oo 4ThgaTs mapcelier Sxamplen ! SahFicel At sisdasgs LAt might be
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are Tirst packaged Into tware”™ Vview ng objects
As atto\mnlt tHaaea;s;ﬂik:tamneoeryz mhsavtmn buttalidpstnateriy @gmple the

such as |ca Jon pen on.a d nam cal | y
 oadespaihpy oPSRCR AR GEt PRt 1t ne

[ I

2 DEsaEhERbGeRpT ?BIe"E%*ﬁ‘aﬁ?é HOna Pl oo iidbaatd on one
sysitmowe attriiges ofatl Iaavaﬂalwauvaﬁwmgqmjecés di ff erent

software objects; these 37 software objects nust have
attributes present indicating the type of system they

arSuélﬁggﬁé@ﬂoﬁﬁs tygt,caﬂyfb&fé‘ﬁﬁie‘élttgﬂﬁrsﬁéktréﬁtm@qhﬁﬁ'h%tlbﬁ of
aval | abl e, is added to the t abase as an atomc
opisteresiviom®Eachadewingi ahjects pucteas ipsegranudesriptiose aeter,
keé(ireecqgf % éa.,d ar% tczlar'1§1tructi'ng-lg1 Sln!l:)pLiB ltélgle of programs and attributes. An
aggregate viewing object is then generated by choosing one or more
attributes, and adding to the aggregate those programs for which the chosen

attributes match in some way.

These objects are then included in the slices generated for transmission,
possibly based on geographic or other information. Some example

aggregates that might be created are:

2.1. Aggregates based on events, such as a major league football game in a
large city. In this case, all programs viewable by client devices in or
around that city are collected, and the program description searched for
the names of the teams playing, coaches names, major player’'s names,
the name of the ballpark, etc. Matching program objects are added to the
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key matching this secret key is |loaded into a "client”
managenent object, along with other interesting

i nformati on about the client, such as client type,
anount of storage in the system etc. These objects
are used to generate authentication objects as

necesgrogaté, whighrie gadn sllceplrfog transgiissitn ohjyeotdieat dzewces in
added T h a sim|l ar fashl 0 In this case, however,
the 469iPBHN PBA 6By RE refer to primtive program

glﬁlgm@¢&%§%£h8%ﬁ#ye@bﬁ§%ﬁhgmamtéi@s@ 8fargBl fnber of

he “aggr egat’i on j ect are other objects,
such vieverst Eat instares ani aggwegateamght berconatradtedoafrall “John
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avag| r@gatgs U@ea Coﬂf}% d henalad Be dPodiiedt. ‘Pmrﬁs case,

oper at ect'ed fromclient systens.
shoulupldeder dawinghalvjectseare scapnee fcam@iemﬂrtbs of oormmon interest,

if%feség%%\,&bg%“g?ﬁmra{%%wﬁ n%qt%'#lﬁrgﬁ%ﬁ&%we& etc. For
Cper Zéxﬁme%"ﬁsltswnm"% gMe b o pkbY i @H§v15ﬂ@ﬁ%@élﬁcl€hnt

| arg er of possi bl e operati on the central
tel e\des/uam ln\ﬂn@‘llﬂS’thQﬂKJ raight batgaresated Tantaioingothierfgliowing
exampl e nmeant rPéo show the type of processing

t hat W& %ﬁ ‘ﬁ‘@moq 45€ REEEGRY- t he pot enti al
OpEh 3k RE§aRs DR on émltcﬂ%elébtbhgfiﬁl \BERER. Bhirink viewing of a

Usi ng Varrous view ng objects, a nunber of interestin
st at mmgmn thealigwersmighi dlespreaonied widh a6 apRertunity fo Bypte”

oy oche SarePf Bodiye pts &Eb}%a@?%?%‘?fétﬁsé%?gé'gﬁé%!ﬁgtes

of h "sﬁ)’f@fr% ra@tnn@bmredtiysgt cm@ﬁ‘@t@g\@ph?{% wHiéh beneraesieigwing

For |nst ance, It possible to correlate internal

t errpecvtae@s éhatvarswmmd lstenviTBese vetas areribeRscapBad to
Fai | y e#eerg (5?'?’ q%g\gé}éll ‘?Ety e I:ﬁrggr \ﬁﬁ@ﬂ]lg&@gshﬁﬁ&?to those

nunb Vi e ion

pOSSI\bh@vb’@dd@rth/eﬁr pl@;rmegr aphi ¢ or psychographic
i nformati on about various popul ations of [

ded:PcErerease neamnpiher exemples pisaouw the paS'cc,fa'lﬁih@q?%p@thiw

\%iogLlﬂU?ﬂtWéllde@?&v?@etdﬁé?aﬁ?% bfdvidé bPe-SBAEG dndl pre-
selected groups of related programs to the user of the client device for
perusal and selection. These examples are not meant to limit the
applicability of the invention, but to illustrate by example the spectrum of

operations that might be performed.

3. Manual methods may also be used to generate aggregate objects, a process
sometimes called “authoring”. In this case, the person creating the aggregate
chooses programs for explicit addition to the aggregate. It is then transmitted

in the same manner as above.

Clearly, aggregation program objects may also p ermit the expression of

preferences or recording of other information. These results may be uploaded to
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the client devices reside. 1.3. Simlarly, by

exam ning | arge nunbers of view ng infornmation

objects, it is possible to generate "rating" and

"share" values for particular prograns wth fully

aut omat ed net hods, unlike existing programrating
tHEe oS- sife do fORR'£ bALR forrtheohddrroandndl 8ggrelgate generation or

statistical analysis tasks that might be perforned on
stetisticdl @Riahgiso 1NER0 Gt abase; these exanpl es are not

R R e e
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C . . «
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actor, director, etc., and constructing a sinple
opangtiensy the §§F4¢8 and attributes. An aggregate
vi ew ng object is then generated by choosing one or
nore attributes, and adding to the aggregate those
Targedingrof Gantenbvia lClicmé-Sideo Mechaaistms but es match in
sone These objects are then jncluded in the, ,
o1t ol e adven ot TiaRt Hevites ke S arpmblant systems, i
i iBliCd 8" & RIcTEHt 0 s SREBVEXAYkiRg of content
Isg‘gggéelgl%p ggdtehngltg Eﬁn?gﬂlté%gccreat edS are:v2. 1. Aggr%g%%negn to the
coasedennTeadiinrg! contentdargetingjroechardgue rélyarbservegsice tracking
otgor%fqug%{sqg@g :t%égtn;]a dgpfs?%%gﬁﬁge %l;(laq géﬁ é}asg}\éé/rl. eﬁ%g Ic(ce—an’[ralized
nfethbé Br&bnt# 8By araPpRIAGHSM descri pti on sear ched f or
the nanes of the teans playing, coaches nanes, ngjor
player's nanmes, the name of the ballpark, etc.

Vat | ect dded to th 39
o S6aBeGET oS 8k ALRHEr ol GORSHEr ATANEs osntsniggnount of
Lo clifSRhatitsty kEFSabout SR Hsunfle WAl W ekl é\ér%/é{risoneed to

2.2. Aggregates based on persons of conmmon interes
a | asgalenwitbthe giowtl.i Bitieican teoprohititivety expemsiegigr egat e
m gh ucted of a h nmavi es t

br‘oag’éig{g?g’: ?—2 r%fﬁgnﬁtég& a\}aQQLl_th(; Jc%ngum\é?@%ept In a cen?raP?ocation.

Many people don’t like this. Some refuse to take part, reducing the

effectiveness of the mechanism.

o Limited targeting - The constraints imposed by both scalability and privacy
means that the types of targets that can be achieved are limited. Some
systems only target based on zip code. Others based on similar products
purchased. No system can keep track of everything, because it would

either take up too much space, or consumers simply will not stand for it.

The invention’s client system offers a different approach. Instead of
keeping frack of consumers in a central location, keep the consumer's
information in the privacy of his own home via the client system. The client
system makes the decisions on how to target the consumer. The invention’s

approach affords many benefits, converse to the central-server approach:
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2. 3. Aggregates based on view ng behavior can be

produced. In this case, uploaded view ng objects are
scanned for elenents of comon interest, such as

types of prograns viewed, actual prograns viewed, etc.

For exanple, a "top ten list" aggregate of prograns

viewed on all client devices in the |ast week m ght

be generated containing the follow ng week's show ng

of* t fealabiifbgr Y8 . NOW4 COpgMEEat @B ased beardx fiekisimply buy
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" vot gliernt® ard Ifat"cthey eah gusligrapceppaewapitabisé Behdraaiand objects
of four perceived attributes_  (storyline, acting,

di r e iNGY, atgiBeato ke HAFK ofhi ch generates vi ewi ng
T T T

pr ogThe clignt cdievice trapssend ashako ahbagwizetheepoiting 8ata to the

their perusal. 2.5. There are many ot her exanpl es of
how tElePheRyiserversi Put thissis ot eieguiremgsht i on al | ow t he

25 FRNPRP AR, BEEALES A SIRAL SRR BE B peacet
cl i enéwdgatabesé aichep®d, usad/onnsbiteirectp@adeshesdy can easily be

exanpl es are not meant to limt the applicability of
t he Tepvegranyned p(th pew fargetinga loasihmgakpistingrdgofithms on the

Ve aleTstentes 86 stBiv Halngk H;s BT bR et for existing
obj edatabasge pelosaasor upaakihg With 9@l Isedemaut horing". In

this case, the person creating the aggregate chooses
prograns for explicit addition to the aggregate. It is

E 1ds’ & 'éﬁ Mejtﬁbdgm sanme manner as above.
—%%l@g'r‘l‘y—%re%mn—mogram objects may also permt

the Eh@iressiion’safienpbased farnesf @rgetigpisdningtedy floxibly. It can be

i nformation., These results pay. be up) oaded to 40Q the -
ot 5Pt 46V GRS A s Loatian. | ABluAR: huanal gmited to: TV
REGK, SEhRsY CARIRld kshhga | B n i
SR R Ao, FToBet phA%herdlR, BEefingS %, radi,
agdioyetce provi der and the wuniverse of viewers using

the client device. This unique and novel approach

Here are several examples:
Targeting of Advertising — Demographic Method

Referring to Figs. 11 and 12, the invention’s distribution server 1101 distribute
information on available advertising to the client systems 1103, 1104, 1105. The
targeting of advertising to consumers using a demographic method occurs as
follows:

o Client systems 1103, 1104, 1105 keep track only of the client system’s
own zip code.

» Distribution servers 1101 download/broadcast to all client systems 1103,
1104 ,1105, a mapping from zip code to PRIZM codes (see below).
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provides a new formof television view ng by providing
uni que and conpelling ways for the s ervice provider
t o p resent and pronote the view ng of television
programnms of interest to individuals while nmaintaining
reliabl e and consistent operation of the service.

Tar ged; ' ireNtir S C ' AF

{ e SP R TR LS, MR A RYECHRRK IRty 1 retevant

i nveRRIZM sodds. gite digat systemiis freedo pliscsirdfitee tesh. d o
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targ%bﬁgj%%h%ﬂé%%te{ %\'bisg%véﬁ‘émsfa&dﬁﬁ%érﬁéﬁt@ 13t iRlude the
consumers’ with targeting decisions made by a central
ser veelevahi BREAt cadlaszthdt eaeh laduepisesmnt spplieetal the broadcast

probl ens: _ Scalability - the nu r of _.consuners

O ouaTERPf s BdvgeTbrt, (R RPN teasof SBYaD agent the ad.
CONS UIBFoHANShol18 presdntd wiitlefer s need to scale

wi th e growmh. Thi's can be prohibitively expensive.

Pr  vdcglient isy$termatd 09,01 HBloyit1 06 Hieert dasides which kdgto captare on its
central location. ,Man eople don't like this. .Sqne .
ef uSin 8 Dkeseiits et anes RgTeRSr hases BB due3fta received
the mRphaRe SBYvicd ALY edrdraérhplBIthe SBRIGOHBASMItE EScarouseled
i nposed by both scalability and privacy neans that

t he tohpepebfl20aremrdintigaadeiiserpeaishesdCaly: Ei anddd. Client

came BNFL PR M "B dofled 2B EhCE o = 1
keep chfdudeldd cRM@fiat1P02mbadeecen &€ ARIZWPUbEe, whild8llent system 2
take up too much space, or consuners sinply will not

st and 204r cpptureshadvertizarnerinDs and efienk sysiam of  2@0 captures
di ffeard%f'tis%ﬂpérﬂ%:h' I nst ead of keeping track of

consuners tn a central |ocation, keep the consuner's

i N oNNGRE i W the E8&IdY 1 VBL ¥a®behd newray) BrBaddast hechanism, yet
client system The client S}/St em makes the deci sions

on hdhe cansyngegetsRcemA argetes advestiggraents

approach affords many benefits, converse to the

central -server approach: 41 Scalability - As new

T PRIEVS(Rotertial rRatirey thdekfoy Zin Marketb) gysterepridessmarketing
client s%st_em No central servers n?ed to grow. Si ni:e
qepartmente with g gtandgidized, ¢t oh sharaGienstics c ERPWRERS clusters, for
ShH8 848 TR EE U d BbRS! Sin PRIZM, each zip code is assigned one or

several of sixty-two clusters, based on the shared socioeconomic characteristics

of the area.

Targeting of TV Programming — Program-data-only Method

This example shows how television programming can be targeted to a specific
viewer using data from the viewer's viewing habits and the data on upcoming

programs. Upcoming programs that match the viewer's viewing profile are

recorded - like fuzzy programs described above.
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for new attributes to keep track of. Privacy -
Everyt hi ng about the consuner is stored locally, in
their hone. The client device may send back

anonyni zed reporting data to the telephony servers,
but this is not a requirenent. Limtless Targeting -

Bac apsdiribitfort| depiirss M908 Mbréadedstiabivtodtetpdaidata fevall client
dat abase schenma, and/or software upgrades, they can

easi Bystoms 1} ddOanhtddleseriving PrRCFRME fgctery shiectars. genres,
Exi s’% r}g algorithms on the client system can be
si np §F‘rmdi fied by sending new netadata for existing

daf abfight Spdtemm PI03IPHRNA N1 08, L keeie tvask i MrogfnesP&Srded and
of Targeting Methods The invention's client-based form

of t sieyed, agditee usel s prafeterioeder tese showsn be

appl ied to al most any ,nul tinmedi a situati,on,. i ncludi ng, .

bk RBE ¢ionr oaers DUl rBliReress: Rehie; dohich Gus d deiaht or
Pr odpeincPR bR BN 6 dREERIT G, BUS] that It kAbWis alddi O,

etc. Here are several exanples: Targeting of

Adw eiThestliegt -syBempphaphes vbgtards Reatewill mpat dhei yger'sl personal
and 12.. the i nveBti on.s di .?tri buti on server 1101

di st PrHEteece; Base A At hP GG ai | abl e advertising to
the fotethasynte Bahl Qe sebiite Kidim nBﬂﬁn%_tcﬁrtﬂétL'lg]%%’sofyersonal

advertising to cofisuners using a denographi c net
occupgefaences| Abdecisiobisi artmags penstelyl @y, the blidnt. 1105
keep track only of the client systems own zip code.
Distribution servers 1101 downl oad/ broadcast to all

Taldetitlg YRy P‘F@gréﬁggin? Jé@ﬂatlaar%ﬁve %&ﬁ%@! ng fromzip

code to PRI ZM o see bel ow). i ent system
1103, 1104 ,1105, then keeps track of only its

THR. S5 ET e SPSER, AU L ROAsP S 108 57 Oinformatior
clipb @ adredsoadaRre thdse, M usedimnh dieht epBtbAD® sefetPprograms to
, 1105, netadata about tavail abl’'e advertisenments that
regerd @ éecaremend|teva@viem@rzM codes that each
advertisenent applies to, the broadcast

¢ Distribution servers 1101 broadcast/download metadata to client systems
1103, 1104 ,1105, describing pairings or groupings of programs that were
generated based on anonymous backhaul data (i.e., when viewing objects
are collected from client systems) or any other method (perhaps even
editorially). For example, “Barney” is paired with “Sesame Street” since
households that watch/like Barney tend to watch/like Sesame Street.

e The client system takes this “correlation table” and compares it to
programs that the viewer has selected for recording or has expressed
interest in. Other programs that correlate highly are then recommended or
recorded as fuzzy recordings.

» Note that this is similar to other “collaborative filtering” techniques used by
Amazon.com, Netflix.com, etc, the difference being that the central server
need not know anything about any specific client and that the

recommendations are made by the client.
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time of the advertisenment, the appropriate tinme of day
to present the ad, appropriate show to present it
with, etc. Aclient system 1103, 1104 , 1105 then

deci des which ads to capture on its own and presents
themto the consuner based on the netadata received

f r omnitheugietive GRvehliBa is describaumhbeein MWith fferdnee to the preferred

transmts a carouseled channel 1202 conati ning

cabodimenie mnet skiled i the arb wilk readily APpraGiatatthat giies mpplications

iy b, PR LR ARG G304 PeRal Ul gy AR the'shrt and

stdlid ef td prekehypventich. A26drdirady,Lthesneshiiont isheotendnibe limited

and client systemn 1205 captures advertisenent B.
bxiheClaimstinelugded \belaw.1101 can be a one-way, broadcast
mechani sm yet the consuner gets a conpletely
targeted advertisement. The PRI ZM (Potential Rating
Index for Zip Markets) system provi des narketing
departnments with a standardi zed set of
characteristics, known as clusters, for each zip code
inthe United States. In PRIZM each zip code is

assi gned one or several of sixty-two clusters, based
on the shared soci oeconom c characteristics of the
area. Targeting of TV Progranm ng - Programdata-only
Met hod Thi s exanpl e shows how tel evision programi ng
can be targeted to a specific viewer using data from
the viewer's view ng habits and the data on upcom ng
prograns. Upcom ng prograns that match the viewer's
viewi ng profile are recorded - |ike fuzzy programns
descri bed above. 43 Distribution servers 1101

br oadcast/downl oad netadata to all client systens
1103, 1104 1105, describing prograns (actors,
directors, genres, etc). Cient systens 1103, 1104

, 1105, keep track of prograns recorded and viewed,
and the user's preference for these shows. The client
systembuilds a "preference profile" which gives a
wei ght or rating to each actor, director, genre,
etc., that it knows about.
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The client system chooses prograns that will neet the
user's personal preference based on this profile.
Not e that once again, the service knows nothing of the
user's personal preferences. Al decisions are nmade
privately, by the client. Targeting of TV Progranmm ng
- Col | aborative Method This exanpl e denonstrates how
col l aborative information, i.e., information
col |l ected across a user base, is used by a client
systemto select prograns_to record or recommend to
the viewer.  DistributiofkdM8rs 1101
br oadcast/downl oad netadata to client systems 1103,
1104 1105, describing pairings or groupings of

1. A mgthad=ort taggeting meultigedie cattent toasddwenusargmyliantsystem, comprising
backhaul data (i.e., when viewi ng objects are

the stegs@f! ected fromclient systens) or any other nethod
(perhaps even editorially). For exanple, "Barney" is

%Eﬁiﬁ? flmete\%é’éiﬁéf@f%cét Jiefliien bﬁ?e‘?n, househol ds t hat

wat ¢ ey tend to watch/li1'ke Sesane Street.
The client..systemtakes Lhis "correl ation .
et 8 b SV s BRs e R G e Bran B
for recording or has expressed. interest in. her )
BecsHngRigrRiop 8F1rsé1|dz§$émrﬁy§tﬁ IR & SFWSH&?F%‘B@H%W’Q&% fargeting
recorded as fuzzy recordqus. Note that this is

informatiami relating to omitent thag atd avbidatde foraetrieyal byispig clicelctyplicaisem a source;
used by Amazon.com Netflix.com etc, the difference

Relethg bakait kHetentteml whithwentenniésel inahidkaaiweriyfonmation are to
about any specific client and that the

be retﬂ%ﬁ&?&?@@ﬁién@ Bstéh BsifB98d Revidigratlig;ent . 44 Al t hough

e I'nvention 1s described heréeéin with reference to

t he ; . . ’ . . .
R S B ST SR s RBR N POEBE foubtddmone
substituted for thos; forth. herei| mﬁth%

pluraliyB AP uTP P e S T (B S Yot P Bgafion and storing

i nvention. Accordingly, the invention should only be
said refrienpd sedectashcontrnt @ digitel fome Poi@ed lassl ang stormzedemicRis

wherein said availability information includes metadata relating to available content that
includes any of: relevant geographic area that each content applies to, appropriate time of day to
present a content, appropriate program to present a content with, and when a content is available
from a source;

wherein said at least one storage device contains a plurality of recorded program streams,
said plurality of recorded program streams include program streams requested by the viewer for
recording;

wherein the client system displays stored selected content to the viewer while the viewer
is viewing an appropriate recorded program stream from said at least one storage device as

indicated by the targeting information;

recording viewer input during the display of said appropriate program stream; and
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1. Anethod for targeting nultinmedia content to a
viewer using a client system conprising the steps
of : tracking a viewer's preferences on a client
system wherein said client systemprofiles the viewer
using said tracked preferences; receiving informtion
on said client systemfroma server that includes
content targeting information relating to content
that are available for retrieval by said client system
froma source;, selecting, on said client sys%enl .
wending sihtespided viewea inpyt B2 sprye At vedtss ABCRAL Tesnrdsd giewer
to be retrieved by said client system using said

input, iutled|p cputetti ihevhichedach esdondgd gwerdnphtds fakert. syst em
sai d selected content froma specified source anpng a
plurality of sources according to availability
information in said received informati on and storing

2. ;’I?lieﬁnétﬁ(gc[ bEYEESE I\xﬁf&ééﬁj s&ARE&Ned iﬂfdiiﬂ'ngf'iér@hd(fiﬁéﬂ'@llgi'l::bﬁtains any of:

east one storage device; wherein said availability

| nf ' i ncl d relati. i | abl
content ity e <Ot Bk SO RHRGR MRRAE Ceoorapni ¢

area that each content applies to, appropriate tine of
day to present a content, appropriate programto
present a content with, and when a content is ,
3. dimirhetbddof Elagm2awhersircerid aprdenisalesingisten sqlecis eongng by comparing
storage device contains a plurality of recorded
a contEftRUfaddBtia | riefomatiors alith gidirvadw dryprofile; @adrvledeiprwigamasaid content’s
streans include program streans requested by the

targeti?é% B\ natiBh fallsSFietif iaRange¥Tabedifc idfermedtiofth s&idl SAe8r profile, then said
spl ays stored selected content to the viewer while

he viewer IS Vigw r h:ate recorded program
Contengfelc%rgfﬁgfl}lsarﬁsss gfileéi1 ugeyﬂjl&g%%?e ngﬁ(gr rg‘?{g&rhgg'e devi ce asIO °
i ndicated by the targeting information; recording
vi ewer input during the display of said appropriate
program stream and 46 sending_said recorded viewer
4. i HpumethodaofsEhajimr 1.t whereiy axid awaidahle gensensy inchidgs gay oft TV shows,
vi ewer input, including context in which each
movies, @duogadlextisementsj prpdiict iasd sakien of2ringshendatdodorgéntCl ai m
1, wherein said received information additionally
contains any of. content availability tinme, content
title, and channel information. 3. The nmethod of C aim
5. 2ondWehBh Be bl ICURCRI sAELERENGHRIER B BRLS0 GAPLARE channel at
by conparing a c¢ontent's targeting information with
aid viewer, profile, and wherein when said content's
aSpec’?ﬁflélé‘fq tﬂdeﬁrﬁq?%?%?do??qeﬁlt'l s within a range of specific

information in said viewer profile, then said

6. An apparatus for targeting multimedia content to a viewer using a client system,
comprising:

a module for tracking a viewer’s preferences on a client system;

wherein said client system profiles the viewer using said tracked preferences;

a module for selecting, on said client system, which content listed in said received

information are to be retrieved by said client system using said viewer profile;
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content recordi ng neans schedul es the content for
recording. 4. The nethod of Caim1l, wherein said
avai |l abl e content includes any of. TV shows, novies,
vi deo, advertisenents, product and service offerings,
and audio content. 5. The nethod of Claim1, wherein
said content retrieving step tunes to a specific
channel at a specified time to retrieve sel ected
content. 6. An apparatus for targeting nultinedia
content to a viewer using a client system )
e orsiulsfon getrigving duyl seids dient syatert. sgd selgptedepntent from a specified
preferences on a client system wherein said client
source ayshgeaplurality loésourtes acceding tosvaigbiiay thfonnwmtikadn said received
preferences; a nodule for selecting, on said client
informationta@MstoMiisGhidGefieed sdldctddesbnicht Fadigitd] €6ret v@d at least one storage
information are to be retrieved by said client system
deﬁceusing_said_viemer profile; 47 a nodule for retrieving,
’by said client system said selected content froma

speci.fie SouUr.ce. ng. a.pluralit f rces ..
B e BIRRURY BT RicD olpAe ol reR Pk Ryasleble sggrent that
. inforpation and staoring said retrieve?,selected. . £d
includeg gpy efiirelierard iggpgraphis avemthst eachgonieabanpliss ko, apyppyate time of day to
devi ce; wherein said availability information includes |
presentrastomtiat appaipaiateryo groma prdsai] accaniant with, andavhen meqniend s available
any of. rel evant geographic area that each content
from a 8@Rté;.es to, appropriate time of day to present a
content, appropriate programto present a content
Heloin 3416 ANEH Fe GRMEYevics cBN@ink @i alith 0P RrodrE&@UWr6fam streams,
ereln sald at | east” one storage devicé contains a
. | uralit f,record I ' '
said It b ST R TRARE S LER Troam® RefleRLa b Mower for
requested by the viewer for recording; wherein the
recordiggy ent system di spl ays stored sel ected content to the
viewer while the viewer is view ng an appropriate _
reoein st Pieotsystans displans stpisthselartad Sentprida thegrewern whilgle viewer
device as indicated by the targeting information; a
is viewimglal gpprepriatetoodict grograwstredn ot shirt atigpst tree dompe dgvice as
of said appropriate program stream and a nodul e for
indicatt@ B¢ iGafRtifg G, vi ewer input to a server that

creates a trace of recorded viewer input, including
conb&xt f(')rl}ex\g}hﬁllé Nz iffult QLA S EEly JFRMdtapbRpriateEtogram
stream; and

a module for sending said recorded viewer input to a server that creates a trace of

recorded viewer input, including context in which each recorded viewer input is taken.

7. The apparatus of Claim 6, wherein said received information additionally contains any

of: content availability time, content title, and channel information.
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7. The apparatus of Claim6, wherein said received
information additionally contains any of: content
avai lability time, content title, and channe
informati on. 48 8. The apparatus of Claim?7, wherein
said content selection nodule selects content by
conparing a content's targeting information with said
viewer profile, and wherein when said content's
targeting information falls within a range of specific
information in said viewer profile, then said content
8.  rosrarsiusnebfdaisc hewrbeisn sHE coptané selegigm modylegseigrpts content by
9. The apparatus of Claim@6, wherein said avail able
compafifgthervntantis |targetsng mfornfatiol \Wishh o, viewevpmdi]e, aind eiherein when said
adverti senents, product and service offerings, and

contenfY ghr Set @ B RhatickOfalld _Wﬁhﬂﬂf)@h?é ubspetificl iafombtionnesari Wiewer profile,
said content retrieving nodule tunes to a specific

- 1 fd ' tehd ect ed
then s G &y ing R e e R bl e by a
conputer, tangibly enbodyi ng a program of
i nstructions executable by the conputer to perform
net hod steps for targeting nultinedia content to a
9.  vitewenparabisngl Glaim; @n‘tghf‘é%t%rﬁ ayadlaple; canfgyt tl?éuiﬂﬁeﬁﬁg ot TV shows,
tracking a viewer's preferences on a client system
moviesytvateo alvsetisdments,gmodwy sndesarpice dffeargst prd gudémentensi ng
said tracked preferences; selecting, on said client
system which content listed in said received
information are to be retrieved by said client system
10. ufﬁé‘g[;ﬁ%?dtﬁjs Ut @{\%fn BY Qhékefy sdi®lchheMi Prievilg $RIddleChuh8Nto a specific
syst sal d selected content froma specified source
ng a..plurality. of [ cording to
dwnnggg?%%g#} fng ﬂS%ﬁ% f%%ggﬁgéggg'received i nfor mati on
and storing said retrieved selected content in
digital formonto at | east one storage device; wherein
said availability information includes netadata .
1. ralmogmy storage aiddam ecaslabledin a cpmputer, fengiblyscralipdyrg a program of
rel evant geographi c area that each content applies to,
instru@iops aredaide thymtheofomimytert @ pédomn enethod atapsnbensrgeting multimedia
appropriate programto present a content with, and
conter¥RERVRWePIIBS] cliéht @%’@éﬂl,%g)risiﬂgqﬂé 3epObFce; Wherein
sald at | east one storage device contains a plurality
O{racrk‘ieﬁ: of gi%\q/elp § g&?&gﬂc%g b& 3 Went sglgt'eﬁir plurality of
r 6¢or ey program streans i nclude pfogram streans
reguested hy the vie for . recor.di ng; er,ein the .
Crem kaient s By S B wiaMEE Rt 9 EATRE Rte Aot
viewer while the viewer _ i . .
selecting, on said client system, which content listed in said received information are to

be retrieved by said client system using said viewer profile;

retrieving, by said client system, said selected content from a specified source among a
plurality of sources according to availability information in said received information and storing
said retrieved selected content in digital form onto at least one storage device;

wherein said availability information includes metadata relating to available content that

includes any of: relevant geographic area that each content applies to, appropriate time of day to
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IS view ng an appropriate recorded program stream from
said at | east one storage device as indicated by the
targeting information; recording viewer input during
the display of said appropriate program stream and
sendi ng said recorded viewer input to a server that
creates a trace of recorded viewer input, including
context in which each recorded viewer input is taken.
12. The nmethod of Claim 11, wherein said received
s ooy, RS Bot B e B en i iR ¥ S0t s vt
information. 13. The nethod of Claim2, wherein said
from a gnoteent sel ecting step selects content by conparing a
content's targeting information with said viewer
pihefein @id aridasivhee ebrgekevics edrdaiooaplindlityg of teaogled program streams,
information falls within a range of specific
said plritit9 OFRlch RIRd ipho g At GtréARYRICIUAE Pbddram strbis ®aiébteddgitheRiewer for
recordi ng nmeans schedul es the content for recording.
rmmuﬁ&4' The method of Caim1l, wherein said available
cont ent i ncl udes any of: TV shows, novies, video,

agdvertjsenents rodyct and.service offerings, and. .
Fi g ety sish G o Sttt EonBrh R P it e viewer
~_ said content retrieving step tunes to a specific )
is viewiiganriepropaiategeeysded progeint strRem woipspidiablrastame staragg device as
content. 51
indicated by the targeting information;
recording viewer input during the display of said appropriate program stream; and

sending said recorded viewer input to a server that creates a trace of recorded viewer

input, including context in which each recorded viewer input is taken.

12.  The method of Claim 11, wherein said received information additionally contains any of:

content availability time, content title, and channel information.

13.  The method of Claim 2, wherein said content selecting step selects content by comparing
a content’s targeting information with said viewer profile, and wherein when said content’s
targeting information falls within a range of specific information in said viewer profile, then said

content recording means schedules the content for recording.

14.  The method of Claim 11, wherein said available content includes any of: TV shows,

movies, video, advertisements, product and service offerings, and audio content.
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15.  The method of Claim 11, wherein said content retrieving step tunes to a specific channel

at a specified time to retrieve selected content.
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