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Step 201: Determine a user plane 
security active state of a DRB for 
transmitting multicast service data

Access device Terminal

Step 203: First indication, 
indicating the user plane 

security active state of the DRB 
for transmitting the multicast 
service data, and optionally 

second indication, third 
indication, and fourth indication

Step 202: Configure a multicast PDCP 
layer entity based on the user plane 
security active state of the DRB for 

transmitting the multicast service data

Step 204: Configure the multicast PDCP 
layer entity based on the user plane 
security active state of the DRB for 

transmitting the multicast service data

Optionally, step 204a: Determine the user 
plane security active state of the DRB for 
transmitting the multicast service packet 
as the user plane security active state of 

the DRB for transmitting the unicast 
service packet, and modify the unicast 

PDCP layer entity

Optionally, step 202a: Determine the 
user plane security active state of the 
DRB for transmitting the multicast 

service packet as a user plane security 
active state of a DRB for transmitting a 

unicast service packet, and modify a 
unicast PDCP layer entity

FIG. 2 
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Access 
device

Terminal
AMF 
device

SMF 1 
device

Step 51 to step 58 are the same as step 31 to step 38 in FIG. 3

Step 59: First multicast 
security policy, and 
optionally unicast 

security policy and/or 
PDU session ID and 
service configuration 

information

Step 510: First 
multicast security 

policy, and 
optionally unicast 

security policy and/
or PDU session ID 

and service 
configuration 
information

Optionally, step 511: 
Determine, based on the 

service configuration 
information, to transmit 
multicast service data

Step 59a: Determine a 
user plane security 

active state of a 
multicast DRB, and 

optionally determine a 
user plane security 

active state of a 
unicast DRB

Determine 
to choose a 
manner 1, a 
manner 2, 

or a 
manner 3

TO 
FIG. 5B

TO 
FIG. 5B

TO 
FIG. 5B

TO 
FIG. 5B

FIG. 5A 



7/13 

Step 512: Create the multicast DRB, 
determine the user plane security 
active state of the multicast DRB, 
configure security for a multicast 
PDCP layer entity, and optionally 

modify the user plane security active 
state of the unicast DRB and a 

unicast PDCP layer entity

Step 513: User 
plane security active 
state of the multicast 
DRB, and optionally 

second indication, 
third indication, and 

fourth indication

Step 514: Create the 
multicast DRB, configure 
security for the multicast 
PDCP layer entity, and 

optionally modify the user 
plane security active state 

of the unicast DRB and the 
unicast PDCP layer entity

Step 514 to step 521 are the same as step 
314 to step 321 in FIG. 3.

CONT. 
FROM
FIG. 5A

CONT. 
FROM
FIG. 5A

CONT. 
FROM
FIG. 5A

CONT. 
FROM
FIG. 5A

FIG. 5B 
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Access 
device

Terminal
AMF 
device

SMF 1 
device

Step 71 to step 79a are the same as step 51 to step 59a in FIG. 5.

Step 79: User plane 
security active state of 
the multicast DRB, and 
optionally user plane 

security active state of 
the unicast DRB and/or 

PDU session ID and 
service configuration 

information

Step 710: User 
plane security active 
state of the multicast 
DRB, and optionally 
user plane security 
active state of the 

unicast DRB and/or 
PDU session ID and 

service 
configuration 
information

Optionally, step 711: 
Determine, based on the 

service configuration 
information, to transmit 
multicast service data

Step 59a: Determine a 
user plane security 

active state of a 
multicast DRB, and 

optionally determine a 
user plane security 

active state of a 
unicast DRB

Determine 
to choose a 
manner 1, a 
manner 2, 

or a 
manner 3

TO 
FIG. 7B

TO 
FIG. 7B

TO 
FIG. 7B

TO 
FIG. 7B

FIG. 7A 
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Step 712: Create the multicast DRB, 
determine the user plane security 
active state of the multicast DRB, 
configure security for a multicast 
PDCP layer entity, and optionally 

modify the user plane security active 
state of the unicast DRB and a 

unicast PDCP layer entity

Step 713: User 
plane security active 
state of the multicast 
DRB, and optionally 

second indication, 
third indication, and 

fourth indication

Step 714: Create the 
multicast DRB, configure 
security for the multicast 
PDCP layer entity, and 

optionally modify the user 
plane security active state 

of the unicast DRB and the 
unicast PDCP layer entity

Step 714 to step 721 are the same as step 
514 to step 521 in FIG. 5.

CONT. 
FROM
FIG. 7A

CONT. 
FROM
FIG. 7A

CONT. 
FROM
FIG. 7A

CONT. 
FROM
FIG. 7A

FIG. 7B 
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Step 81: Multicast 
service security modeStep 82: Multicast 

service security mode

Step 84: User plane 
security active state 

of the multicast DRB

Step 85: Create the multicast 
DRB, configure security for 

the multicast PDCP layer 
entity, and optionally modify 
the user plane security active 
state of the unicast DRB and 
the unicast PDCP layer entity

Step 83: Create a multicast DRB, 
determine a user plane security active 

state of the multicast DRB based on the 
multicast service security mode, 
configure security for a multicast 
PDCP layer entity, and optionally 
modify a user plane security active 
state of a unicast DRB and a unicast 

PDCP layer entity

Access 
device

Terminal
AMF 
device

SMF 1 
device

FIG. 8 
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Processing 
module 910

Transceiver 
module 920

Communication apparatus 900

Storage 
module 930

FIG. 9 

Processing 
module 1010

Transceiver 
module 1020

Communication apparatus 1000

Storage 
module 1030

FIG. 10 

Processing 
module 1110

Transceiver 
module 1120

Communication apparatus 1100

Storage 
module 1130

FIG. 11 
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Processor
1210

Transceiver
1220

Communication apparatus 1200

Memory
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FIG. 12 


