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STORAGE AND RETRI EVAL OF AUTHENTI CATED DOCUMENTS
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Certificate Revocation List

CSS Certificate Status Service

HTML Hypertext Markup Language

ID Identification

IETF. Internet Engineeq'ng Task Force

ITU International Telecommunications Union

LDAP Lightweight Directory Access Protocol

OCSP Online Certificate Status Protocol, IETF-RFC 2560 X.509 Internet Public
Key Infrastructure Online Certificate Status Protocol - OCSP, June 1999.

PIN Personal Identification Number

PKCS Public-Key Cryptographic Standards

PKi Publéc Key Infrastructure

PKIX Public Key Infrastructure (X.509)

S/MIME Secure Multi-Purpose Internet Mail Exiensions
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SCVP Sinple Certificate Validation Protocol, 18 January 2007
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To create a digital signature, an information object is hashed (processed using a

one-way cryptographic function that can detect as little as' a one bit alteration inthe
objecf) and the haéh is then encrypted using the individual's private (secret) key. Digital

' signatu're verification is achieved by reversing this process. The digital signature is

decrypted using the individual's public key retrieved from their authentication certificate
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and the result is conpared to a re-hash of the18 January 2007

original information object. These processes nmay vary
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Explicit action must be taken to aliow interoperability in the form of CA cross-

certification, whereby two or more CAs that agree fo frust one another sign each other's
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some vendors have implemented OCSP responders that are based on CRLs.
- Certificate status reported by this type of responder is only as timely as the CRLs on
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foreign CAs; Figure 6 illustrates a TCU user
enrol I ment process termnating in a certificate

status checking step, where digital signature

val i dati on denonstrates successful enrollnent; Figure
7 illustrates a TCU user enroll nment process where a
foreign CA issued 10 the user certificate,
termnating in a certificate status checking step
where digital signature validation denonstrates
successful enrollnent; and Figure 8 depicts an

aut onobi | e- |1 easi ng exanpl e that shows how a CSS can be

‘utilized in electronic commerce. DETAI LED DESCRI PTI ON

15 The certificate status check is a critical elenent
to a systemor TCU acceptance of any electronic

i nformati on object submssion. In order for a

subm ssion to be accepted, the certificate status
must be reported as valid. Querying for certificate
status normally requires that comunicati ons take

pl ace between the TCU and the source of
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certificate status. The frequency of these
communi cations will grow in proportion to the 1®danuary 2007
nunber of TCU subm ssions. Checking of certificate
status may be a real-tine requirenent and status
queries are perfornmed on every subm ssion. However,
wosb@big7imay not be updated in real -tine p@aguse@sthngicase
with CRLs. Al CRLs are published at specified
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e FHBISE pisPaet B ity P 85 end RS by ogtcats”

- stplueviadind infeset ingnh maneivredd foedigve@ms; t he TCU and t he CSS.

Thi g, . have attri butes sim |l to

! e FoRte Bt R E6 Qhar TR Srckt e b Sy o

stajes Floacking etes vderesligithl signsiureglatidatian ddrfidneiedtes sabebséfius

ermal r_mtze processing overhead. 30 The CSS is provided
and mai ntains sufficient information on the
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sigfigdse Kaligatiop demensiratpy sucensiul enralBnedbiacar y 2007 WO
200#@9&%@&0@%@5@%@@@4&%&&%ﬂ‘an?d?é i m&ﬂg; Cacgé L&l ON

desi gn. advant ageousl'y "parses an
”t@%ﬁdt‘“?'ﬁﬁt‘é’!’@"g@@ﬁ&% to mnimze status response tine to

a TCU st atus quer wWetTAlEOBEscrIBRbRf ore el i m nates the
gl_llfor %/of the traditional forms of PKI
| nt DHEHET Paty chedkisdtitahplementin amisisd ord6b\aseaptanse

of @meaed:tmerﬂmmaﬁﬂ obleBGAbmisHGH) IH SRl ﬁP&%Hﬁssgﬁﬁb pe €asily

_ dorastof users elimnate

s Misettista silis Byt b e 79 610 Qningiseicangats
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e asked to further

ool e TR PeniErBh P fadmeRcRGHe Wewouin papsrice t g

hughypdf GGUapbissions. the| r authentication certificate.
pciated with secure

S i [ b
S S T Al B B St e
arg prefoutneyi anedveryisgbmissipra fridwevanstatad ragy it beuipdate@ @ reittinge

B L T N,

or fyéceeiaily | CRIdetievalamirepeated paesing @ hateynaguiive imgictorbeen

o SRHSARBED 08B o RS BB
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30

~certificate nust not
profcataxqave attributeg siéer. to theilETH @§$P thehaliows amapptication toy

quérR 4 WA Bthé Balus bitsinbtd-bertiitAs En@thﬁ‘éjl‘ﬁ{n%éecbrécggs:ﬁgsosogrhe

The CSSis prowded with and maintains sufficient information on the location,
the means of communication and of processing cerlificate status for every CA that it
needs to interoperate with. The CSS therefore makes it possible to stabilize and
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CAto retrieve certificate status. Because ther
wide variety of standards and CA 20 inpl enent at1|§6%53ar92007
for reporting certificate status, this is not an easy
or sinple task. As stated in the background secti on,
rmal |y some formof PKI interoperabili

Worzg(a{‘ﬂ“?7éd when nultiple CAs or PKls are Wie;'%ﬁzq}’éfﬂmﬁhl s

invention elimnates this need by creating a
opilipies iy applisatiop desian. Jbe ESSadvantageously patses tiid ¢achds on or
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query to the CSS that then checks its cache for the
Usr of dwthenticafiontGetificated:i fi cate' s status. If status is
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t store the subm ssion as t ri
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t I
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will be used for reporting and refrieving certificate status: LDAP, OCSP, CRL, eic.
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process adds- one additional step. This fifth stgg

checks that the submitter's identity 20 matchedd tfaary 2007
of the party who established the current session with
the TCU. If all tests succeed, the action is allowed
and/or the information object is accepted and held by

WOHMA0IICU on t he behal f of its owner. | fPGHRS28/623191
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Appl i cants' CSS overcomes the described |imtations
that persist today with PKI and e-commerce. Sdfrgguary 2007
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CA distribufion point, e.g., an X.509 v2 CRL profile (IETF RFC2459, Jan 99), validates
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CSS parses the OCSP response and adds certifi cg%e

details and status to another cache. A time-tdSMpQgary 2007

flag, determ ned by |local TCU security policy, is

included with and determ nes when the entry will be

renoved fromthe cache. This feature is ained at 20
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copy {unexecuted) of the elecironic information object is retrieved from the TCU or from
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transaction. In step 107, the TCU cryptographical|l
verifies any digital signatures included in t gJaXuaryZOO?'
el ectronic wapped digital electronic docunent. The

public key, found in the signer's X 509.

aut hentication certificate, is used during the
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15 status indication is returned to step 125. If the
CA is known and status is not present for thel&dajuset2007
certificate, but the status mechanismis a CRL, then
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Upon addition in step 153, the certificate status in-store process resumes at step
121 and continues through steps 1 23, 125, and 127 to g conclusion where the
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15 Referring nowto Figure 2, the CSS perforns CRL

retrieval as a background process. A CRL cont dPdgngary 2007

list of all revoked or suspended certificates until

the current date and tine is beyond the validity

period contained in the certificate. Suspended
WocEM{O0tTlcat es are treated as if they havRCIj&s0039220bked,

but they nay be reinstated which results in their
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.during certificate status ar?g %}/]ﬁ aﬁ%ﬁgs. lﬁ%{gp 289’ the.
CRL or Delta CRL is retrieved from the CRL repository. In step 209, the CRL or Delta
CRL is parsed prior to being added in step 153 fo an appropriate cache or list in the

Certificate Status Store in step 121 or directory based on the established schedule or
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retrieval. The CSS therefore can bridge cormunl cations
outages. 15 CRLs may be parsed and the i ndivi dd&panuary 2007
revoked certificate statuses placed in a cache to
reduce conputational overhead resulting when the CRL
has to be checked repeatedly. This is depicted by the

WOo2shwa71305, 307. The contents of the cab¢RUS§08022191
repl aced whenever a new full CRL is retrieved.
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common interface and to ensure secure and timely provision of certificate status

-information. s secondary purpose is to ensure a guaranteed level or quality of service
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cergijcgiestatus check in a single communication. Among other things, this capability

may be used in validating some or all of a chain of userfentity certificates and CA
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party's private key, thereby forming the signd® January 2007

digital signature, and placing the signer's digital
signature in the signature block along with the
signer's authentication certificate. |f the appended
wWodaid12TIcl udes a | ocal date and tine, CcPEIAIS2098022191
digital signature block may further include the steps

a%erﬂicétlbﬂ eertifbafitR%kied bite re!pgﬁeﬂhto @@%ﬁe@é}g ﬁe}e o{ any_

U|r|nga3| gner to affirm te an
's'aP urg lagh resultetn a eaquest br  eplaceient Rignature dlocklentinitiaionioft i me

relnﬁed?l tf Bﬂéadt §né %ﬁﬁﬁ@lﬂ&ok ié’deté'rﬁln)éél fb%e%ll@ thesﬁf)ﬁ HRGE
ese are set trusted tine vice

0‘5?1 8'%%@5 |b'°a'éua§° é?r&a"e'ﬁ'w@"abﬁ%gaﬁ %ldé'ﬁleefﬂ the %'hiﬁ@tdif?mﬁtmg
oH hﬂ drexting aldélé@roaiadndmdﬁﬁhlﬁfamh@@s STRBIRIS 6n‘beﬁé]§6f"tr% duldt.

t. fall t t
aut FTITGA B0 B bty ide e Sonscy Pompisonetna

mbiescohianieHashiatfer teshetor MBrel iforfatioretjdet @a?‘éﬂts@?or bk Rble
ecified b 20 t val i

t B and t S
koot oB e B motddhedl 5t e 5B Bivare pentpr Aberen rdanyo
anpendefd;date guchrae thet [beal dﬂegartdalhmsmm reticialeQor af éhstruction,

i T R KRR N PN ——
signer s digital signature, acnd placifg ttlaslgner'aldigﬁaltsjgnalefel iDthe sigAdtuE %ck
oS SeePE ol bernie e s o b 415
date %ﬂﬁistm Freating\arvigitaltsignatureipck nay furtherdaahide tive steps of either
CHAEATNALE ol BEATR ool So Rl T 3 SR SR ehS

he informati on con ereln
coa?cfi anlcomeniiag e dsakdatecand a@e lf@ﬂeer isrinqooed, drsetdhg antt en

sySte@tRte HrA%ima Fehesd 83t B finfdied’ 'tlHe §§|@\c@ Oy IH%? gat% gﬁc}}tlme

i nformati on obj ect executi on,

Is Rogsgiee EFP@éaW"@aTMO@bd%@ﬂNeéan bs« c@ckeo@asmsmat it

is. 5(!:09!%@ aHdethdt & Galls WAn Pk u%%utﬁbrﬂf&é‘ﬁo‘a’%@rﬂﬁ&ﬁﬂa tg ge
the TCU separately al on |gnat| on

thafhe 'ﬂ‘@?d%?’?cb“s"ﬂf‘dﬁ avtikgross a@ﬁ Aokl tha gateanmd tines spegifed an
'the/@dud@qieﬂo@ver y signature bl ock sent independently or
ou either the digital signature

ver i ?‘H%SXPF%H'Q‘H S'ﬁ’ﬂﬁ‘%i'??ﬁ feilsto ¥e{ifgauings herliitalsigpatare to WO

be 2800 2id thBEFhAiTE BRA VD3 KbbnSAttéd, fn@%dﬁn%lélb.bgﬁ&n'd?n
r ts t nat ure bl ock and

a”ﬁ%%%?‘fé"&'u"&ﬁ'{cat‘? %ﬂ‘f&gy’e”%ﬁ B ol et et b beses
ceMﬁdatedmsmaplredtae@ mbstbe ea@eed Arivholifddg MeafeRsactiéieowner that

ck.oat the indicated tag. To signature
thefat '{éomgl Sr ately, the TCU may add a reliable

- d atP@mmenttqf onE mrmncmasignamregmaiku aAd fhb @fdrmatimGahttinaWthkdin
. i d t

i RS i SRl B b Sombdid
datgp arpph.mtlzaﬁand tsad Gminfopuation bbiect sudutar, anmﬁlwenﬁhmme '

t fleld th b
sigR RS b e S REE U M ot Sofeeiifog, rBlebomfiBetre
blogjfsicap pe eent éxthe TG gmamesorm withkige dles;gnbﬂbna:dtﬁed within a
corvdspEHeR sighBtre ME GARRE B 1€ k=R Qalfdgfé%ﬁiéﬁr\é%ngture block sent

independently or as a group. If either the digital signature verification or authentication

30




10

16

25

applied to inplenent other business and securi t%/

processes. 10 The TCU may validate the digital 18 January 2007
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contained in CSS configuration store, and the CSS
retrieves certificate status fromthe certifi ¢&tanuary 2007
status reporting conponent and doses session with
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not a CRL, then the CSS conposes a certificate status
request as per the nethod contained in CSS 18 January 2007
configuration store, and establishes appropriate
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issuing CA's status in the CSS know edge basel& daruant 2007
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scope of the clains are intended to be enbraced
therein. 38 18 January 2007 WD 2004/010271
PCT/ US2003/ 022191 What is clainmed is: 1. A nethod of
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list of approved CAs in a configuration store. 2. The
met hod of claim1, wherein a |ocal date and tinme are
checked for whether 15 they fall within a validity
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The nmethod of claim1, wherein the issuing CAis
included in the list of approved CAs by vetting and
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" composes a cetrtificate stafus request according to the conﬁgured connector, retrieves

30 conmuni cation session with a certificate status

reporting component of the issuing CA  conposé8January 2007
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cache memon.,l, wherein if the status is not found in the local cache memory or if the

local date and time are not within the validity period, the CSS establishesa

-communication session with a certificate status reporting component of the issuing CA,‘

the status from the certificate stafus reporting component, closes the communication
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status type and retrieval nethod froma CSS
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11. A method of retnevmg a status of an authentication certificate issued by an

' lssumg Certification Authority ("CA") in response to a query from a Trusted Custodial

Utility ("TCU") to a Certificate Status Service ("CSS") to validate the authentication

| certificate’s status, cbmprising the steps of:

- 30

locating and reporting the status if the status is present and current in a cache

- memory of the CSS;

otherwise performing the steps of:

abtaining a status type and retrieval method from a CSS conﬁguratiori store;

if the status type is Certificate Revocation List ("CRL") and the status is not found
in the cache memory, then reporting the status as valid;
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menory; requesting and retrieving the status using a

real -time certificate status reporting protocdd Jamemny 2007

the status is not in the cache nenory; 30 addi ng at

| east the certificate's identification, status, and

time-to-live data elenent to the cache nenory; and
wWOopdP10gilng the retrieved status. 41 18 Jemseops/200V WO
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requesting and refrieving the status using a real-time certificate status reporting
protocol when the status is not in the cache memory;
adding at least the cerfificate’s identification, status, and time-to-live déta
element to the cache memory; and '

providing the retrieved status.
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24. The nethod of claim 23, wherein if the Iocill dat e
and time are not within the validity period i hPaHa8g2007
by the second party's authentication certificate, the
TCU notifies the second party that the authentication
certificate is rejected and the first party that the

WORpIAAYZEt i on i s i nconplete. 30 25. The neSITHISAOBI221¢1 ai m
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i ndi cat on to each gnature ock
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respegtiva sigheér, inbuesworrﬁmgﬂth%@ﬁ@elag&él@ignéiﬁ}eoéﬁa%éﬁérl?w&% %al
or.mat | | ace nat ur e %

S'gﬁﬁ@fer}%l“ﬁ‘agedd’? R{ﬂ%"ﬁ%# ol it e §ODets ahentsaionceiicals.
di gttt ahe sriegioa bidi@ima0vhetdin tia bkéi@ﬁr@%te%ﬁnc’ﬂldb?&lﬁﬁléﬁ@td on

e ane e P e ARt A, e pbened Gabaetivns  n (o

dlsalamamal daté Baitineedrt icbrieet bed Rasctiy tHe06dal Yate MY e/ Sier
isiEH:?r parry's digital signature, checking that the :
Kentication certificate's validi ty period overl aps

t he22TTh geth@oloalaim 8B whebedireif tha ICU irgjacts i@lliiglté{ ‘E‘)Ilg@tlirb 8lock, he
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accuracy and that they are within a validity period :ndlcated by the second party's

authentication cerificate.
~24. The method of claim 23, wherein if the local date and time are not within the
validity period indicated by the second party's authentication certificate, the TCU
notifies the second party that the authentication certificate is rejected and the first party
that the fransaction is incomplete.
25, The metﬁod of claim 19, wherein one or more digitized handwritten
signatures are included in the information object, and placement of the digitized

handwritten signatures in a data structure is specified by at least one signature tag.
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25 signature is deened invalid, the transaction_is not

executed, otherwise the digital signature is a%é ry 2007
valid and the transaction is executed. 29. The nethod
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the validity period, the CSS establishes a communication session with a certificate
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validates authenticity of the transfer of ownershi
docurment ation by verifying all digital 25 si gn&% dgrg%aryzom’
certificate validity periods, and using the CSS to
check certificate status of all authentication
certificates included in the transfer of ownership

WOgeMAWERAt at i on, appends a date and ti nePGTERWIHZZION,
and digitally signs, waps and stores the transfer of

Stes ﬁ#pﬁﬁih@ cdﬁ)fdd@ﬂﬁm b isﬁ\.ﬂr&g R Gihpades a%@ﬂﬁ‘&tet é%tlﬁﬁ@quest
The net ho claim 19, wherein
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tironivdve dait elenrehigd therbcartdaeha)wﬁd;rg.gr at i gnt store, the ACHL_?S -
I t i ssuj ng
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ir aiﬁ&’ﬂbin & f@S@nsferring cristedpoftdne osiatewdectddnid driginals to the first TCU

| ey or
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manifestithay idgntifieg slectThis origitaiold beﬂran?pfa'remt(lme fitsh EG L& thve second

TAPELARBmithAibaiEn i thgﬁ&spﬁéﬁggdggrguﬁ@s tfelrfbbe offts ! 2

Certificate Revocation
acigns; e Fanifeshisiggmmpeicatagidn thediraCACH 1sa thatit & aQIREO determine

withahd fhsRr o dSiodyhas bedn dofRfadl fﬂg s&ddha ¥60 lfﬂan?sfers each

certificate status reporting conponent |r st t he
idesiigd gasirapic eripingl tortke fi rﬁf il C!Jh@e @RLT% reffieyesaiates @‘ tl@ms:econd

TdU'@ébrﬁﬁBﬁe @ﬁa‘avermém SecAn PONE digRATDG Vet S %n‘i’Gécﬂttr‘éﬁsf&‘rth
the .issuin eternines the status fromt

clegiiiic G et eoend T iolsh Sreties o F?ﬂ'fcai‘?ﬁ o Che
mv@ﬁ&, tmnmeafrasrwﬂdﬁfersmd TRREaHT el AbinBdy, PiHalskéaibi On
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s i proyly Lretopie e i So0TLes o tREs-BUBIr w26
requested transfer of custody has failed, otherwise the second TCU creates a new
wrapper for each successiully transferred information object, adding a date-time ‘stamp,
‘and the first TCU's signature block. ‘
31. The method of claim 30, wherein the fransaction is a transfer of ownership in
response to an instruction, transfer of ownership documentation is placed in either the
first TCU or the second TCU, the TCU having the transfer of ownership documentation
| validates adthenticity of the fransfer of ownership documentation by verifying all digital
signatures, certificate validity periods, and using the CSS to check cerfificate status of
- all authentication certificates included in the transfer of ownership documentatidn,
appends a date and time indication, and digitally signs, wraps and stores the transfer of
ownership documentation, which are added to the manifest.
32. The method of claim 19, wherein certificate status is indicated to the CSS by
a Certificate Revocation List ("CRL"), according to a publication schedule of the Issuing
CA, the CSS retrieves the CRL from a cerfificate status reporting component fisted in
the configuration store, the CSS clears a cache memory associated with the iséuing
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CA, and the CSS determines the statué of the authentication certificate from thé CRL
and stores the status in the cache memory associated with the issuing CA.
33. The method of claim 19, wherein certificate status is indicated to the CSS by
a Delta Certificate Revocation List (" CRL"); upon nofification by the issuing CA that a
5  CRL s available, the CSS refrieves the CRL from a certificate status reporting

component listed in the configuration store; if the CRL is a complete CRL, then the CSS
clears a cache memory associated with the issuing CA, determines the status from the

| CRL, and stores the status in the cache memory; and if the CRL contains only changes
occurring after publication of a full CRL, the CS8 determines the status from the CRL,

10  and stores the status in the cache memory.

46




