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BACKGROUND [0001] An operating system may include a
waysemesl ock to provide a system tine for neBST/USI0G3/039566

small increnments of tinme (e.g. 1 mllisecond

increnents). The systemclock nay update the system

cl ock in response r ener at ed

by a systemtinmer fs‘%éﬁ EE) ﬁg%m&'%w)evegt tinmer,

an Intel H gh Performance Event Tinmer (HPET), or a

real tinme clock event timer. The operating system nay
BAGHEGREWNDst em time to tinme-stanp files, to generate

periodic interrupts, to generate tine- based one- shot

[0001] i nt er rArpoperating systedu aypinoludssesystemccloctiGanprioxideya system
the systemclock nay keep a systemtine while a

timEFBPKHcaBarifG $hizf ihGrentding af time (ehwt1 iniilsendyincements). The
unabl e to keep a systemtinme once the corrputl ng device

syéé%rgﬁg{ﬂ@{n ggggféda?é tlﬂi §\‘fs§9m‘ Goék # @%Boﬁéé‘E@a ERBdic interrupt

temt ore may use reference cl ock
t he syst mt|
gerigyaldihby sppfort Joeh ieh By 4 Wﬁigfﬁ%ﬁﬁméﬁ%&eﬁ“@h
system clock tends to drlft awa omthe orr
Perfomanqa:éwaﬁ sy, (HAk )oper dedid Q&rﬁ\/ﬁﬁ eghe operating
reference clock to periodically u dat e the system
systememayj uskdhe gysiem timedk.timestanp des, suganerete peredic

clock is a hardware real tine clock (RTC). A

intéY@uts | fongeriaaicctimetizised! dne-shatlinidersipts) tikEChedulegrocesses, efc.
battery to power the RTC when the conputing device is

Geﬂgrﬁ&eﬁng%?em[&l'@oﬂ al g"lfee?aé E}%tén'iol‘i’r‘hﬁrwhlfehéfc&?@uhﬁg devnce is

ntain ar ime"or a wall tine even wh

f
ook AR B T FERE 2 g e LSS dovcs
R T “%a?%ﬁ‘r%mqﬁqréﬁe% $VSigit ferplpge may use
the RTC further provides an interface such as, for
a refesemteclookio thitiatizedhe sygliest e qitihe Bysigyn plockstgysiem start-

set or change the time of the RTC. As is known by 1
up W2 45061 6Bke R/ FuBa 0 3the38/568n clock tends to drift away from the

correct time. Accordingly, the operating system may use a reference clock to
periodically update the system time of the system clock.

[0002] One such reference clock is a hardware real time clock (RTC). A
computing device typically includes an RTC and a battery to power the RTC when
the computing device is powered down. Due to the battery power, the RTC is able
to maintain a real time or a wall time even when the computing device is powered
off or placed in a sleep state, and generally is capable of keeping time more

“accurately than the system clock. Besides providing an interface for obtaining the
wall time, the RTC further provides an interface such as, for example, one or more

registers which may be used to set or change the time of the RTC. As is known by
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those skilled in the art, wall tine refers to actua
real tinme (e.g. 12:01 PM Friday, Decenber 4, 2002)
wokioghersay conpri sing, for exanple, the currenPCT/US2003/039566
seconds, mnutes, hours, day of the week, day of the
nonth, nonth, and year. Wall tinme derives its nane
fromthe time provided by a copventional clock that .
thosegiean the o wal Hne rerars traRuA ERIANES (1 f SbrMaFaday.
fromCPU tinme which represents the nunber of seconds
Decembercds2ii2) syfdch mayecanpriging, for exeawle,he cugrent seconds,
multi-tasking and nulti-processor systens, the CPU
minuté® Holir€ XRsubfete avaeko dag of iy montly, mdnths ihdajday. YMatirtime
the wall tinme to execute the process. [0003] The

y .
der&%gﬁféél rﬁ)égﬁe A% B i profidel HySy sbevBtlopak clRBR ARt Hatgys on a

to enforce policiés for tine-sensitive

ata. Ln f [ j '
waf B is GOuiRii Bled o alefefiRR o R RS IRN roBicentone
the conputing device ma revent readin n emajl .. .
NUMBeEAGRECANCE R BIOGERSIRINT BrRgIfY 3 Praces, sy ichutt-tasking
el apsed fromtransm ssion. The conputing device may
anchimsudti-pranessor sysiaansntheoEPEldime do exgeutedishPEacesa may vary
escrow until a particular date has arrived. As yet
drasficdllyefforaxheniat, tirhb ¢o ereguteithg pdesdsse may prevent
assigning a date and/or tine to a financial
[0003] lransagld nplitg H6vie@Mdyelisd thtnsyistémadiscieand/datiee RTC clock
and/or tinme. However, for these tine-based access

o S8R B BSR4, 1t BB e may

e SYS esistant to attac

that . may alter the system tinme.t X
proytuiREISseH tasepe cen P g se- BREGFRMEN. 508 spefiEing
i nvention described herein is illustrated ay vvan}/ {)f
deéigemaveprevenheaading angnaik messadeeitena pgripA of time (€.9. a
acconpanying figures. For sinplicity and clarity of
monkh)usds elapsed frehretrensmissidnuJheatosdputing tevice qayeslsapsevent
not necessarily drawn to scale. For exanple, the

reddinEBEsSLiee @odeanBinedinae® i 6sdrew el exagtieulat ddte has arrived. As
relative to 2 WD 2004/ 061631 PCT/ US2003/ 039566 ot her

Chid | fVePRBLEiBhRE a date and/or
so TS Sl S bhpui bbce i provehrstdgning

time to a financial transaction that is earlier than the current date and/or time.
However, for these time-based access restrictions to be effective, the computing

device must trust the éystem clock is resistant to attacks that may alter the system

time to the advantage of an attacker.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] The invention described herein is illustrated by way of example and not
by way of limitation in the accompanying figures. For simplicity and clarity of
illustration, elements illustrated in the figures are not necessarily drawn to scale.

For example, the dimensions of some elements may be exaggerated relative to
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nunmer al s have been repeated anong the figures to
i ndi cate correspondi ng or anal ogous el enents. [0005]
wWO-R@B4/0d1681 | ustrat es an enbodi ment of a conput i POI/US2003/039566
device. [0006] FIG 2 illustrates an enbodi nent of a
detector of the conputing device of FIG | that
detects ssi ble attacks agai nst. a system cl ock,
othegeiemients for dianiy) Gurther SISIR cORIdRIHLAPPP Tt deferpnce
enhanced (SE) environnment that may be established by
numekale baye beag repsated agnong the flgurta@é@s]d'¢at@00&r88pondmg or
illustrates an exanpl e enbodi nent of a nethod for
andlegpudienterits. a possi bl e attack of the system cl ock.
DETAI LED DESCRI PTI ON [ 0009] The foll owi ng description

[0005] descr iFpes1tiREnitarIan ehffodrhehest 4 sonputingtevidere of a
system cl ock from bei ng changed in order to gain

[0006] UNaut ipos] églﬂ@%&?ézgrae adim%hﬁéﬁéHb{éb%ord&*tﬁe%%qiﬁinb%evice

perfor mun I me-sensitive operations.

e fol i ng descriptio nu {fic details
of RlGer! et HElseEs PReTReats gRamet 3 3TsBE Hiatnc ™t o
speci fy_operands, resource )
[0007] partiIFi\llGn ilysireies agempndingnt eha sprwityRNaACEEASE)
types and interrel ati onshi ps of system conponents, and
envimginuentribat inay dei exjablishegrbyt thercampitingsdeyiee 9&F1G ot t h
in order to provide a nore thorough wunderstandi ng of
[0008] the preseatijustited barexahiplevehibodéimenofes matieod for responding to
however, by one skilled in the art that the invention
a pB?%ibféeatPé(ﬁ@éftﬁ@%y@’téﬂ'ﬂ‘@gck.su‘:h specific details. In
ot her 1 nstances, “control structures, gate |evel
circuits and full instruction sequences have not been

[ ' hid order not to obscure the invention.
DE?A@@E%&%WE?.‘?&M [l inthe art, with the included
descriptions,.wll be . able to i enent .appropr.iate
[0009] tunct i HEYING deRsAPtAR escberIachBINLES TGhProiSeHY System
2004/ 061631 PCT/ US2003/ 039566 [0010; Ref erences .in
timeraf asgystemialegk Hamkeing cbasaedin ersier o gaiunauthorized access

enbodi mrent", "an exanpl e enbodi ment"”, etc., indicate
to tirnetsenkitive rdataliad fdr td eedorremhauthorized time-sensitive operations. In

the following description, numerous specific details such as logic implementations,
opcodes, means to specify operands, resource partitioning/sharing/duplication
implementations, types and interrelationships of system components, and logic
partitioning/integration choices are set forth in order to provide a more thorough
understanding of the present invention. It will be appreciated, however, by one
skilled in the art that the invention may be practiced without such specific details.
In other instances, control structures, gate level circuits and full instruction
sequences have not been shown in detail in order not to obscure the invention.
Those of ordinary skill in the art, with the included descriptions, will be able to

implement appropriate functionality without undue experimentation.
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include a particular feature, structure, or
characteristic, but every enbodi nent may not

woewesembi | y i ncl ude the particular feature, sSPCTIUS208039566
or characteristic. Moreover, such phrases are not
necessarily referring to the sane enbodi nent.

Furt her, when a artl cul ar. f at,ure tructu,.e,, "
[0010] char abeE1e8E8E M uff%‘@&“ A O'E%ﬁﬂﬁ) T OH" émbodlment

enbodi nent, it is submt_tedthat it is wthin th
"aniexampie genirdiment, sta.) Iné@at%thaﬁ@%embpéi'fe@ﬂf&%%@@ﬁ may
feature, structure, or characteristic in connection
inclobe a partienlae faxidieystrustunbeorheharacteristic, duslevery empbodiment
descri bed. [0011] An exanpl e enbodi nent of a conputing
mag‘%’t ABcALRriyBineliRethebdridaladieatFaesteectnry, iorghdeadtedstic,
00 may conprise one or nore processors 102 coupled to

Moﬁeaoy%t PSifth, Jfidsdd ArénBf ﬁ’&%%%ﬁﬁlg%?erﬁﬁ& 10 Tﬁ@sémel%ﬁﬁboé%nt

onpri'se one or rated clrcult packages

r c s t ha t he

Furfisro PPBD GEPaYB SrALYiRD t@cﬁﬁ%ﬁ?%@aégéﬁéﬁ% diPer
deV|ces 114 of the conputln devj 100

contoeion wibyHbampodinent (s EbMISRIAE Bt penTLfhie Knqwlegge of
[0012] The processors 102 may support execution of a

one skillee irethiseart tof SESTERIChi fagturecstruntunes o ghalagieristic in
creation of a security enhanced (SE) environnment such

corﬁfecuf)ﬁ WigX&BF emboatmenerwhethSFoenul explicitlytdesicribeG 3.
he processors 102 may further support a secure exit

[0011] ( SEXI T é{‘{t{nbrécémeadnhg%dtgﬁfa' @rfp i @eVité 1000& sRowRn FIG. 1.

envi ronnen I'n one e nment, the processor 102 may

Th%ééﬁ%uﬁpg&%%e?ﬂ@@&ﬂq&@rﬁﬁ%séﬁ%8"@%&%&06%&{%102 cquie

ot her instructions. ot .he
a opinseb40avia 4 GIOGREFOT BHSHD. TESABRS E"Tﬂm%wmp"se one or
controller (not shown) to access system nenory
moveirtegrated tisauit paTkagescuHhizothes copple e pTWéeSSOFS 102 to
processors 102 may further support one or nore

sye6Y mbhitgy mogdes tekerh1 88, firfmwarexiaiZpared/onotheall/Ordeicesa 114 of
protected node, a virtual real node, and a virtual

the”@cﬁﬂbﬂ‘l“?nq?déﬁ&é 190 (E‘lﬁ% ¥¥e eddbard; Wiskafive,tigeo controller,

processors
etc.).

[0012] The processors 102 may support execution of a secure enter
(SENTER) instruction to initiate creation of a security enhanced (SE) environment
such as, for example, the example SE environment of FIG. 3. The processors 102
may further support a secure exit (SEXIT) instruction to initiate dismantling of a
SE environment. In one embodiment, the processor 102 may issue bus messages
on processor bus 106 in association with execution of the SENTER, SEXIT and

other instructions. In other embodlments the processors 102 may further

comprise a memory controller (not shown) to access system memory 108.



support one or nore privilege levels or rings in each

of the supported operating nodes. In general, the
woep@rasticdy nodes and privil ege | evels of a proRP€rES003/039566

102 define the instructions avail able for execution

and the effect of executing such instructions. Mre

speci fjcall €sso 02 ma e permtted, t
[0013] exec u&be pé%%/‘?scﬁoﬁ? 685 g’éélef ﬁgpgﬁrgppgrg r’gﬂqeyoﬁ)qraflﬂ% modes
rocessor 102 is in an appropriate node . and/ or

sucBraa/ foregy@mpleca realgnadg, aReoteciemiapde 12 Yirtyay real mrde &0d a
Basi ¢ I nput/Qutput Systemroutines (BICS). The BIGS

virtursymachine éstdnsien mode (VHMX mmate)t Rattheh theppromessorss1 QD may
may execute during systemstart-up to initialize

suppeRIsHEEot ok pilifegeoBpeis drgind@Vih @ach dithesdpperted operating
initiate execution of an operating system The token

mo&éé’ |H§én%PéTpfh|e5c§qer8ﬁﬁ% J8 & onfe?;@lé@élb‘bf"éepf%céé%r 102

ONe or’ nore |gurat egisters
o A0 ABED B e g

quote or contents of an identified PCR regi.ster. The
mstrwmsm@rﬂépeam‘lg@"ys BoEFesEPTAER r@ﬁviﬁwﬁaﬁ%& QRSP
records a received netric in an identified PCR
certaiy paviteged instrnetiansbanly ifdhe pro¢essooR 63 ig rvamappropriate mode
conprise a Trusted Pl atform Mdule (TPM as descri bed

and/Or giiVirige levelt he Trusted Conputing Platform Alliance
(TCPA) Main Specification, Version 1.1 a, 1 Decenber

[0014] 2001 %eahrﬁﬁ\?érénlﬁZtMQV%%anr{sQQ@smT pusouIsEt Syémyitines

conprise one or nore ch I pS oOr |ntegrated CIrCUItS

S TAER LR 4 PR3 ok e g7 o

exanp stem mermr 108,. the token 11
exeSURRAUR AT g P Tlize SEmRRTeRt o B goveo
one enbodi nent, the 5 WD 2004/ 061631 PCT/ US2003/ 039566
10CGang éeinitiaia exenpiions eEam operaling syskam ol ne fokers110 may comprise
However, in other enbodinents, the processors 102 nay
oneonpiore er;thbgraph'm eystanahomwd ot herewiatforncconfiquirbéon registers
116. The nmenory controller 116 may provide an ‘
(PORYEHIERSS) foTecsidaid FearoRRIids. ThettBRen 110 may support a PCR
quote operation that returns a quote or contents of an identified PCR register. The
token 110 may also support a PCR extend operation that records a received
metric in an identified PCR register. In one embodiment, the token 110 may
comprise a Trusted Platform Module (TPM) as described in detail in the Trusted
Computing Platform Alliance (TCPA) Main Specification, Version 1.1a, 1
December 2001 or a variant thereof.
[0015] The chipset 104 may comprise one or more chips or integrated circuits
packages that interface the processors 102 to components of the computing

device 100 such as, for example, system memory 108, the token 110, and the

other 1/0 devices 114 of the computing device 100. In one embodiment, the
5



computing device 100 to access the system nenory 108.
Further, the nmenory controller 116 of the chipset 104
w@naioe16pr ocessors 102 may define certain regP@ONESWN3/039566
the menory 108 as security enhanced (SE) menory 118.
[0016] In one enbodi nent, the processors 102 may only

.access SE nenor 118 when in an ropriate_operati
chipgRid (RecampRives & sreionttrelipn T16: UPeler, T Syt ribgients,
OP). Moreover, the SE nenory 118 may conprise a
thetprosessdrs 1 62anay compkise 28 ar@ peitian A theymgmeryRantiaier 116.
The trusted systemclock 120 nay conprise an
The Memonyndons@iler ¢ €6 nuayt prowidehan interfacetartatbehgornpenents of the
processors 102 in response to a systemtiner

corhPlifiig HBVice T0B tbHcBEEs e SRst¥inaRerry 108, Faithér te memo
tﬁe s%stem time of the t%ﬁggt ed system clock 120 based i

coff5 16 S s G0 g or HGLRnd i s B
i nter ts are nerated at .a rat m
reqiqtinc! thRyaeRant 1BERAS skt snBuieat Tofa neh TIF
service routine may increnent the systemtinme of e
[0016] trust dd cepREROIMEHE, themregessone 1AZIMa% eRYRECES? Skaggmory
generated systemtinmer interrupt. The conputing device
118 0Memdy ansapprbpristesaperatingraasie (ehe nrﬂmg @nd privilege
clock 120 to time-stanp files, to generate periodic
leveN{e2d.F 0L Morbevére its 8Eemeiitey hagenapoemphise a trusted system
interrupts, to schedule processes, etc. Further, the

cloglgﬂ%ttb %iﬂﬁa\(ﬂ\ ‘éesygge%fn Wit TR fridted 8Ystepy §Foi%E‘1‘2|0%Ey fc®@mprise

orce policies time-sensitive data.

particular, the. c uti.n [ r :

an i Bhadiiosobluad PR eREe BRY HanERaBNRI¢ 902 I psponse to
t he conputing device may prevent readi ng an enai |

a sygtos mesinterrupt. The iNBATWH Servige [the @gmﬁfﬁy‘%éhe system
el apsed fromtransm ssion. The conputing device may

timel afdhe trerstet systenti cloclol 2@ based upoddheratgtatiwideh the system
escrow until a 6 WD 2004/ 061631 PCT/ US2003/ 039566

timefiritbGupRr ardajendhaiedaFor gramphs ifithe systenhémesiraterupts are
the conputing device may prevent assigning a date

ge?ﬁ;yrt]é’d taLé WEtel &F dhel itherd ih@HAAR PP iidecbAd et ih®Srrupt

e current date and/or tinme. However, for these

sertviicréer'o%ﬁgqng\? Fn%?é’m{eﬁtsfhrei é\gisitémﬁintné’ of the trusted system clock 120 by

one millisecond for each generated system timer interrupt. The computing device
100 may use the system time of the trusted system clock 120 to time-stamp files,
to generate periodic interrupts, to generate time-based one-shot interrupts, to
schedule processes, etc. Further, the computing device may use the trusted
system clock to enforce policies for time-sensitive data. In particular, the
computing device may enforce time-based access restrictions to data. For
example, the computing device may brevent reading an email message after a
period of time (e.g. a month) has elapsed from transmission. The computing

device may also prevent reading of source code maintained in escrow until a
6



be effective, the conputing device nust trust the
trusted systemclock is resistant to attacks that may
W@bkdoat6ieBs systemtime to the advantage of an BCT/E81063/039566
[0017] The chipset 104 may al so support standard I/0O
operations on |/0O buses such as peripheral conponent
i Nt erconnect accel er at ed hics port.  (AGP),
parfiflpe0gig h §%a§rawe fs yebagpth qrcﬁmagﬁgcféﬁrﬁor@mtﬁ@g gedce may
or any other kind of 1/0 bus (not shown). A token
preiventassigeing z2dateyanséontine to@ fmnmittr%ﬁapts@l thed4s eaqilien than
a token 110 that conprises one or nore platform
thecaunrférg waté bad/or ¢ipnes tHowevedr PR )thedentimeebagdbaltaesstrestrictions to
token interface 122 may be an LPC bus (Low Pin Count

be Q#f@@ivé he bBﬁfﬁﬁltnﬁ@ Q@vfdecrﬁh’spﬁusﬂtﬁé Qhusted §§i§téﬁi échk [ser‘éSlstant
nber T1997 [0018] The chi pset

r I e

to 5&5&1{%%?&‘?1'59 ellt"é? it8 s &% pHréEtgf(tth‘%ﬁvéﬁtEge &%ﬁn éﬁ‘?‘%'ﬁet? g

hours t h, nmonth
[0017] year. tl@ %ﬁ‘?“ 0"} é%é\d@gg Wpo%‘?r 'PB%OHqR) buses

battery 126 so that the RTC 124 nmay keep the wall tine

suglvas pefieheral Bempenpot intﬁjca@w@éPm% acseleratgd graphics port
power ed- down state (e.g. powered off, sleep state,

(A@PY,.Univerbal d€rial béd (USB)f lowt piarcoupd GII%C) bss va dnyt othrer kind of
once every second based upon an oscillating signal

l/omwmé@@hbwwm e iRfdrfaeecidd mb9mhelidsed @éonr@w&ﬁip%et 104
the oscillator 128 may provide an oscillating signal

WltH% fo'il@n q Jfortﬁg’t@@mﬁngés 01?3{‘5‘y of Foré! ISR Eénﬁ%ﬁgtléﬁ‘ ?egﬁgt@rs

s oscillating SI gnal

ey tte &%L%Hﬁp@pf?%” fhueh THERECE 122 hay B Lo Bhis Gow Pin

2004/ 061631 PCT/ US20Q03/ 039566 _ [ 0019] The chi pset 104
Conal (LiRG) Interfacsnpedticatiosy dntehCernasatiangey of &eﬁar%ﬁf@mber

the systemtimer interrupt used to drive the trusted
199%)st em cl ock 120 at a progranmable rate. To this end,
the systemtinmer 130 may conprise an Intel 8254 event

[0018] ti mer Trnchipsel 104 glayHarther campasé&rastl finawlodkd{FEI0) 124 to
or a real tinme clock

keep a wall time comprising, for example, seconds, minutes, hours, day of the
week, day of the month, month, and year. The RTC 124 may further receive
power from a battery 126 so that the RTC 124 may keep the wall time even when
the computing device 100 is in a powered-down state (e.g. powered off, sleep
state, etc.). The RTC 124 may further update its wall time once every second
based upon an oscillating signal provided by an external oscillator 128. For
example, the oscillator 128 may provide an oscillating signal having a frequency of
32.768 kilo-Hertz, and the RTC 124 may divide this oscillating signal to obtain an

update signal having frequency of 1 Hertz which is used to update the wall time of

the RTC 124.



event tinmer that may be programmed to generate the

systemtinmer interrupt at a particular rate. In one
weriadoreent , the systemtiner 130 may conpri SEPEI/US2003/039566

counter that nay be progranmed with a count val ue,

and the systemtiner 130 may update (e.q. decrerrent

t he coun value or each cycl e, of
[0019] osc:| |WO'EJ!$ Rlgipset mayfy 8&80'6‘9”3% ao%’éutﬁ‘m&'t%?r 13to generate
Further, the systemtiner 130 may toggle a system
the sysiem timer intgiTuptaisgd toRive tbeﬁm&ed aystam ¢Ioek dd0stat e
and a deactivated state each tine the count val ue has
pregrameaatile raien o this erid,dhs siystetretimer d30ahay tompaise an Intel 8254
predeterm ned value (e.g. 0). The systemtiner 130 nay

event irhsF, a_rnelh@m;?h PeFRiMancy Evept mfrh@:rgﬂmj IoR@ reBetime clock
systemtinmer interrupt. Accordingly, the systemtiner

ev%ﬁ’t%m@?i% a¥ ﬁFc?géQﬁ{nHé’djt H%mrgesﬁemr{[gﬁéf %?érrupt ata

aV|ng a ra uenc

pa% %ﬁoﬁgd@é’ﬁ&%&%‘q&;}ﬁ %;X/s m;.gﬁf)'srlgggfqghplnse a counter
|nterface 134 to programthe rate of the system tinmer

thatmpay baprogriamned yithed sounlevalue.canst thendysigrBitisher 13 may
interrupt. In one enbodinent, the interface 134 may

updatep(ei e elemnement by two) thegi cotugit valweifoheatke cydleaf emsasaillating
102 may read fromin order to obtain the count val ue

sighBfptaviicrf Qﬁ@ntdsélllatcﬁrtBZOfFuﬁh@r SH& ls§BIein ﬂﬁferﬂ@'()&hé?‘ Bdggle a
and which the processors 102 may wite a count

syétE{rP{ ifer r&@rrﬁﬁl‘a@ g%‘QR"Cﬂjg?%e‘R&F%@ %p%ﬁ?ﬁ/ﬁf@d‘ 43R and a depgfjvated

rup her e processors

the interface 134
* sieB baBh Bt e St Vofls e et iies AR R e gh o2
of the systemtiner interrupt and/qr to programth
predaterngned yalus /@ -g ThﬁrSYﬁFﬁf%F'M?ﬁﬂ 30gmeipfuidaes r@@?@s‘i‘e count
PCT/ US2003/ 039566 [ 0020] The chi pset 104 may al so
valgergiter $egglingytheaystemdimerdatierrups . Actiosdingly, tre system timer 130
| ock 136 when activated nay prevent the rate of the

masygdresrate aperiodidkystarmtibedrigtedlupe hadingfeoratexa fielg@entthat is
systemtimer lock 136 may prevent wites, conmands,

deﬁr‘ri’]kée’d B}'/ tﬁ@é?é‘ﬂﬁﬁal&@ ahdTRY frabLighcy Bﬁth%aés%llfdﬁté’m s2ag é’sgatem

nterface or may caus€ the interface 134 t

time? 190 Y Flktn i dohSHseCNTREYSce 134 to program the rate of the system

timer interrupt and to obtain the rate of the system timer interrupt. In one

embodiment, the interface 134 may comprise one or msre registers which the
processors 102 may read from in order to obtain the count value and therefore the
rate of the system timer interrupt and which the processors 102 may write a count
value in order to set the rate of the system timer interrupt. In another embodiment,
the processors 102 may provide the interface 134 with commands or messages
~via the processor bus 106 to obtain the rate of the system timer interrupt and/or to

program the rate of the system timer interrupt.



and/ or nessages. The lock 136 may be |l ocated in a

security enhanced (SE) space (not shown) of the
w@hiopsete3L04. I n one enbodi ment, the processorBCLO0R2003/039566

may only alter contents of the SE space by executing

one or nore privileged instructions. An SE

envir ef ore r.event 0 ess s
(0020] £7 o ThEraipe) IHamay e pamBrSs Acvelig fi Tog, 196. The
untrusted code by assigning execution of untrusted
systeodineey lpelod 86 ydien aﬁtg@t@h gay-preveniibedateof the system timer
successfully execute such privileged instructions.
13( foRilbeinh aliered. Forexanmplé,IBersygtarn tiprerdeclohdc onaynpreyent
bits that may be used to store an indication of

wrut@éebbﬁﬁnﬁqo%o%ﬁumrenéyﬁg%@tﬁémh Hitepte RS floefeaching the

defected. For exanple, the status store 138 may

R s AP T B L g
o B SESS 8 g 0

detected. In another enbodi nent, the status store
spangy(neb ApewB Lobithecdlipgalr! 0o HpPna empogipent e WOQﬁSSSFSt 4,02

(e.g. 32 bits) to store a count. A change in the
mayanty aler contemlp df¢he SEdspace bylexecuding user tiose pyivilegad

clock attack. In yet another enbodinent, the status

insfrlitichsl 2 SEertAToRicht, thedforedimdypreiveht pﬁodessors 102 from
counters that may be used to not only identify that a

altﬁﬁ'ggzﬂh cgnlrﬁé(ﬁtts%?‘tﬁé Rick e @8 KintBke é’éd%é:b QSQI |r{§5‘é{xecutlon of

cate the type of system cl ock tac at was

unt?tﬁst,tgﬁ gggg tg gg%iesgbpf‘ Hé& gﬁﬁﬁjré %@%ﬁ&@&%‘é&%ﬁy te%@ﬁt%dsuch

PCT/ US2003/ 039566 chi pset 104 to prevent untrusted
privilggedingiiHEionsr i ng the contents of the status store
138. [0022] The detector 140 of the chi pset 104 may

[0021] det ectThengtatus storee13@ymayaeomptiseore or mgrel kilgibat may be used
attack against the trusted systemclock 120 and may
to steppah indieatier ofawhether bl possitié systehoclbclatttack haadeen

occurred. One way an attacker may attack the trusted
det;%gtféé:ﬁ Eo‘? leR6Hple Ghi Statds atdrer1 38 Mal kBnipHserd singlelBif thdienay be
activated to indicate that a possible system clock attack has been detected, and
that may be deactivated to indicate that a possible system clock attack has not
been detected. In another embodiment, the status store 138 may comprise a
counter comprising a plurality of bits (e.g. 32 bits) to store a count. A change in
the count value may be used to indicate a possible system clock attack. In yet
another embodiment, the status store 138 may comprise a plurality of bits or
counters that may be used to not only identify that a possible system clock attack

was detected but may also indicate the type of system clock attack that was

detected. The status store 138 may be further located in the SE space of the



whi ch the systemtinmer 130 generates systemtiner
interrupts. Even though one enbodi nent conprises a

wo owi/0dB81 t 0 prevent untrusted code from changP@yUs1ve3/039566
rate of the systemtinmer 130, the detector 140 may
still detect attenpts to alter the rate via the

dinterface 134. For ex e, in respopse tqQ detectin
chipshic (oioePrRMet iptrystes CDAS Frogt e Be ¢ eekﬁsqféﬁ? Status
timer interface 134 that are used to programthe rate
storef 188e systemtiner 130, the detector 140 nay update
the status store 138 to indicate that a possible
[0022] syst eMhel dutkctar t140lof ltias chipset 1@ mdSi deteatr drye ot hreore ways an
detector 140 may update the status store 138 to

attackdl fdyElafnBR Bhi SRk DRI Guktedl $y3témidiock e3Pandenay
to detecting that the 1nterface 134 has received one

renBftaitifief 3EPR34E siteffrapaRARab as BPAAEKAGNE Wiay an attacker
timer interrupts. . Iln yet t her_enbodj, nen t he

may ek she TuptiesystaBilids FA oG B0 BB 134 g rate at
interface 134 are not systemclock attacks if_  the

whichdke systemn times JB0\ganasatessiystare imes dnterepfs Eaendbgugh one
134 unl ocked. [0023] Another way an attacker may

emabtimednttdoenprisesta ek ylSteim prevernnt Urtusited code o ebarging the
decrease the frequency of the oscillating signal of

raté BetiRs§ydtémtinerl 880,2he defedteNME@ nidyestilisdatbttadtiargpts to alter the
signal Tromthe systemtinmer 130. An attacker may

ratér:rg[ia{ SRt 1RIERPEXa glléa[:?rﬁ r@s?édgisb%idé@e&i%bg tha was

e the trusted system run fast

Jndicate a s emtinme.that. jis.ah f e e
wriggh S Fegha®re 67 et it joleBieber . Bt uSd 1 flogram the
frequency of the oscillating signal to, make 10 WD
rate ob hesyien ey LEbahs diesee 14¢ MaYsyRqasmtee statug sipre 138 to
run slow.and to indicate a systemtinme that is behind
indidate thadrar pessilvialsystenmslockatiasl hasaccatrede Rimilany the detector
renove the oscillating signal or decrease the

14088y Ipddteghes sgnas stove 288dofilditatesd ppssible systéraroladkoatkack in
120 from wupdating its systemtine. In one enbodi nent,

resitpﬁﬁsg% %Eé&iné‘lﬁ%{iﬁé iRARLE 1B3AhasSleRbN@ISIRY 6r Adfe E8Bmmands

Icate a poSs e systemclock attack in response to
or BSR40 By b0 s it 7l it o suin
system timer interrupts. In yet another embodiment, the detector 140 may
determine that such accesses to the interface 134 are not system clock attacks if
the lock 136 is deactivated, thus leaving the interface 134 unlocked.

[0023] Another way an attacker may attack the trusted system clock 120 is to
increase or decrease the frequency of the oscillating signal of the oscillator 132 or
to remove the oscillating signal from the system timer 130. An attacker may
increase the frequency of the oscfllating signal to make the trusted system clock
120 run fast and to indicate a system time that is ahead of the correct wall time.

Similarly, an attacker may decrease the frequency of the oscillating signal to make
10



enbodi nent, the detector 140 may update the status
store 138 to indicate a possible systemclock attack
WO poosespense to detecting that the frequency oOPCT/IIB2003/039566
oscillating signal has a predeterm ned relationship to
a predeterm ned range (e.g. |ess than a val ue,

greater tha val ue, and/or. not between t al ues) .
theRyStsineiognied nibsiast atd f Raigte et inis et fs bEfiha te
runni ng oscillator which provides a reference |
corpeeli walgtir.nﬁg Fyrthamaniatiaekehmay removectheassillating sigal or
determ ne whether the frequency of the oscillating
desriegpalthe pevillatity signahte zesoiHZ ta stop1Be siyatem klock 120 from
predeterm ned rel ationship to the predeterm ned range.
updSfiits ¥psteaNPhBEIN WY emibodirhést tie a8eciirtAOkmblaipdate the
trusted systemclock 120 is to prevent the processors

i t i t:
St g o T R e T FotBe ST TEIRK AORKI HetiRthoe to
i nt.errunt, thu ffecti maki . 1 t y
defshfs iBgne veBafio el Gpihe GRIAE Lifie dofThSe R F ffloter
140 may conprise | ogic that, detects whether_the, .
emboginert, #iatateciarddl ray update, fig-statys ﬂOFeel%%F%mQ?te a
each systemtiner interrupt. An enbodi nent of such
possibliecsystem tackratiackrn @sponsastoi dateetingithed the fiequency of the
detector 140 may conprise an update store 200 to
ostinglirppsignanieidig predetentiakd refatibhehiprtost prédeyerhdned rande (e.g.
120 i s pending. Moreover, the update store 200 may be

IestE‘%ﬁéﬁ &/difle, RreaRAHRaPh Vallfe, @MdRsiiot Hidwéen tRE§NEles). To this

rusted code to change the state of the update store

ené?tﬁe?“ei?&?ﬁ@ﬁ%/ﬁ%% so@i%g%é%%ﬁ% ﬁ%ﬁ\iﬂ%é%@‘é%@?%%ﬁd%s a
2004/ 061 PCT/ US2003 566 h I
refaiance st g S ors AL deTRet TP dnay SRR G whether
attack based upon the update store 200 and generated
thesfyeqeenayi efdheiascliating signaj povirjed by Hircoseiltriar AdAhastthe
update store 200 may conprise a single bit that my

prduetashinedtreritibnshipdo ¢iae prédedérnainegdange.i s pendi ng and
that may be deactivated to indicate that no update is

[0024] gtegdi Nget INRNECNEF LRl atiAReFRiayttdckahe tidted Bkt clock 120 is

re 200 in response to each'generated systemti ner

to Hgv%rrﬁ H plto%eisQ&jscﬂ)tZGfr&“aﬁpo%@ing the system time of the trusted

system clock 120 in response to each system timer interrupt, thus effectively
making the trusted system clock 120 run slow or stop. To this end, the detector
140 may comprise logic that detects whether the trusted system clock 120 is
updated in response to each system timer interrupt. An embodiment of such logic
is shown in FIG. 2. As illustrated, the detector 140 may comprise an update store
200 to indicate whether an update of the trusted system clock 120 is pending.
Moreover, the update store 200 may be located in SE space of the chipset 104 to
permit trusted code to change the state of the update store 200 and to prevent

untrusted code from changing the state of the update store 200. The detector 140
11



update of the trusted systemclock 120 is pendi ng.
Further, an interrupt service routine of the trusted

waymteenedl ock 120 nay deactivate the update stPCEUD03/039566
after wupdating the systemtine of the trusted system
clock 120 to indicate that the wupdate is conplete.

e detection l.ogi¢ 202 . then determr
may Qe ompgss e8fReifIouif PARIS HRSS cchnyiie i Slest sipskattack
to a systemtinmer interrupt being issued while the
basgshapen ﬂi%u@daﬂe@wrﬁoﬁ%a@@ geRearatesh sypignt dmes infesrupts.
pendi ng. [0026] In another enbodi nent, the update

[0025] st or e |2 0Dermybodimant,dhe aipdatenstore ZBﬁ\mayg campoisata singledbit that
that indicates the nunber of systemtinmer interrupts

mal/ Rt acthaysd Reipdicaed taabathddte iepéhding 26id thatiaiay 188 dédetivated
system cl ock 120. The detector 140 may increnent the

to |ﬁ€fé5{eefhagﬁwot@ea¥ﬂﬁé&cﬁﬁ@['gr}ezegtécfbrrﬁﬁpl?ﬁzeé&@ﬁ%atﬁ@ update

ener at to indic

Stor%?ﬂ iR SR LeE ot Dol o

obtain the count val ue from tfﬂ’}ql date store
up@@j@ qfﬁhe bypiedseysign£lagkst2hisipending.i it grﬂ IntgrHPhgsrvice

update the systemtine of the trusted systemclock 120
routing ed the froatednsy stém aloakdl 2bmay dﬂsaqtmateMEe:pdm stare @00 after
the trusted systemclock 120, the interrupt service

updating the systerh tinichef theftrlasted shstenpdlotk value indicate that the
accordingly. For exanple, the interrupt service

upd&tBtis BSmipRste SPRE BBRIHtoR h@%lé PR RAY Wer BSte'ﬂMWR,ﬁﬂwat prossnble

systemtiner interrupts that vvere serviced by t

. : 1 fiTier I
sygtgfftie s h%%@%&%ﬂ%os%nﬁeﬁébra% 154 <SSk Biterdy Eﬁ@h# g
2004/ 061631 P 0395 cl ock attack has.
iSSUER MBS NORBIS,SRLR200 Stias dnaten Weiers Sl BEnAgY.
i ssued while the count value of the update store 200
[0026] has a Ipesethaesambedimest.dbe vipshaiepstoes g00 naxy eempyisg a counter
predeterm ned nunber (e.g. 5) of pending system clock

havipgl at amint Va2 Ahatimdesbes theemimbér ehs\Siermrtimeninterrupts Gtat
is showmn in FIG 3. The SE environnment 300 nay be

ha\v@béé@b@ﬁetdﬂed SFReNAE 149 updhtutheveRtem Tisdk 20, TR detector
exanpl e, systemstart-up, an application request, an

146 REAhERINSYShE BoliRf SF the update store 200 in response to each

generated system timer interrupt to indicate the number of pending system clock
updates. Further, an interrupt service routine of the trusted system clock 120 may
obtain the count value from the update store 200 in response to a system timer
interrupt, and may update the system time of the trusted system clock 120 based
upon the obtained count value. After updating the trusted system clock 120, the
interrupt service routine may further update the count value accordingly. For
example, the interrupt service routine may decrement the countef by the number
of system fimer interrupts that were serviced by the update of the trusted system

clock 120. The detection logic 202 may then determine that a possible system
12



etc. As shown, the SE environnent 300 may conprise a
trusted virtual machine kernel or nonitor 302, one or
woroog/osteandar d virtual machi nes (standard VMs)PGDBS2003/039566
and one or nore trusted virtual machines (trusted VM)
306. In one enbodi nent, the nonitor 302 of the
er at envi ronnent 300 execytes.in the tect ed .
clofB ok s RECHR SR T FosRtMBg ST Curar N REpiReiag Raupd while
to mana e security and provide barriers between t he
the,eeuniaa %@hﬁhﬁe@é@a StQE@@OO[W@Prme%'ﬂﬁgdﬁ@twfy@(e g.
may conprise an operating system 308 that executes at
excéalsyasprepeiariirgtdumbec és.g05) of pending skisterMxlogk dipdates.
(e.g. OD), and one or nore applications 310 that
[0027] eXecutgn ainbbdiravat oftdn BE eraadnPiartSDDas shong iAfFIG. Be The SE
VMX node (e.g. 3D). Since the processor ring in which

enbiRShriBAL 368 Inﬁag?? nﬁfﬁ@é@ﬁ SHoWRE S0 REHYLS @gsﬁtstémn dd¢or

processor r e operating system

oxRPI sTPte SBE PG 2B h IR R i&??%w%"f%wequest

instead is s ect, to the control and restr ts o ,
eta. ks shayn. e %ﬁenqunrﬁemw%w CW'%?%MWU%WWHG
prevent untrusted code such as, the operatin stem
ke on Mbnitoe 38Bpdhe ar Mote staralard vintus! mmhnyesiésg rdg/Ms) 304,
the SE nenory 118 and the token 110. Further, the

andwniet arrmg2trosted pirtya mhachihasi ftesded &) 30601m dhee;mbc)diment,
altering the rate of the systemtiner 130, and nay

thé‘hﬁ)ﬂlt@i‘ ek ¢ J@ﬁﬁéﬁéﬁggenweﬁm%h%o@Ietxe&lhteg it fi%e Bidid®d mode
store 138 t he update store 200. 13 WD 2004/ 061631

o AT P (P e ke

such a t.0 ( . Message Digest 5
ba(rmﬁg)be @p"'ﬁ%ﬁ 6'6‘ ﬁ%%ogsm- 1), etc.) of the
ker nel code to obtain one or nore netrics, nmay cause
[0028] t he t okmstendardVksehaay mmpﬁe@agmeramgwsys’cem 308 that
nmetrics of the kernel 312, and may record the netrics

executes ad fisoniost pvikged mocessoraihg of tBE \MXungde {4.8. 0D), and
Further, the nonitor 302 may establish the trusted VM

onéQﬁ’ m&e%p"ﬁ@&%b/s 314 thanskekatensta l”-d\‘%rtﬂrlwlegéd eddtRsor ring of
in the established trusted VM 3
the VMX mode (e.g. 3D). Since the processor ring in which the monitor 302
executes is more privileged than the processor ring in which the operating system
308 executes, the operating system 308 does not have unfettered control of the
computing device 100 but instead is subject to the control and restraints of the
monitor 302. in particular, the monitor 302 may prevent untrusted code such as,
the operating system 308 and the applications 310 from directly accessing the SE
memory 118 and the token 110. Further, the monitor 302 may prevent untrusted

code from directly altering the rate of the system timer 130, and may also prevent

untrusted code from altering the status store 138 and the update store 200.

13



[0030] Simlarly, the trusted kernel 312 may take one
or nore neasurenents of an applet or application 314
WG amh/0es3a crypt ographi ¢ hash of the appl et cOPET/US2003/039566
obtain one or nore netrics. The trusted kernel 312 via
the nonitor 302 may then cause the token 110 to
exten re ter e netrics of the
10029] 574" Fribumoit 02 i ol O i EraPasirggeiiy pEthe trusted
nmetrics in an associated PCR |log stored_in SE ne g
kerpeb312suenés a eyptagrarhiehasb{ad- Massage,Diogshe ﬁMP:% ecure
trusted applet 314 in the established trusted VM 306
Haeh Algaritei réBbity1)] ec.) phibeernelecadedtst atainerneedr Bpe metrics,
may further conprise a trusted systemclock 120. As
maysHusatthe teksy €10 tdextehdss PORShRfister eithdke hadtrionwf the kernel
conprise an interrupt service routine which is

318X rexotcme BERSIOLH Bcidied PO tbFecPInss'Etrﬁé‘ihory

t'i mer terrupt e trusted system cl oc 120 may

R A tnzmttﬁawsftsﬁtmwﬁt@mtgbe i ihor

erlodlcally generate e i nterrup It
118 pdleungh t&t@ptr@e@temqﬁ 1250 S bplppligie tystechy M 3,
120 may be located in another trusted nodule of the SE
[0030] envi r Gimilatly 3be. trusted &genadBd2 nay takeroneer BOPe mgasurements
i nclude the trusted system clock 120. |In another

of atrapgietentpplidationr3mt sutlsys barystographl@ Aasmyf tenappletcode to
a systemclock nub 316 | ocated in the nonitor 302.

obfé‘ﬂ?oﬁé OF ARsreRetHes. W truSiRCKE el 52 §h§5ﬂ1@rﬁ16hlﬁﬁ’k3ldﬂ%ay then

In response to t he systemtlrrer |nterrupts

ca%geog{eatg&gﬁ § 1@%3%9@3% Fﬁ!g?gﬁgteg r‘t'mftt"ﬁtr ’mé{?ﬁsséﬁltl@ Ybplet 314.
Thaores kBBl s 62 SN oL FREATH 18k BiP TS el B350 BRALPCR log
updates the systemtime of the trusted system cl ock

storedin SEanemwry di8niovher the trusted kesnginilZzmaydayrsh the trusted
nmessages of system clock nub 316 nmay further cause

applee3p4 i esestablishzd usied AV Sd6oafdhe GE treenayetid i ng
system 308 that updates an untrusted system clock 318

0051 PSRBT g reithe AORBK bt ok
128 AL fdicated above, the trusted system clock 120 may comprise an mterrupt
service routine which is executed by the processors 102 in response to a system
timer interrupt. The trusted system clock 120 may increment its system time by an
amount that is based upon the rate at which the system timer 130 periodically
generates the system timer interrupt. It should be appreciated that the trusted
system clock 120 may be located in another trusted module of the SE
environment 300. For example, the monitor 302 may include the trusted system
rclock 120. In another embodiment, the trusted system clock 120 may comprise a

system clock nub 316 located in the monitor 302. The processors 102 may

execute the system clock nub 316 in response to the system timer interrupts.
14



conmputing device 100 may further record netrics of the
nmoni tor 302 and hardware conponents of the conputing

walewitoe16300 in a PCR register of the token 110PCTHU82003/039566
exanpl e, the processor 102 nay obtai n hardware
identifiers such as, for exanple, processor famly,

ocessor _versio essor_m crocode vers

FuBhe 985 SYetb6] Snck nuB SEVER7 seRerdR <Be wriBoH w&%rgg%tﬁsﬂgnals
102 chi pset 104, and token 110. The processor

ang/Ry MeRsATLEE ¥Wtieh CRSR KepiosassRIB Al te aXEEHIE £P4R 9f th@ trusted
one or nore PCR register. [0033] A exanple nethod of

kemes da dhatgupdates thessydiera tine ot thesigastadtsystam claakst28d The one
systemclock 120 is shown in FIG 4. In block 400, the

or ARIr€ Miterrupts) sighils, dadesitmesstiges afaysidrh elakaiutnd th awdy further

attack has occurred. For exanpl e, the detector 140

t
call&y't @'&:Bbék?rs 1ot toae%é%ﬁ f&@dédﬁﬁ\%@d‘éﬁ% %%étéﬁi‘%@ﬂwat

occurrea 1 n response etermning t

B T Y e

timer interface 134 has agcessed | er
[0032] that rByepRRRSEIRJRGENG Hae gg@\aﬁor\mﬁrﬂ@m @Q&me
timer 130 issues systemtiner interrupts, and/or that
compating aieicectOmayifughensesardmetrics efdhermeniter 32argrmardware
clock 120 has a predeterm ned relationship to a

compedeh®rdfithe computiey devigeet@d inga MGR registefloé thiketakenot10. For
140 in block 402 may update the status store 138 to

exaMPlE ME phodiRest hb2 n*?ééﬁé@tﬂlrﬁh%lﬁ/aﬁ‘é‘id@hrﬂews@é}?aé%\/‘@xample
2004/ 061631 PCT/ US2003/ 039566 enbodi nent

4 :
PrdiEegfl By’ cRbspr R O%?hm@?%?éé?’%é@‘:@%%t
v SRR E i EeAEL 5 kg B S0 10 o
incrementing, decrenentin setting, resetting
prasesaer 182 maythentecerdihebiaiped hﬁs@wa{eo@gm}lﬂemsén one or more
monitor 302 in block 404 may determ ne whet her a

PCR/sggistecl ock attack has occurred based upon the
status store 138. In one enbodinment, the nonitor 302

[0033] :rrﬁyr g g:; g&g}eﬁm hehod of bespeRdrigaeka pbésaslb dteckanpinstale
trusted system clock 120 is shown in FIG. 4. In block 400, the detector 140 may
detect that a possible system clock attack has occurred. For example, the detector
140 may determine that a possible system clock attack has occurred in response
to determining that the frequency of the oscillator 132 has a predetermined
relationship to a predetermined range, that the system timer interface 134 has
been accessed in a manner that may have changed the rate at which the system
timer 130 issues system timer interrupts, and/or that the number of pending
updates to the trusted system clock 120 has a predetermined relationship to a

predetermined number of pending updates. The detector 140 in block 402 may

update the status store 138 to indicate a possible system clock attack. In one
15



to a bit of the status store 138 being active. In
anot her enbodi nent, the nonitor 302 nay determn ne
wao bat/oei63y st em cl ock attack has occurred in r eBEDOSW®0OH039566
count value of the status store 138 having a
predeterm ned relationship (e.g. not equal) to an

. I .
enfhiRiRt ”aengefs?‘é%f@dm@?;ﬁﬁ [t 50%%5% ?vsstf?r@t%?%eaﬂw by
t hrough system resets, st em power
acifRANGTHRERE e siatensRes THacnIAteT e@bgdwa@ntemep@@t@ctor 140

the count value of the status store 138 with the
magxipdicatala posaibles aysiem dodeatiack by uptatimg(e.gt incrementing,
detector 140 has detected one or nore possible system

decﬂethﬁéfntﬁgt geltings ramtting)ecomitivialtie S0P el statusunord €88.i t's
expected count value. [0035] In addltl on to the status

[0034] Storeﬁr?@ driter BBYid Er cﬁ%ﬂﬁé ; gg HBtIﬁ‘@ra‘é‘?@tbPr?élock

a system ock attack has occu re upon a trust

attBE hEY norfed P4Sha MBBh G sHls §§>§€"e?ﬁ8°ﬁ,éﬁ‘%%rﬁt¥q%§%eﬂ the

trus ste cloc 20 that are otherw se flagged b
mqm@é@&&% HErGir tha aoistith ek SHG RS ORURtkS resbonse
For exanple, the status store 138 may indicate that
to atbé ofdhe sttus storeyiSBdiming mstive.d0 angtherrembedimand, thegnonitor
interface 134. However, the trust policy nay allow

302 Imeaypdeteemiras that @kyisterh mivokasttackrhadeocoemsstl inrespaise afcount
the systemtinmer 130 by no nore than a predeterm ned

vaI@@Q#rihe Wtthe storb 1 38Hdleng Q?frécﬁ@t@rrﬂme@ RYRIcPRhip @Cﬂf not equal)
tack. While the trust policy may allow the ra f

6
o U BRI 55 B AR Syt
o oA Tl i ST STT Sl B
made via the interface 134 during a predeterm ned
downsepr/ak qyirgnmsst teargownse ThggarNitered03 mayegampare the count
reset/power down). [0036] In block 406, the nonitor

valBedfriby statapstaleti@8t with thet expented yemMaiUe)wdewmﬁnMwhether
In one enbodi nent, the nonitor 302 nay respond based

e S P8 o TEr oS Ll aod stk inc
the monitor 302 last updated its expected count value.

[0035] In addition to the status store 138, the monitor 302 may also determine
whether a system clock attack has occurred based upon a trust policy. The trust
policy may permit certain types of adjustments or changes to the system time of
the trusted system clock 120 that are otherwise flagged by the detector 140 as
possible system clock attacks. For example, the status store 138 may indicate that
the rate of the system timer 130 was changed via the interface 134. However, the
trust policy may allow the processors 102 tb increase or decrease the rate of the

system timer 130 by no more than a predetermined amount without it being

| defined as a system clock attack. While the trust policy may allow the rate of the
16



300 does not contain tine-sensitive data and/or is not
performng tine-sensitive operations. Accordingly,

w0 b@4oerest or 302 may sinply ignore the possi bl BCHYS10031039566
cl ock attack. In another enbodi nent, the policy may
indicate that the nonitor 302 is to reset the

conmputi ng devj ce 10 r. tear, down the envi [ onnent

systn mer Tk fohs acitsterd tae iRl Ak BB S Ush B 2dusiment
clock attacks such as, for exanple, detecti ng% t hat

as alsystame glosk@jtagk it merethein a predeiersnigad numakerpt adjustments
predeterm ned relationship to a predeterm ned range

(e.@r1, M aire nhade vibethefintetfacs Y84 etaringne pred@demmised anterval (e.g. per
predeterm ned rel ationship to a predetermn ned range.

day, 'herRidke heP BPSIEhRIet/polvBEdOWR).t Or 302 may provide an
interested party an opportunity to verify and/or

chang '
10036]  §76"" % bIEEICHLH, 3 ol 302 #ay Is5iond G166 BBITHE ystem clock
of the conputer devjce 10 or. the 0
attgelc,un S0g ReRbodinent: S fpdnter B2 ey Sadhiaset yhdFa rust
trusted systemclock 120 and may ask the %%er End/or
polisyn b ong ephqdinienh dhe frHst RYlaydRRY indicats that theSE gpyirgpment
to update the systemtime to the correct wall tinme.
300 6683 hoThentaimtimersedBitivierdaia @nkl/ards nehpedpaaing tine-sensitive
status store 138 to renove the indication of a
op&rasishd) Acsrdingly, sha@muonitat BOR knay sinpiy igrdve dhepossiblehsystem
nmoni tor 302 may deactivate a bit of the status store

c|o§%ttg?|§.%%?{otﬁé’r %Sﬂ&i;ﬁéiﬁ thgfﬁﬁli%?%%ﬂin@fcaﬁe BeR%hE Infonitor 302

ack. 1'n anot her enbodi nen e nonitor 302 may

o B B AR L LA vy 8t g o0

status store 138 such that the expected count val ue
resRRASE e JEIRAINGFEr G BIPSB (it SYPRY SIOBK GHECKS SRS, To" oxample,
rel ationship that indicates that no system cl ock
detecting khatdbe fieguedey of thedosqiliziipg] sigmal hesn piedeiermeined e
100 may performall or a subset of the exanple nethod

relafiorfSh® totaipredetepmninge range:oe thatithg ratesafrthe tsyetesn tifmest 130 has
machi ne readabl e nedium such as, for exanple, read

= ARG g assTarogngy n g ombociment
thef rln%?\norn?('j@ F’r)(ay provide an interested party an opportunity to verify and/or
change the system time of the trusted system clock 120. For example, the monitor
302 may provide a user of the computer device 100 and/or the owner of the time-
sensitive data with the system time of the trusted system clock 120 and may ask
the user and/or owner to verify that the system time is correct and/or to update the
system time to the correct wall time.

[0037] The monitor 302 in block 408 may update the status store 138 to
remove the indication of a possible system status attack. In 6ne embodiment, the

monitor 302 may deactivate a bit of the status store 138 in order to clear the

indication of a possible RTC attack. In another embodiment, the monitor 302 may
17



devi ces; and/or electrical, optical, acoustical or
ot her form of propagated signals such as, for
wexaapbw3l carrier waves, infrared signals, di gP@EIUS2003/039566
signals, analog signals. Furthernore, while the
exanple nmethod of FIG 4 is illustrated as a sequence

up@%@g e%@nﬁé@&%ghﬂtg ng @5% %(ﬁ\ér{t%%m]?gg thfaé%atus store 138 such

operations of the nethod in parallel or in a different
thad e expeeied pounhvaleand thercauphvalusofdhe siaius stargtidghave a

have been described with reference to exanple
reletibrsliipratsndichtesdbatno pystem clockattackihes Mntdete@ted
construed in a limting sense. Various nodifications

[0038] of theT l@(@mlpatlﬁg‘ld@dic@l?m&may@rfmhi alpsr @hbset of the example
enbodi nents of t i nvention, which are apparent to

mdRb§ 8P EIGSKiH F&DohBetb e é&lﬁtl inbHlEtibrisT 4 Pﬁé“d?ﬁr\éjféadable
e mag to

pertains are hin the spirit

m%@%%z%%gﬂ%g%aﬁ%%ﬁ@éf FRohg rpgpr s emor
(REN SR Aiskeetoring ReBRs Spia) Sioreiemmiag: e tamory
system cl ock, and updating a status store to indicate

dewcpesandjpree@ptrmk enjigahacouslical ps odar ferm ok pronagrted signals
nmet hod of claim 1 further conprising detecting a

supioas| fur exahiphe kcardgaivases, tinfeareddigmals) dightali signals pamsiog
to determ ning that the systemclock is being updated

si I@Wdr!%ﬂﬂb?é’rwm@théaé@mﬂe nméRod®if MG, 4ligiiNkkated as a
urt her COITprI sing updating the systemtime in

Seéoss é@?ﬁéﬂﬁé ecﬂbtdoﬂfﬂt{thgtoeervﬁ(témi fr?&gme%‘?ﬁl?&ﬁlh%g\témay

'agai ns SYs I'n res onse
pet@ﬁgpg/%rlgﬁtﬁ@ﬂ%trﬁ?eéf bhs |t05%§ harrﬁ%?héad {naéaeraﬁel orin% d|¥ferent
order.

[0039] While certain features of the invention have been described with
reference to example embodiments, the description is not intended to be
construed in a limiting sense. Various modifications of the example embodiments,
as well as other embodiments of the invention, which are apparent to persons
skilled in the art to which the invention pertains are deemed to lie within the spirit

and scope of the invention.
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generated. 4. The nethod of claim| further conprising
updating the systemtine in response to systemti ner
WO niog06spt S, and detecting a possible attack BOHUSHD3/039566
the systemclock in response to detecting one or nore
accesses to an interface of the systemtiner that my
alter a rate at which the systemtiner issues the
Ste t interrupts. 5. The nethod of claim1l
r'? ‘ising updating the systemtine in
response to systemtinmer interrupts issued by a
systemtiner, and 19 V\D 004/ 061631 PCT/ US2003/ 03 és
det écFPrnBS%r sasﬁb‘-ftﬁma@? aégﬁ?ﬂ%? sysierp digie.3 mpetho
cor‘h? #ﬁ in response to detecting a frequency of an
Igator associated with the systemtiner has a
predeterm ned relationship to a predeterm ned range.
6. datecting leopossible adiack laghinst He syssemr ¢lecih@nict i vat i ng
a bit of the status store in response to detecting a

o coeeg e sRER B3hataR S POt Rick Ay thpgyvstem
cloekt of the status store. 7. The nethod of claim!l
further conprising updating a count of a counter of

the status store in response to detectin
i &Qﬁsrble a?tack

at t ackhagasthed of siairyt fusthesicomprisifigidetes B&tal

agHiLE thset ﬁ%@ﬂf&#ﬁ{ r{egggh?éf foe{iétggm rt‘ltre ggsﬁeﬂ?clock is being

coun arm er conpri sing
updpidatatran inbpprysiateratene i n response to system ti mer
interrupts issued by a systemtiner, and determ ning

t ha ossj bl.e att has not . occurred in response to
det ér ihgrrﬂ%thpﬁzﬁla'%?g HNRIGREMRASI 2 rate at which the
systemtimer issues the

updating the system time in response to system timer interrupts, and

detecting a possible attack against the system clock in response to
detecting an attempt to change a rate at which the system timer interrupts are

generated.
4. The method of claim 1 further comprising
updating the system time in response to 'system timer interrupts, and

detecting a possible attack against the system clock in response to
detecting one or more accesses to an interface of the system timer that may alter

a rate at which the system timer issues the system timer interrupts.
5. The method of claim 1 further comprising

updating the system time in response to system timer interrupts issued by a
system timer, and
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systemtinmer interrupts has a predeterm ned

relationship to a predeterm ned range. 9. The nethod
w@boogloeiosn 1 further conprising updating the syRBCEDS10031€39566

in response to systemtimer interrupts issued by a

systemtinmer, and determ ning that a possible attack

h din. { 1,ni t

{ ha et elioi PP AR At E B QR iR 8Bt to
det@sliagtpfraqliéidy oftdn Bbdildtol BEscoistedWith IRy sysiGmainéhigas a

systemtinmer interrupts. 10. A chipset conprising 20

pregeteovinedeedionsiip/ tospprigsieteroised randd-at us store to
i ndi cate whether a possible attack agai nst a system

clo t r%ﬁﬁ?ﬁ to detect a
posg&hﬁ?ﬁggﬁaﬁmnzmrﬁ% SysS eér?rlﬁ%l ock and to

update the status store based upon whether a possible
at t ackivatysj adit afiibe status btoré inveaspbesedo eletecting ahessible attack

chipset of claim10 further conprising a systemtiner
ag@@%ﬁ?ﬁ%ﬁ%m ‘gﬂdf’rﬂ rupt, wherein the detector
detects a possible attack against the system clock in

I es pRevéhting WekRed BbM@atdRoM deadiivatiegise bitlof te Staturostore.
updated at ‘an i nappropriate rate. 12. The chi pset of

claim_10 further conprising an update store to
i ndi‘edihe mamedreficlaim 1 frther eanpiEngyst em cl ock is
pendi ng, wherein the detector detects a possible

o A PP SIS I 30488 o getecin

postibieattack againstithiersyasterclodkt gndenhanced space t hat
prevents untrusted code from updating the update

t . 14, Th ' f claim10 in,t t at
ot orereine WBeieleB e foft Mehaihemun of frscdinttn
from
8. The method of claim 1 further comprising

updating the system time in response to system timer interrupts issued by a

system timer, and

determining that a possible attack has not occurred in response to
determining that an adjustment to a rate at which the system timer issues the
system timer interrupts has a predetermined relationship to a predetermined

range.
9. The method of claim 1 further comprising

updating the system time in response to system timer interrupts issued by a

system timer, and

determining that a possible attack has occurred in response to determining
that more than a predetermined number of adjustments have been made to a rate

at which the system timer issues the system timer interrupts.

10. A chipset comprising
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deactivating and trusted code of a security enhanced
environnent is permtted to deactivate, and the
wWa@lei0e0618B81 act i vates the bit of the status storBCT/IS2003/039566
response to detecting a possible attack against the
system cl ock. 15. The chipset of claim 10 wherein the

s Sl b RORO B Pe{p! 2 BoesiR ok AR s 8Terg clook

waLgstected, @nanced environnent is pernitted to
deactivate, and 21 WO 2004/ 061631 PCT/ US2003/ 039566
the detector updates a count of the counter |

[ es oRRlEcias tadpiadt Frpseinio sipek againshile sysiemsiogihand to
up@é?é gl ﬁhﬁ&kstoflés rékfuéé‘r‘l aﬁ%‘ihé}hg{ﬁ%l%@t&w r%gﬁs{t System

nprising a sys respo
clquwgsdetecwd ed prevents a rate at which the system
timer generates the systemtiner events from being

oy stdmiertinsktior ot iref sOLPrsinae Sv5tefhhiis tygenerate
arﬁﬁ?é%ﬁjﬁt hﬁhei@r@ﬂ@&éte@f&rfdé‘féﬁg a%&%lﬂlé ttagk tagélrﬁ;@ ttfd 8Y&tem

of the syst emtimer . corrput I Ng evi ce
cIannprrespmﬁamrdB’tgrmmlrng tlnaétrae systemrclpck isdvaing eipdated atean
for sste tinmer |nterrupts asystemtlrrer to
m%%q{gpé ?}%t emtiner interrupts that invoke execution
of the interr upt service routi ne, a processor to

updat2e TheseHisSINOF ClImMOf0 furthies coMpeisiekan Dpd@@%tﬁﬁei‘to indicate
executing the interrupt service routine,

whethercan Hpﬂéted@ttBQtSYQt%§§lcbll% paﬂdlagkwaggﬁungme gdgtector detects a
po? QTt&];I? amg’lgtheng‘/% %99 e‘éﬁlﬁb%dg gl m 18
st at us S ore

er conprisin di T&X @ whet her
a possible attack agai nst the system cl ock was
det d@ dHe chifpsetiof claim 12 wherein the update store is located in a security

enhanced space that prevents untrusted code from updating the update store.

14. The chipset of claim 10 wherein

the status store comprises a bit that untrusted code is prevented from
deactivating and trusted code of a security enhanced environment is permitted to
deactivate, and

the detector activates the bit of the status store in response to detecting a

possible attack against the system clock.

15. The chipset of claim 10 wherein

the status store comprises a counter that untrusted code is prevented from
updating and that trusted code of a security enhanced environment is permitted to
deactivate, and
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the detector updates the status store to indicate a

possi bl e attack agai nst the system clock. 20. The
weeovplsicsy devi ce of claim 18 further conpri siPQI/ESIN3/039566

to indicate whether a possible attack against the

system cl ock vvas detected, wherein the detector

actiyvate he t o indi e a ssible atta

2 gat pEfelot e Dok oMl orledntateding flosteating 2
poSsiBldattibkbgaiRstthbstin cioekl ocated in a  security

enhanced space that "prevents untrusted code from

altering contents of the bit. 22 W 2004/ 061631 ,
pcT/ @sigeszha@%@éclam 10rﬁwéth@bﬁ9rnprlﬁ@goﬁa§y%t@rrbmm@r ackthatin
re%o%rfslé C}B'Iﬁ{é(f QBRItSd Qe\?éﬁtgétrﬁfé@ﬂ whiRhlt Hs %ﬁ/Qtrerﬁ fimer generates
stem wth an oscil ng signal®,

the\lsystemlmbeesmémmlb&mg gtaredat es the systemtiner
events at a first rate that is based upon a frequency
of the SCI | ating Si and the detector detect .
05T TBS Shinsek OB RIS Whe sl temPoainpipsfored i a

{

seEGrltﬂ’ﬁ‘rﬁ{]gigag I rag%g?aétré?né\r/]éé §q}h?ﬂreu%'a ﬁc’éﬁoc&é‘ﬁoﬁﬁ&l{éﬂr@ 18tk of the

sysheedhmﬂnoked range. 23. The conputing deV| ce of claim
18 further conprising a systemtinmer |lock that in

respgnse.to being activated. prevents a rate at which
thquy %W?mgeﬂﬁﬁ8¥§lp§§"ﬁ1e systemtimer events
frombeing altered. 24. The conputing device of claim

23 wWherheiyntot dteresy siiterrupt sarviceaoutine forasyaterd timeranterrupts,
security enhanced space that prevents untrusted code

fromaltering state of the systemtiner | ock.

The .
conﬁLﬁMﬁt@"dec‘@ ganeEalg; S%Si%“wﬁ%@féﬂi@rw%s hatdn exeCUtlon of
théﬁﬁé‘r‘rﬁ&t §éf?chr}8ut|r‘r‘é’”p“ ses a system cl ock nub invokes
upda

one or nore systemtinme clocks.

a processor to update a system time of a system clock in response

executing the interrupt service routine, and
a detector to detect a possible attack against the system clock.

19. The computing device of claim 18 further comprising a status store to

indicate whether a possible attack against the system clock was detected, wherein

the detector updates the status store to indicate a possible attack against

the system clock.

20. The computing device of claim 18 further comprising a bit o indicate

whether a possible attack against the system clock was detected, wherein

the detector activates the bit to indicate a possible attack against the
system clock.

21. The computing device of claim 20 wherein the bit is located in a
security enhanced space that prevents untrusted code from altering contents of

the bit.
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26. A machi ne-readabl e nedi um conprising a plurality
of instructions that in response to being executed
WO e®4l6168n a conputi ng devi ce determ ni ng thatP@mUS2003/039566
attack against a system clock of the conmputing device
has been detected, and responding to the attack

e Tob G AT a8 BB e R3S oo
ostiatdr4s bré\ide tHeE EVQEnT @REF ith Bnt RiIRGIRDigrdl, @Rst&R

responding to the attack by requesting an interested
party to confirmthat a systemtinme of the system

cl odire Bysteviimet generategiieosystepitear @eEnteshadssivatstwt is

a8 ubPf ATPRyE IR ASENRRfe YRl el Suci't T he
conputi ng device responding to the attack by

pr etiean tettgt@rcdatsststappdssivle sttaek tdgaingd dher systégh clobk in response
machi ne-readabl e medi um of cl ai.m 26 wherei

M th ]
to getargnining teat thedeaquesey ghihe PR GilRIING: 907 Ithas A Prdetermined
reEA8RYIIIb B9 oFELERiRRPRMGRO O the attack by

preventing tI ne-sen operations. 30. The
machi ne-r eadabl e medi um of claim 26 wherein the
pl u2dl iThe coimputimgtdevice ohdainBHarthersarmprisingtehgystem timer

oGBS b Aot S50 e B e

geRBratBs ik 3pdtbMPlimEr evidnts Fln BRHIY Aifsregadabl e medi um of
clarm 26 erein the plurality of instructions

further result in the conputi ng devi ce determ ni ng

t hat24ad hgtaomputingsdeviesaf gatne 2oavheraiieihegistemiisnd ikckds

f S t.ar .
oGP s3oufty S HeliRef sBpe 118 B IR TRIE Rt G, gom attering
statbef eher systenplimenlocky of instructions further result

in the conputing device determ ning that an attack has

been detected base on st gtus stor nd a trust
pol 48y The computing éjevlilge of aaim % where?n t%ealnterrupt service routine
comprises a system clock nub invokes updates of one or more system time

clocks.

26. A machine-readable medium comprising a plurality of instructions that

in response to being executed result in a computing device

determining that an attack against a system clock of the computing device

has been detected, and
responding to the attack against the system clock.

27. The machine-readable medium of claim 26 wherein the plurality of
instructions further result in the computing device responding to the attack by
requesting an interested party to confirm that a system time of the system clock is
correct.
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33. The machi ne-readabl e nedi um of claim 26 wherein

the plurality of instructions further result in the
weevplticsy devi ce determ ning that an attack hBST/UR®E3039566

detected in response to determning that nore than a

predeterm ned nunber of adjustnments have been nade to

a rate_of a stemtiner used to dri he . system_ .
o1 odk: Tha maghiiesFeRdatlE MM SamAS winkiein WE sy of
inﬁﬁu%géﬁé RrMR B8t RNthBRGMSUtng deviors FesPohldiftd the attack by
pending, and detection logic to detect a possible
presentiog asgass in timeesangitivedaliock based upon the update
store and one or nore systemtimer interrupts used to

i nvgke e . :
0028088 ARk -Tedial St T ciaiRtfe “g‘;éﬁ%}ﬁat{’ﬁé"%rfa"ty of
instiuationSfurieeresult inigedteingsuitingndévice respeneing teethetdtteckdy
possi bl e attack agai nst the system cl ock has occurred
prevending fine-sensifye Opefaliongpt is received while the
update store indicates an update to the system clock

I's erf] ) Y i .
upa 305 Thp Bacrife-rccfaRREA Ll 26 Mned o e Bl elicor
instruttions éurttver repalirethiescqreputinggdenice determining lleat an attack has

deactivated tq indi h : T
begh dlaerioa Brse uan igr Beta s dha Bt Setd na8 Baeh Htvated
attack against the system clock has occurred if a

sy stBamrhefRacHiRé 2eadd e infediegedM@&inD6 veherbin thistplafality of
~the wupdate store is active. 37. The apparatus of
instiugtions furthesresult imheugarapeting device defesauniag that an attack has

b L SRR Gl By I ol 05 i e

cobAf valtis. trusted code to alter contents of the update

32. The machine-readable medium of claim 26 wherein the plurality of
instructions further result in the computing device determining that an attack has

been detected based upon a status store and a trust policy.

33. The machine-readable medium of claim 26 wherein the plurality of
instructions further result in the computing device determining that an attack has
been detected in response to determining that more than a predetermined number
of adjustments have been made to a rate of a system timer used to drive the
system clock.

34. An apparatus comprising

an update store to indicate whether an update to a system clock is pending,
and

detection logic to detect a possible attack against the system clock based
upon the update store and one or more system timer interrupts used to invoke an
update of the system clock.
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store. 38. The apparatus of claim34 wherein the

update store conprises a count value indicative of a
woovbee16ef updates that are pending, and the PEL/E81008089566

| ogic determi nes that a possible attack agai nst the

system clock has occurred if the count val ue has

predet erm ned rel at.i onshi Q a redet erm ned val ue.

B0 Son SN e s T Bl 4% TG bl pes that 2
posSiblesRaEHadaingt theasydtdrh IR TREICEOsEURRALIE atdyatern tigvaNh®rrupt is

untrusted code fromaltering contents of the update

reegive@whilg the, &lpdg’@ siore indicaieean spdate to e vsterpilesk is
pe%intghe update store. 25

36. The apparatus of claim 34 wherein

the update store comprises a bit that may be activated to indicate an
update is pending and that may be deactivated to indicate that no update is
pending, and

the detection logic determines that a possible attack against the system
clock has occurred if a system timer interrupt is received while the bit of the

update store is active.

37. The apparatus of claim 36 wherein the update store is located in a
security enhanced space that prevents untrusted code from altering contents of
the update store and that permits trusted code to alter contents of the update

store.
38. The apparatus of claim 34 wherein

the update store comprises a count value indicative of a number of updates

that are pending, and

the detection logic determines that a possible attack against the system
clock has occurred if the count value has predetermined relationship to a

predetermined value.

39. The apparatus of claim 38 wherein the update store is located in a
security enhanced space that prevents untrusted code from altering contents of
the update store and that permits trusted code to alter contents of the update
store.

25



