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WD 2004/ 090722 PCT/ SG2004/ 000082 Data |sol ation
System and Method Field of Invention 5 The present

w0 poogfopi7en rel ates to data isolation system anPiCTeGHod 000082

and refers particularly, through not exclusively, to
a data isolation systemand nethod for at |east one
of software and data: naintenance, back up, recovery,
security and prij iy a conput er
system or netvvorbéf.a%l/oéat% |?"ﬁgéfrglguan “éégﬁt e Invention Wth
t he great advances in sem conductor technol ogi es over
FieRl dfddentiéti rti es years, conputer hardware
reliability has increased significantly. Software
install ed and used on the conputer causes nore than
B/ oposfsent oinyentia relatesbioedata iddiativhrsystemngngt sethad eand refess
paicuhy, ftﬁrﬁugﬂ%{ é&clﬁﬁw locaadiald isbIbifdhRfderh anhﬁ&%cﬁfoﬁat Ieast

stem failure. need to contact. a
SR PLTovale SesialE JHULenaTif. 06 . (oMEE SRS A BitaCY
camtrdl| withiveay canputetigstertdr ngtwonput er systens, as the
techni cal support staff at the call center cannot see
the problem Furthernore, nmany users do not have a
Bagkgrqundtothedayention. pack up regime and therefore are
not always able to restore their conputer systemto

(I\ML' &8&%&&@9& ltn s%ﬁx%?ﬁcluctroy tecﬂ—lf&%éﬁf Q& the Egpfﬂﬁt[ﬁsgfears

| ONs aval
qqmdter b@fawe r%ﬁbﬂmuiﬂ%mqrezaéad $'mﬁ@ls'c Safyare insigiadrand ysed

6088 Borhsutdr BSusBOMmbre ARINIBUYEF conlpieer pdblefmenDt e conput er
user will have the full control of, and access rights

to, the host conputer as if oOperating at the host
Mewpzsmptet useestaronet syfigiaptictechmfcalvirained gahandlg aisysiem faiyre.
m%ﬁéﬂﬁembfon@@% béﬂ%bht@rﬂ’ér é?éé%ﬁnéts Tﬁts sl Atithe mﬁdﬁhlﬁ@andbx

e R
semben icanmob Seavéhecprplderno tFugigringlsl enaipusere ot ot mev,ehﬁufelhpr

c?dr'rﬁﬂéﬁé back %b rddfife SUShBEDRIars3Rot SRl %@@M@t@ r&416re GRS EnBliter
be r&qw red to all ow access to their

Wmtf’lﬁ@é’pe%@"ﬂfﬁrff’g{l data files to unknown third

party mai nt enance staff. Problens relating to the

Fhere atsi 2 nupbesfof sematevaenagemenksqfwareospplicaieispaveiablendyere

@*la@@sérf é%ﬁbrﬁ@d fbe@rhdtw cohhiiidr Qised rbgoﬁ isthal Hoat b@ﬁpumd'mss )e
nst abl e soft t r

el RRIE A v BeS B A SR et AR ) I

camputer a1l gparaling akipg he?hcomwtqerd@@tloreﬁemﬁqe SORYAe éﬁ’i&?atms

el Rbé e&t Mdnyl dﬁﬁﬁbﬁﬁoﬁ@tsu&v 8¢ aidahi W&ﬁlng h&tusérecdd Sactsss aheir
o¥nsptan)mompuler system rom a Olgo%eoc%%%%ger sys qgm o(é%r th {n erneg Ei—1?0we3er

such remote software is not suitable for remote technical support for the system or
software. The computer user should not be required to allow access to their sensitive
or private data files to unknown third party maintenance staff.

Problems relating to the reliability of software installed on a computer may be

classified as being due to:

1) installation and use of unstable software that leads to a system failure
2) installation and use of an unsuitable device driver that leads to a system
failure;

3) unintentional deletion of important system files that leads to a system failure;
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W@ 0upleEse2 vi ruses or hackers that

4) installation and use of software that conflicts
wth a systemdynamc link library; 5 5) attacks by

instability and failure; 6 excessive software
installations that lead to a | arge nunber of system
files. This rmy cause systeminstability, and sl ow
oce

ALrvi ESlaion 305 o3 of bRl B OONERCWICE eRME ime
and f&bfﬁﬁwe It is often difficult and tinme consum ng
to identify the cause of any of the above problens.
Frequently, a skillful technician is required to
handl e these issues, which is costly for nost snall
and neithicksrby icorepliter otirpses i oe hackers thatelearb toesysteonstakility andiy
be 1pjpermanently lost during a systemfailure
| eading to financial |pss to t However ,
BE poSLrie SDRPRURAIF el B § 1O Oioehs SoRpI
syst elhio pay eduse gysteaminstabdityremt sievsprbesissigg; and a nor mal or

Rg?ha? bk usle fof \}ahods%emaé Ptlobih@rs ¢ %ﬁds% eyls'fémalﬂgj(ablhty

I Te system environnent en 1t 1s1n
nor maP"%H@ ng condition, it will 20 be possible to
resol ve the unstable systemcondition by restoring the
Qr I r 0

i Thin YRGS B luﬁg%gn%ﬂ?[rlﬁﬁ]\f+ AT e B8 or dRY BF o0l e odbove
erpblpraﬁ i ﬁrgq'@riw. ra@hlhfelﬁ?chala'ﬁn isHegviredio izadle th??ﬁelﬁ%lear‘@'
érty R ABstERIaN bANMBEE s;baﬁd@mppmém cFurtBErMGRY, YonseDdatd mayme

ﬂ%f[“ﬁ&er@%ﬁft c{%n%%yﬁges uge Iér:aé'lts r{a%’? %aﬁﬁgl%sg ?c{]tﬁe gﬂnﬁpfaﬁr by

environnent. However, none are capable of restoring
Aywaat Gt dadoasible |t@%eniﬁ§ RRCéabilioh off e Bmp@Bt &isfzhighetsity

dat a t hat t h | .ast

SRSl e, PP, o1 SR etk ! B 3RO ity S
kavsumthp eolite system Sudrbnnekit whendkis lmyom@u\s@km@ cepaition, dtayit
g bdds@idlib kst PeluR@z99 Q%%f—‘éon@ﬁ&f by r%@lbnr@ﬂﬁ@'ﬁérﬁxal Mkmg

%%&r e % S B&%Eﬁf %}ecl?%rg tpnor-ﬁ1 Ioga{e g)(fgegrb%i&u& ,g n?rglla worltqng

sperating emdmumentt ean théreresiseed. does not back up or save
their data files on a regular basis. Summary of the
I nvention 35 In one presen

RS By a0 BP Ao TeGb BT 0L BRI By b i
goktahatheseanalutvas difienibntusing nedoushaetodsp tca mgtore dipy eysiem

Ergﬁrorﬁ'néh@ nnU\R/&fer WoRe %'&a ﬂ%%s@orﬂ&ﬁ%aﬂﬂlé &ta ﬁlé@ espemally

tif
s ooho b by ot eech o s 3 B
failuraD8ems dite bbeid ifevitabietwith kgovoupodiotss iSgth daa lofs may cause

d b I
T
2ebMaIsPeesy aackscufegh gy bBPefRaRety Josth d igysTHRP RO EE 5“°fe
Sighifzant wheh kre userdidesingd &adkiup ioosave their data files on a regular basis.

=,

Summary of the Invention

In one aspect of the present invention there is provided a data isolation system for
software and data maintenance, back up and recovery for a computer wherein
dynamic data files are identified and passed into a hidden partition on a hard disk of
the computer, the passing being by one or more selected from the group consisting of:
copying and redirection; and preferably access control and filtering.

| ead t 0 systRBOT/SG2004/000082
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whenever the dynam c data files are accessed and
nodi fied. The dynam c data files may include the

W@ eovplese2 s operating environnent so that the PCT/SG2004/000082
conputer's operating 5 envi¥onnent can be ,restored
fromthe dynam c data files in the hidden partition.
The dynamc data files in the hidden partition may
i ncl ude data up to the time of a failure of t he

t
Alertle Bivs v GE ool Bieacv e iep S8 i Paiigaen
if@n@er the dyremic datalfilesane\aptdsset andyndgifieds &k ﬂmamatdalaEFMt

rﬂ%e {l&%dettm-.ecéﬁ{p f’f& ggé;rﬁﬁr% efn\n o‘ﬁﬁehtnsot tﬂ& thd\ESHsiRRr's operating

I on tion and its content may be
Q'i'é'FCt”ﬁ’éFt cA he frstamddragpine aw@ég%q’%e fes)ip theiddep Paiitiner
dyR&ia tdta fesSk Hedidder Partistyineayiinsiudatiata up keethe time bitefaiuredaten
¢ artltg? n ARy not 15 be accessi ble by any software

PPIMPESRET ¥R 0n the conputer. Prior to copying the
dynam c data files into the hidden partition, all

@Pﬁﬂré&t@iﬁl?mbﬁﬁé t@ée’d@tﬂ' a@léta%]t%ﬂe e %pthb @ynamit feta Es NGheliidden
ratli em f.or C er e. S [
FPipor a0 Sherbbongy SLyset for SRR i o FE AT B,

Hdderpartitdpnam ¢ data files incl ud| ng system
confi guration files, and user data files. The

OO ORI S BTHT o aeRa T ot s i PR e
doimpeter scaperating sydtatna Beniynanfic data filke indhenbidden pdtion May aet
b% &slbfé%;yr aHy! %ﬂwér)ésgéagma{ﬁ\y orp%epc%ﬁfpﬁfér t @ribhe &Wﬂﬁgjﬂh@

In th en partltlo

rarEs OpiR TR A R RRTATDT Rl ST Bh BT MR RETR T
ikgh.ding @d op&btingreysiyra f@Tthe ennuter, ynaycbel sagiegdied kitowgh lesyistnem
%@% ' rﬁlﬂﬂg?ﬁﬁ fhg cFylﬂng' gL '?ﬂe@ alglihdio Bata“f‘lééﬂ mctuﬁﬁg cé‘}&brﬁd

be recovered %narr
Mo figsiand WPl IS5aTh? F#%ersavpéyﬂ%emaas& Foors up
to an instant before the recovery process was

Alln&éi’ak%% i thel %%ra‘ﬁ?(%g E)Vl'hé QWH?JH dé@YleE RRd Yl @at& Rgnt

pon new sof Wre

f@m e dvmcagqt%@eﬁ 1o the, @P%’Btf?ﬁlfﬂ%t?m "?%%{ebeﬁ Rasted) i 44 dmamigy
dae fikeliregie Biddangatitiom Treaknantic odta fileeinehd ridden garsjaitnean be

o the hidden partition is conpleted and,
G%kanh&%rgﬁﬁ‘pte({l on of the back up, the installation is

resuned. If systeminstability or failure is

@ﬂgy@téﬁht redsdaéiyaé t=6f back ep syssdna bhvirbirasnt Or the aiddérmgaritibn, it
ew applicati r s Iz

19, Gon deq)/n%mlé: c%ga'et;llél é en\%:gméhe?rienf% Eﬁg}nWat og% G ﬁ'le

higlslem paitition way dng Ué@ albwlata/ e torRe ipstant h@‘?rsltheeracq"ﬂrvtpff&ess wais

iRRRELIERS the §ydRn hSichhlent &y IndiR) thopedh@eysidmunt sbftware.
back up of the existi ng system environnent to the

hi dden partition is onpl eted and, after conpletion
Upfon tnaw sbitvesiee biging tnh‘@“qdristﬂ@l gompuish thes inptakintip By g delpyed\\D

RHQABOR & 2h x5/ ORSAERNt to the hidden partition is completed
and, after completion of the back up, the installation is resumed. If system instability
or failure is encountered after the installation or running of the new application, the

computer system may restore the previous operating environment from the back up.

Upon a new device driver being installed in the computer, the installation may be
delayed until a back up of the existing system environment to the hidden partition is
completed and, after completion of the back up, the installation is resumed and, if
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4 systeminstability or failure is encountered after
the installation or running of the new device driver,

W0 b@soenTput er system may restore the previ ous PEESGLI000082

environnent fromthe back 4p. 5 The software
application and its dynamc data files may be copied
to the hidden partition as independent nodul es. The

dystamivinstabliag or fEildré?f% dnébthléﬁédmﬁdtdlﬂg ineRlldtioh bpﬁ‘mﬁﬁé’ of tW@ﬁé@v
plication an

ve.data f

gg'wce J 'VerDW? iR Blﬂ%rl sSystsla dlgyéasﬁore meprg\g%lgecggfap%ermronment
tran@gechaclzumg of the dynam c data files of may be by
use of a data 10 isolation technique that consists of
9 or nore of automati c sel ection of conmonly

(e sorwgre; application), év & 0yeicotaty fles gnavnke gopiegplerthe .hwgen
partitios | inflépendert owadlesc TheldpeimiodatofilesnNMEREdenpaRion may

t L war e

Q%E%tegﬁgbé&aég&mgr%)fapﬁﬁét%gghgﬁlf\gge éoggwoui%umed
sel ection of files or file folders by the user For

L) segl(ebétmglaﬂca(tégbnﬁrhd ofdh@'@jﬁhrﬁlc@akaileglo\‘ Moy BELP I &3 da
5005008 e Ele BRI br FRte 1% o 2 O 1 S o ()

1 dden partition.
t he S(é) é@tpreetlcfseleét@n Obﬁonamnl)'tlhed shftware appliratian dfitiegsimary
bel ongi BgeritAg tfxensel ected file folders may be

autonpticall regated and_stored to the hidden
part i ﬁom?{% SS'S%PP ° ”"I"‘°I"W6S‘H$‘°I°U‘5?re ﬁﬁéj'cﬂ@“ pl aced

bet weleh sel¢ptiorf ¢flseftways applicatiprbyi angser ¢faiveccoanpdter aod sk

dri veg) SdMctigFaaRs offdoldels by tHatuegcepting, filtering and
re-directing data for the dynamc data files in the
hi dden partition. The access control, intercepting,

frar [2).€b) and (A @t dynemRSdath ﬁ@ddelongnmmyhéamfm@retépahcam nady be
éu%h@eﬁly%é@reg%& gh& thned ?dqiﬂe EHH@H ﬂa'rtﬁsélt FcSr%E‘)I tﬁé sel f?es

{ht i,onal 4 [ Q one

‘t’ AL g Agjemig q=ipdfies *ﬂ?@g'?g Qéh%%%ﬁc@ﬁwﬂ'f/f@defﬁ ﬁ'@éF’? a'é@'nafﬁﬁu
seprecapbandtsiorsyl te theth@den ddngtioolynam ¢ data files stored in
the hidden partition may be protected. The dynamc 30
datg,fi L‘es stored in the hidden partition may be used
Apaddiional {0 diypiiacPerRiaced between hef 16 Bistem YR btesTse and @iskd.
diiee faracgisa abntaby; rieterceptiog titerfinig| 286 re-tiescerth data tdiene@inBmic

ﬁ%rfﬁés h% Mideh paﬂki?@ b &%@é B S[nYeré@?ﬁ%Ia? =ri ﬁ%ﬂ‘é’

be used as mrror ura i es
dsFolipe E17Y dpnintne et r?QUFa@w rfn%tﬁwﬂ.aa@éwﬂbﬁm fabledn Thay
additionaB/Qndriver gy tieyeariuf dakeor ride bf: the@iisk WRVdrOh&file system /O

lrftér%)I% ah&‘fh[e'oﬁérétmglé sidfrguence. Upon accessing and

I ng a wor g data file, the plurality of
back-ups nmay be wupdated according to a pre-assigned

Thadjnamiz daeifibisieed Whe2dith GARiTicHmE)Dd pci@&%/ ﬁmﬁé’mlc
dgtg f%g o?e% in ftl%rmdehggftlﬁ e,%%ﬁ Be hsne\c/jeagtalc ive \Borl(e Ples and are
contlnuously updated. The original dynamic data flles stored in the main partition will
also be continuously updated and may be used as mirror files.

A plurality of back-up copies of each dynamic data file in the hidden partition may be
made in the hidden partition using a first-in-first-out sequence.

Upon accessing and modifying a working data file, the plurality of back-ups may be
updated according to a pre-assigned back-up schedule.
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to a host conmputer by a renote conputer wherein access
by the renpte conputer is in accordance with a

W@ odosmen7e2 security access policy in the host cPCPSGEI04/000082

5 The software security access policy may have a file
access right and control mechanism The file access
ri ght and control nechani sm my be used to selectively

RY QAP roPh g@ggﬁeg@?m&&géﬁg&%&gﬁ SR FraRiRireiR aBlbss

éﬂ:@ 6est compyigr baﬁde@@iﬁtc?'bﬂ’lﬂ%eﬂ&‘ﬁ@m agRess oy thedemets computer i '5
GrPABRGHSHee With b BRI GRE @ity 4088 oYy itAY hdxecohipiief.ol | ed by
the host conputer and includes: (a) selection of
software application/prograns (b) selection of dynamc
dae ssoftwdre sseairityt laeces® fpbligstr mayappve eafilé aagess (right ged eontiabn
Qrfecféﬁ’}&i Githe fe C?QEesE 'rlbﬁsamd lé\tr()%ec‘ﬁgrlnﬁﬁ Ha? Be Qéedqyséﬁeén\lél?

Sel ection o
amﬁapw&ﬁ?ﬁqn&o 5@'6%4 VRS FPRYF at'%eanﬂé'i-ﬁf/ Espeett‘ﬁﬁﬂma@vc daffe
silesected file, or files belonglng to the sel ected
folder may be automatically given 20 the access
ght whi | e any others will be denied access. The file

Tbe dlesaceesgHighbias conBPl eAhapiere 104 eshash ForaRyEr hy dhe remote
e&ﬁwﬁr&raymyo:heuaarbwﬁefoetroampa& dod irelugét egory of the

r ermt se%auoﬁggpo%?ﬂ'e g%at%'nfpto%l:ﬂir{y remote conputers

are ven eren for different
usage (b) /Aelection|obdynpmisidaigifileg OHI“%@Q@FHG apeligpiogur at i on and

user agtsaewof&@f@gﬁeﬁmgg cally given the access right
whil e i ed Jaccess. 25 The sel ect ed

ot he a
softvvfa‘ﬁese?ﬁtfcﬂ" E‘iﬂtif@%orqelgetﬁel r respective dynam c data
fil es(aympleption df destyipe iof theapreratice 19 de pedermed bytthe eemate
one par tdofnp@er. Of the primary operating systemof the
host conputer. Dynam c data files may be identified
and passed into a hidden partition on a hard di sk of
Theesdirstsd filso apiilsehe]onging todbss sslasipdideldargmaybeomitomsticatip gwers 0
Rl 648 Q|gﬁtrmletah§ oBIERUAN 69 AShisd b8s0f TheCPbdt8ssAMhi and
el ottt oL F bRt PR MAL R AT Sater e BY £ S the
reprotd Bost @oppiter and differerit rembte rcofnputarst dre giver slifferent access
héﬁ(§1’&F erﬁe%?%r? hgé@'ed Qff filds ﬁnbflﬁ&lmrﬁﬁémpéoﬁﬂgu?%tl&? atﬁﬂ.{sélxé&é mal

o, at | east one

H? ﬂﬁ%‘ﬂgtﬁ%’tgf"?? L 38‘?95%1"9?%%' %%1 @8’@ Fa =0 355D ser ver,
vvherel n dynamc data files of the at |east one

ﬂécgé;? ?Jﬂ@la}edgdﬁléailbr? Qnoafhglr F?Qs%s,&ge 'd?ﬁé?nlct. B&a Gies! rﬁ‘é&s be
one en partition on a e centr

BAEioY 87 B kraled It Hdoagh et RHBR P Bk bes gy aem o
thel hestt exehpliteo nDyraeicydatal file owg ibs tidentified fand pesspd idp arhitiden
Bﬁﬁﬁoﬁ &t 4 ¥ A{@ %qgé' /hgs? QZ%ButE’r?TKeSS%Q%/bQQ& Q)?%ne &r more

selected from the group consisting of: coping and redirection. The host computer may

use diagnostic utilities to allow remote technical support by the remote computer.

In a further form the present invention provides a system for providing an external
back up for at least one computer to at least one hidden partition of a centralized back
up server, wherein dynamic data files of the at least one computer are identified and
passed into the at least one hidden partition on a hard disk of the central back up
server, the passing being by one or more selected from the group consisting of:
coping and redirection.
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WO e@an9d1e2 gr oup consi sting of a:

The at | east one hidden partition of the central back
up server may be accessed using at |east one sel ected

Intranet and Internet. Crigical applications and
their dynamc data files may be stored and protected
in the at | east one hidden partition of the central

bﬁ@'ﬁt H&t%ﬁé N«S&en@émg&‘b&%e cgﬁt?an 850*31 ey ,-anﬁ‘éjyr_g%ﬁa%fjeﬁ# ysing

e to be acce orized" use

saééf‘@ﬁ@"aﬁa'e?tﬁﬁi frem ey srrreup eongisting of ackAhh WAN, VR Iitmuet aad

dntdinti. OiCaitical /abblicatiohs/ @hd RhekC BfhaRRl WRE I friaf eoeséiéﬁeF MBnd
access’ contro

I {. a r, for

el e oo et oyt P ek dmearvarc e

PpeRARtoe a@fharaomly plasto bielagcesskdibyiaotharizet b€2rd 0 dri ver using

an secondary oper ati ng syst em The access control,

iFnt tin fllterln% re-directing nmay be bP/

t ﬁe §B§F° GUIF g n‘ﬁ? Eﬂﬁ*tr?@mpl&Prdn%havman rpgiitional 1/O

tdeiver plecedTivbveen @diet systeml I/Q ihterfstiei anea diEkyribe f&&[’:&es@ Eorﬁ’rﬁﬁ‘
n

%efggbfﬂ?g filRhi iRg gfﬁidf Pfr?cmng} &?a R fﬂ%?ﬁr&?rﬁf Jia%% }” 10 12 aﬁqam?rﬁﬂlo

1 e,
PYERHRS HAREPEH gPargie sYienT Ene ascessisanit sespind, lpring
sysieairecting mag belby the uendf rdgQlatoRe matching rand ﬂﬂmh@ﬁt'teﬂﬂbs The
A U on

SO B M B RS e S b

Hﬁcﬁ'ﬁké'&\'ﬁetf'? filg sysierp fOJrtertaserang tbepervreary nperatipg tsgstem. Tikse

seondagy oparatgSsysel My thar éﬂﬁ’@éhtt tB €thé Qﬁiﬁﬁﬂﬁ 6Neréifﬂ§ rs%tblﬂg

e, iop,in a final .as rovid
§Pé§atr%g) tba—& %es r&e of the nﬁ’”@bﬂ% P?eg?twg psgsterg CF“E d'ﬁ‘% a?cgpdary
%ﬁi{%@eﬁnﬁ Haqovw ugemirou sgaonddryt apecatiog systenpr Dl ssnoty

h@e@qﬁyubehr&fgﬁ t6Y sec6HAES obélBfilgisPiiem! 0 performa system
as described above. Al torns of the invention may be

used individually, or in any possible combination. 25
Bhedeventioniime fing! aedest aoavwvirgs alcomputerarsabl atedludn&ompnsmg a

tompoRt pr@@raﬁ‘&)bd@%a{ %%hi’ig)[zre’drté’ %ﬁ@%%&o&gg oPH exe B0 ans or

R{:r@?&nct? Lm o fect s ﬁ? 3 scﬁ now be descri bed by way
NORIGTP 15 ReLPIM A SVER M ASI98SHRTAAH¥2f erred  embodi nent s

of the present invention, the descri pt| on being with

AIETbEzRRHE inkEntibA Aay B4 I ' i
dr avmsngs |I n whi cﬁy F?gu?gw%g@bé’ dz;r%téf/rl nga tﬁtﬁédlr%ﬁ‘gf'%nk

structure of a conputer systemw th three partitions;
Dgsguiptiondf the Rrawiped di sk structure of a conputer system
with three partitions and one hidden partition; 35

IFi %ﬁrﬁ f’i is a process flow of calculating the anount

B PR Mgt e Jrveation sBay, b, (refil Hndgysiopt @nd Rutdlia prastisal isfiecdn
therel shilb new dliel desctibedy b fwal r afendnaliitatilies kxampRC 6rly fokedetfed 4
dnfbo@mBAO CE B Produft ﬂb&ﬁ&r@%é}ﬁe&ﬂﬂﬁh Mt g'\m&f l%%re%g@g&/ the

hi dden gure IS a proc

a8?°"§°€9‘f"f)gri@’ L?f"’ﬁgﬁﬂtnﬁs i"%‘!cat ion fi I e type table; V\D
2004/ 090722 PCT/ SG2004/ 000082 7 Figure 6 is a process

FfduFéNI id hg@fcgmaﬂf ikl Ga bt Q&)n]iplﬂ%r Qbé%m fh tR3L 8a |t%o|nse s of

Flgure 2 |s a hard disk structure of a computer system with three partitions and one
hidden partition;

Figure 3 is a process flow of calculating the amount of hard disk space required for the
hidden partition and the availability of free hard disk space;

Figure 4 is a process flow diagram of constructing an empty hidden partition;

Figure § is a process flow diagram of setting up a data isolation file type table;

LAN, VWAN, VPNPCT/SG2004/000082
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software application into the hidden partition; Figure
7 is a structure of a regulatory table; Figure 8 is a

waooraree of file access systemin a typical PEESGRI0£000082

system 5 Figure 9 is a detail of file access
structure around the enhanced file filter driver
("FFD'); Figure 10 is a process flow di agram of the
E@grlﬁié i§ %1p|n{)cgss; %owedlﬁgrﬁ f d?pri) gJﬂﬁ% h%rhy}%rglb dgtg[Ple%{f SX@‘?‘%“I o
SWN@PMC&MW@&#M@@@W@O“ Figure 12 is an exanple of

Pl rgwr*gag{ﬂ,tc@réd@ggeg@aWC data file in the hidden
artition, on of a circular

ine 813 8 ppred Hf focess Biemyn 8 YERHIOPITRSTHRR act | ve
Figurki Mg aldetail bf file dcoess hetruttird dapoung cthe iethanned Fie fiteredrivar
FﬁF@, .process flow diagramof an original full back up;

e 15 is an illustration of the rel ationshi
B'G'E'fﬁ/éEFF g precess Howgiearaip pithe rgdifigdd/O ﬂ%a‘i?é?ﬁo%?r%ﬂ%@'ﬁb'fm
Eq.l\/gblre 16 is an |IIustrat| on of the nodified in/out
gps,/e?n lGnE 61 75Rmdl djodibudy AL fithe AEGARERRE] ON:

Flgure 13isdinfexarenle @‘rwnt"mlaéa intopa; dypgreic 4aa fi 'g math%we%e@ﬁmﬂ%w
Fig@griam @fuuﬁﬂéndmraedfemér?lrstlﬁm& -oUPFIEO") Bp@*arcgn faani sctive

of a systemrecovery by using
@?’%@Pﬁ%ﬁ'g'?mvyﬁ @%‘g '316 'Figure 20 is a process flow
Ellgl@rgﬂamaﬁrocaS%Wd@ﬂf%@f@m@f'g‘"%W 8a¢k¥: i ncr ement al  back

F'IBureFl'Sglgraﬁ ifistratdn R thle! rdBtidnekip ®Biwekn @R BithipBble Gind the
Erocez)%E ow of carrying out a tenporary 25 back up;

PHAY LIS i s a process flow di agram of entering into
Fipare ré sandiustratigrsefdra mérified dilouti €€0") Be accepgowithiddhb syrtegur e
%érdebll'dﬁstrat es an external back up and renote recovery

8% P, ﬁ' 4I IS an
oV { i S barea s Hery B e et o
FigureVigisya ppacess fowrvizgveoy &f andnseme=otahsk upiFi gure 25 is an
i;l%v.lgﬁ b jzal dr&b@sé)ﬁow idghdr Pt f LB PocBEFEBSusHR kBRI ipSEe M

_ Figure 26 is an illustration of a second renote
Wcess control system 35 Description of the
Fyat 20 isechrécebrofbivdiagtamn dirasy$tem secowmbloydisingrincréraental back|
eratl ng system environment for a conputer system

Ellgqg. Zfi @@%tllge.sétrq%%f éf%g‘aaﬁﬁn@a géegs? ﬁo%v o?gerﬁy%tgloﬂga Ee %E)r%gf]

baclk up;
Figure 22 is a process flow diagram of entering into the recovery system through use

of a hot key;

Figure 23 illustrates an external back up and remote recovery over a network
environment;

Figure 24 is an illustration of an external back up and remote recovery over a network
environment;

Figure 25 is an illustration of a first remote access control system; and

Figure 26 is an illustration of a second remote access control system.

Description of the Preferred Embodiments
The first embodiment is a dual operating system environment for a computer system.

The computer system has a primary operating system used for its normal working
environment. The operating system may be, for example, a “Windows” operating
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envi ronnment. The operating system may be, for exanple,
a "W ndows" operating WO 2004/ 090722 PCT/ S&004/ 000082

w@2@yseiem of M crosoft Corp. There is provi dedP@I/SG2004/000082
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Figure 1 shows a typical hard disk partition structure without a hidden partition. The
hard disk 210 is partitioned into three drives named as C, D and E.

Figure 2 shows a partition structure with a hidden partition 212 for hard disk 210. One
or more of the normally used partitions C, D and E are reduced in size and the
balance of the disk space is used for the hidden partition 212. However, the hidden
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or nore of the normally used partitions C, D and E are
reduced in size and the balance of the disk space is
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accessed by the primary operating system. Figure 4 shows the detailed flow of
constructing an empty hidden partition. As can be seen, after the relevant software is
installed (6), the master boot routine modified and the boot routine duplicated (7), the
computer system is rebooted, the atiributes of the hidden file are accessed, the
existing partitions are rearranged, and the hidden partition created (8). The
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system. The most commonly used applications of a “Windows" operating

system are set out in Table 1.
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(b)

Table 1

The most commonly used applications are in Table 2.

Through analysis and segregating the commonly used software application.
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It supports Nornmal Devel opnent & Explorer htm htmnl,
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D004, GBI PR DUREI0 T8 23 e Ofwerh reRiIatem b o

and selpckghtio migtermikencanp S0k tumRiicivna peftwiarea apsiidationO&nd  its
So”‘“’?&sﬁac@@&éﬁﬁ@“a@s&&{o listed in Table 2, the

software registration fable is checked to deternmne
any such unknown software application and its

(cgsloecrhmugm atalysis fapd sdgrbgating ijéﬁdeﬁﬁéd cfata( ﬂi%:s T:rlh@LLQQr may
[ al a
oor” Seihe S ABRACCARRIBY, WPGbRAGH Bt SR e

protectlon This is shown in Table3 Type Definition

CrypeaCl|ahdfinltion T | c:Har tFistic | © Speci frTc friemnane
articl es with this extension. |t
Rl i stﬁ?ﬁ%é in vclﬁpﬁﬂ@cf'ef?qn@s partitions. File A

speci f i|Patticller thde of T | IABQIedwdlemlstehleﬁsnﬂi It €4 dDstiybutd ih varkd@s
duplicgtged into the pF er fol der hidden partition.
t hd 'siibsequent fiLes stored into this directory

|
Viilel  al| Aspasiicdiat i caM! filep undenbisidireaterywill e duplinated infodbken

ruider t 1| Ggider 1O Tabl e | Biddén ﬁaﬁ\lﬂuobe\umbéeﬁ@ént e QtbrRd Mo th|s
after tfhe inventory

conductled (14) and t ﬁ'rectm%\”" rs%l g@gm?tgglpk |d8ﬁ'°1ra%¥ E'?Qt t{}?) e

tabl e ils created (1%)idien pagiitionr dance with one or nore

of (a) to (d) above. AS shown, a compimatitom of—{a)y—n
Table 3

As czn be seen from Figure 5, after the inventory of the software on the compuizr is
conducted (14) and the users data isolation file type table is created (15) in
accordance with one or more of (a) to (d) above. As shown, a combination of (a) in
step 15, (b) in step 16, (c) in step 18 and (d) in step 19, is used. The table is then
construcied (31).

Upon completion of creation of the empty hidden partition and the user data isolation
file type table, a duplicate copy of the data files of the selected software application
will be copied into the hidden partition. Figure 6 shows the detailed process flow of
this. After accessing the user data isolation file type table (33), the same file structure
is constructed in the hidden partition (20). A check is performed (21) and, if
completed, the construction of the hidden partition is concluded (22). By using the
same file structure in the hidden partition, links between software static routines and
their associated dynamic data files.

It is possible to add or delete data file types in the data isolation file type table
especially when there is a change in the user-operating environment. The data
isolation file type table is preferably stored in the hidden partition to prevent corruption.
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¥B%r i bed abSot™hey nay ggefﬂg same._ During 5
iAtisbute dfdits o Path of fle sof t wa| BE-CaptMidRecamasil!iiténance,
back up and|FERE%EIY SYSTeMdéd1i€ systemw ]
automati cal | al vsis thellser—operating—and—sof-tware—
envi r onment | EARRFOMEEEt he HPEE def i ned user data
i solation filbeebffite tabl e [ #2284t a i sol ati on. Subsets
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appl i cationg$ of operating systens and software
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obtain the fi rg attribute and operation of all files
| oaded i nt o|#Medifconputer, or being sent fromthe
comput er. Thﬁ@#ﬁk:JKWWIin Table 4. Type Content
Remark Attrhibute of file Path of file E G—6\-M
Docurent \ 1. Meve Name of file |.doc Extension of file
Doc Size off peielee 12. 284M |[Modi fication Tinme 2003/3/8

Table 4

(a) Regulatory table

During installation of the FFD routine, the regulatory table is read and stored.
Subsequent accessing of the regulatory table is an internal operation of the
system to allow a faster system response. Figure 7 shows the structure of the
regulatory table. For each regulation (23, 24, 25, 26) there is the length of the
regulation (27), matching regulation (28), matching type (29), and fulfillment of
matching (30).
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regul atory table is an internal operation of the
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shows the structure of the regulatory table. For each
regul ation (23, 24, 25, 26) there is the length of the
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04/ 090722 PCT/ SG2004/ 000082 15 (b) Matching
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file i : rating systemfor
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of matching (30) When a matching condition is

{cy! f i Fimhentiof matching @@ecut e accordingly. This is shown
In Table 5. 15 Type Scope Detail Re-direction
Including all the 1/O operation Read/wite, renane,

del et When ematehingscongifion 'ﬁ‘g'{ﬂéedelt will grqcpteRgeQsdingly. olissis | o
Recor gholvh@ 1@beBges in this file Change tinme, |ocation,
type to Log file (File Mdification of operation
(wite, renanme, Table). delete, nove and etc).
Reservati on Reservation for future

Type Scope Detail

Re-direction Including all the /O operation | Read/writs, rename, delets,
of this file move efc attributes.

Log file Record the changes in this file | Change time, location, type
to Log file (File Modification of operation (write, rename,
Table). delete, move and efc).

Reservation Reservation for future
expansion

Table 5
(d) Pre-define Data Isolation File Type [commonly used applications of the

operating system] Reference Table

According to the user data isolation file type table, the system is able to pre-determine
the commonly use applications of the operating system reference table as is shown in

Table 6.
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5
(e) Pre-define Data Isolation File Type [common software application] Reference
Table
According to the User's Data Isolation File Type Table, it is possible to pre-determine
10  the common software application reference table as shown in Table 7.
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files in the hidden partitian will be re-directed by
the system to the hi dden’ partltlon to enabl e direct
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wbrbngrﬁlemaﬂdea’rdcontmuously up-dated. An I/O f Ie f Iter drlver (the FFD) may be

added to the existing operating system fo enable this to happen. All the file accesses

in the operating system will be monitored and interpreted.

All accesses to the dynamic data files in the operating systern (those not in the hidden
partition) will be handled by the operating system in their original location. All
accesses to dynamic data files in the hidden partition will be re-directed by the system
to the hidden partition to enable direct access to those files. This re-direction process
to access the protected files in the hidden partition is automatic, and is preferably
transparent to the user. The original copy of the dynamic data file on the main hard
disk is retained as a mirror file and continuously updated.

Figure 8 shows the file system access structure with the operating system application
32, such as, for example, “Windows”, MS Dos, and WIN32 application. All software
application 32 is operating in the user space. Under the structure in the kernel space,
an add-in enhanced FFD 36 is inserted between the file system /O interface 35 and
the NT file system, FAT file system, CD-ROM file system, and so forth, 34. The file
system 34 instructs and reacts to data from disk driver 37. The FFD 36 is capable of
monitoring and intercepting all system and user I/O operations including read/write,
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In the hidden partition, all the dynamic data files will be backed up whenever they are
accessed and modified. The back up system will maintain up to three back up copies
of each dynamic data file in the hidden partition in first-in-first-out (FIFO) sequence.
More back up copies or roll back points for every dynamic data file are possible, but
would require more memory space reserve for the hidden partition. By defauit the
recovery system will use the last back up for recovery. However, it is also possible for
a user to select a previous data file back up in the circular FIFO for recovery. For
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di f f er encqgo e ofigindll badked| béthEesh the G4 fUIPbé%ﬁG&gMﬂhe existing

W th refere ce addi tional pew files. and remark

lel eted fill to the ori g?’??é?tm BRviroRaRNk infadheidden paition in
bri gi nal futhanblaqlncluc!ethﬂd | toenpgessed formgat. Up.  oper ati ng

q
(

envi ronnerlqem@}é;ygggﬁumngdeh partition in It can also
i ncl ude thfmco ressed forfmt. tenmporary back up into
1

hi s back | ¥ ac F%lﬁ[ﬁql"&? Tenporary This is the |atest

Raerkpampy t h@hidisthekesces (e gackrupmefdif@fgnﬁéé (eg, Wﬁf’@a Kie§TP

dd
g%? nt knlcg%ﬁta%c!? Iés & éeddgnrgatl new til ?"(ﬂé% arP?gedefegzgtf iles)
ncr emant fhegyRtemup and t hebeé&ﬁeglthedgst ﬁp@mmahgck up and the
envi ronment into the hi dda}rbX|sﬂﬁH6ﬂethlﬁ’@edvﬁorﬁﬁHﬁpiﬁﬁsﬂ%erﬁ’dden

format. Tabl e 8 Upon i nst ftware and

| 1
ata nmi nt enance, back up gttlprygggrgpvsssegiqr 5 an

original full back up is performed. As shown in Figure
14, the original full bagipdy is based on the bl ock

| evel of the hard disk. Before back up, hard disk is
scanned (58) to identify those bl ocks that contain
Hegndnstallation obthd spftware arsitdath nidiB9nante badktuprand ticainodysteme

& dridinsbioll 2k @RS pBRdHREy, bl ock is 10 accessed (61) and a
scan conducted of all active partitions to obtain the

exi sting condition of all nenory blocks and its
B3 thewp inRidire 14, 82) arigihBldgidzbl grik basetieniscidedt-avel of (HeFard

SONPEBESRHK g%rqaﬂg ﬁtﬂs%lﬁgd %Lfb %Qﬁ&ﬂhgs%%cpgkh%{ éon%ﬁ
5) En;pt 3k5??

‘Eﬁ?aea’t* f§o .d Ffse*s {378 "éer ?*f"EPfs%?f the g svgiem @ﬁ% memaweiipck is

grgessed (EIh and B deanworeiuditd shelvactive @artiedrit to b Pe *&tsmen

doR@itidy dr gﬁﬁ’ieﬁ‘n@@'b‘f‘oc%‘&dﬁt@%ﬁrﬂ?&ﬁb%( OfilSe IPJJ%%rgjk}afc

@bl e con he status every

nB%m;P'Ge;SS frand stpgrddnte fiedhiqdeg B@’éﬁqn\ﬂ@g JbiEmpPlasks il not
kednatieednupa This wiligheethninpeovi thewffickeniaeadeadf theahidden partition.

Figure 15 shows the relationship between the bitmap table and the memory biocks.
The bitmap table contains the status every memory block. If the memory contains
data, its respective bitmap will contain a 1; otherwise it will contain a 0.

Incremental back up is operated under the normal operating environment of the
computer. It can be invoked either by the intent to carry-out an incremental back up,
or automatically when the operating system detects that a new software or hardware
driver being installed. Under incremental back up, the system will back up the
differences with a special listing record file between the original back up environment
and the current operating environment the back up will be to the protected hidden
partition. All modified and additional document files are backed-up and remarked in
the special file. All the missing document files are recorded and remarked in the
special file.
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Incremental back up is operated under the nornal
operating environnent of the 20 conputer. It can be

w0 poeked2ei t her by the intent to carry-out an PCT/SG2004/000082

i ncrenental back up, or adtomatically when the
operating systemdetects that a new software or
hardware driver being installed. Under increnental

back up, the system w II back up the differences with
2\3 ecial_listin ﬁcor | e between the original
W '"e'ﬂw? Stk e aﬂsj"%' fd gl VRofiaups ) 2l ﬁgtrv into the

operatingreysterh, thdraddbia ERD will sterll tb maeitor and ihercpptqé B Gill & 1/O file

Rk gl B R v

bidden aprtifan| (€8), K will agtemyiicaly fﬁgd'@@c@ﬁieﬁ‘? aqceesththe hidden
p@GNCE thedidcest GIBTY X dichiYild, tQuill 5@0) rahddd dver to\a operatmg

S B et ﬁ%gg?ée%’%ﬁé’ééa@%eaé?f@. P dneise
éhttma (P19t systemeswapite; Atrmfijes ypad evrforthh@2) dtdvil recﬁﬁuﬂw thé

8hAs bf h DRt e fﬂ@ﬂwoblf’@aﬁ&rpﬁgle £t6r8d irPtnk Hidden %mtlgn' ﬁd
operating system

ac ; giesﬂé °§'%ee quragl?goeygtgtpg% °P?fatf‘ﬁ‘e 5 hi dden partit | o n

(68) it will autorratlcally re-direct (69) the access

FR hb&n cﬁh&ﬁdﬁﬂe i€ &olwh tif ‘F@ re tﬂﬁo@ﬁQﬁé%Fﬁ' #t%alLﬁthin the

8%0&'%1{% 5T 'egpiftgsmflﬂ?f" fe5Pr otb%%eaqhﬁrmgvln% therfile Regdification

fable@s falowmpr ot ect ed and cl assified as neglected file

P Svf?e& opE¥fin B WRE, I{énhrg (D_%e;tém Mdvk;eS, and so

(72), 1t recor 'name of this
fbl)le img of "Hl@e?si)le nmodi fication table" stored in the
(z) ddedireplarytpathiznd jile agele (7Y asend the file to the

er
BRb1 oo BRaRIC b iR (S ucoh I ofRE bHEBH ey
obtain the information of file changes and then
secrand it Figere 16 tanpesmEAttItbztihep (7] & beBdi dniiBREAABes hak) e

%g ﬂo@#&a‘?& tabEeS\M haér'vh%egeoe @dﬁﬁgd RS %Se)ssedw ‘f%iq to (ﬂ-}:e)

kiddea PpEtiqn. RuriRg ﬁlﬁenchme@tah up, 7ty reqami to ewspsecs oll syslgm
@fier=6i6isqBY) Lmﬂttllie igiakl u;ﬁ islcempla@®. 1héGije rhotiRetich¥bls B20ERsed

@tﬁd%rrer ég%gxh%m% ggé ure 18, the

cr enent bac n the changes in
the file nodifi catl on table with changes being backed

The terﬁpd?ma@aﬁﬂgl the QBB (as tife ibdiementl B86NUpD RS Ativh bfhe last
,P&Q,Jn ‘i(?( Jp%?(h?%petmal back up, it is require

susp en Ooperations (80) until the back up
IS conpl eted. The file nodification table is accessed

/(f&it)mswnahoal &f KRl Wbitwrek fagibli@&loﬁ ocrrpmae&ﬁa%i dﬁ{?é} fAac ké%ﬁirsum

uﬁsﬁ@h‘y ne%nlgqe %%g%@oru?er%ys rg,l?%ﬁ 1%& §thﬁ°é’e?sd§ tnvc?ked rto restore
theneniginebstakie Sfbf&ckegﬂrdlasﬁ of Mecftsgfslleeﬂnee types of back up has been

previously used, any type of back up can be selected for recovery.

There are two ways that user can select to restore the normal operating environment

when the computer encounters a system failure :

(1 use a pre-assigned key such as, for example, F12, as a hot key during power
up to enter into the operating environment directly as shown;
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After installation of new software application or
hardware driver that results in 30 instability or

wo aiosieE2nf the conputer system the recovery PCDS@EH4/000082

is invoked to restore the2driginal stable state.
Regardl ess of which of the three types of back up has
been previously used, any type of back up can be

se) ec&@mvékerther @E&\é@rﬂoce@%ﬁ tr%fq%ela\ﬁ@ Ag@bé?n dnld3he Hp%?Jtm

can sel ct tg restore the nor envi ronmen
35 vvhé}‘ls ' IE BptpTRtice! yef?é@ﬂn‘l‘%r@ma“tgﬁlﬁ't ¥ ﬁeenvrewr @Defatl(la)
use aepvirerragrgi gned key such as, for exanple, Fl12, as a
key during power up to enter into the operating
envi ronnent directly as shown; WO 2004/ 090722
Bririege 08 shewotse pracesy figw fas thereystem tchentereintovtae yecovery
Bystehe 8sonf defedlidnlve h@tlttkéy plek iy &yfg sm@rmg bdiRg Q?ﬁéré}}p' (Q.t er
i.C es uter I'n e
B 't e A, 18 e K hghnocienh, restge o e
resoveRbvRtemipavipnmeristbe Lisaywari salect (88) enestf dhen three epe<Lsf bati O
UP Systen® Y @dcivent YRR TIBRR), Q%IPﬁ'El‘ é?:@esgfthéqgﬁg rﬁ?tﬁh back up

PSP P gl pafhof et apsidre rgceck og{“{g@,@;gsw 29 thermstiveot
Ra;gmoh 490) aerolviingrio {he ditmaytable.iT Heh ét will BegeEthy d&ty foRifidn type
2BMii B8 m@&gn pﬁﬁlh@n (Q?)ed'nd % #(‘?I%I rg%tectglg fiks %%?tlv% r?anjflons (gg)ee

0
4B misging fgsin b ecive geciians (Fel wilicamaeek fnsiflestieok
bigdeh (Pa(tiB@) toithe tepectvedidetiop mrthé bt pakigh (eaaah@r .@sﬁah ?1;0)
C art|
%@g}eﬂggg ﬁ'itedéé'}% hr%glo%fsﬁn rﬂeg QIi ;}r&%ﬁ% c}irleé:/thg? to A& WLE aftrg ect
the data isolation type table in the h| dden partition

I Figuresids elitaakhd precese 8¢e 6t rbM&rlﬁglth@§QMpﬂtea§}IsteW€by using an
lﬁé}é%ér{tésl B8 n!pg'?l)ef rFroc!(egssgloRM & rés‘fé?\%§ thz cg]m%% r stﬂq eb?l?.uising fhe he

active par It
IPGrEREnta i bgete HP: poarq fempersnt aaqkhtep. ﬂ%ﬁ}@eﬁﬁ‘i‘iev eAﬁewastamng the

dohpuiacB)Naithgras irthconor (i) stbmaR: ;Er@éfdn@rd' thTe et 1kD iCoRsEger

(Qﬂ%d ln}:rfem'éﬁgqu%cﬂp is F dsréll,srn&vf : I@S 'meef il r@cc?rg ?ag:%(ﬂm\e
ft"h’éacb B 8@§‘§ wqdemp@?thne%@mmg QM end:@ AgAntoondusiedite gathsr
all Fleng e tabled GTORIE iidre BRCHY Uﬂssmﬁ%sﬁfdﬁp ﬁlésrec‘:ot'd:’té{b@fwmh

r tem
riéi%i%b&! iﬂo rﬂ% ff.llh%acf; %H?‘w’if res?o%ast%og I%)S%(egls )/onslglag(or@wal fiug b@qliéx p
(&0%relf thare ase missige ﬁb% itheyfile FRsorAGakioefiie ssiecled Gicrapiantze backs
up i¥ S2EBkd (I03) AW ithedatSledion rtél%&é@@ §éc@96e9f(1 dah eFr:aﬁHtt?éigy
43, 9505680 ol G TSIl hack o L el el
filpg €106) H’e@ﬁmptﬁe isviegldeed apdhihe npimahopesting ystessuligf@R)ioand a
tfepd BreOrHIBEMACHIR] tHeOmiSaMd Bés ardlcbpibd “r&n rtﬁ‘é: Hcﬂent p@aﬁltlgﬁ fo the |

ere are an rom e record
%fi'v%ﬁamm (07 o festrRd %Fﬂe AR qpgratingy gystem re-
entgeed §108). i e reptasatiordedsf(1@n t he original full back up 25
(102). If there are mssing files, the file record
thof the selected incremental back up is accessed
E‘TB%!} 2T EBCQYRMA e BReRRting $YSiem @nd softwareswill deJpeavered d
frorm Ol hidden pantitidneeind copied to the active partitions while retaining all data in

its latest status. The normal operating system environment is restored from the

previous state, when a system failure occurs.

When using the original full back up for recovery, any previous incremental back (up if
present) will not be deleted.
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w0 b@4oearput er i s restored and the nornal

table are extracted those files fromthe existing
system (105). If there are no mssing files (106),

systementered (108). If t#2Bere are mssing files, the
mssing files are copied fromthe hidden partition to
the 30 active partition (107), the conputer restarted
and the normal operating systemre- entered (108). The
storation ends 109,) Through the systemrecovery,
V&kﬂ%‘?’%ﬂ’lsﬁg"'% &lipres d"%%?“ﬁ%hhé ingjalling B upsiRkiR, Bardware
fdrmm orhan imisditbble spftwéretdppitationd Tﬁ@ Bbfefhrd @nd B&ta akdintatfince,

- - - | - t . t t
T T . R
rQé‘§? B}GédStﬁmdMePlﬁ dhe Ip?té'{?ﬂ@fugf & pew eoftwarreappéicatigns pehardware
fafver W the Ebputes sysMhEM10)SE Wil a&tbﬁatiéanycﬁuﬁ&lnd fridlihstdadn (Pﬂ)

Lo S ok A B Sput S ool o
#@mgemomomwm 8ssumge Shelibsigllations Selrseuenta Fisystérh éstability or
?ﬁhkhﬁ@ﬁo@ﬁe@e&(@% %ﬂertﬂ)/e |h§l§ltaﬁ$ri 6rrF191nglg r‘{?@'hép Iaﬁphg%{?gv\ﬁé e

L&% Qr ui tabl e software Icatlo
§‘EPP'? F&S%m&a'asfts fesiorm f@ﬁ%eféwouse%@ﬂuq)e@wanm%89@rt9e
ptaghvhas an aut omati ¢ nechani smas shown in Figure
21. 5 Once the systemdetects the installation of a
%W ﬁ_‘%ft,vvare aﬁfllcatlon or hardware driver in the

i the SFMETY SPRIAING PRYIONMeRt isyAamadsth ioprsil RosSHIG tosrastprertee
bieeating stvirbihnaent with Ypltd-tixte daladilepeystemi.ns a back up of the
exi sting syst em envi ronnent (112). After conpletion of
the back up ? it wll resunme the installation.
Hgweeq GE?W% fpe d?*?' ed process flowtiagram pithe bet key lvokingea system
enoemnt ered (114) after the installation or running of
the new application, the 10 conputer systemcan easily
restore to the previous operating environment fromthe

f5 &entipred egiier. teemasiercbast irouting isopetematically wedifiadozfier e
mﬁallénﬁm‘ﬁdj @, softdard Sncbdzhd Maifi@h&ich| Rt G FRTEQUAY biRem. After

SRR SRR e dohl oBfiel . Filftﬁ%%ed%ﬁ?gé%%f&wrt?faw
reﬂlaﬁgteam e rqq%erhasterabfyr a nmgktewgn@; timpssughres, fercxemply,. 30As
geetiids @QR@theBI0S éhéek bbﬁ\e eThe@%@aEmWﬁlUéﬁté\ﬁntbsthe recovery

f
@%Fa%‘%%rlvﬁ&!n&%t ﬁgﬂ r s Sie r% ré%eog%rghag%'n gegeé%?@ ﬂg ea'?ﬁ:i l\ey (1(%/
128k Ssrvises (i 8)e mWII'Aﬁ¥l@?e the oaeral pevangs! uhproessapod ente( ibib5)

thd\epefdlingrasteRO(WY) ehlirofBghdence of conputer systemis
redirected to the recovery systemfor a predeterm ned

time such as, for exanple, 30 seconds after the BIOS
Teeekwaroand data roame)ancerheckmnd meoavéry inendtand allamk Gompiger

HEGRY Gy beCdk@hddd NG ANk BRRige (sbAA) withh aSoeRinelM
ﬁ qi\’/ery upon detection (;f t he remt key (1f7 25 Catbo)n
wise (118), it will resune the normal powered up

process and enter into
This data isolation technique may in software and data maintenance, back up and

recovery in an external computer system within a communication network.

The structure of a computer network consists of a host and a remote computer system
connected by internet, LAN, WAN, Internet, Intranet, and so forth. A remote computer
system may use its remote access management routine [remote version] to access
and control the host computer system with a remote access management routine [host
version].

oper aPCTI§G2004/000082
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the operating system (119) environment. The software
and data mai nt enance, back up and recovery in a stand

wW@bk@aeowenput er systens may be extended to anPErRS&@100&D00082

storage server within a comd#uni cation 30 networKk.
This data isolation technique may in software and data
mai nt enance, back up and recovery in an external
conmput er systemw thin a conmuni cati on network. 35 The
j{_l%uct u&ve of a conmputer network consists of a host and

"8RGt WO athe?t coOmBytenAysten A be sennssted forthe Heamet| ARe
Walis d diteetr coatectiomefrtaenrdst camslited Gystem tdthe AntérBEDELshown in
er Leno
PR doC e SURLE BT, i Bubl Sl FIRLR R0 3 St RE e HEeh
Fd% imeesnpetesito Inipineb Ap shaw imFigwedd.e access managenent
routine [host versi on] WO 2004/ 090722

S 00008 her
E@%u%ggé“’ss?heems' uz?ﬂono 5’8nﬁ’881?°55 °?'Bp‘ltﬂ)es¥sf?f"@r Ay direpf
£onnggted t9 lntertet ethe hostmoawtitensystemstanetypioally irciividnsls @r small
BYSHeSTudePs tvh@ uééWHlﬁlereﬁxode‘?r% QYL 'tcpc nF b&%?ﬂ '\ﬁtern-&]eln
secor@w B\ﬁﬁr tf % uter system w t a LA
pFeesl A5 P RAdress of theha F?F“?Llﬁrﬁy%%?ﬁw‘éelf"éﬂ"ct o Internet, as
shown in Figure 24. Figure 23 shows the situation

VE& KRin tf:;'&@mﬁ@lﬁ& totRTRtd L, tr%)fﬁ%tec%pﬁéres gl ﬁ\%fée}(? its assigned

onn to | nternet
ﬁ‘i’dg%ﬁsl 3nd; 10t BEPETSs Pelicy dondhe "a'BﬁsﬁeWé§§"¢J§é‘PL§'WQ§se
résEictively. Mosl entg aften thexdaBirmination o0 the 8k bddrésstdne abdé%@ bRy of

thé hoslgo @tem ﬁgﬁh{fém@g%ﬁ ros&st&lﬂ? JL t%: be lé%tgcri to

%sterrs 'S ynamc on be| ARect ed
st GoPIREter sYs®B- host conput er system Wil l end |ts
assigned |P address and renote access policy to the

espectively. It is
A5F s \gr%E th%r?&a&g Sémréu%% ts sg‘%&( g n %COHII’I%? g &%yg%'éetéiﬁﬁcﬂy.
%&’8%%'—6@1@@3?'@}?’"% the host conputer systemthat the
renmote conputer systemis able to be connected to

AgRL 2 QL 66 R Rel b MBS NG o fodh SFBb e,

ter s connec ed to
Séﬁte%dp?ﬁ et have ANVAN I adgeess,nthereriea gatoweyrsieryer ip tRYLAN ome

datearaln @&ﬁeWtﬁh IB)@B@&t Wr-]iél’wenth@ rerﬁé)\ﬁle c@i‘ﬁ ﬁt&%y@@ﬁl: c;]an

n a ress ere
CBMH&II%%%’ tg ﬁ% %Q&%}? ge%’sler chaccf%ﬁlh :ﬁ%e Se&?{ @véeﬁcgréty §e€ryer
im e ‘a&&t dive aatewaaa@@wers@" tianestablishh the reomusiclione befperethe

rénjicte esThsLesn systermnaRiGhe bist @&dpltér §Btefne gat eway server to
access the nane server and security server 25 in the

LAN. The gateway server will then establish the
I Eyerrase whan AN Vi esing Ralynangiei @ddressplotascess)tsd dreraetdthehe

gBletvhy 660 UIpasteS %S IFfBldress and access policy with the external name
server and security server respectively when it is connected to the Internet. After the
remote computer system obtains the IP address and access policy of host gateway
server, it will then connect to the host computer system through the gateway server.

For both Figures 23 and 24, a host back up server is configured and is accessible by
all remote computer systems connected to the network. The host back up server is for
secondary back up and recovery. The host back up server can be a back up server
for host computer systems over the LAN. It can also be a host back up server for
remote computer systems over the Internet. Every stand-alone remote computer
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In the case when LAN is using a dynamc |IP address to
access the Internet, the gateway server updates its
w0 Roagieh7ess and access policy with the exter nabCHaGE04/000082

30 server and security serv@r respectively when it is
connected to the Internet. After the renote conputer
system obtains the I P address and access policy of

e hdxeparrst
SER AR MR LBl ehba rbieat RRasiaAGh ol e hkebThy
tmsgmeef@riesorahdbzqkupa?n RoPveRack up server is configured
and i s accessible by 35 all renote conputer systenB

ted to t t
RGPS G55t P BB R UL O o et e
®atpuier systems and shedmsticomputeraystem, maydie et conput er
systens over the LAN. It can al so be a host back up
server for renpbte conputer ver . the rnet .
Tipedep vivn bARBTL P SREVEORH P FORREIS: S Do v b s
R (PG s PRACRE seRfedssush asbyveidryphien. 2Ass, theeldtacstored at
tﬁg g%agdar)}(&gfe&@& h|d&rn%ﬁﬁ6r?§ théqﬁo@fjl?éﬂk BE Edridr inR b@tprdté‘t%d

rver tor secondar ack up and
pyeangivetiop. It/ H’@ﬁ"ﬁ?‘@%\&‘:i@%ﬂb}?ﬂw&@ Ut i ne runni ng
on both the stand-al one renbote 5 conputer systens,

?3{' 3}?5 P’g% 2 cgr%m%il th(§£% DR Stm}y {58y t%@thé’rs G rdhiSte dadeass

& Geen and not e
wynagemsnt rcaxﬁnﬁswntb seRygty acwaeko"%fegeﬁ EPV'd?%bVEF%'%FSZF - BSR4

iS84t6h QELhniJUE For Hdstidonpoter Yyatene can\bs provkibe tod enahlesteoroted
t he iecondary protected hidden partition at the

‘ﬂ%%"f’s%zfg 9pveSrver may be protected 10 by

encryption. It is preferably only accessible by

Iﬂt’iﬁ%lﬁ’é bBefle uéxﬂété coﬁ)éutéh@gstéﬁﬁ‘omém@aﬁ mddre$e shidag rsesirityc
uti

It
FEEE Wégp‘&ﬂﬂ g F?Q’E’P ol séegpg{)) icy S%@W&ed
IpspecihelREDs cbie eranect s fledsRMPEEhTFgTe Th%feqH%% from the
:gmae%o% puleyY %9%% us&:28 VQUDLIOV dadsd teeabtampuemaygemls
i ¢ and recqver e,k
Ersa L Mey R eR e ek Sy St i barhdl®s HET Rofouter
systees equesy it el same tfe, tthre otapkies deyippioak rayiag éfnthPr‘Eﬂsﬁ
{:Jgﬁpé!géﬁ %&éﬁpi@g Str%ﬁéh'ilﬂ thy/ s@rgénVﬂpTay of &@g{bﬁﬁ dovr@litgr ig@tebetgalhd e
TR GRS RE L S It AP S e e ok PR AR
e syskeen foothe usw peaNBgUrsy swntv SCCRR? mjlgsh Wadey Wﬁd’é’i‘ﬁy'
ﬁﬁg% wiEYBlecehE QS Eorfifier| §&Em frdm BIRCAITBS By MRSTemote

onputer ~systemrequest. At the sane tine, the
gqnﬁb‘Fﬂré%St%w ce hook routine of the host conputer
systemw Il transmt the screen display of the host

?&rg%{:ﬁr@f ni%ﬁigag:ybl e Wb corh RIS sPstérR RS ERritp ¥edeSd1pdliey may

nterface nmay be provi ded on the host
PguéBnput er system for the user to configure a
$ECUr hé Nghhoaessss ithe cymotd rraigputet histenptoldelete, modilyer e¥piore

W' | '  BAQHRE L db %og%gﬁ'lplﬁ&gméP Blanfpe? b e fORIBR T dobdineie fIBS S
may be hidden fromnEe remote c30/mputer system;

2) to hide the personalized information of the host computer from the remote
computer system. For example, email accounts, MSN account, Window user
name, and so forth, maybe hidden; and

3) to prevent business document files from access by the remote computer

system.
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For security and privacy of the host conputer system
the security access policy may 30 include: 1) no

WO p@ho9ob2 access to the renote conputer systenPCDSG2004/000082
del ete, nodify or explore 26ata files of the host
conmputer. For exanple, all the "Ofice" docunent files
may be hidden fromthe renpte conputer system 2) to

ﬁ Sowh 'iheF@ﬁé 56 Ak héﬁt%néof‘éa‘?l\’e?@i éa%@s 8to hh 8t (BRS trouf: Qngeiter

omth r em)t e u er
rBptheds aR e*eia.ﬁ& ke umrtp a%teamthe \ﬂ%ﬂ%ﬁxﬁﬂ% 3'#3 t%%e'r:@da*sﬂ &rso
;fr&é&tbn ey keeulfahitdiga s wBadlbBhe tREDRL ddeetify tHelsotetaisdynamic

SR ot ARG B0k HupbERgLSn "@"B%s%ﬂo

alw qrabjey the FBD teysripctivalytdceent ar wiget goeess of fipnpnsder igolatign for
ﬁ&teétﬁﬁStms‘ &hbbbnﬂy Eéreb@ Dded BYERIEO G&n;ﬁjtéi spdb® féracohieol WS aid

nam c to be .i.s0l for

S L S D G L A R
sudie a¢ thoge listasl ip Teblexc® entl 1 thahare ablgde éve fus¢cbfs>r hesit ceropiésss,
S8EmpRlddiget i ng of data to the hidden partition, for
executton It 5 also enabl es the FFD to sel ectivel y
accept or reject access of files under isolation for
(py Axtatysit andproféttios ofthesystem. t y can be used by host
conputer systemfor control of file access by the
rermte computer _system Furt hermore__there are

ofisifion i ich as [tChexactenistited i n Tables O
Redistt0 t hat |Fréficalshietad be Uskureiegior il the@psppifdpst computer
syst em pr ot ejctorma operginge)  Ar|ay§em 8Y & EebeamPricHH sie-
the system |ByplempDefinition|Characteristic Registry
st Acseunt dat [aThegegisteresl usesj ect| Torrefestiie limit fhe agropseod thegiper
AManagemsaiput el licesre nyraber e‘”p;er at|i agepuatmanagssyt ip e hog sppputer
conput er sysftRepAWordsyst em  Ugelstap Bp the remipcompyfes paiemgo as
user To reject to linit the |46 peseent gy chppgesgrapodification.
Hostsgawisnt | fi Tedesaminetiger  ar|dloseiselonlimitamaygedifigation g changes
PEResSTOHEY conpaesity acprssRlisy d.| 18 thsthasheppiie sy steaht e remote
conput er :’Fg'ﬁ?% EOREIE o pre W@ﬁlpu‘ﬁﬁ?’ S‘%‘ﬁ & @%‘g P@F’en‘? any security
nodi fi (‘atl on SYFPRt security Teakag £
or limt any nodificati on or changes access poI [ cy
security access policy T8blefe host conmput er system by
the renote of host conputer conputer systemso as to

'ﬁ‘ﬁgey &0 tsorﬁ@ %51’ & B%fc thpts o?’é&éiteﬁmles i5 8K BRRcRE rbR&cSe bfH:

remote computer system Under different operating systems different system files may

be protected.
(f) Through analysis and protection of software routine

The FFD is able to analyze the installed software application and assist the host
computer system user to determine a software security access policy. As a result, it is
able to control the access to, and execution of, the host computer system software
application by the remote computer system user. For example, the FFD can reject the
execution of instructions to Format, Fdisk, Delete, and so forth invoked by the remote
computer system that may damage the host computer system.

With this, and as listed in Table 10, a set of file security access policy for a host
computer system is defined for remote management over the computer network.
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Table 9 15 These are sone of the basic types of
systemfiles to be protected from access by the
w0 etmng7ennput er system Under di fferent oper ap@TigG2004/000082
systens different systemfi2les may be protected. 20
(f) Through anal ysis and protection of software
routine The FFD is able to analyze the installed

software application and assi st the host
ser to determne a software security access

qut em

conput er

the access

palicy

user.
of

Tabl e
host
nmanage

rej ect
Only s
file o
the wr
sel ect
files {
nodi fy
sel ect
or fil
renane
sel ect

For exanpl
i ns{ Wréei ons
i nvoked by the r
t he host conput 4
10¥odify set
80 conput 4

PCT/ SGP Beebin000§

ne Operationeq fantrol 1 s ahle to control
thile angResdkecut i qrEanteject the raad eperatigppiyoked by yemaiggomputer.
software 25 appl

iQudit Jelspiivisly enphie readrenerstiensmp oertain g enfdes to
gematpieonfpBr.can reject the executiaon

tGan Rjgchthe wrikdipeiktionJetokedby ramate sempusert h
&Indyt sslectivslyiruatdes vaife opsratipiefi certaiy filgprrilgs to
remaiseamputely t h this, and as listed in

rent over

&Jan fejdcbthe modifyi eppratiociovsked by femptefcomputer.
Ondyyseteetivelysnatddsinmdify bparation nfiteain file or files
themosrpupwer. net wor k. WO 2004/ 090722

the read

Zan RjecObercasmoope@iion ingdkedby nidadmPater.
Oy smlectivelyienabddsaehatmy operativh of centaip ditleer files

bl ecti vel | terableeompder. oper ati ons of certain

te operat
vel y enal

Moavk es t ﬁo Can egjest the movipapetion Mydked byOzmoteeompiter.

iOmly selevtoiely@dniblesmerve bgerationpficeetnin file@nfijes to
) r@sotewonipeiepper ati on of certain file or

Deletee DLt ¢
oper ati of
vel y enal

> Clan reast the deldv opefayiofCamolred b cdmatd@mputer.
) GnhysekeatiVely\enabdayutlete oparptichef certaidrfilg or files to
 rensotqdipitgr.oper ati on of certain file

b Explorer 1 el
oper at i of
vel y ena

neke hidofijesivatirectiyrfeldes Fam rengjieaimphitee
| Gniysekeeiyelyexposesxeraic Glepfieeor.dired@my Yolders to
) remgote eonger. oper at i on of certain file

Boutinel
oper at
sel ect

bBunt 0 rej
on i nvokg
vel vy enal

rohe refrottheitecutioVbl efiGar imekeldty réthele powmerter.
> nlyyseleeivelyenabbesprdcstion of Gntajn software with data
) fideto emvoge copppiat.i on _of certain file or

files

del et e
sel ect
or fil

Installenot ¢ Canrgret tbe instiition ef Chware éjvelodd Hymamnote

operatio

eS to _re

%:mnmmked by

renote conputer. Only

vel y enallOnly sdlettiyely engbdas dliei installofionod isofware foirérgote

dmeputnput er..

Uninstall

Can reject the un-installation of software invoked by remote
computer.
Only selectively enables the un-installation of software to remote

computer.

Table 10

Figure 26 shows the building block of the FFD for the control and management of a

remote computer system. Before the remote computer system is connected to the

host computer system, the host computer system user may need to preset the security

access policy as show in the above table.

The FFD has three process routines for remote access:
1) the FFD intercepts the request from the remote computer system. For example,
the explore, read/write/edit/delete/move/execute instructions;
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Explorer Can hide files or directory folders from
renote conputer. Only selectively exposes certain

w0 200a/090722 es or directory folders to renpte CRPOPSGEI4/000082

Routi ne Run Can reject the2&xecution of software
i nvoked by renpte conputer. Only selectively enables
execution of certain software with data file to

:f)e Eﬁﬁéw Mfeﬁd\i/agt diisd @h?te@@ﬁ‘uput@d ﬁ@tbmtrgcﬁjeétnfﬁ& ababiame
1B G bl Vpeted Yot iTtor prcStd B Srecisgpiring seauy

reamesspodmyr,rputer. Uninstall Can reject the

%nfﬂeﬁb%li %ﬂ\nplﬂe Q%CU fat: S Soeli%)na%ffalﬁﬁéi(epﬁe Bﬁné);oﬁowuilq three

onput er y selec es the un-installation
of o&9P¥ ware to rermte conputer. Table 10 5 Figure 26
sh(a)vsrejéchmehuqde&t ng bl ock of the FFD for the control

f renote conputer system Before
an) TRAAPAIRed
r eno

e c%‘n‘p a@r systemis connected to the host
c offp ey the yesuesty It wili éhen pess the mpdificsk regupst teteusain oprigting

need syflerR fd? e6thplétldR ofthS Bilekdtiin. access policy as show in
t he a ove table. 10 The FFD has three process routines

for renpote access: 1) the FFD intercepts the request
Somerof th guidelimes for settinp thesecwsifysiceass pflisy mexberpl e, t he

BX B! Llebtively %ﬁ&’dlé/\fhb Fe%cﬁéjbc;n‘ &t ?e/rrm@\(/%(ﬁ% 8LdeLi@ some of the
instructions; %@%8 722 P GZOOél/8r 0082 _ 28

af PREFatipg, éysff’fﬂb 385“”3{?1 b &n Bl g0 'M‘PBZn
reamextlataﬁlamnﬁih‘d]udxtehaammn ¢ride attribute of the

%) eRUBREREY SAkie fkr Srﬁqté QGm&n‘Eé? %isgem ae & F:Q& b Ll M}Q

securlty access foI ow t he,

setdfs fyheseregRling ﬁk‘ﬂt‘-?"bfy c.J(ﬂfcl elpgied sBﬁ"éar %PPR“H%W'F oﬁ"F”BW

t heonfgurddion phd/anista filea)n thehiddsn paitidor equest; (b) nodify

the request, and (c) pass the request. It will then
pass the nodified request to the nain operating

15 FoR?ir BF TRISHER GEEAIC Gt RBPUSICITETORoSSE OB MBY bE he

pgj:!dé@by he esrioty aceedstimanggodnizat @ather i ty access policy may

1) to enable the authorized remote computer system user to access the host
computer system by proper authentication procedures including password control;

2) 1o proiect the sofiware application programs, their configuration and/or datz files in
the host computsr system from the authorized remofe user; and

3) to protect and hide the hidden partition of the host computer system from the

authorized remote computer user.

In this way privacy for a computer system connected on a network may be enabled to
allow remote diagnosis, operation and recovery, if required. This may be by a remote
computer system. By use of the hidden partition the computer system user data files
in the protected hidden partition are not exposed to the remote operator.

As mentioned earlier, it is possible to restore the aperating system with up-to-date
dynamic data files even the primary operating system is damaged. This is possible as
the recovery system is operated under another operating system. With a built-in
communication module, remote access management and security access policy, the
recovery system is like the primary operating system. As a result it is possible to
provide a secure way for a remote computer system to remotely diagnosis, operate
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1) to selectively enable the renote conputer systemto

vi ew or execute sone of the operating system and/or
w@edogo9e sof t ware application, and/or their PCT/SG2004/000082

configuration and/or data2files in the hidden

partition; and 15 2) to selectively enable the renote

conputer systemuser to read, nodify and wite sone

&Md rédaeermoatt donﬂutays%tsmus.a@mé BbciaR e trieafidder patition

QQF |cat|qﬂ /or ‘their ~configuration and/or data
¢ritedgsticgmp %’sﬁ?ﬁ"&en partition. In additional, the

foll ow ng standard host conputer systen1access

FfRNSEnE m@?ﬁgﬁ%]soz&teﬁgg\’d Q%W@Fﬂé 'ﬂﬁabre? MHahitm 3&hfprising

managenent e authori zed T ehot e
Q%bee% RP9rafisqodenthat isy copfigured de sauserR PIRERSEOT fe &Pfiﬁh‘fee?“e or
oS fuptiohy deeehea mbévet hent i cati on procedures incl uding
password control; 2) to protect the software
application programs, their configuration and/or data
Whilsttsererhas been described in the fatraoiag desasipéom Mrefesrad; embodiments

@%25? deﬁﬁﬂvdnﬁdﬁﬂt%nll«l?e%nder@@@d By thoSe ﬂfl(éﬁ%%e&éﬂﬂn&bﬁ&héthe
rt|t| ut er Stem rom(t?he

TRV HOHOR " PEHRAT B rsBD. SRS i RS
rhagie vdthaub dgparting frem dtecpnesentinvenfioad on a net work may be
enabled to 30 allow renote diagnosis operati on and
recove U|r This may be

e red eyl K gLeghee BT aen BabERbom Rt
mesi@mpamuts@mSemmama files in the protected

hi dden partition are not exposed to the renote
operator. As mentioned earlier, it is possible to
restore the operating systemwth up-to-date 35
dynam c data files even the primary operating system
is damaged. This is possible as the recovery system
i s operated under another operating system Wth a
built-in communication nodule, renote access
managenent and security access policy, the recovery
systemis like the primary operating system As a
result it is possible to provide a secure way for a
renote conputer systemto renotely diagnosis, operate
WO 2004/ 090722 PCT/ S&004/ 000082 29 and recover the
host conputer system using the back up stored in the
hi dden partition of the host conputer system The
present invention also extends to a conmputer usable
medi um conprising a 5 conputer programcode that is
configured to cause a processor to execute one or
nore functions descri bed above. Wilst there has been
described in the foregoing description preferred
enbodi nents of the present invention, it will be
understood by those skilled in the technology that 10
many variations or nodifications in details of design,
construction, or operation nmay be nmade w thout
departing fromthe present invention.
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The present invention extends to all features
di scl osed both individually, and in all possible
w@esoaneEe: ons and conbi nati ons. WO 2004/ 090722PCT/SG2004/000082
PCT/ SG2004/ 000082 30 The @ains 1. A data isolation
system for software and data mai ntenance, back up and
recovery for a conputer wherein dynamc data files
Teeldidentifi ed and passed into a hidden 5 partition
on a hard disk of the conputer, the passing being by
one or nore selected fromthe group consisting of.
ic op yatadpolatich systmriercsbitwate arkl data myisterancadack @ aneldedomery
C! @ Hbdmputh ShErkih dyfiini U4 Red 16 TdBFiieh Fd IS it o rRddeRO

access ‘cont ystem as cl al me
cI RaAriien oBra barg; digloof K’/\héP’@P%e’aﬁieo??éﬁ'{‘% beiag 1y R5E %r’é"’e
megkfectel Gromhite ghyupadtheistidgbiicdpyihgand raditebionhi dden
partition whenever the dynam c data files are
accessed and nodified. 15 4. A systemas clainmed in
2anfy syt ¢ clgimed i clpimt 3 wherejphibe gfoHp furbetipeludes diltering and
fiiRsss coitid.ude the conputer's operating environnment so
that the conputer's operating environment can be
restored fromthe dynamc data files in the hidden
3pah systeinpas ci@medingjairt & 101 daimcd, whereid autematic/bagk gpsdre glade ns
1 tb%e‘ldyn%@o%larﬂéshﬁ tHAYHRAAER Barfiith avhbhévep thk Mynatilc HQS files

artition_ include data up to the tine of
a?’?ﬂ?cggsﬁfiaf‘ modfbuter's system 6. A system as
clalned in any one of clains 1 to 5, wherein

4¢ oms?e?r?ggaalhgd WS 5H ohe Bf clﬁr%s |1 @@§twﬁé?§n fh'elo?né?ﬁlc H&@ flles

nam c_ dat a les’in titio

ok TS, CTBHERS PPN BNTt S, 1 i SPTPets oRRINg |
€ nEniygiitricoincah e s otkdifom the dynbmzsibtadilze incthe billdengariidion. c
data files in the hidden partiti on 8. A system as
clained in any one of clains 1 to 7, V\/neelnatleast
Sorfesigten @%ec'a"e%ﬁ BRI b ElRimE ] f%ﬁ “élﬁEP"] e ARG figs In
nehé hdenparaipachdieleniztz ar cethsitibleeofly f=lire of ctim‘rpnmgmte’r’s

psg L@l ng system and the dynamc data files in the
hi dien partition are not accessible by any software
application on the conputer. 9. A systemas clainmed in
ecl /ai;yme& asVdieirned iR apy orerof tlaims Aty BNgherdire calypeazion isdatd for

ifiéi Ftl gﬂ!a@ﬁ il SHaMLRARL I"H%ﬁ é@m@g,l,. sof twar e

Re conputer, 1nc a primry
operating systemfor the conputer, is segregated into
7atA 5RRA asBméd idhEorfei tlbine 1 ta6dvtshen ehen@tiontis deeddor at

fi l %f’tmedc}f @%’Ek‘ﬁ?nﬂ?&&a EIL-J iff gwe h%la#%r{l%n Sy stem

contiguratl user | es.

8. A system as claimed in any one of claims 1 to 7, wherein at least one of the
hidden partition and its content is neither manageable nor accessible by the
computer's operating system; and the dynamic data files in the hidden partition
are not accessible by any software application on the computer.

9. A system as claimed in claim 8, wherein prior to copying the dynamic data files
into the hidden patrtition, all software installed on the computer, including a primary
operating system for the computer, is segregated into at least one static routine
and the dynamic data files, dynamic data files including system configuration files,
and user data files.
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WD 2004/ 090722 PCT/ S&004/ 000082 31 10. A system as
clainmed in claim9, wherein the segregation conprises

W@ aioego7ezati on. 11. A system as clained in clBCT5Q2004/000082
claim 10, wherein all data3tent fromthe primary 5
operating systemto the dynamc data files and all
data sent fromthe dynamc data files to the primary
19PRY a}steng Y TfBd S PASHEY, thetdit HY Nadtrgatbit Rohpises
in t i dden partition. 12. A systemas claimed in
an?te@ﬁ'ézag‘?" claims 1 to 11, wherein the dynanmic data
files 10 in the hidden partltlon are continuously

1"f pﬂ @}tsfeqn m ﬁmo%em QainPd Qrat!laqugggfﬂeﬁal to%t géehﬁfbm the gﬁrﬁ‘é?y

continu ystem
asomeraanwafemo &ﬁﬁvw data @?%ﬁ“ﬁ@“ iat? 6eni yom \m&mw date
Syﬁémtlﬁéw Yperd&ting |spsidm Rapdssetdtolyes tipnamiddtd Mesmthe | N
ﬁdﬁbg?rﬁ pPart ition, including the copied 15 dynamc
dat is recovered. 14. A systemas clained in
claim 13, wherein the dynam c data files in the hidden

1D 3A bystenPas didihbdiH @nibhe Sldlafing Dol 1@, Wieréin &fewyﬁanheﬁaa fle$ he

e S E B A SR e S PRl & par
s oifi theamain partRion are comtingguslyeipdated. cl ai med in any one of
clains | to 14, wherein upon new software being

installed in e conmputer, the installation is del ayed
ik PYST SAAT T 6P PIRP! SRt gy CiFCeb Al SRR BAENCH ¢ o
t Hestbaddem spsent iehvionmerg it dephiddendpaatitidn, iaditding the copied
Codmérﬁiﬁhﬁgﬁlgg ér’é@ov@%@k up, the installation is
resumned. . A'systemas clained in claim 15,

wher ei n |f system instability or failure is

1&ng eysteinve s daiafet! @ clbime13, ndit@inl the idyamin dataifikes ingthe fhiddéere
NEWHEE RS d%ig.%g COIPHL S befﬁeésﬂ%eerg&f\!@@tp cEs: \&Jée?nvokeg

prievi ous operating environment from t
1 ﬁ“d A*esﬁy%t?fa prAeNRENt inFees the RiENGREragRe %Wsﬁm%"d |soffw§rel 6,

wherei n upon a new device driver being installed in

h o) I

13 ,@S\?s%frﬁ)ﬁé agnme& P}e?#}) %aclf grﬁhﬁﬁesn"i\j Ito'r 4, %En@%e%oh' Ry SD@NC#?
ahetngt"iséﬁieq 5‘ tb‘b ﬁ?ip%lteédth%ﬁ@ta“aé‘f’? é*rde'adﬁﬁ*rﬁ‘l‘%ﬁ‘lbéﬁ‘ o3 °ftth%

bc%&lstlr\wsystdﬂe chvirehabitabi 19e hidden @auii@d isabahpliéiéd spdt afer

| ered after the
rb%h'g@ Agtoﬁ%ﬁ%%?k ngpu{fﬁ‘%:d%%l'ét% F Egéanm%% device driver, the

35 conmput er systemrestores the previous operating

18N isyShmeRt cidifhednid RRiDaA6K wherein ifl Systen Snstbllity arsfatibraiisred

! nea?t? ?ergieafgt the dﬁét%ﬁ%ho]n éroruﬁln?ng d&hﬁg Eévf](se a“e\/\@r(e com&ite{ o

are co
t Hystem irestpees tb%mr?vlws(ﬂnera&ng waﬂ@ﬁetérﬁfn therpretilus .

17. A system as claimed in any one of claims 1 to 16, wherein upon a new device
driver being installed in the computer, the installation is delayed until a back up of
the existing system environment to the hidden partition is completed and, after
completion of the back up, the installation is resumed and, if system instability or
failure is encountered after the installation or running of the new device driver, the
computer system restores the previous operating environment from the back up.

18. A system as claimed in any one of claims 1 to 17, wherein software application
and its dynamic data files are copied to the. hidden partition as independent

modules.
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walywanyo2rdata fil es

WD 2004/ 090722 PCT/ S&004/ 000082 32 19. A system as
claimed in any one of clains 1 to 18, wherein the

active data files for an séttware application and are
conti nuously updated. 5 20. A systemas clained in
claim 10 or any one of clains 11 to 19 when appended
to claim 10, wherein the segregating or categorizing
of the data files of is by use of a data isolation
1@ ohevsigieestolrimeddn A aneof gaimsrido . wheteln 182 fuamicraf fien
t he, e <Hld9en ﬁa&rﬁsh work B9 adlile dA filbSor aviédtwaie appikelichcint are
of §e software application of the
opéPQ“Pﬂ5y§?§1 (b) automatic selection of commonly
used software application (c) selection of software

2 elmeé(ygém ag'?: edE?n HSifRr10%k aﬁMe%‘P&HH&Qﬁ to When(éébended to

tion o les or file folders

A AT ShnRSrebIg SSBOTIRO BT SRS SEEIR TaE g SExfse O
andiataCipolatioh tetjinique thatdeunsists iof @se ob elongslevtpdt fon ke group
sof %x%rt gppl ication will be automati caI I y segr egat ed

and € to the hidden partition. A system
as cl @ meiamptic selagtinn 20, camRgnl; HS%FOfP'@)'e talFrB"Cé%ﬂneeft &
files oropabthngtsy@em dynam c data files belonging to the
selected fil o
segr eg’ tgtamﬁ “Stor O?C%\M"Hnw%?}aa%g&%tag@?% {olxon 23. A
syst e agle@loapfraeawqrﬁamh@aﬂﬁm hya wser afiilye ‘Eﬂ‘ﬂ?”@f apd ai s 12
to 22 yheBciR BEmdedit piderby@eaisst 11, wherein an
additional 1/Odriver is placed betvveen a file system
/O interface and a disk driver for access control,
Rhtresysteptas elgimetdiin elaimi2fgwhenein foe ()i (Plerndl i(AG! dynamic 926 filehe
dy n@igh ngji@ttl?e dokthvS abplickdn vil sdQRorRAiEdIl sb@rBgatddnd stored

addi river using an secondary operating
sy§‘{’%’ﬁ$%§%’ 8"}3\ systemas clainmed in claim 23,

wherein the access control, intercepting, filtering
Q‘Q?—\ LR 51§El%*m@zl ih SlziY 28, h@%e’f@@ i@fay BeEkrERd ¥i tYIes or all the
mat chi n em as..
TSt onB e, Mo, 15 e AT i ot i, Sy
ad dieyregaterl ant S0redité the hidden pagiieon. of one or nore sel ected
fromthe group consisting of: the disk driver, the

file 35 system|/OQinterface, .and t eratin ,
34 4t e 28 CERGyB e L EPLiTgt SPITdigP h gy PBrhe
23 daim 25, whdnelt en rddift@als k@ drikarisy placasicheiwdence §le stvelpmi 1

di - CRHORTnkeRSpMESHiRAMg Y@ re-directi
20 d&%g%‘%& Q?}%{}?I&Qﬁ%&&%s g pfngS g 3 re-directing
data for the dynamic data files in the hidden partition, the additional 1/0 driver

using an secondary operating system.

24. A system as claimed in claim 23, wherein the access control, intercepting, filtering
and re-directing is by the use of regulatory, matching, and fulfiliment tables.

25. A system as claimed in claim 23 or claim 24, wherein the additional /O driver is
part of one or more selected from the group consisting of: the disk driver, the file

system 1/O interface, and the operating system.

26. A system as claimed in any one of claims 23 to 25, wherein the secondary
operating system is different to the primary operating system.

in the hidden partition WeRSGR04/000082
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33 27. A systemas clained in any one of clains 23 to
26, wherein back up and recovery use one of the

w@eioameor2oper at i ng system and the secondary opRCEHSGIIN4/000082

system 28. A systemas cl&ned in any one of clains 1
to 27, wherein the dynamc data files 5 stored in the
hi dden partition are protected. 29. A system as

gyn a&ggm Oégt ﬂ?equSnyanFo drﬁE 23 totz% ﬁ&rﬁﬂ"ﬂéﬁ(%b Bnd Reovery

l'es artition are
us atge are ofdhel primanEPRElNg swtﬁrégncbﬁha S%ﬁoeda@b?neraﬁ%% e
updat ed. 10 30. A syst emas clained in claim 29,

ggte/-\raseil]s eMAS; qll?ll'll{'l e{ r?l?alalmsl 92? gﬁ there}Pgtb ﬁﬁn%ﬁ}%&lfe{ﬁég c

hi citbeed ip thethidderopartiiion argpaotectedr st-in-first-out sequence.
15 31. A system as cI ai msd i n claim 30 wher ei n upon
accessing and nodify él f| | e é?t |
29, R 815 2, PSR e 20 N el 2B Shersl He ATl dpi s
as Stopetrial theailden partitioh ecuised as%’:tuve&mrym fidem and mrenm@ntinyewsint
acig s to a host conputer by a renmpte conputer 20
mhe el n access by the renpte conputer is in accordance
with a software security access policy in the host
Qﬂﬁmpws%h as3daiméd YR Roawhartifiargdaliynofdiaak-0p 8éhiesvdieaeli n
t he,software secur S A s
? mjc ga ga\c glr?t IP ‘Eq% Ijl é&éﬂ %%&lgo?\n is %géd% jﬁ/ thE%ddeﬁ g%rﬁtlgo? lf%ﬂ'\@eas
cI eﬁ&‘ﬂ!’bﬁﬁitﬁutﬁea@%?%?: wherein the file access right and
cont rol  nmechanismi s used to selectively provide

L2 S6art 8= i € 0 207 phetBh g BECRAR oY pRRR"4H !
onmg data dileqitn elsrabtv qflt@phvmareméﬁfé# racmﬁ@ng it @ pre-

accagg hibgdluppRfedueont rol  nechani sm of the host
conputer by the renote conputer are controlled by the

host conputer and include: (a) selection of software
ap sysEm onmpnaggmentef a¢dsps ted best camPUET i \AvamRle ceapRier

filygsreff 208 b5 ¥ MREE cBRPlirGahizREbrdznddwilitd seTRbRCdsb@y
of conflgura (d) selection of data file or

f ol3geFSS P ﬁﬂ'"("ée)h°§{9‘i°5’8f'tlé0n of the type of the operation
to be performed by the renote conputer. WO

g@ %é}@b%gyé%lafn%g |§%Qp§2/, QREER 2he stftware security access policy has

a file access right and control mechanism.

34. A system as claimed in claim 33, wherein the file access right and control
mechanism is used to selectively provide protection to selected sofiware
application and their respective dynamic data files.

35. A system as claimed in claim 33 or claim 34, wherein the file access right and
control mechanism of the host computer by the remote computer are controlled by
the host computer and include:

(a) selection of software application/programs;

(b) selection of dynamic data files of the software application;

(c) selection of configuration files;

(d) selection of data file or folder; and

(e) selection of the type of the operation to be performed by the remote

compulter.
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36. A systemas clainmed in claim35, wherein the
selected file, or files belonging to the selected

wo edodeeo72ar e aut omatically given the access ri BEIL/SGN0H/e00082

any others will be denied3t&ccess. 5 37. A system as
claimed in claim35 or claim36, wherein the file
access right and control nechani sm of the host

S8R é%rcfalrﬁ’é'd% gﬁanSrWﬁQ? ?ﬁé s8G9 OF HesHelohtiRg to the

renot’e host erent renote conputers
g&a{ﬁ will be

USagifiied 4€ess3. A systemas claimed in claim 37, wherein

all files including program configuration and user

data are automatically given the access right while

aT.| A eystest s dlaimed) ém¢lain 35ar e 363ghergin Hesfileepscass HahhpRfed

i N Aol %%aﬂfsm“df ﬂie%s%mb@teﬁ&e p\@lﬁé?ﬂniﬁed hea Basdory of the

bt au et ety 2 a R e R RO i e B areetn
f orrights d slifercotusage. , | ntercepting, filtering and
re-directing data for the dynamc data files, the

additional 1/O driver__using an_secon operatjng,.

33 A WiHemAs claimed i elaim 3{swherain g fles izcl '}% %8’“ C\%H@P%f'?{‘

t heand user Hiatacapniutarhaticallp giverc thp tacewys right Whiter allrethers24e derded

re;]a(yf,gs?cti ng is by the use of regulatory, matching,
ulfillment tables. 41. A systemas clainmed in

claim39 or claim40, wherein the additional /0O

dg | V§kteinSas claividd iDdny@ne ofvlaim®B84to$e) vereteirtiné hasttdnieitey hasip

nasnI %’dtd,tlgr%l 9{) ddn]i/% eplggeé lﬁeWeErY @ file H&?enf 'I/b%teﬁééétzagmfl él&

i nter I mary opera system
sysﬂ"@ﬁ fos aggess weeirol, n'ntawypt@aef"éﬂﬂnwa rfﬁ'd%’t'[‘fb date, for e
whefyRiric B2 iles; ¢Rrdatiohal IPErval usivg =f ¥edodary Speritihg sysent.
to the primary operating system 43. A system as
claimed in any one of clainms 39 to 42, wherein back up
4 R sysleonasoEimeRion gaim 39nwhasein theecerss BRI, iisEseRinenfjtering
SY e B-aRein o SRS QR GRYuINDRT Ak, SYERMenddbled
systemas clained in any one of clains 39 to 43,
wherein the renote access is through the secondary
&b ek sistempassyjaimerhin cizlin 3% or daimAd; whereig the didaepl /@ devetiism

32 faf ofiihs &%r@éel&ke@'ﬂ%& tﬁ@ gFon déhsisherofany eisdedet, the file
he .sel ect ed softvvare application

an (fy%PﬂB%P "ft%%ﬁ%caf'? @18 PEYAN SPET S | es are

identified and are located in at |east one partition
2 A bR | b%ra)hedouﬁ%rn% ne gaf%)éiﬁ@@b @ 44 h@ndIGS tthes SBBRARY -

WO 2004/ 090722 00082 .. 35 46. A system as
cl APRBHNS steP & ‘ﬁq%:'éreéf hea‘ﬁﬂ?"a&h%neﬁ'"%fyﬁfeﬂjs 33 %/o 44 when

appended to claim 32, wherein dynamc data files are

h8l %st‘eh‘leag c?aﬂﬁedﬁ@&%ﬁcﬁine loféifma 35 'tdjﬁe Bherbift 'bEéktdpQ\Hd fdtovery

gﬁrélcsl% plkqséltlgfpn}'ngry or;;eratmg syggm and the secongary operglng sys[}sz% by

44. A system as claimed in any one of claims 39 to 43, wherein the remote access is

through the secondary operating system.

45. A system as claimed in claim 32 or any one of claims 33 to 44 when appended to
claim 32, wherein the selected software application and their respective dynamic
data files are identified and are located in at least one partition of the primary

operating system of the host computer.
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sel ected fromthe group consisting of coping and
redirection. 5 47. A systemas clainmed in any one of

w@b@itiom073D to 46, wherein the host conputer UBCTI§G2004/000082

di agnostic utilities to al Bdw renote techni cal support
by the renpte conputer. 10 48. A system for providing
an external back up for at |east one conputer to at

4§ ag g¥ste9rpm§ Alidde @ cB\% gi &l éﬂ{ﬂ or?% of%la 3r 9'411 Glﬁéin %@llﬁdeH Ro

erern

oneclamnq?w@premr @narale rﬂataf ﬁl@daranéerﬁws@w Paﬁ’é%’ l"H’ea dfdden
aseition 8n Bindredisk d? @et Hobt dbfhp@l@r %eﬁﬁi’sﬁngjbéiﬂ@ 8 oriehd® more

t b
?é?s@ eglsp BB BB Prn e BTLFRII of - copi ng. and
redlrectlon 15 49. A system as cl ai ned |n cl ai m 48,

whex gg'/sl'ibrﬁ he cIQﬁneh GRSty HB%r Bafdedd Bak! wWidran tr@ﬁf hotslh&)mputer

centra server is accessed, usin ?ast one
sel ‘@H‘Bea'aw’é“fﬁ vH@eﬁg OOV CBRLP s BFHiFab FuRp WN nANEICte

. [ddputek.nt ranet and Internet. 20 50. A systen1as
cIained in claim48 or cIain149 wherein critica
applications and their ynam ¢ data files are stored
4BdA pystane for groviring amextgnall b@% ¥P tohat IResh QB CqRRYter {9 freast
t heore@itidempartitias l6f 4lgenfalizEiack Yp servarowiera yyptindriaaritsaf e

Zn ls%%? lﬁ?esétgr(\)e ft;Joemp%FeF gn%sgeqltlf elayang %‘a%l-.% wﬁ@ 91e Léi %r %t oné 3!(1%&1‘\

wheragitign ema hard djsls afsthe @W@al bé@?ﬂﬂﬁeé\fer w@spaaﬁnga'eﬁm bysigor
|/ Gnélte isiBdtedHcrtingl gl3ES UASIRNG of: binganatrdifedtio) | nt er f ace
and a disk driver for access control, intercepting,

filtering and re-directing data for the dynan c data
#9.| Aesystanhas clalwed inclaith 48,/ vderin the gt Igast aoe hiddendagitienpfythe

Opec[eﬁﬁ’él Mk §pf§ér@én.s aldeld ut&n@lﬁﬂe%ﬂ&ﬁ s@lb?édm&nltﬁb glogp M
wher ei ntro rcep i ng,

f i |°t°8$'?tﬁa Dpaaﬁ'f@ﬁ' \@&@%c[}'?ﬁrbei pid 'Bi? e use of

regul atory, matching, and fulfillnent tables. 53. A

% ZA iﬁ@eﬁ?ﬂﬁlaﬂhé@ﬁi clkifh 42l REBYPde, @herkih @hil@hl@%phcﬂﬂﬁé @hcﬂthélh e
a | TI ON

R M e (O
dr i teecentrahmack i serves py sing ¢nc@ption andfase enly alie] to heeaccessed
pr| WhofRREhadkng system WO 2004/ 090722
G2004/000082 36 54. A systemas clained in any
one of clains 51 to 53, wherein the secondary
6hek aysteny as eeneth in snyg phd efr @@ihs 148 ta 5pr winragiy thepalrlaast ege
Sys&oﬁ'ﬁht@ﬁ I&éshfn é%ﬁltl!)r%@% dfEP plam&h a file s fém o tsrtaedn
as clarnmed in claim54, wherein bﬂ g g ? oyery
us eang fdigksdrivef dor access control intercepting, filtering and re-directing data for
the dynamic data files, the additional 1/O driver using an secondary operating

system.

52. A system as claimed in claim 51, wherein the access control, intercepting, filtering
and re-directing is by the use of regulatory, matching, and fulfillment tables.

53. A system as claimed in claim 51 or claim 52, wherein the additional I/O driver is
part of one or more selected from the group consisting of: the disk driver, the file
system 1/O interface, and the primary operating system.
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primary operating system and the secondary operating
system 56. A systemas clained in any one of clains

w®B 2008096322 wherein comruni cation with the cenpC€ESGHaER0082
up server is through the sééondary operating system
10 57. A systemas clained in any one of clains 1 to
31 further including a systemfor rmanagenent of

%e%'étghoasadg%ﬁ iff %WPL@ of BIXm% §1ef50f>§ vﬁ@@“’ih@rse%daw

sy§PQ§?ﬁﬂa§Y€Pfa|'=‘rTé'ﬁefP'i‘f ta@ypf'méf @?eraé'r‘%lﬁﬁéenl °i t!?e 3‘1 'eé?t one
cl @bmipueef, further including a systemfor providing an
external back up as claimed in any one of clains 48 to
56. 59. A system for managenent of access to a host

- G50Aystem ds\claimedanslain 64 hetsisr bagk up lad FRsevenhusgrape ohieof

cl ﬁhrﬂ&y dgertiig @gstén%ﬂcnﬁé séc&ﬂa%p&ﬁtn@ syséhem for

providing an wder nal back up as clainmed in any one
of clains 48 to 56. 60. Conputer usable nedium
550 AByste ag clrintalrip anyesnepf olginasrildo 86, whessin ccsnrmmlwﬁilcgumﬂad

t oth%zw?t?al Backlu gge,en?e? ithroligh tFal nelﬁjo%ry‘m)@raﬁﬁg dyeks, functions

to performa system as any one of clains |
to 58.
57. A system as claimed in any one of claims 1 to 31 further including a system for

management of access to a host computer by a remote computer as claimed in
any one of claims 32 to 47.

58. A system as claimed in any one of claims 1 to 31 or claim 57, further including a
system for providing an external back up as claimed in any one of claims 48 to 56.

59. A system for management of access to a host computer by a remote computer as
claimed in any one of claims 32 to 47 further including a system for providing an
exdernal back up as claimed in zny one of claims 48 to 56.

60. Computer usable medium comprising a computer program code that is configured
to cause a process or to execute one or more functions to perform a system as
claimed in any one of claims 1 to 58.



