| Verification of Fingerprints [0001] The invention relates to a method, a chip
card, a system and a computer program product for verifying a fingerprint of

a person. [0002] The checking of the identity or an access authorization of a
person is today widely carried out on the basis of biometric features of the
person, which are difficult to forge. For this purpose at least one suitable
biometric feature of the persdrrificgic fiigergniptingn iris pattern, etc. is firstly
determined as reference data in a registration step, and stored for later
comparison to corresponding comparative data of the person. [0003] For
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apc?up card or & smart tard. For tHe verification of his/her identity, the person
with the portable data carrier approaches a verification device, which
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memory of the chip card.70004] Since current systems for on-card matching
mostly use proprietary data formats, for the sake of improved interoperability
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at a partly substantially higher execution time. An important factor herein is
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comparison itself can then be carried out by both the device and, provided that the data
carrier itself has computing power, by the data carrier itself. If a chip card with processor is
used, the latter case, the so-called on-card matching, has security-technical advantages,

since in a comparison taking place on the chip card the sensitive reference data remain in a

particularly secured memory of the chip card.

[0004] Since current systems for on-card matching mostly use proprietary data formats, for
the sake of improved interoperability standardized data formats are increasingly defined
and employed. However, compared to the technically and algorithmically optimized
proprietary data formats, standardized data formats usually have the disadvantage that the
comparison of biometric features of a person on the chip card is possible only at a partly
substantially higher execution time. An important factor herein is in particular that
conventional comparison methods mostly proceed iteratively and insofar in a particularly

time-consuming manner.



2 [0005] A particularly suitable biometric feature for the verification of identity
is a person's fingerprint. However, since this complex information cannot be
used as such for comparison, specific characteristic features of the

fingerprint - so-called "minutiae" - are fifst extracted, which features describe
the characteristic line courses of the ridge pattern of a finger print, such as e.
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of fingerprints.
properties of the minutiae in the respective fingerprints), whereas the further pairs of

minutiae are determined in dependence on the already determined baseline pair or relative

thereto.

[0007] However, this procedure requires mostly nested (iterative or recursive) calculation
processes, in order to find as many pairs of minutiae as possible and to be able to guarantee
a high degree of reliability of the result. In such optimization procedures usually also
particularly elaborate correction operations are necessary, since already found pairs of
minutiae frequently turn out to be local optima and have to be discarded, in order to

achieve a better solution and higher reliability by a revised new calculation.

[0008] It is consequently the object of the present invention to provide a fast, but

nevertheless reliable and secure verification of fingerprints.



3 [0009] This problem is solved according to the invention by a method, a
chip card, a system and a computer program product having the features of
the independent claims. In claims dependent on these advantageous
embodiments and developments of the invention are specified. [0010] In the
comparison of comparison minutiae and reference minutiae according to the
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tolerance ranges of the corresponding values of the selected reference
nefriimia, it is assumed that the selected comparison minutia and the selected
reference minutia correspond to each other and form a pair of minutiae,

which is added to the chain as currently latest link. [0012] A person is for
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verified in relation to these three already determined pairs of minutiae. Then certain
relations of a selected reference minutia of a potential further pair of minutiae to the
reference minutiae of the three pairs of relation minutiae are calculated and compared to
the values of the same relations of a selected comparison minutia, potentially
corresponding with a selected reference minutia, to the comparison minutiae of the three
relation pairs of minutiae. In the case that all detected values of the selected comparison
minutia are within certain tolerance ranges of the corresponding values of the selected
reference minutia, it is assumed that the selected comparison minutia and the selected
reference minutia correspond to each other and form a pair of minutiae, which is added to

the chain as currently latest link.

[0012] A person is for example regarded as authenticated, if the chain reaches a
predetermined minimum length, that is, the number of detected pairs of minutiae exceeds a

predetermined threshold value.



predetermined threshold value. 4 [0013] In the simplest case the procedure
is carried out in such a way that, when further pairs of minutiae are
determined, first a reference minutia is selected which lies within certain
local surroundings in the vicinity of the réference minutia of the pair of
minutiae detected most recently, and that for the verification of relations
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relation minutiae. The require 1ability and exactness of the results is
ervdires HiffardoasMauatimgesefcheredbsitnisreldtioh nastdblish in particular a
geometrical relation of a selected minutia to the minutiae of already
determined pairs of minutiae, in addition to such values which represent
niebehl Bodahfeaguheslfia ohitipiar{ef gniitstivso sitiommimath soffiayerd dateoningng

miputia RS QLRI RS dassrbad MEHhad GRRRS AR VBRI

card designed according to the invention, comprising a processor and a
nbenesy eprzirgiepnantowitte andorfratatitenEERROM s bryeivgssrticigiation to
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designed as a software program and provided on the chip card (either in the
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greiﬁlaﬂ?ﬁty and exactness of the results is ensured by also evaluating such relations which
establish in particular a geometrical relation of a selected minutia to the minutiae of
already determined pairs of minutiae, in addition to such values which represent merely

local features of a minutia (e. g. its position in the fingerprint or its minutia angle).

[0015] The described method can be carried out by a chip card designed according to the
invention, comprising a processor and a memory arrangement with a nonvolatile EEPROM
memory in particular. Preferably the inventive method is carried out by a biometrics
module designed as a software program and provided on the chip card (either in the
EEPROM or in the ROM memory). Alternatively, also a hardware solution, e. g. in the

form of a biometric co-processor, is thinkable.



form of a biometric co-processor, is thinkable. 5 [0016] The chip card
furthermore comprises a certain memory area or a separate memory for
storing the reference minutiae, wherein this memory preferably fulfills special
security requirements, in order to ensure the security of the sensitive
biometric data. [0017] When the chip card is employed, a person brings the
chipl6achintbigomtd Oirthitmeres/evifipatiom denice ritenonn alty anch sepplieseemory
comparison fingerprint via a biometric sensaor_provided the r this purpose.
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[0018] In a preferred embodiment the pairs of minutiae situated in the first,
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advantageous to determine the distance of the selected reference minutia or
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and further on to the reference minutia or comparison minutia of the '
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minutiae can be evaluated. [0020] Moreover, as a local feature of a minutia
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[0019] As relations to be evaluated in the development of further pairs of minutiae it is
particularly advantageous to determine the distance of the selected reference minutia or
comparison minutia to the respective reference minutiae or comparison minutiae of the
relation pairs of minutiae. As further relation values to be compared it is possible to
evaluate the angles, which are enclosed by an imaginary line from the selected reference
minutia or comparison minutia to the reference minutia or comparison minutia of the
ultimate pair of minutiae and further on to the reference minutia or comparison minutia of
the penultimate pair of minutiae. Of course additionally or alternatively also further angles

formed in this manner by means of the relation pairs of minutiae can be evaluated.

[0020] Moreover, as a local feature of a minutia the minutia angle of a selected reference

minutia or comparison minutia can be evaluated, which describes the orientation of the



minutia or comparison minutia can be evaluated, which describes the
orientation of the 6 groove extending from the minutia in the corresponding
fingerprint in a reference coordinate system. [0021] In order to optimize the
execution speed of the method, it is possible in a preferred embodiment to
firstly compare the minutia angles of the selected reference minutiae and
comparssoendamgutiae thy wiaytefia resetesponligiioetms reguinestheteast
cgggdpd,lrtliﬁggigtle. 'Only in the event that the minutia angles lie Withip the

pre etermined tolerance range, further relations are calculated, since the
selected minutiae otherwise do not correspond to each other anyway. [0022]
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refehertber minwtia, i. e. they are not identical in the corresponding reference
fingerprint and comparison fingerprint, the determination of a pair of minutiae
is repeated with the same selected reference minutia, but with a different
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minutia corresponding to the selected reference minutia can be found. [0024]
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comparison minutia matching a selected reference minutia on the

[0023] In the case that a selected comparison minutia does not correspond to a selected
reference minutia, i. e. they are not identical in the corresponding reference fingerprint and
comparison fingerprint, the determination of a pair of minutiae is repeated with the same
selected reference minutia, but with a different comparison minutia, until according to
predetermined criteria (e g. a maximum number of attempts) it seems improbable that a

comparison minutia corresponding to the selected reference minutia can be found.

[0024] In view of a preferably efficient comparison of reference minutiae and comparison
minutiae it is expedient to presort the comparison minutiae on the basis of their minutia
angles during or directly after their extraction from a reference fingerprint, or to store them
in a pre-sorted order in a memory area of the chip card provided for this purpose, in order
to be able to select a comparison minutia matching a selected reference minutia on the
basis of its minutia angle as quickly as possible. In addition, it can be expedient to

calculate the angles, distances or further relations of the reference minutiae only when they



basis of its minutia angle as quickly as possible. In addition, it can be
expedient to calculate the angles, distances or further relations of the
reference minutiae only when they 7 are needed for the determination of a
corresponding comparison minutia. Such already calculated angles and
distances can then be stored for possible further comparisons with other
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acceleration of the procedure can be achieved. [0026] Herein it is in
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comparison results are achlevable without adversely affecting the speed of
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which immediately follow each other in the predetermined sequence of

reference minutiae.

[0026] Herein it is in particular possible that, if no matching comparison minutia can be
found for a certain reference minutia, the determination of a further pair of minutiae is
carried on with the subsequent reference minutia specified by the sequence of reference
minutiae. Since the determination of further pairs of minutiae is thus no longer blocked by
a "bad" comparison minutia, more reliable comparison results are achievable, without
adversely affecting the speed of the procedure. A further acceleration of the procedure
without any detectable loss of reliability can be achieved if only such baseline pairs are
admitted which immediately follow each other in the predetermined sequence of reference

minutiae.

[0027] In this especially preferred embodiment of the invention it is advantageous to
establish the sequence of reference minutiae already during the extraction of the reference
minutiae from a reference fingerprint. This can be done by means of certain predetermined

criteria, which are specified on the basis of a quality, relevance or statistical significance or



[0027] In this especially preferred embodiment of the invention it is
advantageous to establish the sequence of reference minutiae already
during the extraction of the reference minutiae from a reference fingerprint.
This can be done by means of certain pfedetermined criteria, which are
specified on the basis of a quality, relevance or statistical significance or 8
omtlie basiodEgemneticaloitdnialiordfrecneteremogenifertianit Heeiivulddy
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fldevchkad of Eldbiin match procedure according to the present invention;
[0034] Figure 6 an example for forming a chain in a particularly preferred
embodiment of the invention; and [0035] Figure 7 an inventive chip card.
(003N Figure 1 showwesve’ seheraatic prshiomiiofiigsipoorsessst the ridges of
a fingerprint. Therein the ridges form minutiae as characteristic points. The
two most important types of

[0030] Figure 2 criteria for determining a baseline pair;

[0031] Figure 3 criteria for determining further pairs of minutiae;

[0032] Figure 4 skipping a reference minutia when determining a further pair of
minutiae;

[0033] Figure 5 a flowchart of a chain match procedure according to the present
invention;

[0034] Figure 6 an example for forming a chain in a particularly preferred

embodiment of the invention; and

[0035] Figure 7 an inventive chip card.

[0036] Figure 1 shows two schematic portions of the courses of the ridges of a fingerprint.

Therein the ridges form minutiae as characteristic points. The two most important types of



9 minutiae are ridge endings (left) and ridges which divide into two new
ridges (ridge bifurcation; right). Although in two prints of the same finger the
type of minutia should be identical in the same minutia, an evaluation of the
type of minutia generally does not lead %o any advantage and can therefore
be neglected. [0037] The inventive method is in principle a comparison
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corresponding to each other. [0039] The comparison of minutiae Is started
vethres pruskliai eo sadh dthordayefbpahéoved (eptivdiyetarotmidesived fromithieit can be
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criteria illustrated in Figure 2 have to be fulfilled. Respectively two points
from each of the two templates are shown. The reference minutiae A and B
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minutia A is selected in the reference template, a corresponding minutia A' is
deteplaipaudecedimg from which further minutiae can be searched or compared. It serves

as the basis for further steps. A baseline pair is correspondingly formed by minutiae
respectively in the reference template and the comparison template, which, after the
calculation of a variety of parameters, are regarded as identical. Thus a baseline pair is a
pair of baselines in the reference template and in the comparison template corresponding to

each other.

[0039] The comparison of minutiae is started with a baseline pair. In order for the
respectively two minutiae from the reference template and the comparison template to
form a baseline pair, the criteria illustrated in Figure 2 have to be fulfilled. Respectively
two points from each of the two templates are shown. The reference minutiaec A and B are
matched by the comparison minutiae A' and B'. Algorithmically, first a minutia A is
selected in the reference template, a corresponding minutia A'is determined in the
comparison template (o0 = o' + maximum rotation of the prints) and a further point B is

selected. In order to find a matching point B', firstly the values d, y and B-(a-a') are pre-



comparison template (a =a' maximum rotation of the prints) and a further
point B is selected. In order to find a matching point B', firstly the values d, 7
and are pre 10 calculated. Now all possible points in the comparison
template are considered which have a tertain minutia angle (P'=
minutia-angle tolerance). Finally, d' and y' are calculated, which have to lie
watihinlihed . distandeptokdrkneentoirthie: talensmsenok thg ateastiscohstlieamimbidh have

angle. If this is the case, g baseline pair has been found. ]0040] For the
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nedegdseax; (Thictdbltemotbetheticortpatigsanétsatfarcetoe thasddhatdhé falerancef
918 Syl 4n:f2% f e possble baseline, pairs are, lieady inapplicable.

e values d,;’y and are calcutated in ag\})ance, since ?hey are needed
repeatedly in the search for B'. Since the minutiae in the comparison
t te are pre-sorte cording to the minutia angles, only a_small pumber
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basic idea of the inventive method is the chain matching, thus the search for
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ultimate of the already found pairs of minutiae of the chain, consequently
neasefthil tbe taleszndy foubdspaissia mintvaelusidcanthe Hawspasrsiiaririotae
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pairs of minutiae is formed. [0042] As illustrated in Figure 3, the following
criddriwnpledpe drechislongdhemdiigebiy then has to be smaller than the effort

economized through the frequent non-calculation of d, .

[0041] The basic idea of the inventive method is the chain matching, thus the search for an
as long as possible chain of matching pairs of minutiae. Therein the respectively
subsequent pair has to match the first, the penultimate and the ultimate of the already found
pairs of minutiae of the chain, consequently match three already found pairs of minutiae.
Since the new pairs of minutiae always have to geometrically match the pairs found most

recently, a chain of pairs of minutiae is formed.

[0042] As illustrated in Figure 3, the following criteria are checked in order to find a

further pair of minutiae matching the chain:

- The distance between the new, potential minutia (in the following referred to as E) to
the first (A), penultimate (C) and ultimate (D) minutia,

- the minutia angle of E, as well as



further pair of minutiae matching the chain: - The distance between the new,
potential minutia (in the following referred to as E) to the first (A), penultimate
(C) and ultimate (D) minutia, - the minutia angle of E, as well as 11 the angle
between the line segments C-D and D-EL [0043] There are some criteria
herein whose checking requires a certain computing time, namely the three
distarfees gladdivecangielmcHowewner CieredPakEsimple possibility for not
having to carry out some of the calculations: A comparison is discontinued
immediately if a criterion lies outside a predetermined tolerance range. This
nmMedty Tretdhe: secenditaiitddeinis bhreckedkiegsdgegerentsthandneingg, ttve,
third less frequently than the, second d so on. It frequently happens that
e e LA S AN SRl ISR e o
chmpariscartemplaimdaif tocfedfilh i@ presedingafown dsitewiantinisd findiedjately if
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criteria: Here, the angfé p is the easiest to che%:?(, since this value does not
havertonbe deidwidted tmguomly therbtafion tktthepimtdiaasctdlhéamtersecond,
agreuebeh Huaan A SRl ACHRIING IR RIRNIATAA Sompafison(vith
(§' In the comparison té)r%p ate) are necessary. Since tHe comparison
neiensitde raretpre tsoreaccorginglate thd eniyléd! (Bs Rdcadiey fioorerftagadlbes
cﬁg&%ﬁ% %Ne’pt{;@ﬁ‘gigs;?hﬁi efsegill {H}{ﬁ?ﬁ?ﬁ: Distance calculations are

marginally faster than the calculation of the angle a, so that the distances are
calculstenfirdiecdme 1datof tlenrdemahbdiecticalaiion sfthataeissirtalsbeck, since
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has to be checked are the values in the reference template calcCulated. Once
the velkan heeoeient. ddleutalzdnirddifenchig foththeossiarluet axeoparisppavtid f'

the CHf Eﬁ@&&gﬁﬁgg)ﬁ i{ynﬁ)lme'f Lgy E%c%ls&?%ﬁ%@%%n%rﬁgq%?ﬂmae are pre-
comparison Is necessary every time, checking whether the value has already
beensorted according to the angles B, B furthermore has to be checked only in regard of a

few minutiae.

- Distance calculations are marginally faster than the calculation of the angle a, so that
the distances are calculated first, and o last.

- "On demand" calculation of values in the reference template: Only when a distance
(d;, d, and d,.;), or the angle a has to be checked are the values in the reference
template calculated. Once the value has been calculated, it is re-used for the search of
a counterpart of the current point (point E in Figure 3). Consequently, an additional
comparison is necessary every time, checking whether the value has already been
calculated or not. However, this loss of time is smaller than the gain of time through

the non-calculation of the unneeded values.

[0044] First a baseline pair is searched algorithmically, and an as long as possible chain of
matching pairs of minutiae is formed. If no further pair of minutiae can be found, no
attempt is made to find a different chain matching the current baseline pair. The time
requirement for a comparison would become extraordinarily high (if all possible chains are

searched), whereas the error rates are practically not improved at all.



calculated or not. However, this loss of time is smaller than the gain of time
through the non-calculation of the unneeded values. [0044] First a baseline
pair is searched algorithmically, and an as long as possible chain of
matching pairs of minutiae is formed. If Ho further pair of minutiae can be
found, no attempt is made to find a different chain matching the current
baseline pair. The time requirement for a comparison would become
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C, instead of C, D' is erroneously found. The result is that the chain only
reaches a length of three instead of five. For the above example it was
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whether a longer chain exists or not. Trying out a variety of chains is no
abembativierfe YCasbhE oftimenefidicHepuroatvee, tiflerxsatia Edfficignthe

matehing. RIS, of Piowiag. Shere are also abundant baseline pairs which can

be found. Therefore the algorlthm compares the length of the current chain
to the maximum so far (which is initialized with one), and updates the
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there is anp 'incorrect” pair of minutiae in the chain, there is no indication whether a longer

chain exists or not. Trying out a variety of chains is no alternative for reasons of time
efficiency. However, if there are sufficient matching pairs of minutiae, there are also
abundant baseline pairs which can be found. Therefore the algorithm compares the length
of the current chain to the maximum so far (which is initialized with one), and updates the
maximum if required and carries on with the next baseline pair. If there are sufficient pairs
of minutiae, it is highly probable that a chain matching at least one baseline pair is found,

which chain is long enough, so that the result of the comparison is positive.

[0048] The maximum chain length achievable is important for the score, i. e. the
assessment whether the corresponding comparison template has to be judged correct. The
size of the templates is also taken into account in the calculation of the score. Herein, score

values with the geometric average of the template sizes are best:

Maximum chainlength

Score=
\/ Minutiae comparison template ® Minutiae reference template



of minutiae, it is highly probable that a chain matching at least one baseline
pair is found, which chain is long enough, so that the result of the
comparison is positive. [0048] The maximum chain length achievable is
important for the score, i. e. the assessrhent whether the corresponding
comparison template has to be judged correct. The size of the templates is
also taken into account in the calculation of the score. Herein, score values

WHARYNE g8e Rnsliacarair ayerbrithes temisimerary ek thg depeidtanddhernpmper of
chainlepathiReeresVinttipacamnarisortemnlatecMpntiaeiiefarancs.

template 13 [0049] If the baseline pair is considered to form part of the
|SAYTHIAASERES HuBEPEe! IRIALRIAETIaNS FeTdruRates s e SRaTHngigr can be
cppatison template is identical, the maximum score is 1. In order to avoid
the root, the numerator and the denominator can be squared. [0050] The
overall algorithm is shown in Figure 5 with the loops for the baseline search
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storing the current_chain with a pair of minutiae per index. "maxchainlength”

ST SEABEr S o8 AlimRER AR A GRER AhAR O P EBE e Shgent
"tHaslengthpis redrnatl atrulieh the xeRANIAISRNsEREs R @XHAr of pairs of

successfully. [0051] In the search for further links in the reference tem%:?te

o e hitivanes shrehtikEnnmhis Bectshithimiereiave Berrgser shadichihn

thedipkiRandineskieaantyesdtis/limitation has the advantage that on
average only half of the minutiae coming into question for the respectively

subsequent link are considered. Furthermore, the checking of the reference
teooplgte fioe Rinutias alreadyfRiming pactaktheshain da1oRitieasinge a8 @ken
these have a lower index than the minutia found most recently. Depending.
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minutiae with a lower index than the minutia found most recently were
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template for minutiae already forming part of the chain is omitted, since all of these have a
lower index than the minutia found most recently. Depending on the database, the
algorithm can be accelerated by approximately 30% through this optimization. The error
rates remain almost constant, since minutiae with a lower index than the minutia found
most recently were already considered and rejected at least once. It is highly improbable

that it can be incorporated in the chain in a different location.

[0052] When storing the chains, all indices of the comparison minutiae are stored in the
EEPROM memory of a chip card, in order to make sure that one minutia is not
incorporated in the chain several times. It is unnecessary to store all indices of the
reference minutiae, since this problem can be solved algorithmically, by having the indices
of the reference minutiae in the chain increase strictly monotonously. In this manner, only
three indices of the reference template are required for every continuation of the chain: the
indices of the first, the penultimate and the ultimate minutia. In this manner, only three

bytes have to be reserved for the list of reference minutiae.



that it can be incorporated in the chain in a different location. [0052] When
storing the chains, all indices of the comparison minutiae are stored in the
EEPROM memory of a chip card, in order to make sure that one minutia is
not incorporated in the chain several tiffes. It is unnecessary to store all
indices of the reference minutiae, since this problem can be solved
algorithmically, by having the indices of the reference minutiae in the chain
'l@H%?j rtiicih manplonously. 1o this mapner e(r)errlllx){ fhree ”d'Ce%I?E ‘?the
ere emp ate are requwe(lﬂor every continuatio thechrain:
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minufia n the r felrence( Bl?tﬁ with the index 0 does not have a
L}ﬁterpart%n the o?’nepétrlson template Algorithmically therefore checking is
expedlent in any case (e. g. as a loop exit criterion). [0054] In the following
theosYPRIRIARR! [qtg t‘ﬂfeQﬁ%éﬂ%ﬁ&tgﬁn‘ig‘éﬁ%‘%‘\%‘?&é ﬁ%lﬁtﬁﬂt%? kit fed one
another: - Use of the arcus tangens function instead of the conventlona
usiéd amethsicosinus function for determining angles. - Pre-sorting of the
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criterion is consequently always the minutia angle. - Distances are not
calcufieneidomfaideipireingigaglesough the prior checking of minutia angles
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calculation in"table form would even have a negative impact on the time
requitd@merst. coDprswasEIROn oS P TaRg bhalumptiba foneigiiakice table.

- Distances are not calculated in advance, since through the prior checking of minutia
angles comparatively few distances are really needed, so that an advance calculation in
table form would even have a negative impact on the time requirement.

- Consequently no memory consumption for a distance table.

- The values of some comparison criteria are calculated "on demand" in the reference
template.

- The search for baseline pairs is sufficiently exact and uses more criteria for checking.
Thus fewer incorrect baseline pairs are used.

- Use of one minutia type bit for the minutia angle, i. e. for angles always eight bits are
necessary. In this manner, no conversions are necessary.

- Structure-optimized source code in order to improve runtime.

[0055] An especially preferred embodiment of the above described chain matcher is the
"fast chain matcher". The basic idea of the fast chain matcher is that during the enrollment,
i. e. the recording of the reference fingerprint, one single chain is specified in the reference

template, which chain is then searched in the comparison template during the verification.



- The values of some comparison criteria are calculated "on demand" in the
reference template. - The search for baseline pairs is sufficiently exact and
uses more criteria for checking. Thus fewer incorrect baseline pairs are
used. - Use of one minutia type bit for the minutia angle, i. e. for angles
always eight bits are necessary. In this manner, no conversions are
necéssary .thdbthacheefep ihminsdusou teefoodk tire ordgratosamsrdiveontimtinde .
[(1)]%55]\/%{1 especially preferred embodiment of the above described chain

ma (?Itﬁer is the "fast chain matcher". The basic idea of the fast chain matcher
is that during the enrollment, i. e. the recording of the reference fingerprint,
0 ingle chain is, specified in the reference template, which chain is then
e e Bt S (R BT R R
thatwheesphoified ehdifiicoaa did erfyupeitiebesriipapsomis aistoedirtied
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enro Fmentwﬁlcth path the chain may take through the re%erence tempPate.
Othehplthsaepnotbasuissiblepatifiapishimportaht fsltowing: a path which
delivers optimal results. A specific path means the following: - The reference
template has to be sorted in accordance with this path during the enroliment.
- Thelidicescof¢henrefsedas torpirmatiae im asperdsase lirieh pliir ratlvduandiffer by
exactly gne. - If one link is missing in the predetermined chain (thus if for one
minutia in the reference template no minutia can be found in the comparison
templdte)ndivies linkbeiscfracheclaftnotitamctisdarekntimRiidiydie dafeicy sragsith.

one.
- If one link is missing in the predetermined chain (thus if for one minutia in the
reference template no minutia can be found in the comparison template), this links is

to be left out and the next link is to be carried on with.

[0057] The first item in the above list serves as simplification of the other two items. In
principle this specified path can also be stored on the chip card, e. g. in the EEPROM
memory, however, if the minutiae of the reference template are sorted in accordance with
this path, no further memory has to be taken up on the chip card. Such a sorting then
implies the second item, that the indices of the reference minutiae in one baseline pair are
always next to each other. Since it can of course happen that not all minutiae of the
reference template are present in the comparison template, a gap in the path has to be
accepted (third item of the above list), otherwise only very many small chains would be

found instead of one big chain.

[0058] Figure 6 illustrates an example thereof. For the minutiae A, C, D and F in the
reference template (left) there are equivalents in the comparison template (right), but not

for the minutia B, whose index is between the indices of the minutiae A and C, and for the



[0057] The first item in the above list serves as simplification of the other two
items. In principle this specified path can also be stored on the chip card, e.
g. in the EEPROM memory, however, if the minutiae of the reference
template are sorted in accordance with I¢his path, no further memory has to
be taken up on the chip card. Such a sorting then implies the second item,
tmaihthie Hditescohdhe isdiemerroetimindicae dhtbneinasadiheapdir. ke adweylschain
nexido.eachonerRinge can ot ¢ &%%&2‘&&%%}5‘%%3‘%@990%2 yliae of the
reference ?emp’la e are prese%f in th comparison'template, a gaB in the path
hasittehyaracckptecfthisdritempfithe above list), otherwise only very many
small chains Ild be found. instead pf one big chain. [0058] Figure 6
ilfustri)aatsteezhéenxggrﬁlfﬁge{h%}%uo .ﬁijéraﬂ(%elgminutiae A, C, D and F in the
referéncdinermplatén(ibét)timreadre equivalents in the comparison template
(right), but nqt, for t inutia B, whose index is between the indices of the
rﬁinu%%sgﬁlf&l%%é%?%%% or {ﬁlélull?geminutia E, whose index is between the
indicéssefith€ Miinfiiteand ' The normal chain matcher would find the
fQIIovgiar%_glﬁjréegqlg’(ﬁ(f) gor%rsremalllvl\‘{ﬁ\é/es with the corre_spo_nding counterpart i_n the
comparison template): - asé]llne A/ C, further minutiae D and F - baseline A/
D, fubidwetimiPfiane fupthselinaufidd=, no further minutiae - baseline C/ D,
further minutia F - baseline C/ F, no further minutiae - baseline D/ F, no
further minutiae [0059] The maximum chain length consequently is 4. Since
in the fast chain matcher the indices of the baseline in the reference
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baseline C/ D, further minutia F. [0060] Hére the maximum chain length
amdcrnsitthohiyedng i thiewfranbvionw frgrmatiignly differ by one, only one chain is

found by this algorithm:

- baseline C/ D, further minutia F.

[0060] Here the maximum chain length amounts to only 3. It is clearly obvious from this
example which results are to be expected: the speed is greatly increased, the error rates
become slightly inferior. Considering the example, an alternative is expedient, in order to
slightly improve the error rates again. the search for further pairs of minutiae is not limited
by admitting only such reference minutiae which have a greater index than the indices of
the reference minutiae in the baseline pair. Consequently, the chain is not only searched
forward, but also backward. In the above example, (again exactly) one chain would be
found:

- baseline C/ D, further minutiae A and F.

[0061] Consequently the chain length also amounts to 4 here. This variant promises better
error rates, which measure up to those of the normal chain matcher, however at the cost of

time.



example which results are to be expected: the speed is greatly increased, the
error rates become slightly inferior. Considering the example, an alternative

is expedient, in order to slightly improve the error rates again. the search for
further pairs of minutiae is not limited by admitting only such reference
minutiae which have a greater index than the indices of the reference
nilvedaehn ghe tbagedibenair the daxs ebpie mihyclibei chafiimdsheaipoiniyl gegdrdoedg the
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adjacent (according to the index) reference minutiae are great enough, so
thas thee cohegondipdoaselihet page eretaapribrwitndyedvtisidaetheo that
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that fingerprints are frequently very distorted, so that baselines which are too
long frequently do not lead to an ideal result. [0063] In order to use the

pfb‘é)%iﬂi liH%%df&r t§%§t§qﬂér}9)stgﬁlﬁpé§%| é@%@hﬁ@%ﬁé’ﬂi}%{‘fﬁ&@ ﬁ’é@,’ the following ways
of sorting (the index order represents the optimal path) can be carried out in the reference
template:
- none,
- sorting according to minutia angles (like in the comparison template),
- random sorting (two results are listed respectively),
- distances between two adjacent points if possible greater than dxMax/4 and smaller

than dxMax/2. Therein dxMax represents the maximum difference between the x-

coordinates of two minutiae in the reference template.

[0064] These types of sorting have the advantage that they are very fast and can thus take
place on the chip card during a comparison. It must be kept in mind that as reference
template always the template with the fewer minutiae is chosen. If the search for the
optimal path is carried out during the enrollment, the templates cannot be swapped (easily)

any longer.



of sorting (the index order represents the optimal path) can be carried out in
the reference template: - none, - sorting according to minutia angles (like in
the comparison template), - random sorting (two results are listed
respectively), - distances between two atljacent points if possible greater than
dxMax/4 and smaller than dxMax/2. Therein dxMax represents the maximum
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the operating system, which implements one of the’above minutia match
neetthdalsfde isamepniing fingaapdimee sakeivise, tedonven tivid ot sarispipcessor.
method could also be present as a separate software component in the

EEPROM memory 12 (e. g. as Java applet) or could also be implemented as
alppelvatdesBRRRIANhns e doy e of rachierrieteie olproeegsbin which a data set of

the reference minutiae 19 was stored during the enrollment and setup of the chip card 10.
The reference minutiae 19 are as a rule extracted from a recorded reference fingerprint in a
separate step and stored in the memory area 18 of the chip card 10. Although this is the
usual procedure, it is in principle also possible to store the complete reference fingerprint

in the memory area 18 and to extract the reference minutiae 19 only on the chip card 10.

[0067] For an especially preferred embodiment of the present invention the reference
minutiae 19 can be stored in the memory area 18 as a pre-sorted sequence, in order to
determine in the order thus specified comparison minutiae corresponding to the reference

minutiae 19 for forming pairs of minutiae.

[0068] Of course the memory area 18 for the reference minutiae 19 can also be in the
ROM memory 11. However, in this case the reference minutiae 19 have to be extracted
and loaded in the ROM memory 11 already during the production of the chip card 10 or

the loading of the operating system 16. It is expedient in any case to embody the memory



[0066] In the EEPROM memory 12 a memory area 18 is arranged, in which a
data set of the reference minutiae 19 was stored during the enrollment and
setup of the chip card 10. The reference minutiae 19 are as a rule extracted
from a recorded reference fingerprint inld separate step and stored in the
memory area 18 of the chip card 10. Although this is the usual procedure, it
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his access authorization by means of a biometric authentication, a sensor 21
firstly records and digitizes his comparison fingerprint 23. The sensor 21 can
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correspondence with the reference minutiae 19 according to one of the
nilethidgsomparison fingerprint 23 corresponds to the reference fingerprint and finally that

the person is authorized



described above. On the basis of a sufficient correspondence of the
comparison minutiae and the reference minutiae 19, evaluated on the basis
of given criteria, it can be assumed that the comparison fingerprint 23
corresponds to the reference fingerprine&nd finally that the person is
authorized 20 Claims 1. Method for biometrically verifying a comparison
fingerprint of a person on the basis of@a¥erence fingerprint by means of
comparing comparison minutiae of the comparlson fingerprint with reference
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pair, consisting of two pairs nutiae orm s ectiv comparlson
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surroun eference minutia of the pair of minutiae
deteAiet BEtFECently and a comparison minutia is selected which lies in
tkbasarmeeieddhabad of the comparison fingerprint as the reference minutia in
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of minutiac.arednacampaisaindinubiae ahthe rehatienr padsndhutia of the pair of

minutiae determined most recently and a comparison minutia is selected which lies in the
same local area of the comparison fingerprint as the reference minutia in the reference
fingerprint; and

- the determination of a further pair of minutiae takes place on the basis of at least three
already determined relation pairs of minutiae specified through their position within
the chain, under the condition that geometric relations between the comparison minutia
of the further pair of minutiae and the comparison minutiae of the relation pairs of
minutiae lie within predetermined tolerance ranges of relations between the reference
minutia of the further pair of minutiae and the reference minutiae of the reference pairs

of minutiae.

2. Method according to claim 1, characterized in that as reference pairs of minutiae the
pairs of minutiae disposed in the first, the penultimate and the ultimate position of the

chain are used.

3. Method according to claim 1 or 2, characterized in that when determining a further
pair of minutiae, the distances of the minutiae of the further pair of minutiae to the
corresponding minutiae of the reference pairs of minutiae are taken account of in the

relations.



minutiae lie within predetermined tolerance ranges of relations between the
reference minutia of the further pair of minutiae and the reference minutiae
of the reference pairs of minutiae. 2. Method according to claim 1,
characterized in that as reference pairs?f minutiae the pairs of minutiae
disposed in the first, the penultimate and the ultimate position of the chain
are used. 3. Method according to claim 1 or 2, characterized in that when
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further pair of minutiae to the corresponding minutiae of the reference pairs
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minutiae, the angles enclosed by the minutiae of the further pair of minutiae
aftithare s pesediigiriirbrisdagPiie ultimate and the penultimate pair of
minutiae of the chain are taken account of in the relations. 5. Method
according to one of claims 1 to 4, characterized in that a minutia has a

minfgdodrigrerding thangpetdatel iifil A FcteneeHHIBAtAIPNAIEE fHe 2 minutia
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compared to the minutia angle of the reference minutia of the further pair of
niRTOBRE8 IVt f Ak Bralsg RY (Pa S e Ay settiredi i atipierangle of the

dRierminingRAdyShalRaimef pRintiaguthe minutia angles are compared first,
and the determining is aborted if these angles do not lie within a

predetermined tolerance range. 7. Method according to claim 6 with 3,
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the further pair of minutiae, the distances of the minutiae of the further pair of
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nptdieswithin REcdetsrIiRed olsHRRGEIERNEE Stk Method according to claim 6
or 7, characterized in that when the determining of a
7. Method according to claim 6 with 3, characterized in that after comparing the minutia
angles of the minutiae of the further pair of minutiae, the distances of the minutiae of the

further pair of minutiae are compared, and the determining is aborted if these distances do

not lie within predetermined tolerance ranges.

8. Method according to claim 6 or 7, characterized in that when the determining of a
further pair of minutiae is aborted, this determining is carried out again with a different

comparison minutia and/or a different reference minutia.

9. Method according to one of claims 1 to 8, characterized in that the comparison
minutiae are sorted in accordance with their minutia angles before the comparison with the

reference minutiae takes place.

10. Method according to one of claims 1 to 9, characterized in that the comparison
fingerprint of the person is evaluated as soon as no further pair of minutiae can be

determined.



further pair of minutiae is aborted, this determining is carried out again with a
different comparison minutia and/or a different reference minutia. 9. Method
according to one of claims 1 to 8, characterized in that the comparison
minutiae are sorted in accordance with heir minutia angles before the
comparison with the reference minutiae takes place. 10. Method according
to one of claims 1 to 9, characterized in that the comparison fingerprint of the
perspn is evaluated as soon as. no further pair of minytiae, can pe ..
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of igfergnce minylize, ars galculared pnly when hey Ae.neeaed 1oL vondin
comparison with angles ana/or distances of the corresponding compariso
nerTopiaesoh 2niMetivod according to claim 11, characterized in that calculated
angles and distances are stored for further comparisons. 13. Method
according to one of claims 1 to 12, characterized in that the order of the
réfeigntedricnstidio 2 tolrdagorididdwad cidrie izt ¢hatinihg tHedbagbline gdivemael
f%%hé?& I@gi{gf ﬁmpgg;%eaires rest'ermined_by a predetermined sequence of .
reference minutiae. 14."Method according to claim 13, characterized in that, if
no pair of minutiae can be determined for a reference minutia in the order
p[%ﬁﬁﬁ%ﬁ?&%‘é‘opé{&g BTrAUPOEER { %eff’fb%%rmt@l-ﬁ@ﬁ iﬁhﬁa@éﬂ%%?ée%so?ﬁ{é led
on with the subsequent reference minutia. 15. Method according to claim 13
orcfetemstvaramé iz tadbincthatdatad nviemairier el bt iprs e lyed masrslynsifokther pairs
SRIFARRTIIAR AR BepRIRARRIENAIN [Rlaw eachailgrdirectly in
the sequence of reference minutiae. 16. Method for providing reference
minutiae of a reference fingerprint for the biometric verification of a
COMRARAN. LGSR 3fid RS ARACRAHIRI AN AL IR hilRekR: can pe
characterized in that from the extracted reference minutiae a sequence of
réfseanmed for a reference minutia in the order predetermined by the sequence of reference

minutiae, the process is carried on with the subsequent reference minutia.

15. Method according to claim 13 or 14, characterized in that when forming the baseline
pair, only such reference minutiae are taken into account which follow each other directly

in the sequence of reference minutiae.

16. Method for providing reference minutiae of a reference fingerprint for the biometric
verification of a comparison fingerprint of a person according to one of claims 1 to 15,
characterized in that from the extracted reference minutiae a sequence of reference
minutiae is determined on the basis of weighting the reference minutiae according to
predetermined criteria, and is provided together with the reference minutiae, whereas the
sequence of reference minutiae predetermines the order in which, when verifying the
comparison fingerprint, corresponding comparison minutiae of the comparison fingerprint

are determined for the reference minutiae.



minutiae is determined on the basis of weighting the reference minutiae
according to predetermined criteria, and is provided together with the
reference minutiae, whereas the sequence of reference minutiae
predetermines the order in which, wher?verifying the comparison fingerprint,
corresponding comparison minutiae of the comparison fingerprint are
determined for the reference minutiae. 23 17. Method according to claim 16 ,
charseigo adcsdhatithaasadue bk tafdiashmitstiagusdete etbrett by
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carau(tﬁ)yv{‘orlblo?r{é IC )1/] vgrrl |Cr(1)r a omﬁgFls%rhC?lngerprlnt (23) ofaperson

on the basis of a reference fingerprint, comprising a memory, a processor
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1the blgmetrhesrerlnodule (17) is adapted to determining one baseline pair and

yas 035|blef ther airs of minutiae, and ate the
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pairs®fiminutiae, wherein the baseline pair comprises pairs of minutiae
formdhek taspetissalodyle oife spuladied tockiparismg aniaticlenanairefdesoeny as
minufiesiplO)uamdrpditstbempaiti@f mihutiaeloempiisempacom fageerimidiitiet
and aneershRendindssteseneaisiintiird 2k haracierizeddrthate heline pair
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d etemw&s&qﬁtﬂgﬂa and a correspondlng reference mlnutla (19)
characterized in that

- the biometrics module (17) is furthermore adapted to define on the basis of the
determined pairs of minutiae a chain starting with the baseline pair, and to add each
further determined pair of minutiae to the chain, wherein, for determining a further
pair of minutiae, a reference minutia (19) is selected which lies within a certain local
surrounding in the vicinity of the reference minutia of the pair of minutiae determined
most recently and a comparison minutia is selected which lies in the same local area of
the comparison fingerprint as the reference minutia (19) in the reference fingerprint
and the determining of a further pair of minutiae takes place on the basis of at least
three already determined reference pairs of minutiae defined by their position within
the chain, on the condition that geometric relations between the comparison minutia of
the further pair of minutiae and the reference minutiae of the reference pairs of
minutiae lie within predetermined tolerance ranges of relations between the reference
minutia (19) of the further pair of minutiae and the reference minutiae (19) of the
reference pairs of minutiae; and

- the memory is furthermore adapted to store the chain of the determined pairs of
minutiae.

19. Chip card (10) according to claim 18, characterized in that as memory a nonvolatile
memory (12) and/or a permanent memory (11) is used.



pair of minutiae, a reference minutia (19) is selected which lies within a
certain local surrounding in the vicinity of the reference minutia of the pair of
minutiae determined most recently and a comparison minutia is selected
which lies in the same local area of the2¢omparison fingerprint as the
reference minutia (19) in the reference fingerprint and the determining of a
further pair of minutiae takes place on the basis of at least three already
dedeonipegtdeienence mal soQflaminugiae i delnad dyribaiipesdion within the
chain, on the condition_that gteometrlc relations between the comparison
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relations between the reference minutia (19) of the further pair of minutiae
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memory is furthermore adapted to store the chain of the determined pairs of
inutiae. 19. Chip car (10) ac ng to clai 1 , characterized in that as
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minutiae of the further pair of minutiae to the corresponding minutiae of the
reference pairs of minutiae in the relations.

23. Chip card (10) according to one of claims 18 to 22, characterized in that the

biometrics module (17) is adapted, when determining a further pair of minutiae, to
consider the angles enclosed by the minutiae of the further pair of minutiae and the
corresponding minutiae of the ultimate and the penultimate pair of minutiae of the chain in

the relations.

24. Chip card (10) according to one of claims 18 to 23, characterized in that the
biometrics module (17) is adapted, when determining a further pair of minutiae, to
compare the minutia angle of the comparison minutia of the further pair of minutiae with
the minutia angle of the reference minutia (19) of the further pair of minutiae in the

relations.

25. Chip card (10) according to claim 24, characterized in that the biometrics module
(17) is adapted, when determining a further pair of minutiae, to compare the minutia angles
first and to abort the determining, if these angles do not lie within a predetermined

tolerance range.



23. Chip card (10) according to one of claims 18 to 22, characterized in that
the biometrics module (17) is adapted, when determining a further pair of
minutiae, to consider the angles enclosed by the minutiae of the further pair
of minutiae and the corresponding minétiae of the ultimate and the
penultimate pair of minutiae of the chain in the relations. 24. Chip card (10)
according to one of claims 18 to 23, characterized in that the biometrics
dule (17 dapt det a furth LR alr of a
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and to abort the determining, if these angles do not lie within a predetermined

tolefance range. 25 26. Chip card (10) according to claim 25 with 22,
characterlzed in that the blometrlcs module 17)is adapted after comparing
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the biometrics m IS adapt e determining of a further pair of
minmutise(19)aigoned, to carry out this determining with a different comparison
minutia and/or a different reference minutia (19) again. 28. Chip card (10)
according to one of claims 24 to 26, characterized in that the biometrics
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takes place, and t
minutia angles before the comparison with the reference minutiae (19) takes place, and the

chip card comprises a nonvolatile memory (12) adapted to store this sorting of the

comparison minutiae.

29. Chip card (10) according to one of claims 18 to 28, characterized in that the
biometrics module (17) is adapted to evaluate the comparison fingerprint (23) of the

person, as soon as no further pair of minutiae can be determined.

30. Chip card (10) according to one of claims 18 to 29, characterized in that the
biometrics module (17) is adapted, when determining a further pair of minutiae, to
calculate angles and/or distances of the reference minutiae (19) only when they are needed

for comparison with angles and/or distances of the corresponding comparison minutiae.

31. Chip card (10) according to claim 30, characterized in that the biometrics module
(17) is adapted to store calculated angles and distances for further comparisons in a

nonvolatile memory (12).



chip card comprises a nonvolatile memory (12) adapted to store this sorting
of the comparison minutiae. 29. Chip card (10) according to one of claims 18
to 28, characterized in that the biometrics module (17) is adapted to evaluate
the comparison fingerprint (23) of the p¥rson, as soon as no further pair of
minutiae can be determined. 30. Chip card (10) according to one of claims 18
to 29, characterized in that the biometrics module (17) is adapted, when
determinin ther pair of minutige, to . calculate angles and/or, distances of
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réfefentauninetbr¢i@pinctherotder determined by the sequence of reference
minutiae. 34. Chip card (10) according to claim 32 or 33, characterized in that

the biometrics module (17) is adapted, when determining the baseline pair,
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to one of claims 18 t0 24, characterized in that the chip car
reference minutiae (19) which follow each other directly in the sequence of reference

minutiae.

35. Chip card (10) according to one of claims 18 to 24, characterized in that the chip card
(10) comprises a data communication interface (15), via which the comparison fingerprint

(23) is received.

36. Computer program product, characterized in that it implements a method according

to one of claims 1 to 17.

37. Computer program product according to claim 36, characterized in that it is suitable

to be installed on a chip card (10) and to be executed there.

38. System for biometrically verifying a comparison fingerprint (23) of a person on the
basis of a reference fingerprint, characterized by a chip card (10) according to one of
claims 18 to 35 and a verification device (20), wherein the verification device (20) has a

sensor (21) which is adapted to record the comparison fingerprint (23) of the person.



(10) comprises a data communication interface (15), via which the
comparison fingerprint (23) is received. 36. Computer program product,
characterized in that it implements a method according to one of claims 1 to
17. 37. Computer program product accérding to claim 36, characterized in
that it is suitable to be installed on a chip card (10) and to be executed there.
38. System for biometrically verifying a comparison fingerprint (23) of a
person on the basis of a.reference f| int acterized.b p.gar
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according {0 claim racterlze t the verlﬁcatlo evice ?Eé?nhas a
dﬁtgarpnmﬁ(@ﬁ)daﬂ@dmﬁﬁa@él(ﬂa, which is adapted to correspond with the
data communication interface (15) of the chip card (10) and to transmit the
comparison fingerprint (23) to the chip card (10).



