





A REFERENCE IS OBTAINED TO AT LEAST ONE
KNOWN MALICIOUS INPUT WEB RESOURCE

A

AT LEAST ONE REDIRECT CHAIN IS CONSTRUCTED
FOR EACH OF THE OBTAINED MALICIOUS INPUT
WEB RESOURCES; WHEREIN TO CONSTRUCT AT
LEAST ONE REDIRECT CHAIN, THE PRE-FORMED
USER BEHAVIOR VECTORS IMITATING THE USER

BEHAVIOR AND THE USER PARAMETERS
IMITATING THE USER ENVIRONMENT ARE USED

A 4

THE CONSTRUCTED REDIRECT CHAINS ARE
COMBINED INTO AT LEAST ONE REDIRECT GRAPH

A 4

THE REDIRECT GRAPH IS ANALYZED, AND THE
USER REDIRECT RULES DIRECTING THE USERS TO
THE TARGET MALICIOUS WEB RESOURCES ARE
IDENTIFIED

Fig. 3A




A REFERENCE TO AT LEAST ONE KNOWN
SUSPICIOUS INPUT WEB RESOURCE AND THE USER
DEVICE PARAMETERS ARE OBTAINED FROM THE
USER DEVICE

A 4

AT LEAST ONE REDIRECT CHAIN IS CONSTRUCTED
FOR EACH OF THE OBTAINED SUSPICIOUS INPUT
WEB RESOURCES

A 4

THE CONSTRUCTED AT LEAST ONE REDIRECT
CHAIN IS CHECKED FOR CORRESPONDENCE WITH
AT LEAST ONE RULE OF USER REDIRECTION TO
THE TARGET MALICIOUS WEB RESOURCES

A 4

IN RESPONSE TO THE CORRESPONDENCE WITH AT
LEAST ONE KNOWN REDIRECT RULE, AT LEAST
ONE MALICIOUS WEB RESOURCE IS IDENTIFIED

WITHIN AT LEAST ONE REDIRECT CHAIN; THE SAID
RESOURCE IS BLOCKED, AND THE NOTIFICATION IS
SENT TO THE USER DEVICE

Fig. 3B
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