WO 03/ 044711 PCT/ SGOL/ 00237 -1 METHOD FOR DI STRI BUTI NG AND REDEEM NG
ELECTRONI C COUPONS USI NG AN ELECTRONI C MESSAG NG SERVI CE Fi el d of the

| nvent i onwoa3Meg1pr esent invention relates to a system anecrsdeodozor

di stributing and redeem ng nobile el ectgani c coupons using an electronic
messagi ng service. The invention finds particular use in nobile comrerce.
10 Background of the Invention . Manufacturers, retailers and ot her
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offers. One way in whilSING AN B2BICRONIC MESSAGING SERY@BUNEr such

I ncentives is by issuing coupons in the formof vouchers, newspaper
cuttings and the like. Such coupons nay provide the consunmer with an
opportuni t ¥=419 &4k tl@mproduct from organi zati on (such as a retailer or
a manuf acl‘m‘m%d di scount (for exanple, "fifty cents off when
you buy5 product X'), a percentage discount (for exanple, "25 percent off
when you b 20 product Y") or a "buy one get one free" offer, inter alia.
Today, a Igér‘kfepﬁ ringentipny 4glates itang sysled aprd ninethed (fpb histributing jand
"paper co " L€, n Im bg.il.§S. ' ' - | means
such as vm!rlde y ?@aﬁdggﬁegsﬁ?ﬁﬁﬁngo I'a (s f g?'@x%ﬁ%'%&%ﬁi?%%@%ﬁ% iCe.
newspaper s)lhelbventic finds paiticulas use io nyabilezedroesce.such as credit card
conpani es, offer printed coupons to specific market segnents (for exanple,
credit card holders having a particular type of credit card) by

di strifpti BahckgriMaofuhbNavémigget ed nmail. In addition to providing an

i ncentive mechanismy coupons nay al so provide a 30 val uable tool for

obtai ni ng marketing data. For exanple, by nonitoring the proportion of
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of products or services often offer incentives in the form of discounts, special

offers and promotional offers. One way in which an organization may offer a
15 consumer such incentives is by issuing coupons in the form of vouchers,

newspaper cuttings and the like. Such coupons may provide the consumer with

an opportunity to purchase a product from organization (such as a retailer or a

manufacturer) at a fixed discount (for example, “fifty cents off when you buy

product X"), a percentage discount (for example, “25 percent off when you buy
20 product Y") or a “buy one get one free” offer, inter alia.

Today, a large number of organizations issue printed coupons (that is, “paper
coupons”). Printed coupons may be issued using a distribution means such as
widely available print media (for example, magazines and newspapers).
25 Alternatively, some organizations, such as credit card companies, offer printed
coupons to specific market segments (for example, credit card holders having a
particular type of credit card) by distributing coupons using targeted mail.

In addition to providing an incentive mechanism, coupons may also provide a
30 valuable tool for obtaining marketing data. For example, by monitoring the
proportion of coupons issued to those that are redeemed, an organization may

obtain a measure for the success of a coupon issuance. In another example,



WO 03/044711 PCT/ SGO1/ 00237 -2 redeened coupons may be used to coll ect
denographi c i nformation. Such denographic information may include consuner
details (Worm3exampl e, by the provision of an nane and ade#cessoi/h@Bds which
must be conpleted by a consuner to enabje the coupon to be redeened) or

t he source fromwhich the 5 coupon was retrieved (for exanple, magazine X,
where the coupon was published in both magazines X and Y). Marketing data

such as theé es . descri bed abpve nay,be heneficially used to. assist an
or gani zat i &% %ﬁmﬁdd%%%qu?n"]’?gkgﬂg“'sﬁ%&&? €ch Hemgé@gr(‘iﬁ pErmagion. y guch
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Al t hough offering sone advantages, the costs associate printirng and
di st ri buti @rowisiopr phtanl rame and ragdress diglds veriphneiust . ba-woneletad dyy tahe
gathering of marketin ta in accordance with the nethods described above
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di stributing of coupons electronically, thus providing a mechani smwhich
over comes Buhtiskgd m@mimmﬂ@%@cﬁtoci ated wWith 20 distributing

printed coupons. The use of the Internet to distribute el ectronic coupons
Is well established. For exanple, US patent 5,907,830 (the '830 patent)

proposes aMdrkétng datd sacitlascheppesidascridad above wadyebe Wedefibialig usedstoer
is able to use, a conmputer 25 connected to the Internet to downl oad a_coupon

and pr epar 858iShafbrorgapizatien wiB decisian makipg apcesses . inarelgiennta. &in
take t PEd ofi | : i : ,t to the
sour ceﬁf(af oékmﬂ%@@%mﬁﬁ‘u? )élcszglﬁ ,Zc?rl)f‘éfrgfz%rt{gﬁgaf ﬁﬁwhﬁ]grﬂg%]u{g(eﬁﬁ%gpghase in
order to receive a refund by mail. Accordingly, the consuner cannot redeem
t he coupon '

i t hout having first printed.,t, thus 30 r I ring additional
nar dver o 1 AThRUSH o Sopd ReuBhlafisto e costhcasspiabed it hritlEishRg t ne
coupon andd@ei\Riom &f NFrirted | dslpdmsanidyo ket §aits oedsehsitd. | | Furthermore, the

gathering of marketing data in accordance with the methods described above is

15 somewhat manually intensive and thus inefficient.

With the advent of computer networks, such as the Internet, methods have

been realised for distributing of coupons electronically, thus providing a

mechanism which overcomes some of the disadvantages associated with
20  distributing printed coupons.

The use of the Internet to distribute electronic coupons is well established. For
example, US patent 5,907,830 (the ‘830 patent) proposes an Internet based
coupon distribution system whereby a consumer is able to use a computer
25 connected to the Internet to download a coupon and prepare a paper copy of
the coupon using a printer. A consumer can take the printed coupon to a
retailer to redeem it, or return it to the source (for example, a manufacturer)
along with a proof of purchase in order to receive a refund by mail. Accordingly,
the consumer cannot redeem the coupon without having first printed it, thus
30 requiring additional hardware in the form of a printer. Moreover, the process of
redeeming the coupon and gathering marketing data from the coupon still

requires processes which are manually intensive.



requires processes which are manually intensive. W 03/044711

PCT/ S&1/ 00237 -3 Wth the proliferation of an increasingly paperless

| i festyl ayopapariless equival ents of coupons are findi ng POL/REERI0REY

popul arity. However, it appears that togdate, existing paperless coupon
systens either require the consuner to 5 purchase custom sed software,
hardware or smart cards, or are Internet based. An Internet based system
for generating and redeem ng el ectronic coupons rmay be of the type
described in US patent 5,855,007 (the '007 patent). The '007 patent

describes awifl afbr GrbRfef MBI Nof AU MdtahsiAglyS Ysdptndser 1i+0s @?e@%fde%send
redeem ng uni que product di scount coupons oVér ‘a public conputer network
such as t heequivaentst of copeys amnfiadiegrinpe@sing populadtyr plaveevercibrappesss a

first Inter n n,. lnternet co erver d_an_l.nternet coupo

not 1 11 cat | SHECIERE: SHngpaid s QURDY, S5iEs 0P Haufk FERoaiiERlo
sel ecti gn QPureh@s@tustoeisedisbRbee, hWairdWerd of ShaRtcaf@s RsErellhiimat bgssd.of
the Internet node and transmts the coupon back to the user's printing

device or email storage. Thus, according to the '007 patent, to obtain an
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publ i c conpnagbenef W kysaidesasbddin US getuﬁt-S,QBﬂ,boarqthe! 0BT Patent§.o Mg er
will be eqqégf)ed w th specialised software (for exanple, a web browser) to
enabl e it t891 nPaledcdeperibeg AlbHRIRCUONIR UEHIPHLt CRIPRUNIGATING $YS#M: JOFf he
limtagpon ' | o] | S 2 . 2176
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perforned pmputecketworkrsticheasdthedotesnett owar ds mani pul ati ng the contents
of the coupon to the benefit of the hacker. For exanple, a hacker may
nodify the contents of an electronic coupon so as to inprove the val ue of

the incentiTHe sgftehh desefibed®fintthe ‘DOPORAEACCOMPRYES i Dirdt! Intémet HRIdR, e be
appreciated that there appear to be nunmerous problens associated with
exi sting cddfesetgranansrivenand an Internet coupon notification centre. The Internet
15 coupon server accepts an on-line selection of one of the available unique
Internet coupons from a user of the Internet node and transmits the coupon
back to the user's printing device or email storage. Thus, according to the ‘007
patent, to obtain an electronic coupon the user must use a computer (or other
web enabled device) which is able to communicate with the coupon server over
20 a public computer network such as the Internet. Ordinarily, such a computer
will be equipped with specialised software (for example, a web browser) to

enable it to interface to the public computer network.

In addition to the limitations described above, electronic coupons used in these
25 systems may be subject to abuse in the form of tampering. Such tampering
may performed by a hacker, and be directed towards manipulating the contents
of the coupon to the benefit of the hacker. For example, a hacker may modify

the contents of an electronic coupon so as to improve the value of the incentive.

30 In light of the preceding discussion it can therefore be appreciated that there
appear to be numerous problems associated with existing coupon distribution

and redemption schemes. It is thus an aim of the present invention to



and redenption schenes. It is thus an aimof the present invention to WO
03/ 044711 PCT/ SGOL/ 00237 -4 aneliorate these deficiencies and provide a
nmet hod f avods/etaritbuti ng and redeem ng el ectroni ¢ couponspP@hsGn/@z3n bits
i mproved security features. Sunmmary of-4he Invention 5 According to a
first aspect of the present invention there is provided a nmethod for

di stributing and redeem ng el ectronic coupons using an el ectronic

nmessagi ng neth din g st ep ner.a n

el ectroni c%%%ﬁgﬁe éﬁ% bcd?)%ﬂgé g'{’/d; P rtooﬁjee '&eﬂbc?ﬁ Jdor 1%'5%&5‘85’9 and
contai ni ng rédbé?ﬁﬂg@éétrbﬁ@%up@ﬁt it rHxlhibll% iffITBVEd Sakift) Jedtufks. bet ween
the coupon server ‘and a nobile nessaging device, the nobile messaging

devi ce being capable of sending and receiving electronic coupons using the

el ectronic heSRl . 15 transmtting the el ectronic coupon to the
nobi | e nesgggiﬁggg@aFge—uéhﬁéb the el ectronic nessaging service; the nobile
nessagi ;g device receiving and storing the electronic coupon; establishing
a comuni cations |ink between the nobile nessa |nq 20 device and a

fon tae

transact i oficserdjrg {0 enlirstaispeet abtigapiesgntisyes kenistRroMigedha reetad oni ¢
coupon to F({} dlétrnBUﬁ LIy Sr%rd\é%ﬁ}lﬁ’%' @Facttrlaﬂlc?' EGLpHY Cuﬁﬁﬁs%gl' NYeRHORIEE:

the transaction serv receivin ctroni ¢ coupon;
t ransact i omessaging sea‘de;enthlﬂgmdtbodalr@hidlmmthe stepsaf: 25 In one for m of the

Vobi I'e Communi c GENGHYSSABr HoRESUE FoUBaP TR (BRBPPON AT the dieciionic
10  coupon containing coupon data items;
establishing a communications link between the coupon server and a
mobile messaging device, the mobile messaging device being capable of
sending and receiving electronic coupons using the electronic messaging
service;
15 transmitting the electronic coupon to the mobile messaging device using
the electronic messaging service;
the mobile messaging device receiving and storing the electronic
coupon;
‘establishing a communications link between the mobile messaging
20 device and a transaction server;
the mobile messaging device transmitting the electronic coupon to the
transaction server using the electronic messaging service;
the transaction server receiving the electronic coupon; and
the transaction server redeeming the electronic coupon.
25
In one form of the invention, the electronic messaging service is a GSM (Global
System for Mobile Communications) Short Message Service (SMS). In this
form of the invention the mobile messaging device may be a GSM SMS
enabled mobile phone or a GSM SMS enabled Personal Digital Assistant

30 (PDA).



formof the invention the nobile nessagi ng device nmay be a GSM SM5 enabl ed
nobi | e phone or a GSM SMS enabl ed Personal Digital Assistant 30 (PDA). WO
03/ 044711wB@3n&a@0L/ 00237 -5 In another form of the i nventcarsGot/hes?

el ectroni c nessaging service is a Code.glivision Miltiple Access (CDWA)
messaging service. In this formof the invention, the nobile nessaging
devi ce may be a CDVA nessagi ng service enabled nobile phone or a CDVA

messagi n er.v] I PDA, . et ther formof the.inventjion, the
el ect ?onigcﬁhéﬁéﬁ%’%ﬁgesﬁ’b‘*ﬁv?ﬁswv@f}ee?@gﬁw &R AT VIS Ba8i h&ge
Service (VWiMBion! Muttiple AecessOfCDIVA) infbsaigie ddidicaDbilhethi@IeaA1 BE tHavi ce
is a WM enabl ed device. 10 In a particular Tormof the invention the
coupon dat BVERERR, thecmehile mgspagingcdaviesm Ry e ahCBMA Inessaging medvicee of

"epr eqent aft S g rapibEphol g B p M ArREa B Bhyie S ERabledObR, %12 Crcemea:

15 val e data, which is representative of the value of the coupon; and

currency data, which is representative of a unit of nmeasure associ ated
with the VI ¥et @getherpiarpe ohdhg, invaatian, dher slactrogisn, Faessacing Sendiee ns a

signature\g% | : : . LN n, . n

itens are erﬁéémlg#gliﬁrgw(%)%a@ﬁ é&tél?’t@lgﬁs\’\@@% [ ne!'&i | ﬁscgaﬁﬁeggzbgti ng
conput er rievertibretife ebiachesdagingdevice soa pVoiME ainabiddedeviser el ated to a
data itemin the pre-existing file, each coupon data item being

substantially identical to the related file data item In this form 25 of
Ej gfai iﬁpgnmtlh@paﬁti&ﬁlaelfsﬁhr&%éirﬁ@ﬁﬁ@ﬂtﬁ%fouwn 884 fths k@& N a signature
identification data, which is representative of a unique identifier for
identifying the coupon;
expiry date data, which is representative of a date up until which the

coupon is able to be redeemed;
15 value data, which is representative of the value of the coupon; and
currency data, which is representative of a unit of measure associated

with the value data.

Preferably, the electronic coupon also contains a signature data item.
20
In one form of the invention, the coupon data items are derived from a subset of
data items contained in a pre-existing computer readable file such that each
coupon data item is related to a data item in the pre-existing file, each coupon
data item being substantially identical to the related file data item. In this form
25 of the invention, the electronic coupon may, or may not, contain a signature

data item.

The signature data item may be generated in any suitable process. In one
suitable process, the following steps are performed:

30 encrypting the coupon data items using a symmetric encryption algorithm
to provide a first ciphertext, wherein the symmetric encryption algorithm uses a

symmetric key;



The signature data item my be generated in any suitable process. In one
suitabl e process, the follow ng steps are perforned: 30 encrypting the
coupon dav@o3/e«€ma using a symretric encryption al gorithmPCDS@oMREE a
first ciphertext, wherein the symretric_gncryption algorithmuses a
symetric key; WD 03/044711 PCT/ SGOL/ 00237 -6 hashing the first ciphertext
using a one way hashing function, the hashing providing a first
unformatted signat ta item formatting the first unformatted signature

d
data item to prj'b?\?r‘h% éﬁ?i fist cighegiextuHginga@a onee ayal@ssing feRetiary
first si gnq,taghﬁwdﬁgo idiﬁf@ﬁr?t Gmgﬁggg(? (%@ﬁla?ur%c%gggeggn an alternative form

of the invention, Wﬁerethe coup I tens en derived froma
pre-exi sting fi lfermattingsthenfitstrenfdahatted sigmatyrd data denedtoprongde a first
signature data,creatiaon process which includes the steps of: 10 encrypting
the data iSRG HAPIEMi#Nd he pre-existing file using a symmetric

encryptgon al gorjy-BRY}; 50§ qRatl i dﬁb‘?f | > symmetric
encrypt?on al gordlpﬁjﬁm ur@et@ g}fsynﬂe? F{%ﬁé&{/u&&ﬂ;{éﬁﬁ%rgi? e ftfelrxglt‘éégl?phertext
using a one way hashing function, the hashing providing a first

ol gnatur o Mueh MR Rk ot G nvgnidl Wistsn e cpm date s Be Hosmai ng
the first gepded Wobn dapra-&Xisting flel Bfe SigRatUBfta GRWPPRay be crédted Wing @ the
d I 207t he

invention, the first signature data itemis able to be’stored in
pre- exi st i Bigneiture data ereation process whichin¢ludes thestepseofcomuni cations i nk

bet weejy, t he cou er vV t L l,e. nessaqing device |s.injtiated by
a userﬂ?)ti lisi n%ﬂp Wﬁ'ﬁﬁbg}ﬁ Zd%q s@%gﬁ%ﬂg\ﬂ%@e?’?gh?eaﬁae'éf'%ﬁﬂ@ @Pe%f?'ﬂgniac
coupon fr osymheetrioupnoryplios eaigorithrbi 6 | grovide tahdires taipheértddtn avieéreim ethe
conmmuni cations |link between the i
symmetric encryption algorithm uses a symmetric key;
hashing the first ciphertext using a one way hashing function, the
hashing providing a first unformatted signature data item;
16 formatting the first unformatted signature data item, to provide a first
signature data item; and

appending the first signature data item to the electronic coupon.

In this form of the invention, the first signature data item is able to be stored in

20 the pre-existing file.

Preferably, the establishing of the communications link between the coupon
server and the mobile messaging device is initiated by a user utilising the
mobile messaging device to request the electronic coupon from the coupon
25 server. Similarly, the establishing of the communications link between the
mobile messaging device and the transaction server is performed by a user

utilising the same mobile messaging device.

In a preferred form of the invention, the step of redeeming the electronic coupon
30 includes authorising a transaction, wherein the authorisation of the transaction

occurs subsequent to the electronic coupon being authenticated as being valid.



nobi | e nessagi ng device and the transaction server is perfornmed by a user
utilising the sane nobile messaging device. In a preferred formof the

i nvent i onyowbessstiep of redeenming the el ectronic coupon 38CTSGhuUERST
authorising a transaction, wherein the agthorisation of the transaction
occurs subsequent to the el ectronic coupon being authenticated as being
valid. WO 03/044711 PCT/ SG0OL1/ 00237 -7 In one formof the invention, where

th ta incl .ddentificgati dat a expir ate data, value data
and our endy) Uitk I9AQIRS el vaere e cPUAtA Bl Inclstes enblisata ea®. t o
the el ect r GpiryCato datBVdIde YA Bl €ttty Afatd Abbhorishtioh B ind WafsakiibR
i nvention the authentication of the electronic coupon i n.cI udes the steps
of : obt ai niAF§UIhEubsgaAUSNtdet thedalestrbnisncolore being authenticatsshas cwatidar img

the expir t a bt ai fromthe electronjc coupon. wWith a.
t ransa(F:)t i grﬁ%a@é’?‘ éﬁ“%e@‘%&ﬁgg” ttbga?é‘ltg??ﬁ'?ﬁ?'ﬁﬂ ? h@? ?'ﬁ&geﬁlfpﬁﬁum_"ﬂﬂ%'des
expi red5 olthaisteproft he 10 identification data fromthe el ectronic coupon;

retrieving a pre-existing file fromthe coupon server, the retrieved file
havi ng i dentifi Q@IBINGLEELXRIYdate datafosnihe electroricasupon; i denti fi cati on

data; and conpary of, i : ta.ftemand.coupon cuprency
data 15 item w%?h%@%f@te r‘]i;"é{‘/%’%‘?fﬁéﬁga‘%\bgg'Hggﬂr@O'ﬁéﬁ‘%&%&%“? HBBBBGM’J&'

val ue dat aaitramsagtidn datetjpon currency data item wherein the electronic
coupon is valid.if the data, .itens bei g&' conpared are the sane. |In another

form of the invdh§SHONRALP deteranipingcthab inecoungsoras bat expisech obtaining;ther ur e
data i{@m udriifichich Bﬁér'fr&%rthéeéie&hmkﬂﬁ Ghupon data items as described
previ ously, the authorisation of the trangact i on occurs subsequent to the
el ectronic couptﬁﬁtribéihggaa@neh@dsﬁimmtfw fecsn vthei chupaime seirver} ttiee aetrivarid filet | on
of the el eﬁﬁ{nﬂa' idefifichtidn’ cri]é:tlau%ﬁﬁ:ht irs]eth%t sdme Ogs' the coupon identification data;
and
comparing each of the coupon value data item and coupon currency data
15 item with the retrieved file data items related to the coupon value data item and
coupon currency data item, wherein the electronic coupon is valid if the data

items being compared are the same.

In another form of the invention where the electronic coupon contains a

20 signature data item which has been derived from the coupon data items as
described previously, the authorisation of the transaction occurs subsequent to
the electronic coupon being authenticated as valid, wherein the authentication
of the electronic coupon includes the steps of:

obtaining the first signature data item from the electronic coupon;

25 encrypting the coupon data items using the symmetric encryption
algorithm to provide a second ciphertext, wherein the symmetric encryption
algorithm uses the symmetric key;

hashing the second ciphertext using the one way hashing function, the
hashing providing a second unformatted signature data item;

30 formatting the second unformatted signature data item to provide a
second signature data item; and



obtaining the first signature data itemfromthe el ectronic coupon; 25
encrypting the coupon data itens using the symetric encryption algorithm
to provi deoasss«coind ci phertext, wherein the symretri c encrPgpsGono02sd gorithm
uses the symetric key; hashing the secogd ci phertext using the one way
hashi ng function, the hashing providing a second unformatted signature
data item 30 formatting the second unformatted signature data itemto

provide a seco ' ture. a ] 0] -8
conparing the fi’éﬁgféag[@ntg@f‘w gﬁ%g?éﬁﬁ%ﬂgﬁﬁge%ﬁgqgé%’%ﬁé&éisgqg%tg%%%%t |§é3rlzt em
wher ei n t hevidreipt therdlecteenip@dupen g ivalid iffthé iestfsidridtuss datat itera idate sabrem i s
the sane as the second signature data item 5 In yet another formof the
i nvent i on, agibesecaad signadier¢atgdtemi t em has been derived fromdata itens
contained in the pre-existing file, the authorisation of the transaction
occurs subsequent to the electronic coupon being authenticated as being
val i d, \?menlrgiyett) tdmtlmrtfoerﬂt d)fc:ﬁte' mve«niionhwheregme csigrmtm?uaata Eem Fdesbe:dm
steps of: obtaining the first signature data ite rom -t el ectronjc
coupon;  oSE&EVAd fEPm bt diems COBAINGH 10 dhe, AEHSNG Wecths av?'aor&ﬁilﬁan?é
retrieving 22Xt St Il ot Tate} = i | e
havi ng | deﬁt?? p{aﬁg?é?n{ %%@égf#?géagghﬁtﬁghgane gbsrﬁ(?%gsé%%%%ﬁ‘q g%fndte?, 'ieg’faé;di on
data; encagheing vald wheneirethedadiineaticatiorgof the elganenicicoupporipgiudes the

al gorithm Ehe 5 symmetric encryption algorithmusing the symmetric key,
the encrypSlH? ¥t the retrieved file providing a second ciphertext ;

hashi ngp t he secepthifinghtRERM sigfathte HBR RIA fRAY thaslkichonidiesipe. the
hashi ng providing a sécond unformatted signature data item formatting the

unformatted secobtainingdheddentificatignalata fomuthe ¢leetionie CopPOPi ovi de a second
signature data 'rét?i'érbin%ng pre-existing file from the coupon server, the retrieved file

having identification data which is the same as the coupon identification data;
encrypting the retrieved file using the symmetric encryption algorithm, the
15 symmetric encryption algorithm using the symmetric key, the encryption of the
retrieved file providing a second ciphertext ;
hashing the second ciphertext using the one way hashing function, the
hashing providing a second unformatted signature data item;
formatting the unformatted second unformatted signature data item to
20 provide a second signature data item; and
comparing the first signature data item to the second signature data item,
wherein the electronic coupon is valid if the first signature data item is the same

as the second signature data item.

25 In yet another form of the invention, where the signature data item has been
derived from data items contained in the pre-existing file and is stored in the
pre-existing file, the authorisation of the transaction occurs subsequent to the
electronic coupon being authenticated as being valid, wherein the
authentication includes the steps of:

30 obtaining the first signature data item from the electronic coupon;

obtaining the identification data from the electronic coupon;



conparing the first signature data itemto the second signature data item
wherein the electronic coupon is valid if the first signature data itemis
t he sane wasthgisecond signature data item 25 In yet an®drscoi/oezsyof the
i nvention, where the signature data itemhas been derived fromdata itens
contained in the pre-existing file and is stored in the pre-existing file,
the authorisation of the transaction occurs subsequent to the electronic

bei . e \ . nent i .
Tl udes the ot A8HRE4 teRBistier fe ok thd eBR beiver i, FRteb@i, BR, « ne
el ect r oni chavingaddentifiebtien datgwhivh isdesishiiecad tincslaioh idepificatioreliget r oni ¢

coupon; WO 03/044711 PCT/ SG0O1/ 00237 -9 retrieving a pre-existing file from
the coupon ser vebtaining thefiyst esigepitre dataibemitpm dea retrievadifiéai anst a which i s
the sane as the | gentidi Gatl d o el S | ture
data itemfrom gﬁ@ﬂ?@ﬁgl @\%eﬁh?i %éhéﬁﬁ &%t%nggﬁhgiﬁﬁ%&fﬁr?@t i@% g%%@t‘?@gdat a

i t em olst ai camgpdr awith e efist tsigmatared data pitemwobftaitidie ffams thesirgtrigvede filkat a

i tem obt ai ned from tpe retfrieved file, \gner,ei n the el ectronic coupon

si gnat ur e HAeLIR theglegroniarouponsignature Aala fems ate the §age. aut hent i cati ng
the el ectronic coupon further includes comunicating the results of the
authentication to a display termnal. 10 It is also preferable that the
step of auPreferablyt iheg stepe ot lavthentivatingotineoeleictronkee coupon | fudber includes

conmmuni cating the results of t aut henticatiqn ta the nobil messagi ng
Govi co CutretEmuRoRREdh e ita one ctiRclontd & AsB% PBRIER o ng. 1 he
el ectpgni ¢ nmessagi ng service. 15 ldeally, the transaction server receives

denographic_information with an electronic coupon. According to a second
aspect of It iealspeprefarable/ibat thanstepepfeaytheptieatingeitieelectronic coupon further

includes communicating the results of the authentication to the mobile
messaging device, wherein the communication of the results is performed using
the electronic messaging service.

15
Ideally, the transaction server receives demographic information with an .

electronic coupon.

According to a second aspect of the present invention there is provided a
20 system for distributing and redeeming electronic coupons using an electronic
messaging service, the system including:
a plurality of mobile messaging devices which transmit and receive
electronic coupons using an electronic messaging service;
a coupon server including a computer processor and associated
25 memory, the coupon server being connected to a communications network,
which network supports an electronic messaging service, the coupon server
generating electronic coupons and transmitting electronic coupons to the mobile
messaging devices using the electronic messaging service; and
a transaction server including a computer processor and associated
30 memory, the transaction server being connected to the communications
network, and redeeming electronic coupons received from mobile messaging

devices.



20 system for distributing and redeem ng el ectroni c coupons usi ng an

el ectronic nessaging service, the systemincluding: a plurality of nobile
nmessagi ngvaeyiaesn whi ch transmt and receive electronic BPODSGHRBNAZT Ng an
el ectroni c nessagi ng service; a coupon_sgr.ver including a conputer
processor and associated 25 nenory, the coupon server being connected to a
communi cati ons network, which network supports an el ectroni c nessagi ng
service, the coupon server generating el ectronic coupons and transmtting
el ectroni c coupons to the nobile nessaging devices using the electronic

messagi ng $tewmiﬁeerewgﬂis@dtﬂhanﬁm:pies@nsewarom IdludEsNg nantserftRivaptages s or
and associated 30 nenp the transaction server_ being connected to_ the

comuni cat ibigat e vmeﬂhodarﬁj apley e raRloyade Hsingn PYisEiBA pelstreBiceMAs$agiNg
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that the matderhges wdihg existihgpmopitd phoineg and sthercsirlilac mMessaging: esabiet

infrastructures, thus enabling the distribution and redenption of

el ectroni cd§VW€§sages usi ng existing nobile phones and other simlar

nmessagi ng enabled devices. In addition, the invention provides an

el ectroni c coupon format having features which enable authentication and

whi ch use &m addiipnatine invengioat providesrart eleatrooic cd@dmfdrnmt@aainga&iﬁt:&&e to

tanpering. Furtherppre,. the inventio nabl es each tr.ansaction to
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marketing data, including demographic information, 15 Brief Descriptjon of

t he Drawi n§’§n$ﬂ@thn ée e acknawiedgad iy meadw efea detni tesaint o egnfirmationo

various e , it
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collection of marketing data, including demographic information.

15 Brief Description of the Drawings

The present invention will now be described in relation to various embodiments
illustrated in the accompanying drawings. However, it must be appreciated that
the following description is not to limit the generality of the above description.

20
In the drawings:
Figure 1 is a block diagram illustrating a system in accordance with a preferred
embodiment of the invention.

25

Figure 2 is a flow diagram illustrating the process of generating an electronic
coupon in accordance with a first preferred embodiment of the present

invention;

30 Figure 3 is a flow diagram illustrating the process of generating an electronic
coupon having a cryptographic signature in accordance with a second preferred

embodiment of the present invention;



the follow ng descriptionis not tolimt the generality of the above
description. 20 In the drawings: Figure 1 is a block diagramillustrating a
system i rwaeasosdance with a preferred enbodi nent of the PCTSGDI/00237 25
Figure 2 is a flowdiagramillustrating {tjhe process of generating an

el ectronic coupon in accordance with a first preferred enbodi nent of the
present invention; 30 Figure 3 is a flowdiagramillustrating the process
of generating an electronic coupon having a cryptographic signature in
accordance with a second preferred enbodi ment of the present invention; WO
03/ 044711 PGGureGOld @OASK diadfanhiiliveteatihgl thedpldcaus &f afrtiating Wi erctrbaid he
process of generating an el ectronjc coupon having a cryﬁt ogr aphi c

si gnat ur e ICRUBRR d1ayHi-@ GyPkpgsaphicr sigpatre in @&COQQ%‘GQiWé ta ohird peeferessent

i nventi on; eﬁ‘!ﬂﬂﬁ%ﬁt éffh% &efsleﬂwng'hﬁ%@m illustrating the process of
generating an electroni C " coupon havirng a cryptographic signature in
accordafice wwth a fourth preferred enbodi ment of the present invention; 10

' trat] n%t he operational sequence for
Cc

Figure6i]$___a bl ock djagramilluy .
request i ng " 'HWGobi§ & é‘?)ﬂrﬁiﬁg'farﬁ“d rdigd ctiBevprogesh of gesesating) apnelsatreBiet s of

the invenkthghnn Fi | | 1N | t fy non
cryptogr aptﬁ{)gﬁbqg la\g/}él‘rlgf ? %é%@ PQF‘JdOt?(‘f"gﬁjn%%r%% O%%C@?%%ﬁé&%hé@%%ﬁ@?@%n%df | ow
di agr am i | eotodirnentiof the gresersiaventioreri f yi ng an el ectroni ¢ coupon havi ng
a cryptographic signature, wherein the cryptographic signature was

generated in accordance with the first preferred enbodi nent of the present

10  Figure 6 is a block diagram illustrating the operational sequence for requesting
a mobile coupon in accordance with the preferred embodiments of the

invention;

Figure 7 is a flow diagram illustrating the process of non cryptographic

16  verification of an electronic coupon;

Figure 8 is a flow diagram illustrating the process of verifying an electronic
coupon having a cryptographic signature, wherein the cryptographic signature
was generated in accordance with the first preferred embodiment of the present

20 invention;

Figure 9 is a flow diagram illustrating the process of verifying an electronic
coupon having a cryptographic signature, wherein the cryptographic signature
was generated in accordance with the second preferred embodiment of the

25 present invention; and

Figure 10 is a flow diagram illustrating the process of verifying an electronic
coupon having a cryptographic signature, wherein the cryptographic signature
was generated in accordance with a third preferred embodiment of the present

30 invention.



20 invention; Figure 9 is a flowdiagramillustrating the process of
verifying an el ectronic coupon having a cryptographic signature, wherein
t he cryptwgrapls7al si gnature was generated in accordance WwcTisGoiveo2second
preferred enbodi nent of the 25 present_ qonvention; and Figure 10 is a flow
diagramillustrating the process of verifying an electronic coupon having
a cryptographic signature, wherein the cryptographic signature was

generated i age dance.with a third preferred enbodi ment of the present

30 i nventiM@MMM%? -12- Detailed Description of the
| nventi on Throughout this description, reference will be nmade to "nobile
coupons” and its derivatives "nCoupons” and "nobile el ectronic coupons”.
By t he use Téwoughad this desoniption geference wilk baardade do smphile icoupanst amdn its an
el ectroni c _caupen wWhigh is able to C ni.cated to, apd froma ppbile
nmessagi ng ggwgﬁvessdgﬁoggogs A% fné)%ﬁﬁoqi%&u%? ﬁ&“ﬁﬂnﬁl'egﬁ’rtbﬁi@%%%g

servi ces Atémed, qefdrencdiis imadditd BopAfidulaP 4Sol Gne8letirBHROE TP Wi i 0 an
10 enbodi ment of the present invention is shown in Figure 1. The system
i ncl udes &bl be erpBugiicaieddoiand fromvai mpbile regesaging deviceoatghi asitae

netvor k- 14maglecma S Bl et/ FEsbAgn Sebiber k 14 a comsve

capabl e network, 15 and accordingly, the nobile nessagi ng device 10, is

al so able to communicate wth the coupon server 12 and the transaction
server 16 OsisY§tame fassisifputing pamd er%fqemng. ant MmGougomcaggARG dPe@n

howev t : e bk cm, ' '
net vvo(raLO 14@2@0?&%%8@2“%@%’ S%Qgg't‘)’}é@%'b? Fl%gh(é:@ﬁlm?‘uni t}arta ?‘o’ns nergvt\gﬁ(?n%ﬂﬁjless to
be under st acdobite messhgingodévice @ whith deeperable tdheoinmuaicaterwitiag doeipon
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Specifically, the communications network 14 is a GSM SMS capable network,
15 and accordingly, the mobile messaging device 10, is also able to communicate
with the coupon server 12 and the transaction server 16 using the GSM SMS
capable network. It is to be appreciated, however, that although reference will
be made to the communications network 14 as being GSM SMS capable, the
communications network 14 is to be understood not to be so limited. Indeed,
20 the invention may be deployed using a communications network 14 which is
capable of supporting an alternative electronic messaging scheme (such as,
CDMA messaging or Wireless Multimedia Messaging) in which case the mobile

messaging device 10 will also be so capable.

25 Also illustrated in Figure 1 is an intervening communications network 18. Such
network 18 may be the Internet, a public switched telephone network (PSTN) an
integrated services digital network (ISDN), a network capable of supporting an
electronic messaging service different to that provided by the communications
network 14, or a combination thereof. It is to be understood, however, that the

30 provision of the intervening communications network 18 is optional. Indeed, the
invention may be depioyed without having the intervening communications
network 18.



CDMA nessaging or Wreless Miultinedia Messaging) in which case the nobile
nmessagi ng device 10 wll also be so capable. 25 Also illustrated in Figure
1 is an iwpaswasring conmuni cati ons network 18. Such net wech/SG31/m®37 be t he
Internet, a public switched tel ephone negwork (PSTN) an integrated
services digital network (1SDN), a network capabl e of supporting an

el ectroni c nessaging service different to that provided by the

conmruni cations network 14, or a conbination thereof. It is to be
under st ood, however, that the 30 provision of the intervening

conmmuni cat innassystsmafkthéSoriesenpinventidn whitketluddsean iintessning netyolke18,
depl oyed wi t hout having the interveni n? comuni cati ons network 18. WO

03/ 044711 herintesvenimgpRetwark 8 is aﬁlg;tg agilitate priopelecversian dfar examaltech

i ncl udes agei i t: ; L ot [ ol eto
ool 11t at o STofold WSS, of i Mibisred (haf e REKEH RS, ARG e il nable
envi saged dévites heouphkeertoethienintentemingk néBvaikd 118etwlimterdpetats edrereothysed to
the intervening network 18 to interoperate where tho? devi ces woul d

e
ot herwi se ABYICRRVE e?#h?BN'éerﬁﬁ}H?%’z?t Ee‘%"_l‘ de Eamnga G cexamples WS
server usegelthlipdh 3BveGsd® FOFIPBRE ABENGoBRY | RB8sddbitg Hevite es a

) 10 Th e a

nmessagi ng protoco e coupon server 12 nay rogranmmed conputer
whi ch i s cephihenessagiegeretocoly nCoupons by transl ating pre-existing data
files containing coupon data. The pre-existing files are preferably stored
on a database 13 (herein referred to as the "vVoucher database") which

pref er@pl yThE doiponOSetviée TOwWRANbe S8 PrEirabimedhEompue whiehVisrcapablé afl so
capabl e of sending and receiving 15 nobile coupons using a protocol which
i s conpat i BeRerAting MeOUPORFLRY Fanslating netewsting data filasecontaining gowgon
conmuni cat L Qns i VJ ' I ' t ction
cerver 16 ifton e BieaRupp, MES UrdTercrBly Sicted aF o RIS fa (haRe
i ncl udes srefférired ¢mtashthe dwdoackerdatabasa’) ihdate ptefermidp Fesidéson the caaponn
1 ,

server 16 éé)rv{are q%?mlne %8838n rsee(lz'\?elrvﬁlﬁj is also capable of sending and receiving

15 mobile coupons using a protocol which is compatible with the communications

network 14 or the intervening communications network 18 if provided.

Figure 1 also includes a transaction server 16 which is preferably a
programmed computer, which computer includes sufficient hardware and
20 software to enable the transaction server 16 to redeem mCoupons received
from a mobile messaging device 10 and, if required, access pre-existing files

from the coupon server 12.

Throughout this specification reference will be made to the coupon server 12
25 and the transaction server 16 as being separate entities. However, It is to be
understood that the coupon server 12 and the transaction server 16 need not be
separate. Indeed, in a preferred form of the invention, the coupon server 12
and the transaction server 16 will be a single entity, capable of providing the
required dual functionality.
30
As is illustrated in Figure 2, in one form of the invention, the coupon server 12

(refer to Fig 1) is able to generate a particular type of mCoupon 19 using data



froma nobile messagi ng device 10 and, if required, access pre-existing
files fromthe coupon server 12. Throughout this specification reference
will be nmadestoadihe coupon server 12 25 and the transact ipon/S@ives7 16 as
being separate entities. However, It isq40 be understood that the coupon
server 12 and the transaction server 16 need not be separate. Indeed, in a
preferred formof the invention, the coupon server and the transaction

12
16 will L ngl Lty bl.e of | di t £quj dual
e ane o008 ol e R, VA B B

I nventi on, & thi i ihOb&l @fehted O/ SGER At eaa
parti cul arp‘?{/'b%g g%ﬁﬁéﬁ?gﬁﬁgl wgﬁggfeé WO 03/ 04%d7}%aél§c% S\&/)l/ 002rg7 A— 14

derived frovoucher 20omay incluslepaeplexality iofgdata fieldsl 22, ezsichhfieldt havingea f or
the purpo . i escyiption, will herein be referred to as a

" vVoucher"Ee%ie%‘(%ae}s?e&e@g‘#‘ray include a plurality of data fields 22, each
field maving a respective data item24. 5 In operation, the coupon server

12 extracts particular data itenms 26, 28, 30 and 32 fromthe vVoucher 20
and ar r ang@sopefatipas thecepupondsgrer 12 extragts: particelamdata itamsnZGughBAendrFor

t he purpo | i hO Lcul |t M rein be
referred ts(;ﬁ zfi"safm tg(t'; S’(\)/ré]) u%éggﬁpt%gséﬁgﬁ% %ﬁ%%agicgg%rf@?{g 'F%f'%'ﬁth% ﬁg upon
19, the compenCdapen i19enFor thel pitposes ebthiorlisalesion itiee particularGiaBGhéms) 26,
an expiry date ‘(_)j[ he "EXPI RYDATE') 28, a coupon value (the "VALUE') 30 and
a currency""@th@‘é’ inchrrefReredito g5 “coppen data ¥eMSoses of this description, this
exenphgry formof the nmCoupon 19 will 15 herein be referred to as an

"unsi gned nCoupon” 19. Turning now to Figure 3, a cryptographic signature
34 may be lapaerekemplant ierm of the mCoupon 19, the coupon data items include a

coupon identifier (the “COUPONID") 26, an expiry date (the "EXPIRYDATE")
28, a coupon value (the “VALUE") 30 and a currency (the “CURRENCY”) 32.
For the purposes of this description, this exemplary form of the mCoupon 19 will

15 herein be referred to as an “unsigned mCoupon” 19.

Turning now to Figure 3, a cryptographic signature 34 may be appended to the
unsigned mCoupon 19. Such cryptographic signature 34 (the
‘MCSIGNATURE") is preferably generated by the coupon server 12 (refer to Fig
20 1). For the purposes of this description, an mCoupon 19 having a respective
MCSIGNATURE 34 will be refered to as a “signed mCoupon” 36.

In Figure 3 there is illustrated a first preferred method for generating a signed

mCoupon 36. In accordance with the first preferred method, an
25 MCSIGNATURE 34 is able to be generated using the coupon data items 26, 28,
30 and 32.

In the first preferred method of generating a signed mCoupon 36 the coupon
data items 26, 28, 30 and 32 are encrypted 37 using a symmetric encryption
30  key algorithm (such as DES, IDEA or Blowfish) and a symmetric encryption key
(‘the symmetric key’), the symmetric key being known only to the issuer of the

mCoupon 19 and the transaction server 16 where the coupon is able to be



unsi gned nCoupon 19. Such cryptographic signature 34 (the "MCSI GNATURE")
is preferably generated by the coupon server 12 (refer to Fig 20 1). For
t he pur poweasofs47ihi s description, an nCoupon 19 havi ng a PEISED1/HM37

MCSI GNATURE 34 wil|l be refered to as a."“gi.gned nCoupon” 36. In Figure 3
there is illustrated a first preferred nethod for generating a signed
nCoupon 36. In accordance with the first preferred nethod, an

25
MCSI GNATURE. 34 i s ab t Q_be neypat i e_coupaon_dat a J 6, 28,
% ana 32 Fderngd s AdEadtaiTRcti SmiTene daiorl RS R AR S 56
the couponpagiat ar iohedperBoupdn baBisadd bidedr éh e0fTeydihed pdlicyi B@cardaneet ric
encryption 30 key algorithm (such as DES, |DEA or Blowis % and a

symet ri ¢ WitBrijgt reswiresents ofidhe yaawupon issuer In thiscrespaaktreiereres tpelheg

known only & | S r X i 16
where tne Eofipdnvye " Hifhotutstt pEENERRn 18 Y ARl 39 B leriekd.
Advant &geoths grgdriigatonntidt exampry aTeatalder ehagefaciorer) dai Whosdaehalf the on a
per - coupon basis, or based on some other policy in accordance wth the
requi r emenEWPAMES eb3P Hasibeaneissuee: t his respect, reference to the term
"issuer" throughout this specification is to be understood to be reference
to 5 the organi zation (for exanple, a retailer or manufacturer) on whose
behal f t heThe®aepgiioh®fdhe 86upais dateitemssnay beThpresentghason of the coupon
data itens may be represented as: 10 Ce = Ek (Cp) where Cp is the coupon
data itens before encryption; 15 Ek is the process of encrypting Co wth a
symmetypi ¢ key kcea;nglk@ is ciphertext which results fromthe encryption
process (herein refere to as the encrypted mCoupon 38). The encrypted
nCoupon 38, in the formof ciphertext, is then hashed using a

where

C, is the coupon data items before encryption;
15 Ex is the process of encrypting Cp, with a symmetric key k; and
C. is ciphertext which results from the encryption process (herein refered

to as the encrypted mCoupon 38).

The encrypted mCoupon 38, in the form of ciphertext, is then hashed using a

20 one way hash function 39 (such as MD5, SHA-1, RIPEMD-160). In this respect,
references to the term “hash” and its derivatives “hashing” and “hashed” are to
be understood to be references to a process which takes a variable length input
message (for example, the coupon data items) and translates it to a fixed length
output. Furthermore, reference to the term “hashing function” throughout this

25 specification is to be understood to be reference to a function which performs
hashing (for example, MD5, SHA-1, RIPEMD-160).

This process may be represented as:
30 S =H(Ce)

where



20 one way hash function 39 (such as MD5, SHA-1, RIPEMD-160). In this
respect, references to the term"hash" and its derivatives "hashing" and
"hashed" wpa3wnet7ibe understood to be references to a proc®s3/Saloi/ede3t akes a
variable length input message (for exaggle, the coupon data itens) and
translates it to a fixed length output. Furthernore, reference to the term
"hashi ng function" throughout this 25 specification is to be understood to
ich_perfornms hashing (for exanple, MD5,

be reference tor_@ ftanti on WE
SHA-1, R PEMD- 116§)iNe PREWRY 6§E§“’PF§5? b8'fepresented as: 30 S = H (Ce)
where WO 03/ 044813 tCH 8T B8 ohe waﬁ’nabhi t he one way hash function; and

Sis the result of the one way hashing. The result of the hashing Sis then
converted 41 into its hexadecimal ASCIl text 5 representation, which

Foned nooipBRest B nakiq K RIneR confatmaonta I peffddiine 9 e
recognissedrdpi@serthfors, WARH repratmtatidh lssaméqwéedsdu bb théfN@SRgNWTQDREt ion
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to be redeaga@idstdelibesdterorSicdidentabtamperimgsact i on server. Consider the case
of one user and one coupon. Organi zation O generates a vVoucher vC which

is as follows: 20 BEG N WOUCHER COUPON | D: 102030405060708090A0 | SSUER:
MinchqgNoofi,&%olid\ing example (Example 1) is provided to assist the reader with the

understanding of first preferred method of generating a signed mCoupon 36.

Example 1:

15 Consider an organization O issuing vVouchers and mCoupons which are able
to be redeemed at a shop S1 having a transaction server. Consider the case of
one user and one coupon. Organization O generates a vVoucher vC which is

as follows:

20 BEGIN VVOUCHER
COUPONID: 102030405060708090A0
ISSUER: Muncho Noodles Inc
ISSUEDATE: 10102001101010
EXPIRY DATE: 10112001101010
25 USE: SINGLE
VALUE: 5
CURRENCY: USD
MERCHANTS: XYZ Eating House
BEAMED: 0
30 SIGNATURE:
END VVOUCHER



| SSUEDATE: 10102001101010 EXPIRY DATE: 10112001101010 25 USE: SI NGLE
VALUE: 5 CURRENCY: USD MERCHANTS: XYZ Eating House BEAVED: O 30

S| GNATURBYO 0Z0ND7MWOUCHER WO 03/ 044711 PCT/ SGOL/ 00237 - 17 RopseMoeelrer wi | |
be converted to an nCoupon C having the {7l | ow ng format:
102030405060708090A0 1011200110101010 5 USD 5 The issuer 0 generates a
symmetric key k which he uses to sign the nCoupon C. For the purposes of

this exarrpl e .as the
symet o e ARl 4t B lonteedo R RESubRn € Rrayhbaflg o Rowint o S5 er
O generates the MCSI GNATURE 34 for nCoupon C as follows: 10 Ce = DES3 (C,
K') where K |s the S nTTEtI’IC key chosen bg I ssuer O, and Ce is the
ci phertext; ‘i@] 0AQTURE12081 HHIUHMO0(19 WSS e Bi nToHex
represents the conversion of the hash value H from bi nary to hexadeci nal
form Let {MCSI GNATURE} represent the actual hexadeci mal signature obtained
20 frongt hghebisygersOqyeneratesfa speinaétrionkey Kiwhich hd1esés talsigr greechCdapagron C.
will have the fol |l ow ng forn“fa 102030405060708090A0 100112001101010 5 USD
{MCSI GNATURE} For the purposes o this ‘example, say the issuer O also agrees to use
Triple-DES (DES3) as the symmetric encryption algorithm, and MD5 as the

hash algorithm. The issuer O generates the MCSIGNATURE 34 for mCoupon

C as follows:
10
C. = DES3 ( C, K) where K is the symmetric key chosen by issuer O,
and C. is the ciphertext;
H=MD5 (Ce¢),
15

MCSIGNATURE = BinToHex (H) where BinToHex represents the

conversion of the hash value H from binary to hexadecimal form.

Let {(MCSIGNATURE} represent the actual hexadecimal signature obtained
20 from the above sequence of operations. Thus, the final signed mCoupon C; will

have the following format:
102030405060708090A0 100112001101010 5 USD {MCSIGNATURE}

25 When a customer desires a coupon, he is able to send a request message to a
pre-arranged phone number, which in turn responds by sending Cs as a

message back to the user.

In Figure 4 there is illustrated a second preferred method for generating a
30 signed mCoupon 36. In accordance with the second preferred method, an
MCSIGNATURE 34 is generated using a vVoucher 20. Here, the data items

22, 24 contained in vWoucher 20 are encrypted 37 using a symmetric encryption



25 When a custoner desires a coupon, he is able to send a request nessage
to a pre-arranged phone nunber, which in turn responds by sending CS as a
nmessage bwolostoadihe user. In Figure 4 there is illustratedca/ssocoond?
preferred method for generating a 30 skgned nCoupon 36. In accordance with
the second preferred nethod, an MCSI GNATURE 34 is generated using a
vVoucher 20. Here, the data itens 22, 24 contained in vVoucher 20 are

oy o gor o e PSEE, &5 CRREST A S, EROVRNO I gl S Ter il 17
vVoucher 4/odéeersyOmethe SyriRiEtiic ki VRnOWhYorflp té Kige issuerrofahetrn€ougorpon

19 and the transaction server 16 where the coupon is able to be redeened.

Advant ageol@1and the trapsastion sery Haywhsse dhampa@obnisaalls 19 beakadseemad.on a
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repr esgnt gserasoupdid basis; &K based whesemepothert pslicyVinicduwordaice iwithrgthbef or e
encryption; 15 Ek is the process of encrypting Cpo with a symetric key Kk;
and Ce is eapHemants ofie1§SHeEul ts from the encryption process (herein
refered to as the encrypted vVoucher 40). The encrypted vVoucher 40 is
then able to be hashed using a one way hash 20 function such as MD5. The
hashi ng prieseschpfiohefithe coapab edtamay B-tdpbejertédwdsere H i s t he one way
hash function; and

10 Ce = Ek (Cp)

where

. Cp is the vVoucher data items before encryption,
15 Ex is the process of encrypting C, with a symmetric key k; and
C. is ciphertext which results from the encryption process (herein refered
to as the encrypted vVoucher 40).

The encrypted vVoucher 40 is then able to be hashed using a one way hash
20 function such as MD5.

The hashing process may be represented as:

S =H (Ce)
25
where
H is the one way hash function; and

S is the result of the one way hashing.

30 The result of the hashing S is then converted 41 into its hexadecimal ASCII text
representation, which representation is able to be used as the MCSIGNATURE
34 for use with the signed mCoupon 36.



Sis the result of the one way hashing. 30 The result of the hashing Sis
then converted 41 into its hexadecinmal ASCII text representation, which
representwinimsn4i’diabl e to be used as the MCSI GNATURE 34 fraT/aee/0ed3th t he
si gned nmCoupon 36. WD 03/044711 PCT/ SG%$00237 -19 In Figure 5 there is
illustrated a third preferred nmethod for generating a signed nCoupon 36
which is substantially simlar to the second preferred nethod as described
above, with the exception that the MCSIGNATURE 34 is preferably 5 stored
in the vVoucher database 13 residing on the coupon server 12. Having

descri bed IMmFigure Geres is dlustrafi’l atthind preferid) SrResbdrfarupsierafing & signedli gned
nCoupon 36, the follow ng section will now describe the nechanisns for
i

facilitati RECUPOY BB whish isrsybsiandialy istnilar toathenseeqrsh preferred. methadhias

oy . o Pt PETe ; f
e’ oper at HesdffBed ot i iffe Rxb86fidh iat the ACSIERABUREESFIE MEtBl L, e
t hat awsestorwimmewmmﬂeedmmretwh?ebnliﬁewiddpohesabémz.o request an

nCoupon 19, 36 from a coupon server 12 (refer to Fig 1), by 15 sending a
request, in the formof an GSM SM5 nessage, to a pre-arranged phone nunber.

Pr ef er abl d i J\#Igégr ] : ' ] Vi 42
(such as g“%?'hﬁb%%%&%@?@??ﬂ)"e |chf°?°”§k°‘b?g?‘ @Zﬁ'ﬁy n%%d}%g% ggigés’s%’gg Vi a
t he comunsigaed onSoupom36k thiedfollowingr seadioRi will Howodescriber thenmeghanisms for
conmuni catj o net 8 and, able to co ni cate the request to the 20
coupon serﬂ?&ﬁ?altﬂg &ﬁir%é\%'n%%d f%d‘?’Befé‘?'?/PEg%trl’l‘équé’Sﬂeﬁ?',&ghi” RIS JEIPEEh ver
12 tMansniubsing fSRiGMR TR 8a@eisC ARiskiafed % traPré@mwh bt e ¥pebatidndio the
user's nobile messaging device 10. Fol |l owi ng the receipt of the nCoupon by
t he nobi | esefuenggifagrequasting Bn meoupes 19036pon 19 or 36 may be stored on

t he nobi |l e messagi ng device 10 until such tine as a user w shes to redeem
it, or transfer it to another nobile nmessaging device. In this respect, it

is to be unieavicaded itivat alusbpbglingef mobile anbssadiegdevice 10 will be able to
request an mCoupon 19, 36 from a coupon server 12 (refer to Fig 1), by

15 sending a request, in the form of an GSM SMS message, to a pre-arranged
phone number. Preferably, the pre-arranged number will be associated with a

service 42 (such as a billboard service) which is preferably able to be accessed

via the communications network 14 (refer to Fig 1) or intervening
communications network 18 and able to communicate the request to the

20 coupon server 12. In response to receiving the request, the coupon server 12
transmits a GSM SMS message containing the mCoupon 19 or 36 back to the

user's mobile messaging device 10.

Following the receipt of the mCoupon by the mobile messaging device 10 the
25 mCoupon 19 or 36 may be stored on the mobile messaging device 10 until such
time as a user wishes to redeem it, or transfer it to another mobile messaging
device. In this respect, it is to be understood that although reference has been
made to storing a single mCoupon 19 or 36, the mobile messaging device 10
may be able to store more than one. In such a case, a user may be able to
30 select a particular mCoupon 19 or 36 for redemption from a plurality of

mCoupons 19 or 36 stored on the mobile messaging device 10.



made to storing a single nmCoupon 19 or 36, the nobile nmessagi ng device 10
may be able to store nore than one. In such a case, a user nmay be able to
30 sel ectwa @amd7icul ar nCoupon 19 or 36 for redenption freoorsghloeality of
mCoupons 19 or 36 stored on the nobil e_gpssagi ng device 10. WO 03/ 044711
PCT/ SGOL1/ 00237 -20 In order to redeema nmCoupon 19 or 36 , a user utilises
the nobil e nessaging device 10 to forward a sel ected nmCoupon 19 or 36 to a

- d ph ' h : f bly, th - d nmb
< assoct abarTR SUCERNAMEeUPPBAS Yoty colom Wiises TABIEohls GEsdatht
the sel ect gdvigeotP 8 forikdrdCh stfedtéd anCHAPSACEd @F FHLid/ @r gr%‘ﬁarré’ﬁg@& Sjﬂbg\et 0

upon 19 or 36 the

the present invention, in response to receiving the

t ransact i olsigrtherGEd HMS.oPre ndheveretrdryangad aumbenis associatedtwith a
nmCoupon 19 _qr . Furthernore, the. transaction seryv 16 extyract

i nf or mat i oﬁ?"@ﬁ@”caégorl?eﬁ%a’ﬂ%mhbch isallEnR 'i’%'ﬁ',mlfr}'%?teth@ ?ﬁié@éﬂemg%{pﬂhl ng
the nCaipon9lsr 86 RPa PuRSackONISEREF ABNI AdcordingBo! e PPesent Ghvéiftiort, iR
source fromwhere the nCoupon 19 or 36 was received, an identification tag
for the usEaSpONgEHP recavitthemlnupone9 or &6 theatrpnsactipnusaives 16omiayerphone

he.aenogr AN fo MEERInd gkl Bfy o UPRGARGH 19003 (BRI 08

nmCoupon 1%ransa@iors sdrivert d6bemaits extradt f mformatic,i nguchuraapsdemobpg@phiger
may al so utilise, the nobile nmessaging device 10 tg transfer the nCoupon to

anot her noWfOENRHAIY AfiPRY the vinegsade oNkaInMon dhe aCaupeRgdd ebmbai nSyght he

nCou to Tagetei | Vi ' d for
veri P;limng ?ﬁ@ggﬁﬁrgnt [ ck’f‘?ﬂgﬁﬁzﬁ) F&%{)\%ﬁﬁ%g%&éﬁfé&ﬂ@hﬁﬁ ﬁie?%@ddﬁqgl gure
7. 1t is edw36agpsdradeited, antidentification pag fer thedusertshmdbfle messagirfgydegicehe

aut henti ci of _an nmCoupon ,19 or.36 articul ar, data,itens fromthe
nCoupon 19&% SXEMPIF| 3, MSELS: MPbig Bh é‘lﬁﬂl’ﬁgséegnm‘ﬁ%me t%ew\;’éqm dhey of
t he mCoupon 19 or 36 was received. Ideally, the demographic information

extracted from the message containing the mCoupon 19 or 36 is able to be

15  used for marketing purposes.

The user may also utilise the mobile messaging device 10 to transfer the
mCoupon to another mobile messaging device by forwarding the message
containing the mCoupon to another mobile messaging device.
20
A first preferred method for verifying the authenticity of an mCoupon 19 or 36 is
illustrated in Figure 7. It is envisaged that in the first preferred method for
verifying the authenticity of an mCoupon 19 or 36, particular data items from the
mCoupon 19 or 36 will be tested to enable an assessment of the validity of the
25 mCoupon 19 or 36.

Specifically, the EXPIRYDATE 28 will initially be compared with the current date
and time (that is, the date and time at which the mCoupon 19 or 36 was
received by the transaction server 16) to determine whether the mCoupon 19 or

30 36 has expired. If the mCoupon has not expired then the COUPONID 24 is
extracted from the mCoupon 19 or 36. The transaction server 16 then retrieves
the vWoucher 20 having the same COUPONID 24.



25 mCoupon 19 or 36. Specifically, the EXPIRYDATE 28 will initially be
conpared with the current date and tine (that is, the date and tine at

whi ch t hewo@sopon1 19 or 36 was received by the transacti ®meTss®0v002316) to
det ermi ne whet her the mCoupon 19 or 30-36-has expired. |If the mCoupon has
not expired then the COUPONID 24 is extracted fromthe nCoupon 19 or 36.
The transaction server 16 then retrieves the vVoucher 20 having the sane
COUPONI D 24. WD 03/044711 PCT/ SGOL1/ 00237 -21 Once the vVoucher 20 has been
retrieved, the transaction server 16 is able to extract the VALUE 30 and
CURRENCY 3@ntedhetWoudben ﬁ@nhés? been 3étrimved, thenfransadtivrs eedet 46i iseabieviot h

| oepect ) veeriac Peoval BB sboad GURBEREY, Ftrog thed8CoubeR 8Ior (BoRnghe
mCoupon 19:9hp3Fs tHdie dﬁﬁ%?ﬁﬁ]\}vﬁg%e ?&ﬂe%twﬁ\d%'té ﬁﬁn@wﬂ thBY%/oUBRB Qo tlﬂebe

r edeemed. Alternatlve ata 1tens have the sane value t
mCoupord 19thereamt |tlsatdhasredpe@d/etdntaetem halveaadilﬁfemt vahlecioethbse obﬁalﬁegur e 8

rCoupon- 36 WA ARG -REE) TR RE ey MaRHAom, 2 B S BRakhang s thatifdance

with the fiorisd réﬂ@érﬁéﬂe%[@hbﬁ&’elw lfﬂ‘?é‘ﬂéﬁé itBghsaa M HERUHERRIFE thés the
descri bed earlier. 15 Pursuant to this nethod the MCSI GNATURE 34 is

ext ract ed MCOMPone!$oyaeds Cﬂmjdﬁ@d tedbe vilid and)tus redeeprables is t hen
stripped of the MCSI GNATURE 34 to provide an unsigned nmCoupon 19. The
unsi gned nCoupon 19 is encrypted with the issuer's symetric key using the

symeti0i ¢ FEigarey Btillestratak @opidfarmed pesthbd €or berifyiyy thes dethentibiey bpalsigaede for
this encrypted coupgon is 20 then able to be cal cul ated using the hashing

function SPEOUPPBJ3ByhaYiagi ar MESIGNAT YRER 34 awhichndiast h@ﬁnbg,ertqsam tiRd

\ES! cRATORE RS Ke WRK IS i ire(ch R RS Qeharpling SPRICIENATURE! 32
conpar i sorgs déscribed earlied MCS|I GNATURE

15  Pursuant to this method the MCSIGNATURE 34 is extracted from the signed
mCoupon 36. The signed mCoupon 36 is then stripped of the MCSIGNATURE
34 to provide an unsigned mCoupon 19. The unsigned mCoupon 19 is
encrypted with the issuer's symmetric key using the symmetric encryption
algorithm specified by the issuer. The hash value for this encrypted coupon is
20 then able to be calculated using the hashing function specified by the issuer.
The hash value may then be converted into an equivalent hexadecimal
representation for comparison with the MCSIGNATURE 34 extracted from the
mCoupon 19. If, on the basis of the comparison, the extracted MCSIGNATURE
34 is the same as the hexadecimal representation then the mCoupon is valid

25 and thus may be able to be redeemed.

The following example (Example 2) is provided to assist the reader with the
understanding of the preferred method for verifying the authenticity of an
mCoupon having an MCSIGNATURE 34 which has been generated in

30 accordance with the first preferred method of generating an MCSIGNATURE
34.



34 is the sane as the hexadeci mal representation then the nCoupon is valid
25 and thus may be able to be redeened. The foll ow ng exanpl e (Exanple 2)

i S provi dwo wo44136i st the reader with the understandi ng @cTiSe®1/pesferred
met hod for verifying the authenticity obyan nCoupon having an MCSI GNATURE
34 which has been generated in 30 accord%mce with the first preferred

nmet hod of generating an MCSIGNATURE 34. WO 03/044711 PCT/ SGOL/ 00237 -22-
Exanpl e 2: _Assu that the user is honest, and doesn't tanper with or
replicate @@ﬁﬁe goes to shop S1 to redeem his coupon. The redenption
process according to 5 the preferred nethod for verifying the authenticity
of an nmCoupon having an MCSI GNATURE 34 mi ght be as follows: 1. The user U
f orwar ds hAssuneudpshtiesuser ishkkonrgstvand doesmbiarsner withourgieplicaten€s asgihag

Coupon Cs 928419 Pl bio TedBdbdicRalnd: 3R BefbtoroRldteRy Hitpidpa o

unsi gngd niReu fyieﬁc‘ed rhethbd ferupentfyirg the @nﬁéw@@doWahhnic A0t having enDES

to give Ce eration is indicated as follows: Ce' SS(C 20 5.
Ce' is hasMéIﬁlGé\MqEU 34 myopeheasdellows: that is: H -MDS (Ce') 25 6. H is
converted to its hexadecimal representation, that is: SIG = BinToHex (H)

1. The user U forwards his mCoupon Cs to the server at shop S1
through his messaging network;

10
2. The shop S1 extracts MCSIGNATURE 34 from mCoupon Cs;
3. The coupon C; is stripped of its MCSIGNATURE 34 field, resulting
in an unsigned mCoupon C’;
15
4, Coupon C’ is encrypted with K using Triple-DES to give C,’. This
operation is indicated as follows:
Ce'=DES3(C',K)
20
5. C.' is hashed using MD 5 to generate H’, that is:
H =MD5 (Ce’)
25 6. H’ is converted to its hexadecimal representation, that is:

SIG = BinToHex (H')

7. SIG is compared with MCSIGNATURE 34. In this case, they are

30 identical, and the user’s coupon is valid.



7. SIGis conmpared with MCSI GNATURE 34. In this case, they are 30

i dentical, and the user's coupon is valid. W 03/044711 PCT/ SGOL/ 00237 -23
Assum ng wowsketii t he user tanpers with the coupon. | nste®&dTEGO0@ATr ency
value of 5 USD, the user changes his cogpon. to 20 USD. In this case, step
(7) of the above procedure will fail and the coupon will be rejected. The
sane is true if the user tanpers with any field in the nCoupon. 5 Figure 9

i1l ustrat | £ )b t h LGt f ' d
ncoupon 36 RayTI BohGrRhATSE Ymbls Wi fhe' E5ubt, TRl & 8ol
Wi th the sesloedf 66€),1thd uset lchdngés bznesugionnte 20 USBLSIGHS dasel 4tegs (7)

described earlier. In this preferred nethod, the 10 COUPONID 24 is .
extract ed 9kt abeve pgeradurevi dall 359 thecarponcwill be gejestnd.c Ihenaamg iso t he

COUPONI D | r.et, ¢ r vVoucher dat abase 13.
Fol | owi ngzﬁl%éeﬁrtétgﬁgg\e%'ﬁgkﬁﬁgh\ﬁgtﬁce e?‘qgg,rﬂtéhg%'\"/\/oucher 20 is encrypted
with the issuer's symmetric key using the symmetric encryption algorithm
specified by the issuer. The hash value for the epcr ed 15 vYoucher 20 is
Chen cal curiauisiS FsiEteR e RiRfRiTR TalcE ff vegbing MesiBensisty ol SisdRedr . on
the basis Qcdup®nC88PAAIIRENant IEAENATURE BESWRNTHEE BdehSgerdiaitédnR as

t he hexadeci mal representation then the signed nCoupon 36 I1s™ valid and
thus may baccopdance bwith edtbenmegdecod Thwrefastddowimethodanpf e generating 3ani s

provi ded t i t reader vvit.t(i)e nder st andi n f the preferred
ot hod 1 or MGeD PR En s e P el i a0 Reclael” sBfafi 1B an
MCSI GHATUREORAP ORID 24 &5 ek adtedeiémathedsigRed 38CBLEBAGTH. WTHe {16usksond
preferred nmethod of generating an MCSI GNATURE 34. 25 Exanple 3:
corresponding to the COUPONID 24 is then able to be retrieved from the
vVoucher database 13. Following the retrieval of the vVoucher 20, the
vVoucher 20 is encrypted with the issuer's symmetric key using the symmetric
encryption algorithm specified by the issuer. The hash value for the encrypted
15 vWoucher 20 is then calculated using the hashing function specified by the
issuer. If, on the basis of the comparison, the extracted MCSIGNATURE 34 is
the same as the hexadecimal representation then the signed mCoupon 36 is

valid and thus may be able to be redeemed.

20 The following example (Example 3) is provided to assist the reader with the
understanding of the preferred method for verifying the authenticity of an signed
mCoupon 36 having an MCSIGNATURE 34 which has been generated in
accordance with the second preferred method of' generating an
MCSIGNATURE 34.

25

Example 3:

Assume the user might have cracked the issuer's symmetric key. If this is
done, then the user can generate any number of “valid” mCoupons which will
30 appear to be valid if not cross checked against the contents of the original
vVoucher obtained from the vWoucher database 13 (which is typically read-only



Assume the user m ght have cracked the issuer's symetric key. If this is
done, then the user can generate any nunber of "valid" nCoupons which wl |
30 appearwposesnnl id if not cross checked agai nst the comcarscdi/o623t he
original vVoucher obtained fromthe vVoygher database 13 (which is
typically read-only WO 03/044711 PCT/ SGOL/ 00237 -24 to the world). W also
assune that the issuer does not want to distribute his symetric key to

t he coupon, redenptjon.pgutl.ets. An exanple.scenario is, detailed below. 5
Consi dor ol T Reridln BE] 28 g e TRTERE ST sk S anE o Spibfiul tis
shops Sl aggmfietri¢ key Y/ EHE B&lipotCréderastidrrbls: BEG N VOUCHER 10 COUPONI D
30405060701020304050° | SSUER: Whi zBang Conputers Ltd | SSUEDATE:

10102001101010 EXPI RY DATE: 10112001101010 USE: SING.E 15 VALUE: 100

CURRENCY: %W 3 | and Marketing outlets BEAMED: O
S GNATURE:}§ ! a%glégg%ﬁﬁ'agr ees to use Blowfish as his
symmet 5 ¢ encryption algorithmwith symetric key K, and RI PEMD160 as his

hash function. The issuer proceeds as follows 25 1. The entire vVoucher vC
i s encrypte@ngiden Kgarizatom @viss4iRg a vVoucher vC which can be redeemed at

shops S1 and S2. The vVoucher vC is as follows:-

BEGIN VOUCHER

10 COUPONID: 30405060701020304050
ISSUER: WhizBang Computers Ltd
ISSUEDATE: 10102001101010
EXPIRY DATE: 10112001101010
USE: SINGLE

16 VALUE: 100
CURRENCY: SGD
MERCHANTS: RipMeOff Sales and Marketing outlets
BEAMED: 0O
SIGNATURE:

20 END VVOUCHER

The issuer agrees to use Blowfish as his symmetric encryption algorithm with
symmetric key K, and RIPEMD160 as his hash function. The issuer proceeds

as follows
25
1. The entire vVoucher vC is encrypted with K using Blowfish;
vC, = Blowfish ( vC, K)
30 2. vCe is hashed using RIPEMD 160

H =- ripemd160 (vCe )



vCe = Blowfish ( vC, K) 30 2. vCe is hashed using RIPEVMD 160 H =-

ri pemdl60 ( vCe ) WD 03/044711 PCT/ SGOL/ 00237 -25 3. His converted to
hexadeci nwi0.03M4731 becones t he MCSI GNATURE 34 which w || [ratresGobeo@ppended
to the mCoupon 5 MSI GNATURE = Bi nToHex_6=H ) MCSI GNATURE 34 and Vc are
entered into the vVoucher database 13 nmaintained by the issuer, along with
a USED field indicating whether the vVoucher has been used. Initially, the
USED field is set 10 to FALSE;, 4. vVoucher vC is converted the usual way

i nto mCoupon C, which will appear as follows after MCSIGNATURE 34 is

appended: 15 330405-%@?:9?19&@@@49%5%9é&%%.1lﬁlﬁgﬂﬁ&n@tﬁ@%éyﬁt\l%-r )

5. Cis sent to the user on demand. Figure ustrates a p erre
met hod for verifyidgwhich willidtenbeappendiedda the hGoypmd nCoupon 36 havi ng an
MCSI GNATURE 34 whi ch has been generated in accordance with the third
preferred nethod of generating an MCSI GNATURE 34 as described earlier. In

this pmeferred met hoghs)ERA FIRPABMPaHER ( ﬂx?ract ed fromthe signed
nCoupon 36. The vVoucher 20 corresponding to the COUPONID 24 is then able

to be retrieved fromthe vVoucher database 13. 25 Following the retrieval

of the vVoucher 2 JURE of th Voucher 20 i.s obtajned from
t he vVoucher 20. %QE@@,&%% §ﬁd3g‘b?gﬁ ﬁ@%r?ad Oft%g V@Bﬂ%’?ﬁ!r %b?Eethen

conpared to the M3 ghiffidifedby o dks@st, fAomg twith sa AnsE D@ andigatingf . on
the basis of the conparison, the MCSI GNATURE 34 obtained fromthe vVoucher

is the same as thavieshadbeaYausterrsobeen Heed  lgtialinehei YRED fieldupset 36
t hen tIBe coupon isEo F‘A‘?;@I‘:d and thus may be able to be redeened.

4. vVoucher vC is converted the usual way into mCoupon C, which will
appear as follows after MCSIGNATURE 34 is appended:

15 30405060701020304050 1011200110101010 100 USD {MCSIGNATURE}
5. C is sent to the user on demand.

Figure 10 illustrates a preferred method for verifying the authenticity of an
20 signed mCoupon 36 having an MCSIGNATURE 34 which has been generated
in accordance with the third preferred method of generating an MCSIGNATURE
34 as described earlier. In this preferred method, the COUPONID 24 is
extracted from the signed mCoupon 36. The vWoucher 20 corresponding to the
COUPONID 24 is then able to be retrieved from the vVoucher database 13.
25 Following the retrieval of the vVoucher 20, the MCSIGNATURE 34 of the
vVoucher 20 is obtained from the vVoucher 20. The MCSIGNATURE 34
obtained from the vWoucher 20 is then compared to the MCSIGNATURE 34
obtained from the signed mCoupon 36. If, on the basis of the comparison, th‘e
MCSIGNATURE 34 obtained from the vVoucher is the same as the
30 MCSIGNATURE 34 obtained from the signed mCoupon 36 then the coupon is

valid and thus may be able to be redeemed.



WO 03/ 044711 PCT/ SGO1/ 00237 -26 The follow ng exanple (Exanple 4) is
provided to assist the reader with the understanding of the preferred

nmet hod f owowsmu47yi ng the authenticity of a signed nCouporCIBGIavizag an
MCSI GNATURE 34 whi ch has been generatedsgn accordance with the third
preferred nethod of generating an MCSI GNATURE 5 34. Exanple 4: Assune a
user is a determ ned hacker who has cracked the issuer's symetric 10 key.

As a resul feegracking the k he i, .abl e to generate.,.a "bogus" . coypon
whose val uihgsf@BWﬁJ@sﬁg?Hﬁ%zgxﬁwpﬁf‘o(ﬁw%,[R’OYJQPHSt%Pés'z%‘r e, &ed yYV'tﬁ'eH'Pe
encrypts agAdeisgasdingof tREprefeRed MBtHIY for uérrmﬁﬁgttﬁé awwémit?tdfra? sidifed
redenption. Also assune that the store does not have access to thessuer's

symet ri ¢ REyoupad B havinge anaMGRIGNATHRE: i avhiels Has bees: genemted in

the or | gt narSUSRDERAFITET fitd RRSEHEATERHRY ok BefiBflod o HcmioNATRE )
gener atéed; 32. The store fetches the signature MCSI GNATURE 34 correspondi ng

to vC fromthe issuer's vVoucher database 13; and 25 3. The signature
retrieved fromthe issuer is conpared with the signature presented by the

user. Si nché,p,ijéjggar has forged the coupon, the signatures will not match

and the co ej ected. A second user who gets a legitimte coupon (C,
derived fromvC) who does not 30 have enough resources to crack the

bg}sgizﬁ f&ﬁ%@&gﬁpé&%@? \éggf%irwde haél?elrl v(\?r\{\é %%svgrggke% ﬁ'{en%ESerl’ls? %yrcn?rL\l t?ig Vo
10 key. As a result of cracking the key, he is able to generate a “bogus” coupon
whose value is 500 USD instead of 100 USD. Using his cracked key, he
encrypts and signs his coupon C,, which is presented to the store for
redemption. Also assume that the store does not have access to the issuer's

symmetric key.

15
The store validates the coupon as follows:
1. The COUPONID filed is extracted from the mCoupon C, and is used
to identify the original vWoucher vC from which the C, was supposed
20 to have been generated;
2. The store fetches the signature MCSIGNATURE 34 corresponding to
vC from the issuer's vVoucher database 13; and
25 3. The signature retrieved from the issuer is compared with the

signature presented by the user. Since the user has forged the

coupon, the signatures will not match and the coupon is rejected.

A second user who gets a legitimate coupon (C, derived from vC) who does not
30 have enough resources to crack the issuer's symmetric key may try the

following with a single use coupon:



1. Redeens the valid nmCoupon C at store S1; and 2. Try to redeemthe sane
nCoupon C at store S2. 5 To protect against such attacks, each store needs
to perforwotdim4f70l | owi ng actions: 1. For each nmCoupon C reaaGoedody t he
store, the COUPONID field is wused to identify the correspondi ng vVoucher
vC, 10 2. The USED fi eI d for vCis checked on the issuer's vVoucher

dat abase 13 server; 3. If the USED field is FALSE, then the coupon has not
yet been edee The, st o forns the iss dat abase 13 systemto
updat e the U D fi ggg eegls Pev ?[58 %Qﬂjca%tc%ﬁ'i%gﬁh ¢oupon as valid; and

4. If the USED field is TRUE, then the coupon has already been used, 20
and is rejected as invalid. It will thus be recognised that the present

i nventi on prodi desTey toyredenmehe samee mCodpon Gialtstodeu$2ng and redeeni ng

el ectroni c coupons which is able to utilise existing electronic nmessagi ng
framewor ks, thus rendering the present invention 25 usable on nost existing

mobi | e BndTet prjtest Bhhst TERBR asttdtkse RAthe o8 iSRSt BhridifT BAOTBIIGWRN i Ng
no additional hardware or software i|nvestment by the 'user. Furthernore the

present in@eli®Nsn al so beneficially provides an automated nethod for
col l ecti ng denographic information. 30 Finally, it wll be understood that
there may be other variations and nodifications to the configurations

descri bed herkin thart eacte neCaupon ChldEeWé‘d by G etare, thee COEPONID fiERINii on.
WO 03/ 044711 PCT/ SGOL/ 00237 . -28- Cainms 1. A method for distributing and
redeeni ng el ect r orHedtQUFBALY lRe gYrrasPONding vVoucher vC;

10
2. The USED field for vC is checked on the issuer's vVoucher database

13 server;

3. If the USED field is FALSE, then the coupon has not yet been
15 redeemed. The store informs the issuer's database 13 system to
update the USED field for vC to TRUE and accepts the coupon as

valid; and

4, If the USED field is TRUE, then the coupon has already been used,

20 and is rejected as invalid.

It will thus be recognised that the present invention provides a system and
method for distributing and redeeming electronic coupons which is able to utilise
existing electronic messaging frameworks, thus rendering the present invention
25 usable on most existing mobile and other similar messaging enabled devices
and therefore requiring no additional hardware or software investment by the
user.  Furthermore the present invention also beneficially provides an

automated method for collecting demographic information.

30 Finally, it will be understood that there may be other variations and
modifications to the configurations described herein that are also within the

scope of the present invention.



el ectroni ¢ nessagi ng service, the nethod including the steps of. 5
generating an el ectronic coupon using a coupon server, the electronic
coupon cowmoas/m4ng coupon data itenms; establishing a conmupCT/AaGIBNR3T i Nk
between the coupon server and a nobile ggssaging device, the nobile
messagi ng devi ce being capable of sending and receiving electronic coupons
using the electronic nmessaging 10 service; transmtting the electronic
coupon to tge,nnbile nmessagi ng device using the electronic nmessagi ng
service; thed il e messagi ng device receiving and storing the electronic
coupon; 15 establishing a comunications |ink between the nobile nmessagi ng
device and a transaction server; the nobile nessaging device transmtting
the el ectrdni ¢ cdupethodofarhdistributing aand sedeeminey eleitronid lteupdms tusimg can

messagi ng service; the transactiop seryer recejvi the el ectronic coupon;
and 20 nEIRTURNG STSAINE SaVICee sceined nellding fhesieBs@upon. 2. A met hod
accordigg to cl g Q1 OLHRHd i | v thi kdinGat i on
dat a, V\ﬁi ch is ?ﬁeégreigwgﬁi @g&@?ni‘gz uni qurgalg@gnté%@gﬁfgg%{'dtgﬁﬁgﬁ@ﬁhe

coupon; 25 cexponycoméairingatasponttata items; epr esent ati ve of the date up until
whi ch the coupontitﬂ. ble to be redeened. Q/g)I ﬁs datts which is
representative SSIFE FeCYNMYHe l?unﬁom Ve %n%%yp&&ﬁ?w\ﬁﬁi@gias
repr esent amotsiledfma@ssHing evidkAStHeE GRS imésshging tdevid® beahg ecaliile 8P 3.
A net hod according to claim1l wherein the el ectronic coupon contains a

si gnature &8nding @&nd verejving4etectropicr/cogpensousing the electronic messaging

10 service;
transmitting the electronic coupon to the mobile messaging device using
the electronic messaging service;
the mobile messaging device receiving and storing the electronic
coupon; '
15 establishing a communications link between the mobile messaging
device and a transaction server;
the mobile messaging device transmitting the electronic coupon to the
transaction server using the electronic messaging service;
the transaction server receiving the electronic coupon; and

20 the transaction server redeeming the electronic coupon.

2. A method according to claim 1 wherein the coupon data items include:
identification data, which is representative of a unique identifier for
identifying the coupon;
25 expiry date data, which is representative of the date up until which the
coupon is able to be redeemed,;
value data, which is representative of the value of the coupon; and
currency data, which is representative of a unit of measure associated
with the value data.
30
3. A method according to claim 1 wherein the electronic coupon contains a

signature data item.



-29 4. A method according to claim2 wherein the coupon data itens are
derived froma subset of data itens contained in a pre-existing conputer

r eadabl e Wolb®p44emch coupon data item having a respective HaraGiv@nsi n the
pre 5 existing file, each coupon data it bei ng substantially identical to
the respective data item 5. A nethod dccording to claim4 wherein the

el ectroni c coupon contains a signature data item 10 6. A nethod according
to claim5 wherein the signature data itemis created using a signature
data itemcreation process, the process including the steps of : encrypting
the coupon glat a A Rt Reominy TBRLAIM. 2\GhERdid WedtoRidd hta tRed BrOVI de
a first ciphertext, erein € synmetric encryption gor m uses
symetric Ideylvedaﬁrbrmg tsbsél 10f tdata pitems ezdntaiiedg i a)rwemsttm@s t¢brrgputer

function, the in rovidin first unformatte natured ta item
foremt L i'ng reqdage e, daft Brlben Bl Uit heunacd Bin ta 5 e the mrest
20 si gnat uERistiRba fild e@acﬁ”@o@ﬁ&?n@étﬁg iteh® Héihg! sabeBafi V\}}é‘l‘if lﬁéﬁ élt &9 e the
el ectronic coupdn. /. A method according to cFaimb wherein t si gnature

dat a it em respealiyestataitelmg a signature data creation process, the process
I ncluding the steps of: 25 encrypting the data itens contained in the
pre-existing file using a symretric encryption algorithmto provide a

first ciphegrtextA mdies@iagcditing & Bfhr4 Whewhxﬁéle%btﬁira@t:bubah l&ﬁsanas a
symmetric key; hashing the fi rst ci phertext using a one way hashing

function, Sighatyresdatadtem.ovi ding a first unformatted signature data item
30 forqymtting the first unformatted signature data item to provide a first
signature data item and

6. A method according to claim 5 wherein the signature data item is

created using a signature data item creation process, the process including the
steps of:
encrypting the coupon data items using a symmetric encryption algorithm
16 to provide a first ciphertext, wherein the symmetric encryption algorithm uses a
symmetric key;
hashing the first ciphertext using a one way hashing function, the
hashing providing a first unformatted signature data item;
formatting the first unformatted signature data item, to provide a first
20 signature data item; and
appending the first signature data item to the electronic coupon.

7. A method according to claim 5 wherein the signature data item is created
using a signature data creation process, the process including the steps of:

25 encrypting the data items contained in the pre-existing file using a
symmetric encryption algorithm to provide a first ciphertext, wherein the
symmetric encryption algorithm uses a symmetric key;

hashing the first ciphertext using a one way hashing function, the
hashing providing a first unformatted signature data item;

30 formatting the first unformatted signature data item, to provide a first
signature data item; and

appending the first signature data item to the electronic coupon.



appending the first signature data itemto the electronic coupon. WO

03/ 044711 PCT/ SGOL/ 00237 -30 8. A nethod according to claim7 wherein the
first signavswadata itemis stored in the pre-existing PCTSGOB0KA37 A

met hod according to claim1 wherein the step of redeeming the electronic
coupon further includes authorising a tr’?'gnsaction, wherein the

aut hori sation of the transaction occurs subsequent to the el ectronic coupon
bei ng authenticated as valid. 10 10. A method according to claim4 wherein
the step of redeeming the electronic coupon further includes authorising a

the step of redeen ectroni _ o i s
ubsequent o o't Re el 2ecBHing ot T Rhelqlf, B SR SRR EHIS e is

aut hent i casfoved i thdpreskgristingfilee coupon i ncluding the steps of: 15
obtaining the expiry date data fromthe el ectronic coupon; conparing the
expiry date data obtained fromthe electronic coupon with a transaction

date, ify rgsponge t ), ik ; SRR S t | ~abiial ni ng
the i d5e1nt |9T [ ca?\l ﬁl&ggﬁaﬁ?%@ﬁg 2‘?%@ Pﬁn‘?@ coupt(a%; Sl%g Pg;(rrié:c%\%ﬁyaaaﬂ?é
pr e- exi st i elgctrohec feauparhdurtbendncledes eauthbhisingetar itrarsactiohe whergimgthe

identification dat.a ich s the.sane as the cou i dentification data,;
o bome: puiiorahitn ot file KBmSARIg oei. SUDSS TG L SRetiatie Crhu Pt o
itemwith p8pgrAithbRliestelidsoval@ta itens related to the coupon val ue data

itemand 25 Coupon currency data item wherein the electronic coupon is
valid if the data itens being conpared are the sane. 11. A nethod

Focorcl 10,5 RARCRELalE 19 88o7 s HERE 1 Btp ELSBLEBRIFOCHS:

of the tragleatrbhivn caupons fettheredndodes cadtherisingctar erinsactiomowherein the
authorisation of the transaction occurs subsequent to the electronic coupon
being authenticated as valid, the authentication of the electronic coupon
including the steps of: ‘

15 obtaining the expiry date data from the electronic coupon;
comparing the expiry date data obtained from the electronic coupon with a
transaction date,

in response to determining that the coupon has not expired, obtaining the
identification data from the electronic coupon;

20 retrieving a pre-existing file from the coupon server, the retrieved file
having identification data which is the same as the coupon identification data;
and

comparing each of the coupon value data item and coupon currency data
item with the retrieved file data items related to the coupon value data item and

25 coupon currency data item, wherein the electronic coupon is valid if the data

items being compared are the same.

11. A method according to claim 6 wherein the step of redeeming the
electronic coupon further includes authorising a transaction, wherein the
30 authorisation of the transaction occurs subsequent to the electronic coupon
being authenticated as valid, the authentication of the electronic coupon

including the steps of:



bei ng authenticated as valid, the authentication of the electronic coupon
I ncl udi ng the steps of: WO 03/044711 PCT/ SGOL1/ 00237 -31 obtaining the
first sigwetoanesrdata itemfromthe el ectronic coupon; enecysGINg2Bhe
coupon data itenms using the symetric e_rg;lr_yption algorithmto provide a
second ci phertext, wherein the symmetric encryption algorithmuses the
symmetric key; 5 hashing the second ci phertext using the one way hashing

function, the hashin rovi di.ng a second signature data item formatting
t he unf or mat t ed %aq%@'ﬁ figk signatuce dagadiem frmithe elgGteanic coupenir e dat a

itemto the sec%r@tg@:tmé ecO@hch | 48D ite ;&g%{ﬁ%ﬁ@gﬁ\{eﬁg& g%rﬁcm%]n 's

valid if the first ture data itemis .
si gnat ure digaithireto prévidé aesduomdaciphietierty wWhedimithe 7syhatetiic' dritgyptictp of
redeem ng el ectroni c couEgn further includes authorising a

transactio%&%ﬁ@%‘i’?‘?%%@ SYRUPRYIS S¥i on of the transaction occurs
subsequent 10 tIsAIrRriedSbcorkP LipRrbRt BEIn h%“&@fg%éfg??ﬁiggsfu%%{ibﬂ; tHle

aut hentication of thé electronic includingt tarnrng
first si gnbashiegdeosidingemsecond signatlirecdatariieen;coupon; obtai ning t he

identification data fromthe electronic cougon;. retrieving a pre-existing
file fromthe Ci%ﬂg#'@%,t%}'?quﬁ@ 4 Y9RRtUEe ngaétergo havi ng identification

data which is t B@nﬁﬁiﬁhﬁaﬁetﬁfﬁﬁ Sighenare dagNterht6ahe 3BcHR Bignabihe gtk ifkdint he
retrieved file using the symmetric encryption algorithm the symretric
encr ypt i onWhegRInithaRleeirenic cavpey ifrealid & thefirst signaturer gatai item d$ thensame
retri d £l | di | phertext ; hashing the second
ciphe?%gxtQ%Eﬁ%gégﬁgpgﬁgaaggﬁﬁggﬁfﬁg function, the 25 hashing providing a
second signature data item formatting the unformatted second signature

data item1§.nd A method according to claim 7 wherein the step of redeeming the
electronic coupon further includes authorising a transaction, wherein the
authorisation of the transaction occurs subsequent to the electronic coupon
15  being authenticated as valid, the authentication of the electronic including the
steps of:
obtaining the first signature data item from the electronic coupon;
obtaining the identification data from the electronic coupon;
retrieving a pre-existing file from the coupon server, the retrieved file
20 having identification data which is the same as the coupon identification data;
encrypting the retrieved file using the symmetric encryption algorithm, the
symmetric encryption algorithm using the symmetric key, the encryption of the
retrieved file providing a second ciphertext ;
hashing the second ciphertext using the one way hashing function, the
25 hashing providing a second signature data item;
| formatting the unformatted second signature data item; and
comparing the first signature data item to the second signature data item,
wherein the electronic coupon is valid if the first signature data item is the same
as the second signature data item.
30
13. A method according to claim 8 wherein the step of redeeming the

electronic coupon further includes authorising a transaction, wherein the



conparing the first signature data itemto the second signature data item
wherein the electronic coupon is valid if the first signature data itemis
t he sane wase3tbdelisecond signature data item 30 13. A net hotsacu@nsii ng to
claim8 wherein the step of redeem ng thg el ectroni ¢ coupon further

i ncl udes authorising a transaction, wher £f the WD 03/ 044711 PCT/ SGOL/ 00237
-32 authorisation of the transacti on occurs subsequent to the electronic
coupon beiqug authenticated as valid, the authentication of the electronic

i ncl udi ng t3&hogsalipn 6f thepiransadtign: aecyrsr subssayeat (e etheaelgctronin touponhe

Coupon: r ot Hg aneicied 8 Pl Wie | ARAbdcRh A ECHRCDOR, g The ™ °

retrieved fsteps ofiavi ng identification data which is the sane as the coupon

identification data; . obtajining the second signature fromthe retrieved
file; and corrpar&?\t 'W'Pﬂaa\q tirst signghye data demfrofdhestiectronia coupant he

el ect 1 ogi ¢ 10 coMaRfg i iAbRERCAIOH oaTRRH Y€ ofitidnid ETIgUH Al ned Trom the

retrieved file, e el ectroni ¢ coupon signature aitenms are the
sanme. 14. A systretridwing ¢i pre-ekistingdfilenflometteeicbogor! ssrvenrthe esttigeeds filsi ng

an electrqnic nessagi service, the systemincluding: 15 a plurality of
nobi | e ms%’%"%@@ﬁ@gg"\/\ﬁﬁ%ﬁ”?@ﬁﬁ% & Same %@@iwpogl'%’t‘tﬂﬁﬁﬁt'@"&ﬁlﬁbns
using an el ect r HtainiTReFRAdONYNIYASEre FORPHROBIMRIEAIe! 854 udi ng a computer
processor and associated nenory, the coupon server belnhg connected to a

communi cat i ons reampanng theifist rsignatute datpdters abta@iest tfromni themetesiginig

servic t LSelver .20. gener atii .l ectroni ¢, coupopns and

transmtti %g’“@%g%!}nﬁe ?,'Bﬂpg}%@a? € H@pq%d%np e°bt?d§1$§‘a3'i°ﬁ'5 tg@v r‘_;rc}égvﬁgi fg: t he
el ectroni c wresrehgihegelsetronic @oupor sigridtarsdathl iiins 8fe/8le sdipeudi ng a conput er
processor and associ at ed

14. A system for distributing and redeeming electronic coupons using an
electronic messaging service, the system including:

16 a plurality of mobile messaging devices which transmit and receive
electronic coupons using an electronic messaging service;

a coupon server including a computer processor and associated
memory, the coupon server being connected to a communications network,
which network supports an electronic messaging service, the coupon server

20  generating electronic coupons and transmitting electronic coupons to the mobile
messaging devices using the electronic messaging service; and

a transaction server including a computer processor and associated
memory, the transaction server being connected to the communication network,
and redeeming electronic coupons received from mobile messaging devices.

25
15. A system according to claim 14 wherein an electronic coupon includes
data items representative of one or more of
identification data, which is representative of a unique identifier for
identifying the coupon;
30 expiry date data, which is representative of a date up until which the

coupon is able to be redeemed;

value data, which is representative of the value of the coupon;



menory, the transaction server being connected to the comunication
network, and redeem ng el ectronic coupons received from nobil e nessagi ng
devi ces. Wb 0354471 system according to claim 14 wherei n anPeSGHI/BT coupon
includes data itenms representative of > or nore of identification data,
which is representative of a unique identifier for identifying the coupon;
30 expiry date data, which is representatlve of a date up until which the
coupon is able to beorM%?eemad val ue data, which is fpresent ative of the
val ue of the coupbrencysiaa, which s eresentativeofa Un§3° ceasHEs agapeiatethi ch
IS represe of nmeasure associated wth the value data; and
a signatur g&g;atth\z?evé?ue%a@f@q A system according to claim 15 wherein the
coupon server aralsighaturédatesemi on server are the sane server.

5 16. A system according to claim 15 wherein the coupon server and the

transaction server are the same server.



