ARCHI TECTURE FOR CONNECTI NG A REMOTE CLI ENT TO A LOCAL CLI ENT DESKTOP 5
TECHNI CAL FIELD This invention is related to renpotely accessing a conputer,
and nore specifically, to renptely access a client conputer through a
firewall and/or router. 10 BACKGROUND OF THE | NVENTI ON The advent of a

gl obal conmmuni cation network, e.g.. the Internet, has facilitated
connectivity to a wide variety of devices fromnost anywhere in the world.
Initially, these comrunication devices included what is now considered to
he rudi nentary one- way signaling, for exanple. to a pager. However,
portabl e devices are now nuch nore 15 sophisticated facilitating

hi - di recti onal [ 1.Qn._nat . I tual nt ... but .t h voice
and i nmage conteﬁﬁggﬁ?kgﬁihﬁSf@ﬁéé%ﬂ%ﬁf!ﬂ%ﬁ??¥”ﬂﬂ6ﬁ§ﬂ$¢¥%%%dexéﬁ%ﬁbgnalIer
nobi | e. devi ces are increasing, ! ?ating t he exchange of ful
contemt information from al nost anywhere. Thus users need not carry all of
the information with them but scRNYCAPHIEED renotely to a hone station
to access The information desired. 20 Wth the increasing nmobility of

enpl oyees and Thie inkestion 15 relotedde ramd el yaneassing agbmpinef.andatdrospecifivally.
capabilit rovides the .reppte us w thtea cess.to information to
better se%ngPﬁ%y@ﬁﬁfﬁ?ﬁ?"gﬁan%ﬁgﬁéﬁggé?tﬁﬂﬂgzgﬁﬁﬁd?gé%nt1y! there is no
mechani smfor Internet users to facilitates a renote desktop connecti on,
e.g., a termnal services _connection, to access a client 25 conputer

wi thi ¥ an intranet netmor@ﬁ‘HﬂﬁRﬁﬂ”ﬂjFﬂ?@ﬂﬁﬂN\ﬁﬂﬁWSFqrou;er, wi t hout first
requiring vi rt#ﬁé acRrehlV@ftaeul&g}I \M?Hi{nuﬁéﬁmn Bét%hé c’% ttﬁ%ﬁ{t ét?ﬁzlsl Mciﬁgl\'i}fd gur ed

path through the router and firewa Connect'i e hetwor ia VPN
and t hen owinegivigrtmanealle savary ofdevites faorewost myweherens thesvathplnitedliyed and
awkwar d. reover .mqin%@hn{ng‘F saa%ip route from the lLnternet to an

i nternal CEPEFAMPERIGLRAEyICEs Me{uded WHEURREY (onsifiered P WIR S OPhat
enabl es r aptRnslafk fGRxGApREGL SHper. IoWeyeRBiR1able@IdVicOUAre nB® Aich Mblcanet
firewall and/or router to a client conputer behind the firewall and/or 1

rout eld srepbitiepsd Myilneing Hebmeion! sapwepisaign MpNBORAEEEl yRigntahe security
with voice and image content as well. Storage and memory capabihties in such smaller
mobile devices are increasing, further facilitating the exchange of full content
information from almost anywhere. Thus users need not carry all of the information with
them, but simply connect remotely 1o a home station to access the information desired.

20 With the increasing mobility of employees and the need to access vast amounts of
information, this capability provides the remote user with ready access to information to
better serve the employer and customers.

However, presently. there is no mechanism for Internet users to facilitates a
remote desktop connection, e.g., a terminal services connection, 10 access a client

25  computer within an intranet network, behind a firewall and/or router, without first
requiring virtual private network (VPN) rights or a statically contigured path through the
router and firewall. Connecting to the network via VPN and then using terminal services
to access a client is complicated and awkward. Moreover, maintaining a static route from
the Internet to an internal client is a security risk.

30 - What is needed is a tool that enables remote desktop connections to be made from

outside an intranet firewal]l and/or router to a client computer behind the firewall and/or



vul nerabilities. SUMVARY OF THE I NVENTION S The foll owi ng presents a
sinplified sunmary of the invention in order to provide a basic
under st andi ng of sonme aspects of the invention. This summary is not an
extensive overview of the invention. It is not intended to identify
key/critical elenents of the invention or to delineate the scope of the
invention. Its sole purpose is to present sonme concepts of the invention
inasinplified formas a prelude to the nore detailed 10 description that
i s presentoafer sidcdfeppihR®ofly fpeie dspranbf VANdiochREDSAY aAdscehai med herein, in
one aspect thereof. conprises architecture of allow ng an external user to
use rermt‘é‘"@l‘éélk‘i’ﬂﬁs-sol utions to renotely connect to an internal client
desktop behind a firewall and/or router via a network-enabled conputer. In
the context of a term nal services connection, this is 15 acconplished by
forwardi ng term nal servi cé8JMMARNEGEAYHESINVERMIONr om t he external client
via a& [ nternan im]r anet server .to .ﬁq i nt er nal }(I:I ient. corrﬁut_er on the
intramet. ther SByOIQMNERTRENES “_tSé'i“HI' o summgry f dhe BEENeR ! P"bhb‘_rf’ra"‘ﬁif’r ewal |
and/ or 1 opMbgic undeestSniifY dTabmelakgdis TARORGESIIND THiEsuntth&y hotGhieRthsiby first
accessing a portal website, which is a dynamcally created website that
provi des evesyipylod thesinwgrtion. dine notigtendes @l iflentis Hexpmtical pleingntsfodther enot e
users to ac d f ect] Vi LS.l nitiated when the
xt ernal’ Deaiepsydb BaNEe RELUDE Sy mEIRb It Yok Bulplhe % Bl Eiut o (o
t he i nt er cokcemo o enventhtne invesisiplified fipover sprelmdeteth sairs ddyilgadr ovi di ng a
singl e access . o'bnt, fromwhjch all relevant features of the intranet, such
as e_—lrﬂail QECRILY RS PHRECUSLRIE: client desktop, can be accessed from
outside the nei'“@;&r‘ésé(n'l [eRbdn @RIOKRE ah@¥fafihed BReihhB dn it @erepPr ks by
creating port sockets on the internal conputer and the internal server.
The i nt er ecabprsses gwhiteqtemofewingansatepml uprste userkmoadeskinp sdutidres text er nal
conmput er, _whi gh co ter .extracts the server rt nformtion. and transmts
Lo that BRI £RIELD A ingaltich deqgiieia F iehall nghERMt s o
transfer adwdk-enabisagpstdpelnimeRontehicofextmitinal seaits icohrcnal. ek isent
conputers, by L_orwardj ng traffic hetween the internal 30 conputer and the
servel pofcomp g’eﬂayéoﬁ%ﬂ’égée"ﬁﬁ?ﬂ]é?’ﬁ"fﬁg‘“?l‘ﬁ"é?‘%%ﬁi \"d?dﬁ@é%g‘_seéfﬂﬁnf% 2
mai nt albln %lhst%t Qﬁra?‘iﬂt‘é}naﬁﬁﬁﬁéh&‘%éwﬁpm%le%ﬂﬂ cliéh1 6B BieLon ekl ANSdbyser ver
is enabled to ac

allowing a terminal services session through a firewall and/or router.

The external client connects to the internal client by first accessing a portal
website, which is a dynamically created website that provides a single, simple. and
20  consolidated entiry point for remote users 1o access intranet features. Connectivity is

initiated when the external user logs on to a central portal website and is authenticated to

the internal computer. The website empowers remote users by providing a single.access

point from which all relevant features of the intranet, such as c-mail access and the user’s

client desktop, can be accessed from outside the network firewall and/or router.

25 The invention works by creating port sockets on the internal computer and the

internal server. The internal server transmits the server port information to the external

computer, which computer extracts the server port information and transmits to that port.

The server creates a thread to manage the transparent transfer of data messages between

the external and internal client computers, by forwarding traffic between the internal

30 computer and the server port. The data packets contain the information necessary to



as an internediary in the termmnal services session. As indicated above,
the invention is not [imted to a term nal services connection, but

i ncl udes any renote desktop solution that facilitates connection through
the router 5 and/or firewall froman external client or an intranet client.
for exanple, X Wndows. To the acconplishnent of the foregoing and rel ated
ends, certain illustrative aspects of the invention are described herein
in connection with the foll owi ng description and the annexed draw ngs.
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whi ch the principles of the invention may be enpl oye t he 6resen 10

i nvent i oresiag inteseaditey in deiterolinal servides sesstenaspect s and their equival ents.

Gt her advant ages, dantd DFVG| tlf eat ures . of tlhe iﬂventi on ,ma . becone apparent
fromthe fol | 6w Ry HSH APPEehedRETHIORS 20l TEFISAH 3, FRTURRNSEIY SRR EAPEEHET der ed

i N conj unsi RMdes by feirdd@wiopasiuiBRikET f4RR6HRE CItdNi S midiEhPRAMLNSS 15 FIG

| illustrates a bl ock diagramof the term nal services systemof the
presefAt ddpehrewl frepan ezteral ghen g 88 ifenglodienb iy ampleg Kalinsfows: syst em of
the present i L i & el ARG aff .,
comuni cat i onnlgorelgcclggég)mopfl Eit"ﬁgmg.}ﬁéis’éeﬁ)t? éo?ﬁr‘l%er(ljtar inc?Lt. wfgggeéf]gimls%{}‘s? rates a

f 1 ow charaspadts dfhbe pvthént dre descabephaemssa chmcctione wethithe fodlowiny deatriptiomer .
FIG 5 illystrates a sanpl e _lLogon page that nmay be used with the renote
User ot iIGHIeRe UARHIES A DRGRP LS St G oM Fa ! PP ool €

Know edg&ayak®hysiagehiéiPihe RAcIH RIS helf®éntBRM B be erdplofddGnd (hd st rates a
sanple e-mail page for the renote user portal. FIG 8 1llustrates a sanple

adm ri0st riaventionainieaded foonclugeall syabtaspesseandgbeir aguivalpne, Other piastagas es an
xR SATRALBL  SFLL 0o VR PRk i b e EReppL o chor
e-mai | . 3sériptionbT thel ihuaitioatvdenaohddaed invsnjyrgen ofthtthedmetimise user portal .
3 FIG 12 illustrates a block diagramof a conputer operable to execute the
BRIEF DESCRIPTION OF THE DRAWINGS
15 F1G. | illustrates a block diagram of the terminal services system of the present
nvention.
F1G. 2 illustrates network block diagram of a system of the present invention.
F1G. 3 illustrates a flow chart of the communication process of the present
invention.
20 FI1G. 4 illustrates a flow chart of the authenfication process for the external client
user.
FI1G. 5 illustrates a sample Logon page that may be used with the remote user
portal and internal network access.
FIG. 6 illustrates a sample Knowledge worker page for the remote user portal.
25 FIG. 7 illustrates a sample e-mail page for the remote user portal.
FIG. 8 illustrates a sample administrator web page for the remote user portal.
FIG. 9 illustrates an example of a computer selection web page.
FI1G. 10 illustrates a flow chart of the process for determining a URL for insertion
i'mo an introductory e-mail.

30 FIG. 11 illustrates a logout web page of the remote user portal.



di scl osed architecture. FIG 13 illustrates a schematic bl ock di agram of an
exenpl ary conputing environnment in accordance with the present invention.
5 DETAI LED DESCRI PTI ON OF THE | NVENTI ON The present invention i s now
described with reference to the drawi ngs, wherein |ike reference nunerals
are used to refer to like elenents throughout. In the follow ng
description, for purposes of explanation, nunerous specific details are set
forth in order 10 to provide a thorough understandi ng of the present

i nvention. Lden hesel.olRyention may be
practiced wt h%@{]?ﬂ{afgb‘ggégoﬁ gb‘%% fa Cér{]ﬁ;te}@pﬁ“ hﬁsﬁs xéh‘f:“é\g wel | - known
st r uct ur eBsdosdd dehitedsrear e shown in bl ock diagramformin order to

facilitate de the sent. i nvention. used in this application,
the terms "coﬁ%gilnimﬂ’bgﬁﬁg &§ F@Hf'b&‘ggfaﬁ{%a P EXFMPIAY comppling

comput er -¢lrah RS hickydangt IR MR enirconbi nat i on of har dwar e and
software, software, or software execution. For exanple. a conponent nay

be, bdt is not limted to bei ng, a process running on a processor, a

processor. an obj ect, D%@A]E¢6(t?l¢ léNt(ISﬁ%‘?H% ﬁgvgﬁﬁaﬁl on, a program

and/ or a conputer. By way O ustratiron an application running on
a server and tTie ;ﬁ&feﬁﬁhvﬂﬂﬂnbﬁn@vdmbe@mth réloeno¢ tohe Araxidng) herepnt s nmay
reside within a process and/or, thread f execut%on and a cor}ponent may be

| ocal i zed§HelsF@ce BEpeRlsAra A de "?:fF’s‘f’rl k6 St nisdhigughontndn Bre fabewingonput er s.
As used hek&ighon! 88 phiph8es of 8L HaARoR, nirfdrEiSspdeimedlallY afeel f271hAhL QRfsS Of

reasoni ng about or inferring states of the system environnent, and/or
user 10r ontp@reede athorygbupderstondingef tbamm;mtdnwwoevbnnsy bneVidentdat a.
Inferenc can b ed to identify a i fic cont. xt or. ctlon or
can gener Ot“'e"ﬁr ﬁ}gg}a%ﬁ”%/ Pvn?ﬁné'toplnﬂ)al}ttl}é a%\?@ﬁj “p‘?' “be”efSBF" 6 delgi P The

i nf er enc eothé@tindigncps, Wbt oiwsi st Grcfulidtand YevicExeare Siigaun i Block dhf:grampﬂ’oﬁbarbl lity
distributign over_states_of interest based on a consideration of data and
events. |Hferefdlitaegdesaibag thepesseRtdnyedbfmi ques enpl oyed for conposing

hi gher-level exeplq if (M h%ﬁ# nfhe tmn%émg%u?‘aﬂlats?stmﬁuﬁﬁ nhﬂ:BG&ﬁBce

results in the constructi new event s actions 30 froma set of
obserhed refeetn s cemputorrekitast enditye\egher hded veare vaeonitenation of bardwaee andent s are 4

software, software, or software in execution. For example, a component may be, but is
not limited to being, a process running on a processor, a processor, an objcct, an
executable, a thread of exccution, a program, and/or a computer. By way of illustration,
both an application running on a server and the server can be a component. One or more
20  components may reside within a process and/or thread of execution and a component
may be localized on one computer and/or distributed between two or more computers.
As used herein, the term “inference” refers generally to the process of reasoning
about or inferring states of the system, environment, and/or user from a set of
observations as captured via events and/or data. Inference can be employed to identify a
25  specific context or action, or can generate a probability distribution over states, for
example. The inference can be probabilistic-that is, the computation of a probability
distnibution over states of interest based on a consideration of data and events. Inference
can also refer to techniques employed for composing higher-level events from a set of
évems and/or data. Such inference results in the construction of new events or actions

30 from a set of observed events and/or stored event data, whether or not the events are



correlated in close tenporal proximty, and whether the events and data
cone fromone or several event and data sources. Referring nowto FIG 1,
there is illustrated a block diagramof the term nal services system 100
of the present invention. The follow ng description is provided in 5 the
context of a term nal services connection. However, the disclosed
architecture is applicable to any renote desktop sol ution including, for
exanpl e, X Wndows(r). The system 100 includes a request conponent 102 and
a connectjon co ent 104. The .reguest con}?onent 102 receives a

connect i dﬁ"ﬂé‘(‘.ﬁﬁ@gt‘ O EMIRPTA MECPB B Y whetkesiheevsaisand datagame fram gne  an FTP
(File TrapsberaRvehids@liasbgeal. . The connection request may be 10 received
directly fromthe portable client device or froman internmediary device
that forwar dsRuftreing equds 1@ ol . these isafugstcdcoblpdndwngrair0E thé tenainal r ed or

wirel ess qugglg)ﬁtl bB’M Ih'e%escmﬁ Egeﬁ%g%l otwr}ﬁgéaees ﬁﬁtzt &9 vu?e]

signal s e con to |n| o the

i nt ersal thetomek oﬂhmu@ﬂhl a:rf/icwmﬁinbctamd/}m\vevmu}ﬁ@dmu&;cﬂgrcthamhml, servi ces.
Hereinafter, it is to be understood that the use of the term 15 "firewall"
also is rPaheabietopay sepeiguetkionyolutng inghBingalor expnerle. h&Vipdews®. Ahel t he

firewal | {n}a‘l‘(ﬁﬁ%& %esarE e?%&ﬁ%on% 1‘&% 8" ﬁtchgpc&mg DRRAEIG it 1S @ port

msmagementy t es 't hé term na s "connect| on
t hr ough trequeki ¢oanyminkntldR weeivet Ia&ohmicebmaéquemdﬁﬁhﬂ the famtlof HECLAP danal
conput er. .Not e that uter in this context includes 6 any device

he.term co
portabl e sHnahSee “p“tﬁ’rFfa[b%é'eﬁ{ﬁ%ﬁS?‘E FOleEhIgP A ad Be sortectonrsygst DAY 86ch” devi ces

20 i ngl ud@cRvARBILAP [ATTRE bfiablS Bif HeviBObr A& @n MESRARIy QEvitRhoP
conputer, network- capabl e nmobile devices such as cell phones, personal

data assiforeandstheaequestie the reguest FahRaneninkd2nvava poregloGwiRless here i's
|IIustrated net. rk blo di agra S em. 20 esent i nvention.
Thi s partl Cuqmmc H}h(r]ak( 6?){:8 rec )ved tgé reﬁu S\{%E)rk)ponenpll% *:na? 0 ngtl? on

net wor k (dsoigon@fl2 00 e initidie &knnabtiwqommnm&mmmamm Ghrﬁiiglﬂl mldawn\aﬁn/pr 25 it
is to be ap{%rec.i at ed.trat the network 202 Eynge h VAN, or
ent er pr i SEUISEIHOE IETBYEI SSRKFEh TATeRaiiey Hat oA CHBop Ahat 8161%9* Hﬁycnﬂ

conmuii catifewd £33 8h@ht t%lue%%me%éhrreqwasmh%ﬁmoﬁh%; MR the E%Mﬁl ng
wired or wireless services, which is conventional for network

connect i vhJhymtqtheheswtemrwﬂthq:mr@n@hwnmosﬁwOf‘os apoemwnageniont dread| 108 | ent
00 ol s RIS o RSP | 210,
an computer and the cxternal computer. Note that the term computer in this context includes
any device portable or not portable that can communicate over a network. Such devices
20  include a desktop computer, server, portable notebook or laptop computer, network-
capable mobile devices such as cell phones, personal data assistants, and the like.
Referring now to FIG. 2, there is illustrated network block diagram of a system
200 of the present invention. This particular embodiment uses as a network, a global
communication network (GCN) 202 over which all communications are made. However,
25  itisto be appreciated that the network 202 may be a LAN, WAN, WWAN, or enterprise
network over which an external and intemal client may communicate. An external client
204 connects to the network 202 using wired or wireless services, which is conventional
for network connectivity. The external client 204 wishes to access an internal client 206
of an internal network 208 (e.g., an intranet) behind a firewall 210.
30 A remote user portal (RUP) website 212 disposed on the GCN 202 serves as an

access portal into the internal network 208. The external client 204 enters the URL



access portal into the internal network 208. The external client 204 enters
the URL 5 (universal resource |locator) address of the internal server 214
into the client browser, the server 214 denoted as internal only in that
it is behind the firewall 210 and facilitates access to the internal
network. The RUP 212 presents a |ogin page, and the user of the external
client 204 logs in. The server 214 presents a web page to the external
client 204 5 offering information and hyperlinks to further information and
options. One of the |inks .is.to the RUP server 2 through which interna
P ent - aclBshLedfuuts Bifonisfaress e FemFiaHer 26 i i LERRDSSE. ot o
access Oopdckan 2|4 dekc@EPAISRIaP ollyiif hat has Bafisd tlfirewaiePto amOAciligaéser out ed
for connection to the RUP 212 site for further processing. The user action
of sel ect3gstpEeRUEMabAgvETIa c ERSRUBZH R Gresents p degin Ragd. ﬁm? thetuser qRUE site may

trigger thg. 0 didhes /glr>g§iﬁr YRE saﬂvéﬁ%ﬂ ﬁr@b%ﬂnsg;ogg pie 1§ 1id &lerfdl chg.ﬁ dz%gai | abl e

internal clients an servers. e ‘user S a conputer, hen a
term fal offeringoeonaessi od liypetiingnta funbkeidformalioreamboptiodb.yOné h£thRURKR212 may

signal the int | server 214 that .a term nal services nnectign request
has been ?‘é‘&&“%@?s‘irha@é?ﬂg"ﬁgﬁh f"&"‘itRHP‘(?HT‘ ﬁ]ée’ﬁ?ﬁ‘f“ﬁ’%’élgr@é?‘be MY ener at es
a |ist ofcighl 26wdkh 80é@s £ Fdnei GcREs SpiRn Mtrespdnbe RAIMBE the ckRrdleli&P 212 may
provi de direct access to the internal server 214 through the  firewall 210.

si nce t he2®4 is &granted fargoprectiont thefddP 262 sild fenfysther pivceraimg. dhd vaertdsben i cat ed

access by ¢ : ; LSt .O i | Lpglients.is fhen
transmt t%‘dJ'}Ferc M&hﬁg) § ;r%?'gor'%m!é “tesésegrp\'/g%%% h”?ﬁirgg' 'b Eé%@%%ﬁé %8& trid %é g’r‘ft ation
t o t he exinasrmalseiwks 2iit1020eh pehbrate £kt ef el avallabdainteradrclieiwe and/et «eteas.t he

i nt ernal SI:I ient 206 for connection. The internal server 20 2%4 creates a

|i st eni ng BOREEBEIRHS HEAAPY!Fe 22EtheR A terpunal seryicep sessiopas then veketht 206, and a

mnagemnﬁ\h&%ﬁ@éﬂy,ttﬁe RBPage hdlesi b MeNflen® L &EA 4GRANRAEHiRA sbRidLeEN. t he
two sockets. The server port 'nunber is then passed to the external client

204. The eouneytivalrequeselmas bpomreceiledy i ngsponsede whichfthe int¢rpaltshever Akder nal cl i ent
206, and th n iy 41 : . ffyc fromboth clients (204
and 206), é‘?"%ﬁ&%ﬁﬁ’%ﬁg? M %mﬁgggﬁ"gh‘%té’? \{A}’Eé{‘m‘%{'h%;’{‘\%’wc| i ents 25 (204 and 206)
transparent |y The RO® 212enay prbeidedatctatedshe bx iraemal sceder 24 the@sehtthen has

the-user RN 21BeResealt SFeomi 1008 EorHe-(ed . o1on S GaR PGSV U | on)
i nst al | ed,QeésbydRe RUP 210t erRalst 6f 4vaNkble F0EmaltienRqd 1heh SrafsnhiRed HonCih ent
204, the user rmay |launch this application for use fromthe
internal server 214 to the RUP 212 for presentation to the external client 204. The
external client user then selects the internal client 206 for connection. The intemal server
20 214 creates a listening socket on both the server 214 and the internal client 206, and a
management thread to manage the terminal services connection between the two sockets.
The server port number is then passed to the external client 204. The external client 204
then initiates traffic to the internal client 206, and the management thread listens for
traffic from both clients (204 and 206), forwarding the traffic between the two clients
25 (204 and 206) transparently to the user. The user of the external client 204 then has
direct access to the desktop of the internal client 206. This means that if the user has a
particular application (e.g.. an accounting application) installed only on the internal client
206, but not the external client 204, the user may launch this application for use from the
’exlemal client 204 without installing the application on the remote client 204.
30 Note that the RUP 212 need not be a nodal entity separate from the internal server

214, but may reside on the server 214 and/or be an integral part of the server 214.



external client 204 without installing the application on the renote client
204. 30 Note that the RUP 212 need not be a nodal entity separate fromthe
internal server 214, but may reside on the server 214 and/or be an

integral part of the server 214. 6 Application of the novel systemincludes
the follow ng exanple. Joe, in the wee hours of the norning. has an

accounting epi phany that could save the conpany thousands of dollars. Joe
needs to imedi ate access the conpany business server netmork quickly and

easi |y from hoy phcl'ln()@SFmE H&QQQ¥S Wb hnc.tlu qmﬁ i%ﬂg\tv n'an\{(q 8 2 r}bet [Ewal e no

nunbers, 5 conp ex sequences est'd 1eEnber .
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to connect to his conpany. Fromthe RUP site, he is instantly connécted to
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on a single term
~Joe dsmse hots onesidt dfohd ¢d’n$;’ianb'tsadcatl ha\m e;&dlshﬁeﬁagarhmdnfamwwl on his
hone machi ne in orde ess he s?readsheets St the office. Fb actual ly

1
runs the "sﬁbh'i"a;t&t%ﬁ r‘es Stifre <tfé§1s B RsEd M pepd fimecopserinediow hats
accesses Lhge fAlodn¥dt fo Bis SoMbhdyE FromARPRUSY site IR R iddtdhly! Dnsdctidtd aQitnhi S

of fice conputer and/or the dat'a of a database accessible over the office
net wolk. $4 otbusinessiservinest his accounting strategy works, and then uses

term nal servi ain. t nnect, to hi ersonal conp |nslde t he
conpany. Fr onf ﬁie@eqlsﬁ%‘hg%@pt IRRoked 'ﬁ%\'ﬁ@ g??%?@gﬁ“‘gyotgdﬁ%ﬁ?mmﬂt he al ways
keeps hangptesishdetss wAthdes Haodal. onF'i ﬂadzlbyenml ye@ReSmathihe ACHPHSaon hi s
personal conpany account to send out a _self-congratulatory e-nail to al

of his coWBFREMedeadhatihdae Q?@H’é" Berd 'afﬁr%tﬂ%adslysﬂéﬁ?d*hm«\e?wé%a"e&awﬁ%

hi ghl i ght ﬁoﬁm@ﬁm@lﬁ?@m drbids tS%c&Es Hn'@%ﬁﬁﬁé‘s'?:%\% al MY SMOHMANNFFHRSAE NG t he

i nternal network rom an | nternet il osk. A user at an ai rport uses an
| nt er het mmmnmm@mmppﬁmsmﬁm cosnuidart arid achessesghe dita ofe hinvHioeal
access is obt

oo S aRhIETS3he7 S Ein ORGSO BTy g 0, oo
nunber of acpisiasyerithecdfide Agwoek. Be tanfimBaka bid accounting strategy works, and
then uses tenmninal services again to connect to his personal computer inside the company.
From there he edits the company strategy document that he always keeps handy on his
20 desktop. Finally, he uses e-mail access to his personal company account to send out a
self-congratulatory e-mail to all of his coworkers. and then signs out of the system.
Another example highlights the capabilities of the present invention when
accessing the internal network from an Internet kiosk. A user at an airport uses an
Intemnet kiosk and accesses the website portal through which internal access is obtained.
25  After entering the same credentials used to access her own machine, she is presented a
simple menu web page for accessing a number of options, including her e-mail account.
She sends e-mails and then explores other options, including accessing shared services on
the network to view company announcements that she missed while she traveling. She
then logs out when the allotted time is up.

30 Still another example of the capabilities of the present invention involves remote

VAP (value added provider) services. An internal networked client machine having



She sends a-mmils and then explores other options, including accessing
shared services on the network to view conpany announcenents that she

m ssed while she traveling. She then logs out when the allotted tine is
up. 30 Still another exanple of the capabilities of the present invention

i nvol ves renote VAP (val ue added provider) services. An internal networked
client machi ne having 7 problens can now be accessed directly and quickly
by the VAP to fix the problem The VAP uses the RUP website to connect
directly to the client nachine through a renmote desktop feature. The VAP
t echni ci dHOREPS £I0 Y bea¢ugssed dirpetbhindmugkinauthe XAR t¢ Bahergotien. The her
seat. 5 ReAPLEidfHe ROW Jva,ﬂﬁaco%nw%n@umo thd URLT AHEAL2uTbEN acr%,%ﬁ of the
communi cation process of esent I'nvention e, oses of

si mpl i ci tdeskabp eoaplranabe wAP thlcmn@smy conorees the phubdkoh aguhem ahﬂm:hgme;l n,
e.g.. in tQF formof a flow chart, are shown and described as a series of
acts, it T"dI¥%he understood and appreciated that the present invention is
not | ismi t ed bR fEgin@ MG 10 FIG a8 there i3 BNSRRA AFloSy SRV of i @mGRESaRRG W th the
10 present invention, occur in a different order and/or concurrently with
ot her acﬂ§oﬂ%%ﬂﬂ@haﬂﬁﬂﬁhmmm“amd“ﬂﬂﬁdprb@@oﬁepéwnuﬂFdYOéﬁﬁﬁpmapnﬂh©se
skilled i | | dol o coul d
alternati ?/1&03ﬂw@@m‘@lhpgglggggéﬁ%@%régr ;S’%.—%} er’r e fﬁigm " “%eve"nt S,
such as idesaitetiat @ sehiagitao, nh/tzrtebvenduﬂatd ald apphdcuséd iabate pﬁtsém may be
required to inplement a nethodoloqy in accordance with the present

i nventi on™V %“’N“ A himited dydhs RL0T 58S BIESKY e 17 Agcerdease wab &e f or

aut hapt i GaLicNinv@itionOdecut e diteRht (')raerngrﬁmr%gn@lﬁfcﬁﬁ ? Wi dihe aBYroR ﬁ]ent upon
proper authentication. At 304, the external client accesses the P. This

may occur%hawn@\néﬂmabwh@ymt trer cvsmrplcsnlm;bykiusd ngtht: lg \uRmndadtdnéami f or the

i nt er nal Server, gtea ed |§(g] %{{quﬁem ) e§ ‘{\’hd aut Oni&tl cally routes
the conné®PiSH éré’ques R i . d{ﬁey Pr ser%slarfﬁnﬁ"l% URL of the RUP
i nt o t he idfdnelatedntaiéy @wserts, such mapomedxagth RUBrdok @S acttadl iBusMelfedarge t O the
user. The cljent user . naV|gates the web g and where necessary, my be
pronpt ed &Y BoEEPBettor @l asmhp mgthed §'é’wi"b%4§ taRsfomith therrseseRbNV§RllONe

capabyisl i ties Of¢ jgoeiHeleRRFM ugé?\éeém Me mtzfmu &sarfomhalm,mbexxmﬁumeed to
log in for proper authentication before further access Is allowed. At 3086,

the RUP cusemsnirawedesscess to e RUR etaponguepes puthentggationy, Adinbe sxisaraber) t hat

a ConneCtéhocﬂt accesses the RUP. This may occur automatically by the user simply using the URL

address for the internal server, selecting a remote user option, which automatically routes
the connection request to the RUP. or the user inserting the URL of the RUP into the

20 client browser. In response, the RUP presents a web page to the user. The client user
navigates the web page, and where necessary. may be prompted to download the terminal
services component 10 facilitate capabilities of the present invention. The user.may also
be required to log in for proper authentication before further access is allowed. At 306,
the RUP communicates to the internal server (e.g.. a business server) that a connection

25  request has been received. At 308, a communication port is opened in the firewall at
setup time. Note that the firewall may be a hardware or software firewall. In response to
receiving the connection request from the RUP, the server generates a list of available
internal clients and returns the list to the RUP for presentation to the user, as indicated at
'310. The list includes only those clients suitably configured for access according to the

30 presentinvention. Thus there may be some operational internal clients not on the list



25 request has been received. At 308, a conmunication port is opened in the
firewall at setup tine. Note that the firewall nmay be a hardware or
software firewall. In response to receiving the connection request from
the RUP, the server generates a list of available internal clients and
returns the list to the RUP for presentation to the user, as indicated at
310. The list includes only those clients suitably configured for access
according to the 30 present invention. Thus there nay be sone operati onal

i nt ernal ot | it nce th may
not i ncl uﬁjédsgngﬁil ﬂqﬁﬁ gwcl) gﬁg“t ':h§ ma?s?%)reﬁ‘gglrm i érgrg?htk O%”'E‘:‘é"sfsgyélﬁﬂ'a |r|°'inf’f

312. the wusess @pilelittes. an internal cli ent to access. and initiates the
connecti on. é ?EZ4 hthe |r]1ternal server reads a port nunber valuye fromits
registry a def alif [2-8"egsuseleciing wreznyl § e’ﬁ 1§ PSR PRI Nl SR por t

The sanme RPBi4. ik dlehadddrvenened pot hlifber vahRWRI its }Féggvs'ipy (ét;,fameﬁmnm nt, a
conmuni cation conduit exists fromthe RUP through the “fiFewal |l and to t he
i nterral 4EX5y.amd crqates pdistaning %’ék‘vé’lﬂ tbat patte I ha syoe ket isairentheopened imtie
client. e cl t 3 ich i des gnat d ter a

servi ces g%r\?'r?gctqhggs‘:" 99%0@ g%m eumscer'?/ré?(’"(:(r"é'aL m'}'ﬁ‘? %@E {0 nﬂh&ﬁe t he
term nal Semallced (€ teniseinabsertet menﬁﬂxﬁew}eer&ew@rd DRt ©nitkOinGRaket s. At
320, the server stasis the threa rt value for the server is

passed batkn:§ 4 'CB&R‘ET%%I‘) 1 \é‘ﬁ’t‘hl’sh H@a‘f‘g 0R tgFMmRal JRIviceaconertiopsie por t
val ue is RX81AGhEGNer Bl @ Rhd 10ARShdeR e @ RRenI&ls &%9& blfiRegxt €1 nal

client use the port value to direct traffic thereto. the server
managéhenthetstmvenahd qlr@mewskttto Ah320, plaer gesvef starts thefihiead, mddha‘lmn/mldsfdrncom ng

h At 326,
whon-Che eSENRES BReLReS: bt nefieatn B RARREDR Y 82l ThERGh: (& The

process t fisite rs&aﬁhﬁsd &oﬁttﬁé)UlRIIQ@Kd 1Haoémhzha&rvideybsmeexhﬂmaem&@sau@d t hat
mul tiple ports may to the Internet. exanp a port 4125 may
be nmappedPbVHYE 10 @%9"6’@“:&“‘%’&3‘#’3%‘ 3aﬁelhﬁa<rr\%qusunsmrsbrreﬁd immﬁom

mepped t Op R traffR8shdfor@ard§ ARBMild thedshads hdnh smporamgaeo% Hovever. this

20 is Iess secure because now, nore ports are open t he connections to
the dEskt U%Pmyﬂywlﬂ\ayserbén dﬁé,nvhdmhawomldhdmat lwigtolnt, ttheesepyee slomad | nvent i on,
there is ot r nal ROLL O ﬁ 4,9 y\/n](ch is mapped one or nore

s, aches a Stop bloc

i nt ernal a]8r€isqg‘f Bt e PAT SR 5?1{

Note that it is to be ﬁpprecmted that multiple ports may be opened to the Internct.
For example, a port 4125 may be mapped to port 3389 of a first interna} client, a port
4126 may be mapped to a port 3389 of a second internal client, and so on. However, this
20  is less secure because now, morc ports are open. and the connections to the desktops may
always be open.
In accordance with the present invention, there is a single external port opened to
which is mapped one or more internal ports to internal clients.
Referring now to FIG. 4, there is illustrated a flow chart of the authentication
25  process for the external chient user. Upon requesting access to the web site in the client
browser, the user must first be authenticated into the RUP. The internal server logon
credentials are what is required for user authentication. In all cases, an authentication
logon screen is presented, and the user cannot enter the RUP site until the login is
bcrfomed properly. The user must be a member of the remote user portal users security

30 group or the domain administrators security group in order to access the web site. All



Referring nowto FIG 4, there is illustrated a flow chart of the

aut hentication 25 process for the external client user. Upon requesting

access to the web site in the client browser, the user nmust first be

aut henticated into the RUP. The internal server |ogon credentials are what

is required for user authentication. In all cases, an authentication |ogon

screen is presented, and the user cannot enter the RUP site until the login

is performed properly. The user mnmust be a nenber of the renote user portal

users security 30 group or the domain admi nistrators security group in

or der t o ‘aem@sestaRecsHBIYI \t/@ pake ot 118 vactonienbrssdea tadsgort seramyis detiepage of

the web S|L§ besldes t he qﬂfﬁ BGEgen is denied. A guest account cannot
P e

access t e ROPSEY C‘m"f&'t"cﬁfﬁﬁ e%fernal client enters the URL of the

internal serveyt 4001 e Xerdal LRt entbisaNG BR LasTdhE A servbNRiEthe cliéfi t he user
sel ects the RUP option, the user is directed 5 automatically to the RUP
websi te f6‘?“’1‘6@?‘h“§¥'ﬂ8c‘amtﬁéﬂt Hidhe pssh sgleets theddddP omtien, thp:samsshrcmda pr oxy
for SYCh BIARRRARSA: RIP LAURE 130 S GHE hainiicion poPEEFTRIOGFIRES
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sui tably as@rwqunedmh@roqgem or rhrcﬁrhlembm'e&rt Atm)m;}&rlaﬂi’ qm&cm;is qiiepr esent

inventio R ‘h em B Iirri ‘S t the client
oper at i na oL esﬁ’{\lqs AL § f’%f"e‘rﬂ‘”}’ 149 dhs semg ’tfﬁ“”éH‘b‘T 19dPi ons. and
that the peabhif e Ghh&ilon %b%ﬁ&is' AltBe prieSent SRR ﬂﬁ@ﬂ%ﬂld@@'bul isnot

i nterconmuni cation. At 404, a determnation is made as to if the client

condi t i olsnitgddo, gpewng that thoclignt operpkng syskeoBiswhHicéenty updated it fupatinote wi ndow,
e 0 g3 T RLARORATET hal 0 LB ect e FRRAEAY afeQusbdind B2heq gD user will then

be pronpt 0 corrp prerequisites for connec |V|ty of the system
At 408, tilwercoystaicacont Andes 1tqum|irfa(ibmmﬂs5e whedtkiht olidetendiiow aré t he

client has fulf d the rere ui sites. the system | oops back to
the i nput2o8f- Lf(ﬂ'iét B SR Gé""tf e ﬁ‘é"od‘l‘?"é‘ﬁ?w g ?I’ﬁrg’bﬂﬁi’?ﬁ a timeout

feature WRY¥oWas pr@ehitPoANSHEL, Thahsdr RE1II IHIRPrémple@io tafed ther a | oop.
Addi tionally, the system nmay inplement a finite nunber of login attenpts

bef ore a mesadgtesifer gonaewivite@f ths syplem. SIeA08¢ Be gederaicomtpmygs foreripsmifods or to
cor r ggt Cﬁ%&k%‘o%?cﬁ%ﬁ& i@t ol RAHNELthe g,%rg(gj §leEeﬁN fmngswﬁ;&o gdi ti ons

are final |ca POW I's From 408 to
410 redi rtmclt totthemmxem Hxcte cootnivdeehRtimgwhlesclitd. fmmnapoms,31 tirgectuln €eatunt er nal
client.

s B el o erisice BaRe Sty isHop JotRed i 16 2AGaifinaiR tre o 11
credent i AP B ed i FSUEC ARG BFIE 508 RS P- y. the sy

may implement a finite number of login attempts before a message 1s presented to the

uscr 10 use alternative methods or to correct certain aspects ot the required perquisites. If

20  the conditions are finally met, and client authentication is approved, flow is from 408 to
410 redirect the user back 1o the RUP website for access to the internal client. At 404, if
the conditions of the client are correct, e.g., the credentials are correct, cached, and the
request is external to the internal network, flow is directly to 410 to continue the
processes at the RUP website.

25 At 412, the client users makes a client selection on the website web page, to select
whether or not to remotely link to the internal client machine, which selection is
hyperlinked to another screen. At 414, the system determines if the user desires content
other than that which links him or her to the remote client. If NO, flow is to 416, where a
window is opened to make a selection to the desired content. Flow then reaches a Stop

30 block. Note that content is opened in the bottom frame of the same browser window, that

is, no new browser windows are opened. Alternatively, if the user chooses to connect

10



request is external to the internal network, flowis directly to 410 to
continue the processes at the RUP website. 25 At 412, The client users
makes a client selection on the website web page, to select whether or not
to renotely link to the internal client machine, which selection is
hyperlinked to another screen. At 414, the systemdetermnes if the user
desires content other than that which links himor her to the renote
client. If NO flowis to 416, mhere a wndow is opened to nake a
selection to eaches a Stop 30 bl ock. Note

that cont'ent 'nysmd e 'ﬁ'LC(ﬁ"qq ﬁff'He e & g?r’f’\flxrjé 45# “’tﬂﬁ%scg'afr‘?éh‘b\’ﬁ\r/\é SbRPRtow, t hat

I's, no nekbisgusieivaNdbidRnemaicBeRPeneverd AeIBWHR NG inlefnal BifenW§€r chooses
to connect 10 renotely to the internal client, flowis from414 to 418 to

present 156N VLTS t@@#t(hlww%a‘a@w? Ham I"SRTQ‘XaVPmdb%IM‘@!BP'eC]Icn't@ﬁhlfal clients
or ser Verl §ltnﬁl Lﬂ%p Aw at\ﬂﬁdd\(‘h‘%&’aﬁéd lﬁllhﬁ&%c%m\&cﬁr\% {l(?\v chs(?‘lﬁ Ct ed,

term nal services are run i n prox om t he “ext er nal
i nterfal cohteatdccolingd@Zhe mtonwaidbenti Fhopeamed then tehehes dreesSi1by blosler WI ndow

resenting 5 tent acco toth nternal cljient. The proce t hen
rloeaihesI t%e Sﬁg‘g THPHERY 10 E&g(%gsgr”?eﬁ‘g'”d Wl"i“ %If‘lséfnp ll‘iﬂﬁ’@ﬂ’é’-? §OF‘I f‘Ué’fs‘;B‘E ed a

sanpl e Lagenfiager &fle LRaE PATRY alfor 18 Bflcrh@rsehREIdBBBE R elds athe D& @) and/ or
the internal server |ogon process. The user will ~ first he presented with a

f or ns- badd heurresentel avathi oiermegassd ap@g@qugpgwoaamupgm VY nayigahieg toRbeot e User
Port al H]LI'E dp%gg' Froglg}'leﬁ]i] u_reorgélg g& f#.)?’l?{’he usér hlg 01’ Ll’ VS %ﬁ{,ﬂg%@%%@?ssmr d

10 The page does not name; du tion
process, 'lflhq;zu_em(ernnaieqaemuerdcﬂmmnmnﬂalnﬁngenefaorhmﬁdmdnwdcbqsthﬁ user's | og

on credenti al If a user fails t a nessage appears above the
user nane '&'ﬁﬂ"‘i%&%ﬁ’ﬂ”‘fﬂ RATRESTS dpptar eHdY@h@@ userisdpe PRETedEY % If avpad, and

pronpts tihgs M&@L oﬁ ca héka RAHDBars Tmem&%gﬁm{@%d%és%m fiols 1axARRLR, " Logon
failed. Ensure t our usernane is correct, and then type your

passwor d thgabmlog owiel ads @rhpIompts 1he dser ée Wy AgainhEhemessage inapuatate, fut t he

d fiel |
D o ki, b BouoR FARSE ErSle S JohAloehlmc Ve R ahE Wiy BE 2 1o

successf u"lxaT’Bgr n, e use
t he tiext pakoagdagain."Tieausemase fhd retaingthe heer Sanputf anthegmsdvad fidldAs! i nks,

hel :ols t oeb'gigﬁﬁhgrgfél'eeﬁ@%mft"?ﬁpﬁ% el Bt e 1 FeniRgt
especi al | yp1gieBitd B@,cbﬁ.@%?ﬂmezgt FRYadifgi € abMered BAMEN theehBBAQIEhd he page
has compl }Sfllgll%kel ?]gll] the page loads. e.g.. the Administrator page. This progress page helps to
calm users who may think that the site is not responding, especially since the browser
20  may indicate, “Done” long before the page has coniplctely loaded. |
Referring now to FIG. 6, there 1s illustrated a sample Knowledge Worker page
600 for the Remote Uscr Portal. If the user authenticates as a member of the Remote
User Portal users secunty group, he or she is presented with the page 600. It contains a
Welcome message, a Log Off link, and links to open e-mail. document and information
25  collaboration services, Client Help, and Remote Desktops on the client machines and the
second server (for shared applications). It also includes a link to download a Connection
Manager and the monitoring web site. If any of these features are not installed during
installation or not published to the Internet, the corresponding link is automatically not
;ﬁsplayed. Additionally, the number of links made accessible to the user depends on the
30 wuser that logs in. For example, if a non-administrative user logs in, non-administrative

links are not shown, for example. a Server Desktop link, as illustrated FIG. 8. The title

]



Referring nowto FIG 6, there is illustrated a sanpl e Know edge Wrker
page 600 for the Renote User Portal. |If the user authenticates as a nenber
of the Renpbte User Portal users security group, he or she is presented
with the page 600. It contains a Wl conme nessage, a Log Of link, and
links to open e-mail. docunment and information 25 col |l aboration services,
Client Help, and Renote Desktops on the client machines and the second
server (for shared applications). It also includes a link to downl oad a
Connect i R . ath B8 Wb P8ek? i these.features
are mot  METAr TR RO At 8P SRR AR B heblchie o Y fopd MEF R L8P et
the corredpdndking link is automatically not displayed. Additionally, the

nunber of |ink de accessible to the user depends op the 30 user that
logs i n. For cRENBPEOTE Pty MecErRemsd Hedpap ghaVerome.

non- adm redchRimc?8”" ahd RlftheR B sHRUhS g bel vl lyof X AT @ss dmpRh¥RE o BRskt Op
link, as illustrated FIG 8. The title |l bar may include the date in a

written IBterehbetppdr framdhe bigne. (Torrgewrg segurisy-divg Qf ther finishey usoig the| i nk.

" The Vel gg SA96l Acl udes the username in the formof "Welcome. 4

user narre%éﬁg}:g%urt(h?gr'. "Using the links below, you can access conponents
of the 5 int éflrdinknetevbsiayed dmHtctfelldwine onétr, andeoragonding @ceHindily. Log O f
when fi nidg\{ged _usi ag the . Re\rTBte User Portal." The |inks are displayed in
the fol | SWNFYY !"]f"%‘a“’&df’ AROTFHIE 5518 EOMES ‘I’e.bk“’_ﬂdemf?éhicr‘éiﬁ_t‘ffi nf or mati on
col | abor abn9RalSRANdCS ¥ serl & TREFpIREHH- MANA MRI! cohBbMioRGRanagliShdi,pal services
to server in application-sharing node, connection nanager. usage 10

r eporifli ngepaHog.woduserdiclp. Wit ¢hat Hetpaph 60D EgEMPIENesampleping raay exladpl e. and
text, and

may i ncl i ptional 1inks. text ng graphics or. fewer |inks
o aphi oo Do, pid Sicd Fbwells e R Ml EeBlict AR bl T L nare
is illustihadesigmrsanpl e e-nmail page 700 for the Renote User Portal. The

e-mail link will only be shg j f e‘-,gﬁi_l aiccess is installed and 15 is
publ i shed. Thetdermaginoydedd Dby &y herae! & Hendasnamoue 400 (artfow. with a
RUP f r amereplie ©ski mittal eth&ehmiMhi \biﬂronﬁv%c &h%\\_fnﬁﬂk%ﬁa@l%&&% i§i|h|kt§11§1 iy The

t
user's credentials are forwarded to the e-mi site. For | ustrative

pur poses ispkplishedeThagmadfacEsspage apgas wdhesame brewsgavigflowrwiies RUES are
under st Oofgmgé/. 'Plﬂghﬁll\K Mde@g \\i/hr}tl'}cpgswig regLir&ﬂ%r Hﬁggléi%ﬁlie%ger’s credentials are
forwarded 1o the e-mail site. For illustrative purposes only, the page of F1G. 7 indicates
the use of frames, as are understood by one skilled in the art of web page design.
The document and information collaboration services link (i.e., *...Internal Web
20 Site™) will only be shown if the corresponding application serviccs are installed and
published, and opens the site in the same browscr window, with a RUP frame. This link
reflects whether SSL is required for this site. 1f SSL is required for the Remote User
Portal, SSL is also uséd for the application services site to eliminate a repeated log in.
The “Connect To My Computer...” link opens the computer selection page 900 of
25  FIG. 9 that is populated with a list of all clients on the network that are running client
operating systems compatible with the disclosed architecture. The computer selection
page is rendered in the same window.
Once a computer is selected, a terminal services connection to the computer opens
’in the same browser window, except when “full-screen mode” is selected. The terminal

30  services connection will close if the user selects the Main Menu or Log Off links. This



The docunent and information coll aboration services link (i.e.......
Internal Wb 20 Site") will only be shown if the correspondi ng application
services are installed and published, and opens the site in the sane
browser window, with a RUP frame. This link reflects whether SSL is
required for this site. If SSL is required for the Renote User Portal, SSL
is also used for the application services site to elimnate a repeated |og
in. The "Connect To My Conputer..." |ink opens the conputer selection page
900 of 2p FI hat |s lated with a list of all clients on the
network ¢k it e i iwl e RGeSl sl oveompbtesie Bonperahe nrtw e

di scl osedagiehidrecbmparibld Rehapaputiesedsetifetived  page is rendered in the
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server. THeviepsdaahentdpaurgmeentippedibgreidabayisd the term nal services connection
Opened for_ t heTHcseJroin M& }{J;H?Olg%%{npn&?..’ﬁﬁ{kq)%hﬁ]g a.&%ﬂﬁ%ﬁtofai‘o% 'esqlroplaWE% The
functionality is the same as the'terni na Services 1o crien eature

ment i KhedMaatgir palove 1o theeliésoiThiMinkHs matyeshGenplid €onneclioh Makagegi ns a

downl oad of .a Connectjion. 10 Manager programto the client. This link is
only S hoWRPKEGIS GRS | WHENEN Sﬁ'ﬁ@ﬁ&ggﬂmewanf anpeemphln theriser | nk i s

sel ect ed, wiif bé PRsERAUSHE a wanffe OK-BARPopi (htahamegzemewry&l. il@npresented wth
a warni ng OK-only popup that sftates: 'APter you i nstal Connecti on

Manager . €Ensuacion Wamagdr] ensurertBatad] ustisof gonprrerutenimye ssenmmgs\pads wor ds t o
pr ot ect tg‘g"%cfﬁ#%éé%'g%f gf@lgﬁésiﬁggggﬁ%ﬁﬁﬁ& er network." 15 If the user

is a nmenb epor ers qgroup, nitoring web site is
publ i s5ed, a | ifhke ti@rishemasbgeoMppREepori Bsahgmnp, abditbe Monkopigpwekbleise ishe
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way 1o remotely monitor how the server resources are being used.

The *...Uscr Portal Help™ link opens Client Help. pointing to the Remote Access
chapter in the same browser window. with a RUP frame. If SSL is required for the

20  Remote User Ponal, SSL is also be used for the Client Help site to eliminatc a repeated
log in.

Referring now to FIG. 8, lhefe is illustrated a sample administrator web page 900
for the Remote User Portal. The Administrator page is shown to all users that are
members of a Domain Administrators secunity group. All possible links are shown to the

25  Administrator from this page. The links are grouped into Administrative Tasks and
Additional Links, to better differentiate what the administrator should be looking for.
The title bar also includes the date in a written format (for applicable languages) along
with a “Sign Out” link (not shown).
| Using the following links, the administrator can access components of the internal

30 network over the Internet.



The "...User Portal Help" link opens Client Help. pointing to the Renote
Access chapter in the sanme browser window. with a RUP frame. If SSL is
required for the 20 Renote User Portal. SSL is also be used for the Cient
Help site to elimnate a repeated login. Referring nowto FIG 8, there is
illustrated a sanple adm nistrator web page 900 for the Renpte User

Portal. The Adm nistrator page is shown to all users that are nenbers of a
Donmain Adm nistrators security group. Al possible links are shown to the
25 Admi nistrator fromthis page. The |inks are grouped into Adm nistrative
Tasks and Addﬂtd @hahediiToervaro. D&k ey shdivinf @r badadieismiats gabe, vk tHest r at or -
shoul d be e title bar also |Hcl udes the date in a witten

format (f ’8?"‘5]5151“ ‘Eé‘bl“@"'ﬂvaﬂ&h‘dfé S5EHNERGu pH- A lindss gy theagomppier relgqtion
shown) . UsipB S fo éﬁmhém\%ﬂ g 1kl AKSrveb i :ﬁ&'mné?hzﬁtuﬁ I:'N;(QR if @l@dﬁﬁ(fﬁél%ﬁ&rgﬂp onents

of the internal 0 network over the Internet. Connect
Ser ver s. . server i@l  Breshignm! M\the%m(hiremrlht b$lé7Vpk§gevJ! l]rhlcestsiemluﬂs are

Adm mSSt r%k%d{(?‘ﬂ%"’h:'u%n"’\ stugi\rhclsutur)]l?mrcfgle | 31 rr&ﬂd t]qr),'r l}\ cr 15 lhé.fUS§ }M;éf:llépt?i to the

conputer selec t he

i nternal ‘hehwer ks % umrh bhﬁil%lg l'hch&‘nhhiaﬁﬁd’ﬁaﬂccs &ﬁhm&fonllb aglfterndnRrienbpenal
server is selected fromthe list by default. The credentials are 5
f or war ded "dRUSAEHIPWEAr WRIQY-dB S SHD Hét‘ﬁhi'%h“’db‘é'ﬁ@ﬂ'“F*b‘"r”‘f'h‘é Qsdentsi £t he user

has sel ecﬂ%qrt Jc@&ﬂﬂ@%lrcﬂﬁbc@é eflﬂ@m‘?lé"{’( 1I\T f{l\e“]t,ﬁl’c% Qah1(lﬁ$f\ﬁh19rﬁ§rﬁ<ﬁ'g.ne(:t ton to

an internal server opens 1n the same browser wn Ina simlar fashion
to the t er mi nalheser.Melpd3eskdhok lawntles theddsamentasionfoinediidrecdlabadadoe. Thi s

l'i nk only avajl abl e in Adm |stra .o ke ". .. Help Desk" |ink
| aunclfEs TricGSElniERt b8 <TRF Brset Sinoedt MBI ELT SAmeris GAF ces hel p desk
in the sa@nibisOUWeLEanWxBRAOW. thiiskiesdnRhPnditvarie. TIROTihI A ctRVheARERLS I at or
can exam ne the issues on the network. This link reflects whether SSL is

required ﬂeB‘F'f‘idHP’s‘hiﬁ ‘t"é Thisilink ip ARTYiayaibahlg toaRempiar dministreiorapd is not

Admi ni str gtk £, o i :

install ed"@'lgr nﬁt m{‘%m& g\t{yg'rllr'ﬁ 'I?lg(?{l Jnﬁpﬂ’;i@ﬁr%lg (rar h§§J€Y rglg' alﬁr(l)g l%det he

corr esponky lnglumggmsbe: yorkspendigsregairy heysl on earbye dmy bO'fdntvaethl*S af or ement i oned

l'i nks ndatsrelrvi ces. JL SSJ_ i s e LLed rfcor. the) otuif" Lg% SSL
wi 15 S oM REMFBEETeH dinks b Final S0t v aeri Relearo b et a
repeat ed Wipalsdbe used for the collaboration services site to eliminate a repeated log in.

The *Administer Internal Company...” link allows the administrator to edit,
modify. and maintain the company’s internal Web site. and launches the collaboration
services administration page in the same browser window. with a RUP frame, so that the

20 administrator can make changes 10 the company intranet site. This hink reflects whether
SSL is required for this site. User credentials are forwarded to the collaboration services
site, and is only available 10 Domain Administrators. This Jink is not shown if the
collaboration services application is not installed or is not published. This can be
determined by looking for the corresponding registry key. If SSL is required for the

25  Remote User Portal, SSL will also be used for the collaboration services site to eliminate
a repeated log in. |

The *...Performance Report....” link allows the administrator to vicw the latest
performance server status report in the same browser window, with a RUP frame. This
'link is only available to Domain Administrators. User credentials are forwarded to the

30 Monitoring folder. The link is shown only if the file exists. If SSL is required for the

14



The "Adm ni ster Internal Conpany..." link allows the adm nistrator to edit,
nodi fy, and naintain the conpany's internal Wb site, and | aunches the

col | aboration services adm nistration page in the same browser w ndow.
with a RUP franme. so that the 20 adm ni strator can make changes to the
conpany intranet site. This link reflects whether SSL is required for this
site. User credentials are forwarded to the coll aboration services site,
and is only available to Domain Admi nistrators. This link is not shown if
the collaboration services application is not installed or is not

publ i shedRenldt &serdfuraf SSUet @I ROEuSY fdraRKMIGith@hy §iftQo CRMIRTPLRLEE N6
registry key. If SSL is required for the 25 Renote User Portal, SSL will

al so be USBHfor the col |l aboration services site to elinmnate a r epeat ed

l'og in. The ".ppeRer o 6rt FEPANL attows thd AdNSnRIh QPR Jif gtﬁ’pﬂ]cw %ta% tor to

view t he Iatest perf ormance server status report In t

wi ndow, wicher stabReportamhe sihiedrowsen kvindovwowith R BiPl feipdee 'lthms Edd”r‘ﬁlolﬁ]

Admi nisstrat o credentia forwarded to the 30 nltorlng f ol der.
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Renot e UsfaldcPoThedlink iSShow by #f % fikeexiqedifRaL it ReyuiYbdidr Md Rén &k et O
elimnate a repeated log in. The "...Usage Report..." link allows the

adni ni st rirek S ‘\/'I”e”\h"ttﬁé“f-“éi‘éé'ﬂc Meoaiyernusateye elintnate mrepepat logiim t he sane
bronser wi ndowg, Wit ., R ﬁppa}_ cllSJmC?JJLL N k R(E)H"IY m%lilg}l@% aﬁmcge%o Domai n

Adm ni strators. User cre nrla are forwar orin ol der
The |ink dosvrﬁch(d\nmrmml ynd ¥ictvihdieht hadp.exi sts. | f SSL is required for t he

Rem)tﬁ User rtal, SSL \Ienléil a]l SO ﬁ used fix the gbnltorln S|te to

elinm'Nate a r einal npge b IO rhdhetg i HpLafegagrompui sgiseiion web page%9fes t he
Addi t i Ona}\ﬂér'\ﬁi‘&cf)gcla‘tm' donRES &858 comPAVN; 9 REMBRI&K10p2Rodhe s cl i ent  hel p.
10 Referring nowto FIG 9. there is illustrated a conputer selection web

page 900.presntedpvithibe geraputereielastign p@ﬁé@ﬁn@&e spe prewivp tidowy MatbReRYPe

Des kt op, t , 900 in
N i e AR

sel ect ed, oftdomphiess That ishd:laznpa@&mpsldsucom Acompudt, kéreeradiskispd. andf conputers.

That is, client des 4(28’8&] user' gn Nﬁ Hter server deskt ops and 15
conpdnly sIPHIR2RY shiss I"BH’"S‘@P\VICEE o1 et hess 1 1eRtR 80Y OF MY REEhREWISr nay not
have the Remote Desktop application enabled. To determine this. a remote registry call is made,
which could substantially slow down the load of this page. Before the page loads, the
browser attempts to download the Remote Desktop application. if it is not present on the
client already. If this control cannot be downloaded, the user is returned to the main
20  menu and presented with an error message. e.g.. *“This portion of the Remote User Portal
requires the Remote Desktop application. Your browser’s security settings may be
preventing you from downloading it. Adjust these settings, and try to connect again.”
The “Connect as ...” check box is sclected by default. Ifit is selected, the user’s
credentials are forwarded to the target computer. If it is desclected, the user hasto
25  manually enter log-on credentials once the terminal services session is established. The
Connect button is grayed out until a client is selected. Of course, other options may be
provided at the discretion of the designer.
As the terminal services session is established, a message “Connecting ...” is
displayed in the center of the terminal services control. The remote desktop is rendered
30 in the same browser window as the selection screen, if any other than full screen is

selected.
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Renot e Desktop application enabled. To determine this. a renpte registry
call is made, which could substantially slow down the |oad of this page.
Bef ore the page | oads, the browser attenpts to downl oad the Renote Desktop
application, if it is not present on the <client already. If this contral
cannot be downl oaded. The user is resuned to the main 20 nmenu and presented
with an error nessage, e.g.. "This portion of the Renote User Portal
requires the Renpte Desktop application. Your browser's security settings
may be preventing you fromdownl oading it. Adjust these settings, and try
to connect agaihe.Renkhe Us@dhmatis caposcd'lo biibdhke BAX «ind e élcantiaderbyikdef aul t. | f
it is selgc the yser' credentials. are forwarded to the target
corrputer.l?‘l‘\#d%?{hel“s‘w'(qg’sL aé’(%,tdé)élf"nf'Wé"‘U@gP“H&@‘ I‘ﬁ{oé‘i‘)" ieame At @pd | og- on
credent i #@n@atBetdimall AFTIPRMEREV | DRRERRG LR Pt atia@liionbe M ihdhe Connect
button is grayed out until a client is selected. O course, other options
may be progreaetagmalhBugnes Sebvepne-grilsprt toall ity usess efiiaternat sarver 1f

servi ges i ' S , e, 1&ann png. oo i spl ayed in
The cont oo VLT Kb AReh SR B0 TEREPREH ARG andia R 10 BeSP Shder ed
30 i n t hezegenabddscoprearhelp wgow Alghd hwe siel Wetdoor csonié@nsent, it ianyceatiaer t han

full screen is . selected 15 The _Rem)i?e lk)ngr .Po,rtﬁl is exposed to hoth the
VAP and 0"t & 'é%ﬂ_e%%?e"e{f’i‘ Ke MBS ded! h Rlstygyidbey g‘h&’ﬁ TedBafEthat i on
topi cs, treRrd ©lthOwend aBt GAIEfcBruf@i TheaRer is PEMRIAoWARI thE adBinist@lR 10

i mpl enented. The Renpote User Portal is nentioned in the "Wlcone to Small
Busi ness fauskquifthesipgisiavajlshle. t o all the new users of internal server, if 5

the Sgrver Toohs r%pi%gie;@ﬁé.mia -“L‘ﬁ% g{g.gfagmekh@ﬁgf izt%wgtc%;c‘?f?ﬂ@%@ggpti on and a

link to the genera scripti opi C. tinme I"'comre e-mai l
IS sent, seturitg groupansttisdymre wdiletl herhat peupi The HIMIpdomiaticd Bendindodrtanet or what

the URL would be, Therefore., the e-mail. refers to the site as a potenti al
foat ur 6. PR TBSGCIOE 531- 308K 1 Ak PO OSEHERTHY B KLY 8 Bk 4 WA0Gut 11 ¢ he

site is aueit Rhe pagkdarkhf o érRPMUBscHPBEN RelfBddic. Wirhd 1id)eis e8RFmined USIRE feof the
Renot e User portaF users security group as they are added to that group.

The HTM_-eshpdidesstibes haseinbdownviihisspesond 1ond 908018k §f thegmailds nichides o t he
Ferot, BB SEs 5y KPP 1 LRI ot TR R 20
Body. The Body text may include text like the following, Y our administrator has
granted you access to the new Remote User Portal. Using the Remote User Portal, you
can reach your internal business server network from almost any computer that has
Internet access. You can access your e-mail dnd calendar, your computer's desktop. and
20 your company's internal Web site. This web site is located a1 %URL%. Note that this
address might be different from any you have previously received. We recommend that
you record this address for reference when you are away from your company. Contact
your administrator for the Web site address. Note that this address might be different
from any you have previously received. For more information, see Information and
25  Answers or click View Remote User Portal Help after opening the Remote User Portal.™
Sending the e-mail is disabled if a corresponding registry key is set to zero (or
off). There are several places in the Ul system where the creation and sending of this
e-mail may be triggered. With respect to the Configure E-mail and Internet Connection
'Wizard (CEICW), when the Remote User Portal’s URL changes in the CEICW, the e-
30 mail is sent to all users that exist in the remote users security group. A registry key keeps

track of the current state of the Remote Ponal for an Add User Wizard and Change User
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met hod descri bed hereinbelow with respect to FIG 10. The text of the
e-mail is includes 15 the Sender, Reply-To text, Subject text, e.g.,
"Renote User Portal is now avail able", and Body. The Body text may incl ude
text like the follow ng, "Your adm nistrator has granted you access to the
new Renpte User Portal. Using the Renpte User Portal, you can reach your

i nternal business server network from al nost any conputer that has

I nternet access. You can access your e-nail dud cal endar, your conputer's
deskt op, and 20 your conpany's internal Wb site. This web site is |ocated
at YURL% P aBsIonh X174 & valraHasr senjfies that e sitelsent pytlishedanyd y saluhave

previ ousl h . L. ddr, 858 ; for

Cef or encéMvowr{gﬁﬁb}g%qg}a!ﬁ]atv(\ﬁg?\%%q,fgu?; tthﬂyL [ﬁﬁ%o dl’l:('h'({ §cna1mml carlﬁ m strator
for the webnshmehaddné&smnBNUEuthamnmﬁgSNaddna&scmhghmabeudnéﬁwbent from
any you Eve previously received. For nore information, see Information and
25 Answer€98r click View Renpte User Portal Hel p after opening the Renote
User RBortal." whgnéekpad 1 hR AddBidr Wsadl Faklsedsicfear G484 G@&&ﬂﬂ‘#ﬁMnﬁ#@' stry
key is set to zero (or oft). There are several places in the U system
wher e t helSeisEaeuriy eona ané tei Segdpil kay is selorae) thqﬁymb@Ltsrrvggmqecdhecwu h

d
whon e sreg AR b e BE ko RPN G seafS B Sptily

sent to alddediser.s that eX|st in the renDte users security group. A registry

key keeps track of the gur st at e t he Re t Portal for an Add User
W zard and ChafyB resRest ‘Oﬁ‘@clribéf‘&‘i‘ %‘é‘?’d’ﬁ&“\?\?'?&‘r&"l *\,‘gf’ yeer oy added & diegni fi es

that jphe ginbe ussrs@eéurnumduﬁhﬁsdmeau}qdam\mkwsqe(ao ongmﬁe%wwefgls% K@l the
site is published changes and a Sendmai| key IS sét “to one.

al | user scl‘mkesiheS¢€eﬁﬁteesﬂg$¢e¢mrn$‘emrlmtewegr Wsp. the e-opikbisiceadtedrdd smititosent t o
all of Hﬁqh 5 Wth respect to the Add User Wzard if a user is created
and added fhe remote users security group and the Sendnmil key is set
to one, the Stl%&fenmggmwtm)ﬂ@ew tleresebimatedtad]ee eharf oftthe psices fors open to

the Int t nd to that wl dded
Leer "W tdrteinigine £ R I oot SRy SRS neptet § ity T e

addednsto dxipBsind thel T € UYETTos1aBR S piohydeDr IHKs0aRSt thdgseSesdemil) skay thes set to
one, the Stale registry key is checked to see if the site is open to the

| nt er net . PAgF 2 make thappags;theiy Rorpg pagee dingdhese fitno garantee that the CEICW

will be run before users and computers are added. the home page is not set by default,
since it may result in are too many pitfalls. e.g.. overwriting the user’s favorite home
page. Rather, the hink is provided and a quick and simple way to set it as the home page

20  is offered in the introductory e-mail. When the CEICW is run and the Remote User
Portal is published to the Internet, the URL for the Remote User Portal is determined in
the manner described below and written to a registry key. This key is updated whenever
the CEICW is run and the published state of the Remote User Portal goes from “off” to
“on”.

25 Thus at 1000, the published state of the RUP moves from off to on, and the
process to determine the URL is as follows. At 1002, the system determines if the
domain name for the Internet server is known. If YES, flow is to 1004 to determine if an
SSL connection is required. Note however, that an SSL connection is not always
’required for the web site. If YES, flow is to 1006 to set the URL regkey to “httﬁs:/l”. If

30 an SSL connection it is not required, flow is from 1004 to 1008 to set the URL regkey

with “http://”. If there is a known Internet domain name for the server, the rest of the
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that user. Referring nowto FIG 10. there is illustrated a flow chart of
the process for determning a URL for insertion into an introductory
e-mail. One aspect to successfully 15 exposing the Renote User Portal is
to provide a link so that the user can easily get to the page and make t hat
page their home page. Since there is no guarantee that the CEICW w | be
run before users and conputers are added. the hone page is not set by
default. since it may result in are too many pitfalls, e.g.. overwiting
the user's favorite hone page. Rather. the link is provided and a quick
and si npl ERkay “renchisename4doddmenin’éiremptede.g20 is offered in the introductory

- i | . . is run and the Renote User  Portal is puhlished t
The | nt or nex PoRe R oriser il AR DR PR o 2ien et B sl e *°

manner desdkirésbedvibalyoumpme,.cbid. tsired thi9 nRiod@h&iréyihk@le UR 8 pk@¥nie§ updat ed
whenever the CEICWis run and the published state of the Renote User
Portal goR¥TeEPpRYSf the compamy hasasbusineasured weh sitghnstadst ghe ISPAinderaet t he RUP

moves o r ofRr0fck PR, 1ANFs the, hRTRES &SorhSin M Sar-X L is as follows.
At 1002, thecsys(tém )det er?n' nes ]if thggodoprair? narrrg@? %’ﬁ]?}f € Internet server

i s known. WMw.ridEImpanyomgoinds kodd 1§k sdeteerrpthpethpd thennieSSLbeImBesdrion i s

required. Not e however,. that an ¢pnnection is not al s required for
the web siPas MY &QCEES&P 1B i"Eﬁl’fzd‘é’%‘UéR ‘6’“&%%‘%%@’&%'%@\@@{% FMCHtCps: / /.
I'f 30 an BSBlmeakegriricRidfile IPadifss sRALIMeHal deh@W dvén fiiRad@Rds ko 1008 to

set the URL regkey with "http://". |If there is a known Internet domain
name for d@emMier (ke /rempie’ eatansion iy pded $q thyrthejlipk works, even if the user has

- ATeghi NRARGEYH AR ENEOT k. (No@ b WIS DIIGAALE. Myconpany. cond remot e)

This address 1s used ra r than the sinplifred €SS WwWw. nyconpany. com
si nce t hi wwenioenpmyeomsgetiote ifithe DNSRIntiySophesemiang. cosxgoimstd theeven i f the
conpany ha§ a, usi ness card web ﬁit _ hosit ed. aég&hga | SP %I nternet 5 Service
Provi der ) "GR! PRFIBESS ST pstudbe plfrass dergiibsd aReNsdpguitsRppyhiupges to any

VWL MY CONPaithheGedh siel FliAhdr@oldhall so% 1SPE MBEK adc@ish8hokt3dbntdBainitt @ nal

busi ness server. There nmust be a DNS entry at the ISP for this internal
busi ness adéressss- address. since the |SP nust keep track of the | P address

o S o 1T 55 KRR e ISR oA SopTiRgIOR L
t he i ncomietgmmeguieist seMier hay an élo¢realtskic IR sddrsssc dNYESI flowus® 1012 to

determine if an SSL connection is required. If YES, flow is to 1014 to set the URL

regkey to https://%]P.address%/remote. Although this address is not as casy 10

remember, it still gets the URL out to the users who could then set it as their home page.

20 Again, the “/remote™ extension ensures that this works even if the ISAPI filter has been

disabled. IfNO, flow is from 1012 to 1016 to set the URL regkey to

http://%]P.address%/remote.

If there is no known domain name for the server, and it has a dynamic external 1P
address, flow is form 1010 to 1018, where there is not much that can be done in terms of

25  dehivering a static URL. Thus the URL is set to a blank string.

Publishing the Remote User Portal in CEICW prompts an e-mail to be sent to
remote users, and enables an e-mail for all future users added to the remote users security
group. Furthermore, changes to the URL of the Remote User Portal will also re-send out
'the e-mail to the remote users security group. Opening up the Remote User Portal will

30  also open port 4125 for use by the terminal services proxy tool. This port is in the

registered port numbers group, which can be used by ordinary user processes and
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www. nyconpany. com renote, if the DNS entry for nyconpany.com points to the
i nternal business server, but using the address descri bed above requires no
changes to any existing web site. Further note that some | SPs bl ock access
to port 80 on dynamic IP addresses. 15 if there is no known donai n nane
for the server, flowis from 1002 to 1010 to determne if the server has
an external static IP address. If YES, flowis to 1012 to determne if an
SSL connection is required. If YES, flowis to 1014 to set the URL regkey

to hops:/!%P. ad % r t hqu hi s t as easy to

r emenber p“ér“g‘ts Pf’ﬁ 'F‘gg“ﬂlfﬂf il 9?‘3‘“ g@ﬁ ﬁ)‘r“b‘d‘dl‘%f’t‘ﬁé}‘f‘ set it as
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1016 to é@FUWﬁ@«'URLIOrleQR@yfr?ra the hwﬂsﬂ/\whpPedw‘éb)wqff’uoetﬁbt@dmgouslmere is no
k d t
nown or@l Pty RS fstR lféﬁéﬁﬁ%hﬁ) i;nﬂh%lm émﬂwe (GHE" ‘?ﬁat Ean be

addr ess oW i S orml ere 1s no
done 5n tpibhshiog lheZBledﬂiﬂlwﬁﬂd(ﬂ'gloab MtamrmxbURLthe'NtumtdharlBRhal s set to a

bl ank string. | i ng the Renote Por i n CEl npts an e-mail
to be sent to E?‘Eﬁ’d&?'ﬁfg’é%@“ﬁﬁéﬁ 'EHHHS‘SS‘" iJr‘Fél’ﬁ‘ “’f"&ﬂ"% “"FHEUPE users

added t o HE@mAMTr @omSSirh g SIRCRUPLYr infr ke \Fuf&h&r\mrﬁm cveges to the URL
of the Renpte User Portal wll also re-send out the e-mail to the renote

users sedmcirf@ymgmmbwm@mrdgwprﬁll@ﬁe tRaintsreal bysnespogrver theivs¢r @8 al so open
port 4125r81119est \?&/%v ﬁ%xonﬁ'ﬁan&% m nl%ﬁ&.%ﬁgs\ﬁlecﬁﬁn&eﬁé torpal 1} ;I' mg & Orf.‘btl?l s in the

regi st ered’por v or'df har y processes
and 108 m@grnamm;ﬁublcmshtemgtet rer Rbnvihes srdrwdBasite dbsted B(Darli)lﬁb’l Whlisist he
Clientl lelp virtual fol der di sabl i ng gnonyrmus access on that folder.

Thi's al | JE MOBECEIMEICeRaTq, heSINFETAEH BFF UsB thesubwet that bpkstdha nt er net vi a

the RenDtigieHed budtRéss 3rve AN QRIAUS [¥e., mEET RN HNBEpEMEcRR B featSer Port al
wi Il un-publish the dientHelp folder. Un 5 publishing the OientHelp

fol der dowagepBthaivethls th@ne@rr@%SRbﬁb%eé ubgseegr s H addrestias- Assi st ance :
cont i qur i e By SR e R e PR L o B By R 281 ng
t o a IBusimedsnapame. nw&bnwam)ecqm’rememmlén el sebgli casss thedwmepage ¢the user wi | |
remote client will be set to the correct ISP URL or the server’s IP address (e.g.,
%]IP.address%/remote).
If no business card website. purchasing an Internet domain name is still important.
If the company docs not own a domain name’or does not supply one in the ICW, the
20  home page ot clients is set to the server IP ad.dress.' 1f one 1s supplied, the home page can
be set to www.mycompany.com/remote. Inputting the server 1P address is problematic
for the user.
The site utilizes SSL and a certificate to maintain a secure connection. A
certificate can be created within ihe disclosed architecture, and is recommended, and
25  enabled by default if the RUP is enabled in CEICW.
The RUP site requires that the Internet browser support cookies, and have them
enabled. If these criteria are not met, the connection will be refused, and the user is
presented with an error message.
‘ Referring now to FIG. 11, there is illustrated a logout web page 1100 of the
30 Remote User Portal. The web site supports a logoff feature that prevents future users of

the same browser from pressing “Back’ and being authenticated to, or seeing pages from,
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request www, nyconpany.com To access the Renote User Portal, the user
requests 10 www. nyconpany. com renote. For a business card web site hosted
by an ISP, which is the nbst common scenario, the business can either use
t he subweh that links to the internal business server's IP address (e.qg..
machi nenant. nycennpany.co n) or create a page on the web site that
redirects the user to the server's |IP address (e.g.,

WWW. myconpany. com renot e) . In the first case, the client's home page can be
set to 13 nmchin arFTrE. ”.}iC con1rgrmte nd in the second case, the
horepage ot N8 YDt e sriii’ W’?‘T““b rdlg kipgx jegparioy hresing lew R or t he
server' Sré\li’)k@dﬂk%%&klé%n@he servédy Pt a8 ae s e l%mttec&uest hé 1HRQ.-RYyg! ness card
website. purchasing an Internet domain name s still 1nmportant. |If the
conpany @BRlicapen a nalr@bnm\nquanenqsnome@mosompmyeomawmhe | CW the
20 home f addre |f one is

suppl i edgg‘gﬁmghgﬁ!é\v%ggﬁe {hen %Fﬁg\ S)n}e?stelégﬁx l‘ﬁgnvnl\(ﬁ)%gn H’ll}"eh‘ot e. Inputting
t he sér vencdeRfaldiyjroggal off trpm)thlee?rmidtc UsérdforfaheClaséethis Jilnemsn& Prdﬂédt tiiezes SSL
and a certifjca{e t%ﬁ"g@l ntain a secure connection. A certificate can be
creat ed WFEHIHOL T |RSIESHPENFR LYV %e, and is recommended, and 25

enabl ed by defmlpta%ehd(m«ﬁuauu& @@ﬁ»@éswmaﬁﬁ, %mms.@ﬁmﬁbm ?qu' res

that the Internet Drowser support cookies, have them enable I f these
criteriaParel ok thatrefetstack enthe dogoprpage H0O. be ref used, and the user is

presented wit Ref er r.i ng,.now there is

i |lustrated aqihgéhebfo'%\gﬁ%é‘é’pgf%es q‘bl{'hé‘ggﬂ’ehéﬁgtuéeslgé’rwnﬁé’lﬂt'élllV The web
si t e 1guppesipsedithegaf thefeighbnetéhAbmPhax &fhd ubdiafera 88 PESoPd ihd . Sane
browser from pressing "Back" and being authenticated to, or seeing pages

from 14enmEuEsHibesessian imss ox, “"q'meé’s?'sh“ﬁh‘bb\gt%n‘ﬂca'ﬂdﬁ Otdﬁét%mske scenari o.
Pressi ng }1096ffan n'it%r\fnqkﬁ%nﬁe@@s&@&‘@h@nﬂﬂa&ﬂ% fRMMout istset 1th AxPTsutesdge | ogof f

request to the c-mail application and termnals services connections, if
one i s opdaw fah@nse'rﬁhlhawsermmiesese%sn @f@f wnrre\mbwmuteewbh@mismm a
message i Y e fromthe
Renot e Usdgsrktl%rt\g}qngg? Sgg n&n}bﬁ%y ? t?{)# éx%r‘s"g(gﬁ?l y of your

Smal 115Bugraested Secmffrnnnetcmmkxe 'the session, w:th a popup “Yes/No” window. This
window appears in the foreground of all other windows, and remains up for a
predetermined amount of time. e.g.. one minute. The notification text may be as follows:

“Your Remote User Portal session is about to expire due to inactivity. Do you want to
continue using the site?” 1f the user does not'respond after one minute. the popup will
20  disappear and the user will be automatically signed out. If the user selects No. the user
will be signed out. If the user selects Yes, the timer is rest to its internal or external limit
appropnately. The time out values (in minutes) are configurable in the registry.
An exception to this case is when a user starts any lerminal> services session in the
RUP. In the full screen case, the browser may not interpret activity in the terminal
25  services session as activity in the browser. Consequently, the user may get timeout
wamings when working in the terminal services full screen. Therefore, when a user starts
a full screen TS session, the RUP timer is stopped, and timing relies instead upon the
terminals services built-in timer, which is programmatically set to one minute less than
the RUP-specific timer. When the terminal services timer expires, terminal services
30 control immediately pops up the RUP timeout waming described above, which will then

gives the user one minute to respond before signing out.
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The page 1 100 al so includes a Close button, and a "Return to the Renote
User Portal" link that refers back to the | ogon page 600. The Renote User
Portal disables a built-in tinmer, and uses its own specially 10 desi gned
limer. If There is no action froman external user after a set period of
lime (e.g.. ten mnutes), the session tinmes out, and the user has to | og
on again in order to use the site. On an internal business server client
machine. the timeout is set to sixty mnutes to allow for |onger RUP

uni nterrupted si ons r to DI, vent | est abl i shed renote
deskt op connecf‘i E"BPWé" EE(IEI 12, fl}‘frcp‘Péz sialed “%i‘éc AT Y SPWIKpi r at i on,
users ar epthabRi0FRéRE: he d&@l&f;d'(f AR RROT B8 iD PrefdSIRMionM ddhid RPUP
"Yes/ No" wi ndow. This w ndow appears in the foreground of all other

wi ndows, “RRAYT EREsthe! the proset invenipr ddBe t Aimbide doibving discessiom.are. g. . one
m nute. -ml%n ttbf [ &Add P05 I{}%LH@XCQ% I)P'l sluQWEg co%&%\l\%%nwronméhﬁﬁo Port al

session i's about o expire due to A IVIt
usi ng5t hen silb@he w:ﬁnddqeepmsrotdlae,semt mlveﬁlpﬁnda)af)é mhplonentsd. NWihgle thdhe popup

will 20 di sappear and the. u beau omati cal | gned out. If the
user sel éBY‘g’PEB%“[t?f’é’"L‘J‘g%l“beif%qv%'é"?l&jﬁerd eRpext pf ‘?‘%@J'ﬁs‘eﬁcc%‘@l’lécts Yes, the

tiner is ipgalctibes thitindyugol@dhe 8F nR¥d &nfiRhers | ibde skARBP M AL SHMrecoddfzel | M
out values (in mnutes) are configurable in the registry. An exception to

this casehatshmemtwnwéserm@tmrmplanwtccbmmonﬂum%enwﬁeghgemur@m meduldse  RUP.

In the f re ase i nt.erpret actlv in, the

t er mi nal %?g/ se?%?%rggngté%ns of dg‘éar%c?({ ?/()lr}flvy n 'Pféa@r BUELym Moy eéé'ff ey, the
user Joay rgeftines pro@uins. aTHdnaYS, dMEsirioirds, Big., tHat pbdorhepdriadhr 158k ok ces ful |
screen. Therefore, when a user starts, a full screen TS session, the RUP

timer is 'SPEHRAY partigifan absiragy dptaityres. Mrreeven thessekilled in theras Wil s ser vi ces
bui I't-in a?) bf%{ate N ‘ﬁbmvémwquémm%b)c@é précF&@l vith QRE Thipdles syfsy than  the

RUP-specific timer. he term nal services tiner expires, term nal

servi ces <®0figwntions) mpwm;@ sirtghd-progeyser apmeltipraReiRot tavemuer sweteming descr i bed
above, which w ves the user  one mnute to respo efore signing
out 20" RPoPirslsr, Bt @RS U pefo P Frinfish BBRPAE 47 ngr aror o
conputser coaﬁﬁnﬁphenée@ BIPEpbEestdrebatiids@r progamatably dopsibérelectronies.dad t o

provi de 3ﬂd|t|onal context for wvarious (il ects of the res&a dnvention,

FIG 12 dheilikh&ashorl orhgpanbe eagaiyly sowleq 19106 QE B LR PIUEd dedcssr i ef
gener al dﬂq%qnbmakéarhspém@oﬁ% m%%nﬁ%@m&é ngﬁ@t\léefdQH 'ﬂ%mbulc%%mputmsc

environments where certain tasks are performed by remote processing devices that are
linked through a communications network. In a distributed computing environment,
20  program modules may be located in both local and remote memory storage devices.
With reference again to F1G. 12, there is illustrated an exemplary environmem
1200 for implementing various aspects of the invention includes a computer 1202, the
coniputer 1202 including a processing unit 1204, a system memory 1206 and a system
bus 1208. The system bus 1208 couples system components including, but not limited to,
25  the system memory 1206 to the processing unit 1204. The processing unit 1204 may be
any of various commercially available processors. Dual microprocessors and other
multi-processor architectures may also be employed as the processing unit 1204.
The system bus 1208 can be any of several types of bus structure that may further
i'merconnect to a memory bus (with or without a memory controller), a peripheral bus,
30 and a local bus using any of a variety of commercially available bus architectures. The

system memory 1206 includes read only memory (ROM) 1210 and random access
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5 in which the various aspects of the present invention may be inplenented.
Wiile the invention has been described above in the general context of
conput er - executable instructions that may run on one or nore conputers,
those skilled in the art will recognize that the invention also nay be

i npl enented in conbination with other program nodules and/or as a

conbi nati on of hardware and software. Generally, program nodul es include 10
routi nes. progranms, conponents, data structures, etc., that perform

parti cul feni @5 KkRA IZHﬂpAﬁﬁﬁcﬁnﬁﬁﬁhl%P R"§ﬁ§ §£q9%53h% Vﬂgwﬁreover

those skilled in the art w he I'nv ods may be
pract i cedemarf lat(hmth@&mMeEPB@M eﬁﬁpmmf wguhazlosns)mahmhmuqng

si ngl e- process ocessor uter systens m ni conput er s,
nalnfranéo%ﬁﬁﬁﬁ?éﬁﬁp“gé'W8¥F" E"ﬁéwgﬁngmdﬁﬁﬂﬂF%Wﬁhmﬁhhﬁmhﬁﬂﬁ'@@Zconputlng
deV|ces,sGMQkahﬁg§§ﬁqr based or programmabl e consuner el ectronics, and
the i ke, each of mhlch may be operatively coupled to one or nore

assoc? at ed de\Tﬂ‘Ee%mP“mhb?QZI ﬁll]b‘tfrla‘tledtgaslmtdsk dﬁw h214. nveenetondiskagried so be

practi cedabdl el JR S GUMM Dm SN BUTERS ISH &0 i Butasics are

perforne e processing devices

comuni caTZD(OJNSgnaia pla CIDIR@MAdisi lmwcrad r@armuﬁ bNErieNBioilen KR capAGryPr 0gr am
nodul es naéﬁge | ocated in . both |ocal and remo menory storage devices.

Wth ref 8PEs Bcdgaurh ppDite Vidgo DisieVDY. |Thedgf¢ca§'@érneml 244 empensiiy
envi r onmgnk dril€Q91 4 £4d %mehﬁﬂﬁ{‘&ﬁ\?kgl 2\’2@%%@ cgﬁa{%@& %o e sVHEHRY §564 Ha
i ncl udes a conputer conmput er 1202 i1 ncluding a proceSS|H6 uni
1204 )0a dyxidsk Mnyrfmac()&%ndmz,egwt(bm drbusnr::zf@& l%andyasmpmhqu&208

couples s onents i ted to, stem
menory 12%%}1 G ]t%zé’ NN n@"%‘ﬂ?‘f‘g fﬁ%%e’rﬁ%"cﬁ)ﬁ’%ﬂc‘é’é@‘“ﬂ rﬁ?‘fﬁ? el'? may be
any of V@m\mn(mmmrecmahge/otamm Baxblseuam@&swuser ele@habit MkPRRESHAr s and
ot her nultl-pgpcessor archléectures ma so be empl oyed as the processing

uni t 1202° TorHl Faydhcspmpnder 1205 thafin s "Qﬁﬁ“e&fa %Cé()@f*é’l‘]a'?ﬁfe%mdge Bls structure

that may bwmmbroamhﬁrn@qaB@Gﬁam@d@nmaﬁﬁm b\uﬁ]om thl deécriptibhept a nenory
controller), a peripheral bus, 30 and | ocal bUs using any of a variety

of coéfmercemapteyreadalile aistia abaxe wferpia @b@rd disk, a Tameovahletregangerdisly and o6
e u0eS 5Bl TR M AR A58 TR
menory 12idresduble sa R@@ut&?lﬁ@ﬂ[as EERROMs, mingnehc BasS8tes oftdshinmesndriieardasi ¢
digital video disks, cartridges, and the like, may also be used in the exemplary operating
environment, and further that any such media may contain computer-executable
20  instructions tor performing the methods of the presént invention.

A number of program modules can be stored in the drives and RAM 1212,
including an operating system 1230, one or more application programs 1232, other
program modules 1234 and program data 1236. 1t is appreciated that the present
invention can be implemented with various cofnmercia]]y available operating systems or

25  combinations of operating systems.

A user can enter commands and information into the computer 1202 through a
keyboard 1238 and a pointing device, such as a mouse 1240. Other input devices (not
shown) may include a microphone, an IR remote control, a joystick, a game pad, a
s;atellite dish, a scanner, or the like. These and other input devices are often connected to

30 the processing unit 1204 through a serial port interface 1242 that is coupled to the system
bus 1208, but may be connected by other interfaces, such as a parallel port, a game port, a
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routines ilial help to transfer information between elenments within the
conmputer 1202. such as during start-up. 5 The conputer 1202 furt her

i ncludes a hard disk drive 1214. a magnetic disk drive 1216, (e.g., to
read fromor wite to a renmovabl e disk 1218) and an optical disk drive
1220. (e.g.. reading a CD-ROM di sk 1222 or to read fromor wite to other
hi gh capacity optical nmedia such as Digital Video Disk (DvD)). The hard
di sk drive 1214, magnetic disk drive 1216 and optical disk drive 1220 can

be_ConNeGhRUrshDichAPBYSUSETPHA IRFREIRLE e 1R Makifbrdnakotiihus,bober face 1224,

a magnetic disk drive interface 1226 and an optical drive erface 1228,
respect i desplay demise dyalsceepnaenied todhe systeo biiat 218 domp it e@face.cadahd evidedi a

provide ’]Qﬂ,‘{?r' lzltét .l %S%(ﬁm?rﬂﬁ lﬁci:%]P%{l r Iqut & St bt %g,&ﬁﬁ )HgngUt eétrexeCUt a.bl €

instructio Ne cohp and nedi a
accomuodateplidig oatpar agecasf(nolshoady asdh &rspg:n@fmpﬁ@:etsm@ sui table digital
formal. Althoygh the descrl ption of /15 conputer-readabl e nedi a above refers
to a hard di slﬁ‘L  SOMBRST HAZandmepeEate i ypevosked eavirgment psisi dagien! be

appr eci atggheeMotsN9s &irelf h})é]/gndw!rglegs}"&n‘%ﬁmt:hﬁ%s of Qs ortnY(prgﬂnQ(tte Al ? 9Icy¥m ch

are readabl e by a computer, such as zip drives, magnetic casse flash
nmenory candsas a r@tmglettmlmpmqiés&) 124& KBhe mmotermhgasgr(samm‘{ mey be karonkmml so be

used in the exe ratin nvi ronment ,. .and further that any such
nmedi an miy*<c 6?1?03?'?’{3%%‘5?%38 g%'l?fﬁ‘b'f’%“'%”?ﬂ&'?b‘?ﬂ??‘ﬂ?fs for performng the
met hods  eficloPfocpiseB Bated eéREhITRA apPliBhtEDE he@ldePicO oF St Rh&Sn&RBrde st ored
in the drives and RAM 1212, includi ng{] an operating system 1230, one or

€

mor e | BppInPeaend typisadyinghudes pamy opell ef heslgpenandesedladaglativgto thad pr ogr am
data 123 t S Ierrent ed
W th var Loupbich PEDRRGER, £ phipBlos LR B IE o el e Alke W3R DR Ton
of oper anilusgas*;isffdaermycml uomecioens depltceld icdnden bbsalameh netf ok rthAININ 2601t 0 't he
conput er suc

nouse 124‘(13 Qé‘ e?rc" Q?It‘““dés?“?‘@%? and %r%a?w"ﬁﬁ'ﬂ 'ﬂ%a“ “ﬁf“&’?%‘b’%&as aan

| R renpt én offites. @htery@isk-ayidé t@kputer :gammrkp,ad;rmazts a&dtibe hitérerdi sh, a scanner, or
the like. These and gt he i hput &w ces are often connected to 30 .t he
procéssi ng uniWherss f’h? ﬁjn“eéwg eIV QP eRty thecomputer Y402 is ggpnecteddqupl ed

to the syst@eal mRitvork 3082 1Sl Y r&EoCORBRS! Rehrihi OhiBR helwdr@lHi@¢RE or SUCH as
a parallel port, a ganme port, a 22
adapter 1256. The adaptor 1256 may facilitate wired or wireless communication to the

LAN 1252, which may also include a wireless access point disposed thereon for -
communicating with the wircless adaptor 1256. When used in a WAN networking

20  environment, the computer 1202 typically includes-a modem 1258, or is connected to a
communications server on the LAN, or has other means for establishing communications
over the WAN 1254, such as the Intemet. The modem 1258, which may be intemal or
external and a wired or wireless device, is connected to the system bus 1208 via the serial
port interface 1242. In a networked environment, program modules depiﬁcled relative to

25  the computer 1202, or portions thereof, may be stored in the remote memory storage
device 1250. 1t will be appreciated that the network connections shown are exemplary
and other means of establishing a communications link between the computers may be
used.
‘ Referring now to FIG. 13, there is illustrated a schematic block diagram of an

30 exemplary computing environment 1300 in accordance with the present invention. The

system 1300 includes one or more client(s) 1302. The client(s) 1302 can be hardware
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uni versal serial bus ("USB"), an IR interface, etc. A nonitor 1244 or ot her
type of display device is also connected to the system bus 1208 via an
interface. such as a video adapter 1246. In addition to the nonitor 1244.
a conputer typically includes other peripheral output devices (not shown),
such as speakers, printers etc. 5 The conputer 1202 may operate in a

net wor ked environnment using |logical connections via wred and/or wrel ess
conmuni cations to one or nore renpbte conputers, such as a renote

conput er (8d/ordvard RS, N BFRLE PPQIRIE SolriputiAg 48viERY. PRe AlidRGKPI@idan. 2
server conputer, a router, a personal conputer, portable conputer,

m cr opr obeswepokbaskandon aspecdt edreantiexapy nlarsetiondbyereplovioy itleepresendt her conmon
network .10 nod nd typhcal Ly i or all of th ts

desor1 bed M Fat or ol e Sy, 300 J5EInTBRK B oh moren i T BLFhe
brevity, samtrys)d 308081 ylssbohadeademidoe sdPEhrei(s.g., trta} pratedes. thaphg cal
connectigns depicted include a | ocal area network (LAN) 1252 and a w de

ar ea et HBYKRES)WARG servess 13Q4 ean housudrsads i ResiArmdmnsioraatens hysmriayrace in
of fices. RN &Rl in3Entindfor CRAMPIE ORPVGBIE LomiMUini ANEH Bet@an b RfediNBEs Net . 15
When used in a LAN networking envicronnment. the conputer 1202 1s connected
to the lodakermet 1308 mayAsdintthe fompiofa dalar mdkgradepted odtsstransmttaad teqy ean .

network interface or adapter 1256, The .adaptor 1256 facilitate wred
O i r o1 98 SEBRR i RS een e paik RS MRy Retrddte] ude:a

Wi r el ess aaeeREd dficRiualinfdARen Beeeaiplé.OThe SRMEAIMBDEhEINGesd t h the wirel ess
adapt or 1256. \Wen used in a WAN netwar ki ng 20, envi ronnment, the conputer

1202 19y picemmupicaiien {fasswark bifertr-g23@lobs) commupicalien wiwerk wich aphsuni cat i ons

server o 20 4 ) : LadsibeRl [ jpons over
the wan TIEED o be B o T LB e e

or extemndtheaadegs)MI0dd or wirel ess device, is connected to the system bus

1208 via the serial . port interfa 42, )1 .a networ Vi nt,
progr am nmodul z’sf’"H’éfﬂ'%ﬁ‘é’Hs reyat ii‘\’/Léﬁtt% 'oegj%?z 4 ﬁ'éﬂagg'r'?gﬁ'f’ }é\@ Oiigggﬂ?ﬂ)gp ag@{gt%i ons
t her eof , winyesbeechhdlogd The élleat(seraiaraepmably somreagd to dewocmork2Biont it wil |

be appreciated that the network connections shown are exenpl ar nd ot her
maandlgof datersiasriss h34ghal <28 ResAPloer dn&tors ‘Hﬁ"rﬁ‘@’t’%}é’ﬁ“lt'ﬂéﬁ("caﬁ’ﬂﬁf)gpéﬁnaybe

used. Refebr LH&kidlYarddRrfakGeialéd confiRil irﬁorﬁﬁdl%ﬁi.rgﬁ’rﬁﬁrlg, $e hewal4)a 30k ock
di agram of "an 30 exenpl ary conputing environnent 1300 in accordance with
t he pr esent opanahdntomngcted hone or more server data store(s) 1310 that can be employed to
store information local 1o the servers 1304.
What has been described above includes examples of the present invention. It is,
20  of course. not possible to describe every conceivable combination ot components or
methodologies for purposes of describing the present invention, but one of ordinary skill
in the art may recognize that many further combinations and permutations of the present
invention are possible. Accordingly, the present invention is intended to embrace all
such alterations, modifications and vaniations that fall within the spirit and scope of the
25  appended claims. Furthermore, to the extent that the term “includes” is used in either the
detailed description or the claims, such term is intended 1o be inclusive in a manner

similar to the term “comprising” as *“‘comprising” is interpreted when employed as a

transitional word in a claim.

24



system 1300 i ncludes one or nore client(s) 1302. The client(s) 1302 can be
hardware 23 and/or software (e.g.. threads, processes, conputing devices).
The client(s) 1302 can house cookie(s) and/or associ ated cont ext ual
information by enploying the present invention. for exanple. The system
1300 al so includes one or nore server( 1304. The server(s) 1304 can al so
he hardware and/or software (e.g., thr M processes. conputing 5

devi ces). TWgaBRILEGHS] k304 can house threads to perform transformations by
enploying the present invention, for exanple. One possible conmmunication
between a client 1302 and a server 1304 may he in the formof a data

packet adapted tp be m WO, Or ter proc es.
The data packet ﬁay i nél & etgﬁggd ?émé% ?%&”5@5%%P§€3§x§§ﬁ#8%Tﬂ ?rouSIe
informati onofa‘@nteemml ﬁrew'EH%n&)yﬁ beRcdalidtrhnt kdgemtand CofPuiE tHat Atpabiivf
framework 1300 (e.qg. gl obal communi cation network such as the Internet)
that can bethéhﬁﬁﬁbgletsdsﬁeﬁ’c‘iqmﬁrﬁt”@ communi cati ons between the client(s)
1302 and the server ( gpmyy A1 red
(i ncluding optical %gq)&gsgé%?l V\Ilml‘a gﬁgglg&tsaec no %??o lfe%{%gc&}rlﬁgtntp e?lfSLtBOZ
are oper abl gnecotenet t:etdpmter cﬁveplurahtmoféavaililkdﬂtommﬁemahai ast pare¢fahe ﬂrﬁl@ﬁet'; hat
can be enployed to store information local to the client(s). 1302 (e....
cooki e(s) and/ or associated contextual information). Simlarly, the
server(s) 1304 are opgdrbtiioncnipRatadhitGn RREorE t6RA Buth&ititafiolat Be St Or e( s)
1310 that can be enployed to store information |ocal to the servers 1304.
What has bewAuesesiepteha dhraybipanangge agevask aweégorbbetww plgtening seakgteprrt on.
bt 2o Ol R S50 oPRleBRSRN Bl e AL P DN S R BP b easy

conbi nati on’6 onents or ol'ogies tor oses escribrng the
present i nvmrt foonembmk cmnmaqxfnspthd|cnme¢tlexkc<bﬂ1ponent d)hmnncrdllyr’m;ens endgpars t hat

many further conbi nations e t.ions of the present invention are
possi bl e. AWBFW@S? List ﬂ%p Ey‘i’fr%iaﬂ UREPBRIFS: i nt ended to enbrace al |
such alterations, dlflcatlons and variations that fall within the spirit

and scope of the 25 appended clains. Furthernore, to the extent that the
term "incl udes” #s us®lF $Hsteal ehdpim hahe @éﬁaélwar%@bWF?ipln@ﬁn%Pa&el‘f@% thei ns,

such term '&k&tp%Pﬂs%é&mﬂfmé %huswe in a nmnner simlar to the term

“conprising” as "conprisi I nterpreted when enpl oyed as a
transitional word in a claim

3. The system of claim 1, the thread forwards an incoming message from the

computer port to the socket port.

4. The system of claim 1, the connection being a terminal services
connection.

5. The system of claim 1, the connection being a TCP/IP connection.

6. The system of claim 1, the request received from the external computer.

7. The system of claim 1, the connection component is a server disposed on

the intranet.
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24 CLAIMS What is clainmed is: 1. A systemthat facilitates renotely
connecting an external conputer outside of a router and/or firewall and/or
protected intranet to an internal conputer that is part of the intranet,
the system conprising: a request conponent that receives a request to

renotely connect _to a% | east gne, i ntge;r nal conputer of a plurali t){ of
avai | abl e conput &rs t HAE Sy ghelping i, tha sonnechaheampongaPasses Grostyalusback

conponent  t Raghe ieRteh RS PRASGRe! @ (ROfRMJTANIREAL i on of the request creates a
thread to manage a network connection between a |istening socket port of a

router and/or firewall and a port of the at |east one conputer designated
at least in parf for-network nnections., the connection conponen

dynam cal Iy |i st g'ns oﬁﬁ? Pe eﬁ%?f% amércq 5 SREICSY UL ComRqnEpt Fpatey tﬁ?é?‘iq‘?ép%?
avai | abl e cofiftesnal omghliter, SyhidiegbcRét pottds deslgnatdderot fetaad] depvivey, ds an

i ncom ng nessage fromthe socket port to the conmputer port. 3. The system
of claiml1, the thread forwards an incom ng nessage fromthe conputer port

to the socket pofp. Aqud E@&ﬂ%{rgmr@g, tﬁL@inmeaior; éﬁf&@ﬂﬁ%ﬁégsﬁi;p&%lﬂﬂb&

term nal services connecti on. e systemof clarm1, connecti on

bei ng a TCPVilRe obamassodiatad pért fibea ssgistyrandfcreatesiartisieningwwck@qnakat poetcei ved
fromthe external conputer. 7. The systemof claim1l, the connection
conponent is a server disposed on the intranet. 25 S. The systemof claim

1, the connecti o] .cONPRASRtenP3ESI8EN 80,ABE porY &l dpen RAGK rodter ddditoraitwamal
conmputer in the formof a URL. 9. The systemof claim1, the connection

conponent creates the socket port on the internal conputer, which socket

port is designat ?9 f Ofpd rs@éﬁ'gg ?1?1%% x#&g ?lurélgy ogmailigl%tc%mpgferscils%ivmajbie the

connecti on conponént reads
according to predetermined criteria.

13.  The system of claim 1, the external computer presents a list of the plurality

of available computers for connection thereto.

14.  The system of claim 1, the external computer is disposed on a global

communication network.
15.  The system of claim 1, the external computer connection is automatically
routed to a remote user portal computer upon selection of an option presented by the

connection component, which is an intranet server.

16.  The system of claim 15, the remote user portal is disposed external to the

intranet on a global communication network.

17. The system of claim 15, the remote user portal is a dynamically created

website based upon external client information.
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val ue of an associated port froma registry and creates a |listening socket
on that port. 11. The systemof claim 10, the port is open in the router
and/or firewall. 12. The systemof claim1l, the plurality of avail able
conputers is available according to predetermined criteria. 13. The system
of claiml1, the external conputer presents a |ist of the plurality of

avai | abl e conput Bts f bbe wstsabek lam | héhepdernalelientipfospatianinsfudmgdtfsast t he
external co i [ - ' ' 15. The
yst em of o et IPg! RS Ehibe Aick 1 O o QUM Brhfillel Sl )

rout ed to ainsieled en theextepml camputenpod enthopontieebfibtuser. of an opti on
presented by the connection conponent, which is an intranet server. 16.
The system of claim 15, the renote user portal is disposed external to the
intranet on a gl phal 'PEHT?dtéhP@ﬁdlﬂfh nehd\edhection corlppnm Felohnd athéitithddn t he
renmote user portal is a dynamcally created website based upon externa
client infoffthe p¥amabepmmiterThe system of claim 17, the external client
information including at |east one of user login rights, configuration of
the user's external conputer, applications installed on the external
conputer, and autent Thadyistem of cliihel ,ubeexterhdl cohipaterisprompodd woliadtail 1, t he
connection conponent _perforns aut henticatian f external conputer. 20.
The Sy st om SHMRANRIG RO FWaraRrfpie G SSINE i BeL ?@Vﬁ*ﬁ%f@ﬁpwsa nstal |
conpati bl e software before accessing the plurality of avail able conputers.
21. The systemof claim1, the intranet server facilitating secure socket

| ayer accordi ng2k-o aThe systea ofrdaim 1,2t inthectsoryerfaciditatingaseenrg sockisblayer
connection cQ ent_ f.arwards the request, which is a term nal services
request, th%%%‘ﬁ’p%ﬁea ‘Pg‘dv}%?&and/ or firewall. 23. The systemof claiml, a
user of the external conputer is granted access to a renote user portal

conmput er onl if the user is a nber. of a predeterm ned group. 24. A
n e{m wor k acco)r/ di n%)Z't o thesyste of crf:lalm 1, the connecCtion component fomgar s the request,

which is a terminal services request, through the router and/or firewall.

23.  The system of claim 1, a user of the external computer is granted access to

a remote user portal computer only if the user is a member of a predetermined group.
24. A network according to claim 1.

25. A system that facilitates remotely connecting an external client outside of
an intranet to an internal client that is part of the intranet, the system comprising an
intranet server behind a firewall and/or router that receives a remote desktop request to
remotely connect to the internal client, the intranet server creates a thread to manage a
network connection between a listening socket port of the intranet server and an internal
socket port of the internal client; and

a single external port that maps to multiple ports of a plurality of internal

clients.
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25. A systemthat facilitates renotely connecting an external client
outside of an intranet to an internal client that is part of the intranet,
the system conprising an intranet server behind a firewall and/or router
that receives a renote desktop request to rermtely connect to the i nt er nal
client, the intranet server creates_a thread

connection betwetth a Fhespaierhef dejmat ﬂtﬁotlhfeaéfhsteﬁéfqrrﬁaﬁé“n@?mé’@m/@ﬁ extsEnain
internal s e r ort
that maps T el o ira ol oS e S s B IO S
syst em of cthaiimte@8] parhe thread |istens for traffic fromboth the external
conputer and the internal client, and forwards the traffic between the
listening port and the internal port. 27. The system of claim 25, the
networ k connectipn i sTRASL&nIPaith T Hd R twpikoai&dtion 48basdd Bp &y S TEMIPT
claim 25, the intranet server generat es a list of available conputers on
the i ntranelfolgm whi ch the internal client is selected. 29. The syst em of
claim25, the intranet server passing a value for the |listening port to
the external client in the formof a URL, in response to the thread being
started. 30. The2&ystEm ofsteal afl claiRBl 5, thecineadet serakr gdnermnds arlisc of asadatleval ue
for the listenin rt. from.tthe ranet s in the formof a URL. 31.
The syst em FHRY g?ﬁﬁ%? ‘nfrﬁ‘éﬁtlfrﬁm‘ghlék’ﬂ%ee‘f’mﬁfi/%r&t‘%ge%esdocket on the
internal client that is designated for the renpote desktop connection. 32.
The system of claim 25, the renote desktop connection includes at | east

one of a terninal9.ser Vhewstesoeirmiaim L theintranat soveyprdsing avalvadotthon. 28 33.
A met hod of te n c ut e

conput er thlél terms?g B(Lr¥ ot?lF @gt%{’ﬂlag %egigl fﬁ%%%x%ﬂ)f a@ﬂ %%éonsg{z) t_h@&hggggiabel%
request to gtgml el y connect to the internal conputer; processing the
request through a router and/or firewall interstitial to the

30. The system of claim 25, the external client receives a value for the

listening port from the intranet server in the form of a URL.

31. The system of claim 25, the intranet server creates a socket on the internal

client that is designated for the remote desktop connection.

32.  The system of claim 25, the remote desktop connection includes at least

one of a terminal services connection, and an X-Windows connection.
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external conmputer and the internal conputer; generating a |ist of available
conputers on the intranet fromwhich the internal conputer is selected;
and in response to an authentication of the request, creating a thread to
manage a network connection between a |istening socket port and an
internal port of_the internal con*ﬁ)uter designated at |east in part for
networ k connectioh. 32 methed efgemstshipsonueeting Aextqrpglicpmputcs fh#n @F‘-‘ﬁ'@al

dynami cal | ycéﬁggﬁgrqg%qp%%gfﬁgﬁhggn&hﬁe F§S§éf§gé§ﬂ&fgﬁ t and the internal port

using the th . of claim urther conprising forwarding
traffic between the tecgvmgiargqyest to ramdtetyherninpdteao el inteoral cersputer;t he t hr ead.
36. The nethod of claim 33 he netwark connection is based upon a TCP/IP
protocol . 37. The netW8ﬁesﬁlflgélPeaﬁeﬂ]iJ%s , r?'fﬁ%tarfé’f" eEB'ﬁ%f’f ﬁﬁeﬁv@,ﬁ "BFEEB%ﬁPHZj t he
list to a us&émalfconipterand Bielaler20bRUp@Er; 38. The nethod of claim 33,
further conprising, starting the thread; passing a value for the listening

port to the external &&§atnge lishoftayailable pempysters opthe ingapetdisamwhishdhgort in

the externa te?x?ﬂBUﬁlgﬁtemes@leEth; L is received thereby. 39. The nethod of
claim 33, the request receive romat |east one of the external conputer

and intranet server tinatsponsenaradsuthenticatiqnef thetrbaqrest, oreafg 4 threaihte meibgpod of
claim 33, further conprising opening.a sa port on.the _rout and/ or
firewal | as? BT SAABRTTRR BSBY e adicichinieSolkat moE 43¢ 2B iaiPrRabEoR phipe Fiprmal
conpri si ng @RREtdesighatyd hABSsk ROpdrhRr nEloRK BéHines@spOUt er to an external
renmote user portal conputer that is disposed on a global conmunication

network and is a dynamcally created website based upon a configuration of

t he external co terq 42, | ai h ti.cation
per fornmed by ann?‘*r!lt r a]r?é I%e%lg?\%?ﬁ%lp?g’rfg{%&r%ﬁ[plnﬁfg%gt(ﬁggg% felfﬁ T c%‘llr?pdﬁt er to
a renote usebsifp@thedistening port and the internal port using the thread.

35. The method of claim 33, further comprising forwarding traffic between
the listening port and the internal port using the thread.

36. The method of claim 33, the network connection is based upon a TCP/IP

protocol.

37. The method of claim 33, further comprising, presenting the list to a user of

the external computer.

38.  The method of claim 33, further comprising,
starting the thread;
passing a value for the listening port to the external computer in the form
ofa URL; and

opening a port in the external computer when the URL is received thereby.

39.  The method of claim 33, the request received from at least one of the

external computer and intranet server that forwards the request thereto.
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43. A systemthat facilitates renotely connecting an external conputer to
an internal conputer that is part of the intranet, the system conpri sing:
means for receiving a request to renotely connect to the internal

conput er; neans for processing the request through a router and/or firewall
interstitial to the external conputer and the internal conputer; neans for
creating a thread to manage a network connection between a |istening
socket port and ag i NTRE ARthoAWFlcladth 38N RrihBE &JrMHsifOsPRHINE Qﬁx%'&?@&ﬁﬂeat

|l east in part for network connection; neans for creating a |list of

avai | abl e cesitaador Srewatkasithe listering perem whi ch  the internal computer is
sel ected; and neans for dynam cally opening and closing the listening port
and the internal port. 30 44. A graphical user interface that facilitates
term nal servicesdl.bet ihemnahod efdlainad, fadiep vo@prising antotmaticely Ieﬁmgmher t he
interface COITpI’IFI ng: an input conponent for recel vi ng managenen

i nf or mat i onSXtFHal compUedranextere Fq‘ﬁﬁt‘? BIFT PACR lf@gg)ugﬂrﬂiaéﬁ ‘H@O@Fd Plhﬁ‘ &labal

comput er s ayghmalicetidPherwBNARLL 20 naﬁﬁ'lgall}scr@étg@gz'eﬁélf%doa\é‘é& dh ﬁ ratlon
connecting the external conputer vvlth the internal conputer

rout er and/ of theiexteymal Lomputer.a present ati on conponent for pr esentl ng a
representation of the managenent information to facilitate user
interaction therewith. 45. The interface of claim44, the nmanagenent

i nformation incl4gli ngThe efhod of tlang BB Othe hathemtidasieh periforinitd BXdnahiaiet
conputer. 46. The interface of claima44, the managenent information

i ncl udi ng F’%‘?-frmoﬁf&mé%ng fhecexterial spmppter e IR0 WSF PRput er may navi gat e
to at |l east one of an internal website, an external renote user portal,
and an e-mai|l account. 47. The interface of claim44, the nanagenent

i nformation incl 4 ngAasrystemcthiltrfasitita&tsircmolfelummhmtirgcam@e{mnmleompuﬁeyweari i nks

L0 AT St oSl 8 g oriL ¥ 2] 9 ShpShg oSkt 0P, Toni tor

means for receiving a request to remotely connect to the internal
computer;

means for processing the request through a router and/or firewall
interstitial to the external computer and the internal computer;

means for creating a thread to manage a network connection between a
listening socket port and an internal port of the internal computer designated at least in
part for network connection;

means for creating a list of available computers on the intranet from which
the internal computer is selected; and

means for dynamically opening and closing the listening port and the

internal port.
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48. The interface of claim44, the managenent information including an
adm ni stration function accessi ble by correspondi ng hyperlinks to view at
| east one of an e-mmil account, a usage report, and a performance report.
49. The interface of claim44, the listing presented by the presentation
conmponent to the user of the external conmputer. 31
P 44H A graphical user 1nter?'ace thegpfacihtates terminal services between an
external computer and internal computer, the interface comprising:
an input component for receiving management information, the
management information includes a listing of internal computers available for connection
and is associated with remotely connecting the external computer with the internal
computer through a router and/or firewall; and
a presentation component for presenting a representation of the

management information to facilitate user interaction therewith.

45. The interface of claim 44, the management information including a login

function for a user of the external computer.

46.  The interface of claim 44, the management information including
hyperlinks so that a user of the external computer may navigate to at least one of an

internal website, an external remote user portal, and an e-mail account.

47.  The interface of claim 44, the management information including an
administration function accessible by hyperlinks to administer at least one of a server

desktop, client desktop, monitor a help desk, and internal website.
48.  The interface of claim 44, the management information including an
administration function accessible by corresponding hyperlinks to view at least one of an

e-mail account, a usage report, and a performance report.

49. The interface of claim 44, the listing presented by the presentation

component to the user of the external computer.
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