1 Method and device for secure conputer data storage The present invention
relates to methods and devices for secure, forgery- proof storage of
conputer data with the aimof ensuring the authenticity of the recorded
data at a given date and al so to associ ated processes and nethods of

production, verifi aatfton andidendd ot duensbHpateTia4 tiqaak! v, such
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the ability of the nediumused to be physically altered in an irreversible
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al gorithm c met hods do not ’
generally, individually identified and can therefore be manipulated on an
external system and be recopied integrally after forgery on an identical
blank medium. Similarly it is possible to corrupt the recording of a single-
write medium by forcing rewriting over tracks already comprising data,
the reader-writer offering none or little protection against native access
commands being sent to the medium. Unique identification of the
medium often comes into conflict with the ability to reproduce or forge
and because the medium is not self-powered. Therefore overall it presents
only a very low level of security., Magnetic media are more dense and of
higher performance but are natively multiple-write, therefore even easier

to corrupt.

One of the ways of compensating for the weaknesses of removable or
rewriteable media is the use of cryptographic methods which effectively
allow, at the moment of writing, authentication of the data but which
increase the vulnerability to unique errors and often makes data sharing
between users tedious. These often complex algorithmic methods do not
however directly protect the medium and/or the reader, remain costly in

calculation resources and are subject to obsolescence in the course of




however directly protect the nedium and/or the reader, remain costly in

cal cul ation resources and are subject t% obsol escence in the course of 2
time. If they prove to be effective and“necessary in the transacti onal
dormain in real tinme, they present nunerous di sadvantages as soon as either
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sof t war e rmeds paotected or encrypted, therefore vulnerable.

The ultimate solution resides in using third bodies which store the data,
possibly encrypted, redundantly and ensure their physical protection.
These methods can prove to be effective but are often logistically expensive
according to the quantity of data to be transmitted. They use
communication links which may be unavailable and/or poorly protected
public networks. Other similar solutions for authenticating data involve
digital signature methods, the third body only keeping the signatures of
the files. The authenticity can be established by comparison of
signatures. This does not prevent problems connected to the possibility
that the original data are voluntarily or involuntarily corrupted at the time
or that the developtnent of computers allows forgery thereof. Likewise, the

use of such methods makes recourse to signature software necessary -
itself vulnerable.

Each method cited covers a particular field of application and offers na
simple solution for recording with any autonomy internal, confidential,

private or strategic data about an individual, a professional or an




itself vul nerable. Each nethod cited covers a particular field of
application and offers no sinple solution for recording with any autonony
internal, confidential, private or st ré"}tegi c data about an individual, a
prof essional or an 3 enterprise as soon as the quantity of data becones
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met hod and the device according to the present invention seek to

conpensate for the ease of reproduction and forgery of paper, audio, video
and the mastery of which is entirel

and standard conputer. recordi ngs, t :

ensured b F@%%OMSQM%E%EOQW Wéich hwithindheacomirol gndeal
framework, can request presentation of the data have no longer the means
of copying, authenticating or guaranteeing the data from all users and are
constrained to leave the care and control of the datza to those transmitting

them.

The totality of vulnerabilities means that it is extremely difficult to give a
legal value to private computer recordings based on standard elements,
a.nd. that in a contradictory manner, it appears to be more and more
necessary to ensure the authenticity of data whatever they are, computer

storage generally constituting the modern means of retaining information.

| The method and the device according to the present invention seek to
compensate for the ease of reproduction and forgery of paper, audio, video
and standard computer recordings, and the mastery of which is entirely
ensured by the persons who store and control the information, and who
can therefore forge it or shorten it, backdate it a posteriori or be victims of
internal or external attack on these data. The fact that this information is
private can make the cross-checking of certain unique items of

information impossible, lengthy or tedious. More precisely, the invention




can therefore forge it or shorten it, backdate it a posteriori or be
victinms of internal or external attack,on these data. The fact that this
information is private can make the cr8ss- checki ng of certain unique itens
of information inpossible, lengthy or tedious. Mire precisely, the
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that it conprises integrating enti none device: a data

per i pher atormorisedaiptegtatimy entivélyuin cnaidetideer transforning said data
storage peripheral into a single- or restricted-wite storage peripheral
by diverting all input-output interface commands froma host system to

the internal i@ﬂt&%%rs%egfv%ﬁ? ré'i_%grat ed data storage peripheral, in

order: to authoOrise exc addition of new files in the free space
by dating themindependently thanks to a secure internal real time clock,
and to prohibit the deletion, alteration and rewiting of previously

witten and heaceaqapied Oatedodipat conmtpslidrettaridierthiglsald dftasebiogagevi ce
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the validity and authenticity in an irrenedi able nanner, etect’ an
i ntrusion, alt@rderion and anal ysis attenpt, said

- to authorise exclusively the addition of new files in the free space by
dating them independently thanks to a secure internal real time

clock, and

-~ . to prohibit the deletion, alteration and rewriting of previously

written and hence prior dated data,

- to protect the totality of said device on the one hand against forgery
or duplication by a unique secret internal identifier by association
with a unique public serial number, on the other hand by a
peripheral protection enclosure intended to prevent intrusion into
the equipment, the alteration of any component and internal data,
and also the analysis of the unique secret identifier without
compromising the validity and authenticity in an irremediable

Imanner,

- to detect an intrusion, alteration and analysis attempt, said
detections being able to be verified by several third party methods
on said process, the latter being thus secure and suitable for storing

authenticated, dated computer data with an evidential value.




detections being able to be verified by several third party nethods on
said process, the latter being thus secu e and suitable for storing

aut henti cated, dated conputer data with™an evidential value. 5 According to
an advant ageous feature, the method according to the invention conprises
furthernore reproducing electronically and internally said unique public
serial nunmber in order to allow electronic control of the latter.
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I mredi ate destruction of the unique secret internal identifier and the
[ by instantaneous deletion, in the case
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sensor and the associated electronic system, the latter ensuring the
immediate destruction of the unique secret internal identifier and the
internal serial number if necessary, by instantaneous deletion, in the case
of voluntary or involuntary impairment changing the vulnerability or the
autonomy of the device, or any internal investigation attempt detected by
the sensor being able to make it possible to compromise, control, alter,

analyse data, interfaces or internal components.

According to an advantageous feature, the method according to the
invention comprises furthermore keeping active the internal real time
clock, the secret identifier, the internal serial namber if necessary and the
electronic system for detection of intrusion and destruction, without any
external supply source for the lifespan specified for the equipment, thanks
to an autonomous internal supply sub-system, possibly backed-up

externally in order to extend the lifespan thereof.

According to an advantageous feature, the method according to the
invention comprises furthermore making it possible to guarantee the

unique, unreproducible personalisation of the equipment whilst




externally in order to extend the |ifespan thereof. According to an

advant ageous feature, the nethod accordiing to the invention conprises
furthernore making it possible to guar aﬁt ee the unique, unreproducible
personal i sati on of the equi pnment whilst 6 publishing its existence,
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reference, internal self-generation of the unique secret” identifier,” the
ext ernal &op¢l siaber anddfirgsrpringt i dentifier in_a secure environnment of
the wunique secret identifier to an authenticating body entitled to
guarantee the secrecy of this identifier and in fact the authenticity of
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possi bl e invention comprises furthermore ensuring the authenticity of the device

after manufacture, the test, the final assembly and the activation of the
peripheral protection, until acquisition by the end user, by making unique
the operations for assigning the wunique serial number, the
synchronisation of the real time clock relative to an extemal trusted time
reference, internal self-generation of the unique secret identifier, the
external copy of the unique secret identifier in a secure environment of the
unique secret identifier to an authenticating body entitled to guarantee
the secrecy of this identifier and in fact the authenticity of the equipment,
the uniqueness of cach operation being guaranteed by design by
inhibiting or destroying, in an irreversible manner and as soon as possible
~in the initialisation sequence, the material elements and/or the micro-

code allowing this initialisation.

According to an advantageous feature, the method according to the
invention comprises furthermore allowing without limitation on the
occurrence, the preliminary verification of the authenticity and of the
integrity, by checking and cross-checking unique listed serial numbers in

the public'database, by checking the validity and the progress of the




in the initialisation sequence, the material elenments and/or the mcro-
code allowing this initialisation. According to an advantageous feature,
the nethod according to the invention cConprises furthernore all ow ng
without limtation on the occurrence, the prelimnary verification of the
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known elements being provided for authentication remotely by the entitled
authenticating body which alone can verify the consistency thanks to the
copy of the unique secret identifier which it has, these functions involving
the secret identifier being temporised and limited in occurrence internally
of the equipment in order to avoid inverse determination of the identifier

by analysis or successive atternpts.

According to an advantageous feature, the method according to the
invention comprises furthermore allowing the authenticating body itself to
authenticate the equipment under its control and as a last resort by
injecting its copy of the secret identifier for comparison internally of the
equipment which detects perfect similarity, and sends in reply a unique
message which can be verified by said authenticating body, this function
involving the secret identifier being temporised and limited in occurrence
mternally of the equipment in order to avoid inverse determination of the

identifier by analysis or successive attempts.

According to an advantageous feature, the methaod according to the

invention comprises furthermore allowing, by way of variant which is not




aut henticate the equi pnment under its control and as a l.ast resort by
injecting its copy of the secret identifjer for conparison internally of
the equi pnent which detects perfect simlarity, and sends in reply a
uni que nessage which can be verified by said authenticating body, this

function rdavetaHRgikesRaied, g kb ' oS ddiymted in
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nmet hod according to't n Iron canprises furthernore presenting any
internal parameter and indicator which is characteristic of and specific
to said device in the form of virtual files in reserved nanes, seen by the
host syst Arraslisgatidann advassageniiavichatimg tkenmethioderscorditgs ttoc whar
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of virtual files in reserved names, seen by the host system as standard

files and avoiding using drivers or particular operating modes at the level

of the host system for management, administration and moniftoring of said

device.

According to an advantageous feature, the method according to the
invention comprises furthermore partitioning said data storage peripheral

with a different expiry duration by partitioning,

The present invention relates furthermore to a device for storing computer

data, characterised in that it integrates in full;

- adata storage peripheral comprising an internal interface,
“ an adapted input-output controlier,

- an input-output interface,

- a secure internal real time clock,




with a different expiry duration by partitioning. The present invention

relates furthernore to a device for stotr9| ng conputer data, characterised
inthat it integrates in full: a data storage peripheral conprising an
internal interface, an adapted input-output controller, an input-output
interface, a secure internal real tine clock, 9 a unique secret internal
identifier, a unique public serial nunber, a peripheral protection

encl osur e, sai & adapicedednep b tautap identfier,ol | er being able to transform
said data storage peripheral into a single- or restricted-wite storage
peri pheral by diverting all input-output interface commands from a host

systemto_the i'ﬁhﬁ[n‘al Lnte the integrated peripheral, in order:
to authorise exclusive pr%ege%gﬁ%r?e& new files in the free space by

dating themindependently thanks to the secure internal real time clock,
and to prohibit the deletion, alteration and rewiting of previously
witten and headeetppheraldzodectien @ncddsittept al i ty of said device being
protected on the one hand agai nst forgery or duplication by the unique
secret internal identifier by association with the unique public serial

nmber, _ i l . ti |
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W thout conpronising the validity and. authenticity in an irrefmedi abl
manner, i dwqy@mnallanpwam@utanneaﬁa@by@immands from a host system to the

internal interface of the integrated peripheral, in order:

- to authorise exclusively the addition of new files in the free space by
dating them independently thanks to the secure internal real time

clock, and

- to prohibit the deletion, salteration and rewriting of previously

written and hence prior dated data,

the totality of said device being protected on the one hand against forgery
or duplication by the unique secret internal identifier by association with
the unique public serial number, on the other hand by the peripheral
protection enclosure preventing intrusion into the equipment, the
alteration of any component and internal data, and also the analysis of
the unique secret identifier without compromising the validity and
authenticity in an irremediable manner, intrusion, alteration and analysis
attempts being able to be verified by several third party means on the
totality of said device, the latter being thus secure, inviolable and forgery-
proof, suitable for storing authenticated, dated computer data with an

evidential value.




attenpts being able to be verified by several third party neans on the
totality of said device, the latter beiﬁ}?I t hus secure, inviolable and
forgery- proof, suitable for storing authenticated, dated conputer data
with an evidential value. 10 The device according to the present invention
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' enti. t |
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const r ai nauaomlomickiZowhaaeng Thet kickibcPas téélﬂ?ﬂ)ﬂﬁtéd Sartkd G e icC i OF
anxious to be able to establish his fagood faith and the legality of his
activi ty, Uig1dgs mangepy Ansaatiegnpt te faltee ow compovense be divacevhelitdén

wi shes or . nust . protect.. The. deyi ce does pot.  i.n gny case prevent

di ssi nul a{tggmvai%%‘}c&'e @%&t q.?&t‘ilﬂﬁyl‘é?tlaﬁt %t,s tﬁ? deviee lfameds sasonaidrce
nor possighﬁogsi@lé_ori forgery in all cases, but establishes a posteriori
that the data, when they are presented, have indeed been recorded at the

i ndi cated date, and have not been able to be forged or replaced
subsequent]y. The originality of the device is that its operating principle
i s i ndepeH@&mf thy dswicecallowy, avitiprelsaphifc censtrdintwandiwithostibrgioE 40

obsol esce xplry due to unforeseeabl e.progress i n cryptao-analysis.
Crypt ogr ap ydﬁgsﬂtﬁo&%%%ég% é{]rsf’ Y REF 8 i goftf?eaggeep @éFﬁol?lb?rl'é Higg
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over the data which he wishes or must thus protect. The device does not
in any case prevent dissimulation, complete destruction of data, of
information or evidence nor possible a priori forgery in all cases, but
establishes a posteriori that the data, when they are presented, have
indeed been recorded at the indicated date, and have not been able to be

forged or replaced subsequently.

The originality of the device is that its operating principle is independent
of any clumsy cryptographic method, which is subject to obsolescence or
expiry due to unforeseeable progress in crypto-analysis, Cryptography is
not necessary in the sense where the user controls and physically
possesses the device, and must decide upon the degree of confidentiality
and protection of the data independently of the physical storage
peripheral which he is using. It tinimises the intervention of third
parties for authentication of the data, allows the transmission of strategic
or critical information on third party networks at a distance to be avoided,
and in fact allows more data to be protected, or transmission of paper or
microfilm data to a computer medium which is easier to use and to

archive.




and protéction of the data independently-of the physical storage -

peri pheral which he is using. It mni m'lsgs the intervention of third
parties for authentication of the data,”allows the transm ssion of
strategic or critical information on third party networks at a distance to
be avoided, and in fact allows nore data to be protected, or transm ssion
of paper or mcrofilmdata to a conputer nediumwhich is easier to use and
to archi ¥ae IpPhaniospof tthecdestribéd diesice iibethed @oiseibility tdTeugiREshbi ity
of using as_a. physical si orage el enment any rewitable or non-random access
dat a perPg‘HE‘F&E éﬂfﬁgﬁt S{RSILE | AVt FeWpidablsr minawn-ranilan | 4eogser data
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I ntegrates in a stan commercial data storage peripheral with a
renovabl e medi um or one nade renovable (by way of non-limting exanple: a
magnetic technol ogy hard disk, a flash nenory disk, a CO'DVD witer, the
ej ecti on HaeKiaviehvdiichnhiscthe suldectcof the éuventiondedlwdds the woinkssithent

medi um), the jnterface of ich i otecte nd . isolated by a specific

cont rof | #IphE iRl Nsihak s BbSr et craminsment), S ikaming the

function plctREdS Hhdl pr8cesi} RAMP BeRinik SnEAGhGuRE Hd vR¥ifation of the
equipment by third parties, and the description of certain particular

modes of operation.

- The device integrates in full a standard commercial data storage
peripheral with a removable medium or one made removable (by way of
non-limiting example: a magnetic technology hard disk, a flash mMemory
disk, a CD/DVD writer, the ejection mechanism of which is de-activated,
loaded with a writable medium), the interface of which is protected and
isolated by a specific controller, limiting by design the storage operations
to the single function of adding data. The equipment is seen a priori by a
host computer system as peripheral computcr.storage equipment, except
that it is functionally impossible to alter, delete or to rewrite previously
written logic recordings. It is only possible to read them. A dating clock
calibrated during manufacture, which is non-alterable and autonomous,
dates any recorded file in real time and independently of the host system.
Dating of the files is recorded bjr the electronic control system on the
internal peripheral, either in addition to the recording of the user data
with a reference to the basic desctiptor of the logic or file recording with

which it is associated as metadata, or in the descriptor itself of the file in




host conputer system as peripheral conputer storage equi pnent, except that
it is functionally inpossible to alteré}gel ete or to rewite previously
witten logic recordings. It is only p ible to read them A dating clock
cal i brated during manufacture, which is non-alterable and aut ononous,

dat es any | ' | L Rdepap t t tem
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with a reference to the basic descriptor of the logic or file recording
with whi BHsjdatiag smiosmatien lﬁélcﬁé%%lgéﬁ i roadijomly e thedeostpsystent whiich of

the file | f _dati information normally provided by.the host
system Oi}ﬁ?x%v% ?%%ﬁgﬁﬁg%d%%r%o#]%ﬁq%rgﬁggg ﬁ? El'l‘ﬁ s‘gﬁf‘ﬁl?% fREse25ht or .
The tot al iwk it reddtidingating information is accessible in read only to the
host systemwhich allows verification of the dating authenticated by the
device for each witten recording. The equi pnent behaves overall like a

si ngl e-vver,tGe t ,egg)eri heral which_ re-dates the information relative to a
Celative FafBHPE TR HBERAYER querall Jike @ simglg-wriseitype periphereldwhich of

whi ch ' ' . Thed d L.ph I
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very restrictive conditions, the equi pment can easily adm ni'ster an expiry

date in Athgtdtated aflheeintegratd mpeeiplwratlisctherefireetnlye filledi &s ibin
dating whic ssiply. al.l ows the sp occypi ed by obsolete data to be
freed in 1&;:3%@%)@ Pﬁyglf:@h}{éwréemﬁﬁfe W%ﬁu%’he peripheral is “full'. This

functionality termed “expiry' nakes it possible to fulfil the specific
data storage needs for a short |lifespan before the overall |ifespan of the

equi prentBytway of a variatit which is not necessarily implemented and under very

restrictive conditions, the equipment can easily administer an expiry date
in the past relative to its internal clock, therefore at its own dating which
possibly allows the space occupied by obsolete data to be freed in order to
write new recordings when the peripheral is ‘full. This functionality
termed ‘expiry’ makes it possible to fulfil the specific data storage needs
for a short lifespan before the overall lifespan of the equipment which

presents an interest in certain application fields.

An autonomous identification electronic sub-system contains the
authentication elements of the equipment which are unique and kept
secret and prevents duplication or production of false equipment from
new parts or those recovered from voluntarily compromised equipment.
The unique internal identification elements are systematically destroyed
during non-authorised physical access attempts. An active peripheral
protection enclosure integrally protects the totality physically and detects
any penetration or infrusion or investigation attempt with the aim of
compromising the integrity of the equipment, of accessing internal

interfaces which make it possible to alter the data and to extract the




presents-.an i-nterest -in-certain application fields. An autononous

I dentification electronic sub-system contains the authentication elenents
of the equi pnent which are unique and Keébt secret and prevents duplication
or production of false equipnment from new parts or those recovered from

vol untari | rom sed equi nt. The unique interpal identification
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or investidpattifiontatr eopimentsh dhé¢ osiBly chapredsilsi ngThbe cyniggenty i®f the
equi pnent, of_accessing internal  interfaces which nmake it possible to

al ter theinyalisladed ansl Bcretagnediate an yubiel meds wiieh sondiuanta peoteate of
an intrusjon at.tenpt, .the eqguipment instantaneously and in an irreyersible
manner | debth SPHHERE datkotn” BEHErpes dPRORRE I ss i desb it B ook
The equi péfi?\n:i thént,| B¥Alih(a1iadtaBd ars, NehitiRedPerhBoAN | MhE! AbrAOAGHWH Ch
conti nues opproltle’ctg’atlhe Wr | ttgaﬁa oln {éﬁeﬂsetorgge peri pheral w t&ﬁ)ut
dest r uct i eadxble e albqivcpmesttincky. | nval i dating any witing operation. The
data remain readable in all circunstances. Any equipnent, the integrity of
whi ch can be confirnmed by non- destructive anal ysis nethods which are

avai |l abl e ssential ly t | ficati.on,of, the uni que i tificat]
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internal gesirpbakel .aldlybfie Gastods Jd@URdh OkréUsiibladle (E&scitldlly ethe
aut henti cati ng body having, itself alone, a copy of the secret identifier,
can subni veriheaitom\of adhetmeiquseiiaattifickinn fleanenhs) chnsurémbhe vatiigyegqud pnent
wh intern@}I1 conparison, Qr aJlows a third authorised

'pairf 3 Itzsgwlé’];l?gerf},éqel%?)f tggagqifead on the internal peripheral.

In the case of doubt or suspicion, the entitled authenticating body having,
itself alone, a copy of the secret identifier, can submit the copy of the
secret identifier which it has to the equipment which itself effects the
internal comparison or allows a third authorised party to verify indirectly
this identifier while limiting the request intervals in order to avoid its
determination by, by way of non-limiting example, using a brute force or

screening or targeted analysis method.

| In the case of a critical internal crash, the voluntary dismantling of the
equipment can be effected in order to make an assessment of it or to effect
the recovery of the data following the manufacturer’s instructions. With
this aim, a procedure must be able to allow simple cut-out of the
equipment which has the effect of instantaneous invalidation of the
authenticity, then the extraction without impairment of the internal
storage peripheral, but allows access directly to the latter, to the data
which is a priori non-encrypted by the equipment and possibly to the

mediurm.




this identifier while limting the request intervals in order to avoid its
determ nation by, by way of non-limti n? exanpl e, using a brute force or
screening or targeted anal ysis method. Gh the case of a critical internal
crash, the voluntary dismantling of the equipnment can be effected in order

to make anmssesaBBel Of bhn¥pthd ehlEhont ModSCRCHI RNt RA e

follow ng the manuracturer's I nstructions, S alm da procédure nust

be abl e tpresémwdsitamdre aot logiger fudhmtcequapianbraitheh ffaghdsheaef beeh of
i nst ant aneous jnvalidation of the authenticity, then the extraction :

wi t hout i APAicAnERt ARy noftseRues medivgnoingenisastpenaremain adcessiblactess
directly I er, to t ta which |s riori, non-encrypted by the
equi pnent iegansgt}glaggi&g*rgg ?%??ﬂggsﬁt‘ﬁ RPN ﬁﬂﬁ&ﬁﬂ@lm cor rupt ed

equi pnent |loses its authentic value: the present data are no | onger
guaranteed any nore than if they had been stored on any non-secure nmedi um
in contrads widyangmicuriyaesthdd etlat probability af neediengedsn ldngtasibhe
equi pnent is functignal. As with any security nethod, the probability of
non- det ecPF dicoPopsibiliis; 8h dunliqatiorh of hsi pauipraentiipimedei neeligiblehdut

equi prment _i | agd bl u not. nil .and is reduced to the re nabl e
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level of pirehelet Sbjectite d@@@ﬁ@ﬁtﬂ@y&?ﬂw&h&m'dﬂ tddiforet hods and the
sequenci ng of operations subsequent To the material manufacture of the
equi pnent, which ensure in an irreversible manner after sealing of the
rotectiv casi ng of. the equi, nt : ure and incorruptible dating,
Eni que s eﬁlgt Hraﬁ%ﬁ flinéf&{lit]&gl, Lgré?uc&es the methods and Qhe sequencingg of
operations subsequent to the material manufacture of the equipment,
~which ensure in an irreversible manner after sealing of the protective

casing of the equipment:
e sure and incorruptible dating,
s unique secret identification,

whilst making independent the manufacturer of the equipment, the
entitled authenticating body (by way of example one for each nation,

consortium, community} and the end user.

The present invention includes several processes or methods for
verification associated with the formal authentication of the equipment
according to the invention. These processes or methods for verifying the
authenticity use or do not use external third parties, and/or use or do not

use the secret internal identification.

Other features and advantages will appear in the text which follows of

several examples of embodiments of methods and devices according to the




whi | st maki ng i ndependent the manufacturer of the equi pment, the entitled
aut henticating body (by way of exanple Qne for each nation, consortium
community) and the end user. The preserqt i nvention incl udes sever al
processes or methods for verification associated with the fornal

aut henti caivedftict, hBEoRPATRERMSy REeCahtieRad! Qrédaﬁl%sm’@ﬂirh%fbs SRR are

processes or net hods for verlfylng the authenticity use do not use

ext ernal givendby arey efilluavtddtion esel nonddmithe. use the secret internal
identification. Qther features and advantages wi ||l appear in the text which
follows of several exanples of enbodinents of nethods and devices

according 1S i n nie e.annexed dr

exanpl oo apcofdifiec o (ERuCHe SSEPORRRLEE e ARE R RArRREREE and
Accor di ngcmﬁguﬁai tusﬁﬂ aa REBRsH BMbirth ie ﬂl'@é“ §erl %@% Nh&§LEHeeanths
configured using a method of virtual files, seen by the host system as

st andard ﬁambarp’rﬁbsrprasnntm thoe Bgtregr&ttcbpenpheraﬂl Thid meatbbdgoreseasent s
any paraneter and internal, |nd|a§d¥1 which js characteristic and specific

to the de¥dYiRAGUENH &4 Antea GHLOF glaichctp ﬁlaﬁcﬁatfqer@@a%@@s%qmu n a
e B i Q%ngﬁﬁtsﬂ?grevelétd#&%ﬁ%}ﬁo Qre{ ¥ éélb?e mgaement

particul ar opérating no sys mana

admi ni st r gfareihrdn@nalnet a5y NgheOhddiespiehs e aablides e bﬁﬁ’e cyfa@rw&tr§ énd
options. Figure 1 represents an overal| operating diagram of

equi pment Parti¢plggr @P@rﬂﬁﬂﬁstm téfe that e lofelexafertidl  hbst dspsﬁetmefor
Flgure3|IIustrat su stion fo f|I struc es, Wth dati
addi ng netHokt ‘%%? a@&gs?ﬁtﬁ??fi&mq Pﬁgs %%T%?%s

with dat Wﬁ'igﬂts and optlons.
e Figure 1 represents an overall operating diagram of the equipment,
¢ Figure 2 illustrates the role of external third parties,

¢ Figure 3 illustrates a suggestion for file structures with dating by
adding metadata,

e Figure 4 illustrates a suggestion for file structures with dating by
replacement in the file descriptor,

» Figure 5 illustrates the secure initialisation and identification
process of each piece of equipment individually by the

manufacturer,

o Figure 6 illustrates the secure process of authentication of each

piece of equipment,




replacenent in the file descriptor, Figure 5 illustrates the-secure ..
initialisation and identification process of each piece of equipnent

i ndividually by the manufacturer, Fi gliﬁe 6 illustrates the secure process
of authentication of each piece of equipnment, 16 Fi gure 7 illustrat es the

secure process a by, the end user strates

various aut %Znﬁ%h:tei %}51%’1%%%%933 i‘ﬂ& S?ﬁ‘ﬂf@e?@@%rﬁﬂ% %é' Sgﬁc?ﬁl n of
the described gguice. Figure 9 illustrates the various assessnent nmet hods
of the -equipnent, Figure 10 illustrates the suggestion for using virtual
files in order to adm nister the equipnent, Figures 11 to 13 illustrate

the filling of _the %'ﬁ Figures 14 to 16|IIustratethef|II|ng of the
medi um wi t h *poS ¥ éni Igptrakes ol r Yaﬁ@é’ﬁ’anﬁl‘é entmaémlae mrethogsesunds a
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Figures signifres that the ac &<Crreversibl e.
Certain signs are intentionally worded in English in order to conformwth
usage of the technol gqy The device which is the subject of the invention

i ntegrates dneFiguran aﬁé‘éﬁib‘layea)fﬂs@andaomspeiw@lsemd:ﬂ fraetlsods | b§ ¢oaput er
data 1. This ger: he g is isolated fromthe host systemby a controller 2
which limts F%ﬁ tion to addi ng data and ensures independent dating
of the stored

¢ Figure 10 illustrates the suggestion for using virtual files in order to

administer the equipment,
» Figures 11 to 13 illustrate the filling of the medium,

» Figures 14 to 16 illustrate the filling of the medium with positioning
of the expiry mechanism,

e Figure 17 represents a detailed diagram for a production

suggestion.

The sign [u] on certain Figures signifies that the action is functionally
unique and irreversible. Certain signs are intentionally worded in English

in order to conform with usage of the technology.

The device which is the subject of the invention integrates one or an
assembly of standard peripherals for storing computer data 1. This
peripheral is isolated from the host system by a controller 2 which limits
the operation to adding data and ensures independent dating of the stored
data thanks to an internal clock 6. The device comprises a pair of unique
electronic digital identifiers 7, 8 which prevent duplication of the

equipment. The assembly is protected by an active tamper respondent




data thanks to an internal clock 6. The device conprises a pair of unique
electronic digital identifiers 7, 8 whi prevent duplication of the

equi pnent. The assenbly is protected bf—an active tanper respondent 17
encl osure 10 which destroys the unique secret identification elenments in

t he case t R LNg.. .Ih evice is, th I,.nval | dat ed and

| oses i tsgéﬁ%%g%t&i ci tyhﬁ%lhgg%’grﬁﬁgé &gteeldng%?? SHREFeh dent lcz?t’roéh&iWF? fddel ,
no prereqthsichee bl A9 atbanPs A arAPBERIEN The! AEVILOSS thidh Ivaldiel g
deleting or re-witing the data (by way of non-limting exanple a nagnetic
hard di sklosgsfifsghtlaertiyity General |y, such peripheral s address physi cal
storage elenents terned comrunally bl ocks, which are classically nunbered
i n sequence, and logic storage el enents of a higher |evel which can be

mani pul at t.edm: st ;co [ L.ar nally fil.es, .
directori 'gg?q,%\lltﬁgrtaﬁggeﬁ épéﬁ??%ﬁeg 1§r%1:};é ge‘r"\;rgcgcr:%ggi% glrrggs qe HW%% ;bebt]‘,tg
random y hecessagy amshdenivig tthe pbsSibiligoerpest B?[‘Q;{éiétiﬁgrtﬁ&a'r@ﬁnﬁﬁ%r%‘%e
know edge of the logic |level, managed entirely by the host systemvia a
syst em of da{a &y weyiof myslisniting espeple torstgrietic hadd dask,| 3/ flashl diskhl e
specifications. Wth the aimof sinplifying the | anguage, we wll term

bl ocks the physical entities addressable by the peripheral and files the

| ogi ¢ entikd Hainy S | I LLn e
concept o ofPeratfnakEr! BPRIal Gdinshe SRESRR AbioE  ABABtbT erhiRL

The functémnatunatler blacks3 whidhhewenthgsidAl, shondeee@eki Rlegirhcd, adows a
priori anﬁé pperation: classically, addressing, witing and readi ng of

bl ocks, 8if l§§‘é’§3~g§_ pleragntsnetl g _'@é‘ﬁ' bavehovhidhnicant bermemiphbatedf yica i ons.
control | 5o oh bt eh B PPire e et 8 ieeniraCteites- S0 afese
peri pher antdfie are often accessible sequentially or randomly in read and in write.
A storage peripheral normally has no knowledge of the 10g1'.c level,
managed entirely by the host system via a system of files (File System)

subject to strict and easily analysable specifications.

With the aim of simplifying the language, we will term blocks the physical
entities addressable by the peripheral and files the logic entities
manipulated by the host system, without detailing the concepts of

recording, clusters, directories and associated attributes.

The functional interface 3 of the integrated storage peripheral 1 allows a
priori any operation: classically, addressing, writing and reading of blocks,
anid uses a priori no protection nor limitation on these functions. This
interface is isolated functionally by an active intelligent controller 2 with
an external interface 13 emulating a data storage peripheral of a
substantially lesser capacity than the capacity of the real system. The
physical input/output interfaces 13 and 3 do not necessarily have to be
identical, just as the peripheral recognised by the host system 20 does not
have to be identical to the peripheral 1 which is actually integrated, even




substantially | esser capacity than the capacity of the real system The
physi cal input/output interfaces 13 and 3 do not necessarily have to be
identical, just as the peripheral recoglrﬁ sed by the host system 20 does not
have to be identical to the peripheral 1 which is actually integrated, even
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the equi pfeRétidgirig) its nom nal operating node. The controller 2
translates in real tinme any addressing, reading and witing request from
the external interface 13 to the internal interface 3. The data thensel ves
are not p d nor pted and are stored as such if

cessed, nor ., conpress encry _ _
aut hor i saty & b lwwll%gﬁ%ﬁa Kewithy %%Fél%{@&fp]eﬂ':i Brepqrinment \ig|ingdésed by

the contr | basi of .the lqgic storage |evel,
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enul ating a storage system with addition only'. At the end of

manuf act uthe inkerreduirgesiace 8. délind dath themsdites ame pot-grocrssdéddnor
therefore_able to receive da{e? Overall, %é t herefaqre intains a partition
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I mpl enentation, the partitioning can be nore conplex as a function of the
system ofoﬁ'f-ﬂﬁ flas g4 disedorighi ch itsel f can i npose specific partitioning
bet ween physical and logic information, as represented in Figure 17, being
abl e to necessitate the sinultaneous managenent of several pointers.

In its nominal opcrating mode, the controller protects the data against re-
writing thus emulating a storage system ‘with addition only’. At the end of
manufacture, the equipment is devoid of user data and pre-formatted
therefore able to receive data. Overall, it therefore maintains a partition
between the ‘occupied’ space 4 and the ‘free’ space 5. By way of non-
limiting example of implementation, it maintains a ‘pointer’ 15 which
indicates from which block of data the writing of new blocks is possible
and overall inhibits any writing to the preceding blocks. In actual
implementation, the partitioning can be more complex as a function of the
system of logic files used, which itself can impose specific partitioning
between physical and logic information, as represented in Figure 17, being
able to necessitate the simultaneous management of several pointers.
Access to the physical memory is therefore random in read in the
occupied space 4, and purely sequential in write in the free space 5. An
attempt to delete, alter or re-write a file or previously written data results
therefore in an error reported to the host system 20, thus signalling the
impossibility of effecting the desired operation on the emulated peripheral.
Writing new data, new files or creating new directories is possible, the

- storage peripheral is therefore filled inexorably up to its maximum useful




Access to the physical nmenory is therefore randomin read in-.the occupied
space 4, and purely sequential in wite in the free space 5. An attenpt to
delete, alter or re-wite a file or prelfously witten data results
therefore in an error reported to the host system 20, thus signalling the

i mpossi bi Lit f effectin he desire eration on the enul ated .
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The written data are protected against any electronic attack (virus, malice,
forgery ...} since they cannot be rewritten or altered by design. The
destruction of data implies destruction of the equipment.

The controller 2 is specifically adapted to the structure of a standard file
system (by way of non-limiting example, FAT, NTFS, UDF, NFS, HFS,
sequential ...}, or to the structure of a proprietary file system in the case
where the equipment is to ensure compatibility with a plurality of different
standard file systems. The file system creates the link between logic
storage and physical data storage. The controller 2 detects hy analysis
sent write orders, the end of a logic storage operation (by way of example,
the end of writing a file, or the creation of a directory entry). The
sequential nature of writing data, without the possibility of deletion,
greatly simplifies this task.

At the end of a successful logic writing operation, the controller effects the

following tasks in an autonomous manner:




where the equipment is to ensure conpatibility with a plurality of
different standard file systens. The fjle systemcreates the |ink between
| ogic storage and physical data storage. The controller 2 detects by
analysis sent wite orders, the end of a | ogic storage operation (by way
of exanple, the end of witing a file, or the creation of a directory
entry). The sequential nature of witing data, wthout the possibility of
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either by witing supplenentary bl ocks of masked netadata to the host

conputer 28, as represented in Figure 3, or by rewiting this date in
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Figure 4.

The written data are dated to the second in an autonomous manner
relative to the internal clock 6 of the device, by the equipment itself,
independently of the host file system which applies its own dating, often
not so certainly and reliably. This internal dating is irreversible and
forgery-proof, the internal clock being set to time once during
manuwfacture and not being able materially to be reset timewise
subsequently, and the recordings comprising these data being protected
against rewriting. The precision of the dating is based entirely on the
precision and the drift of this internal clock which can be correlated
externally without however the possibility of correcting it. The dating is

effected in universal time.

In the case where the device imposes the dating by adding metadata 28,
the latter are made invisible in normal use of the files and are themselves
protected against rewriting. The metadata are at least composed of a
pointer 27 allowing access to the descriptor of the file or of the directory

and a structure comprising the internal date and time 26 at the end of




subsequently, and the recordings conprising these data being protected
against rewiting. The precision of t dating is based entirely on the
precision and the drift of this inter cl ock which can be correl ated
external |y mﬁthout however the possibility of correcting it. The dating is
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i nternal date which the device had assigned to each file during recording
which is only authentic by design. In the case where the device inposes the
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date of f system as pu
into account the difference between local time and universal time (time

zone). Most {ile systems currently used manage a plurality of dates (by
way of example the alteration date which is useless in our case), it is
therefore possible also to keep the date of the external system as purely

indicative,

The equipment is itself made forgery—proo'f thanks to a wunique
identification method implemented internally of the equipment. It is
reasonably impossible to duplicate the equipment without the complete
knowledge of the unique identification which is never divulged by the
device, outwith an initialisation phase or solely an entitled authenticating
body 22 receives the integral copy of this identifier, one part of which
remains kept secret. The identification elements are destroyed as scon as
an intrusion, tampering or compromising attempt on the equipment is
detected. The identification is used only for validation and authentication

of the equipment and has no operational role for the end user.

The identification system is composed of the following elements:




The equi pnent is itself made forgery-proof thanks to a uni que

i dentification nethod inplenented internally of the equipnent. It is
reasonably inpossible to duplicate théZqui pment wi thout the conplete
know edge of the unique identification which is never divulged by the

device, outwith ,an initjaljsatjon phase or solely an enfitle

aut hent i cat¥ nﬁm%‘é%lyp‘ébh?e‘@éﬂ%%cattﬁé" ieﬁ?’é”tjﬁnél Sco%?i/' SFTEh; TS tPFitBE, one
part of which__r.emai - i LENEY L ELeat) |e‘£‘%ﬁ

destroyed as ggéﬁg%sqﬁ%ﬁﬁigﬁt ?rﬁ%l%trc]i %@E’e&?ﬁé@?ﬁ?@nﬁ? oﬂr%ey gbz?%ﬁ%? on
the equi pnent ahg réjsiceikiced: clBerdrdeatly fincetnally i8sfotseshawilsy of dacitiay iafat i on
and aut hentication of the equi pnent and has no operational role for the
end user. Theusdantd flirest aprihepsicatoits conposed of the foll owi ng el ements:
22 unique public identification elenent 8, 18: serial nunber of the
entire equi pnent, marked visibly and indelibly on the equipnent 18 and

reproduced 21 GehLaDi Gl | ShlIRldod. CUmERRSINSedlertdti | i Oftorege and

di rect aut hent c(a@l on.  unique secret identificat |%n el enent 7 generated
and stored i imgeeitivelyyintraaligl by thke ehaipaempment serdfiablé facdelye byol el y
by third party nmethods which never distribute this identifier. optionally
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el ectronic or marked serial nunber of the internal conponents, date code,
bat ch nunbers, inspection nunbers, often indicated by the manufacturer
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may all ow verifications or supplenentary reports possibly after
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identifier and the secret _ identjfier is ) .
components, date code, batch numbers, inspection numbers, often
indicated by the manufacturer within the scope of its quality
system, which depend upon use and which may allow verifications
or supplementary reports possibly after dismantling of the

equipment.

The association between the public identifier and the secret identifier is
known solely by an entitled third party authenticating body 22 which is
involved at the end of the manufacturing process. The secret identifier is
distributed once and once only 17 cutwith the equipment for the attention
" of this single body 22 which preserves the totality of the information
relating to the totality of equipment which it manages and authenticatés.

This body is the only third party which is involved in the authentication of
each piece of equipment, solely initially at the end of manufacture of the
equipment and possibly during use in the case of extensive inspection of
the authenticity of the equipment if doubt persists about this authenticity

or if the stakes or the legislator justifies such. recourse.




known solely by an entitled third party authenticating body 22 which is

I nvol ved at the end of the manufacturing process, The secret identifier is
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identifiers indicates the conprom sing of the equipnent. Only a one-way
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to be resecyssltantle awochetiog wethechotlpe susiatl nunber rii®ana adopok 18 ofs set
at universal time once during manufacture of the product relative to an
aut hent i the atigueaeshekidandifieris, and cannot be

The unique secret identifier is a long length binary message (by way of
example 4096 bits or more), certain values being able to be reserved and

not being able to be used,

The internal clock 6 is set at universal time once during manufacture of
the product relative to an authenticated reference clock 16, and cannot be
subsequently reset timewise by design without corruption of other

integrity parameters of the system.

The system thus described has validity only if it is physically self-
protected against tampering and internal analysis. To this end, the
described assembly is integrally confined in a protective enclosure 10 by a
peripheral sensor 12 which is sensitive to intrusion, supplied by a battery
19 having a long life span (by way of example, lithium battery). Any
attempt at penetration and internal analysis by a microprobe is, on the
one hand, made extremely difficult by external mechanical and
electromagnetic protection 11 and, on the other hand, triggers an alarm in

- the case of penetration beyond a limit casing 12 which encompasses any




subsequently reset tinmew se by design w thout corruption of other
integrity paraneters of the system The systemthus described has validity
only if it is physically self- protectdH agai nst tanpering and internal
analysis. To this end, the described assenbly is integrally confined in a

protective enclosure 10 by a _peripheral sensor_12 ich is nsitiye to
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very cheap by manufacturing in series, even for the highest levels of
security. Such sensors exist commercially (by way of example the D3
sensors of Gore brand, FIPS 140 certified, level 4) and their general
principal is described purely informatively for clarification, referring at
times to Figure 17. Classically, the peripheral protection 10 is composed
of an external mechanical protection 11 or sealed external box (by way of
example in metal which is machined, moulded, folded, assembled, sa that
it cannot be dismantled, by welding, crimping) leaving room solely for
functional interfaces for communication and supply, and a sensitive
sensor 12 detecting intrusion (piercing, machining, mechanical, electrical
or laser, selective chemical attack) by altering an electrical parameter
(resistor 121 and/or capacitor 122 and/or contact 123). Often, this
sensor is produced on the basis of a network of conductors and insulators
which are sensitive to cutting, breaks and short circuits, covering the
entire enclaosure to be protected in a uniform manner, and provided with
‘baffles’ in order to protect the external operating interfaces. The
electronic alarm and detection system 118 is low consumption in order to
be able to ensure great autonomy for the protection supplied in an

autonomous manner by battery 124. Normally, the totality of the
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The failure of the batteries 124 immediately places the system in a state of
alert.

The protection likewise includes external electrical interfaces in excess
voltage/excess current frequencies or signals outwith specification 129.
In order to facilitate the protection, the operating interfaces are reduced to
the minimum by the use of rapid series operating buses (by way of
example reflecting the current state of technology FireWire/i-
Link/IEEE1394, USB, Serial ATA, Ethernet), of a continuous external
supply and static state interfaces of the system.

In the particular case of use of a hard magnetic disk which must operate
under atmospheric pressure, the operating depressurisation capsule of
the disk is carried externally thanks to an integrated tube allowing free
passage of air without increasing the wvulnerability of the external

protection 132.




The failure of the batteries 124 imedi ately places the systemin a state
~of. alert. The protection |ikew se includes external electrical interfaces
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without prejudging the possibility or the wish of the end user, to authorise

direct or indirect access to an external network.

The following part describes the methods and processes used in the
initialisation phase which makes it possible to move from mnon-
personalised neutral equipment 30 coming from the manufacturer, to
unique authenticated equipment 55 which is then operational at the place

of the end user 60.

At the end of assembly the equipment is completely integrated and
protected, the peripheral protection 10, 9 is activated. [t is in a neutral
initialisation state where the internal numbers are blank and an
initialisation micro-code is pre-loaded in the random access memnory 107
of the controller. An internal state logic machine 117 can assist the
material protection of the non-alterable rescurces. The functional
operatihg programme is the one which is loaded in the permanent or
programmable memory in a unique manner 106 and is not alterable. The
content of all the internal memories can be analysed and verified at any

time. At the end of the initialisation, the initialisation programme is




direct or indirect access to an external network. The follow ng part

descri bes the nethods and processes used in the initialisation phase which
makes it possible to nove fromnon- p&7onalised neutral equi prment 30

com ng fromthe manufacturer, to unique authenticated equi pnent 55 which
is then operational at the place of the end user 60. At the endq%;
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personal i sati on phase, as represented in Figure 5, t he aut hentication
phase, as represented in Figure 6, o _
e the personalisation phase, as represented in Figure 5,

» the authentication phase, as represented in Figure 6,

¢ the activation phase, as represented in Figure 7.
As long as these three phases are not completed, the equipment is
inoperative as storage peripheral, and no addressing, read or write
operation on the internal peripheral is authorised.

The following description illustrates a sequencing suggestion.

The personalisation phase comprises the following operations starting

from the neutral equipment 30:

- 31: Marking of the unique serial number externally 18 in the structure
of the box for the equipment (external protection casing) in an
indelible manner (by way of example marking by laser or

mechanical engraving).




the activation phase, as represented in Figure 7, As long as these three
phases are not conpleted, the equipnent is inoperative as storage

peri pheral, and no addressing, read o&wite operation on the internal

peri pheral is authorised. The follow ng description illustrates a

sequenci ng suggestion. The personalisation phase c rises.the follow ng
oper at i ong2st lmmuthf thensemal Avywber @ﬁu&ﬁﬁgwl%o.o%ﬁlg FrFR t he
uni que serial.{r{#%'ec% externally 18 in the structure of the box for the
equi pnent (ex protection casing) in an indelible manner (by way of
exanpl e marking by |laser or nechanical engraving). 28 - 32: Input of the
serial nunber in electronic formvia the external interface. - 33: Copy of
the seri aB3nuGbey of thwetseridleniiadreri § into thmidantifigation Za8mPRBut of the date
and the reference tine, relative to a calibrated and certified external
reference tinme 16 (atomc clock and/or time server). The date and the tine

are progranm | Lver | 3 : (o) a¥ ' ; ledt Shaal
Gati g of o0k PP UMEIERR: drd Be effrency REILSARYL Q] Shalibiated na
setting can opkdtifpel efteensll @ieence IfneRavdqatgaier ebichn ammt/erndrhy of

t he equi pnment of two passwords: these optional passwords nake it gossi bl e
to ensure ni nsexwer).prihedatoands thentimsare pEpgragnmest & ypiygrsal dgne hey
allow protection of the equi pnent during storage or transit phases. The
passwords are transmitted once only by the interface to the manufacturer

37 and 38 woﬁghéﬂﬁahfs%tﬂ?ﬁmf kRdepeadent datihg dib8k 8Nkt At fegatibaat i ng

body and to t end user.
of a second. By design, the time setting can only be effected once.

- 36: Random generation internally of the equipment of two passwords:
these optional passwords make it possible to ensure minimum
protection of the equipment and are single use: they allow
protection of the equipment during storage or transit phases. The
passwords are transmitted once only by the interface to the
manufacturer 37 and 38 who transmits them independently to the

entitled authenticating body and to the end user.

- 39: Self-generation. of the secret identifier, internally of the equipment: a
random generator calculates a long length identifier: in order to
avoid any analysis, the encoding is over a number of bits such that
the interrogation of the equipment for analysis of the secret
identifier, is unimaginable by any screening or brute force methods,
reducing the probability of finding this identifier by chance to an
improbable value and this being the case even knowing the
association between the provided third party elements (signatures}
and the unique identifier. This identifier is stored in a volatile

"random access memory safeguarded by battery, destroyed
instantaneously in the case of tampering.




39: Self-generation of the secret identifier, internally of the equipnent:
a. random generator calculates a long length identifier: in order to avoid
any analysis, the encoding is over a m%hber of bits such that the
interrogation of the equipnment for analysis of the secret identifier, is
uni magi nabl e by any screening or brute force nethods, reducing the
probability of finding this identifier by chance to an i nprobabl e val ue

and this bein he case even know ng th 1 ati b : vi ded
Third par 8- cPEHERRLeFoPhAaPaF cey bl MRGRREY Hioac iR <l
identifier is @gg%' Sial) atdibeatihg " @Meaw a9 S kiBimRY 28 ajfeg faw degdsby
battery, dest@%e |ﬂr)11§t ant gr)fe%(tﬂs)iei i%n?hgﬂecasg of tanpering. 29 - 48:

Cal cul ati on 0bf @cose- V&Y idi tid alaski oS L nstamdandised tquiging giganithm (for

exanpl e SHA1l), relocating a one-way sunmary 23 of a few ten % octets (20
in the case ofIBPALSOR)aftem & seinimak Fﬁségﬁo‘?ﬁoﬁﬂﬁ%e %I‘-F%ﬁ'faﬁ Of a

m ni mal nessa f, me_hun f octets (512 in the case of SHAl). 41:
The equi prent ?%]e?iux}gﬁf qarnl’g &%&1& ed digital fingerprint with the
internal serial nunber for verification of uniqueness. To this end, a

central 21, public database contains the totality of the serial nunbers of
t he totakiqly Thepeqdimedneqislprerat thencaloelated i digitap fingarpritfewith the

L L S i
can_enter th Sohilr fde  BSlie, dethRRse URRNS, the "oty Bh Pl e o
- 42: If the thiigeepsi Y itheal tqallyy beifngprrhtted hegqaipmetoubindbaged: he
fingerprints. The interrogation makes it possible to know if the
identification is unique by means of an indirect methodl (fngerprint)
which reveals no direct information about the secret internal
identifier 7. Only the manufacturers can enter this information into

the base which is public for consultation.

- 42: If the fingerprint is already being used, there is doubt about the
uniqueness, a message is sent to the equipment in order that it

submits a new identification.

- 43: If not, the database 21 is updated, and the initialisation process can

continue,

- 44: All the manufacturer initialisation functions are then materially
inhibited, for example by deletion (replacement by a zero instruction
(NOP)) of the totality of the code situated in RAM which allowed this
part of the initialisation to be effected, and possibly by inhibition of

this memory space for subsequent running of programmes.




uni queness, a nessage is sent to the equipnent in order that it submts a
new i dentification. - 43: If not, the database 21 is updated, and the
initialisation process can continue, 30 44: All the manufacturer
initialisation functions are then materially inhibited, for exanple by
del etion (replacenent by a zero instruction 1iii(NCP)) of the totality of the
code situdbedThe deaNprhirdhisalftowenovhps., identilied, bR ¢4 eapFREERGAF o be

ef fected, and pogssi bly. inhibition of . this r'%~SP f Ssubhsequent
runni ng of prB'{?r‘f&fm‘Pé@.ﬂa%e oy .e_'rﬁbl%‘a’ﬁpﬁ?rﬂﬂig Eg,yf ég_m%%&veo%ml gn?(lgfi ed,
and can be sephodnPhorasdRILIGN 2GR dhe! Borigiigbs Anantodniqle al one
entitled to now the associ ation between the serial nunber and the uni que
identifier. Bdemaific@f exanple, a secret nessage of 4096 bits (512 octets)

seens to give a quasi-total invulnerability to the system At a rate of
one interrogation per day, limted in occurrence by the equipnent itself,

approximptely 12.years .is _necessar 6, 4T j LEArints
whi ch, (rjrgérp %(/é?‘?rﬂﬁlﬁ’g,a Wodi® rﬁ%#%%‘ig’?i p%i’g?soﬁ%i%o&{tgﬁr%ée?%gttﬁe
source, r i {A9ET Rivh ﬂfa IiRg tdme dteal.| v Aone- way afdoaach
havi ng a endr}“r)n%t!jésmlntudr:c%grﬁ%f ?g%}?glreﬁant ef:lgﬁg%]tis (> 10100), and an

i nfinit ekiteptogetimabpés tdaygf lichizedi iy ¢ecuietye by ztse whipeiproonttitself:e in

e Bty Bty R A RS el Ba e The

Lt hent | ShiEl BEple #R-ARfin° WA hB0FaRE RAPORE 36 rendfi od B Of
source, the normal fingerprints being ‘mathematically’ one-way and each
having an enormous number of digital antecedents (> 10199, and an |
‘inﬁnitesimal probability of clashing (< 10-59), sizes which constitute in

themselves ‘physical infinities’.
The authentication phase then begins:

The entitled authentication body 22 receives in an independent manner

the identified equipment 45 and the interrogation password 37.
- 46: Input of authenticating password 37.

- 47: Unique transmission of the unique secret identifier 7 over the

operating interface.

- 48: Preservation of a copy of the unique secret identifier 17 by the
entitled authenticating body, associated with the serial number 8.

- 49: Calculation of the fingerprint of the copy 17 according to the
method used in the equipment 40.




- 47: Unique transm ssion of the unique secret identifier 7 over the
operating interface. - 48: Preservation of a copy of the unigue secret
identifier 17 by the entitled aut hent3kat i ng body, associated with the
serial nunmber 8. - 49: Calculation of the fingerprint of the copy 17

and updat S0 betermassich s¥6f St pEae BTER of dgpentionfoni RaRAE "
identificati om@agﬁﬁgﬁgz YentificdtioreidthhaBL bgn of the association between
S0

the two fingerprin the 1nternal 1dentifier and its copy. - 54: In the
case of failure of association, or inpossibility of effecting the

operation, the equipnment is corrupted and nust be rejected and, dispantl|ed
53, eit heﬁlbegéayggm%%cﬂﬁ e association: bgtRjess She o dNGSRPHIES i fier

in an uncontrol]led nek. or_hecau it has crashed. The authenticating
body then pubF’?%EYﬁeéﬂﬁ’%‘f%@ﬁa&ﬁggggyt he nunbered equipment in the public

dat abase 21. - 55: In the case of success, the entitled body decl ares
authentication of the equi pnment and publishes the latter in the public
dat abase-Z4: In3he Jhee bhifsilued ofetsseniatiat, myippeseidnlity of ¢éfbeting thed al so

the programmes and asspciated initialisation,fungtions. Only the entjtled
aut hent i cat i nGPEGRAle8. dhf snvgrmeRt is; gpuupted an eﬂ"tl?%bfaoﬂ%ﬁ?tegq@?’ﬁimnt

in the public =4 he: it ent.i.cat i e
secrecy of thg@%@%%&feg?%h%tg%%mﬁgg%ﬁ[sﬁgh %u%¢1®?%%%9g§g%{ |§efrﬁgi ?Ztr%&h and
can establ i shyrigtiBeidaaeiél indauwbtyithiaslied | ABindasoht Bdraimet hemdci ty
of the equipnent.” The entitled authenticating bod{‘ .and the manufacturer
can be conpl ecedshed. The authenticating body then publishes the rejection of

the numbered equipment in the public database 21.

- 55: In the case of success, the entitled body declares authentication of

the equipment and publishes the latter in the public database 21.

-52¢ The internal authenticating password is deleted and also the

programmes and associated initialisation functions.

Only the entitled authenticating bodies can alter the state of

authentication of equipment in the public database.

The entitled authenticating body guarantees the secrecy of the association
between the public and secret identifiers, and can establish in the case of
doubt and as a last resort the authenticity of the equipment. The entitled
authenticating body and the manufacturer can be completely
independent. There may be several manufacturers and several entitled
authenticating bodies authorised by different authorities giving authentic
value to the equipment. The entitled authenticating bodies can possibly

share between them copies of the unique secret identifiers.




i ndependent. There may be several manufacturers and several entitled

aut henti cating bodi es authorised by different authorities giving authentic
value to the equipnment. The entitled henti cati ng bodi es can possibly
share between them copi es of the unique secret identifiers. 32 The

oo pmn&&%zeilgﬁ%n%geﬂ{é&g h?ﬂen#%er ac?"E é@@%%%%ﬁe engﬁl:1I et de o

end user use o vati on user who acqw res

t he aut hgatdediadreehib REBNNARR s of viesfter agdapatdant |y the initial password
38 issued by the manufacturer, and nust activate it: - 56: At the first

power - up, he must connect the equipment and nust enter the provided
password 57:, The initialisation,functi on .are then_all: t1rné\./§lldate only

the opedB€i RGBT ammP ASEIFRS | hepRHeRtisated SEIPIER: o (155

thi's ment .

- S8 Thgn %rgﬁq% Bl Hﬂtﬁihtal fﬁ@é\%x@ﬁ%@ %&Eiad b 9(16 T‘Hhﬁuﬁéﬁﬁef S.:-md

i ndi cate even external supply (by way of exanple |ow

ratio cyeﬂlugtéd;mﬁmemg of an LED type light supplied by battery). - 60:
Once the equipnent is activated, the end user can use the equipnent as a
partitioned corrput er storage peripheral which is initially blank. He can

hi nsel f v ent|C|t ndthe val i dity of hi p t t he
clarified t &1 'af:ﬁisg %W% Fa?ﬁ%% Lﬁ?ﬁlaﬁ%tngﬁgqu E‘Fttent
can be divert gfier (IERYSAdRH I§§§S‘Mﬂ-d/.\ll t hout checkl ng and aut hentication. 33

- 57: The initialisation functions are then all invalidated: only the
operating programme remains in place and can be run from this

moment.
- 58: The equipment is functionally activated.

- 59: This state is indicated visually even without external supply (by way
of example low ratio cyclic flashing of an LED type light supplied by
battery).

-60: Once the equipment is activated, the end user can wuse the
equipment as a partitioned computer storage peripheral which is
initially blank.

He can himself verify the authenticity and the validity of his equipment by
the clarified methods.

This methodology guarantees however that no equipment can be diverted,

removed or set up without checking and authentication.




The follow ng part describes the nethods which make it possible to
establish the validity and authenticity of the equipnent, nade available to
the end user and authorised authoriti &3 which are entitled to effect the
checki ng of the equi pnent and recorded authenticated data. The equi pnent

Zﬂf‘i\ osur Ehe Gloriardng: i, fFESribeht i cBEHicn BRETL rhakEqd R f‘%l%ﬂ?éﬁcit "
hovever SveRieH U G AHE 2108 SERBHLPAY o o AREREARIE bl AUBMEROTT Lo

met hods jxelicert esel haid tdiateriicamanthbsitiesmealdld arehentitledess effech thet hod
being able to be el aborated by another nethod in the case of doubt

persi st i clgeclbiogt of the egipenentang rscorded sayhieptisated detanment ary met hods
not limted in occurrence: - 61: Verification by conparison of the internal
serial nunber 8 and the external serial nunber 18. - 62: Verification of

conform of .t j ' 1ifjlae ek ] j IR Bhe
publ ¢ et SsRaS R B R P T e vl
cl ock 6. the 6drot¥etibhi eatlawurel 10hetloonsiotiadility dhathe ustercah prasit6

relative to an external reference 16, taking into account the specified
drift of eqnipment ervvhaiche| ckvoluigsrily; eegrupted f pad: | BAS ofal} n pRIC 34

Third t t hods i, L Vi ' t tifier. 7. i Iy,
made. upoRPPERTRNT dndRTERgoPTabd T RFLrar ey oo SHBEre G iniearBhd Wha Vui o
of the identifier (for exanple, Iimted to one request per 24h):

The fajlure of one of these methods indicates that the equiprnent is
invalid, the success of a method being able to be elaborated by another
method in the case of doubt persisting about the authenticity of the

equipment.
e Elementary methods not limited in occurrence:

- 61: Verification by comparison of the internal serial number 8 and the

external serial number 18,

- 62: Verification of conformity of the equipment identified by its serial
niumber 18 in the public database 21.

- 63: Verification of the progress of the internal clock 6.
- 64: Verification of the consistency of the infernal clock 6 relative to an
external reference 16, taking into account the specified drift of the

internal clock.

- 65: Visual verification of integrity.




- 67: Internal recalculation of the digital fingerprint 66 of the unique
secret internal identifier 7 and verif%&ation wWth respect to the public
dat abase 21. 71: Internal calcul-ation the digital fingerprint of an
external message 68 (for exanple a certificate) provided by an authorised

body which _i hari.sed c ..equi . ts el.ea
equal to tha?@tﬁéﬁi%ﬁ??ggnﬁ%ﬁﬁ nggﬁa)%ﬁqﬁ% %eggﬁgrﬁeﬁﬁg{e%ﬁ
irreversibl e mmpraaly) madd dgih veyges sedreinpaised ghtdraellyiihi efdet toand
possibly the internal date 6 before calcul ation of the fingerprint of the
overal | resul evesl ame waglysisitdfothe!depdifiersfor coxampleelinaited nisnissre 8 and
the result are supplied.to.the entitled authenticating body 22 which keeps
the copy of tﬁﬁqgggt}g?rgég‘%tifier 17, which is therefore alone able to
establish the consistency of the totality, and which confirns the
authenticity to the applicant after verification. The fact that the
message 6&7:déntdriat srddadcniagites tafnthdadigitah fngerprine 66 bfs ehé -woitgiest ent
manner allows the authenticating body to lLimt the requests only to.

aut hori ti es wseeretdnscemalisensiiert o angr yerdticatien hidhicssperb te gae pvaic f or

Its part acce ri-Qri any nessage or request w thout prejudgenent
about .t he nat %@?’8??3 content of the nessage. . Direct nethod for

checki ng the unique secret identifier: - 72: Verification of the unique
internal identifier directly by the entitled authenticating body. It is
simlar t+&:héinprreeddiadgulattonodf tles chgitaB finghapritheofres sagEmstimbssage
provided is precisely the unique_identifieg 17. Exact correspqndence is
det ect ed i nt efﬁﬁia[f;? %P-“?Wé’ _GETRReate) mvﬁﬁ%ﬁ’Yp%\ﬂ%?%danggﬂﬁh@ in a

particular cage gy hiPaeEPH Rheck the equipment, of a length at least equal to
that of the unique identifier and mixed in a determinist but
irreversible manner 70 with the unique secret internal identifier 7
and possibly the internal date 6 before calculation of the fingerprint
of the overall result 66. The calculation elements 68, 6, the serial
number 8 and the result are supplied to the entitled authenticating
body 22 Which keeps the copy of the secret identifier 17, which is
therefore alone able to establish the consistency of the totality, and
which confirms the authenticity to the applicant after verification.
The fact that the r:iessage 68 identifies the requesting body in a
unique and sclf-consistent manner allows the authenticating body
to limnit the requests only to authorities which are authorised to
effect the checks. The equipment for its part accepts a priori any
message or request without prejudgement about the nature or the

content of the message.
» Direct method for checking the unique secret identifier:

- 72: Verification of the unique internal identifier directly by the entitled
authenticating body. It is similar to the preceding method, except




which is cal culated 66 uniquely on the basis of the unique identifier 7
and of the internal date 6. Non-destructive assessnent nethods allow ng a
nore detailed analysis using the fol o ng nmet hods: - 73: Dunping of

i nternal nenories (apart fromsecret identifier): ROM (Read Only Menory)

106, RAM (Ra A Me 107 . . oth ' ‘
106, O (R s BT O or AN - e VAL, ARG
i nt ernal COW?“G%&c@%‘ﬁééﬁHrﬁiéereeH@%tQ@ﬂeﬁ {iplcPhafly VRthOegeXameng:

nodel s, inspections, unique ‘serial nunbers of the conponents ‘used, binary

code of the pgogwaialalpreviispasentrespiiase incaiparthsies casata figtgeopsint
demandi ng controlled dismantling of the equipnent afﬂt_ler, I f possihle,
control | ed coppieh is waleideiscd Hanbidaely %ghﬁrﬁa&ls?’@: FHEUEYG 1SS
arranged in order,t | .ow si mp| chanical cut- out in order to allow

di r ect access&t%lq ﬁgtﬁgﬂ’l"%"@%ﬁ%gal interfaces 76 of the internal
storage peripheral 1, and to other elenents 77 for assessnent. This
destructive operation instantaneously invalidates the authenticity and any
ot her functe oNalh-tlgstristizes uggessinemti anethyadenaliewitiona ahdre hdefeilegdt hods
can use virtual files managed directly by the controller, and appearing as
files avai | abpaabysis meingdhe salewing Wethadsiney are not in fact directly

stored on the integrated 36 peripheral 1. These files can be accessed in
read, and for certain ones in wite in order to allow the end user to

change theagl phabphds BTekRenal mdforReU{4mat fruhl ebcha Rpitifdy:; ROMt 0
allow verification of the authenticity to" .third parties by inputting the
paranet ers. TRead€iiydMeamry) 466 RABE(Random Access Memory) 107 or any

other rewriteable memory (Flash).

- 74: Dumping of any manufacturer identification number from internal
components accessible in electronic form. By way of example:
models, inspections, unique serial numbers of the components

used, binary code of the programmable components.

Destructive assessment methods demanding controlled dismantling of the
equipment after, if possible, controlled copy of the data on another

medium.

- '75: The equipment is arranged in order to allow simple mechanical cut-
out in order to allow direct access to the native electrical interfaces
7670f the internal storage peripheral 1, and to other elements 77 for
assessment. This destructive operation instantaneously invalidates

the authenticity and any other functionality.

As a suggestion for implementation, all these methods can use virtual {iles
managed directly by the controller, and appearing as files available on the

peripheral, whilst they are not in fact directly stored on the integrated




for changes in data systens, identifiers or passwords during the
initialisation phases (identification, authentication, activation). As a
suggestion for non-limting inplenment aBPon, the virtual files can contain:
- 78: the internal date 6, possibly associated vvith irrportant dat es such

as the date en .t sflr set d.t n

t he |nter3§1§g?]@c}tf r#}bCS?e i)ﬁe?c%ésseg f%g%tggn i’éjrren
- 81 theysystem ARl ARIRKS mE%d’WJbEf@SC%Hg@&Het @Béfbﬁ'rﬁrrle@ ﬁ&m{e
certain opt| onal operating nodes which are programmbl e by the wuser (by
way of exegquipenetit wiclohes cepmloiisy,, orctmtiiot esdficaties ©f thierautterndicity. to |

82: the state of the system, t he Iog flle of exceptional events, -
84: the eftdrdmagtigsx wﬁﬂt%?gtthéléﬁﬂ% Tlmsem%ﬁow%@ggo e used

tenperatuges, ,in the.cas of a rd el.f - LEOTI 0 Aﬂﬁ! ysi S
and Repor{‘:’lrné: ﬁollﬁ‘gycfa %hﬁﬁé é‘g ?g‘ﬂ?gé( %’IS as (?rﬁgrrgr A

the cont %Eﬁaﬁéaﬁaﬁ ﬂ?ﬁ\éege(mﬂnﬁcaﬁan aﬂﬁleﬂﬁaaﬁ@@taeﬁvaﬁon) dent i fl catl on
el enent s. is recommended that all these files are easily readable by a
human operat or and are printable (use of an al pha-nuneric code, for

exanple base 64, with limtation of the nunber Qf char act i ne or
even HTMS or2 yaUSESEHta el yno ngm meptatire. i they byl diles, an

operation éﬁta&ttfe virtual files; the authentlcatlon file 80 is encoded in
order to be €asily editable in a

- 78: the internal date 6, possibly associated with important dates, such

as the date when the time was first set, and the authentication date,

- 79: the internal electronic serial number 8,

- 80: the authentication elements,

- 81: the system parameters, the writing making it possible to effect
certain optional operating modes which are programimable by the
user (by way of example, time zone, expiry, control and access
limitation ...),

- 82: the state of the system,

- 83: the log file of exceptional events,

- 84: the clements monitored by the equipment, intermal voltages,
temperatures, in the case of a SMART hard disk (Self-Monitoring,

Analysis and Reporting Technology),

- 85: the contents of the ROM memory,




reserved systemfile naned by way of exanple <AuthChek.sys> Witing is
possible if the anti-analysis terrporis%# on conditions are fulfilled 88.
Witing to this file triggers the intertal cal cul ation of one of the

aut henti cati on el enments, dependi ng upon the nature of the witten file
enpty file 89, file containing a formatted i nput nessage 68, file
containing exactly the unique secret identifier 17. In read, the system

returns, aggththebnintealfaheaARMmé@nbiye of fixed length and structure
conprising in association, according to the previously clarified nmethods,

a formatted nessage which is ready to be sent for verification, and .

i ncl udi ng | the necegsary glenents for verification: a fixed length

fi ngerpri'ng%'tﬂ'c.'ﬂ!3 duanyfa ’é?,lﬁ‘fgﬁé&-m{g%fe&%%%s'the date used. 38 As an
option or variant, in the case where the application requires an afterglow
of data which is nuch | ess than the subjective or objective 1|ifespan of

the equi pieid readmendhdyd ofpidtoall ciesemkited tlarfosadili echdablecby Arlimidie
pl ace on the nmedium by dest rog ng if necessary automati cal lTKv@ t he
obsol et e ¢pEdor mngangaprintabln iVee t1of ahealphantunendt oedde, opemale | ity

limts c be f}xed,either by caonstructional gdesign or by the entitled
aut hent i gﬁ??% oKIth ol?n’fj‘i?rt}tﬁ'b q%nﬁ?‘? aﬂ“@?nzfrr t Qﬂﬁf"ﬁga{j’fﬁgseﬁﬁ' E’é’é‘"r OTaR¥ R an
conprise ikt Jki>O0s, Q@Iﬁgﬁdg{_eed space, such as for exanple necessarily
protecting a fraction of the total capacity. The expiry is expressed
typically in the nunber of days relative to the present, such as dated by

the internal clock, and can be adjusted to cal endar events (beginning or
day of thEhGelollovarg srmpleriliysirales: the mperatiopegf thenyirtbraldjest thae

year). | ni&rnalydakdndnld 460 4eLaRbabl " "B th3he AadifPHaifliSe 98y &
reserved system file named by way of example <AuthChek.sys>. Writing
is possible if the anti-analysis temporisation conditions are fulfilled 88,
Writing to this file triggers the internal calculation of one of the

authentication elements, depending upon the nature of the written file:
s cmpty file 89,
« file containing a formatted input message 68,
e file containing exactly the ‘unique secret identifier 17.

In read, the system returns, at the end of calculation, a file of fixed length
and structure comprising in association, according to the previously
clarified methods, a formatted message which is ready to be sent for
verification, and including all the necessary elements for verification: a
fixed length fingerprint, the serial number, the message used, the date

used.




margin is systematically added in order to take into account the tine |ag
in local time and the drift of the intggnal clock. The various nobdes of
operation connected to the expiry are géarified in Figures 11 to 16. The
storage space is represented in the formof a rectangle. The storage space

ot S FBReg a, BuRunbid ShcSpaeag Sl ol <

al terati aifftdrgléReonithi vhichakeniitE Msacehan tHe dulfecipac abjdddives
dated at the end of witing to the <current internal date 26, thus

i ncr easi difespanpeiothe taiptEnti e spRUY dptiThecdn |pekeHérrdwiklestyfrast i al | y
fill the storage ace in the gourse of tinme. 92. 39 In the de. .of

oper at | orfFHt REG PLERS () the HBediBFady SpStaYing ff PPecrsy B brBRYicalny
attenpt t ' i 81 Wi ' ' erj.ni space
IS rej ecttglgm%l?\%(ﬁ?agcpfg}%ssug@% ra?réq‘g%ﬁﬁgeb %?%ﬁ)ggﬁg'ogﬁﬁ%ﬂ&gxﬁp@y IS
clarifiedifgtseabhebe TiRedexfthey berdonsietietivheedssipni of &y She entitlids si de
of which the data can_be deleted wuniquely if necessary. \Wen the

per i pher @utherftigating bodye ok dHrings initial ftasi-upt burthehendassramnd case
space can_he ad .by.inteagrally deleting one or .nore files which.have
oo red CAIEPRE dugitRtioii SR fie Ykl FRAEE vk Hn TGRS AAERSEDT e
space can,iheming 8t eRdidy FARRENGotkne M el i dsesxphé&rdhave
expired, rbeven if§it magﬁls bei ngﬂspl It |%§%£§\% non-cﬁjt]f%ulosus arts 95,

96. The fiypésalhyr i dhkeiechtoampl dagk yweldtes to thavipregepos suibhyas dateglhys free
space 5, the size of the newwitten file_not being necessarily exactly

i dent i caltheointgenal glocks and crybeapdiewted itoscalepdar vierés (PagirB¥ngfed
accor dingyp RSB P LRG3 dal"St BE8OLth, beginning or day of the

year). Internal dating in universal time means that at least one day of
margin is systematically added in order to take into account the time lag
in1 local time and the drift of the internal clock.

The various modes of operation connected to the expiry are clarified in

Figures 11 to 16. The storage space is represented in the form of a
rectangle.

The storage space is initially empty 90.

The addition of new files 91 progressively fills the storage space. The
previously written data are protected against alteration 4, the new file
takes its place in the free space 5 and is dated at the end of writing to the

current internal date 26, thus increasing the protected occupied space 4,

The files therefore sequentially fill the storage space in the course of time
92.




protects the old files beyond the expiry term If witing the-newfile

I nvol ves destruction of a file not fulfilling the expiry terns, the
peripheral is considered as full"', t R operation is annulled 98 and
reports an error. In the case where the expiry nechanismis inplenented,

the stora a lar ruct . 99 ntrary tao_t { ard

| i near Stﬂ&t&%ﬂﬁl@Sgg émf ta?%éur{a%é% piﬁboﬁe%péﬁbh%%alsl%&e%r 8 aggvfs’r ta@g‘?éf ree
space cordsm?@aft@lgngahy hhengpiace whittenafind weichtekabeds Iy zaphtig the
totality of files which have "expired . The nedi um can advant ggeiotgsl y be
partiti onenainingdreaspadt és exjgcted addrmpoots admreopP8gr anmed, the expiry
duration cannot be changed. Partitioning advantageously allows nanagenent
on different logic units of different expiry durations. The partitioning

can be fi : Il LLOE ' : ' L0 r, then
si ze of 'lslg?tIFté%igns | xrggiorgﬁé%ﬁf?{?ﬁ %én?%gq%%%%gé%@%%mﬁﬁé/ ﬁ%ﬁﬁ%’ﬁ%@
partiti ondeteaniinbb ea pdintémbtethd rthidlaide Of @Blidty @hpadhid icah beadeltted

deleted in the totality of the partitions). According to a particular
enbodi mentnEBiEGE sgoedsare Bihatethe qreaiphatl is Rallaatfileavidh| abiae larger f aces

and the exj st e of, rrent base conmponents Fi gyre hows a nore
dotai | oo Sbpar e GrlbE e sPPor 01 P4 ApfEtolw atiioar i Bgleing one or
non-1 1M inidge SHATRIRIC hAvE ALK B0l WHIEH B85 JdPafRSH bRSritte
operational splitting does not necessarily reflect the structure o The
conponentduahiccta daekuskdreeaginckurahi thehebagsmbbd by ozdyepidgn thet base

I npl enment ati ons, distri g‘a{_ed or integrated differently. By way of exanple,
it is perPaRHNUR of ddes Fhishi ey espirade cuen ibit meensobeinigeaplit Miaciens in

the int erﬂ&k—c%'n‘ifédo% Cpa?r¥§ t 5%‘, iéwé_egr teec%-ﬂieg Euhee c?e%fiecfi icscylﬁlpletely, thus
leaving possibly a sui‘plus free space 5, the size of the new written file not

being necessarily exactly identical to the size of the old zapped files.

Other files can be added according to the same principle 97. The system
protects the old files beyond the expiry term. If writing the new file
involves destruction of a file not fuifilling the expiry terms, the peripheral

is considered as full’, the operation is annulled 98 and reports an error.

In the case where the expiry mechanism is implemented, the storage
space has a circular structure 99 contrary to the standard linear
structure 92 without expiry.

The peripheral reports a virtual free space corresponding to the space

liberated potentially by zapping the totality of files which have ‘expired’.

The medium can advantageously be partitioned with a variable expiry
duration. Once programmed, the expiry duration cannot be changed.
Partitioning advantageously allows management on different logic units of

different expiry durations. The partitioning can be fixed:




whi ch al ready conprises, in current inplenmentations, a control-ler which is
able to cover a part of the requested functions by alteration of the

ni cro-code. The controller as defined ¥ based on an interface (bridge)
conponent 101, normally integrating a processor which is able to run a
programme interpreting the commands, and usually, two standard interface
controllers for storing data 102, 103. In order to ensure opti mal

performance, thagehaPetimrttRply dkkar 8t RANatRRCIHY ehaahgnl adhehlelﬁgw 6es

internally which are optimsed in order not to inmpair the oOvera
perf or mance wi partidepedtketo t he transfer of data. By way of non-limiting
exanple in view of the constant devel opnent of standards in this respect,
there are intelligent converters for the external interfaces 105 of the 41

Fi reWre/,i.%g{Ragﬁ%?}qﬁrﬁ%lfgﬁegé a&?gﬁﬁ%ype to peripheral storage interfaces

ATA, |DE, Actording to the standard used, a specific active
physi cal interface can be integrated or entrusted to an external conponent

104 according to the transm ssion technol ogy which is used. This controller
must be abl e tobustdehresfspartidenaivasadidt dritnimites) (nor datx e active paditome

menory in ROM or ,OTP, Ong Tine., Pr ammabl e) 106, and a data nenory in
RAM (107) saf e%%e‘ielﬁvd %&%F?taiﬁg q(i}l%ﬁd%ﬁﬁ@&ré%nal supply thanks to a
comut ati on device 109, or possibly based on a Flash type nenory or on a
conmbi nation of the two technologies. The functional and operati onal

m cr o- codRcc@p@ng tor Qgpﬁ‘wculai-térﬁbb&ﬁhéﬁlﬂ cdififfed i@ thé Qurynt RiidVband
can be neither altered nor updated., The initialisation mcro-code is
pr e- | oadethe ary wwadable tesfages endithe sgistnnaaiclurentbase somporeantsef or e

activati Ofgig'w\ﬂ-eanl’}'r rs %%vrsS' gl emg%] nec{e'tajlcd synopsis of a suggestion for

implementation based as a nop-limiting example on a hard disk 100.
Likewise, the described operational splitting does not necessarily reflect
the structure of the components which are used, each function being able
to be, in future implementations, distributed or integrated differently. By
way of example, it is perfectly conceivable to integrate all or part of these
functions in the internal electronic system integrated in the hard disk,
which already comprises, in current implementations, a controller which
is able to cover a part of the requested functions by alteration of the

micro-code.

The controller as defined is based on an interface (bridge) component 101,
normally integrating a processor which is able to run a programine
interpreting the commands, and usually, two standard interface
controllers for storing data 102, 103. In order to ensure optimal
.performance, these special controllers have specific material resources
internally which are optimised in order not to impair the overall
performance with respect to the transfer of data. By way of non-limiting
example in view of the constant development of standards in this respect,

there are intelligent converters for the external interfaces 105 of the




No programme or m cro-code can be | oaded by the standard interfaces. The
operational data nenory is safeguarded ,n order to keep the tenporary or
non-critical internediate paraneters of4]t he state of the system and/or
the history of past operations (journal or log') or currently in the case

of a brealy T te.all e
supplied guuxieg\rr]%%gg P?E%%P?E%espeﬁﬁéﬁ?{]c% tr ch |é%€gﬁ%aﬁpqggg§5§%8h§«?§§ wth
the contrATAerinD] SerddIAGA n@onitesidiggofo tthe biiedadl sdcat, ea ofpddite

systemwi th or without any external supply source, itself suppli'ed al so by
battery 188UVeRhYsieal toidrfare 6anr s integrategt or ofntrivsted uiop men extarnel

vol t ages t Lnt al__batteries and passi bl t her signifi.cant physical
par anet erg’ 2%1%’? %{J‘ir%?@r 1888 t@gpﬁ"gpgpqg.ﬁs:gméc&wﬁa@r é‘&llﬁildéluereﬁgi cat or
111 (light/LED) to interface, 42 giving visually the state of the system
even without supply, and is able to warn of faults in the equipment or its
i nval i dat This cHrdreliat enofstvhti dbly of addresequi pienblicradbiatiatedalt b S
means nust be correlated by other nethods of investigation during supply.
The cont r SFICERAL 0 PTOFHRINE | yei@erBssds RGM| alROM nerorQTPon@osentimeal

time cloc | ShRO ol at il e menmory .whi o e del eted by, an

ext er nal E{g{ai %%g.ﬁé)nggé ag'b‘irp.n%ﬁsnhegflp 1% frar gglrt}i sﬁ%’fﬁg&t‘m“gﬁge ar ded
by batt eryatkédy coeneedemhitl@tbhhl sBSPRPNM k& Y& LoRRhitYion M&ieIbot | M
clock is associated with an oscillator conpensated in tenperature wifh |ow
consunpt i enposgibly teekfl e soFkatetyse dednbyy batdre nycorhbinationiof theetwo
stabilityto tﬁ:is oscillator which determ nes the maxi num drift of the

cl ock. By %&Fo 7S'ERanpl e, there are conpatibl e conpensated oscillators
with a battery supply which ensure a guaranteed drift |ess than

The functional and operational micro-code, apart from the initialisation
phase, is uniquely in ROM and can be neither altered nor updated. The
initialisation micro-code is pre-loaded in the data memory 107 during

manufacture and destroyed before activation in an irreversible manner.
No programme or micro-code can be loaded by the standard interfaces.

The operational data memory is safeguarded in order to keep the
temporary or non-critical intermediate parameters of the state of the
system, and/or the history of past operations (journal or ‘log’) or currently
in the case of a break in external supply. The controller 101 does not

need to be supplied autonomously.

An independent controller 110 can be associated with the controller 101,
allowing monitoring of the internal state of the systemn with or without any
external supply source, itself supplied also by battery 108. The
monitoring controls the state of the equipment, the voltages of the internal
batteries and possibly other significant physical parameters (temnperature).

It is capable of ordering an external indicator 111 {light/LED) to interface,




1 mnute per year, which is reasonable and not particularly critical

I nsofar as the drift can be neasured any nonent. The integrated

del etabl e nenory contains the unique identifiers: serial nunbers 8 and

uni que secret identifier 7, as well as possibly other paranmeters judged to

be criti %Jymé ROMIBF She state 6PehECRIstbhBYE QGHADE %@ﬁf%’é&%ﬁ iéja‘lbl;%sto

secur ed a sequential logic 116 "which can be integ

pr ogr anmakires didgidtscumplon eqipirtent omitsconsiidatioon FThepitaed obyabidityesy 113.
This | ogj,c manages the _initialisation nodes, the operational node and the
mode f or ReStFUPTOH dndicairdudypdbinenerasamaushileg resrselaged ober athional

machi ne gn’l&hgaggfiiﬂgesﬁ '&Ticﬂﬁ%ig;% :/pel&si bl e sequenci ng of operations. At

initialisation, the Sequencer Sts the descri bed process and

ensures sequential protection in wite of the paraneters before being
initialised once and once only (clock, identifiers) into the conponent 112.
43 The i hieicghnitsellerohO$ dqdémcélycaddbesses o lvidaitilenoembénoooapomsitdbtal st at e
forced a.tifilci IH durin .n;anufacaur.f, t he passage to the followi ng state
bei ng en H}fe‘doﬁ% % COMRIaTING 2 Jtlafile meppsy Ayiisharanhn delated bypassi bl y
the invaljdati ; e r eaksq 1.t ded.. I r._detection of
I ntrusion rg%%?;blghgi o%)%rgét i ?#ﬁemﬁﬁﬂéﬁgﬁ%nﬁgﬁﬁgﬁgl%égggg Eor¥ gndi ng
to the isafeguidededbstatengt 11Becoaneptto HitiEtdanmdhdnt thaca6AHAREer 116

ensures the tenporised material protection in read of the unique secret
i dent i fiEee alatimer tlocky is t sssewiatel witha 41 nosaliatenporhpedsatdndn vi a
the real_tine clock to,, for exanple once, per. 24 hours. In the case of
detecti oﬁ?r%?eﬁa&}lf %éﬁ’%ﬁ 18?" 30%%1&%%;1‘?%& ]t‘ﬁ ’itggléﬁiﬂ? gatqerrgied; o bagteryhe
real tinpig! ogkisbihdOakiRg dM@eSEidiliata whifh ! QMREIINED GhleAiraSim AR
drift of the clock. By way of example, there are compatible compensated
oscillators with a battery supply which ensure a guaranteed drift less than
1 minute per year, which is reasonable and not particularly critical insofar

as the drift can be measured at any moment.

. The integrated deletable memory contains the unique identifiers: serial
numbers 8 and unigue secret identifier 7, as well as possibly other

parameters judged to be critical (pointers ...).

The real time clock assembly 112, 114 is secured by a sequential logic 116
which can be integrated in a programmable logic component with low
consumption supplied by battery 113. This logic manages the
initialisation modes, the operational mode and the mode for destruction of
unique parameters and integrates an operational machine 117 ensuring

the unique irreversible sequencing of operations.

At initialisation, the sequencer 116 assists the described process and
ensures sequential protection in write of the parameters before being

initialised once and once only (clock, identifiers} into the component 112.




re-ensures the invalidation of the identification paraneters which are
possi bly not deleted. Access to the serial nunber and to the clock in read
fromthe controller remains possible, f'He access in read to the uni que
deleted identifier is definitively inhibited for invalidation control and

. . one! . ! | o i o
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open circuit 123) and al so t tenperature 120. This part is entirely
aut ononoPsiagersaliedshy pheecomirollpa tuntily the 4pepativnak stdtealthen, possibhe

absence su ) batter 24, deletes 119 the volatjle nory.

cont ai ni %et“&pail]ﬁ@giqu isi??'{]ér%mr@?%' egyardsd; sapp i°€n§‘?t€ﬁéﬁfl o6
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backed- upohfteduivatiationnserte f thelequiphdger. r egul ators 44 126 which generate
i nternal supply voltages for the equi pnment. The permanent supply saves on
internal batteries thanks to an electronic sw tching system 127 which uses

t he externpal .su 125 as_a _priori an _optiopal external auxiliar
battery fgg}cﬂd%%ﬂh%naﬁﬁ agq%gqx%gn[ ﬁ'ig’or‘?n? S iﬂ'{eer PREiSed, j ategal 113,
115, 124 Welrh ' ' | - | nt,
cssent i oGt og tgatl PR Hhfae Bt ertifer, by RS ribinks 16 SOLERS™
nunber ofiniatleniteld banperised depands vispahet Fenlcinsalidlotio aAfisk eqpfipie] onal
I ndependence of each sub-assenbly. The distribution is given purely

i ndi cat i @’é'IC?.PeF}@‘I'B'HNf@r-y of the intrusion detector is possibly doubled for
r edundancy,

In the case of detection of intrusion or a supply fault, it ensures inhibition
of the real time clock by blocking the oscillator 114 towards the latter, and
re-ensures the invalidation of the identification parameters which are
possibly not deleted. Access to the serial number and to the clock in read
from the controller remains possible, the accéss in read to the unique
deleted identifier is definitively inhibited for invalidation cdntrol and any

write access.

The intrusion alert system 118 is connected to the intrasion sensor which
is used and permanently checks the electrical parameters of the sensor
(resistor 121, capacitor 122, short circuit or open. circuit 123} and also the
temperature 120. This part is entirely autonomous and self-supplied by
battery 124, A state of alert, or the absence of supply by battery 124
deletes 119 the volatile memory containing the identifiers 112 and
reinitialises the logic element 116 which moves into an invalidated

equipment state.

The system is supplied for the operating part by extermal power supply
123, 14, possibly backed-up by cut-out converters or voltage regulators




but remai ns i ndependent of any other internal supply source. The conponents
100 to 106 are supplied only by the nain external source. The external
i nterfaces such as the supplies, the iﬁgut/out put buses, the control
signals are prot ected from excess voltage, excess current and are filtered

129 in or o) st n LI a. defecti
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by the controller nust at no time conprise a consistent partial copy of

the secr ewitchisgnaystetedi7f whicty ustsehieoteterhyl sfipplyel R6tey agiriatigyems is

sunk in an elecgtri cal léi ms;rll ating and thermally conductive resin 130. 45
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i ndi cators (buzzer) and kes it possible’to inprove the aesthetic and/or
ext-er nal 1ete;maér’n2¢tmar ance Thi s doubl e casing nust |eave visual access

to the external serial nunmber and nust be easily renovable in order to be
able to effect control of the integrity of the equi prrent by itself. The

doubl e cag 1{1‘?1'%6? f‘qﬁ?éﬁglf Béié}ggi%\glgdgéeﬁgg / ﬁﬁ«r)h ?J:On Lﬁg@‘_&% %nd
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conputer. The depressurisation capsule of the hard disk is carried by a

condui t 133@‘913{61 igatigglysi de of the enclosure 10 without inpairing the
vul nerability (connection piece and capillarity).

The battery of the intrusion detector is possibly doubled for redundancy,

but remains independent of any other internal supply source,

The components 100 to 106 are supplied only by the main external

source.

The external interfaces such as the supplies, the input/output buses, the
control signals are protected from excess voltage, excess current and are
filtered 129 in order to avoid that the eystem can be impaired by a
defective source, or voluntarily by application of extreme levels which are

able to put the equipment into an unknown state of vulnerability.

The RAM 106 used by the controller must at no time comprise a

consistent partial copy of the secret internal identifier 7.

The totality of the internal elements is sunk in an electrically insulating

and thermally conductive resin 130.




The follow ng devices and nmethods are able to be inplenented

advant ageously and are |isted w thout being exhaustive: An auxiliary serial
interface 133 can all ow i ndependent |ifiPted access to the controller in
the case of failure of the main input/out put operating interface 105, in
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whi ch is not necessar|ly i mpl enmented, in the typical — case where

cont r ol | @cceshscabheorexdiomal peoigt amimimer endt aiwst bpr egsifymebhevahileci ts,

t he object .co (p I bl our ce be published . and in fact can be
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to data |n read (return of enpty contents, by way of exanple zero'
char act epetiydiarpl integrated into a portable, individual or server computer

The depressurisation capsule of the hard disk is carried by a conduit 132
to the outside of the enclosure 10 without impairing the vulnerability

{connection piece and capillarity).

The following devices and methods are able to be implemented

advantageously and are listed without being exhaustive:

An auxiliary serial interface 133 can allow independent limited access to
the controller in the case of failure of the main input/output operating
interface 105, in order to analyse the authenticity and validity of the
equipment, or can be used for advanced access control or secure copy

functions by interfacing, by way of example a smart card.

It is necessary to provide a certified method for transmission of data with
preservation of the legal validity: authenticity and dating. By way of
example, this can be implemented using an external cryptographic
method of signature and of digital certification. An interface of the ‘smart
card’ type can be used likewise in this case with a cryptographic card

authenticating the transfer of data from the source equipment to target




the visibility of directories and file names any access to the files
According to a variant which is not ne %tssarily i npl enented, it is wise to
include an internal systemfor Iim'tin% he filling quota which can avoid
del i berate or accidental filling of the equipnment (expressed by way of

ant 1 0f pat S RARIE, e Ble TR B CRARL LBk LER R RHlies SRt toL B

capaci ty.twiccording to a variant which is not necessarily inplemented, it
is possible, according to the file systemwhich is used, to provide a
possibility for 47 changing the nane of the files and directories, in order

to facilijate. use.of the data jn th ast. This |ikew se provides the
possi bi | i‘i%FOSflu?%B? AyYH, anf_j Wé‘*béﬁ r’s‘fetr‘g‘*c"(etﬁs pplegrended ol Bee fvpicahy
nmovenent Qfaal Qg i hi > iynt] e ntents,
nor the ddé&tsg, Qﬁ%fredgggs FBPﬂ@re@gﬁdia%g@? %ﬁnérﬁ%ﬁﬁg é)t? qc}%lceka’ilg es.
Renani ng mbgtammableesircaitshehé mibjecenids (posivlyt SeuRayicarBagRibieanapt be
altered: repaning the |long nanme, wthout tanmpering with the short nane
(8.3 ch&utiefacy ¢ambesslipkadkage systens). The displ acenent of files can

be inplenented: directory changing, w thout tanpering with data. One neans
of protecting in read can advantageously be inplenented by partition,

ensuring Ad&ra{ﬁ Q6! 50Palhnt RO &I ik A8HE ilﬂqegga@jy B@@%@m&!“h seems

commutation of this function can be control or’ ' srmart " card,
and by parseiful tm inGhreledancantratbmens aystempfurt proteetihy afrpbad e datyvate
storage and _ archiving of conputer data which are |likely to have authentic,

j uri di calPy HiaMser| yResswiogdren anyvelihee iWensificatiorhoretbed tumeatr catd)s.

in order to inhibit upon request:
» access to data in write

« access to data in read {return of empty contents, by way of example

a ‘zero’ character chain)
« the visibility of directories and file names
~» any access to the files

According to a variant which is not necessarily implemented, it is wise to
include an internal system for limiting the filling quota which can avoid
deliberate or accidental filling of the equipment {expressed by way of
example in megaoctets per number of days) or can make it possible to
anticipate the replacement of the equipment for extending the storage

capacity.

According to a variant which is not necessarily implemented, it is possible,

according to the file system which is used, to provide a possibility for




48 CLAIMS 1. Method for storing conputer data, characterised in that it
conprises integrating entirely in one device: a data storage peripheral
(1), an adapted input-output controll e?f7( 2) transform ng said data storage
peripheral (1) into a single- or restricted-wite storage peripheral by

divertin |l .input-output. j;nterface (13 conmands _from a host system (20)
fo the 1 ThemshElE PHss 1 Bi0d RRd dnberHiet AR crde R Bediie M 6
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of previ Qusléa written_and hence prior dated data (4), 49 to protect the
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One means of protecting in read can advantageously be implemented by
partition, ensuring the protection of the confidentiality of the data, the
commutation of this function can be controlled by password or smart

card, and by partition.

The described device is particularly adapted to private storage and
archiving of computer data which are likely to have authentic, juridical

and/or legal evidential value before authorised authorities.




suitable for storing authenticated, dated conputer data with an evidential
val ue. 2. Method according claiml1, characterised in that it conprises
reproduci ng el ectronically and internaftffy (8) said unique public serial
nunber in order to allow electronic control of the latter. 3. Method
according to claim1 or 2, characterised in that it conprises furthernore
physically protecting all the internal conponents by |eaving accessible
only the external functional input-output (13) and supply (14) interfaces,
thanks to a peripheral sealed enclosure (10) enconpassing all the
conponents, fornmed by a passive nechanical and el ectromagnetic protection
(11) incorporating an active intrusion detection sensor (12) and the
associ ated el ectronic system (9), the latter ensuring the i medi ate
destruction of the unique secret internal identifier (7) and the internal
serial nunmber (8) if necessary, by instantaneous deletion, in the case of
voluntary or involuntary inpairnent changing the vulnerability or the
autonony of the device, or any internal investigation attenpt detected by
the 50 sensor (12) being able to make it possible to conprom se, control,
alter, analyse data, interfaces or internal conponents. 4. Method according
to claim3, characterised in that it conprises furthernore keeping active
the internal real time clock (6), the secret identifier (7), the interna
serial number (8) if necessary and the electronic systemfor detection of
intrusion and destruction (9), wthout any external supply source for the
i fespan specified for the equipnent, thanks to an autononous i nternal
supply sub-system (15), possibly backed-up externally in order to extend

the |if
e |ifespan CLAIMS

1 Method for storing computer data, characterised in that it comprises

Integrating entirely in one device:
- a data storage peripheral (1},

- an adapted input-output controller (2) transforming said data
storage peripheral (1) into a single- or restricted-write storage
peripheral by diverting all input-output interface (13)
commands from a host system (20) to the internal interface

(3) of the integrated data storage peripheral (1), in order:

- to authorise exclusively the addition of new files in the free
space (5) by dating them independently thanks to a secure

internal real timne clock {6), and

- to prohibit the deletion, alteration and rewriting of previously
written and hence prior dated data (4],




thereof. 5. Method according to any of the clainms 1 to 4, characterised in
that it conprises furthernore nmaking it possible to guarantee the unique,
unr epr oduci bl e personalisation of the €9ui pnent whilst publishing its

exi stence, possibly before authentication, by generating randomy by

cal cul ation internall e men unlque secret id ntltler (7),
by cal cul ating inté&f r%qq(%?cfa%% @&Yd?’gﬁ?“g deyicgen ghienene gn <§

identifier which d t r I g t he
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containing the finggrpsbotintivn vh'ﬂl& 4otalduiy PublexXistidlOngambdtTesy,  tHehe

identifier being recalculated if there is a clash and the device being
formal |y identifieother bomdd by a pesiftiargb pyotanticrs enalaguee (B9) m;!@amigd

therefore into the _public da abase %é t he r.eferenc S of |prrent
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claim4 or 5, char ﬂrfa_]c | r r rﬂ:{}g t he
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and the activati oninfiqubesecpet 1dﬁiﬁii@ér wittieatdanpt Shisivgt tHe wditlity bhidon by
the end user, by 51 naking unique the operations for assigning the unique

serial number (8, aighentisitysynanrsramediehle spanherreal tine clock (6)
relative to an external trusted tinme reference (16), internal self
generation of the unique secret identifier (7), the external copy of the

uni que secret _i denhfdREcf 443d ki u | %9? q ecret

identifier to an aut hent?cata? ngﬂfbogﬁ’zz eﬁ%\%’%l e %agésd%:bgﬁe{ﬂélg't’t ﬁ%ds

secrecy of this ideetedticmns dpeinign abaettot e serifiedt byl syveral third party
methods on said process, the latter being thus secure and
suitable for storing authenticated, dated computer data with

an evidential value,

2. Method according claim 1, characterised in that it comprises
reproducing electronically and internally (8) said unique public

 gerial number in order to allow electronic control of the latter.

3. Method according to claim 1 or 2, characterised in that it comprises
furthermore physically protecting all the internal components by
leaving accessible only the external functional input-output (13} and
supply (14) interfaces, thanks to a peripheral sealed enclosure (10)
encompassing all the components, formed by a passive mechanical
and electromagnetic protection (11) incorporating an active
intrusion detection sensor (12) and the associated electronic system
(9}, the latter ensuring the immediate destruction of the unique
secret internal identifier (7) and the internal serial number (8) if
necessary, by instantaneous deletion, in the case of voluntary or
involuntary impairment changing the vulnerability or the autonomy

of the device, or any internal investigation attempt detected by the




of the equi pnent, the uni queness of each operation being guaranteed by
design by inhibiting or destroying, in an irreversible manner and as soon
as possible in the initialisation sequéfice, the naterial elements and/or
the mcro-code allowing this initialisation. 7. Method according to claim

2, and one of the clai 5 or &, . characterised in that it conprises
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(21), by checking the validity and the progress of the internal clock (6)

relative to an external trusted tinme reference (16), taking into account
the maxi fum spdethiadkacaordingftot isdaimt 8y nehlarakctuisedand that iti soedprises

non-destructi hecking,of the integrity.of the external .casing (12). 8.
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dynam cally the fi ngerpri nt of the identifier (23) and by directly
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it has, these functions
0. Method according to any of the claims 1 to 4, characterised in that it
comprises furthermore making it possible to guarantee the unique,
unreproducible personalisation of the equipment whilst publishing
its existence, possibly before authentication, by generating
randomly by calculation internally of the equipment, the unique
secret identifier (7), by calculating internally a one-way digital
fingerprint (23) of this identifier which does not allow return to the
latter, by establishing the uniqueness of the fingerprint by
interrogation of a public database (21) containing the fingerprints of
the totality of existing equipment, the identifier being recalculated if
there is a clash and the device being formally identified as soon as
the fingerprint is unique, by adding therefore into the public
database (21) the references of the equipment: unique serial

number (8, 18) and fingerprint (23).

6. Method according to claim 4 or 5, characterised in that it comprises
furthermore ensuring the authenticity of the device after
manufacture, the test, the final assembly and the activation of the
periphieral protection (9), until acquisition by the end user, by




i nvol ving the secret identifier being tenporised and limted in occurrence
internally of the equipnment in order tg avoid inverse determnation of the
identifier by analysis or successive a llerrpts. 9. Method according to claim
6, characterised in that it conprises furthernore allow ng the

aut henticatin Qgﬁ,y( Iis entl.cate:. the eguipnent under. jts
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perfect simlarity, and sends in reply a unique nessage which can be
verified by saelativeuttheani eatdmgl boustéd 2lime hieferbunet {16), iinterimal ngelf-he

secret identifjer ein nporjsed and Iimted in occurrence jnternally of
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clainms 1 to 8, ch terised in that i conpri ses rmore all owmng, by
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the expiry of data in the past, by authorising, solely in the case of
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Met hod according to arly of the preceding clains, characterised in that it
conpri ses fur Fdterilelomends e Frergrapde allevang this iaitatigatiener
which is characteristic of and specific to said device in
7. Method according to claim 2, and one of the claims 5 or 6,
characterised in that it comprises furthermore allowing without
limitation on the occurrence, the prelitminary verification of the
authenticity and of the integrity, by checking and cross-checking
urique listed serial numbers (8, 18) in the public database (21), by
checking the validity and the progress of the internal clock (6)
relative to an external trusted time reference (16), taking into
account the maximum specified drift of the internal clock, and by
visual or non-destructive checking of the integrity of the external

casing (12).

8. Method according to claim 5 or 6, characterised in that it comprises
furthermore allowing authorised bodies to authenticate the
equipment upon request by verification via third party methods
using the secret internal identifier (7) without revealing it, by
internally recalculating dynamically the fingerprint of the identifier
(23) and by directly interrogating the public database {21}, or by
internally connecting the secret identifier to the internal date (6)

and to an external message provided before internal calculation of




the formof virtual files in reserved nanes, seen by the host system as
standard files and avoiding using drivers or particular operating nbdes at
the | evel of the host system for manag%?rent, adm ni stration and nonitoring
of said device. 12. Method according to any of the preceding clains,

characterised at rls fur he rtitioni,ng sagid data
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full: a data Storage peripheral (1) conprising an internal 1 ntertface (3)
an adapt ed i npotlyo@2purhictnaiooid mn(v%)nfy the dommittepietpiliarilet 60 theeopd3), a
secure internal d%'&’lal t.ime clock (6) uni que secret internal_ identifier
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files in the free space (5) by dating themindependently thanks to the
secure internal real tinme clock (6), and to prohibit the deletion,

al teratign angrlig\Wd ta!cggr&.tﬂgp 6V LRits Y6, characterised in that it comprises
furthermore allowing the authenticating body (22} itself to
authenticate the equipment under its control and as a last resort by
injecting its copy of the secret identifier (17) for comparison
internally of the equipment which detects perfect similarity, and
sends in reply a unique message which can be verified by said
authenticating body (22), this function involving the secret identifier
being temporised and lmited in occurrence internally of the
equipment in order to avoid inverse determination of the identifier

by analysis or successive attempts.

10. Method according to any of the claims 1 to 8, characterised in that it
comprises furthermore allowing, by way of variant which is not
necessarily implemented, managing autonomously the expiry of
data in the past, by authorising, solely in the case of complete filling
of the internal storage peripheral (1}, writing of new files by zapping,
within sufficient limits and in chronological order, data prior to a
relative date (94), updated dynamically relative to the current date
provided by the internal clock (6), departing thus from the single-
write rule without however compromising or altering the useful data

which are still valid and dated subsequently to the expiry date.




witten and hence prior dated data (4), the totality of said device being
protected on the one hand agai nst forgery or duplication by the unique
secret internal identifier (7) by ass Siation with the uni que public
serial nunmber, on the other hand by the peripheral protection enclosure

he al .
(10) oreveqt | chid Uanatl b ?%%ﬁ%%%@gf@%%i Wf% i ot
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the internal ashnpustrtorbantdaaenitprigsefsall denaky t he external functi onal
i nput -out put (13) and supply (14) interfaces, thanks to a peripheral
seal ed encl osure (10) enconpassi ng all the conponents, fornmed by a passive
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internal identifier (7) and the internal serial nunber (8) if necessary

t
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13. - Device for storing computer data, characterised in that it integrates
in full:

- a data storage peripheral (1] comprising an internal interface

(3),
- an adapted input-output controller (2),
- an input-output interface (13),
- a secure internal real time clock (6),
- a unique secret internal identifier (7),
- a unique public serial number,

- a peripheral protection enclosure (10),




the case of voluntary or involuntary inpairnment changing the vulnerability
or the autonony of the device, or any Bg’ternal I nvestigation attenpt
detected by the sensor (12) being able~“to make it possible to conproni se,
control, alter, analyse data, interfaces or internal conponents. 16.

cont er. ar | _ s or - - f
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peripheral (1), in order:

- to authorise exclusively the addition of new files in the free
space (3} by dating them independently thanks to the secure
internal real time clock (6), and

- to prohibit the deletion, alteration and rewriting of previously

written and hence prior dated data (4),

the totality of said device being protected on the one hand against
forgery or duplication by the unique secret internal identifier (7) by
association with the unique public serial number, on the other hand
by the peripheral protection enclosure (10) preventing intrusion into
the equipment, the alteration of any component and internal data,
and also the analysis of the unique secret identifier without
compromising the validity and authenticity in an irremediable
manner, intrusion, alteration and analysis attempts being able to be
verified by several third party means on the totality of said device,
the latter being thus secure, inviolable and forgery-proof, suitable
for storing authenticated, dated computer data with an evidential

value.

14. Device according to claim 13, characterised in that it comprises a
serial number reproduced electronically and internally (8)

reproducing said unique public serial number.




15.

16,

33

Device according to claim 13 or 14, characterised in that it
coniprises means for physically protecting all the internal
components by leaving accessible only the external functional
input-output (13) and supply (14) interfaces, thanks to a peripheral
sealed enclosure (10) encompassing all the components, formed by
a passive mechanical and electromagnetic protection (11)
incorporating an active intrusion detection sensor (12) and the
associated electronic system (9), the latter ensuring the immediate
destruction of the unigque secret internal identifier (7} and the
internal serial number (8) if necessary, by instantaneous deletion, in
the case of voluntary or involuntary impairment changing the
vulnerability or the autonomy of the device, or any internal
investigation attempt detected by the sensor (12) being able to make
it possible to compromise, control, alter, analyse data, interfaces or

internal components.

Device according to claim 14, characterised in that it comprises
means for keeping active the internal real time clock (6), the secret
identifier (7}, the internal serial number (8) if necessary and the
electronic system for detection of intrusion and destruction 9),
without any external supply source for the lifespan specified for the
equipment, thanks to an autonomous internal supply sub-system
(15), possibly backéd-up externally in order to extend the lifespan
thereof.




