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The present invention relates to a met hod! of i dentifying and d%%%agbﬂgﬁg
the end of a 5 digital nessage. The invention further relates t 4ot

- encryption and decryption which make use of such nmethods. The present
invention, in its various aspects, nmay preferably be used in conjunction
with a variation of the encryption and decryption al gorithmnms disclosed in
the NTRU 10 PCT patent application WD 98/08323 ("the NTRU patent

application"”). However, it shoulllﬂ} fgfé_gder stﬁ@d!that none of the aspects of
the invention set out bel ow, or IS ms, are restricted to
use in that specific context. The invention, in its various aspects.

further extends to a conputer programfor 15 carrying out a nethod, as

descri bed bellbapresentanestior scheier esetitodt df\eenifyisg 6 de AR he RAOYEAM
and to 3 phyai allr carrier ﬂ%i ch carries such a conputer program The
i nvention further "RE%fds Aeapyaritthe aplates go amsthode mfvhhaiptiion addpt ed

or confi gurededr%ﬁ(ﬁla‘miyﬁﬂlgk@g%&gﬁ&@eﬁ%pod. 20 According to one aspect of
the present invention there is provided a nethod of decrypting a cipher

pol ynom al a using a private key f conprising: (a) Conputing a trial
polynom al a, where a =f * a (nmpbd gq) and q is an integer; (b) Determ ning,
on the basislB¥ PretiRYeatiopolnyiffovaTinusS @spaskse gy prefeeabBb bp aka Pt @ljurctidas
decoded corr I i ot: (i) determ ni.n i.ch coefficient or e
coef ficient s@g%l amaé%? ?rll gF ﬂ%’o%“f Q(cﬁr%)oglang %pgpflpﬂg@rlﬁ@%ngOWe HERU
failuréOto deCBoaient applicatigrBio O8O HES ﬂiedNtrR@f;ﬁait&ﬁaﬂﬁnc%o&g?fgl)%ﬁé}tﬁ to
define a newtricﬁb polg/nom'a ; and 30 ?iii) attenpting to deco the’ ci pher
pol ynoni al  a>19¥%ih§e tiNdersiond thstapone of the aspsctf the Ouventiby etrioat belb, sor

approach, of q@id-8PiHe Rt 4 ' individual errors, and correcting
t hem wher e possi blle,' eal Ilog’/sajrgﬁeg% c@%&%??%}nnﬁﬂﬁtcﬁpsgggc?%@étf ficiency over prior

art approaches of 5 attenpting to correct the entirety of the trial
pol ynomi al  aThalitveatiomiaeits Wadib@UbspetBC Khriter | XML 443 SLEQES program for

15 carrying out a method, as described below, a datastream representative of such a
computer program, and to a physical carrier which carries such a computer program.
The invention further extends to an apparatus and to a system which is adapted or

configured for carrying out such a method.

20 According to one aspect of the present invention there is provided a method of
decrypting a cipher polynomial e using a private key fcomprising:
. (a) Computing a trial polynomial a, where a = f* e(modg)and g is
an integer;
(b) Determining, on the basis of the trial polynomial a, whether the
25 polynomial e has decoded correctly, and if not:
(1) determining which coefficient or coefficients of the trial
polynomial a are likely to have caused the failure to decode;
(iij adjusting the said coefficient or coefficients to define a new trial
polynomial; and |

30 (1) attempting to decode the cipher polynomial e using the new trial



To increase efficiency further the al gorithm preferfé-TciI y atte
determne, a priori, which coefficients & the trial pol ynon‘in?SBaN@VI 200 y
to have caused the failure to 10 decode (when that occurs). Preferably, the
coefficients are sorted according to their respective expectations of being
the cause of the failure to decode. The coefficients are then taken in
order of expectation, ngfyggé{ to small est, and are adjusted one by one.
After each adjustnent, “a alll'er attenpt to decode the cipher polynomal is
made based on the new trial (adjusted) polynomal. If that fails, the next
coef ficient Tisistdpdrvadl & dtRehptihRit§ il . : il..the cipher. .polynom al
decodes, or untidlp@t he atterrptp 1%{% tgégﬁiﬁﬁgggﬁwg%eé .Or%lnanglngcgre[cgﬁg'éﬁwe

ar r angenent , Waeragpasitleniloss asubluuitiay imfeap@iwéfﬁﬁkﬁiﬁom%pribe aft Abfrade@f tO

allow for t si bl hat ..t mpre of the coefficients may be 20
Tncor T eut W&eﬁ&f‘ﬁﬁg’ 8%%%6@\’8 ﬁ?*‘&eﬁof%%mﬁf BpbRemial 4, glhat ey Witk w tragkiag
sorted accorigddiRgduadetrdtel r respecti ve expectations, singly or - in groups, of
bei ng the cause of failure to decode. The coefficient .or group of -~ =~ ~ - =
coefficients with the |argest expectation is then adjusted to create a new. -

trial pol ynom al fails, .the next coeffjcient or groups of B
coef fici ent gﬂ} @c%eg.%%f’%@%h%y ‘?‘ﬁ%‘“’fabkﬁrﬂi%‘ﬂf ‘ éjr%tfgfaﬁlbﬁ%ﬁ%@s Wé%é?mmkﬁeaw@ﬁféss is
25 1 epeat ed wilith| cobfiidipbEtienely BOThamiA @PAkY dLGAHL Sl HOTlLRE
atterrpL to decode is abandoned. The a priori expectation of a coe Y ¢f et
or of Xgr odf?c € s il Rs). b dirpigrabiie thecedfioknts hee Satddurceotdngdiecheie nay
be determn J -0t ctive ef.f.jcient 3Q values. Mire
speci fical | ;e/rgsljt%ﬁgpe[e%l e%agﬁsoﬁ%ﬁgn t@g Caléﬁee‘fff{ﬁﬁéﬁiué%gooﬁa%ﬁoaﬁ t ohq gpeflicipnts o

. 3C:.: -~ a@ema_u@@Mnprdmxbmxp,ecuaﬁoﬁ,hggm_&@@@bileée,_aﬁa%?é &cgﬁs%& oﬁ/@fk{#&&,t 0 a
predefined cpeffi ckent val ue, edefi ned maxi nrum and m ni nurm r equi r ed

t
val ues. Wher'¢ fh&c réidé‘I‘StrB?)‘ftyﬁ_dccH){ﬂéffro : Mderdacedrthedcipber p@ytreaist ipasidti ve
7L ot e B GO LA TR

Al ternatively, where the trial polynomal has been’r ast
absol ut® rediiadesThsdalrepegtet htil theeciphprantlptdndaisdaaies) @r RAGE thelfRg: he

proximty ofdeE(ggeiggg%}{)d ﬁécﬁnts to g/2 and/or to - g/2 + 1. Aternatively,

t hey coul d be base roximty to the values q/Z - | and - g/ 2. The
proximty of the coefficient values to the predefined value or values may .
be used -- 10 as the entry points to an error-correction | ookup table which

defines or aBsiseECAepiTAgsEenher oratercopiplex pedriai of polynomiais efigr bed

enbodi nment , I 1Lal S L EE bout zero nd the_expectation is
based upon t?%te&%gagés?lé?(ﬁt% _gb gaﬁoﬁglée %%Sg{%%l_étygggtf? Oc_f’reﬁ’t(’é‘? _O%heAc%%@FIFF‘@iréﬁt bgay be
adj ustﬁﬂ by iadbdteny Voith thioappseHety) @e tb&ficieh@ithe polyhdthROLR! soMad g@coramgr e
appl i cabl e, .the .anmount, whi ch the coefficient 1s to be noved, up or-down,

by
may be det erfitdt SSACHyS Sxpetalions dhely or dn ireupsaphheing tse thse ofdaidurased t o
decode the QekgicnalThARsSRYR ical nt, of the required
shift can be calculated in ghi% 8%?02?68%%1%\%?&%@&3@?%& PPRCGHoR FaeR 1
20 Accor di ngdivstedriotctrate appe ttal ghlimbmialny ehhaofil, BE @ektscopfRYNE gt hod
of validati n C%réfﬁencr@/ri)st ?a(}(enessc?gﬁ conpri.si ng;

cieh n, and the appropriate adjustments made. The process is
25 repeated until the cipher polynomial properly decodes, or until the attempt to decode is
abandoned.

The a priori expectation of a coefficient or of a group of coefficients being the cause
of the failure to decode may be determined according to the respective coefficient

30 values.  More specifically, the expectation may be determined according to the



- (a) representing the nessage as a nessage, pol ynomi ar (b) encrypting the
message polynomal to forma cipher pol yrrjbn‘i al; 25 (c) hashing {o r
i nputs representative of the nessage polynom al and the ci pher ogmmlﬁ
- to create a hash output; and (d) transmitting to a recipient both an
encrypt'ed nessage defined by the ci pher polynom al and information based on
uts are referab{gy concat enat ed.
1C

t he hash out e hash.functi.on in
2 6 NOV 2004B re 39&@?@? retsﬂee"uﬁ%1§ﬂef561€%‘u‘(al?‘ilﬁ‘§ i apietafined gosfficisnhvlue.exttot o

the reci pi enprédefiassd okt AnddifinhiereanNe AT fxannl
concatenated with it); alternatively, reﬁheé-(%;gélﬁgsbmglt%%n%&%émﬁﬁlﬁ%ﬁﬁﬁsed in
sone way bef 8F@! Feluprfl 9ehe lepsigpositive aesidiies melufo dehdpedefiydat @dfficidr Ralgh
this would n L oni £ |y . 1prove security), en the nessage is

recei ved, thgﬁa e%‘?%?(%{ngé%y &8s aﬁ?’r&’/’a‘l"ﬁﬁﬁt@%ﬁlabpotyﬂ‘émtall aas heant isduesdciey pt ed
message Sby  cliecldangatisbiath astiued tiddiilodd AddSthe & PY,oased on
the received ci pher polynonm al and tra% decogeéb%és;(?gggﬁ%éﬁgr?gﬁda‘?ﬁo %%t he
two 10 out puPEXE ! tharocHisieninle ofd sadigetocan/2be lacAdptradvaly, they tedt .bel f - .
t hey do not shoul d rejected. The ci pher

pol ynom al mg%eg@ppgg&éggﬁ?gogﬁggg%g%g?rega - ?ztes whi ch are packed to fill
bytes before transm ssion, and before input into the hash function.

Li kew se, thg, 15 c)ag{her pol yngm al may al so be represented by a series of
bits (preferabf Prexigigiof thegoetiicint palgpseiotthe peadefinddesduaeyvahessnay banded

acked jignt o ' .The neth is,not restricted to
Bol ynonl‘ioal - bgigﬁéggg%?gggiﬁe%ge@% 8e(§< tlgﬁggdﬂﬁ’r gﬁgﬁeﬂ’@r‘: | 5FI0E °F 358ist0E of

~val i dati ng adefeniog ¥ipt edlerres sagetatonpr IS h pecfeR@d b@bo@ARAY Rkd Pglyh&%ial ais
messaget ext tot%ﬁr rrt}?a o] heréetgt; éb) hashi ng together inputs

represent ati VeS8 FE0s £@ t18% CXBEHAtORels chased upetk ithe ebsolwatalueshefsthe

out put; and ¢eaffitieaRsm tting to a recipient both an encrypted nessage
defined by the 25 ciphertext, and information based on the hash output. By
hashi ng toget her the messaget ext (plaintext nessage) and the ciphertext,

and trgaasm tt,i h ed value to.the recipient, it becones virtually
i npos;?gl e f %r &%ﬁﬁgﬁtﬁ%&?é %cﬁ‘é%?dg@f Qiﬁtl@g foott 9p artipCling %8111 if BB Iggrahydtext or
the ci phert eXherd tpsicables the nddintB @ ivfhiQ0ihet RBFRMNE ?SSRPE'@H&%&!QHJ‘OIC&&% ed by
the recipient will fail to match, and the yy.. B ?

may be determined in advance according to the parameters that were used to decode

the original message.  Typically, the exact amount of the required shift can be

calculated in advance, along with the direction of the shift.

20
According to another aspect of the invention there is provided a method of validating
£y an encrypted message comprising:
(a) representing the message as a message polynomial;
(b) encrypting the message polynomial to form a cipher polynomial;
25 (¢) hashing together inputs representative of the message polynomial

and the cipher polynomial to create a hash output; and
(d) transmitting to a recipient both an encrypted message defined by

the cipher polynomial and information based on the hash output.

L

30 The hash function inputs are preferably concatenated.



FCu - o .

system then preferably rejects the rressa%:. To prevignt this information
bei ng passed back to the attacker, the preferred system does not zBfﬁémthe
sender of whether the received ciphertext was valid. 5 The pl ai ntte®t vV 2004
nmessage may, in the preferred enbodi nent, be a binary representation of a
-sequence of bytes, each byte being representative of an al phanuneric or
ot her character in the nessage that needs to be transmtted securely.
According to a further aspect of the present invention there is provided a
met hod of - 1BreprabloC tHeNfisiR oGP ASNSHEI L U L igpl g transm ssion
attack, conprising’ (a) appl%ﬁlji nlg to a p éllsﬁ:{ﬂelgttémrré(gsggegléec{p FHdD @ROFFHPRD a
protective cWphethe ragiyptydamesspaveifokesankple,t conpitehiee wathpit ot |R&RLIVERE SRPE;
(b) creati nghgshoc;HgBLQe r.ot ect.e@ ngssage and the cipher kKey k an gnc’rypti on
i nput nessage: an én%clie BRAUPYAER AR StHe Wanheforpbewgpent (Fhiiscondd ftsadf basur es
that thg texdnctNmbd,iakhO@IhNEisSRRIYRY ShnYh ' ' unpr edi ct abl e way
each tinme, even if an identical nessﬁaéﬁélaétlggﬁrg?&%e??%ﬁ& times. 20 The
i nput nmessage is preferably created by concatenating the protected nessage
with the ci r The. cipher .k may. be the first part of the input
nmessage or fﬁ@epé@ MESFEe Srorhed; ‘ﬁ%ﬁffm%%%fsfa@éwﬂ%wahé@mwfybe {fraesneittpher
key may be corbipiedimessagaly elicbling GRMASH bERL: NAYhstd |d] ed fessage
to create the encryption input rr_%ssage‘. ?’tﬁe %%}ﬁf r%ﬂ%%lgg%g%?&%{ Rt " when
the recei vednfesedye HakempaynamislosnsttiRsddepdechmessege pobmomislhe If akd pvent
shoul difpe a e Toli I pher key and hence recover the plaintext
nmessage froﬁél'?%lgcgprothég%edgwnaggg%egggeéﬁﬁﬁﬁg%ﬁe 3 cpeghe ey ideaiot matdist  and
nmost convenitbatleomled afessgadhadd bhejstqaher key along with the protected
message, and having it easily available by the recipient. 30 Preferably,
t he cipher key is recreated, at random or at |east substantially at
random , -Fhe cifher pofd % o w plai-nt ext. nessage, T
ci pher key may bg gepr?g,r at ed E‘%{fﬁiseg%rft&gggﬁi ?%. Slfiﬁjslgée @%&%gqq@nﬁim
nunber generbstiesr before whntserissinin, ved befdre inmy e GenesRtedibYy. anykewisdl e
randonf entropy. %§'Ch aaz rra?f/ bebderived for exanple fromthe timng of

5 PSE OB TR 4so berpgraseried by @deussoMditsriayelerably taioripiseest r eam

keystrokes of
cipher. In apeffigesah®Hes@RRY BaGMilalDSatiANES H;%)é ' ed a
pseudo-random nunber gener atgjr} whi ch ?%gn -gengr teé’%g)ﬁygﬁﬁ%h%hggquence of
pseudo-random nunbers The nunbers in that sequence are then applied to the

i ndi vi dual | ai Nt ext, nessage to produce the protected - .
10 nessage. etlk%g{a %E:}%Sﬁg ntgg?%ﬂ% H%jd]#oop 01&%?’8?56%“@9}8?3’&5’“& agd sitends mage t he
pseudo randqenauitpes s ntethddnd validitiag an tBOy peAMdsRge hRpRkiaLNt ext nessage. In

t he rm(i pr ef erre(\(%} enbodi.ment, the plaintext nessage is represented as a
bi naryf equence, ROV R b nrssaggisdiomn faumb siphgeerdr at or bei ng arranged to

create a 15 pseu Hagd ot j . based upon the cipher key as
the seed. The bi tctg) of tﬁéeq%l a?ﬁtﬂ@%s(‘)ér%%s?é%‘e“’% B hen XORed with the.

“'pseudo-random bi t s tmessagethxt end the ciphetiea tedreaReIRGRoutPlt. h such an approach,
“t’he reci pi ent, once he or she has decrypted the recei ved nessage, sinply
extracts the ci pher 88y k and uses that to set the initial state of a

andom nunher 9oy sk G0 SUTRSERSERR OGNS AIGR, e, e

to generate a sequence of I &den fh those
25 ciphertext, and information based on the hash output.

By hashing together the messagetext (plaintext message) and the ciphertext, and
transmitting the hashed value to the recipient, it becomes virtually impossible for an
attacker undetectably to modify either the messagetext or the ciphertext. If either is

30 modified, the corresponding hash created by the recipient will fail to match, and the



- originally used to create the protected message. TH&™pl ai nt ext nessage may
then be recovered sinply by XORi ng the p§eudo-rando'm sequence ofglgiNBv i Ig
the bits of the received protected nessage. 25 The pl ai nt ext nessage n\é\?ﬁn
~in the preferred enbodi nent, be a binary representation of a sequence of
byt es, each byte being representative of an al phanuneric or other character
in the messa%e thﬁ{g n({aéds to.be transmtted securely. The input nessage is
preferably encrybiish PIRFIAYY &eptis eanssadgeei baereventhisantanphtionebedy passed
pol ynom al - ba&edoGhe el i oyl h. € be, used .- for, .
exanple ~s. , 26 NO%EIQO({)H&? riuﬁgﬁgsgﬁ%rgs&e&ﬁg%%‘ @Wr%p P sendsr \5’2 Whetiehdhogy .
Accaor di-ng t oregeived cipkerteatwectalidf t he present invention a pseudo-random
nunber generator conprises: 7 (a) a plurality of first-tier hashing neans
each capable of receiving an entropy input and generating a respective hash
out put ;5 and T pidink&e i J ’ I es _as_input .the
respective fi ret-t]er ﬁlﬁga%%é @E:{’Bﬁf%ﬂsyﬁgﬁfép%g%%})g%@éeﬁggg%E’tlw reéjr??g%'ﬂ[i%@ Phndom
nunber. 10 P ét@ueabd pf tytesheash byte eimgsteprdseritatias bf ng ATplamMSm¥RY Srabihef OF
- additional e ta;a%péf-i&gut as %{lag V\ég]gn ecessary. Alternatively, additional

entropy input oy De SOPPrte FHE RIS &L Re trirsmufted wpurele first-tier hashing
nmeans at once. 15 When further pseudo-random nunbers are required, one of
the first-tier hashing neans ,preferably perforns a re-hash to create a new
hash out put .A9ading 40 8 faeher mapast ofithsutresent irventigasisrdistppotitiel s ecanst bier
hashi ngy mea I 1k.1 R the generation of the further pseudo-random
nunberg) Pr ef ePlgg‘I@a {:ﬁ%@ﬁ)g{ésc%%?p # Eb?lgﬁ'é’i%ﬁrﬂ&nwwﬂﬁﬂ&@%ﬂ&lpéé t he new hash
~output with the f‘(a}slaplﬂyinglmb5pM;ﬁNﬁtM&é@e&HB@l&ﬁ&%t@d’aPhﬁec%QfeOt her first tier
"~ hashi ng neans, hashin |1, of it together to create the further pseudo
random nunber. Pref 8Wgﬁ%ylﬂgﬁé’1@7ﬂhebhé0prqd§§e@P@Itecmishtssga;reans which is
carrying out the - FRG of .the .re-hash, both its
previ ous hash out(BEtCh%ﬁgg ggﬁnletH?ﬁr%ﬁ%ge?i r?%srﬁ%ﬁeafgt%% Ar8448ci at ed counter
means. That ensures enbixptivthiaputantsasdeechindut put di ffers each tine.
Pr ef erla_.goly, the sajd first-tier hashing neans changes whenever a further
pseudotrandom nu SRYYRHEIC PEHEMETSASE- for exanpl e by selecting it in
rotation fromthe 30 available plurality of first-tier hashing neans.
Al ternati velly,. the first-tier hashing

his method ensures that the text that is being encrypted will differ in an unpredictable

way each time, even if an identical message is sent multiple times.

20 The input message is preferably created by conéatenating the protected message with

the cipher key. The cipher key may be the first part of the input message or the last

oy part of the input message.  Alternatively, the cipher key may be combined in any
other convenient way with the protected message to create the encryption input

message. The only requirement is that, when the received message has been decoded

25 by the recipient, the recipient should be able to extract the cipher key and hence

recover the plaintext message from the protected message. Concatenation is merely

the easiest and most convenient way of sending the cipher key along with the

protected message, and having it easily available by the recipient.

30 Preferably, the cipher key is recreated, at random, or at least substantially at random,



s ~6NOV2004 neans cauf d be sel ected at random A cqunter neans _nmay be
provided for each of the first-tier hashébng neans or, aIternatEv&IN{]V %@@4
single counter neans ray be used to supply counter input to all of the' 5
first-tier hashing neans. The first and second-tier hashing nmeans may be
enbodi ed as software hash functions, preferably software hash function
objects. Alternatively, the hashing nmeans nmay be enbodied in hardware. ~-w
L0, The. | nverfet Sileat b e puen ddamiayhey bogomraeaty| Aeliding on
ent r opy poolsultglBl Dsbu‘g(?eidet?,seutdﬂirgﬁ/% r’dlgﬁ?ﬁl BROELRI0N 9o amapuRlys it eagh b
which is ar reagetkd by stpPkily @R Yent@nd & ' ' -4ier hashin
means. 15 When generating a)édi tional pgguggﬁggﬁ{égvn%%n%é%@?éf%’g %ngpg%%(? -tier
hashi ng meariBe Hayng aldeysisoken pumonsstmasimentshe new hash out put but al so the
previ ous hash outputs fromthe first-tier hashing neans other than the said
one first tier hashing neans. The previ ous hash outputs and the new hash
output may bEhequomate@rahesmhpbe § SRS stkd tinhQ. 2 abbidhe135N1 N9
means. The invention further extends, nore lgener%(fdfcotﬁg&g&ﬁn&%ﬁ%ﬁﬁlzgﬁe
system | n RN &8Y t5used &y sepd mpsqudp-rancomphenbirtpengaen ddy ctatheio Bemutedin | S

produced by ird-1] shi neans which is fed by a plurality of
second-ti er Ot#g@ﬁitsg%&g%%lﬁ@seE@loéﬁng%“tnﬁ%@grsi' StT%ggu{npgrépp ,t%‘ftéﬂq“c?yceaafﬁltﬁ?lhl ity
of first-tiepphedhi tig indiaitual AB@ekt oS knd bl@fntéi@%lfés&%eW%%éd&%%@;f’o‘féé{if&}"w th

entrop%/ i nput as necessary., Qther anal ogous nulti-tier 'systens are o
cour se (bossi%?sé?geThe hah\reRld; Bsndengs feresxample tgsadding ot snbtesfiop dha gsewbhod of

- generat i ng psRuARniARIOR B0 HABET Srcdehif b Wi el &yampl e, 10 a met hod

of generating pseudo-random nu 334 whi ch conpri ses:
(a) supplying an entropy input to a plurality of first-tier hash functions

and generating, a respective plurality of hash outputs; and (b) supplying
t he hash outIBlgﬂﬁé ngggﬁeémesd ?‘gboé{@%‘@oﬁﬁ-lflﬁ@fﬁexhaﬁsqgﬁriétfPRfﬁsthfWrﬁSc#l gener at es

P esent i nvent o thore sk pr oy ganc b RCeRefor MbIIrRRE IR Sen o o

di gi t ap mes PAGIOCHAMIT SPaupncy af bito etedugbnrilye aipher lsdy & the nged. r 08 Bits of

g: g;rgL![ ;ydg;t%lgr:?%%ﬁgﬁ rﬁjss%ggengr% 1t %TOIgs:df with tthé %Ee%ﬁogggdo%]; bgtg E‘E\o Sp%d?lcﬁlsles ade
protected message. ~ With such an approach, the recipient, once he or she has
decrypted the received message, simply extracts the cipher key & and uses that to set
the initial state of a random number generator. That random number generator may

20 then be used to generate a sequence of random bits which will be identical with those
originally used to create the protected message. The plaintext message may then be
recovered simply by XORing the pseudo-random sequence of bits with the bits of the

received protected message.

“i‘mrsr/

25 The plaintext message may, in the preferred embodiment, be a binary representation of
a sequence of bytes, each byte being representative of an alphanumeric or other

character in the message that needs to be transmitted securely.

The mput message is preferably encrypted using a public key cipher, for example a

30 polynomial-based cipher.  Other ciphers could, however, be used — for example



end el enent of the nessage, followed by zero or rmr-{é"‘non- nmessage el enents
of the first type; (b) applying a converdion function to the flgﬁimgﬁﬂ
to convert it into a second string conprising a plurality of el a
second type, 15 the conversion function being arranged to map all possible
strings to an out put space which is snmaller than a space defined by all
possi bl e seconl_(ltl tié%)e el egept conbi Hati ons: and (c) selecting an end of
message mar KePIED PGS ARFHPUE FUVRBSIRGI8EY-of the end el ement of the nessage
froma plurality of elenents of the second type 20 which, in conbination,
fall outside the output space of the conversion function. The first and/or
second stri ny¢condipg Hata dedur nepecheoft the apresknoinantieh emMpadudb¥alogMBRinyRASI S,
for exanple as atdat astream Since the strings are, to all intents and
pur poses 25 HITETSEPPENEI, it will of course be understood that the
expression "foll d JDwali 8554 t.he. non- nessage
el enment s necessaﬂé??y ﬂﬁgglé@? gﬁ(r:%-@nifgr ?%ﬁrrp(?r a‘lf:%nFéaéﬁg?glgagmr?g@lsngge el enent s
when the first stri Agenteopyriemne pid cedramga Waicaste iedloutphgyarioul d j ust as
easily tenporaril roceed. t he.message el e ts. 30 The conversion function
is arranged to rra%) %f%o&ggéefg?s@mf%m% SsYRIC éé]‘eﬁés]élﬁubtﬁﬁﬁﬁpe?ﬁyﬁce f.o., 1~
( 26NOV2004 whi ch i Sirstedr hedh dubdisis i ) | bl e second
type el enent conbi nations, themy%iﬁ%%ﬁ%%ggﬁﬁgkggzﬁggwﬁspace which is
i naccessi ble by the magWeer si on function. The end of nmessage marker is 77
selectgg froma plurality of elements of the second type which, in
conbination, fall within that "inaccessible" space. Preferably, the first
~string conprirsfesatdy, seduehthefiat-tibi Iﬁh%hMth&Eﬁﬁma?,caﬂiT& ddagiorScand ?ti%d?gs
conprises a Sﬁq‘gﬁnce of ternary elenents. In the nost pref erreg erbodi ment ,
t he conversi® TEEPGSSa%s  aftBmglively o 2dditioral tentropyiipputyneyt bersuppliddnero 12
ternary 10 gbamen [ .Sl r than 19 binary el enents (as
it usually V]\:IIQJ|)| ’be%lfgegt'zlgFgﬁﬁffg%ﬁ@gg%ér%fgég&%gto 19- el enrent bl ocks, each
bl ock being treated separately fromthe others. The last block, if not

filled t nessage b added with non-nessage el enents. 15 The end
o:‘ rreslsgz;ée %%f‘"ﬁ‘gﬁ/psﬁﬁ%{éﬁ@%uﬁ%eﬁ\%e §%Wéreflé%’§t°ﬁ%ﬁ‘sﬁ%5héefl haslging msfang he
‘second st ri ngefepOCHdrfdemb h¥e-hidh bRt £fekmad fdﬂ%}!’i TR aid 3G BRf o%{put

message marker conprises 12 ternary elements. [n nore general aspects of
t he i nvent i dhthentRassedrig dresieopnd-isrdtasing megane ovhicdr tse@ @ ialtherpartesation ¢fitke base

to el enments (4 [ r base., Prefera the input to the function has
a | ower baseﬂn?léég g’:‘séldéir%) f?g{{%nm%rﬁbeerbut p%{g?ﬁ%B%tﬁé F%ﬁ&flit]&ﬁ hashinge mipapy) -
but it may haweparates ghenewdtsh output with the hash outputs previously supplied by the

20 other first tier hashing means, hashing all of it together to create the further pseudo-

random number.

; ;
gl

Preferably, the said one first-tier hashing means which is carrying out the re-hash
includes, as part of the re-hash, both its previous hash output and some further input

25 from an associated counter means. That ensures that the re-hashed output differs each

time.

Preferably, the said first-tier hashing means changes whenever a further pseudo-
random number is to be generated, for example by selecting it in rotation from the

30 available plurality of first-tier hashing means.  Alternatively, the first-tier hashing



- Once the second stri{,”ffg has been created, this may B& conbined for exanple
by 25 concatenation With the end of mess8ge narker, -to forma tgigchqs\}riﬁg.
Where the nethod is used in the context of encryption, the thir t ng?ﬂ y

- then be encrypted and send to the recipient. The space falling outside the

out put space of the conversion function may be divided 30 up into a
plurality of parts,, each part being representative of a position within the
first 11 “9ENE0 @&ﬁe@t“?@ﬁb‘?ﬂw-t hat the position of the end el ement of
the nessage may be identified by selecting an end of nessage marker which
falls within the corresponding part. In the preferred enbodi nent, the said
space is di vAderintp meds by prr povideachr bakh off AT 8SeRtALLMEOTmane §f the
positions within the binary first string. 5 In such an arrangenent; the end
of message MHIREIIVARy2 B‘égléwag’éﬁf Byt baded tasupmin domitrioputao gHafphef
possi bl & marer gof1BkhihPghed hin the said part. Preferably, wthin the first
string, the end el enent of the nessage may lie imediately -"'10 adjacent

t he non-nessage el enents, if any. That is, however, not essential, and it
could for e e, be envi saged that the non-nmessage elenents wll always be
separ at ed b;ﬁhrl’pﬁskﬁ‘ﬁi Sﬁﬁ‘ﬁ‘ﬁg ST Jpshing memsmay Seembedind as pefsvargbas fmetiors,  Thi s
fixed nunber oA | gl L& -Cartaln I j ons, contai n header or

ot her infor n%rt@ﬂ:e(r)ﬁﬁfhat aﬁ%glg% 1?18&8%1 ﬁ%ﬁ%mﬁﬁé&t%yﬁ?@% }rlr%s‘gm,&ﬂe%"ﬁé?a}‘l ke
required is amkadiedia bpolsvaré.on of the 15 end el ement of the nmessage may—
uni queké{ be determned fromthe end of nessage nmarker. The invention
further“extends to a conputer programfor carrying out any such nethod, to

~a physical CPig Ientl EMei UF PscRd6 QRIS hublb BB thelidh dRARLEPAM 20

representative_ of such a carrier. The invention further extends to met hod

of encrypti riPoh fefi Yirp eeopy 4gdhe Aedttigi heshinfemepdsyi Ny htteeareadtrafy pdok is

nessage usi : .out . above. Preferab . the encryption

i ncl udes thgSQI Eﬁlé%ﬁgféﬁ@g%%f?%? élﬁtg&h re° tsﬁg‘m"]ét F"ilcﬁ?go bé%&lelsﬁﬁgs%gtq RePly
encrypted 2Sertppromidspaetivefitdiaief BBhilceMdansAccor di ng to anot her aspect of

t he inifgntion there is provided a nethod of determning the end of a

di gital-” nessage, conprising: (a) applying an inverse conversion function to
a third striWgesQe QMo S 1| 0 e f a.second type, 12
~ 26NOV2004 t he %ﬁvers con\g)élralsp%na tﬁ#ﬁo&ulﬁéﬁgﬁtggzsg%nﬁ%b ﬁ'ﬁa—ﬂ?%f‘i&i%f‘%y of

el enents of mie takeconuputye oalydthe arwehishngrtpiiesnt tasoathpl predbist Yashf oughagent s
of a first "tsf\{(?e @néj ﬂ,&atg_jrm’.ni?r% thai3 a, pl glral_ity of elenents, taken as
input to t he $HARTShueEaRigE fivans QLarrhn thesaidang Tt tigsdiages menncer Thmen
the out put ofre$ibes FddRGhIpAR A Shd MFEhah Pbduk GAD e SheRBN i type
than a ive(r?j val ue; _andﬂp(.b) taking, as a fui rs b’setcr%lng, {t@ﬁ%{e&ﬁgﬂ%ﬁé he
functi & exchesicegdtinghashsetiasns.of the out put which was representative of

t he

; The invention further extends, more generally, to a multi-tier system. In a three-tier
system, for example, the pseudo-random output is produced by the third-tier hashing
means which is fed by a plurality of second-tier hashing means. Each of those is,

25 itself, fed by a plurality of ﬁrst_—tier hashing means. The first-tier hashing means are
provided with entropy input as necessary. Other analogous multi-tier systems are of

course possible.

The invention further extends to a corresponding method of generating pseudo-random

30 numbers. It extends, for example, to a method of generating pseudo-random numbers



10 end of nmessage rrafﬁ'er, and determ ni ng the posit{fon within the first
suing of an end el enent of the nessage according to the end of sﬁﬁbjezoﬂl,
marker. This, essentially, represents the inverse of the nethod descri bed

- above for identifying 15 the end of the nmessage. This nethod will be used

by a recipient who needs to extract the end of nessage marker fromthe

i nformation {Yﬁﬁ:%ic\éed and, fromthat, determ ne the position of the | ast
el enent of the nessaye Wth that information, the full extent of the
nmessage may be det®rsibmeiicandntdie ; i racted. 20
Preferably, the i%a{?e?gg?cgnver s@ﬁh?%ggﬁ%ﬁg@g@?&ggrﬁ%ﬁ%‘ut, 12 ternary
el ements and pr oducéyictigrs andgsaeratinga hispedtive pheatitnbs hashrougydr sdgener al
formof the invenf]bi o% Iho velg, the function may sinply convert from one
base to a different HALSPEHTASP QHIPYLS ISiRPYHiea seeondgierihaeh Bigtied ement  of
t he mesSage may be defi@rsanpets 3 i i nt by which the
out put of the function, g\}\’é,:tﬁlen Er%gﬁggﬁi epﬁo%‘%gbgﬁlé&g@“nessage mar ker as
i nput, exceeds a given value. The invention further extends to a conputer

program f or j ny..such thod, to a physical carrier carrying
such a c-orrpu%‘éeléorr%frngg? g#ﬂgeﬁc? S?ec??gfgj‘?ft%@f‘?“ééwe%o‘? Feepfosidpd @ methedof a

conput er proigeamﬁyingtﬁé%erac&ahﬁglta?%a@eQ%ghgg to another aspect of the
present invention there is provided a nethod %f decrypting a digital

message from an e copiiagiing 3 firsystesgbions phwalitapf vessaypelemgnishe encr ypted

stringigo produce ] triLng, b) appl yi ng .an inverse conversion
functi (:[)(?1 to a thi r?iﬁsfﬁg@,cogahg?lthg?sﬁfél %‘e%%er%f”l“ Sg‘?ﬁr&l%%nts of a second

type; the inverse cmhelenaiteftfeunasige) fdlRMaddyaRrd HtHére@oR i s8ddet ¥ Of
el ements of the second t'yﬁﬁﬁ%nd converting themto a plurality of elenents
of a first type and HERSORISItHS tyReat a plurality of 10 el enents, taken as

| nput to the funce)apeiyl@dbhfsisR ARICHiSH 1@fhe 34 BlndTBISANS IRLSCT When the

It it it
out put of the function has nore signi enent’s o e 1P st type than
a given val ue; (c) eakdond strimg camprising agtlurality, ofteleeneds ¢l seddnd Bge,f uncti on
excl ud'wg t hat portiﬂ%ncoof t he ﬁut ut. which was representative of the 15 end
of message marker, and Get&Hi Pﬁgmt heing geapgshiowmepiall Rasaible stsnesta pag of

an end el ement of t beypre§RBYXhABGS HaNs; Hﬁntahs%a&n@efg{e%@s@ﬁg&s E(ee(:%hdand

(d) recovering the nessage fromthe first string. 2 ention further
extends to a crypt oS{psteismanhesrppetiansngndny one or conbi nation of the

nmet hods nenti one . } t o anot her. aspect of .the [nvention there
is provided a m%gg&%ﬁrngéﬁé%ﬁ ﬁgﬁl%% ag%gka%ﬁfg? l‘ﬁB@ﬁltﬁe Besty ttB%end

cal culations on a deleneet efihpinesafo sl 4 pluraliy bidisRerdd of B9isE@ndPSs at i ons,
conpri 56 ng:

which, in combination, fall outside the output space of the conversion

function.

The first and/or second strings may but need not be treated on an element by element
basis, for example as a datastream. Since the strings are, to all intents and purposes
25 bi-directional, it will of course be understood that the expression “followed by” does
not necessarily mean that the non-meséage elements necessarily: have to come
temporarily after the message elements when the first string is transmitted as a

datastream; they could just as easily temporarily proceed the message elements.

30 The conversion function is arranged to map all possible first strings to an output space



(a) representing a $rferi es of nuneri cal vg& ues (Xx) t-(c')'“-"be oper at ed upon, by
respective bitw se vectors; (b) formng first word (X 0) from ?ngmy ﬁﬁ
each of the said vectors, and a second word (X,) from another bi f ag 4
30 of the said vectors; and i,.. 14 2 E NOV 2004 (c) perform ng bitw se

-1 ogi cal operations on one or both of the words. Preferably, the nethod
descri bed ab‘lgl)ﬁg i&cl udgs: 614d) relg)res nting a series_of further nunerical
val ues (y), to Be ofefat e dp8nSPasy tedisdc by vall ppassiblie speandotype elesent
for m ng anotda@ibihdtiont, Welely @¥] fr.o i: A i.t.of . each of id vectors,
and anot her second vvord_(\?,,) ?@gﬁwaglaiq%ﬁgéﬁgpﬁe%p%etngchelgéﬂa%?sssnﬁ%g%éﬁ%
vect ors; andopr§rsigar fusetidmg Thietandsel opevagt imageots Bdédied Aons espefalityver first
10 words (X Qe Q)Of%e on bgtth th%. respective second words (X, Y,).
Preferably, THE TT Lot nordoryReh &hicks ja combinatipn.siallisibe el ispenessble”
togethef in spae.location, and the second word or the respective second
words are stored together in another, spaced, separate |ocation.” First :
st orage neans and second storage neans 1 ~ nmay be provided to achieve that.

I n one enbodj t i cal _val ues and/or the further nunerical val ues
to be oper a? ergE dﬁbbcl))ﬁ tgggpﬁgﬁa%gq%p%seﬁﬂoseﬂ’éﬁﬂcefoé B2 ntypand sy esand ed by

tens. 20 Thetdwd cathpideons D6f @il [ f -
e cath@ided ASeqmRYic it eldnfRuts. | [h $Q rﬁt}(@?%%’f'i%@b%ﬂ&h 4 NOT

alternati velﬁ be embodi ed I n hardware, eg by neans o
gates. The i'RYERBYDHORAIRGEE i ermngest Hogowferiehe hirpry @lenzamdy orto decteypiy 61

whi ch kes i bove. 25.The pref.erred nethad. of
encr yp'?(iﬁl on iélln%?%ggésqggﬁg% g{hﬁ%g fgﬁéeggh%’ywégl&?ﬁ’gﬁle@%ﬁaé& ?W@H%P’Vﬂm%& 3% yi ng
pol ynoni al s fivatvsapgratsuleinfd &9-etemnnblozks, adah iblo RSO trdhtbdsepardly #icthNHe 2
“nmethod as cl g med.in C 'nl(l or aim2, the coefficients of a first

pol ynoni al co%?'i ingdost SI‘P& JEppildlieddy themaspast menbepedded)withoon-message
coef fi ci ent s]&hems. Second

15 The end of message marker may preferably be the same length as the length of the

second string.  Specifically, in the preferred embodiment, the end of message marker

comprises 12 ternary elements.

In more general aspects of the invention, the conversion function may convert
20 elements in one base to elements in a different base. Preferably, the input to the

function has a lower base (eg binary) than the output from the function (eg ternary);
but it may have a higher base.

N :
hotog

Once the second string has been created, this may be combined for example by
25 concatenation with the end of message marker, to form a third string. Where the

method is used in the context of encryption, the third string may then be encrypted and

send to the recipient.

The space falling outside the output space of the conversion function may be divided

30 up into a plurality of parts, each part being representative of a position within the first



- 15 2 6 NOV ppp~ pol yf‘rirom al conprising t series offTurther nunesi
val ues (y). The preferred nethod of dechpti on includes addi ng, ?uﬁm%\’ taﬂ%
or nmultiplying polynom als having coefficients which are in nodulo N (N >_
© 3), using a nmethod as clained in CCaiml or Claim2, the coefficients of a
first polynom al conprising the series of nunerical values (x) and the
coefficients, of a d pol.ynom.al conprising the series of further

nureri cal valtiés S?ﬁﬁq{%ﬁBgﬁl%‘%}bﬂ Mrend glement efidhemepssags max bempdangifiepbygr am
for carryi ngelekind fieerRivgs 2 VST Gal rrier carrying such a
conput er progr arn'%t and to aSdaeg%%rgée}gwr%“%g5@%&@%@%0?%?&5“@%% I%aHCoh%ﬂ}eer
program Ac@oefeired) embodinhant,t ther szid pmate df dibigled nyenitbono thaewe chéh Meryi ded a
di gital device foF .carg%/i n(% out Ear al I__eﬁl, nodul o arithnetic cal cul ati ons by
means of bi CWHEEGEF ehPneE RRasiiaes nathin e binesy fitpt siag- neans f or
representing a series of nunerical values (x) to be operated upon, by
respective bitw se vectors; (b) neans for formng a first word X o) from
one bit of dachchoan mpangeaicdt,vhe tod of nanehga meakanmaybekhbsn) subsamianokher .
bit of each 20-1t he said vectors; and _(¢) neans for performng bitw se

| ogi cal opera dloglnfg&gr? %ﬁ%p %ﬁlpoﬁﬁﬁlﬁ l%afrg‘?rﬁéalﬁ% B’ét.ﬁmﬁhésqlﬂ%rﬁti on nmay be
carried into practice in a nunber of ways and one specific and 25 preferred

enbodi ment will now be described, by way of exanple, with reference to the
acconpanyi ng THfFERRIYmgathin the st shingrihgend eleniednt afthe aessage meaykléy inunediatiyn ™

systemdgn T Aagtay ST 1T Ll ates the cryption system . 16,~ ~ 6
NOV 2004 Fi 35%‘%% tP{Pg@@?g% éeie}l‘i‘zet“éseéfw'i o?ﬁ%y‘&t WEVEM@&SSJFHP?H 884 itat es
_the error copuldcfdroexaalpiorbiet érvisagéd ghtetheSnofnRidgd didthatas r‘ﬁlleam?_s agnhcept

~of a wrappi ng 'err(gé; Exggre illustrates the order in which coefficients
are checked SPRFAEGH Y AB1XEC apBFLof atmenis from the menmegseage slanygnitss aThis fixed ar t

d d : il 11 t t. he PRNG
W Chi m Tl e B e R ek e P PR B ot o

Iagram
3; that needs to be transmitted each time. All that is required is that the position of the
15 end element of the message may uniquely be determined from the end of message

marker.

The invention further extends to a computer program for carrying out any such

method, to a physical carrier carrying such a computer program, and to a datastream

20 representative of such a carrier.

The invention further extends to a method of encrypting a digital message including

s

identifying the end of the message using a method as set out above. Preferably, the

encryption includes the step of encrypting the third string before passing the encrypted

25 information to the recipient.

According to another aspect of the invention there is provided a method of
determining the end of a digital message, comprising: '
(a) applying an inverse conversion function to a third string

30 comprising a plurality of elements of a second type;



- 10 Figure 12 ill ustrﬁgijes a circuit diagramfor subtpaction nodulo 3; and
Figure 13 illustrates a circuit diagram 13r nul ti plication nodul o??,p ’@V 9
I ntroduction 15 TunblerTMis the brand nane of the present applicant’ 004

~ cryptographic devel opers' toolkit. It contains a nunber of different

cryptographi c algorithnms and non-al gorithnmspecific APls, but is built
primarily but not e)iﬁl usi Vel&c/ﬂ around the NTRU PKCS al gorithm as devel oped
by the NTRU Cor porattTolf ‘et VF?“WB@“H@W%M% WpHoE plataditn, Pi pher and
Silverman, NTR U.' AfRaenBasant | .0osystem J P 20 Buhl er
(ed), Lecture Notes in CQ%put er Ss%%ﬁ%g%g“x PE l'%(g]]rl ag, Berlin, 1998,
267-288; and in PCT aqpawehty diplchienstdfaniviBi9gé SfR&Rrininihfe name of NTRU

Crypt osystens, Inc. Tl%e Iat-t'er-fdoc.ument w1 be referred to throughout as
"the NTRU patent appti @YY of ssmeRisstakenas inpwiie thediinetiont s a br eakt hrough.
in crypsography. Depafeitich@ofih® dnngatoradit.l I rld of 'Big Integer'
based products, it p?g(r)vi des irsmre ef f]}o(%?ggﬁ% ggn -lge\é%qe&-ﬂg?%qt@ﬁs based on a
pol ynomi al mi xi ng nef Hsdunction heamerasigaificahrlenfsawaifelis fiksttyhar from usabl e
as a cryptographic product. |n between a great deal of machinery is
necessary. In the cghs%aogwwei’ta@\éﬁni que style, which is the source of its
superiority, 30 n@amskitd)as a Mt brRb hbls: ' ; ei nvented to
cope with the algorithnms. 26 NC%/ 2004 ﬂ'lﬁﬁggghg%@&%ewnf%%gcgg i bes the, uni que
i mpl ement ati on of t KAt RATEON PKES qu Whichkess €pepdrdaisstofe cont ai ned wi thi n

Tunbl e It outline hat ,one faces in..::attenpting to

i npl erry?]t t he NTRU %@Fgggsgg Ir%g%e}’\%ﬁ& AGteBPPREdE? BpHt Y"’HES’I“, and expl ai ns
how Tunbl er uses i nilevitsi sténd eRAndndtsndl o0 G hestfeSRENAIdNESE problenms. <.
~' It should be understood that nmany of the innovative techniques used

-wi thin Tunbler are 5??0%'8 dJeaiaggm h other and coed be used singly or in
any sel ected conbi nati on. For exanple, although the follow ng techni ques
are all contained within the preferred -- 10 Tunbl er enbodi nent, they coul d

be used si ngllys.cssantialdnyemreseisithe irtseayfriid metHod&zbdribad 2856 R iARSSALE

mar ker chectFi nﬁ%r?@hani sm I,ﬁage @%ﬁt e.pseudo random nunber generator, use
of modif o artfy KLY B MEsies, JtEmeRiedrvibrienised bpRaceipinthe seesls taexiaks. | t
shoul d al so the cHddemes0Rd bRt fbhNAL EleckiSed bhdBEd L ¥rhuiL L ar ound
the NTRU PKCS al gqrith%égas set  out igﬁﬁoﬁg%%g?cg%&g%‘gp i%%éa%t AgRmige
nost of the thppeshen ¢kthe dashelenartsofthy encasagac hWithdkat iafophbéat, ilentulllexlent he
Original NT KGR application, The NTRU patent application describes
a net hod for%tﬂtﬂﬁe C?Sgg%ﬁgib?)ﬁ&?%mf%?%qéﬂt‘ﬁ‘Bfﬂ'{}W@ ingssage expeer-t he public key
and the private key. It goes on to show how the 20 public key can be used

to tr forma sage, in the formof a polynomal, into an encrypted
form aﬁ@i s ?ﬁeﬁegag‘fbédg%w§a§é0p§er§@mfmgtm takes, abenpus k2 adramet aleresmtngnd he

original ne Y h f the encrypte ssage and the
public key 3’3‘?‘3%’??‘2@’%’08’9 E@% SRAEAR IBMBF%%%@ 2 LA HWERHRY ogy
in a feasi blhowegerythe fofictionmeay sTinglyervar ¥Rt 6 bhss 14 diffakg® LNeOVi de t he
‘means of transferring (or storing) the 2~ nessage securely since know edge
of the private key usually allows recovery of the original nessage. | 8
26 NOV 2004 Prefrabry, | the e ' Lnhg i.vate key and the
encrypted form .t{lye or ?%E%ng%% (%gglgé;tggggea{#ﬁ%@ugf P@e g%es%%go?@!e]%ﬁ HW’BW“F?He
messag®d canrigeordiagrie dlas/emeuht folyi whick thbueutpat @ithe fimctioh,| WEknoPRbA SR theap

failures. | ten%?m%gegagé pn%lrlle\f ast?Fnlplu ,\égc(:jeetdggtgi\y\eﬁnavgﬁile.ng failures were easily

The invention further extends to a computer program for carrying out any such

method, to a physical carrier carrying such a computer program, and to a datastream

30 representative of such a computer program.



- 5 recoverable wth a@. ven net hod and th?g gap failfifes occurr&d Sﬁ ﬂ)m%
that they were discountable (NTRU patent “application 13, p. 31) b 0
apparent, however, that the nmethod suggested for fixing wapping failure

-~ often failed to correct the error, and that gap failure was conmon enough
to effect usability significantly. There was al so the issue of error
detection. Since the person attenpting to decrypt the 10 nessage did not
usual |y possess the original, it was difficult for themto know whether the
nmessage had decsrdpiged motheeaipeyt OF thoQr ' ' i Lgrary
data.file is an a?%i trary Ier?gt h strﬁingseg?lr@i@ﬁﬂg%{hg%gh r%ﬁiﬁcggcrﬁ%ﬁéé&r ,O?as
descri bed i nd9EPHE ainial nNTREE Fatent erapyiteCetinptomprisingpt s ternary 15

pol ynom al s of a #{,] . i.s therefore necessary to provide a
met hod which tur ngd)gﬁgrg%gﬁg%gnér#tgg3%&%8%%?t 18 S engt h ternary
pol ynonbal s in such) apphying etnhaaerimnﬁr@f&mhtﬂ;ﬂ&ioﬁ%b!ﬁﬁfcﬁghﬂﬁo pol ynom al s can be

. . . t
turned back into the original data file. During a cipher®s normal use many

peopl e, known as at t*REWEPEE apBHalityef plpmentserfiatsecand29pehrtbak it. Where NTRU
PKCS is used, the t f Vi the.original nmessage, given the '
know edge of the en?%ﬁ%ecghﬁéé‘éég\é@%g%t ?faﬁli"i%@ﬂyé?ﬁ%’rﬂ?y, is far too

conpl ex to be per f orelmbnbyofche seetid type BAOLSB¥rting tBerdh €28 bRy ength of tine.
The solution for an tteacker to gain nore information than just the

i |
encrypted nessage arfd® ﬁ’é“ﬁ@lgﬁ%é“w.a@@emmﬁ@t@mumﬁéy Ay in which™the
ci pher 1ps used it NMRYendpdeafebs i ' . the attacker to gain
additional informati oen useéf ule ?Solgﬂﬁtﬁlég%efnuég{l%né t%%e%ﬁlé??mﬁrhsg af:]‘ui ck answer is
not to use the ci phéndichmassage hgker ahtotig dudhs of the fee@nihast ances, however,
this can be too limting. f ractical . purposes. The two addressed bel ow
are situations 19 %e%&}ﬁ{f@%ﬁ‘?ﬂ"@%’ﬁtﬁe fiest i thans givewmvalegid exactly t he
sane nessage nul t {cpligkitid, AL S firRktriWBhe QR W . an aut omat ed
system that nmght be accessed bng potoe_ﬁﬁli al &g?ﬁngg r.enr%.géhl“ﬁgg NTRU pat ent
appl i cati on descri bdlatppeionesdestitpdwhatlgeas tepraséroativiehd tled pher, but 5 does

not adgeess how a r r hine waul d go about .performng this
al gori ?F]m The theo(r%g‘!t1 P%@Fésgfﬁ%%gﬁkteﬁﬁ{l@gmﬂgpﬁgﬂ%t&QWI %‘FV“L’@W steps and
enpl oys mat henat i cs tdaist smtesMuncoarldmés o iR AlkStRcfales m qui ckly, and

so is naturally fast. 'II'lBe present applicants have, however, devised
t echni ques to incr ed&s Wénéeﬁ%’éntﬂfkﬁtfhiagdal gorithmdramatically. -._ 10 1.3

The Tunbl er Sol ut 'd9'?ec3\v'é‘i¥ﬂaeﬁhéﬁlgisﬁgé%ﬁpﬁjt%tﬂr&”st of the NTRU PKCS bridges the
and t Ccri

gap between the theoretic e practical & al so contains a nunber of
new techni ques that build on the advances contained in NTRU and can even be

used i g,o0th ar eas. of pt ogr.aphy, data signal processing and conputing.
15 Bel ggv ar SflbeePXFrrs‘lé’& ff@g‘%&éﬁ,ﬂgéﬁr fy PRI HY B I REHROTAIRE FBrIEcT icambiswtinn

wr appi ng andofBPmictioliyhiRntidddd@bees for the cipher to be usable as a
practical nmeans of securi-ng data one nust be able to rely upon the
“i'ptegrity of the decrypted nessage. Using the original nmethods described in
“the NTRU pat | i pon. t ther with the detection and 20 correction
system out | i‘ﬁgct r(glgg 5(:’/v ‘%th‘fg}sasp‘%&g)?ﬁ% f3yepeen Eh?é?jlstl?foﬁ‘élegﬁén?? _e of paEYiRgr ent

“bit to ten'om‘qjﬁv:fklrelshwduﬁacﬁk@tﬁﬂleﬂ@rckl%ujaﬂoﬁé)eh%Gédi&naﬂpwa R g‘i%isée.”d
of nmessage marker' systemto interface between standard conputer data files

and NT: PKng‘ﬁéll%Waq‘@Pmﬂﬁsmﬁinbl er contains processes that operate

al ongsi de the NTRY B ] ' | ow.t he use 0, send exactly the sane
nmessage mul tipl eFEt%l n‘ggéeorl L't%@tﬂl(ségog#lugﬁ?%ﬁi@ Sé?i‘f B‘?r?lf‘?’ﬁ?&(m ght be
accessed by a pot entpal, batéspedtive bitwisdhasstors;ui ni ng the cipher's security.
20 ~ ~1 6 NOV 2004 .
(b) forming a first word (X_q) from one bit of each of the said
vectors, and a second word (X)) from another bit of each

30 of the said vectors; and



- As well as analysinga full range of standard mathematical tools in order

to find the optinum solution for processifg the NTRU'PKCS, the devel opers
of Tunbl er's NTRU PKCS i npl enment ati on have created sonme seem ng?yg Ng(y 2@4
at'@7at

“anti-intuitive original nethods which process nuch of the NTRU PKCS

a vastly increased rate. In order to facilitate comrercial cryptography
using the NTRU PKCS it is necessary to conbine this internal algorithmwth
a great many mch@hi@@“@@é@%@@ legica ptmtions dneoneiopbeth' o thts®o@ai NSt conmon
attacks, to interface the cipher with regular digital 10 data handling, and
al so to overcone problens inherent in the cipher. The present applicant
bel i eves t hakrefirkblnfthe mietholidsschibenainpRiigyagks! N Tunbl er. 2. Mathemati cal
Term nol ow The NTRU cryptosystem and the Tunbl er version, depends on three
i nteger 15 par ame'erSPTERNPNGY Seated of Suthes surnerfdaf vdlues (i) to he)' of pol ynomial's
of degrge no greater j integer. coefficients. Note that p and g
need not be prine, b %ﬂﬁa@ﬁ%’UWd}e%]eecgé%gﬁ@ﬁ%’%?m;@D( p,q) = 1. and that q
will always be coaifeteriaphnotherfige wdrB@m_g frohfsatd $he BHEH kL LfP! ementation is
normally 3, and q is qor mal ly 64, 128 or 256 depending on the size of N

Ot her inpl enent at i off8% ¢80P trdengthrisecond werl (Yapframeaidomktheni t hi n the ring
of truncated integepjtpPbRITHRSidR G X L( X v-1). An element F a Rwill be
witten as a pol ynom al orﬁ%gh%es?:}tdﬁeft%’%?F, X =C o~F>..,FN-I Addition and
subtraction in R Wopkéoriminghioriss eperatids onaveh WhaYespéctive gr mal 25 pol ynoeri al

arith ic. Miltipljcation,, however, requires reduction nodulo (X '~-1).
21 ~ gﬁ% N OV 20021"0’1'*?61?45‘28;% |Omnce'f’éﬁbfthégesmttviegﬁqoelétwqyds h, K1)-This star

.multiplication is given explicitly as a cyclic convolution product, F* G=H

5with k N1 H~ ~FG&~+~FGWk-; ~FQG i=0i=k+l i+ jk(inod NIt
shoul d be ndtrelgradhatthe Hirs werdppedhesispedtive frarmeonts ateuabre@abyansd &l one

mul tiplicati : t t_the coefficients "wap around,” so that the
coef ficient lg%té(ﬂl\l | sﬁfg:osrgr%c?lﬁe‘@or 'cfrht%f JHWEH CRecse el stratoreh topether ant |
the coef i ciaathenfspatedscramie areliioed Wirkiubidge GRAL! b llondlidac ALFO O
In practice, one irgviliigéjall interested in the value of a pol yno%1a S

coef fiti ent <8Hp {9 ashicye thah ef fect many of the operations can be
considered to be occurring in the rings ZP[ X | (X N-1) or Z~[ XJI (XN-1), but
it is desirable to consider the residue of a single polynom al reduced both

modul o p andn gne W doment pibe fronmesical vallds #ld/sahe FamR dtkRricsRYAush 1of e
intention is_to reduce the Zg%é:lgefflm ents nodul o q. There are two usef ul

rules to remBHBEF RABAT VIR RBE MY & cramplgebeyepresented by terts.

20 The calculations may be carried out in software or may alternatively be embodied in

hardware, eg by means of XOR, AND, OR, and NOT gates,

The invention extends to a method of encryption and/or decryption which makes use
of the method listed above.

25

The preferred method of encryption includes generating a key by adding, subtracting |
or multiplying polynomials having coefficients which are in modulo N (N = 3), using
a method as claimed in Claim 1 or Claim 2, the coefficients of a first polynomial

comprising the series. of numerical values (x) and the coefficients of a second



- a (mod p) + b (mod f) - (a + b) (mod p), 25 (c (mod7p) X a (mod p)) (mod
p) _ (c X a) (nod p). 22 2004 ~ 6 NOV Ris not a field. Howeve?, t he NTRU
par anmet ers have been chosen in such a way that it is extrenely | k@lMﬂ\ﬁ o004

- appropriately selected polynomals to have inverses in R R is a unique

factorisation domain so, if they exist, these inverses are unique. L,"

consi sts of ] jals in Rw oefficients nodulo p. The el enents

of Lf, Lo an‘%J l%rl&g]la}s/go ar{fglgcth%?efrfeéPtﬁ{rgleﬁﬁ‘é@?réﬁabyalb%ﬁt(%re of a predefined

wei ght. Polynomials in L~ and L~ are defined to have, respectively,

precisely dgl(l~ and d~(t~ coefficients with the value 1, dg(t~ and d~(t~

coef fi ci ent sl Prefemed vegthed of deangtiheincledss nildigg,c oeifattie Rk Sma&i}-;lﬁﬁ%/ ing.
n

t he val ue 0. ' in .are defined to have d~(M 10 coefficients
with the valpt?z%%gﬁ]ﬁgﬁ]@: @Ehfh?‘%’ésewgicili Ehts mgdulp NHE gal)ussing a mgthod asl |

the res§ of ddimeddafdiaiet €T : Ot nomal s in Lj, have:
one fewer coefficient With val ﬁgg’l &E.?gggc%g\tlxsl ?fhaeﬁq%‘[tg)gbéowa\;é?w{}ﬁé‘g the

Overvi ew 15 STHes qlminesicabyalpesosy suethei weffvidnedoff sdcbii®polyenaaptempNghEs: a
key creatio ncrypting s em and a decrypting system This
section bri gﬁ%&;ee)%?rfnﬂ%g??%%%%gﬁ V%H%*)S/é'st hree systens and outlines how each
is constructed froma nunber of underlying processes. 20 The NTRU pat ent
application ﬂgs_cri bes encodi ng and decoding as very sinple two or three
step processd¥. INFRRUCRAHINSF ckippiB iRt atthputeh asograrh rfod waegingroy the divhiOTrl
featurgs, nmakiiRgd.tihes s..consi derably nmore conplicated. Each of the
three processes belo |y§{c eésaazl?i&bce ER ﬁec%’é‘?“ﬁerd?m%?gﬁ 89\;84 agriasiream s
i nteresti ng repesongieef sinhseconiues phbawndi agrans with their equival ents
fromthe NTRU patent 25 application (figs.3, 4 & 5). In the case of the key
creation system the process has remained relatively sinple. It is, ‘

however, in j t . great est advances.in,efficiency have
been achi evéﬂ&%f&%tfﬁgﬁﬁkgrhéﬂ %@Oﬁﬁﬁ“g{e 1%9165 Bt eﬁl-ié'rcgg‘ttﬂéfek'gﬁ or
creati on, sysesyingsodepwnildetodds irtthmppeantuldiohd By Bedl:Chf bitdid Rlsidahe
NTRU ent ag%gi cat i onﬁ.. - - 101. The key creation systemtakes i1 the

al gor i thm paPaifErer SONPYYEEy. The parameter p used in the NTRU patent
application is fixetehss Ber VEL o e used. 102. The
orivate key pol ynom sl ie’sérecsho?ggnﬁéeélﬁggﬁﬁ/mgrﬁég&g@ﬁ%o@é& which is 10
dependent on N, as eRes¥ed B, by reshectNERltwist entorgppl i cation ( 1.2, p.31 ).

103. The inverse | cul at ed nod . Instead_of using the
“Eucl i dean Al gor i(%#]{eﬂﬁﬁ?g%n%nrl%g %ﬁfﬁ‘@i"é‘ﬁ#&)}{%gfle PihoEsach ohthsori thit i s
used. This al gorit heridaschayne i Fecbh@ WRAPEX ) 't indfRy vioghangds with

Elli p?’loc Curve Systeg%_s)' _Ey Ri chard 15 Schoeppel, et al (Advances in
Crypt ditogy - CRYPTOUSSaid ¥eqigfseamdt es i n Conput er Science 973, ed D.

Coppersmith, Spri s 199 .. 43-5~. |t is possible
that the inverse (@ggéea}l{g#@%ffgt .mﬁ}?{“ﬁfesloglacgfe?p%gﬁ@n? 8t GPnHY tfoéﬁ 102 and

. chooses a new f |n iofpeewendsi ng this al gorithma process of fast modul o
‘arithnmetic through parallel bit operations on a vector representation is
used (see 12 for further details). 20 104. As for 103, except that the

i nverse of fThkSnvtion nalyas dRGH Bitdprabficd | 1,4 S L 9QhL L RM. &
process of fast nodul o _Zrithr_reti ¢ t hroug ﬁ%ﬁg@%‘i bi %ﬁoaglgrog?is%céﬁ'bﬁn%

vect or2 epr @sderet pohodimenswill iswebe d@prib@b by0Fay 6F veimss, Wik @EBRNEPEI 0 a
prime, it i | .to.calculate fromit the inverse nodulo a power of
that prine, %ﬁﬁg@%@@%ﬁ"‘%mﬁ thermati cal technique colloquially called
bootstrapping. This allows us to calculate the inverse nodulo q (which is

al ways a power of  2) fromthe inverse nodul o 2- Bootstrapping uses the
Figure 1 illustrates the key creation system in Tumbler;

Figure 2 illustrates the encryption system;



24 ~~ 2 6 NOV 2p04 f6l1owi ng principle. Ilf Fis theffhverse of f modulo a
power of a prinme p'", then 2F - f Fz w | I®be the inverse of f NDQJBON@\;'Q'UM
106. g is chosen randomy, in a simlar way to f, but fromthe set tg.

107. This is the same conputation as is perforned in the NTRU pat ent
application (fig. 3, step 350) except that the factor p (= 3) has been

i ncl uded for ease 08..,The private key is the pair f, F3. 10 1009.
The public key h ﬁ%lr%?gws%%tei)ﬁﬁ:a?gﬁ%@nSﬁﬁﬁe@§has been calculated in step
107. 3.2 Encrypti Sigukes Bl&fi@ceﬂﬁ@%ﬁ@hcﬁﬁ%lﬁé{@%{wﬁt stemis described, as it
appears in figure_2. This shoul d be conpared~and contrasted with the
original encrypti 65iUEpS: banddsibusitaiedhd cortchpt of 3 wNIfRihpetrent appl i cation
(fig. 4). In figu ol 1s.used . to denote the concatenation of
the objects to ei F %gr?e 85|hg1§t.r§t§gaﬁ(ﬂc¥er ﬁ&’ié’ﬁ(ﬁ"? Kiegts a5 shesked fwes ippssitle
originab nmessage eadm; (the plaintext), P, as a (binary) string of bytes

wi th an undefined_] ength; the public key pol'ynom al, ‘h, the al gorithm
paraneters N and F8Und, NUBtraes és micpl midvliart i psbedoTrandsm sainber Alchéaior
protection key Ie[}g%}hﬁd.MTA key), k. The process al so nmakes use of the SHA-1
hashing function, H().”SHA-1 is defined in the US Governnent's Nati onal
Institute of 25 SFgnmallifustraestre PRNIGPG1hE 98K Hash Standards (FIPS
180-1 ). It wll E.e under st ood, of course, that the plaintext P represents
the actual al phant/#Bf IEIB?“%‘?SMI)C“W@%&@@fQT@d@@Oem@mhd accordi ng toany
convenjgnt standa i r i on. r... .25 202 |f the cipher
requi rgg wul tipl eF_ ‘flglnls@?‘i[ lgsstfagér% aic? I?g%%ﬂ&?%? é?ftsflgtﬁ%mf)ﬂin?%iugo 'p?ﬂ‘{]ed to the

pl ai ntext bef or e Eiguredi3ngusteess a cicuit Bivgran e magpikation kndauld £s of random
data (K) are generated, and these bytes are used to seed the sequence
generator (see | 1). If no MIA protection is used then k = 0, K = but the
sequence S(K), IstrodatGah! Yy considered to be all zeros. In practice a
sequence of all zeros has no effect. This is not the same thing as S(@)!
203. The MIA key, K, forms the first k bytes of plaintext for entry into

the ci pher (Begbled™ if) theThtagd hemt Remnd o} ) i gi s _0f
pl ai ntext data XORed W th the out put o? %ﬂ%@@g@%gg”ﬁ‘?@?@ﬁ%r%ﬁO el‘511).
To encode t HEOREREFopIaHISHt mrpber of fliferent esgewgraphic algoniints dndendni-dlgdrithat a

the ci pher (Bse o) orhagis pult e grictor BRelitay crourd g Flefdice” ™
pol ynoni al s dlgaithmr east Hevelgpedces sied NBRW heorBl&ok! PNBEtaild fmdye Ve found in
Hoffstein, Pipher and Silverman, NTRU: A-Ring-Ba;ved LPublic Key Cryptosystem, J P
20 Buhler (ed), Lecture Notes in Computer Science 1423, Spring-Verlag, Berlin, 1998,
267-288; and in PCT patent application WO98/08323 in the name of NTRU

N Cryptosystems, Inc. The latter document will be referred to throughout as “the NTRU
patent application”.

25 This algorithm represents a breakthrough in cryptography. Departing - from the
traditional world of 'Big Integer' based products, it provides more efficient and secure
systems based on a polynomial mixing method. Any bare algorithm, however, is far
from usable as a cryptographic product. In between a great deal of machinery is
necessary. In the case of NTRU its unique style, which is the source of its superiority,

30 means that much of this machinery must be reinvented to cope with the algorithms.



- 1~ than N tens remaih unprocessed then tg,g remai ning"tens are plgced in the
next nessage polynom al and an end of nesSage marker will be creét (NU%EU[M
207. 204. Provided that enough terts remai n unprocessed, a nmessage

" polynomal is constructed fromthe next N and then encrypted. If the
pl ai nt ext data has. been 20 exhausted and there are insufficient tens to
fill the next nessage polynom al, an end of nessage marker will be created
in 207. 205. A random polynomi al is chosen and nultiplied by the public
key. The pr othistdopahyntaigbaibes tetuigea i ' This
process is identical to that 25 dggcr?%ggléﬁtlbﬂgfﬁﬁ%ggg%Fgggg%l?écgﬂon
(fig 4, step-BHHsyeigeesonteingd wikin Jambbeet Browlideashd perblénc draponatagdsiiat o

t he publi C Ke¥r ok e: i i 1om al is then packed to fill
bytes and ihput %pegl %i trﬁ)t %ﬁﬂééﬂéﬂgéﬁé gastY % 25 TeploVPE ey Bigeeplic feels 4gé

pol ynondal  usiphGAghd Tambéer us@efiovei @Mechilics h bislePloSO1RA Ll
“bytes. The check*#&Sh is conputed and concat enat egl 'to_theﬁéés%‘g)r%kge%l%fe ci pher
pol ynom al (see 6). The 30 output fromthis hash.forns check bl ock B;.

26 2 6 NOV i . : | i al e th _
proceeds t 021? %}goﬁg)%te %F?%%ﬁgﬁqrdu@&ﬁog tﬁ%ﬁé%%ﬂg@ﬂﬁg&g‘“%ﬁ g"lrl] f%Iglgb?r 207.

It.is unlikelryitdeaendentofdash nthexinddatial ¥ hsed fsﬂnFly @n QX RSl BSHbiRbL SIS Sage
iple of 19 bits for conversion into terts.

pol ynom al selpr even, an }gxaﬁt ng)ilt{:q ) _ _ 7
Wien al |t hd BSFIMBIR altRouehdbe Pollgving rerhigersconpll eorthiped stithin theeprpiemedss
descri bgd | NMT2RBler 28tbodZRant &11206 b essed, the |last.nmessage
pol ynom al is cor’%)l et ed usi ng h%dﬁggeo\?&ﬁe@éége&ngncﬁgﬁi%Orwlilgaé@n‘ 9)* % hj 5
mechani sm cregacetom <nd afenessagednakenehsdgey mbhanbik Shrge Bt phdidk Sanddin
i ncluded in tuhaqepﬁ)l ai‘anet etxt and ?rtlrfay nci) fit in the | ast inconplete nessage
pol ynomi al . TR TR §7RALEEt [ e B saabmchar k88 \BFotEcting; |froney arultiple o
anot her nmessagemplonneiia, - 1 Eisuth akb RUMBGaknd &EH%' L random
tents if necessary. 15 208. The | ast _nessglg{e&g(t)l?d;%ggn ?%Iﬁﬁﬁ%\{sssar%’?@nq{’he
| ast two nesydgerdEryhe NI PKESnelaomihng as et dwsh the DA henphyailiokeord,
messages pol y, 1 nd .of ssage rrker are now encrypted in the
sane mganner Igggpg :thegt %\}raﬂﬁ%geggrblgueﬁggl%§%8%“&@1532@@{1%’@”0oncatenati on of
each encrypted pol ynom al packed to fill bytes, but with the 20 | ast
inconplete byte (if it exists) conpleted with zeros, followed i medi ately
np y :

by its associ ated check t he encrypted nessage (ciphertext).
3.3 Decrypt ﬁoﬂ ﬁéﬁ@r{gﬁglﬂﬁﬁgg&g‘;?ﬁfF‘th"s‘f\}@!lem is described, as it
appears in Egur%@ It shoul d be 25 conpared and contrasted with the

ori gi nal BepbiTErY epsplenpricadon béuciibest henaltRUatherdreatiopl ofcetd orlated i g.
he 2 e S PEENEL, SIGENEL BB A67 Do N5, BLORG) S BRSKPIRLELT b B
correcil on IpebBt kepnan bt fusetewesanform a nédsage, in2hé IR YA INBRINTAKEY. K.
The process al so ga{es g@e of the SHA-1 hashing function, H(). In figure 3
the symbol (*GUEEY 12600 REt B HECE BeSARE HaSEBIC ofingeh theolgple of setrioviat ther

, sl de. original message, given the knowledge of the encrypted message and the public key

only, is far too complex to be performed by current technology in a feasible length of
time. The encrypted form could also provide the means of transferring (or storing) the

25 message securely since knowledge of the private key usually allows recovery of the

original message.



- 302. i is a counter used to refer, in order, to specific encrypted
polynomials. Rwill contain the decryptet plaintext data with t Reb MY 2004
protection still applied (see 7). 303. Each encrypted polynom al and its

- related check block are reconstructed fromthe ciphertext by sinply
reversing the packing sequence used in 209. 10 304. The nessage is
multiplied by the private key, and then by the private key inverse. This is
i dentical tol.2héangpoyeBletefedetiotbed in the NTRU patent application (fig. 5,
steps 570 and 580), except that the result of the first nultiplication is
recorded i n Usise th¢ pirisaindegedd fthe ewrrypred domi,ehe ioviginall me3gie cAn hnadilyi be nade

of e; and b;, int %@gearrg Wa%/m’gs that of e; and. m .in 205 (see, 6), .
treating t he SHREFSHht e IE JTiTEarangot bareepererl@isds dus 9l SFrensaaied frapping s
hash is compgr gy Widkitrek gt tRNSALTLE Crdpingd Tailli& VROl
error correcti %ﬁpngedrse to be enp 1oylg%li %ﬁgg&pgﬁh@nor@gﬁgj g%tltny suceﬁgh%tgﬂgs may
need to5be catculratledvitsi gyenhecthadené ;thatl gapnfailukeh ecefrordesdomrelf fthati tiag t o
record the state of the.h function after 2Q the ipput of e;, but before
e’ nput ot vate. d3eeotioie SRARY e ralcainmo| Bl doic nlCREesih PR
created i n 3QGydReMhithee ﬁﬁ%ﬂ%ﬂg@@{eﬁﬁeﬁﬁﬁing v@p’appihé fARREBREMALAR] kb 6oRed: 9i Nal
ith message polynom al. The tens of these message pol ynom als need to be
converted baldk arrroansi thet gap&ilug) waThpmmponusugh om effsct2Bapitinf signmfigaitly. set s
of 12 tents...307. T it.to nt _conversion converts sets. of 19 bits into
o subset of TRE*sesainat bbb SRR Hrdf dee aincliot i Hpepl i
menber 19f t hingssEdaRnot hsdﬁlz@@&;‘é%ihé OfigkaNViek s @fficRRGKr 1heinGo Rbb& wigkiher W se
it is not a converted set of 19 bits but an end of nessage 30 narker (see
9). 2a ~ 2broveme rddecrypied cemectlyras nebnverted into bits (see 8) and the
result is concatenated to R R is of course a binary string (representing
a. sequence of bytes). 5, 309. Having decoded the previous polynomal. the
decrypti on sustempitingnenpisoarerdsirdrp datacfilaexan ey plagtipatiypoibmbry Egls. | f
the transmtted check bJ ocl%ﬁgqes not, mat ch_the hash created in 305 then the
decoded pol yRBARICHNT 35, depQibydin dhporgingi AT patesd eRglicationy FRSHRLS ferayy311.
IT thegpti O?Q%n&ﬁfa%r of RTLRE UL 1§ i8Gfd¥Brd RS 8RR BRIRCL bRV RHRA
attenpts to recover the original nmessage pol ynomal (See 5). 312. The
error corr ectuirona dats fidennid b bequemisrdf fhad Rerigls tesnery pslynomfald in sush s weayabaf ul

then the 15 | 1.1 b; i ff b; .f .cal cul at.ed | 4) i
accept od as MRaeHSHE Srduetsd o BOY RO o baOER 6o BRer eOROTHIBR RS
normal . 313. This point is reached if an error has occurred and has not

been corrected. The original plaintext cannot therefore be recovered. In
nost cases t Faripg@ @phessgwgaali use panyi proaled kaowk as htackstsag@stapdy $ttpmpbivcause

nost us@s of KCSHA { l.e_iniac - oLt 1S . i.hl.e,
however%;% Si n%fe?l? to re%ﬁgﬁm gﬁc\gnylge§'e%’f {ﬁ%h%S%ﬁﬁﬁﬁ?‘ﬁgé 6?%?%?@)%?%8%% eto
the current ghearthekhowkdgagé tigobynopedimessigdeparidoths tiagéic 3@, ondydiscfantdonue
cas normal. Only those plaintext bits directly converted fromthe, inaccurate
: msas sage pol yﬁ@%plgfc twl?qppg!gorgfe)f;(ielaf I@ﬂr_rentltechnolggy in X feas?ble length of tinlrle. Thf:u

solution for an attacker is to gain more information than just the encrypted message
and the public key.

25
Depending on the way in which the cipher is used it may indeed be possible for the
attacker to gain additional information useful for breaking the cipher. The quick
answer is not to use the cipher in a way that allows this. In some instances, however,

this can be too limiting for practical purposes. The two addressed below are situations



- 25 314. An out of rafige set of 12 tens indicates an/&nd of nessage marker.
All previous blocks of terts are convertdd to bits and concaten& ENDY 04
Finally this block is interpreted using the end of nmessage nechani sm (see

9). This may require the renoval of some of the bits contained in R Terts
t hat have not yet been converted are 30 di scarded. 29 ~ 2 6 NOV 204 315.

At this stag\% R iﬁ.t@e.%ai nt ext daia with the MIA protection still

appl i ed. The PFIESY 15 BYERE 9 57 TR MDE Rey wmessauvonsltipletimssdrt whaeede a
sequence gengisAtofo sof #Y an Adiohs Mﬁ‘t . 1.Qn 1 S US then k. = 0, K = G,
but the sequence S( K)Jﬁi) s 1ogical Iy e@%ﬁltsa?%téé@geﬁ%ceﬁsgﬁgﬂyla%Oé‘?rﬁ’é‘! alfackef act i ce
a sequence of all zeros has no effect. This is not the sanme thing as S(Q)!

e QUtout g S G AgRR 1R 1o prosuce P (see “51E. e ceoverea

;E?Fﬁ%gﬁggigﬁﬁ ﬁ;@?ﬁ?ﬁ%ﬁiﬁmcﬁ@@& el ol st 08 et v 1
gitaal refesedy ¢evpelepnond amplodb mbthd@gicy Matt he

o (roa 6 At RabHeloat e B pERE: Rk pid sisiebissibafiot 1 chhe ppart 10

B0l ynom al oak usual Ty be T eroverey hyidks SRRl SRELP oyt SpBRE TR

the i nverse @RI Ui o p ( FP * f= 1 (nod p)). 25 The polynonmial a -
satisfies a ---- f * e -- f*x~*h+f*m(mdg) =f*p~*Fy=*g+

f* m{god g3 TR tihbiE R 10 15 20 % 26 Nov 2004

Tumbler’s implementation of the NTRU PKCS bridges the gap between the
theoretical and the practical. It also contains a number of new techniques that build on

the advances contained in NTRU and can even be used in other areas of cryptography,
data signal processing and computing.
15

Below are detailed methods of detecting errors and correcting both wrapping and gap
failure. In order for the cipher to be usable as a practical means of securing data one
must be able to rely upon the integrity of the decrypted message. Using the original
methods described in the NTRU patent application, together with the detection and

20 correction system outlined below, this is finally believed to be the case.

[ 4 ] . + . . - .
A coherent ‘bit to tert’ conversion scheme works in conjunction with an original ‘end

of message marker’ system to interface between standard computer data files and
NTRU PKCS polynomials.
235

Tumbler contains processes that operate alongside the NTRU PKCS and which allow

the user to send exactly the same message multiple times, or to use an automated

system that might be accessed by a potential attacker, without ruining the cipher’s

security.



- Consider this last polynomal p~* g +f * m For appropriate gararret er
choices, it is possible to ensure that i®0al nost eveén- case aild bHV 2004

coefficients lie between -g/2+1 and g/2, so that it does not change when

" its coefficients are reduced nodul o q. This nmeans that reducing the

coefficients of f * a nobdulo q into the interval from-q/2+1 to q/2,

recovers exactly the polynomal a= p~*g+ f *m "~ Appropriate paraneter

choices' refers primarily to the values dg(M d~(l~ and d~l~, wdefined in

2. The | ‘ t th ti f fficient
" the. pol yramarerpedSed fil bRE: OF §ahd nadhslielfilone Torordsnie Anckige
probabi i ty ehatum wdefohi fireprbcdssing e aJPRE PREOZNGRE %V%}k rs B8 PLOBR O
zero beconesyﬁmtpm'mv&gver, .these val ues al so dictate how many posSi bl e
pol ynomi al s JPPiEBERtatigh have ratdde s@ho secrinplye ffte attintiee tdtizinal

ci pher's se it B these.av - e enough, there will be too
many pozsi bICIgH\I/lgIM?J{ggICg#J ;%%gggﬁgck%&itfﬁﬁﬁlﬁ*ggﬁ%a 338 V%l%ﬂ%’élf’_@a%l Igtfess t heir
exact value in a feasible amount of tine. If these values are so small that
there is no I;ﬁhagce tethaLi any of th(le coefficients in the above polynomi al
will lie out'di B8t R TR econnesil erypigeraphy ismet the NJRWUBKGS ufis heessdrpher

w || be combeghaseh thi : i used in .Tunmbl e ive a
probability gf appr otiliiggg'[teg[?a g/%%%lhﬁ{ﬂigvgglfg%gthemﬁﬁl?aﬁ%?ﬁ ciqspgﬁgséqp;qw% | |
have a coef ftheicanter's hset againss comtrmindertacks tb divgEacedthd dipted Wik reghht i gRANS

that t valdé(?agl]; dzorre 1gcﬁef‘fici ents) will be translated by tqg during the
first step iM 08CTAMy*KhasqitP 10verremes prpoblemsvigherantaint e eiphenl (Bhenpisdd 3.

25 31 2 6 d¥pNcdBbelixagmizealFoouisats BecPadfiled iPtY SR, Vi SUal exarple of a
wapping error. 5 Figure 5 graphs an exanple polynomal f * a that has been
reduced to the least positive residues nodulo gq. Fifty coefficients are
represent ed py  dot,s pl ac at heights relative to their value (between O
and q). Thi A—&h@ﬁ%ﬁ%ﬂiﬂ%@the decoder will recover hal fway

t hrough t he decagd; T y tal is .displayed usi t he | east
positive r es%uﬂ%‘gsggg@ﬁmtl’hgﬁ %P@r}%l gg&éédt%?l?%n%ﬁ%%ﬁ? o1 .tﬂgaew‘t%geﬁomer
of 2 ika c qrapam@ersWivid,g)l ervieunssDeLS L), 17t RESEF fIg8sRRIs dNdQkddelo g&,a{eg_cover
t he nessage &ggwpol gom al must be shifted into the |east absol uté& tesidue
cl asses (bet! ’1-13% igteger gRatiigionys: Nasethabp anfig waed mohbe fanmg bt it skould

pol ynom al hat_ all the.coeffigcients, that are nost |ikely
to wap i ncgj;é %gil?ﬁeyﬁgér{tg?(g%%@ét Zﬁa@otg%tt%g’%ﬂ:? Reth eﬁ%ﬁfdreé% largfg than p. In

pol ynoni al . .thHivenbégnisnpileméritgitn gist madmally thenliSy gianpbmidie 64,ema8f keg as
501). Figure G%Igpows he. sa pglé%norri al as in ?iugijre 5 except that 1t has
now been shi FPERYREHIE §E108 As t Oiss fnpiemeniasprnronld wssbervstigho . The area
that wgs marked as 501 in figure 5 has now been split into tw and is

mar ked as 601 and 602, The 20 coefficient that was marked as 502 in figure
5 was just &¥v@otewghiz theréingnd thasatchdntegar polpeeniahRf + XX 1hyag and
“now sits at eliqg lggiet m .of, the %{/%ph (mar ked as 603). This is the form of
‘the pol ynomi‘al thats w11 BT A5 A RUEPSRRIRhOTRVECHOTor der to recover the
original message polynom al. 25 Figure 7 graphs the polynomal p~ * g + f *
m relating to the polynom als graphed in 5 and 6. This polynom al is not
reduced ”Dd“ﬁ“gN_Fx’Qﬁtﬁ t{lsl hoped that its coefficients will all lie in
within the ran -g9fZH¥1°totg/ 2 so that the polynomal fromfigure 6 wll be
an exact match. If so, then the nessage will be recovered w thout error.
This will happen, with appropriate paraneter choices, in all but a 30 very
smal | fract ikl eadesbtractionhirs R2xestRb eint prcE9T tHeC kHRd W kedinago 403 |ies
32 ~%’I5r]6 NOV, 200. ut.shiﬁge. t@f stated range. This neans that the o?ynon‘i al
f * a4hat wa&yng%ﬁﬁnf FicoifLimicapipm. howeyen taavias redaction mogdb wiGi. al
nodulo q, is not the sane and not :equival ent nodulo 3. The coefficient 701
has been wapped to the position marked 603 in figure 6 It is inportant
that there exists sone neans by which it is possible to know whet her ornot
an error has occurred. The polynom al is known only to the encrypter, while
the polynomals g and f are known only to the decoder, so it is inpossible

to predict whether a wapping failure will occur. Detecting failure
i nvol ves the use of sone sort



- 10 of a check hash that confirns the integrity of t{e original hig
the encryption/decryption process. Such %?check is also necessagf/E ﬂ(ﬂumm
prevent sonme forns of attack. 1J 20 25 The mechani sm enpl oyed by Tunbler to
- detect decoding failure is detailed in 6, and the neans of correcting
these errors follows in 5. 5. Error correction Wapping errors were a
recogni sed pr.pble t, the ti .that the NTRU ci pher was proposed ( NTRU

pat ent appl i ig‘:{ F%rﬁi?&f. éffnobpis ﬂgﬁ?l?h%%\‘ﬂéﬁ; Thisetqrouliinbcatisgge gtved ekplicitly

resol vi ng t hissa ¥@sicicbaygtion glddg;d not correct many instances of w apping
failure. The net’hod involved shifting the polynonial a from above, by a

multiple of 3. This changed the value of the coefficient that was being
incorrectly wrapped so that it was not wapped, and did not alter the val ue
of any of the coefficients when they were reduced nodul o 3. Unfortunately,
this offen caused a coefficient, whose value lay at the other end of the
range, to be wrapped incorrectly, where previously this would not have
occurred. Th#lithr apping error correction that was suggested also failed to
correct an error known as gap failure. This occurs when an incorrectly

wr apped coefficie has a valwue that is 33 ~ s ~ov 2s4 at |east as close
to zero as abcorr gcth:§ o apped,Goef.fj «i enty o, ¢he sare sign. This was not
originally considefed an igsué, as these/fiabd uires were thought to be
extrenely rare. A gap failure can actually occur once in every ten mltion
pol ynom als, which is sufficiently often to be noticed by many
applications. The principle behind Tunbler's error correction systemis
sinple. |f theheulideatoter thar thihrpédiady e 8Btk SORRBEbolyho Qg?nﬂ{i fdaBHhty 18
t hat tgzre are N coefficients which, viewed naively, could be Wr ng rn - 10
two posSi bl EXRERIEWRE FOEISENEd Y43P Asgor.) 58 thatl thesheffiTheat of @Bus dombimed be
mul tiple siny hg er 0SS «@r.ror 1s therefore
equi val ent toh%???ﬁgﬁ%ﬁ%égé@??ﬁggggkﬁﬁgq %?%gf?eﬁﬁﬁl onﬂ%?mﬁh?F$V6Wé:ﬁorks.
Due to the meetiiaensiolf ¥handciopmer this woul d take an unfeasi bl e anount of
time. Furthernore, the error may not even have been caused by decodi ng
failure, but by an error in transmssion or a deliberate 1 J alteration by
an attacker .InPagetitedde e us@lpidtQBstd Sinbfe @%luQ Btk E&yﬁ%ﬁal’ts NALsf A 1?111

possi b errors are born equal. If one orders the“possible causes oY @rror
from nbst | i%kel § lpsHieetaaeny oldae pperheonsaandetaoesidéryd ef be otanting aamehingan be

performed f AC AU 2 eRrok. . | ractice the 20 nost conmn cause
of a decodi %D[%Q?fuﬁe&\?mzfo[?q%ge%ﬁebugétu e&ﬁ 5&8%?@9%‘%; égggs@w 8f & §aele0000
(for the parmigtoanalchkdiedbotuns@nd pyndged in Tunbler). Recalling the cause
of decoding failure in 4, the algorithm paraneters have been chosen so
that a certain polynomal's coefficients are al nbst al ways inside the range
25 -g/2+1 t Aot Within the.range. ecodi n ailure is
said to havgvvgé%g?r E&OT excrﬁgﬁglg& E)I?Warh %%dg?f(?agp ént 5%?qu@ IBJngF%Hapet Fs
‘range 2&, i reopffctdnitrmpdbgut 1 in 10000 per polynonmial. The chance of two
coefficients falling outside this range sinpltaneously is less than 1 in

| 00000000 per polynom al, and so on for nore sinmultaneous errors. Al so,
when a coef fiigresnt thahksu i i i L Wi t 34 ~ 2 6 NOV
204 always fall outside wt%ﬁggengé&gb}éwﬁg?r%dﬁ}ﬁp@%%Lﬁé%{ggl}t%grer?he di st ance,
the less likely it is that a coefficient will fall at that distance outside

the range. Further when.a coefficient falls just above this range it
will be Waﬁpea?T8g2L£bﬂm$£%"éﬁ+t dmedide. Wien a coefficient falls just

bel ow 24i s rangemdd W 4 (R& Bgdy Lo, & I N the first case its value
will be g too gﬁ(nl I ,_;W\/\hig:h rfééwgg@ t%%t??tqij(#pggé X too small nodulo 3 where
X is the snmallest positive residue of g nodulo 3. In the latter case it
will be x too |arge.



- 10 This provides a si-nple nmeans of finding the errof.” The values that lie
cl osest to the top and bottom of the ran&g -g/2+1 to"qg/2 are ch?cb(mv %d
attenpts are nade to correct their values nodul o 3 by adding or “su a ﬂ%g

- X (dependi ng on whether the values are at the bottomor top of the range

respectively). 15 -Figure 8 shows the sane graph as that in figure 5
(explained imn.A4). ea surr jng the line g/2 is highlighted and
mar ked as SO%A%-SﬁDé a-lc%gq" ?foé‘feé?‘ft they |Ragamgtem have bes chpeem iarsech hevaynis t hat
are nost | i kel iy eik@efnaly IReBFoLiT B priatdl: of their .proxinmty to the line
q/2 the first 5_coeff|yqi e_%t s a%?géplrgbe‘l ?%g&mb@ﬁ?lségh,av%]@ge%?ﬁdmﬁei 1SThe
most | ikely dadis@uedhciomsagon demainwbdf theytehit, einsé fiveiseidreMideed 802 having a
20 value that is x too small. This is exactly the error that was descri bed
in thet e_?ﬁrrp:ﬂe in %hﬁand add;;fp;dtgthi s coefficient's v_aIt ue woul dti tnﬂeeql
correct it he drainsisEhe afl oA ROR AL grp 0 correc ese
errors depends heavi l o)r?@f}tr?e use to |Cgﬁﬁfcﬁez&clﬁlﬁﬂ‘g?pi iﬁ%gke%nﬁlﬁfiﬁa[ﬁd t he
pl at f or m upoAtiischse havegobliciegts2Boduiplre benireds a Pled@RABPLRidk AU TS
gi ven bel ow. . The m se his nethod is that efficiency can be achieved
byt mallfi 280 (r)rgluf ?E) I‘E‘g‘:rl 26??}3‘&:}%{“8‘51 t%ﬁ%‘@nfﬁdsﬁefégfffﬁasﬁc'asltypé@?] midted¢(,lrv1%)m@at_ ﬁmnﬁgg?
out o B e S W CQnr e the fir af t enpt . is probably
best, in terms of sSeeedl,’ lg@gc%gc mcc{eﬁfgmgrﬁf)l“ﬁ@s eﬁ@é’@i‘ﬂb@n@ithﬁaf@mmmﬁe

. i : i -
T that £1 1 st 0 AtLemnt . arl e PO e e P A B GRS
are onlx(/J occl? lﬁlﬁn'isﬁvqﬁh@ed’ﬁ'(ﬂ'érlséﬂ*d Gtk | icneffiventy VHEDOR ydleynQritdlesall e
speed differaresfikbefg | and wi.ll .only be ingportant when
‘constant flow speed I8 aﬁﬁt?géﬁeetggﬁéggea?ﬁ%%oqﬂ%@%‘?]is% l%/f’é(FémE Thave some 5
advant ages. @sfBpicappitopaliat.co @lowiteastd seavhehbew) , it will fix all
decoding errors in a reasonable tine. After the first few steps the
original data can be stored in a very efficient format, and the original
nodul o g dat 3. nepdriiewer be referred to again. Figure 4 is a flowhart of
the fol | ow n% error correction algorithm No equivalent 10 al gorithm was
| presentéd in hﬁ@umﬁucwtmmﬁemmfma@ bﬁﬂneeTJ@:b&afe's?%H@f&k&%;?&é&g#g&{énﬁs a
count er part toethe tflovvchart de%grl bi ng the decoding system (see ftigure 3).
401. The err 8t “BREEVERT Bt e REBE Sysiemalldés sertion peefyeteenisefbandfy. | t

al so uses t hhefy thvRls9stkRY ahA¥QLES L h rivate key. itself. 15
The correction Ievelsgf:letern‘i nes hovﬁgaréﬁﬁﬁg&%ﬁ%?&ggﬂ%&wgﬂ fHEPHENg houl d

conti nue. ThEOE®$E correction nust be non-zero, or the error correction
routi ne woul d never have been called in the first place. Alnost all errors -
are fixed very rapidly. The correction level allows one to control how
certai @0one Thn NIRW batenicdppRediioh desciind oho ShCaue than decode
failure. An %gbitrari |y high correction Ie?/eg \ﬁena(?iﬁgtagg% eSl%PIegH@ %rror
is in transni&S BFP PIRSESEs: clhesburmbler pnplessstation teniitrodecddmanan additibsarily

“T'ong tine. : K (o] re extr li kel .0 be corrected in the

“first few afft%gtrlrlp?%g’sgalkit}%i @E{eh}(gerg B?Sec%@%%%nt%e EB%BL??&*@- ViEeh ofuhe khiget hat

the chance ofroeesyet balmeel alet@tbe@rwigh the hARULT Pirhe dﬁa%iﬂaéﬁhﬁtistinﬁr{)sﬁhénl{@e of
p e

the polynom al to decode is nore likely to be 25 caused by a pro hat
occurred durfTPHhEEST FHSH sy spgsams mathndhesagmpiivaltngs dam ahd NFRIY opitérme
takes 2f the;hakiticdeended ,@dyq pol ynom al a;, and the cipher polynon al e;
These rel atp@ﬁt olthg %%jld’yno%i)'al s used by the decoding system (see figure
3). e; is only used for creating the check block. It is possible to avoid

repeatedly j nputt| e; into the hash instance by recording the state of
the hash f uﬁlglttb%gasgpf @g key creation system, the process has remained relatively simple. It is,

however, in the key creation that the greatest advances in efficiency have been

achieved,




- 36 26 NOV 2004 inby;ting e; and then Egturning tdf?his Staéﬁ&ﬁigﬁp%ﬁﬁ of
a new hash instance, when a new check is“required. The table °| b
constructed from experinentation and allows one to control the order in

~ whi ch varyi ng nunbers of concurrent errors are corrected at various depths.
Since alnost all errors are corrected i Mmediately it is hard to determ ne

i deal val ues ﬁokngh§a¢ | e beyond the first couple of entries. Ipso facto
t he exact values are o ittle inportance. 10 402. The corrected |level is
sinply a cou r.used to.co re wth the correction |evel. The value j is
used i n conj E‘%%t thﬁ‘% ‘Erﬁat{"ﬂgg’?ﬁﬁ’j_@ ‘%chlhedt &$ litsanpsaratin diewro Wt figs3i of the
currently beNﬂ@lmpﬁana§§EEMQ¢yalue of x tells one how much a val ue,
incorrectly wapped nodul o q,” has been altered nodulo 3. Mre generally, i
the value of p fromthe NTRU patent application is chosen to be sonething
ot her than 3 thﬁﬂ X w |l be calculated as x=qrenp. 20 Centring a i}

pol ynonPal nbtul bi% XFerasatiop syaisnt taksy int thenelgorithen Ipersicterb <6l andegr @hE due

cl asses (cenpdredeRF QUREH ZEMRINTR | d.be.not.ed that it isS not necessary
to use the rlgnge -q‘/92+1 to qZNZ. EI]r{js%tpeglgl(ﬁl(;lt))hnc uy, jf lxﬁgzopﬁé'rﬁ?@@"%loﬁwfo
g/ 2-1. 403. vealuesthovlddwiused.a |ist is created which will order the

coefficients of a; by the 25 proximty of their values to -q/2 and g/2. If
val ues exactly equal to gq/2 were wapped down in step 402, then negative

val ued coef f{g enhs rshoul [ St fqre positive_.val yed coeffjcjents
with the sane absol @g%algagﬁlgﬁh\%?{?%vé}oggpﬁnde %gg%ﬁﬁ’c?qty&f’eﬂh%? o
-q/ 2 wéPe w@qype@pnupni\fi,nsddsgilmdammmasmdta@dpﬁlnafibmug§q.2$p.3t1 le list would
bagin with the coefficients |abelled 802, 803, 804, 805 and 806 in that
-order. It is possible to 30 record only the distance of each coefficient's

val ue from (118, elige imkrschef ya0RIANed thoduld s Tnsed HWi200. LS NALUE

itself. The whole value is used bere as It makes 1t easier“to f he
process. 404Algapithan,” tsimere edipiens 9A eit fvesse Alberithri’ gs ned. g dlgdriethm was

| EEEY : d..405. Kk is initialised, This wll trol
e number oP "oy A MRRT, 7Rt RRL tihian wieh o e e Srers Ty i 1 1

a checkSis n¥ddecdel, cont (ddaatdsantdrypmiapredr RN TdsCir e ,re A0 .4 one
t akes the cugrent ??p%a at_which c eckog@shoul d be nade ?ero%efﬁrgcf)g‘gf‘g? If .

one is on thH¥§HES LytCoprerstdh Sptingerdieelori New pfook et\95eps a5 @), &tiart at
depth 0. It guledniRgnd If vial .S, no_|arqger n the one for

t he previ ousﬁij3 t r?en_ t he?%avggs tggg%nﬂnegﬁsé'c@etggkc? ?euﬁfl%&}’ﬂls&@w? &H‘Ei chopses a

al gori t hm wi tew npigleraénging this dlpeithexi pradeseoPfask mokilo arithmetic through

parallel bit operations on a vector representation is used (see §12 for further details).
20
104. As for 103, except that the inverse of fis calculated modulo 2. In implementing

o this algorithm a process of fast modulo arithmetic through parallel bit operations on a

vector representation is used (see §12).

i
e

25 105. Given an inverse modulo a prime, it is possible to calculate from it the inverse
modulo a power of that prime, using the well-known mathematical technique
colloquiaily called bootstrapping. This allows us to calculate the inverse modulo q

(which is always a power of 2) from the inverse modulo 2. Bootstrapping uses the



- 407. The al gorithm searches through all the k-tupleg"of coefficients with
val ues that are no nore than a certain déétance awaj‘/--fromtq/Z.?Aﬁ N[W%_D 04
point it is determ ned whether there are any k-tuples left that have nop
- yet been checked. A k-tuple that has been checked during a search at a
smal | er depth need not be rechecked. 20 408. A k-tuple of coefficients,
whose val ues Oqtlll iI(ije.vx,i.tihi t.hﬁiﬁgi ven range, is chosen. This k-tuple should
be distinct frOWSHPrRCp ﬁp‘l?gI nysEss afdarpdubos pevertofa mpine’h tieni AFer At i on
of the al gor Fthin bd 1 iwdrdeess fRfodhldg*ehosen k-tuple are then altered to
conpensate nodul o 3 for a poSsible nm's-wapping nodulo g. 25 409. Using the
altered a;; the .decoding process is conpleted. 410. A check is nmade to see
whet her the -P@codéd ‘pol égﬁm ?I .and the cipher polynom al pass the integrity
check. 30 ' & RERPSSB R8B! 4 ima similag way itnf, byt from thesst Lpassed then 6; is
accepted as the next decrypted polynom al. 412. The possible k-tuples
havi ng been exhausted, the search is now extended to a greater possible
di stance frob% gitas is the BamT kempahtien of id hefdrakh ¢n GBAINTRU at&# \éﬁﬁ"{]ﬂﬁgn dept h
at which one@sh?uld ii(ﬁp searching for an error in a k-tuple for {He
current val ugof> ¥P 1Y exqapb thabibp fastor i 3 rhae beetsinbloded for e fbeen
searched, in relation to the intended 10 extent of the search, is
increnented. There are obviously nore economical neans of achieving this
t han havi ng H&d8F peved kepisihepair 4F5. At this point a check is made tosee
if they;gorrected |l evel has yet reached the supplied correction level. 15
416. |If checking has been perforned as far as the correction |evel
-speci fied witi%oThe baMidigyst aRpekkndie 41 - ed_ pol ywnom al ,
‘then the search isbabandgnegﬁgnd theps%glgg?fr?bg%é %Sgﬁgl?ﬁaégﬁ%g%}nrsé%gﬁ]
Realisticall% évith g mnimumcorrection level this will still only occur
when the errdf FReryRieR by somet hi ng other 20 than decoding failure. 417.
One increases the nunber of sinultaneous errors for which the correction
procedur e i sHeis thieTpapblep ergsyptionsystas is Tereribedyms ifapfeas i fare2! EhigsRaled.

Wien an end s K. | . nd the search. is begun for a singleton
error again. 4%@5@22%%%????{%%% egjet Figipyl Feyptiog systencdesspibyghan the
fol l owhg exdRRUepatdmdasplicatiomfg.digt ai | how the table Gis used.

fg

In figure 2, the symbol || is used to denote the concatenation of the objects to either
side.

20 201. The encryption system takes in the original message data (the plaintext), P, as a
(binary) string of bytes with an undefined length; the public key polynomial, %, the

i
-

algorithm parameters N and g; and, if necessary, a Multiple Transmission Attack

protection key length (MTA key), k. The process also makes use of the SHA-1 hashing

function, H(). SHA-1 is defined in the US Government’s National Institute of
25 Standards and Technology’s Secure Hash Standards (FIPS 180-1).

It will be understood, of course, that the plaintext P represents the actual alphanumeric

{or other) message to be encrypted according to any convenient standard binary

representation.



~ 39 ~° 2 s Nov 2004 Exanplea = 45 - 117x - 127x2(<.45x3 -11 : | T
128i ndex val ue sign0 45 +l 117 102 123 3 45 4(117 | ndex ?)5 il 27394
corresponds to the coefficient with the greatest absolute val ue.

- Thel5coefficients with indices 1 and 3 have the sane absol ute val ue and the

sanesign, so it is conpletely arbitrary which of these two is |isted.
first. For the restof the exanple 1 will be Iisted first I ndices 0 and 4
have the sane absol ut eval ue and di fferent si gns, assum ng that one uses
the range -13@2;1@%]32@ LSk : t.20The . It| ng ord ring will
therefore be {(2, - ?hé(éqﬁ'uﬂfi iyl rﬂs?}ISSI‘(IBA%ﬁ%PrPEFCHB‘)‘}t i§ 1339.@183@03 *
42 + 2. Ther&feqvlemtaxtbﬁ‘o&‘:':ﬁommg@sree@he) ForBlnbhize £ abl

k=430j =1 3 2 g te- 2 6 NOV 2004 j--2 11 11°4 cs%ﬁf%d%%géo&)—
15 12 11 1 TFﬁesgeP%rB ddhessbytes prrcissd de S@dd@esqqnenmgcheramr e §Kl 19.0If no

errors. slf atppAYp B Qr s fi cov nd correc then the
checki ng procedur(argtt\‘/:\,ié‘ﬁﬂﬁl L Qse tgl?%p;épedg e @r E’Bte r 8P BERS 58& fshlogicalfyt enpt

to correct th@sgieu@il tetbcrmllezero@rhx ;trhmicealr@qﬁéiiéébf BI® zerbd Badho éﬁgbt ljﬂ%s';n&re

none, so it oceeg% gl etons in the ranges -128 to -127 or

| 28. These r ﬁggle H%Eﬁ ne such, as pointed to by the 15 first index in

the sanple ordering, i.e. 2. Since this coefficient is negative the

algorithmattenpts to correct it by adding 2. For the purposes of this

exanpl e it sAl-IThed B8dandtl foras thetfirs: £ wjtbsof phiineet 66 tatky irfo the QfRr $RQUIT
ns until one has 20 tried all" singletons

continyg tr correct ,sin

in thquanggénﬂlggls Ig thefztt@HBYve‘?% %OI‘§8131 Prics é’feﬂl%ﬂﬁqlﬁt fAe X QRedymathoths i n

Uhat range. edpihosieoisiiert deeRek (8 1101 Y, oS ECLORBY iYL |
ci

there are no pairs in the largest range’sp
and t her ef or B*EH@IMIR t Conueit Abe shinaryhdate inve tmmy riawonfer Goafitl Heatdmary

searching fo I nor e. ch starts where it Ieft
off in the p?OI %ijsagr(g{\k/%at%ﬁggecig&ctﬁ Q CbWheé(Seaﬁﬁ?@bqés tergary Hgits: ef ofsstsdown
the list up fcmmathelﬁmséage)boﬁiﬁomi)dis th@t BMOthBP bR cRREEBY IR I‘K(‘i@rgah? ffé%’é?d

Olnce mfr.e |t sha} be assuned that correcting these errors 3 F 41

QAOEHR (UDREQCSHsE then rfh@léemélnmgr teatst ark oplacedpmi theofiext
errors, starlrnbggg %/\%@%ﬁg earh Jrefdk .ok f fmar rwxllt eg:tglalteg{faéﬁ,!V%en a depth

of 10 is reached ree co ficients are and therefore
3 potential pairs. Because index 2 is first in the list these pairs would
be correctedzd‘{l I,wd&)l%ovmn rder: (2,.1), (2,4) and finally (1,4). ' For
this exanpl e sRal“fe o d ¥ afeBHE BaPrpdraisd, rf’almfif’swwiﬂﬁdemtﬁltlhe

cause of thecokiradted Howe nekt a ctl ce
c te VRS nektt M gnd TR {eg(%&?{re]@t Ffﬁfe"?ﬁl ntb 3] {}gﬁp

an err w [l al nost 10 al ways be correc ewa
Text A rene@@‘allffte rtb?ﬁ@@/@ﬁléﬁmest &ith ¢o fiB titeteon mcaagwhpelyhenidl e @ﬂQ:ffy pt ed

data is a val, %&s IIn\gﬂPbecfrFé ‘ggh:ﬂﬂvated plaintext, it is then said to be

pl ai nt ext aware I's usua €ved 15 with sonme sort of check hash.

Y

205. A random polynomial is chosen and.multiplied by the public key. The product
polynomial is then added to the message polynomial. This process is identical to that
25 described in the NTRU patent application (fig 4, step 450) except that the parameter
p has been incorporated into the public key. The resulting cipher polynomial is then
packed to fill bytes and inputted into a check hash function, followed by the message
polynomial using 2 bits per coefficient, which is also packed to fill bytes. The check

hash is computed and concatenated to the end of the cipher polynomial (see § 6). The
30 output from this hash forms check block B,



Dependi ng on their use, systens that areaspot plaint e(x\t awar e y. be
susceptible to attack. An attack that tal% s advant age of a syggeﬁﬁNsﬂM @9@(4 of
awar eness works in the followi ng way: 20 An attacker intercepts an encoded
nmessage. The attacker then nodifies the encoded nessage slightly before
sending it on to the original intended recipient. This slight nodification
may sonetinmes turn the nessage into an invalid ciphertext, i.e. one that
coul d not be an encoded form of any plaintext. In such cases the decoder 25
i s unabl e to28ecHapingt hecrppsd agemesait Wolyhog@nesl kien BEQEm E@ fendsr (who
is the attacker 'n.aﬁrgi.s ceng&go) that the nessage failed to decode.

Al ter nati vel JOYPRBIABYNE Fedierel o plapiextbe a valid ciphertext. In such a
case the decoder will decode the nmessage and attenpt to interpret it. Since
it has been nodified 42 ~ 2 6 NOV 2004 whil st encoded, the decoder nay
not be abl e 2&7.nkikie wnikelyetine thé pldistexeasag®ill BUt at Riksetl SudBdrel €¥aM, L0 the
attack. The at;tacker repeats this process several times, recording At each
stage whi ch %%IHP?’P@&‘F& &1 97 efagt %IRIPJ:F ofi WhitstfexeanveBipndntaltgres. Wghenhillsthe t he
attacker is gorhR2lsABhtQaRTHR : =Or Al sage, . kes
this appr oacﬁa?’ urther and :Eut% cl)l?rg?? rgﬁ{ef%}?@;lgg{%ﬁ géersscrarg%lcﬁ%dﬂ?ﬁgg}ﬂ(ﬁ‘é%bgased
on both the $#bragkbeanrpfoessadnthedis vestagx polyhibing:] & doamsetebuding SRERAIGRE

Tunbl er, 10 I Ttex e' . Tunbler preferably uses the SHA-1
(Secure Has hgl%g g%?f%%%@?mt eecgn%\aﬁr@“a"l‘?ﬁ]%@ks%éﬁmﬁo% @8t w@dcefdmgssage

pol ynorDal . Ghked. Tiss thafkenadintndéd R HS M 31'¥5115J\'71‘i LopalJinstitute of
St andards and Techno] ogy's Secure HashpSt aﬁ’ggﬁgrﬁ? I é&gg?ﬁ%)lfiéti Oﬂgjlfgﬁch

‘message pol yREHREF PPyreiéiddEy thipsese theecmt iofjimabagremsrge wibl spilbwival imed t he
resultant ci ' - s knput. into ap instance of the SHA-1
al gorithm 2%{2%151% n%sg%%%cg*%ogl?lglf F@ng’%f?@#y 8}1§7lrf8r‘f‘f’5’|ppqt%dq‘f"5ﬁéﬁn@§1 tegs U

first, as thasespeeds up the decodi ng process in the event of a decoding
error. The cipher polynomal is first packed to fill bytes as descri bed

bel ow, for transm ssion. The bits required to represent the first
coeffi¢sent pye THeag8dmi Lonifi nd.of the first byt and
so on, and the | ast byxtngﬁ]gl é@n?gﬂﬁggﬁ\ﬁl&lﬁhgﬁﬁggﬁggl&? gas?ftwﬂé%eégé%g&rk}c.’ y%‘}{‘?ﬁé
message pol yerowdiaingithe kbeimcorapletdplbintdid teshigt gdlyneatd! ©08hd bed 8N metds tine
bei ng represl%glt]&%cllmwl t Wwo biﬁg{ @gth bits are unset if the corresponding
coefficient 18 Zef o rHEPPIEHIRHiG Sy munepayell pleciraesngs nodynansiels. i f t he
correspondi ng coefficient is -1; and both bits are set if the correspondi ng
coefficient is 1. It is never the case that the 30 second bit is set while
the first is2Ufndbe concatggation & enchverQuptTheolyackad paikphies fiHbGcEESE 366 the

pol ynosgal s : are then hashed together using the SHA-1
al gori thm T]%getelﬁgs ﬂegt%oﬁt pﬁ? 1 %ﬁgﬁe??r?gl‘étﬁg hif lfe}'t &o% dofereed: wamsdiatgly by its
(unencrypt ed':)ss@dizdﬂgchmickIbldch,efo@:h@ﬂﬁretnefytpted'liﬁgsgﬁl (l:ﬁﬁhe&él&’). addition of the
hash 5 will add around 20 bytes to the anmpbunt of text to be transmtted.-

‘Fewer additional bytes could be used, but this would result in | ower
‘security. Exanple 10 The nessage polynomial {-1,0,1.1 } would be encoded as

the byte 10093 Ideryption

Here the Tumbler decryption system is described, as it appears in figure 3. It should be

25 compared and contrasted with the original decryption system described in the NTRU
patent application (fig. 5).

301. The decryption system takes in the algorithm parameters N and g, the ciphertext,

E, the private key polynomials, fand Fj, the error correction level, and, if necessary,



The | ast byte is fi nished with onset bits if necessﬁ“y. In thi ed
formthe polynomal i's concatenated to ti% end of the packed c@p%gﬁﬁgxﬂﬂﬂi
and hashed for transm ssion to the recipient. 15 During decodi ng, the _

ci phertext and the decoded nessage polynom al are . concatenated and are
inputted into the SHA-1. The output fromthe SHA-1 is then conpared with
the original,h onput.ed during the encode_process, and received al ong
wth the o SRERTLRIRYDE i M s Remenstn of s SHiivorheoien fmssongd0 In
therefore, eyffe Bithd entEpfishisedtoths: Q LiLord & Sl L

conput ationally inf egaygril bIHe]I for the haegﬁgSﬁﬁﬁgg@%coggg%o%%és%geéﬁ]t%&ﬂ%tch t he
hash of the original nessage. This nmakes it essentially inpossible to alter
“the ciphert and sti s.tes 25 The, systemthen rejects all

|| this. .
messages whosé” hash P 'ériltFrsgsg%ast?ré‘%l% 1p ﬁgé"&r FyPmaitic seRTpsed palymrmieks & will not
t o i nf of m t hengendrrdeedypieh Pldnaexitdis \Qitﬁ)%ﬁ%lgﬁ{]%r@@&i&ﬂ%ﬂ%gggg%{fﬁﬁgg 'Zlgg ! g 0

that wapping failure may have caused the Tnt
polynom al.. If error correction is switched on;, the cipher will attenpt to

correct the ;p:44.3 04 .f.aul.t. by usi t he .al gorithm descri bed
above. At eath: g? glgeéml P Itw\évg\)l\{?OI%QHS Iﬂe@&é?&‘%@%cﬁg%@%i‘r reqpastErriekirpradhe ¢ o
see whet her difterekrigrsingh Beasing aeljackfg seqidAbEudelsn SoPhertext remains the
sanme and only the retrieved nmessage polynom al differs for each check, it

is possible to input the ciphertext into the hash only once and input The

and hED bl o Rear EEaaRs kMRl ORS B Rk TR g G RCBEmEPats e oy

and the plai ntext toge 0 produceé

NTRU dependéfitis ididentival ks tieqpratdsy desdribefidn thé METRUI RAGKS application 1@ig! 5,
‘Multiple Tr ansmf@i oagﬁgurrbl er i néleudes the option of adding protection
agai nst Ml t5G° ks ¥R et the resylivataby first snudfinlisetion ksacecrded inewsage be

encrypted angistgeadsinfol £86k FREL&; dhan once using the sanme public key and
Wi t hout MTA protection, it may then becone susceptible to attack. It is

inmportant to be aware of the possibility of predictable simlarity between
two nessage t obviously identifiable are nessage headers, such as

t hose Eied ;%r{]} s%ﬁgﬁgﬁ I}la#ﬁﬁ’fgﬁﬁ?‘é "H’f?‘@r‘?aﬁfaé’tﬁqycisé@?té’%ei ‘fndt’ﬁénfzp%%eeﬁe% bytes
of several Wﬁa&ﬁﬁ?&ﬁe Ae&rybre Yol aRkniANEN af MRl Inekidss tpolRReALE AR OTNB YR RIS W I

al so be identical and hence susceptible to a MIA "Suppose that a I'Tst of
prices is trangsiadieidh ts teansmijish shedkabliosk Bi.finttheeewant thekerormmkestidrhneeds

correct ass i t t i have not. changed, this woul d al sq all ow
themto enpﬁg%tefw%ﬁneyggggé@f@ n&?nyas%cﬁr}&rﬂéesrfg@ysgﬁg %31%%“1#5&?4 pyng
dependent orth¢ ken¢ anttamyf detoire s edfiéiBni toaeQ8 it DI e hABIRRAMNGRE 2l -

I f an tackgr,is aﬂ{? tg determ ne the random f act or 4s ~ 2 6 NOV 2004
and has’ accd8spyt ¢ ebb‘ﬁ ¢foee theypui of bis then trivial for themto retrieve

t he origi nal nessage. : ‘

; 306. If the transmitted check block matches the hash created in 305 then the decoded
polynomial, b, is acbepted as the original /™ message polynomial. The terts of these
message polynomials need to be converted back into bits (see § 8). This conversion is

25 performed in sets of 12 terts.

307. The bit to tert conversion converts sets of 19 bits into a subset of the possible sets
of 12 terts. When a set of 12 terts is a member of this subset it is passed for conversion

back into bits; otherwise it is not a converted set of 19 bits but an end of message

30 marker (see § 9).



for each polynomal. This neans that if actly the sane ness

nore than once it will . contain a different randomfactor. |i an attacker
knows for certain that two or nore intercepted nessages have exactly the
sanme plaintext, they can conpare these nessages in an effort to determ ne
the random factors used. 10 Even w thout MIA protection it is not generally
possible to determne the entirety of the randomfactors fromjust two

copi es. Howe¥@%. Thewers arerndivegtet Wito GXRI(RS §N3)HAH 154 BT LML LY qg(m%r}%rri ge the
security of thef nmessage, while sending nmultiple coplies can altow e
attacker to Het&PHISHA OHEst Sask freigeanting lalsgquehtd ofdfytdshe nessage. 1 J The
Tunbl er MIA protection system enploys a sinple stream ci pher together with
a randomy sel ected key (eg using a pseudo-random nunber generator) to. .
ensure fhat 30t Hvaigndeendednibs $m’7&)u§IPfofﬁﬂbﬁﬁé]ﬁﬂg@é‘@ryptfd’ncg’%tgﬂytggﬁ g{%rc : L cgetgt ical
nmessage sentthvmth t he gezlme key., The stream ci pher’'does"not directly add to
the security"SAFHE RO omial i s broadcast with its key, and thus need
not be a particularly secure cipher. It nmust only 20 ensure that two
identical plaintexts will differ fromone another in an unpredictable
manner . Encodfilhgf et transmésteTintiotle bldvEAlops abehichNhe BhdhofeR6H $n 0% apsglom. ( or
pseudorandonaecygélaﬁoég}o ]tah_e. start of .the,plaintext. This key is then used
to. set the TNt gl ip 15101 theOriginal e messaaeipoizo@aher at or (see 11,
and stép 202 in figure 2). Subsequent bytes of plaintext data are then
XORed with output fromthe Sequence Cenerator before being inputted into
the PKCS ci phidr If §5eptiong] erom cofretiqquiserctive thedfiror 2ofredidd 3384 BHEkHE to
decodi ng, (fJ : k i1 k. bytes of data returned fromthe PKCS

ci pher are uﬂgg%l%?(t)@sdgtg&ﬁgkssn %ipgllyng’t“ £e5f 5ta)lhe Sequence Generator (see
11). Subsequent bytes are XORed with output fromthe Sequence Generator

bef ore bei ng%&;{i_ﬁutted as the decoded plaintext: see step 3I5 of figure 3.
5 8. Bits t t SN eSO e M Wilktspor hatkommducyesstfitds sasedsifilsher the
preferrgd P Il , S lL.ynom al ose coefficients
can take thﬁéﬁﬁ%g (%Hﬁifl@rg;?r’b% I2e§§rf§§§%8€1 gq)‘\}ﬁ%ﬁchpteag%exén@ﬁagﬁg of
ternary di ginrodyromaslt and tha ciphthomhtingey @qukhgld for 10 converting the bits
into tents and back again. Each conplete set of 19 bits of the nessage is
converted in the present invention to 12 tents. This gives a packing
efficiency d1398h5%intRirke [Ty i LG _operations used. in
conversion to be pgﬁl_orned l},llg({l ﬁg%gﬂgf P&'sl ncé%rgérirg&iawggﬁnu%q%t STJh-e
integers of afginel piriessapetsthonstird boeecmemdelif iobettses it whaelneksofkas a
gai n i4y packi: f.lGl.enc at. woul d be negliqgihble when conpared wth

ot her %backi nkdé&?éaggé‘tsglg%g%?ﬂ\?eﬁl%ﬁussﬁnﬁ Bgesi % BIRES 190uieoiiF aviisde inddeen ¢ o
be the integressageode id Passibls] BHwWEVGAR i r t pids theypsane 20
configuration as th b?gck of 19 bi tsﬁ?p}grﬁgt 630%;32’?3%&’5’@%&% srees%lﬁﬂ%r

_, b! ts are al |Plagtext relate to the current incorrect message polynomial, skip to stage 306, and

Each tine a nessage (S sent, the random égct or is déﬁérm’ ned 325 t@% %Ipﬁ
afe’ ig/'¥s
[

continue as normal. Only those plaintext bits directly converted from the inaccurate
message polynomial will be affected.

25

314. An out of range set of 12 terts indicates an end of message marker. All previous
blocks of terts are converted to bits and concatenated to R. Finally this block is
interpreted using the end of message mechanism (see § 9). This may require the

removal of some of the bits contained in R. Terts that have not yet been converted are
30 discarded.



to zero. Here tents(ghoul d be assuned to Qe i nt eger(_’?t aking the value 0,1
or -1. 1. x is divided by 3 and the remaffder cal culated. This2vE8INGY Q6
then be used to determne the next tent. O determi nes that the value of the
tent is 0, 1 determnes 25 that the value of the tent is 1 and 2 determ nes
that the value of the tent is -1. 2. x is divided by 3, discarding any
remai nder . 47 2 6 NOV 2004 3. Performsteps 1 and 2 a total of twelve
times. Cearly, this process could be accelerated if in step 1 x was

di vi ded by 815, natardtak 1Bis &48G]4; iLndey t ed.with a tahle of the
81 possible 4-tuples (%&der ed %éétllggﬁ'r?ﬁggﬂﬁlo%lﬁ h@fgrﬁﬁﬁegt)‘ono“ftm @Wah oslahe

det erm ne t Hést/abies form thedVRaskey o UFhese biesused tonel d s‘édj\ﬁﬂc@?er{@re\{bﬂgd()by 81
in step 2. IIfan)hMgnAagt%ro 18'h.wer ¢ seg,_ @he process woul d on require three
iterations i'ndfead of 1% ’E\’Seﬁseg_r,eé‘t - $placu e but he sequeaps Seisopgmaliet hod
that di¥i dedtoxsilyred28 be aRkEmg, hhgactld 4. §E?eln S t abl e of
729 possible 6-tuples of tents ?ﬁcaléggrsg negéjﬁigal{/%?‘lgfg%a%o#’ %fﬁegt'ﬁr&s[lssﬁo%
tens, and tHBas#PGithinags R(BY Theoutrmhifono (K pis XOREH withdqUits prodiby PR §

remai nder anﬂ one division operation. However, each nmethod offering such an
i nprovenent i'n speed would al so suffer froma corresponding increase in
code size. The ultimate nethod in terns of speed would use a straight

| ookup on a t%blsrg of all 15 531441 possible 12-tuples. Wichever of the
above net hodd % dhpdes@vered plainpxiciats isrihp bowes strigg Pe sepresentiasg {he Hybs gfahge™
{0,0, 4@, 0, QcQyaPrRsOs9, O} to {-1,0,0,-1,1,0,-1,-1,1,-1,-1,-1}. Thus, not

all possible 12-tup|§s of tens can be generated. This is because 3~z =
531441 is greater than 2~9 20 524288. This is inportant as sets of tens

that lie outEi $ tfH'.s rFaﬁ e are used to signify the end of the nessage. The
| ast i nconpl 1 ts, if any, is padded out to 19 bits with the
required nurgf ¢ dSaialhe lengt h. of  t a ssgge dat a,

excl udi ng the fﬁalg{lﬁ %S&ﬂ?ﬂ;ﬁ%@%%ﬁﬁg?%&%a%w%@gm al?@ﬁﬁi’?ﬂ%ﬁ& & ffeall al ue
of the end gfobwbslituglent itewiklefhil tSdRodObAd to fihe Si8Hal AekRk SoBROMIMS: 48 ~ '~

6 NOV 20~~t Exanpl e For the purposes of this exanple, 1t should be assuned
that tne sequence of 19 bits is 0101101101001100010, ordered fromthe first

at the sequence of 19 1100010, ordered from the firs
20 a doci mal T egame Jpierb@yRohEe Gk OGOk T8 e et of cach

tert can be calculated as foll ows: Nunber Remai nder when New val ue of x
after divisigr by*Vahve @4,

choosing the coefficients of @ in the interval from -g/2+1 to g/2. Treating a as a

20 polynomial with integer coefficients, the message polynomial can usually be

recovered by computing
F,*a(mod p),
where F, is the inverse of fmodulo p ( F, * f= 1 (mod p)).
25 The polynomial a satisfies
a=f*e=frP*h+ frm(mod q)

=f*pe*F,*g+ f*m(mod q)
=pp*g+ fF*m@mod q)



- of tertx is divided E)y 33 (discarding renai nder)tert{'ﬁbl44090 =3 =
4803001048030 = 3 = 1601002216010 = 3 = 5836- 1325336 = 3 = 177§- B4V 7% 3

- 592-151592=3=197162] 97=3=65- 17265- 3=21- 18021=3=70917=3=211022=3=0- 11 | 00=3=0
O 10 Therefore the bit sequence 0101101101001 [ 00010 will be converted into
the tert seq enCﬁ {tg q -1,-1,-1,1; *1,-1,0, 1,-1,0}. 49 2 6 NOV 2004 5 8.2
Conver si on of CPEAY (5 I pelvppminl pHe’ aath* hadobemmoptito dedmieter whbices gaisn
take the forgQfbidid&kiar 1al, and the bit to tent conversion
process Wil Iﬂeﬁeeoll togﬁg&%rtgﬁggéﬁ%%vﬁgaﬁﬁcﬁm 5ORH GRS betyeey —gRdulagd be
taken to be gMeswtiatie doés not chdred e dis bR HE AV of Tha Lens.
PEMSPS ot RSB0l 2

This is clearly not relevant for the first for & T¥MNo
previ ous set thakregdiging dhepeoeslenients o # ni mbailbyy. infDthe5ni2Byap froﬁh§%ﬁ2¢m&o igfp, t he

set shoyld b equentially fromO to 11 . If the i tert is O -
add 0 tg X, 1%?5;%]&?"g“%gygﬁgmg“m%alx, and if it is -1 add 2 x 3" to x. 3. If

x has no nore than 19 significant bits (and is therefore | ess than 2~9),
then the first 19 hits (I}I*y are the next 19 bits of the original nessage.
If x has mor& THAR 18 'si/ghiri cant bits, then the ‘end of the original
nessage data has been reached. The value of x can be used to determ ne

many st be SRR ale® Bied MG Hhenere e AR S eA AN SO, T2
conver ted back L ato bite be g o oun CRIbSF sEp Beriobrot ot bodipichRgn 1o 2
-1 Val ue to e redemialy gx #@nd f2x82er08As a consequence of this, the probability that a
. 10 coefficient in the above polynomial will be closé to zero becomes greater. However,
these values also dictate how many possible polynomials there are of each type, and
therefore how effective the cipher’s security is. If these values are large enough, there
will be too many possible values of g, ¢ and S for an attacker to be able to guess their
exact value in a feasible amount of time. If these values are so small that there is no

I3 chance that any of the coefficients in the above polynomial will lie outside the range

—q/2+1 to g/2, then the security of the cipher will be comprormised.

The parameter choices used in Tumbler give a probability of approximately 1 in 10000

that the polynomial
20

poprg+ f*m

will have a coefficient that lies outside the range -¢/2+1 to g/2. This means that the

value of some coefficient(s) will be translated by +gq during the first step in decoding

and will therefore have an altered value modulo 3.

25



- New value of x 0 0 0118 502 6 NOV 2009%— 12 x 33 =(B54724-12 x 34 =
162234513 = 2434776-12 x 36 = | 45819357°12 x 37 = 437463098006308 imﬂi
©196382599210-12 x 3 ~ = 1180981440901100144090 r does not have nore 9
" significant bits (144090 < 2'9) and in binary is represented by the 19 bits
010l 101101001100010. These are the sanme 19 bits that were converted into
ternary in the Ek@ﬂih&us exanple. 5 9. End of Message Marker A binary
nmessage is converted into ternary for the purpose of encoding (see 8).
- This is perforned using blocks of 19 bits. Cearly, not every nessage w ||
have a | ength thiatreks, & i [l f 49 bits, so, if necessary, the
| ast bl ock of 19@bi ts V\ABIII(F% fé]Efo%gﬁ)lrg{jé(;\ggﬂpgeu?fE\MwliaﬁplpgﬁHBFn bits. These random
bits are not part of the original nessage and nust be renpved when
decodi ng. The &R Qr%eéj rregsa e rruslt t herefore include enough information to
det er ni he exact I% Whi EHPBY £ CX3RPp et ngmialhfe* pbatdye bemnl revhicedh tamtlst lehe
di sregarded. 15dsiiivehesiatdsen: cadi ni sm oper at.es ,on ternary
pol ynom al s wi tqjh_N coeffi c?neur)l(%ds}g q\?m@g?}ec ﬁg%gﬁaﬁr%tr%ndgﬁn% r@'ng?térptl?féflélim ned
by the key str &g reftivere dhaiyegluo tieeweeny and gyl THi & he HoRnFiGhlSihe
cannot be expec&eggdetrq”-fli | | an eﬁpt Hrunber of polynom als. "As a - ,
consequence, it 1S pro]kl)af)elc% T HAHWER dhjoygh thio desedifigaprogess) The polymeminitis be
padded out wi t hiispnddmsingriakyst @bgiitSre s . decoded, it 20
nust biOpOSSi ble to di s?%gard t%es_e terslfgﬁgelag%g’zdggﬁ{%%l%ﬁﬁre At ulo - —-
message” mar ker 3ROVEA@Ed ik 8 computtpyiblyeye ninebet ot theset dadsed. n biler HEGEEWRE

exactly where t gL nal 1.erm nat I.t should be noted that the
met hod for _con\}gflsﬂlatgfﬁg%?}?e bqotq}g}o?%glt%lﬁ@evﬁs&edﬁ@\?ége geéﬁte%bé?]é‘teareilﬂw alsbsss of
ternary digits (betwebre—q/ange b qk2)0HolvederGhe burrdnt ¥ormd of khe ﬂ&lyﬁoq?iFf Hast

: e

-1,-1,-1,1,-1,-1,,-1,-1.-1,-1 }. The values in this range are a used as
end of nessage aﬂﬁ?"&%ﬁﬁs?haﬁu &F‘%\FP%féiﬂeytSsthat ert, mpbielikely tto bhmpkinadrrdckig aressage
is padded out t@ildReddioksthbf in-thO OBGES: and. n converted o 12 tents.

| mredi ately foll ow ng B i hed SEANRE Yo B0 s SOMS HalighGaim et he
nmessag®d as an emphrftheleara matved ensdlvar ker is cal culated in the fol |l owi ng
fashion: 1. B should be assuned to be a randominteger in the range 0-375,
and A the nunber 15 of the |ast nessage bit in the inconplete set of 19

bits. 2. A+ 1¥igurB6+hdws2hé Sark@BYBRERE 201 ferls. i gxactl y the same
manner as sets of 19 bits have p?el?i oﬁslfgﬁgg f:eo%\?gégefpéghﬁfﬁgasré%‘ﬁlht{ela’ﬁg set

of tents will Boifted ntpdhe leagabsadute residie, daBes mpdilo b, The afea-thdt W diaded | » - 1;
1,-1,-1,-1,-1; e b= 1) i.s.1s the 20 end of, nessage marker. The
remai nder of tﬁéesglé nyﬁ%urr%glhall_go SR SRIGBEP TR anl 15 markssiRrsra 0leand<602. The

coefficient that was marked as 302 in figure 5 was just above the ¢/2 line and has
therefore been shifted down by ¢ and now sits at the bottom of the graph (marked

-~ | as 603). This is the form of the polynomial that will be convoluted with F3 in order

to recover the original message polynomial.

25 Figure 7 graphs the polynomial pg * g + £ m, relating to the polynomials graphed
in 5 and 6. This polynomial is not reduced modulo g, but it is hoped that its
coefficients will all lie in within the range —g/2+1 to ¢/2 so that the polynomial
from figure 6 will be an exact match. If so, then the message will be recovered
without error.  This will happen, with appropriate parameter choices, in all but a

30 very small fraction of cases. In this example the coefficient marked as 703 lies



- O her cal cul ations cd)'a‘lld of course be used to creaté& the end of nmessage
mar ker, provided that the result is a sefres of tents that faI?% ﬂ@lvsbﬂﬁ
t he possi bl e space used to 25 represent nmessages, and that one can

" determne, fromthe end of nmessage marker, which is the last bit of the

nmessage. One way to do that is to divide the avail able end of nessage

mar ker space up_i.npto .19 rts, apnd. to select (eg at random or

substantial ly a?m%}g%cféﬁfr)%%g rﬂ%ﬁkigmfm%ﬁﬁstﬂhﬁé tappppmiat £ * pahat wes shudinciat e
which of the | aggurd ¥, Wikils GBRARAER! Gid of. nessage. =~ s2 ~ 2 6
NOV 2004 The padding of trfg message bl E@X@%ﬁbogggaq’ P Hj(g?a?fg?aﬁ?ﬁ BYt at
the end.of t he s1ubekent medulolie TondoafficivrisHHdas tRikefappedtcihbgoAtds thatidt he
front or to th%(@.’qgf'%ﬁrét e resultant block of tens. The direction wthin a
block is nore or l'es$ arbitrary, and hence expressions such as "foll owed
by" can3enconpass "in front of ' when the block is considered in reverse.
Codi ng Exanpl e 10 For the purposes of this exanple. it is supposed that
there are onflys Hmperant Bt theee existyionzd meesdggehitiefitis passtiepdaonheRcthbesf | nal
bl ock is reaghe this cirncunstance, 15 randombits are chosen and are
concat enat ed 8% %nerk(#ehaﬁ 0‘2%1&% heo?‘ﬁ%‘?omﬁ% gf%@“ﬁo‘?@‘é to thgeengrypter) while thea,
and 3’ a bitspélfnbhisss blgks 88 1d3whesQ0d,t i ginal .message .and f.he
4" 18a' bita are j%st lryandom 1's pgg?jltg%tdg%dlg{é Stghlgﬁl‘éflglpgssgg? t?d”%‘é"t&
since the 3 whether ¢ $ranping fdlurebivill edeat. Iedating Saitwe v hes it el ofbahR. sofhT™s

padded iget ofr 19 Mhi IS, then converted to tent S normal . After this, an
end of lgessaé%]?naériabéal{? Hlagh clﬁ%sé:ﬁr.lﬁ] 5 &p¢ a}nwgﬁa’orﬂ? BEs opgigsk laty duriagr thege

-0-Qr5. For t berpptiqadkes plbn HhRicssse RaSPh @hed® Wialdo l'f%@es@ér\{/ete p"ile%ﬁt Y& ffor%% 122.
The fol |l ow ng cal culation is then perforned:

A+l 9xB+2~9=3%%¢52+2' 9=526609. The conversion of this int eger into tens
gives { 1,0,0,1,0,1,-1,0,-1,-1,-1,-1}. 2s Note that this is greater than
{0,1,0,-1,1,0,-1,-1,1,-1,-1,-1}, as can be clearly seen fromthe fact that
in the forneThd@ethmisen eblofediby Bfimble 14 eaeitBcdSHLRAT AANC s bi gt )
are setlitg -1&1,6 while.in the |atter 12-tuple the fourth tent is 1.

{1,0,0, Pagyns qf cofrecyng thesq rqrp follosviined end marker. 53 2 6 NOV
2004 When the nessage is decoded, each set of 12 tents in turn is converted
back into 19 bits. If operating normally, the decoding process wl|l

eventual | y ehcoBnt@rcarrbtidek of 12 tens that |ie outside the range for
conversion back i.nto 19 bits: In other words, the integer obtained through
conver si on bAGRPRIRE STBISHNES hipsogriees piehlent 8t Hiegié itiarthe INTRU digiee wd. )

Thi's integer,issdh l\ﬁ"gl 7 . ar : t this end of nessage narker
has been cong/(g??ed?bac ?%lt H%%?%gu%@lire’g ps?bt ?]rﬁéf‘fegﬁr’ fhegoriipe suggssteddon ¢ i s
di vi de@0by 1@solaing thikevat lamedpinddid nbekerect Hhsink@hEssE \ﬁapﬁlgffélﬁjfré.%ﬂ%i ts
of the block i di at e%% r.ecedi ng the end marker, the seqlience of bits

starting w tRe{RE BVHVer shifting thei pelynemisg a Femaehovsi byas enWtple efs3ofhii nal
“nessage bit sghafh& the RaiuRi i om _padding, which can. be

” g?la scarded al %r?ggﬁ' th arllls drfghniel;%ﬁgglﬁéiﬁ%%¥%%]g&ﬁ%cﬂﬁxq§?w%f?—‘bfh"f Hevas
pur pose of tiitswigrpatplaad did nehaltdrdhdeakienfase bt thatcob HiRidat0ke @ el 2whbRNS

calculated in,th [eyiqu X le, {.1,0,0,1,0,2,-1,0,-1,-1,-1,-1 }, has
just been re¢ 8’1‘??@&8%%\\1? ﬁgﬁpﬁ%‘g@gﬁﬁai% 9fiencanssd appefiioipnts whose valne dayante
conver2&d bagk off3r t6d bf thahy; ',t{a,eo Ve - i Lel . IS 1S | east
as large as 2~9 (or in ot krler;gewordes h%geﬁoglgggfg tlﬁ?l%glees& gﬁ??%@é%ﬁ Vt’)ciu?én?tn its
bi nary repr elA08EUTE) . Subtracting 2~9 and taking the renai nder on

division by 19 gives the value 3. It is thergfore concluded that the 0",
15", 2"d, and 3°d bits of the previous block of 19 bits are valid nessage

bits. The otTies wikbpiagtesroe asrrédion the vHssaadRd also failed to correct an error known

as gap failure. This occurs when an incorrectly wrapped coefficient has a value that is



- 25 1t will of courseibe understood that ége use of a,i{"rTend of nmegsage marker
fromw thin an unusabl e space for nessage-carrying i s not. rest§i g&ﬂﬂ 1254
the bit-to-tent exanple descri bed above, nor of course is it limted to the
" specific exanple of 19 bits being converted to 12 terts. O her conversions
i nvol ving a change of nodulus 30 could be used, provided that there exists

sonme suitabl g | | e 4 ~ 2 6 NOY 2004, 10. Pseudo_Random

Nunber Gener a% gé%ﬁ%%%%g?& %‘F‘?\?‘i?g‘e“s" ”teﬁﬁ‘él&aé’@ag C?%ﬁ\gﬁ'ﬁﬂ‘i Huthp SRME Sigay Ahisrwps

al gorithms (oot yrlglhdlysmiddredfan%&she,fhsttﬁéeHﬁiﬁﬁ@ﬁ&re@?ﬂ&%}gﬁﬁg} bE QDRSS Farl O D€
0 ptodu n ‘

prot ect abl e). Bott}.ilﬁ%orithms utilise the 5 SHA-1 ce a
unpr edi ct abl & SAR TR SatyeRRbY et eupebint ety ¢anmilise dpadyncasiaisnpiichs Red.

It is inport anfrictedtl SREMRES : Pseudo- r.andom nunber generators
(PRNGs) are intri ns?cal [y deg%o@?%ﬁ?ﬁ S .|1%a1§ﬂ’(‘fatt‘?{’é‘ out put generated will only

ever be>as unpredictable 10 as the seed. The first Tunbler algorithm TSR

(Tao SHA-1 dom,. pperates in a simlar manner to many other comercially. ~
avai | abl e hﬁ He 85%8‘8%2@5%@%‘351 & ePR\EHTECEPIAS FtgTd dsTriande. NDSRan thom error

provi ded by ReA firNfandadom@W it f rom Count erpane, 15 would fall into this
category. The initial input is hashed, and this hash output is repeatedly
re-hashed with a counter to produce the randombit stream At any stage it

is possible r.e i nput ich_is hashed together with the current
state. Fi gurgﬁgagﬁgdv@ 1 gt ey %ﬁwﬂ GacHerIgnsy whish, YeWednaively hcauld b wrong iBRNG

oper at 8. 20t possiile ity D eRRSSREMed & ' L ol Phes words, to
give it an initial st atg gﬁ whi chet oS B%ggga%%algu Sgagrgn ou ?IB?JED.G W‘HBBIFH ng

‘data that isSIEWRNRIuEAIPIS. Uhgaking wveabpesialzhirer esthbfifsre chiiought oty iRy ogkew

| ‘and therefor | e.as eudo random data. Such data is usually
obt ai ned by ﬁveégggg{gﬁnéé’{r%ga??%%y PWE\?&W?@@M@@WH@ the natiig o shotiphenthisr okes

or nouse novewneht ke Auafedable dnfousabl Gfhe® PLfRBAord We @bﬂ?ﬁg n‘:){*'Q%?! Q! S
used to hash togeth an_arbitrarily large quantity of ent ¥ py. i S gives

e
an internal &§% %%“5?53{ by edecpdiag dridere, bhnbyim basedh tranthissior i O plibkhe
unpr edi st abi Ajidedti ¥ bye 4:QPY, M ght not be the same as its size. 10 bits of
entropy nmay 26 NOV 2p04 only have 16 possible collective values and w |
therefore have 4 bits of unpredictability. Using this hashing step one can

~enter enough.entropy t uar antee sufficient unpredictability. s 903. The
out put fr omh%{,rmflg%%fﬂ%‘?o%st seclyf tha fans thet ﬂ@h@f)mml%m@rﬁ aBOdrn fequatsIft he

LTepna Stab ofdetachibNble s Addt BEAAEONRLST L' BlISERL Gy each

bl ock of output. The counter changes wth eac C e
Since each bPEERIEHf cffigioptiscarch daadebenformbe faatiatarse ofhd birsr. HEpHkEis ihR t he

Pocuehon, Shol b UM BT SIS, LeShmatanee OIS Do,
each time a inel@0b0 (fokihefpafaaitt? ThdREAciirReni§ A R%Fumbler),
Recalling the cause of decoding failure in § 4, the algorithm parameters have been
chosen so that a certain polynomial’s coefficients are almost always inside the range
25 -g/2+1 to q/2. When they are not within the range a decoding failure is said to have
occurred. The chance of a coefficient falling outside this range is, in practice, about 1
in 10000 per polynomial. The chance of two coefficients falling outside this range
simultaneously is less than 1 in 100000000 per polynomial, and so on for more

simultaneous errors. Also, when a coefficient falls outside this range it will almost



1 s 906. The result Bffj'lthe hash in 905 is the pseud¢ *andom data. Dependi ng
upon the application this may (but need ﬁﬂ)t) be a string of pse (ﬁoNﬁ&nmm
bits. A precise description of TSR follows: 20 H() is defined to be the
hash function; X~~Y to be the concatenation of X and Y; C to be the integer
counter; E, to be the i " pool of entropy that is added to the Random
Nunber Generg%voar' Pg tto b% thf 4) " 106-bit pool of random data that has
been generat & P RUboYtRde] ROOY Himatl ameuis; Thogtsater the digandsi theilessdikedl itst at e
t hat creat esisRhat ZSefficiewill B R4S is. fipst initialised, the counter
C, i and | are set to zero and the s{tbgapg%b%g)lg?h}?argn%ﬁl | 60 bits onset. -
When the i " pool of entropy is inputted into the PRNG supposing that the
current stateg i ~ .~ then_the state, S;, becomes H(S-; _,~~~E ). 30
2 s Nov 2004?‘-“IT er?reﬁo“%}%nci"a‘i(’gff%%enﬁ rél% Jetgaborye teip Genesrit @ill beiwroppdetotthel by
one and5the be&wwre0theRangd) GRRMBS. I Ra7 P TR gts a . secure
mechani sm f or pr oduci ng gan i ndef i ni tée‘%:t?%/%st%;g"r%éﬁ?@g?%n%sﬁfr‘éﬁfr\’f? WEFRPERt r opy
i nput, but h&sME kP dn deediiahease és obluentill heaswe saiatigwalthi hémE Mt it wal g @ t he

size of one -1 has the | argest digest size of any comonly
- suppor{ajg ghaggﬁgdéﬁ%%%l@ﬁerﬁ lﬁghepsr“éggﬁTtI?OSWYteﬁesi gt modufp 3sImibadaster hat
regardl ess ofast hewitjuRnditod Yar@d. entropy input, there cannot be nore than 2~6

distinct bit streans produced between input operations. 10 I n nbodem
cryptography it is often desirable for an object (such as a private key) to

be chosggn ra ; Lt .y _l.arge space. For exanple, for N =
503, tﬁgre a?gg 'azlvu%)gélsass%? %Q‘Fﬁz{ﬁ@@x%e gﬁoé' Vél.lueﬁfthaéﬁ‘é clpsed to NG wi t h

-an_internal atdaba@toni oPth,ranget-ky/DFll v PD&rSBRIALAY 200 BFShHR Mre KABD (Lol EaSt
~25Z of the p@%{sri b] e s, could 15 never be sel ected. Performng seeding

ke ) { . -
operations d rY@qu“h@OﬁFlQa‘t oafdene rsubbpating X (deprotlingl onayletiiertthe vilads drask. A
seedi ng operatthOPotfoelbt thB S BlatL tropy i s obtained through
measuring the real worl d.E It irs%ﬁgsrp%?g‘fez%hecessary for one to know exactly
how t he platformon 20 which the cipher is being used interacts with the
real | d. rppose t solutions to the problemof achieving
suf fi \(,:\?%nt I yﬁ/%g%t%dgn%ga‘gf ﬁ?ﬁmﬁe FI4R0F BF Ahat iaeeeen(explainpgr in §54)THehef arest i s

a self 1e-saedionglifhG 1ilhys REBhiat L Rl IR 1R XIS Rl ;! aces
an extra requjrenent on the systemin ich i1t is enploye and E?s hl:‘ IS
only seni pl¥ithig thisidaerepetbennes thatoeR@w0Oikelfhe daasd an entein arddreghag sm of

t he PRNG r emnj : ) a | at form o i the PRNG i s expected
to operate, r%b‘ %ﬁ%gﬁggﬁgsq{is:ﬂ#hg S{:an??eﬁlépled’éq P@ga‘\ﬁ‘gfeg 208836 30 30miand wi | |
provi de t he S9RNGhevirtdst Blodly omyse o5 afl ReroPRNGLDhO SHACRS FTcRRE o plat : I
but regords t eotﬂuantit of data produced. This is corrparelgl@vﬁﬁﬁat‘;rl}géga

internal st atd AR L1 Jigps|exactly thermon fhabwias desoribéd in thé ekdraplen r opy
that was | as§4 pnevigia . s.prioduced as nuch data as the
e . O NS AR B PR e B

smal l er out of the infernal state and YTEX- t he entropy,
“then it calls the platformspecific function and requests nore entropy. 10

The second Sﬁlleuti on itrsHl re co l‘lﬁiat ed, but has the advantage of being
conpl etely plattormT 8@3@2&8%.0 EMPARY to rTask thspeetrerg slepeslstisevilisen of a
PRNG wi th a thefuye kakggch tHeedipiadr i8Rl paih IdnRiQdyei ng, such a
PRNG ljes in naking it crypt Ig%lr aphi cdl Py g%%@?%“\%ﬁéﬁﬁndpgnpwhw it being
25 implemented. An example algorithm is given below. The premise of this method is
that efficiency can be achieved bx making multiple correction attempts as fast as
possible. However, 9999 out of 10000 errors will be corrected on the first attempt. It is
probably best, in terms of speed, to check in the shortest possible time for the most

likely error and only do the work necessary for continuing the search if that first
30 attempt fails. |



secure hashes have a’finite out put that is much smakTer than the internal
state required. Tunbler's inplenentation3df a | arge state PRNG I g 55@]
TSR-LS (Tao SHA-1 Random - Large State) algorithm (this being the s (yne?ﬂﬂﬁf

- the two Tunbl er algorithms 20 nentioned above). TSR-LS uses multiple

si mul t aneous hash functions, and rehashes the original seed with each new
generation operation. This gives it an internal state of 2048 bits, so that
there are 224$ distinct bit streans that can be generated between two input
operations. IS8R R ESors ,0WEL TSR, ,but not.as slow as ynami cal |y
i eseedi ng PRNG = Anot her aadvé%tog%&% Uy 8 prden o pics i AYSH k@ogypq?ﬁl%@éli ng
PRNG 25 is tthatspické differeace will lbeusgals @pdawbaiod RIESEIES b%o-nt?%qt' ihi.al
output will not be f(Pqei(ﬁendecpt, on sone of the g?eed. Wth 1I/'SR-II_ ) g]hfn‘%ﬂfeﬂt he
output is dep¥BHEht R oF Aphissueedhe ansthod fdeserdhede here toes BOASsbt
state has thgRatsnd icled i1, of the ut.. 6 NOV, 2004 -
e PRl YRGS vl ACeRERE Sidessdiog remean o

TSR-LS uses a systemo trp Iere

version is depsutabl fimefAfer thelftst e sieps bhd bghhlofgsa Ganld g@&e@.qp%d{',&g in
sof tware or, f?the{faativel% t hey coul d conprise hardware hashing neans. 5
1001. The enfHiSEPt fUMah gadivg ovginal mpdwlerqfeimnesd avertberirisd shagaimct i ons i n
the first tier. The nunber of hash functions depends of the size of the
internal state that one requires. The seeding process will. be slower the
nore hash f uhigifeofss anflowsest, obiie ologtigngrapesradction dldRBmaND & gfident
of thel urﬁ)e&{I gf. hashes. 1% 103}2. ‘bn%gén w th, each of the hash functions
in the'irst ey ePheHEEsPrd RS i@t nt ppplicatien idys flagdhert ivHesignedand
tier's hash 4 akeferpsit td18e QotvBRHrt ddsOfh; | p the first
‘tier and hashes aIrF of this toget ﬁgﬁlﬁ%ﬁeg&eec%@g%g@%ﬁi?ég%%ﬂbit of the
final output is 15 based on every bit of the initial seed. 1005. The out put
fromthe sec i fornms _the pseudo random out put for the PRNG
20 Each ti nemr}‘i%the}le gr'tog%lg@ecr%%gﬁ%%tfné:‘dfse? F}Enﬁg?fét PRSEroN apfl4e 1t dsqusesg t he
PRNG, one ofthelpeivhmdhy inveat] BNButl e 1ivate KQtiakifon basis) perforns a
rehashi pg operation using a counter 1003. This rehashing operation could be
the sa as that used by the nornmal state PRNG described above. 25 1003.

Thi s count erTg : h function prodyces, new out put
Wth overy r ohachRagol Ry e ik o PR IS KPR I BEBHSRR Ftinf {1 o
out put is usEer amor peTestiominerst baaoarend,. orbae krdasbrtoingt ffind QA BYver

mai nt ai n itskm%wnt?ecounile(i .10193. Th}ﬁ re- hashed out put of the particular
re- hashi ng FAMEt TR 52U HR A0S &St Blagenetiash all-arrass 2o frxgd ctenomapidlys Thehi ch

hashes it widdirdchén REEPALoWstonRaS cBREN RS Lot S 6 | isMe 0 4, O
NOV 20 ot her functions 1800211, tg Create t éﬁlr?gg%?%g%é %%v%gf%rusﬁgtt%alooa

I n thi $0way, casps 9theidan fleqore failums tirombittedp highedsettion eviiashemmnd cpassordat a

h ~tier. f ' 1004 f d ' de. 5 Th
hash Tunct i ug E003 ‘HRE AR TSRS E AR Dot o APRHES bt bUTpSicaRq |

‘when they netde.iAny tistirpnaicry gl lxtrameiyt@BAl0 BNEJrRRYedTRYhd 8 sSERMPLY n.
block to' a tié[ gle functions 1002 at or){ce. [Biopreci se descri ptS?on %)t*e%é% LS

fol | ows: erefore possible to conclude very quickly that the chance of a yet undetected
error is negligible and that the failure of the polynomial to decode is more likely to be
25 caused by a problem that occurred during the transmission of the message.

The correction routine takes in the half-decoded mod ¢ polynomial a;, and the cipher
polynomial e;. These relate to the polynomials used by the decoding system (see figure
3). e is only used for creating the check block. It is possible to avoid repeatedly

30 inputting e; into the hash instance by recording the state of the hash function after



10 TSR-LS makes use GS_f"'fi ve concurrent instances of A 'SHA-1 has£ obbect.
H(), Ho(), H (), Hz(), H3() are defined t3¥ be these hash funct idls ¥-2004as
lo

for TRS above; Co, C,, Cz and C3 to be four 160-bit counters; I | Z
-and 13 to be four 160-bit increnents; E, to be the i " pool of entropy
added to the Random Nunber CGenerator; E o, E ;, E,~, EE3 | ~ to be four

sub- pool s of .entropy f each entropy pool E;; P~ to be the j " 106-bit
pool of r_andén[‘?h ég’?ggé(a%‘ﬁg}ﬁﬁ{%}km&&ﬁéﬁﬁﬁgtq,mﬁﬂad@fagg:\yhaﬂulnsnnqeowﬁ;enamewk‘"

| 60- bi t int echesk Rt@uitdt e generated. - \Wen the algorithmis first
initialised, Co, C, C, C3, lo, I;, 1z and 13 have all 160 20 bits unset,
i=0and k = -1 . - Wien the i ™" pool of entropy is inputted into the PRNG
t he entropy | & A S > divided so that the nth byte is placed in the
entropy sub- E@"él%ﬁalﬁ? aGf’f\%S‘?’éSt%{cﬁeé?&C’Hbemﬁﬂ&ftm%giami vV gngligecaptrohthepdddro 4,
unl ess the byi evhich wayihg @imBedsa%tcond FRAR ol | CR.case
the bits of this |ast set of bytes are di é?ﬁ:ﬁgg%éﬁ%f&t%go{ﬁ{]ﬁgﬁgh %l“%ce

i ncl uded in fHBOSAH cBps asuperprstd immedidtelyet & Hasd tohdztdraisidedi 0idek Y& thesi due
of n nodul o T S, . rnal, state bl ock created should be defined as
Sk. For eachilaci?fl © ?) ﬁ%&ﬁafshﬁ It&ﬁg ?péﬁs‘)faliﬁ‘ﬁl?s' psq pachodhe Sradntaluggyare sof little
concat enat edimpdianad.l of the previous data entered into that hash. The
digest for this concatenation is 30 conputed, and the result placed in
Sk+a+~. 60 ~ 1 6 NOV 2004 - Wien nore data is required, n should be taken
to be tihe | eggh. o} i j..modulo 4. C~ is incremented with the
i ncrenent | a, byﬂg %Ijﬁég;[g(% ﬁ?gl l\g/igﬁpg;rarﬁ TG wef o cqgpare Wﬂtﬁiﬂéﬂ Paregton kevel.
concatenated to the input that was previously hashed by Ha(), and the

‘result is conputed. |t sh(guld be assuned that the last internal state bl ock
created was SK® PV/HF SISEQ LR COHBC s with the tathe & Hasdlisi v phimbadwi of Skis~,
and the new pe@éntly;beikagedes H(Sa~~Si ~~...~~Sk+~). 11. Sequence Cenerator

10 The sequence generator is used for the MIA protection hash as expl ai ned
above. The purpose of this generator is to provide an indefinite stream of
pseudo ;tkando i i imlar manner to a PRNG, except that the input
seed | slgknom%gﬁéﬁ? ﬁgxg?lise% lﬂq}\égm}g Y¥RLug. iPeATERCHY Wrpppeghsedide i) hagkeen
conput at i onaklyredinfodalsizn! MoteOrehimdy &7 i ' erate an
arbitrarily chosen sequencelfe%or toy’?‘?ﬁ%ﬂ%‘%‘%&f‘ﬁ%{nﬁ%m&%&ggﬁy@%ﬁtm&}f t he
15 out put. SiSfoesIornes sepethinatasharithanst.ithen awilbbpientiopatgdmer at or  can be

achi eved by sup L%ili;_g a known seed to a specified PRNG In Tunbler a sinple
sequence generator 1s supplied that operates slightly differently fromthe
PRNG (al t hough a PRNG could be used). 20 The initial seed is hashed using
an insggnce Qf t he SHAI\-l, _aﬁd thf’é)f hash output is itself used as the first
20 byt &8 of HVATTAS ROIEMGHEhBwdale: & refars o shifimeg, it ieiw the drashatsoting sesiduie
provi ded by gggaea ' ey ck.with the hash input and
recomputing the hgﬁég%%g}f%&ezﬁﬁ)i }:Iti ée?llrtlstlg“l Ioﬁlg%t%ﬁ%d%ﬁ)tt%%PPtcn‘?cﬁ?SWgFP Pite e of
“Paral | el Bitra0ger@i bisg/BninatedbobocouRe psethe pirakigre (dynbl er nakes use of a
“new nmet hod of performng nodulo arithnetic in small noduli using bit based
t echnol ogy. 61 2 s Nov 2004 This nmethod allows one to use a bit (ie

bi nary) basedosleni ass beinDel i i) RSl QuiAbh LT &pﬁfef SRARAL o IR 18

achi eved by storing nunbers in a vector form an erformng
oper at £éns  oPrOFMiEY pf heinyalves to +q12 pad g/2. f yaluss g ctly Sdilfﬁbt(ﬁ?@ @ WaRsRdof

bitw se | ogi tions. One can use this to performefficient nodul o
arithmetic i g&gllll)?rpg{g@éﬂ.ﬂg VeI ‘éalf‘éef‘% F%qféﬁﬁvsisgo‘ﬁgé’ﬁtlﬁﬁd beforsrpgsitivieases.
Tunbl er valued coefficients with the same absolute value, and vice versa if values exactly equal

to -g/2 were wrapped up. In the example described in figure 8, the list would begin
with the coefficients labelled 802, 803, 804, 805 and 806 in that order. It is possible to

30 record only the distance of each coefficient’s value from the edge of the range and not



- uses this nethod for{perforning PKCS tergary operatins. 12.1 %Iﬁbﬂg 004
Detail ed Description of Mddulo Arithneti 710 Arithnetic nmodul o #, y gome
positive integer base r, concerns operations between the r "residue

cl asses' of integers. A "residue class' consists of those integers that
share a common remai nder. when divided by r. For instance, in nodulo 7, 64
and 15 both tElesi cfe itn lfhﬁlsaﬁl‘f‘ resi due class: 15 64=9 x 7+1, 15=2 x7+l. The
remai nder on di VI dh A5 the™st 8rva§+eo&u8%eddier%\%“i mekefe seapigr amyfoldow ghe
integer is depeswdent only on the renmainder on dividing the respective
addends or factors by that 20 sane integer. Therefore, it is possible to
consi der operations between residue classes. Addition, subtraction and

mul tiplicati resi due cl asses wark jn the sane way as for nornal
integer arit rré?ﬁ%e b%ﬁeﬁ““&ﬁ?‘@ﬁg’séﬁﬁ? Qﬁg’é’élelﬁP%}{qP\ﬁe%OIka%és ne denise

cl assess Usugklly the fornmer involves choosing a set of representatives, one
fromeach 25 residue class. These would normally be either the set with
smal | est positive value (i.e. {0, I, ..., r-1 }, or the set with the | owest
absol ute val [ /2] ey o [ 2]}). 62 ~ 2 s ~ov zoos Mdul o
arithnetic A s Bl ;hlﬁm“e_ﬁ Pl ‘é{% ik BleFiBRURrRONE cTAtSEige which a
arithmetic. dievewanaddr@d@egindiigi 4 Hecl QVinE&SioRbEe ilﬂla‘éxjréctlg%ﬁ@&% Weftient.
general i sed integer arithnetic.in such a way as to nmaké them very
inefficient at perform ng nodulo arithmetic. 5 12.2 Machi ne Assunptions™

Hencef ot h ijgd e r Xi.sts,a.device ich uses n-bit words
and isp(?:apabcfﬂgI : gﬁgrforﬁtﬂggwﬁgﬁf‘j gllj t?‘o%%(:ho(fhte SSEOp ecr&?&éofg%‘}“a{?‘? B'ﬁ??t The
bi nary oper dfiooe isX@Rhddlrstred dfahe able the h¥Rird §8€AuRI holld skt &hadpt 6% i f
“and 10 only if fdg%cor ) _gndin .bits of both input words are neither both
set, nor botT°t notedriiat 1 F‘Héllug 19pelesgar grmnaherasdbr thedredoysgithemthareae d

h bit of shiedhed ek i | {1gbd g | bt
each bit of phigdh bléiad?kgttupl E 27 ARk Ynd 5‘%%‘??‘5‘%%@5%?%%%?0'%‘2?‘3 Pfﬁlugt 3}0

i nput words are set. The binary ope “hor d
each bit of Ahich is set if and-only if the corresponding bits of either,
or bot i nput words are set. The unary operation NOT defined to return a

word edch bit of which is set if and 20 only if the corresponding bit of
the input wond. The cl@aithm IsdardhéebitRlah BRPIHE SERPRE 0P Roetficients with values that

are no more than a certain distance away from =¢/2. At this point it is determined
whether there are any &-tuples left that have not yet been checked. A k-tuple that has

been checked during a search at a smaller depth need not be rechecked.

20
408. A k-tuple of coefficients, whose values all lie within the given range, is chosen.
This 4-tuple should be distinct from any k-tuple that has been chosen at a previous
iteration of the algorithm. The values of the chosen k-tuple are then altered to
compensate modulo 3 for a possible mis-wrapping medulo g.

25

409. Using the altered a/, the decoding process is completed.

410. A check is made to see whether the decoded polynomial and the cipher
polynomial pass the integrity check.



- The crux of the nethod described here lies in the veetor bitw se

representation of nunbers. 25 Di gital dewdg8es wll normally storjg 5rNQ9‘6Qﬂ&4
in binary formin the adjacent bits of one word. This is to permt -the use

- of circuits such as "half adders,' which allow for carry between bits. Wth

a vector representation the value of a nunber is represented by bits

| ocated in corresponding |ocations within different words. The val ue of
these bits néddd. If the intewiy wspassedthend, Ataecdpied Aehdd@tycrl eI, nbfg NUNber .
Interpreting the bits in a novel way, as illustrated with ternary nunbers
in the |ater exanple, may lead to greater efficiency as well as other

i nci dent al banef iThs po&itleniigsas ; i lo arithretic operation

bet ween two int egerg_i S (_:onslir’ gge?g%ﬁ%%{lgé%agggﬁc@%ﬁ?mﬁgilsnao\‘/'e td 1o a

repr esent at i Gfea¢AesULle diptanee frain 4gil.eger nmet hods. This is because conbi ning
the 2x[lsogz r] words representing the nunbers will generally involve ((Iog3
r) operations. 10 The applicant has realised, however, that the advantage
of a vector HWepr @aenkhlel ONtHel @Blel @ 4t1($ ) il isability.. The
number of identical operations thgtdtrii{‘? %gﬁéée@% tgfg%tgg&?gh%hrorngnﬁoﬁ‘i(&tol’
limted onlySEchiRgfaxEnEner inea k-upleafoT ehercammgniRespreasfént at i on 15 Henceforth it
is assuned that the three possible values of a tent (representations of a
ternary nunber) are zero, one and minus one. This is an arbitrary decision
and the syst did.appd camtdrniepeagenhowifat he NAARS.Aed ﬂ‘?retl:ﬂfoﬁ ottfiQ?nt g —
tents 3re represenI];l%d by two bits occupying corresponding [oca F o d s t wo
di stindl 20 G¥EBSOT RRSCHER if drcasraentedy Thiee 4k robviowsly dnérs esetorhibalandarnify i f
t he val ue of et i : : hit located in the second word is
set if and oﬁ%}g@‘{l?"%%{%F%n%gﬁg%g%%% unitte§‘ one. Hence the three tents 0, 1
and -1 are represented by the vectors <0,0> <l|,|l> and <1,0>, respectively.
In this mann n Lts . e represented in two n-bit words. 25 Exanple
Let us assungi%h%{ Eﬂ\%pwng% CF“E)Cku@én ciooiee B tha esrecisgrlevddimatyebnmchdd thee
four tents Osuphlied tordétdiohledsi NG the vectors specified above gives us the
foll owi ng table: 64 2sNOV2004 Tert Vector Vector 15 bit 2"d bit 0 O Now,
t aki nglénd storing separately the 1st bits and the 2" bits allows us to

treat this i r i as two separate 4-bit words, nanely 0011 )

(representi ngifhlg% %&ﬂlgoﬁ Ssljefné’ﬁﬁg%%ﬁas( fag 35 dsepRITSRgoR W@’ekzl'sléﬁcbﬁquwthw may

then carry ohdvinpduippear itt RARS i411nGkOfhe! kRSN Aol ORL nDOL, 00 Lhe
i

vectors, but on the words 5 thensel ves, for exanpl'e using the operations
XOR, AND, Orebadonggrandriiespoivasingial remapesy imypriectedeRbalistitdilyowett h aii@imetim

carries howeyGtediBRYeveP iHiswil §iPELIDUNL KBS, 90 Si,mul éa%sneedollajys lsaln'lething other
20 than decoding failure.

417. One increases the number of simultaneous errors for which the correction

procedure is to be performed.

25 418. The rows of G are zero terminated. When an end is reached, k& is reset, and the

search is begun for a singleton error again.
419. The algorithm moves to the next row of G.

30 The following example shows in more detail how the table G is used.



Apar t fron1suggestindién efficient nethod of perfornifig nodul o r'&b@ptic,
this 10 interpretation of the bits allo %ne to deternine the ﬁaé o0
tert nmodulo 2 sinply by examining the first array. Since algorithns are
often concerned with distinguishing zero and non-zero terts this has a
great advantage over the usual binary form Were there is a pair of
corresponding bits, and the bit located in the first word is 15 clear, the
bit located in the second word is never set. However, the system need not
rely on this. SEwampie principles could of course apply to nodulo arithmetic
on bases other than 3 for exanple to carry out arithnmetic in base 5 one
woul d operate on three separate 20 words, the first representing all the
first bits in the yec represpnt ati-on, the second all the second bits and
the third all t%e-?ﬁi¥§ﬁ%iggg fﬁ% ngFoach woul d work for higher bases as
well. 5i:' 65 ¢2=138 ~1~U 206 12.5 Mdul o Three Arithnmetic Mdul o three
arithnetic is perfornmed in the followng manner. 5 X 0o and X, are the two
n-bit words representing the n terts xo, ..., x "_,, where the word X o
contains the bijgeget if the,garresponding tert is not zero and the word X,
contains the bits set if the correspof@fng tert is one. Simlarly Y o and

Y, are the two (h-bit words H&presentinmg the n tertsyo, y".,, 10 The result
of adding the nlapairs of tenf (x;, y;), each nmodulo 3, for i =0 to (n-1),
to produce Z o and Z, whi chl Fépresent“the tens xo+yo (nod 3), ..., X " 74y

"_, (md 3), can then be calgplated as follows: Z, - (X 0o XORY,) AND (X,
XOR Y 0), 15 Z 0 - (X0oXOCR Y a) OR (X, ANDY,) OR Zi . The result of
‘subtracting fromx;, the vakbe ofy;, each modulo 3, for i = 0 to (n-1), to
‘produce Z o and, Z, which re L,Fsent the tens xo - yo (nod 3), ..., x " _, -y
", (nmod 3), can be calculated as foltows: 20 Z o - (X 0 XOR Y_0) OR (X
XORY,), Z - (Y.0o XOR X,) AND ((NOT Y,) OR X 0) AND Z 0. The result of
multiplying the n pairs of tens (x;, y;), each nodulo three, for i =0 to
(n25 1), to prdBtites ZoFeseady o Wi ciethaprtesienthd heatsr itsoke: Yaue, trod 3),

v oy B X oo TR hin SRfIe SR S HaBE Bt Enc' BoofiE Vel dnd tie same

sign, so it is completely arbitrary which of these two is listed first. For the rest
of the example 1 will be listed first. Indices 0 and 4 have the same absolute

value and different signs, so, assuming that one uses the range —127 to 128, 3 is

listed first.
20 |
The resulting ordering will therefore be {2,-127), (1,-117), (4,-117), (3,-45),
(0.45)}.
g=128=3* 42 + 2. Therefore x = 2.
25
Consider the simplified table G =
=1 k=2 =3 k=4
3 2 0 0

30 J=1



- 66 2 6 NOV 2004 In the field F3, the only two non-zgro el emensf NOVarpns 1,
are both self inverting. Hence division ﬁé i ndi stingui shable from
multiplication. 5 12.6 Hardware and Software This nmethod is sinple to

- inplement in hardware; as illustrated by the circuit diagrans shown in
figures 11, 12 and 13. Figure 11 shows a circuit diagramfor addition
nodul o 3, figure 12 shows a circuit diagramfor subtraction nodulo 3 and
figure 13 shows a W circuit diagramfor nultiplication nodulo 3. 10 In
software, this metapd all owsy forgscal gbl e parallelisation, since one is
able to take advantage of the full width of a word of any length. 12.7 Use
in Tunbl er 15 The Tunbl er PKCS uses nodul o 3 polynomals, that is

pol ynom al s whose .__ooeff'!aci epf s all have values that are only significant
modul o 3. At varidus s ges in the al %orithmit is necessary to add and
subtract these pol ynom al from one another. Specifically, the current

i mpl ementation of the key creation systemuses the "Al nost |nverse
algorithm (see 3‘74 or lal tethatillely the Euclidean Al gorithm performed on
20 nodul o 3 polynomi als. These algorithns in turn require the addition and
subtraction of polynom als. The decryption systemrequires the convol ution
product (star milkii pibleciatiicas) thefbebig ‘ ) als. . Ih

star-mul tipli cahi on al.gorithm al so ui@gﬁfﬁ%l?gogﬁllet}{?gé? %ﬁo S's%ﬁf?%cft?%?n of

pol ynoni al s. 23%96TRHE diseryseidymshratestahahadds: tiegkingeprotérry alites. of “the
correspgndi ng cs@ﬁjp%ji_ci ents fromeach of the polynom als. The value of the
first coefficient ' fromthe first polynomal is added to the value of the
first coefficient of the second polynom al to produce the value of the
first coefficiegt of the sum and so on: 2 6 NOV 2004 If the first

pol ynomi al is ?@&%@%ﬁﬁ’fl@dﬂ% PHE anvgitamint tarcoayst e simgletn eriass d@sard bed
above, and the «gggand. MRkl resented as the two bit arrays Y,
and Y_o, then teﬁe pgl ylﬁghlyal 'su!rerﬁeoa?e f"%ge’ t9 pb%qegﬂ,%otﬁisg}%etg%n%e BAgeUI at ed
by performing the8® 3T pold7rig 128.diHese Ringeldlidnitan 0RO Sic h%ﬁn{éﬂ td BE tHour
arraysygZi - (?ﬁ‘{%% Yih)t AND (. X, Cf(CR Y_0), Z-a - (X_o XCOR Yes) X, AND
Y,) ORZ, . 10 The L4Remithe pample grdesing: ek Sinee thisorfiigiaminnemliynds al  as
two bit arrays aglorievs attdiertaloser i he cused to cal cul ate
the difference ?‘ t he té\/\)gp ol ng?ﬂﬂﬁ}aﬁ%&%&&% @Hgggﬁgﬁeoslogﬁ%e’ﬁmﬁ’lﬁltTurrbI er
can have as rraﬁ?albge%‘gn%dogﬁtf%@if@iﬂ-s this nethod produces a considerabl e

i ncrease in speed. This approach to nodul ar arithnetic may find application
inthe field of digital data processing generally, and is not restricted to

use Wi thin crypimsy# gis.3, one should continue trying to correct singletons until one has

20 tried all singletons in the ranges —128 to -126 or 126 to 128. There are no more
singletons in that range.

e

At this point it is better to try to correct a pair. However there are no pairs in

the largest range specified by G(1,2) =4. G(1,3) 0, and therefore one must now

25 switch to the next row of G and start searching for a singleton error once more,

The search starts where it left off in the previous row, with a depth of 3, and
looks for singletons down the list up to a depth of 10. At 10 two more potential

errors are found. Once more it shall be assumed that correcting these errors
30 fails.



68 CLAIMS: 1. A nethod -of identifying the end of a diffgital nesspage
conprising: (a) constructing a first str?hg froma plurality oaﬁﬁeMQMgEM4
elenents 5 of a first type, one of the said nessage el enments defining an

- end el ement of the nessage, followed by zero or nore nonnessage el enents of
the first type; 26 NOV 2004 (b) applying a conversion function to the first
string to convert it into a second string conprising a plurality of

el enents of a 10 second type, the conversion function being arranged to map

al | possible fiN®U aféthé@Snip0isdauU ieh is smaller than a space
defined by all possi.ble segignél tE;/peB%Pgﬁéﬁ?f;gB%Pﬁg?P%n??q%gﬁd”ﬁﬁ ﬁlSel ecting

an end of nessag@chinfkelf, at e deptbof #f Yhhe dephidfil0fs Aaciefl thize 6@ _hgMeNt of

t he nessage fr aral jty of elements of the second type which, in

conbi nati on, f% ?Ogg{lgl{gﬁé{{aﬁ%e’&ﬂ&ﬁft?fﬂgf?&%otéﬁmi Reire Bevause imdexfuindrston. 2. A
nmet hod ®f i dentih the igtHehepardvaiid Be i tal; . as ¢l ajmed jn Gaimlin
20 which the first stri ngpcorrpri ses 5@5@&%%@@%%#&% {gl?@ngn{}s?“d& A

nmet hod of identﬁmS}Yﬁ’g‘*)t- he end of a digital nessage as clained in Claim1l or
Claim 2 in which the second string conprises a sequence of ternary

el ements. 25 4. A method of identifying the end of a digital nessage as

clai med in Gaithis2xanplelieshal Be bl okt HREoF4 06,4 Bi nary

el enents in | ength, and in which the secon%ift!lsjégséitprfligE ygg%e?%#%acrai}seeqfélﬁ%nts
in length. AWetiSEVeh I deHopiianhie rémerbet Bit o diagtitabn essagdl asadgst ai med

in any|@ne Oilwayﬁné cditeredOn NNir&0% attempts.

6. Text Awareness

If a cryptosystem is able to determine whether the encrypted data is a valid encoding

of its associated plaintext, it is then said to be plaintext aware. This is usually achieved
I5 with some sort of check hash.

Depending on their use, systems that are not plaintext aware may be susceptible to

attack. An attack that takes advantage of a system’s lack of awareness works in the

following way:

20 An attacker intercepts an encoded message. The attacker then modifies the encoded

message slightly before sending it on to the original intended recipient.

This slight modification may sometimes turn the message into an invalid ciphertext,
1.e. one that could not be an encoded form of any plaintext. In such cases the decoder

25 is unable to decrypt the message, and will generally inform- the sender (who is the

attacker in this scenario) that the message failed to decode.

Alternatively, the modified message might be a valid ciphertext. In such a case the

decoder will decode the message and attempt to interpret it. Since it has been modified



- the preceding clains in which the end of jessage rrarfér is the sane length
as the length of the second string. 6. A nethod of identifying Eh&.]\kg‘hhzg[#a
digital nessage as clained in any one of the preceding clains in which the

- first string is of a pre-defined length, with the nonnessage el enents
conprising padding. 7. A nethod of identifying the end of a digital nessage
as cl ai med i nyiGlstieAtokell Nthwiak rsiqQn function cowerts elenents in
one nodul ar base to el enent s&iﬁﬁggl%—(?lgggggiﬁfeﬁgﬁé# S P OpHe Enesgageabiet hod
of identifyi ABisthbredgyanigp the afiaghi.t al nessage as claimed in any one of the
preceding clains in which the end of nmessage marker is conbined with the
second string to forma third string. 15 9. A nmethod of identifying the end
of a digital THRsaagedSereh@i i i I ich the end of nessag
marker is concatenat ed v_gét h ?%gpfsdeaggngé‘é%zgi %@e%‘ef’%frdﬂﬂgt ﬁg PR Rt P"i%ﬁg‘ 20
10. A met hod Tetdifiertions fj¢lAgvalidecipheitents. B ylighlyaing MBS e AGCELajsMBGCi { any
one of the prd%%%“&%&le% eo|.n.vvi1| ch the space falling outside the output
space of the conversion 1fu STEUH E538%i ded up into a plurality of parts,
each part being representative of a position within the first string, the
position of hmnd el enent of the nessage being identified by selecting an
end of messaa-él Frekeswihiscapprearch dumher bind @forhdizallp crasRAN eigbr Ak cidokc A

met hod of i degidyf i a digital nmessage as clainmed in Gaiml0
in which the ond ofﬁwrr%fshlsg%ag&grxatr %Pnﬁ?g %ﬂlb‘“*{@ﬁf-s%g@taélﬁﬁSéﬂﬁ f/deseribehamhiet.r om a
group dfd posgetdrellyyas kextawiagd’] i ng within the said part. 30 70 2 s Nov

200 12. A nethod of identifying the end of a digital nessage as clained in
.any one of the above clains in which in the first string the end el enent of

the message highidrAye] J n he_non- sage elenments) if any. 13.
A conputer pro ram forfa?gyﬁ%ls?g Sollﬁtg %(%%Pﬁeoga%{’sngiqoéim&itﬂ COFPUBNR CB¥ckt he

precedi ng cl Anrsts forl gachAenroded palynomiali SHAAT (s dBfnad GOTRUNE] SRR RS
claimed in d }ig}%@m I:ITO %{5 A dgt as{} ?eam representative of a conputer
program as cl &t aed TR &l Nendgras gnd Tecknolegn s deesie dach Sisnidarg @I85 G8a-d).
messagdsi ncl udi ng identifying the end of the nmessage by a nethod as clai ned
in any one of Clains 1 to 12.

s each message polynomial is encoded, both the original message polynomial and

the resultant cipher polynomial are used as input into an instance of the SHA-1
~ algorithm, |

20 During encoding, the cipher polynomial is taken as nput first, as this speeds up the
decoding process in the event of a decoding error. The cipher polynomial is first
o~ packed to fill bytes as described below, for transmission. The bits required to represent

the first coefficient are placed in the least significant end of the first byte, and so on,
and the last byfte finished with unset bits if necessary.
25

The message polynomial is then packed to fill bytes, each coefficient this time being
represented by two bits. Both bits are unset if the corresponding coefficient is zero;
the first bit is set and the second is unset if the corresponding coefficient is —1; and

2

both bits are set if the corresponding coefficient is 1. It is never the case that the

30 second bit is set while the first is unset.



- 15 17. A nmethod of enhcrypting a nessage iéBCl udi ng i dénti fying t?
t he message by the nmethod as clainmed in aim8 or daim9, and e@g\ﬁyfp@ﬂ{m
the third string. 18. A nethod of determ ning the end of a digital nessage,

- conprising 20 (a) applying an inverse conversion function to a third string
conprising a plurality of elements of a second type; the 2: inverse
conversion function taking as input a plurality of s elenents of the second
type and converting themto a plurality of elenents of a first type, and
det er mi ni ng tThatpagkedSciphdiraatihdss | | npy to th
function, toget rlljer COIT]p)I’I se an e%e ﬁl?ﬁr@@é& aéé ?rar (taer?1§l é @u?%‘ﬁ?hegf t he
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| d 1 t th 1 1 f the f t
Lo 2 Pl ncBidt boh8 it Gk Bkt obeatss ecdinamas ths hashe
mz s NOvV 2004l edd aefunde9snes mh@%ouepgf det gryg @a&ggggf ARSI o &u\%;h' n

the first string of an end el enent of the nessage ac to t e en
message mar k&ytes ¢auld he peadnbiet this whadkremilbimgwehecen. of a d| gital rressage ‘
as clained in Claim18 in which the first string conprises a sequence of

bi nary elenments 20. A nethod of determning the end of a digital nessage as
claimed in C ailbxdplien which the third string conprises a sequence of
ternary elenments. 10 21. A nmethod of determning the end of a digital
message as clained in Clains 19 and 20 in which the inverse conversion ™™

bi nar y o emont o1 eTh S pRREP kB TP B BT sf e SRR B R T

.message as clainmed in any one of Clainms 18 to 21 in which the first string

is of a pre- ﬁfllnef Ien t hand added with zero or nore non-nessage
el ement s of f wiishsg W’;&l ‘ﬁoB‘tSoﬂ geacaser- nitn it eacaded fﬁrmathe

di gi t al nessgg@n@xﬁlaq:llalc@rﬁ&téﬂate@'&i Md e fi %Qbﬂggeageo e EJE ﬂV%néeh grs' on

function converts elenents in one npdu s in ?ent
nmodul ar base ragsmissioristthotecipiendet er mi ni ng the end of a digital msssage as
cl ai rredsin Clains 18

During decoding, the ciphertext and the decoded message polynomial are .

concatenated and are inputted into the SHA-1. The output from the SHA-1 is thén

compared with the original hash computed during the encode process, and received

along with the ciphertext.
20

If an attacker modifies an encoded message therefore, even if the modified data can be
0 ~decoded, it is still computationally infeasible for the hash of the decoded message to

match the hash of the original message. This makes it essentially impossible to alter
the ciphertext and still pass this test.
25

The system then rejects all messages whose hash fails to match the original, whilst

being careful not to inform the sender of whether the ciphertext was valid.

It is possible that wrapping failure may have caused the fault in the decoded message

30 polynomial. If error correction is switched on, the cipher will attempt to correct the
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according 25 to the anmount by which the output of the function, \Shﬁbg}/ 04
provided with the end of nessage nmarker as input, exceeds a given va u?eg
25. A nmethod of determining the end of a digital nessage as clainmed in
Clainms 18 to 24 in which in the first string the end el enent of the rressage
i es i med afgllyb30si HRGEMr g
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conputer pr oglpggﬁa‘% &g nﬁé}g‘g F%necﬁ%ﬁ Rft 6thezgtrleAedrmqﬁmemolﬁm1ylpdﬁf¢gs for

digital messagh diONitR RLBEGE¥RS 8husilel N9
the encrypted string tol%r oduce% t§%1h| r sft@%'fﬁé{o tzjg%a%}le?& r%g“ﬁ% épé‘ﬁd of
t he di gpPt al ﬁ@gwgéold@@mraélcav@tm a method as claimed in any one of O ains
18 to 25; and (c) recovering the nessage fromthe first string. |. 5 30. A
cryptosystemincluding a nethod of identifying and determ ning the end of a
digital nessaye a&rﬂlrﬁd:thﬁﬁoﬂﬁhsﬁﬂ ti aLmed in
any one of dai e 18 to /Yg ﬁpgéne% %llm&']f) Iéﬁg%ﬁ%éa%&gspﬁg& et H0d of

i denti fying tHeErERdesiion b@ﬁhgistlallt er@@a@@emﬂm extamnpdrks wigtidliyn wallSfor other
cryptosystem,;ysges a conversion function to convert a first string which

i ncl udes the rpressage into a second string. The first string is of d

di fferdfit base fromthe second, and the bases are chosen so that the
entirety of the_avail a Ie space in the second string is not nade use of by
.t he conver si ! f message nmarker, which defines the

‘posi tion of t he sage vvlthlntheflrst strlng, is
chosen - - Tgﬁpfeg%n kg‘%epor RIS Sf r‘r“ﬁﬁlé'gaBré’FqCHB’P 22t Mylfiplen Tragsmission
i naccessi bl eAttackshidlad)ver si on :

15 Should the same message be encrypted and transmitted more than once using the same

public key and without MTA protection, it may then become susceptible to attack.

It is important to be aware of the possibility of predictable similarity between two
messages. Most obviously identifiable are message headers, such as those used in
20 email, which are often predictable. If the first few bytes of several messages are

identical . then their first message polynomials will also be identical and hence
susceptible to a MTA.

.
H N
iz

Suppose that a list of prices is transmitted on a regular basis. If the attacker makes the

25 correct assumption that the prices have not changed, this would also allow them to
employ a MTA.

The security of a single message polynomial is dependent on the random factor used in

the encryption of that polynomial. If an attacker is able to determine the random factor



functi on,

and the narker is then appended_to the sécond strin

entire
string may then be encrypted and sent to*d reci pi ent. The rec?&)iﬁeaﬁvuﬁwé an
i nverse function to |ocate the end of nessage narker and, fromthat, t
position of the end el enent of t he message. 15 (Figure 2) 20 25 . A . A
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pblic keyarit gl thepgrivialafor Ahemato, mirvA the Ailinal
message.

Each time a message is sent, the random factor is determined ‘on the fly’ for each

he

polynomial. This means that if exactly the same message is sent more than once it will

contain a different random factor. If an attacker knows for certain that two or more

intercepted messages have exactly the same plaintext, they can compare these

messages in an effort to determine the random factors used.

Even without MTA protection it is not generally possible to determine the entirety of
the random factors from just two copies. However, even sending two copies might
significantly compromise the security of the message, while sending multiple copies

can allow the attacker to determine most (and eventually all) of the message.

The Tumbler MTA protection system employs a simple stream cipher together with a
randomly selected key (eg using a pseudo-random number generator) to ensure that
the plaintext message differs randomly from any other identical message sent with the
same key. The stream cipher does not directly add to the security of the message as it
is broadcast with its key, and thus need not be a particularly secure cipher. It must only

ensure that two identical plaintexts will differ from one another in an unpredictable

manner.

Encoding with the Tumbler MTA protection option adds a random (or pseudo-
random) MTA key to the start of the plaintext. This key 1s then used to.set the initial
state of the Tumbler Sequence Generator (see § 11, and step 202 in figure 2).
Subsequent bytes of plaintext data are then XORed with output from the Sequence
Generator before being inputted into the PKCS cipher: see step 203 of figure 2.
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0 0, ! -
A0 /(88& 0 d1v1ded by 81 in step 2. If this approach were used, the process would only require

three iterations instead of 12.

Even greater speed could be achieved by a method that divided x by 729, taking the
10 remainder, before using a table of 729 pc_;ssible 6-tuples of terts to determine the
values of the next six terts, and then dividing x by 729. This option would require only
one remainder and one division operation. However, each method offering such an
improvement in speed would also suffer from a corresponding increase in code size.

The ultimate method in terms of speed would use a straight lookup on a table of all

15 531441 possible 12-tuples.

Whichever of the above methods is used, the conversion process gives values in the
range {0,0,0,0,0,0,0,0,0,0,0,0} to {-1,0,0,-1,1,0,- 1,-1,1,-1,-1,-1}. Thus, not all possible
12-tuples of terts can be generated. This is because 3'2 = 531441 is greater than 2% =

20 524288. This is important as sets of terts that lie outside this range are used to signify
the end of the message.

The last incomplete set of 19 bits, if any, is padded out to 19 bits with the required
number of random bits. The length of the real message data, excluding the padding, is

25 remembered and used for determining the value of the end of message marker. See § 9

. for further details on this.
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Number Remainder when New value of x after division by Value of

of tert x is divided by 3 3 (discarding remainder) tert
0 0 144090 + 3 = 48030 0
1 0 48030 + 3 = 16010 0
2 2 16010 = 3 = 5336 -1
3 2 5336 +3=1778 -1
4 2 1778 =3 =592 -1
5 1 592 +3=197 1
6 2 197 +3=65 -1
7 2 65 +3=21 : -1
8 0 21+3=7 0
9 1 7+3=2 1
) 10 2 2+3=0 -1
11 0 0+3=0 0
10 Therefore the bit sequence 0101 101101001100010 will be converted into the

tert sequence {0,0,—1,-1,-1,1,~1,’-1,0,1,-1,0}. _
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2. The terts in the set should be numbered sequentially from 0 to 11.If the i tert is 0
10 add 0 to x, if it is 1 add 3'to x. and ifit is -1 add 2 x 3 to x.

3. If x has no more than 19 significant bits (and is therefore less than 2'?), then the
first 19 bits of y are the next 19 bits of the original message. If x has more than

19 significant bits, then the end of the original message data has been reached.

15
The value of x can be used to determine exactly how many of the bits of y are part of
the original message, and how many must be discarded. See § 9 for further details.
Example
20

The set of 12 terts that were calculated above, {0,0,-1,-1,-1,1,-1,-1,0,1,-1,0},

can be converted back into bits as follows.

Number of tert .Value of tert Value to be added to x New value of x

0
0 0 ' 0 0
1 0 ) 0 0

2 -1 C 2x3%=18 ‘ 18
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4 -1 2x3* =162 234

5 1 3° =243 | 477

6 = 2 x 36 = 1458 1935

7 -1 2 x 37 =4374 6309

8 0 | 0 6309

9 1 3% = 19638 25992

10 -1 2 x 3= 118098 144090

1 0 0 144090

x does not have more than 19 significant bits (144090 < 2" and in binary is
represented by the 19 bits 0101101101001100010. These are the same 19 bits

that were converted into ternary in the previous example,

9. End of Message Marker

A binary message is converted into ternary for the purpose of encoding (see § 8). This
1s performed using blocks of 19 bits. Clearly, not every message will have a length
that is an exact multiple of 19 bits, so, if necessary, the last block of 19 bits will be
10 padded out with random bits. These random bits are not part of the original message
and must be removed when decoding. The encoded message must therefore include

enough information to determine exactly which bits are part of the message and which

must be disregarded.

o

15 Furthermore, the encoding mechanism operates on ternary polynomials with N
coefficients, where N is an integer parameter determined by the key strength. The
message, once converted into ternary digits, cannot be expected to fill an exact number
of polynomials. As a consequence, it is probable that the last polynomial will also

need to be padded out with random ternary digits. When the message 15 decoded, it

20 must be possible to disregard these terts.
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12-tuple of ternary digits in the range {0,1,0,-1,1,0,-1,-1,1,-1,-1,- -1} to {-1,-1,-1,~1,-1,-

1,-1,-1,-1,-1,-1,-1}. The values in this range are all used as end of message markers.

As previously stated, the last block of the message is padded out to 19 bits if ™~
10 necessary, and then converted to 12 terts. Immediately following this block, another

set of 12 terts is added to the message as an end marker. The end marker is calculated

in the following fashion:

1. B should be assumed to be a random integer in the range 0-375, and A the number

15 of the last message bit in the incomplete set of 19 bits.

2. A+19xB+2"%is converted into 12 terts in exactly the same manner as sets of 19
bits have previously been converted. The resulting set of terts will be in the range
{0,1,0,-1,1,0,-1,-1,1,-1,-1,-1} to {-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1}. This is the

20 end of message marker. The remainder of the polynomial is then padded out with

random terts.

Other calculations could of course be used to create the end of message marker,
provided that the result is a series of terts that falls outside the possible space used to
25 represent messages, and that one can determine, from the end of message marker,
which 1s the last bit of the message. One way to do that is to divide the available end
of message marker space up into 19 parts, and to select (eg at random, or substantiaily

at random,) a marker from the appropriate part to indicate which of the last 19 bits

represents the actual end of message.
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* resultant block of terts. The direction within a block is more or less arbitrary, and

5 hence expressions such as “followed by” can encompass “in front of” when the block

1s considered in reverse.

Coding Example

10 For the purposes of this example, it is supposed that there are only 4 bits of the
original message left to encode when the final block is reached. In this
circumstance, 15 random bits are chosen and are concatenated with the 4
message bits. In other words, the 0™, 1%, 2™ and 3™ bits of this block of 19
belong to the original message and thé 4™ .., 18" bits are just random

15 padding. A is therefore set to be 3, since the 3 bit is the last bit that belongs to

the original data. This padded set of 19 bits is then converted to terts as normal,

After this, an end of message marker is chosen. First a random B is chosen in

the range 0-375. For the purposes of this example, B will be given a value of

20 122. The following calculation is then performed:
A+19xB+2"=3+19x122+2" = 526609,

The conversion of this integer into terts gives {1,0,0,1,0,1,-1,0,-1,-1,-1,-1}.

25
Note that this is greater than 10,1,0,-1,1,0,-1,-1,1,-1,-1,-1}, as can be clearly
seen from the fact that in the former 12-tuple all four of the leading terts (those
on the right) are set to —1, while in the latter 12-tuple the fourth tert is 1.
{1,0,0,1,0,1,-1,0,-1,-1,-1,-1} is the required end marker.
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When the message is decoded, each set of 12 terts in turn is converted back into 19
bits. If operating normally, the decoding process will eventually encounter a block of
12 terts that lie outside the range for conversjon back into 19 bits. In other words, the

5 Integer obtained through conversion back into binary has more than 19 significant bits.
(See § 8.)

This integer is the end of message marker. After this end of message marker has been
converted back to binary, 29 is subtracted from it. The result is divided by 19, and the ™
10 remainder taken. This returns A. Of the 19 bits of the block immediately preceding the
end marker, the sequence of bits starting with the 0™ up to and including the A™ bit are

kept as original message bits. The remaining bits are the random padding, which can

be discarded along with any remaining terts.

15 Decoding Examplé

For the purpose of this example, it should be supposed that the block of 12 terts
calculated in the previous example, {1,0,0,1,0,1,-1,0,-1,-1,-1,—1}, has just been
received during the decoding process. When these 12 terts are converted back
20 to binary, the value 526609 is yielded. This is at least as large as 2'° (or in
other words has more than 19 significant bits in its binary representation).
"y Subtracting 2'% and taking the remainder on division by 19 gives the value 3. It
is therefore concluded that the 0™, 1%, 2™ and 3 bits of the previous block of
19 bits are valid message bits. The other 15 bits can then be discarded.
25
It will of course be understood that the use of an end of message marker from
within an unusable space for message-carrying is not. restricted to the bit-to-tert
example described above, nor of course is it limited to the specific example of 19
bits being converted to 12 terts. Other conversions involving a change of modulus

30 could be used, provided that there exists some suitable inaccessible space.
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Tumbler pr0v1des two pseudo random number generating algorithms (only the second
of which the present applicant cons:ders to be protectable). Both algorithins utilise the:

5 SHA-1 to produce an unpredlctable and randomly dlstrlbuted bit stream based on an
input seed. "

It 1s important to remember that all Pseudo-random number generators (PRNGs) are

intrinsically deterministic and the output generated will only ever be as unpredictable

10 as the seed.

The first Tumbler algorithm, TSR (Tao SHA-1 Random), operates in a similar manner
to many other commercially available ‘hash-based cryptographic PRNGs,
SHA1Random and MD5Random, provided by RSA, and Yarrow, from Counterpane,
15 would fall into this category. The initial input is hashed, and this hash output is
repeatedly re-hashed with a counter to produce the random bit stream. At any stage it

is possible to add more input, which is hashed together with the current state.

Figure 9 shows how a simplified version of how such a generic PRNG operates.

20
901. It is necessary to ‘seed” a PRNG, or in other words to give it an initial state on
, which to base all subsequent output. Inputting data that is sufficiently unpredictable
| achieves this, though it may skew and therefore become unusable as pseudo random
data. Such data is usually obtained by measuring real world events such as the timing
25 of keystrokes or mouse movements. This data is called entropy.

902. A hash function is used to hash together an arbitrarily large quantity of entropy.
This gives an internal state, of defined size, that is based on this entropy. The

unpredictability of entropy might not be the same as its size. 10 bits of entropy may
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unpredlctablhty. Using this hashing step one can enter enough entropy to guarantee

sufficient unpredictability.

5 903. The output from 902, together with the value of the counter in 904, forms the
internal state of the PRNG.

904. An internal counter is used to vary each block of output. The counter changes
with each block of random output. Since each block of output is based on the counter ™™ '

10 this results in the production of different outputs.

905. Another hash instance combines the result of the first hash 903 with the counter

904. This hash is used again each time a new block of random data is required.

15 906. The result of the hash in 905 is the pseudo random data. Depending upon the

application this may (but need not) be a string of pseudo-random bits.

A precise description of TSR follows:

20 H() is defined to be the hash function; XY to be the concatenation of X and Y; Cto
be the integer counter; E; to be the i pool of entropy that is added to the Random
Number Generator; P;; to be the /* 106-bit pool of random data that has been generatedl
since the input of E;and S; to be the 160-bit internal state that creates Py.

25 —  When the algorithm is first initialised, the counter C, i and are set to zero and the
state, Sge, has all 160 bits unset.

—  When the i pool of entropy is inputted into the PRNG, supposing that the current
state is S¢.py, then the new state, S;, becomes H(S-ni|Ey)-
30
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This method acts as a secure mechanism for producing an indefinite cryptographic bit
stream from entropy input, but has the disadvantage of only possessing an 1nternal L
state the size of one hash output. SHA-1 has the largest digest size of any commonly e
supported hash algorithm at present, with 160 bits. This means that regardless of the :

quantity of entropy input, there cannot be more than 2'° distinct bit streams produced

between input operations. , T )

N

10

In modem cryptography it is often desirable for an object (such as a private key) to be
chosen randomly out of an extremely large space. For example, for N = 503, there are
2729 possible NTRU PKCS private keys. If one used a PRNG with an internal state of

» with only one seeding operation, then at least 2°%° of the possible keys could

15 never be selected.

2[60

Performing seeding operations during the creation of an object is not always a trivial
task. A seeding operation requires entropy, and entropy 1s obtained through measuring
the real world. It is therefore necessary for one to know exactly how the platform on

20 which the cipher is being used interacts with the real world.

N We propose two solutions to the problem of achieving sufficiently random data in a

platform independent manner.

25 The first is a self re-seeding PRNG. This method is fairly simple to explain, but places

an extra requirement on the system in which it is employed and as such is only semi-

platform independent.
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5 The PRNG produces random data as ‘normal,- but records the quantity of c‘l'ata‘
produced. This is compared with the internal state of the PRNG, as well as'tfi_e;
unpredictability of the entropy that was last providéd. When the PRNG has prdduced
as much data as the smaller out of the internal state and the unpredictability of the
entropy, then it calls the platform specific function and requests more entropy. o

10

The second solution is more complicated, but has the advantage of being completely

platform independent.

The basic principle involves the use of a PRNG with a very large internal state. The
15 problem in producing such a PRNG lies in making it cryptographically secure when

secure hashes have a finite output that is much smaller than the internal state required.

Tumbler’s implementation of a large state PRNG is the TSR-LS (Tao SHA-1 Random
- Large State) algorithm (this being the second of the two Tumbler algorithms
20 mentioned above). TSR-LS uses multfple stmultaneous hash functions, and rehashes
the original seed with each new generation operation. This gives it an internal state of
2048 bits, so that there are 2°*® distinct bit streams that can be generated between two
input operations. TSR-LS is slower than TSR, but not as slow as a dynamically re-
seeding PRNG. Another advantage of TSR-LS over a dynamically re-seeding PRNG
25 is that the latter will use seed data piecemeal, so the initial output will not be
dependent on some of the seed. With TSR-LS, all of the output is dependent on all of
the seed; any difference in the 2048-bit state has the potential to alter every bit of the

output.
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altematlvely, they could comprise hardware hashing means.

S 1001. The ent;bpy is divided equally between each of the hash functions in the first
tier. The number of hash functions depends of the size of the internal state that one
requires. The seeding'process will be slower the more hash functions one uses, but on

going cperation times are independent of the number of hashes.

10 1002. To begin with, each of the hash functions in the first tier hashes the entropy that

it receives.

1004. The second tier’s hash takes in the output from all of the hashes 1002 in the first
tier and hashes all of this together. This ensures that every bit of the final output is

15 based on every bit of the initial seed.

1005. The output from the second tier hash 1004 forms the pseudo random output for

the PRNG.
20 Each time more data is requested, from the application that is using the PRNG, one of
the hash functions 1002 (on a rotation basis) performs a rehashing operation using a
T counter 1003. This rehashing operation could be the same as that used by the normal
-

state PENG described above.

25 1003. This counter is used to ensure that each hash function produces new output with
every rehashing operation. Here, and in the example below, the initial output is used as

the counter increment. Each hash function 1002 may maintain its own counter 1003.

The re-hashed output of the particular re-hashing function is then fed to the second-tier

30 function 1004, which hashes it with the outpﬁt ‘it has previously received from the
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5 The hash functions 1002 obtain additional entropy from the pool 1001 as and when

they need it. Alternatwely, additional entropy may be supplied en. block to’ all the
functions 1002 at once.

A precise description of TSR-LS follows: T
10
TSR-LS makes use of five concurrent instances of a SHA-1 hash object. H(), Hy(), -
H\(), H2(), H3() are defined to be these hash functions; X||Y as for TRS above; Cy, Cy,
C, and C; to be four 160-bit counters; Iy, 1), I; and L5 to be four 160-bit increments; E;
to be the /™ pool of entropy added to the -Random Number Generator; Ey, E;;, Ep, E
15 to be four sub-pools of entropy for each entropy pool E;; P to be the /™ 106-bit pool of

random data generated since the input of E;; and Sy to be the & 160-bit intermediate

state generated,

- When the algorithm is first initialised, Cy, Cy, Cq, C3, Ip, I}, I and 15 have all 160
20 bits unset, i= 0 and k=-1 .

-~ When the /™ pool of entropy is inputted into the PRNG, the entropy pool E; is
divided so that the nth byte is placed in the entropy sub-pool E,, where a is the
lowest positive residue of 7 modulo 4, unless the byte is part of a last, incomplete

25 set of 4, in which case the bits of this last set of bytes are divided so that the nth
bit is included in the entropy sub-pool E;, where a is the lowest positive residue of
n modulo 4. The last internal state block created should bé defined as S;. For each
of the hash functions He(), a sub-pool of entropy is concatenated with all of the

previous data entered into that hash. The digest for this concatenation is

30 computed, and the result placed in Spigq).
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10 The sequence generator is used for the MTA protection hash as explained above. The
purpose of this generator is to provide an indefinite stream of pseudo random bits in a
similar manner to a PRNG, except that the input seed is known and the stream must be
deterministic. It must still be computationally unfeasible to find an input seed that will .

generate an arbitrarily chosen sequence, or to calculate the input from any paft of the

15 output.

Since PRNGs are deterministic, a éequence generator can be achieved by supplying a
known seed to a specified PRNG. In Tumbler a simple sequence generator is supplied

that operates slightly differently from the PRNG (although a PRNG could be used).

20
The initial seed is hashed using an instance of the SHA-1, and this hash output is itself
used as the first 20 bytes of available sequence data. After that, new sequence data is
g provided by concatenating the previous output block with the hash input and re-
computing the hash.
25

- 12. Efficient Modulo Arithmetic through the Use of Parallel Bit Operations on a
Yector Representation

Tumbler makes use of a new method of performing modulo arithmetic in small moduli

using bit based technology.
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Arithmetic modulo #, for some positive integer base r, concerns operations between

the r “residue classes’ of integers. A ‘residue class’ consists of those integers that share

a common remainder when divided by ».

For instance, in modulo 7, 64 and 15 both reside in the same residue class:
15

64=9xT7+1,15=2x7+1.

The remainder on dividing the sum or product of two integers by any given integer is
dependent only on the remainder on dividing the respective addends or factors by that

20 same integer. Therefore, it is possible to consider operations between residue classes.

Addition, subtraction and multiplication between residue classes work in the same way
as for normal integer arithmetic between any chosen representatives from the residue
classes. Usually the former involves choosing a set of representatives, one from each
25 residue class. These would normally be either the set with smallest positive value (Le.

{0, 1, ..., -1}, or the set with the lowest absolute value {[-r/21+1, ..., 0, ..., [/2]}.



|- 109%8& ()-
10984 ()-}Y

y#3L, Y {7 1098& ()-}Y |- 10984 () - } @EBEAER ?A4102%9 #Y | -

|- 10%& ()-}Y |- 100%& ()-}%|- 10%& ()-}#3L, Y?}B NOV 2004

1099& () - } GAAAAAD <A41029%29 ##3L, Y |- 1098& ()-}Y |- 1098& ()

1098&' ()-}Y
10989& ()-}Y |

| 109%@& ()-}#3L, @AEEAAD DA410z9%9 ##3Y |- 109& ()- }#3L Y |
- 1098& ()-}Y |- 10%/&'() }Y| 10994 () -} @AaaEad ?A410z% 9

9 0% 4 - 109%& ()-}Y |- 109%& ()-1Y |-
?.%OY/G/«I& (io}%ﬂﬁoﬁ&h@E lﬁ%@!&&%ﬁy ‘T@d@/&m@ Jer ythary gei@w{!ﬁl@d {ntegey arithmetic.

10

15

20

25

However, modern digital devices are built to cope with generalised integer arithmetic

in such a way as to make them very inefficient at performing modulo arithmetic.

12.2  Machine Assumptions

Henceforth it is assumed that there exists a device which uses n-bit words and is

capable of performing the following bitwise logical operations:

* The binary operation XOR defined to return a word each bit of which is set if and
only if the corresponding bits of both input words are neither both set, nor both

clear.

* The binary operation AND defined to return a word each bit of which is set if and

only if the corresponding bits of both input words are set.

¢ The binary operation OR defined to return a word each bit of which is set if and

only if the corresponding bits of either, or both, input words are set.

* The unary operation NOT defined to return a word each bit of which is set if and

only if the corresponding bit of the input word is clear.

12.3  Vector Representation

The crux of the method described here lies in the vector bitwise representation of

numbers.

Digital devices will normally store integers in binary form in the adjacent bits of one

word. This is to permit the use of circuits such as ‘half adders,” which allow for carry

between bits. With a vector representation the value of a number is represented by bits

located in corresponding locations within different words. The value of these bits need
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less efficient using vector representation than using normal integer methods. This is -

because combining the 2x[log; r] words representing the numbers will generally

involve O(log; r) operations.
10 The applicant has realised, however, that the advantage of a vector representation lies

in its indefinite parallelisability. The number of identical operations that may be

performed concurrently is limited only by the word size.

12.4 Ternary Representation

15 Henceforth it is assumed that the three possible values of a tert (representations of a
ternary number) are zero, one and minus one. This is an arbitrary decision and the

system applies independent of the names of the three terts.

The terts are represented by two bits occupying corresponding locations in two distinct
20 words. The bit located in the first word is set if and only if the value of the tert is not
zero. The bit located in the second word is set if and only if the value of the tert is one.
Hence the three terts 0, 1 and —1 are represented by the vectors <0,0>, <1,1> and

<1,0>, respectively. In this manner » terts may be represented in two n-bit words.

25 Example

Let us assume that we wish to use vector bitwise representations of the four

terts 0, 0, -1 and 1. Using the vectors specified above gives us the following
table:
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Now, taking and storing separately the 1™ bits and the 2" bits allows us to treat
this information as two separate 4-bit words, namely 0011 (representing the 1%~
bits), and 0001 (representing the 2™ bits). We may then carry out modulo
arithmetic not on the individual terts, nor on the vectors, but on the words
5 themselves, for example using the operations XOR, AND, OR and NOT. This

avoids us having to deal with overflows or carries however many terts are

being worked on simultaneously.

Apart from suggesting an efficient method of performing modulo arithmetic, this
10 interpretation of the bits allows one to determine the value of a tert modulo 2 simply
by examining the first array. Since algorithms are often concerned with distinguishing

zero and non-zero terts this has a great advantage over the usual binary form.

Where there is a pair of corresponding bits, and the bit located in the first word is
! 15 clear, the bit located in the second word is never set. However, the system need not

rely on this.

Similar principles could of course apply to modulo arithmetic on bases other than 3 —
for example to carry out arithmetic in base 5 one would operate on threc separate
20 words, the first representing all the first bits in the vector representation, the second all

the second bits and the third all the third bits. The approach would work for higher

bases as well.
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the bits set if the corresponding tert is one. Similarly Y.p and Y| are the two s-bit

words representing the » terts yy, ..., y ;. - -

10 The result of adding the » pairs of terts (xi, ¥1), each modulo 3, for i = 0 to (r-1), to
produce Z_g and Z; which represent the terts xp + Yo {mod 3), ..., Xy + ¥, (mod 3),

can then be calculated as follows:

Z
15 2

It

(X0 XOR Y ) AND (X; XOR Y.g),
(X4 XOR Y_g) OR (X; AND Y;) OR Z,.

The result of subtracting from x;, the value of y;, each modulo 3,fori=0to (n-1), to

produce Z.pand Z, which represent the terts xg - yo (mod 3), ..., X p1 - ¥ .y (mod 3), can

be calculated as follows:

20
Zoy = (X0 XOR Y.) OR (X; XOR Y)),
o
Zy = (Y- XOR X;) AND ((NOT Y;) OR X_o) AND Z.,.
The result of multiplying the # pairs of terts (x;, y;), each modulo three, for i = 0 to (n-
25 1}, to produce Z. and Z; which represent the terts xq x Yo (mod 3), ..., Xuq X Yy (mod

3), can be calculated as follows:

Zy
7,

(X0 AND Y_o),
(NOT (X; XOR Y,)) AND Z..

Il
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This method is simple to implement in hardware, as illustrated by the circuit diagrams
shown in figures 11, 12 and 13. F igure 11 shows a circuit diagram for addition modulo

3, figure 12 shows a circuit diagram for subtraction modulo 3 and figure 13 shows a-—
circuit diagram for multiplication modulo 3.

10

In software, this method allows for scalable parallelisation, since one is able to take

advantage of the full width of a word of any length.

12.7 Use in Tumbler

15 The Tumbler PKCS uses modulo 3 polynomials, that is polynomials whose
coefficients all have values that are only significant modulo 3. At various stages in the
algorithm it is necessary to add and subtract these polynomial from one another.
Specifically, the current implementation of the key creation system uses the ‘Almost
Inverse algorithm’ (see § 3) or alternatively the Fuclidean Algorithm, performed on

20 modulo 3 polynomials. ‘These algorithms in turn require the addition and subtraction

Do’

of polynomials. The decryption system requires the convolution product (star-

multiplication) of two modulo 3 polynomials. The star-multiplication algorithm also

uses the addition and subtraction of polynomials.

25 To add two polynomials one adds together the values of the corresponding coefficients
from each of the polynomials. The value of the first coefficient from the first
polynomial is added to the value of the first coefficient of the second polynomial to

produce the value of the first coefficient of the sum, and $0 om.
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10 The same is true of subtraction. Storing each polynomial as two bit arrays allows the
above subtraction method to be used to calculate the difference of the two
polynomials.

Since each polynomial in Tumbler can have as many as 503 coefficients this method

15 produces a considerable increase in speed.

This approach to modular arithmetic may find application in the field of digital data

processing generally, and is not restricted to use within cryptosystems.

e
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10 second type, the conversion function being arranged to map

all possible first strings to an output space which is smaller
than a space defined by all possible second type element
combinations; and
(c) selecting an end of message marker to identify the position
15 of the end element of the message from a plurality of elements

of the second type which, in combination, fall outside the output

space of the conversion function.

2. A method of identifying the end of a digital message as claimed in Claim 1 in
20 which the first string comprises a sequence of binary elements.
"1 3. A method of identifying the end of a digital message as claimed in Claim 1 or
)

Claim 2 in which the second string comprises a sequence of ternary elements.

25 4, A method of identifying the end of a digital message as claimed in Claim 2 or

Claim 3 in which the first string is 19 binary elements in length, and in which the
second string is 12 ternary elemeénts in length.

5. A method of identifying the end of a digital message as claimed in any' one of
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8. A method of identifying the end of a digital message as claimed in any one of
the preceding claims in which the end of message marker is combined with the second

string to form a third string.

9. A method of identifying the end of a digital message as claimed in Claim 8 in
which the end of message marker is concatenated with the second string to form the

third string.

10. A method of identifying the end of a digital message as claimed in any one of
the preceding claims in which the space falling outside the output space of the
conversion function is divided up into a plurality of paﬁs, each part being

| representative of a position within the first string, the position of the end element of

the message being identified by selecting an end of message marker which falls within

the corresponding part.

11. A method of identifying the end of a digital message as claimed in Claim 10 in
which the end of message marker is chosen substantially at random from a group of

possible markers falling within the said part.
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immediately adjacent the non-message elements, if any.
5 I3. A computer program for carrying out a method as claime_d in any one of the
preceding claims. -
14. A physical carrier carrying a computer program as claimed in Claim 13.

10 15. A datastream representative of a computer program as claimed in Claim 13,
16. - A methodof encrypting a digital message including identifying the end of the
message by a method as claimed in any one of Claims 1 to 12.

15 17. A method of encrypting a message including identifying the end of the
message by the method as claimed in Claim 8 or Claim 9, and encrypting the third
string.

18. A method of determining the end of a digital message, comprising:

20 (a) applying an inverse conversion function to a third string

comprising a plurality of elements of a second type; the
Sy inverse conversion function taking as input a plurality of
A
elements of the second type and converting them to a
plurality of elements of a first type, and determining that a
25 plurality of elements, taken as input to the function,

together comprise an end of message marker when the output
of the function has more significant elements of the first
type than a given value; and

(b) taking, as-a first string, the output of the function excluding

30 that portion of the output which was representative of the
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end of message marker, and determining the position within

the first string of an end element of the message according to

the end of message marker.

19. A method of determining the end of a digital message as claimed in Claim 18

in which the first string comprises a sequence of binary elements,

20. A method of determining the end of a digital message as claimed in Claim 18

in which the third string comprises a sequence of ternary elements. -

2l. A method of determining the end of a digital message as claimed in Claims 19

and 20 in which the inverse conversion function takes, as input, 12 ternary elements

and produces, as output, 19 binary elements.

22. A method of determining the end of a digital message as claimed in any one of
Claims 18 to 21 in which the first string is of a pre-defined length, and is padded with

zero or more non-message elements of the first type.

23. A method of determining the end of a digital message as claimed in Claim 18

in which the inverse conversion function converts elements in one modular base to

elements in a different modular base.

24. A method of determining the end of a digital message as claimed in Claims 18
to 23 in which the position of the end element of the message is determined according
to the amount by which the output of the function, when provided with the end of

message marker as input, exceeds a given value. -

25. A method of determining the end of a digital message as claimed in Claims 18
to 24 in which in the first string the end element of the message lies immediately

adjacent the non-message elements, if any.
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26. A computer program for carrying out a method as claimed in any one of claims
18 to 25.
27. A physical carrier carrying a computer program as claimed in Claim 26.
28. A datastream representative of a computer program as claimed in Claim 26.

29. A method of decrypting a digital message from an encrypted string comprising: ™

(a) decrypting the encrypted string to produce a third string;
(b) determining the end of the digital- message according to a
method as claimed in any one of Claims 18 to 25; and
(c) recovering the message from the first string,
30. A cryptosystem including a method of identifying and determining the end of a

digital message as claimed in any one of Claims 1 to 12, and as claimed in any one of
Claims 18 to 25.



