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Capture data transferred on a bus system of a host device during
diagnostic tests that occur during the POR cycle of the host device
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Identify from the captured data, information about the

hardware components of the host device and information
about peripheral devices connected to the host device
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Generate a virtual disk based on the data
obtained about the main memory
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Replicate on the virtual disk instructions written into
the main memory / DMA-enabled components
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Determine based on newly acquired data from the bus

system if malicious instructions are loaded or if malware is
present
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