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SYSTEMS AND METHODS FOR PROVIDING  

IDENTITY ASSURANCE FOR DECENTRALIZED APPLICATIONS 

CROSS REFERENCE TO RELATED APPLICATIONS 

[01] This application claims priority to U.S. Provisional Patent Application No. 

62/384,980, filed on September 8, 2016, and U.S. Patent Application No. 15/696,996, filed 5 

on September 6, 2017, each of which are hereby incorporated by reference herein in their 

entireties.   

BACKGROUND INFORMATION 

[02] Decentralized applications, in which a client component interfaces with a 

distributed component stored in a blockchain system, are an increasingly popular form of 10 

application due to benefits provided by the underlying architecture, such as freedom from the 

necessity of a centralized clearing authority, increased resistance to subversive attacks, etc.  

In some of these applications, the distributed component includes a set of program 

instructions, also referred to as a contract or smart contract, stored in the blockchain system, 

which may be executed in response to a transaction addressed to the contract.   15 

[03] However, implementations of such applications to date have suffered from 

problems.  Typically, the distributed component, such as the smart contract, accepts 

transactions from an address, with the user behind the address being unknown to the 

component.  This presents potential security and efficiency risks, as a subset of these 

transactions may be of a malicious or otherwise undesirable form, which may seek to use the 20 

decentralized application in an unauthorized manner, such as to steal assets stored in the 

blockchain system, attack other applications or components of the blockchain system, disrupt 

operation of the decentralized application or other components of the blockchain system, etc. 

[04] Thus, a need exits for systems and methods to enable decentralized application to 

execute only authorized transactions. 25 

SUMMARY 

[04a] According to a first aspect of the present invention, there is provided a method of 

providing identity assurance for a decentralized application (DApp), the method comprising: 

executing, by at least one distributed node of a blockchain system, program instructions of an 

entitlement contract, the entitlement contract including the program instructions being stored 30 

on a blockchain of the blockchain system, to perform a read call received by the entitlement 

contract from a DApp contract stored on the blockchain, the read call including 
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an address signing a transaction to the DApp contract, performing the read call including: 

reading a list of registered addresses stored on the blockchain by the entitlement contract; 

determining whether the list of registered addresses includes the signing address included 

with the read call; and providing an output indicating whether the list of registered addresses 

includes the signing address included with the read call. 5 

[04b] According to a second aspect of the present invention, there is provided a method of 

providing identity assurance for a decentralized application (DApp), the method comprising: 

receiving, by at least one distributed node of a blockchain system, a transaction addressed to 

a contract of the DApp stored on a blockchain in the blockchain system, the transaction 

including an address signing the transaction; and executing, by the at least one distributed 10 

node, the DApp contract to conduct the transaction, the executing including: if the transaction 

invokes a predetermined blockchain modification function of the DApp contract, executing 

an entitlement checking function of the DApp contract including a read call to an entitlement 

contract stored on the blockchain, the read call containing the signing address; receiving an 

output from the read call to the entitlement contract indicating whether the signing address is 15 

authorized to execute the predetermined blockchain modification function; and if the signing 

address is authorized to execute the predetermined blockchain modification function,  

executing the predetermined blockchain modification function. 

[04c] According to a third aspect of the present invention, there is provided a system for 

providing identity assurance for a decentralized application (DApp), the system comprising: 20 

at least one processor; and at least one non-transitory machine-readable storage medium 

including program instructions, which when executed by the at least one processor cause the 

at least one processor to perform a method of providing the identity assurance for the DApp, 

the method including: receiving, by at least one distributed node of a blockchain system, a 

transaction addressed to a contract of the DApp stored on a blockchain in the blockchain 25 

system, the transaction including an address signing the transaction; and executing, by the at 

least one distributed node, the DApp contract to conduct the transaction, the executing 

including: if the transaction invokes a predetermined blockchain modification function of the 

DApp contract, executing an entitlement checking function of the DApp contract including a 

read call to an entitlement contract stored on the blockchain, the read call containing the 30 

signing address; receiving an output from the read call to the entitlement contract indicating 

whether the signing address is authorized to execute the predetermined blockchain 
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modification function; and if the signing address is authorized to execute the predetermined 

blockchain modification function, executing the predetermined blockchain modification 

function. 

 

BRIEF DESCRIPTION OF THE DRAWINGS 5 

[05] So that the features of the present invention can be understood, a number of 

drawings are described below.  However, the appended drawings illustrate only particular 

embodiments of the invention and are therefore not to be considered limiting of its scope, for 

the invention may encompass other equally effective embodiments. 

[06] FIG. 1 is a schematic diagram depicting an embodiment of a system for 10 

conducting authorized transactions by a decentralized application on a blockchain.   
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WHAT IS CLAIMED IS: 

1. A method of providing identity assurance for a decentralized application (DApp), the 

method comprising: 

executing, by at least one distributed node of a blockchain system, program 

instructions of an entitlement contract, the entitlement contract including the program 5 

instructions being stored on a blockchain of the blockchain system, to perform a read call 

received by the entitlement contract from a DApp contract stored on the blockchain, the read 

call including an address signing a transaction to the DApp contract, performing the read call 

including: 

 reading a list of registered addresses stored on the blockchain by the 10 

entitlement contract;  

 determining whether the list of registered addresses includes the signing 

address included with the read call; and 

 providing an output indicating whether the list of registered addresses includes 

the signing address included with the read call. 15 

2. The method of claim 1, further comprising: 

executing, by the at least one distributed node, a registry contract stored on the 

blockchain to perform a read call to the registry contract from the DApp contract, the read 

call including an identifier of the decentralized application, performing the read call 

including: 20 

 reading a list of registered applications stored on the blockchain by the registry 

contract; 

 determining whether the list of applications includes the identifier included 

with the read call; and 

 providing an output indicating whether the list of registered applications 25 

includes the identifier included with the read call, and, if list of registered applications 

including the identifier, an address stored in the list of registered applications corresponding 

to the entitlement contract.   

3. The method of claim 1, wherein an identity of a user corresponding to the address 

signing the transaction to the DApp contract is concealed from the DApp. 30 
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4. The method of claim 1, further comprising: 

 receiving, by the at least one distributed node of the blockchain system, a transaction 

addressed to the entitlement contract, the transaction including an address authorized to 

conduct transactions with the DApp contract; and 

 executing, by the at least one distributed node, the entitlement contract to conduct the 5 

transaction, the executing including writing the authorized address to the list of registered 

addresses stored on the blockchain by the entitlement contract. 

5. The method of claim 2, further comprising: 

receiving, by the at least one distributed node of the blockchain system, a transaction 

addressed to the registry contract, the transaction including an identifier of the decentralized 10 

application; and 

executing, by the at least one distributed node, the registry contract to conduct the 

transaction, the executing including writing the application identifier to the list of registered 

applications stored on the blockchain by the registry contract.   

6. The method of claim 1, wherein the read call to the entitlement contract is performed 15 

by an entitlement checking function of the DApp contract in response to a transaction to the 

DApp contract invoking a predetermined blockchain modification function of the DApp 

contract. 

7. The method of claim 6, wherein the predetermined blockchain modification function 

modifies data stored on the blockchain by the DApp contract, the modifying the data stored 20 

on the blockchain at least one of: 

transferring ownership of assets from a first user to a second user; 

conducting a financial transaction involving the first user and the second user; or 

causing a device to generate an electrical signal to operate at least one of: a 

mechanical apparatus, or an electrical apparatus. 25 
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8. A method of providing identity assurance for a decentralized application (DApp), the 

method comprising: 

receiving, by at least one distributed node of a blockchain system, a transaction 

addressed to a contract of the DApp stored on a blockchain in the blockchain system, the 

transaction including an address signing the transaction; and 5 

executing, by the at least one distributed node, the DApp contract to conduct the 

transaction, the executing including: 

 if the transaction invokes a predetermined blockchain modification function of 

the DApp contract, executing an entitlement checking function of the DApp contract 

including a read call to an entitlement contract stored on the blockchain, the read call 10 

containing the signing address; 

 receiving an output from the read call to the entitlement contract indicating 

whether the signing address is authorized to execute the predetermined blockchain 

modification function; and 

 if the signing address is authorized to execute the predetermined blockchain 15 

modification function, executing the predetermined blockchain modification function. 

9. The method of claim 8, wherein an identity of a user corresponding to the address 

signing the transaction to the DApp contract is concealed from the DApp. 

10. The method of claim 8, further comprising: 

executing, by the at least one distributed node, the entitlement contract to execute the 20 

read call to the entitlement contract, executing the read call including: 

 reading a list of registered addresses stored on the blockchain by the 

entitlement contract;  

 determining whether the list of registered addresses includes the signing 

address included with the read call; and 25 

 providing an output indicating whether the list of registered addresses includes 

the signing address included with the read call. 
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11. A system for providing identity assurance for a decentralized application (DApp), the 

system comprising: 

at least one processor; and  

at least one non-transitory machine-readable storage medium including program 

instructions, which when executed by the at least one processor cause the at least one 5 

processor to perform a method of providing the identity assurance for the DApp, the method 

including: 

  receiving, by at least one distributed node of a blockchain system, a 

transaction addressed to a contract of the DApp stored on a blockchain in the blockchain 

system, the transaction including an address signing the transaction; and 10 

  executing, by the at least one distributed node, the DApp contract to conduct 

the transaction, the executing including: 

   if the transaction invokes a predetermined blockchain modification 

function of the DApp contract, executing an entitlement checking function of the DApp 

contract including a read call to an entitlement contract stored on the blockchain, the read call 15 

containing the signing address; 
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receiving an output from the read call to the entitlement contract 

indicating whether the signing address is authorized to execute the predetermined blockchain 

modification function; and 

   if the signing address is authorized to execute the predetermined 

blockchain modification function, executing the predetermined blockchain modification 5 

function. 

12. The system of claim 11, wherein executing the DApp contract further includes:  

if the transaction invokes the predetermined blockchain modification function, 

executing an registry checking function of the DApp contract to perform a read call to a 

registry contract stored on the blockchain, the read call containing an identifier of the DApp 10 

contract;  

receiving an output from the read call to the registry contract indicating an address on 

the blockchain system of the entitlement contract; and 

addressing the read call to the entitlement contract using the received address. 

13. The system of claim 11, the method further comprising: 15 

executing, by the at least one distributed node, the entitlement contract to execute the 

read call to the entitlement contract, executing the read call including: 

 reading a list of registered addresses stored on the blockchain by the 

entitlement contract;  

 determining whether the list of registered addresses includes the signing 20 

address included with the read call; and 

 providing an output indicating whether the list of registered addresses includes 

the signing address included with the read call. 

14. The system of claim 12, the method further comprising: 

executing, by the at least one distributed node, the registry contract to execute the read 25 

call to the registry contract, executing the read call including: 

 reading a list of registered applications stored on the blockchain by the registry 

contract; 

 determining whether the list of applications includes the identifier included 

with the read call; and 30 

 providing an output indicating whether the list of registered applications 

includes the identifier included with the read call, and, conditional upon the list of registered 
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applications including the identifier, an address stored in the list of registered applications 

corresponding to entitlement contract associated with the DApp.   

15. The system of claim 11, wherein an identity of a user corresponding to the address 

signing the transaction to the DApp contract is concealed from the DApp. 

16. The system of claim 11, wherein the modifying the data stored on the blockchain at 5 

least one of: 

transfers ownership of assets from a first user to a second user; 

conducts a financial transaction involving the first user and the second user; or 

causes a device to generate an electrical signal to operate at least one of: a mechanical 

apparatus, or an electrical apparatus. 10 

transmitting the signed transaction to the distributed node of the blockchain system.  




