
EP 0 335 563 B1 Description Technical Field 5       This invention relates
to telecommunications circuit switches. Problem For a large metropolitan
area network handling millions of transactions per second, it is
advantageous to 10  have a central switching network which can be used for
switching all of the data messages of such a system. A network topology for
such a switching network has been described in G. W. Richards, U.S.
Patent4,566,007 (Richards). Such a central switching network presents
complex problems of circuit control since the. number of circuit
connections which must bedset up in such a central switching network if
data is to be switched far exceeds the capability of any controller using
present teohnology. It is therefore necessary to resort to some 15  form of
distributed control of such a network. A large circuit switch offers a
number of advantages in an application wherein the data switching function
Is highly centralized. First, the circuit switch makes i possible to buffer
data at one place ahead of the switch and avoid the repeated buffering
required to go through a number of stages of a data switch. For example, In
the type of data switch disclosed In J. S. Turner: U.S. Patent 4,491,945
(Turner), data must be buffered at each 20   node of such a switch; for a
very large switch, the data would have to be buffered as often as eight
times. The maximum data-unit size Is limited to the. size of these buffers.
Second, a circuit switch is not limited by the speeds of the circuitry of a
data network since the circuit switch simply transmits the electrical or
optical signals once the switch has been set up. The speed of the circuit
switch tends to be limited only by the speed of the. specific driving and
receiving circuits and not by the speed of the buffering and other data
circuits connected 25  to such drivers. Third, a circuit switch appears to
be especially appropriate for situations in which a large portion of the
traffic is for very long data messages wherein the setup time of the
circuit switch is relatively short com- pared to the length of the total
message. Circuit switches used for switchingdata are characterized by
having a very high rate of change of network connections. In order to meet
the requirements for switching such network connections rapidly, it Is
desirable 30  to use a distributed control arrangement In such data
switches, requests for a connection come from. a plurality of sources. It
is very difficult for each of these sources to have access atall times to
data indlcating the availabilit of destinations. It istherefore necessary
to find a way of hancling .a very large volume of requests for such data.
connections that includes a substantial number of requests for connections
to destinations that. are currently unavailable, i.e. busy. 35      Data
networks are frequently controlled by distributed control.arrangements. In
such data networks, the unavailability of a destination Is also frequently
encountered and is handled by either rerouting a data packet over an
alternative path orby buffering the packet until the destination is
available. Neither of these techniques is helpful for solving the problem
of controlling a fast circuit switch because a circuit switch -is usable
only If both the source and the destination. are simultaneously available
at the time a connection Is made. In a data 40  switching situation, a data
link which Is not currently available is expected to be available shortly
simply be- cause the data messages are limited in length; a data message
can be buffered in a source while waiting for a destination to become
available. The techniques which are used for handling connections of
unpredictably !ong duration, such as voice connections, and for controlling
switches for such connections .are inapplicable to a data switching.problem
for the following reason: in a voice switching situation, if the
destination Isaunaval-. 45  able, the source receives a-busy signal and
tries again at a latertime; by contrast, in a data switching situation, the
data may be delayed but must eventually be delivered. Therefore, in the
voice situation the responsibility for a reattempt is placed on the source
and the network is freed from having .to perform such a function. A problem
in distributing the control of a large network-is that two or more
controllers are usually required to cooperate in searching for a path and
controlling such a network. Alternatively, single controllers may be 50
used for searching for a path but these controllers must use a common data
base and arrangements must be made so that two controllers do not access
the same portion of the data base at the same time thus creating conflicts
In the use of the switches represented by that portion of the data base. In
either arrangement, major inefficiencies are encountered In the
communications between network controllers. and the lockout arrange- ments
to prevent different controllers:.from accessing and changing a portion of
a common data base repre- 55  senting the state of the network. A problem
of the prior art, therefore, is that there is no efficient way of dis-
tributing the control of a network wherein each of a plurality-of
controllers can set up complete connections without communicating with
other controllers.. Another problem In distributed control of a circuit
switch is that each element of the distributed control must 2  



EP 0 335 563 B1 be autonomous in the sense that thatelementneed not consult
other control elements in orderto decide wheth- er a connection can be set
up and in order to set up that connection. Otherwise, the total delay In
setting up a connection, a delay reflected in unavailability of input
links, is greatly Increased as each control element con- sults other
control elements In order to establish a connection. 6       In a circuit
switch used for switching data', It is important to have an arrangement
which responds to a re- quest for a circuit connection rapidly since the
incoming link is tied up-for the length of processing such a re-
quest.Additionally, itis desirable to have averyfastresponse to
requestsfora connection to permit the network to keep up In periods of
heavy traffic with multiple requests for each connection. A problem of the
prior art is that there Is no satisfactory arrangement available for
controlling a circuit switch using'distributed control to 10  effect a very
large number of circuit switch connections per unit time and to defer and
reattemptrconnections when a particular destination is unavailable.
Solution 15      The above problem is solved and an advance is made over
the prior art in accordance with the circuit switching network and method
of control set out in the Independent claims which advantageously
partitions a network in such away as to permit each of a multiplicity of
controllers to control a disjoint subset of the network. Advantageously,
each of the multiplicity of controllers can hunt for a path and set up a
complete connection for Its associated subset of such a network; the
control rate for such a network Is therefore the control rate 20   per
controller multiplied by the number of controllers which corresponds to the
number of subsets of the net- work. In onespecificembodimentof the
invention, a 2-stage networkofthe type described in Richards has 1,024
inlets, 1,024 outlets, and is controlled by 64 controllers. Each Inlet
generates requests for several thousand. connections per second so that the
total number of connections set up is several million, per second.. Such a
25   network can readily be broken down into independent segments each
controlled by a separate controller. Each controller therefore
independently .sets.up several tens of thousands of connections per second,
a number which Is well within the capabilities of present technology
controllers. In accordance with this Invention, each controller controls an
independent segment comprising in this em- bodiment, one output stage
switch and the links and Input stage crosspoints for connecting to.
thatoutput switch. 30   The data set for maintaining the busy idle status
of the output switch, the connected links, and the associated input
crosspoints connected to these links Is disjointfrom a similar data set of
each othercontroller associated with a differentoutputswitch. Thus, each
controller can perform the operation of hunting fora path to an output for
its associated output switch consulting only its own disjoint data set, a
data set which Is not affected by operatIons of any other controller...
. 35      In accordance with one aspect of this Invention, a control
network Is used to route requests from a plurality of network connection
requesters to a plurality of network controllers, wherein each network
controller has exclusive control of the paths connecting a subset of
outlets to all inlets or a subset of inlets to all outlets. The control
network Is also used to report to network connection requesters whenever
the requested output link is unavailable. 40      In accordance with one
specific embodiment of the invention, in order to handle the case In which
a net7 work controller Is unavailable, resources reserved by theirequester
are not released until an acknowledgment from the controller has been
received by the requester. Aseries of control networks Is used to transmit
requests to controllers and to transmit positive or-negative
acknowledgments back to the requesters. A similar network Is used to
transmit orders from the controllers to the circuit switching network. In
this embodiment, signals are 45  transmitted from a requester to a
controller in three phases, first, from the requester into a data register,
sec- ond, from the data register via a data distributor to an intermediate
register, and third, from an intermediate registerto a controller. These
three phases-are pipelined so that requests can be sent during each phase.
The requester checks for the acknowledgment two phases after the request
has been sent. The lack of acknowl- edgment can be due to the network
controller being unavailable or because the network controller has found 50
an error In the received data. If the lack of acknowledgment Is due to the
unavailability of the network controller, the requester repeats its
request. In accordance with this embodiment, the circuit switching network
is a space division network controlled by a plurality of network
controllers. Each such network controller has a group of queues for.queuing
discon- nect requests, connect requests for high priority messages, and
connect requests for packets of low priority 55   messages. End controller
controls a single output switch which is controlled by no other
controller-and controls all input links to that output switch. The
controller hunts for paths between a requesting input link and one of 



Its outputllnks and maintains a busy/Idle memoryforcontrolling such paths.
The controller also sends acknowl- edgment responses representing positive
acknowledgments If a path has been successfully set up. or discon- 3    EP
0 335 563 B1. nected and negative acknowledgments in case of error, queue
overflow, or if the requested outlet is busy. Brief Description of the
Drawing 5      FIG. l is a graphic representation of the characteristics of
the type of communications traffic In a metro- politan area network. FIG. 2
is a high level block diagram.of an exemplary metropolitan area network
(referred to herein as MAN) including typical input user stations that
communicate via such a network. FIG. 3 is a more detailed block diagram of
the hub of MAN and the units communicating with that hub. 10      FIGS. 4
and 5 are block diagrams of MAN Illustrating how data flows from input user
systems to the hub of MAN and back to output user systems. . FIG. 6 is a
simplified illustrative example of a type of network which can be used as a
circuit switch In the hub of MAN. FIG. 7 is a block diagram of an
illustrative embodiment of a MAN circuit switch and its associated control
is5  network. FIGS. 8 and 9 are flowcharts representing the flow of
requests from the data distribution stage of the hub to the controllers of
the circuit switch of the hub. FIG. 10 is a block diagram of one data
distribution switch of a hub. FIGS. 11-14 are block diagrams and data
layouts of portions of the data distribution switch of the hub. 20
FIG. 15 is a block diagram of an operation, administration, and maintenance
(OA&M) systemrforcontrolling the data distribution stage of the hub. FIG.
16 is a block diagram of an interface module for Interfacing between end
user systems and the hub. FIG. 17 Is a block diagram of an arrangement for
interfacing between an end user.system. and a. network. interface. 25
FIG. 18 is a block diagram of a typical end user system. FIG. 19 is a block
diagram of a control arrangement for interfacing between an end user system
and the hub of MAN. FIG. 20 is a layout of a data packet arranged for
transmission through MAN Illustrating the MAN protocol. FIG. 21 illustrates
an alternate arrangement for controlling access from the data distribution
switches to 30  the circuit switch control. FIG. 22 is a block diagram
illustrating arrangements for using MAN to switch. voice as -well as data.
FIG. 23 illustrates an arrangement for synchronizing data received from the
circuit switch. by one of the data distribution switches. FIG. 24
illustrates an alternate arrangement for the hub for switching packetized
voice and data.... 35      FIG. 25 Is a block diagram of a.MAN circuit
switch controller.. General Description The Detailed Description of this
specification is a description of an exemplary metropolitan area network 40
(MAN) that Incorporates the present invention. Such a network as shown in
FIGS. 2 and 3 Includes an outer ring of network interface modules (NiMs) 2
connected by-fiber optic links 3.to a hub 1. The hub Interconnects data and
voice packets from any of the NIMs to any other NIM. The NIMs, in turn, are
connected via interface modules to user devices connected to the network.
The large access circuit switch, MAN switch (MANS) 10, in the hub of the
MAN network Is a key element 45  in providing the high throughput of the
MAN network. Such a switch must be controllable by a plurality of con-
trollers operating in parallel and independently to increase the
transaction rate (number connects and discon- nects per second) of that
switch. A MAN circuit switch 21, controlled by a switch control 22 Is at
the center of hub 1. The switch 21 Interconnects a.plurality of data
switches called MINTs 11. Such a circuit switch has a very high transaction
rate since It.switches packets each of which may require a new path to be
set up. (in 50  case a group of packets in a MINT are headed for a common
output of circuit switch 21, these packets can be sent over one path
without requiring repeated path setup and disconnect operations to be
performed.) The operation of the control network 22 for operating the
circuit switch 21 is described with respect to FIGS. 7-9 and 25.. The
switch is described with respect to FIGS. 6-9. Since the switch is
controlled by the MINTs, the description of MINT operation with respect to
FIGS. 10-15 is also. highly pertinent. 



56 4    EP 0 335 563 B1 Detailed Description I INTRODUCTION 5      Data
networks often are classified by their size and scope of ownership. Local
area networks (LANt) are usually owned by a single organization and have a
reach of a few kilometers. They Interconnect tens to hun- dreds of
terminals, computers, and otherend user systems (EUSs). At the other
extreme are wide.area net- works (WANs) spanning continents,;owned by
common carriers, and interconnecting tens of thousands of EUSs. Between
these extremes other data networks have been identified whose scope ranges
from a campus 10  to a metropolitan area. The high performance metropolitan
area network to be described herein will be referred to as MAN. A table of
acronyms and abbreviations Is found in Appendix A. Metropolitan area
networks serve a variety of EUSs ranging from simple reporting-devices and
low Intel- ligence terminals through personal computers to large mainframes
and supercomputers. The demands that these EUSs place on a network vary
widely. Some may issue messages infrequently while others may issue 15
many messages each second. Some messages may be only a few bytes while
others may be files of millions of bytes. Some EUSs may require delivery
any time within the nextfew hours while others may require delivery within
microseconds. This invention of a metropolitan area network is a computer
and telephone communications network that has been designed for
transmitting broadband low latency data which retains and indeed exceeds
the perfor- 20  mance characteristics of the highest performance local area
networks. A metropolitan area network has size characteristics similar to
those of a class 5 or end-office telephone central office; consequently,
with respect to size, a metropolitan area network can be thought of as an
end-office for data. The exemplary embodiment of the invention, hereinafter
called MAN, was designed with this in mind. However, MAN also fits well
either. as an adjunct to or as part of a switch module for an end-office,
thus supporting broadband Integrated Services 25   Digital Network (ISDN)
services. MAN can also be effective as either a local area or campus area
network. It is able to grow gracefully from a small LAN through campus
sized networks to a full MAN. The rapid proliferation of workstations and
their servers, and-the growth of distributed-comrputing-are major factors
that motivated the design of this Invention. MAN was designed to provide
networking for tens of thou- sands of diskiess workstations and servers and
other computers over tens of kilometers, where each user has 30  tens to
hundreds of simultaneous and different associations with. other computers
on the network. Each net- worked computer can concurrently generate tens to
hundreds of messages per second, and require 110 rates of tens to hundreds
of millions of bits/second (Mbps). Message sizes may range from hundreds of
bits to mil- lions of bits. With this level of performance, MAN is capable
of supporting remote procedure calls, Interobject communications, remote
demand paging, remote swappipg, file transfer, and computer graphics. The
goal Is 35  to move mostmessages (ortransactionsas theywill be referred to
henceforth)froman:EUS memory toanother EUS memory within less than a
millisecond foremal transactions and within afew milliseconds forlarge
trans- actions. FIG. I classifies transaction types and show desired EUS
response times as a function of both trans- action type and size, simple
(!.e., low Intelligence) terminals 70, remote procedure calls (RPCs) and
Interobject communications (lOCs) 72, demand paging 74, memory swapping 76,
animated computer graphics 78, com- 40  puter graphics still pictures 80,
file transfers 82, and packetized voice 84. Meeting the response
time/transaction speeds of FIG. I represents part of the.goals of the MAN
network. As a calibration, lines of constant bit rate are shown where the
bit rate Is likely to dominate the response time. MAN has an aggregate bit
rate of 150 gigabits per second and can handle 20 million network
transactions per second with the exerm- plary choice of the processor
elements shown in FIG. 14. Furthermore, it has been designed to handle
traffic 45  overloads gracefully. MAN is a network which performs switching
and routIng as many systems do, but also addresses a myriad of other
necessary functions such as error handling, user interfacing, and the like.
Significant privacy and se- curity features in MAN are provided by an
authentication capability. This capability prevents unauthorized net- work
use, enables usage-sensitive billing, and provides non-forgeable source
Identif cation for all information. 50  Capability also exists for defining
virtual private networks. MAN is a transaction-oriented (i.e.,
connectionless) network. It does not need to incur the overhead of
establishing or maintaining connections although a connection veneer can be
added in a straightforward fash- ion if desired. 



MAN can also be used for switching packetized voice. Because of the short
delay in traversing the network, 55  the priority which may be given to the
transmission of single packet entitles, and the low variation of delay when
the network is not heavily loaded, voice or a mixture of voice and data can
be readily supported.by MAN. For clarity, the term data as used
hereinafterincludes digital data representing voice signals, as well as
digital data representing commands, numerical data, graphics, prqgrams,
data files and other contents of memory. 5          '9..    EP 0 335 563 B1
MAN, though not yet completely built, has been extensively simulated. Many
of the capacity estimates pre- sented hereinafter are based on these
simulations. 2 ARCHITECTURE AND OPERATION, 5 2.1 Architecture The MAN
network is a hierarchical star architecture with two or three levels
depending upon how closely one looks at the topology. FIG. 2 shows the
network as consisting of a switching center called a hub 1 linked io  to
network interface modules 2 (NIMs)-at the edge of the network.- The hub Is
a very high performance-transaction store-and-forward system that
gracefully grows from a small four link system to something very large that
Is capable of handling over 20 million network transactions per second and
that has an aggregate bit rate of 150 gigabits per second. Radiating out
from the hub for distances of up to tens of kilometers are optical fibers
(or alternative data 15  channels) called external links (XLs) (connect NIM
to MINT), each capable of handling full duplex bit rates on the order of
150 megabits per second. An XL terminates in a NIM. A NIM, the outer edge
of which delineates the edge of the network, acts as a
concentrator/demultiplexer and also identifies network ports. It
concentrates when moving Information Into the network and demultiplexes
when moving Information out of the network. Its purpose In
concentrating/demultiplexing Is to interface multiple 20  end user systems
26 (EUSs) to the network in such a way as to use the link effIciently and
cost effectively. Up to 20 EUSs 26 can be supported by each-NIM depending
upon the EUSs networking needs. Examples of such EUSs are the increasingly
common advanced function workstations 4 where the burst rates are already
In the 10 Mbps range (with the expectation that much faster systems will
soon be available) with-average rates orders of magnitude lower. If the EUS
needs an average rate that is closer to Its burst rate and the average 25
rates are of the same order of magnitude as that of a NIM, then a NIM can
either provide multiple. interfaces to a single EUS 26 orcan provide a
single Interface with the entire NIM and XLdedicated to that EUS. Examples
of EUSs of this type include large mainframes 5 and file servers 6 for the
above workstations, local area net- works such as ETHERNET l  8 and high
performance local area networks 7 such as Proteon@ 80, an 80 MB1t token
ring manufactured by Proteon Corp., ora system using a fiberdistributed
data Interface (FDDI), an evolv- 30  ing American National Standards
Institute (ANSI) standard protocol ring Interface. In the latter tw. cases,
the LAN Itself may do the concentration and the NIM then degenerates to a
single port network interface module. Lower performance local area networks
such as ETHERNET  I n IM token rings may no nedalo h Lowerperfrmane loal
aea nework suc as THERET 8and IBM tknrsmy not need all of the capability
that an entire NIM provides. In these cases, the LAN, even though it
concentrateslmay connect to a port 8 on a multiport NIM.
. 35 Within each EUS there isa user Interface module (UIM) 13. This unit
serves as a high bit rate direct memory access port for the EUS and as a
buffer for transactions received from the network. It also off-loads the
EUS from MAN Interface protocol concerns. Closely associated with- the UIM
Is the MAN EUS-resident driver. It works with the UIM to format outgoing
transactions, receive incoming transactions, implement protocols, and
Interface with the EUSs operating system. 40 A closer inspection (see FIG.
3) of the hub reveals two different functional units - a MAN switch (MANS)
10 and one or more memory interface modules 11 (MINTs). Each MINT is
connected to up to four NiMs via XLs 3 and thus can accommodate up to 80
EUSs. Thq choice of four NlMs per MINT Is based upon a number of factors
including transaction handling capacity, buffer memory size within the
MINT, growability of the net- work, failure group size, and aggregate bit
rate. 45      Each MINT is connected to the MANS by four internal links 12
(ILs) (connect MINT and MAN, switch), one of which Is shown for each of the
MINTs in FIG. 3. The reason for. four links in this case is different than
it is for the XLs. Here multiple links are necessary because the MINT will
normally be sending infonmation through the MANS to multiple destinations
concurrently; a single IL would, present a bottleneck. The, choice of 4 ILs



(as well as many other design choices of a similar nature) was made on the
basis of extensive analytical and 50  simulation modeling. The ILs run at
the- same bit rate as the external links but are very short since the
entire hub is colocated. The smallest hub consists of one MINT with the ILs
looped back and no switch. A network based upon this hub includes up to
four NiMs and accommodate up to 80 EUSs. The largest hubthat is currently
envisioned consists of 256 MINTs and 1024 x 1024 MANS. This hub
accommodates 1024 NlMs and up to 20,000 EUSs. 55   By adding MINTs and
growing the MANS,. the hub and ultimately the entire. network grqws very
gracefully.    EP 0 335 563 51 2.1.1 LUWUs, Packets, SUWUs, and
Transactions Before going further several terms need to be discussed. EUS
transactions are transfers of units of- EUS Information that are meaningful
to the EUS. Such transactions might be a remote procedure call consisting
of 5   a few bytes or the transfer of a 10. Megabyte database. MAN
recognizes two EUS transaction unit sizes that are called long userwork
unit (LUWUs) and short user work units (SUWUs) forthe purposes of this
description. While the delimiting size is easily engineerable, usually
transaction units of a couple of thousand bits or less are considered SUWUs
while larger transaction units are LUWUs. Packets are given priority within
the network to reduce response time based upon criteria shown in FIG. 1
where it can be seen that the smaller EUS trans- 1o  action units usually
need faster EUS transaction response times. Packets are kept Intact as a
single frame or packet as they move through the network. LUWUs are
fragmented Into frames or packets, called packets here- inafter, by the
transmitting UIM. Packets-and SUWUs are sometimes collectively referred to
as network trans- action units. Transfers through the MAN switch are
referred to as switch transactions and the units transferred through i1
the MANS are switch transaction units. They are composed of one or more
network transaction units destined for the same NIM. '>'~ /    2.2
Functional Unit Overview 20      Prior to discussing the operation of MAN,
it is useful to provide a brief overview of each major functional unit
within the network. The units described are the UIM 13, NIM 2, MINT 11,
MANS 10, end user system link (connects NIM and UIM) (EUSL) 14, XL 3, and
IL 12 respectively. These units are depicted In FIG. 4. 2.2.1 User
Interface Module - UIM 13 25 This module Is located within the EUS and
often plugs onto an EUS backplane such as a VME@ bus (an IEEE standard
bus), an Intel MULTIBUS 11I, mainframe I/O channel. It is designed to fit
on one printed circuit board for most applications. The UIM 13 connects to
the NIM 2 over a duplex optical fiber link called the EUS link 14 (EUSL),
driven by optical transmitter 97 and 85. This link runs at the same speed
as the external link 30  (XL) 3. The UIM has a memory queue .15: used to
store Information on its way to the network, Packets and SUWUs are stored
and forwarded to the NIM using out-of-band flow control. By way of
contrast, a receive buffer memory 90 must exist to receive information from
the network. In this case entire EUS transactions may sometimes be stored
until they can be transferred into End User System memory. The receive
buffer must be capable of dynamic buffer chaining. Partial EUS transactions
may arrive 35  concurrently In an Interleaved fashion. Optical Receiver 87
receives.signals from optical link 14 for storage In receive buffer memory
90. Control 25 controls UIM 13, and. controls exchange of data betweon
transmit first-in-first-out (FIFO) queue 15 or re- *     ceive buffer
memory 90 and a bus interface for interfacing with bus 92 which connects to
end user system 26. The details of the control of UIM 13 are shown in FIG.
19. 40 2.2.2 Network Interface Module - NIM 2 A NIM 2 is the part of MAN
that Is at the edge of the network. A NIM performs six functions: (1)
concen- trationldemultiplexing including queuing of packets and SUWUs
moving toward the MINT and external link ar- 45  bitration, (2)
participation in network security using port identification, (3)
participation in congestion control, (4) EUS-to-network control message
Identification, (5) participation in error handling, and (6) network inter-
facing. Small queues 94 In memory similar to those 15 found in the UIM
exist for each End User System. They receive information from the UIM via
link 14 and receiver 88 and store it until XL 3 is available for
transmission to the MINT. The outputs of these queues drive a data
concentrator 95 which in turn drives an optical transmitter 50  96. An
external link demand mutliplexer exists which services demands for the use
of the XL. The NIM pref ixes a port Identification number 600 (FIG. 20) to
each network transaction unit flowing toward the MINT. This is 



used In various ways to provide value added services such as reliable and
non-fraudulent sender identification and billing. This prefix is
particularly desirable for ensuring that members of a virtual network are
protected from unauthorized access by outsiders. A check sequence is
processed for error control. The NIM, working 55   with the hub 1,
determines congestion status within the network and controls flow from the
UlMs under high congestion conditions. The NIM also provides a standard
physical and logical Interface to the network Including flow control
mechanisms. Information flowing from the network to the EUS Is passed
through the NIM via receiver 89, distributed 7    EP 0 335 563 B1 to the
correct UIM by data distributor 86, and sent to destination UIM 13 by
transmitter 85 via link 14. No buf- fering is done at the NIM. There are
only two types of NIMs. One type (such as shown In FIG. 4 and the upper
right of FIG. 3) con- centrates while the other type (shown at the lower
right of FIG. 3) does not. 5 2.2.3 Memory and Interface Module - MINT 11
MINTs are located in the hub. Each MINT 11 consists of. (a) up to four
external link handlers 16 (XLHs) that terminate XLs and also receive
signals from the half of the Internal link that moves data from the switch
10  10 to the MINT; (b) four Internal link handlers i7 (ILHs) that geberate
data for the half of the lLthat moves data from a MINT to the switch; (c)
a'memory 18 for storing data while awaiting a path from the MINT through
the switch to the destination NIM; (d) a Data Transport Ring 19 that moves
data between the link handlers and the memory and also carries MINT control
information; and (e) a control unit 20. All functional units within the
MINT are designed to accommodate the peak aggregate bit rate for data mov-
15  Ing concurrently into and out of the MINT. Thus the ring, which is
synchronous, has a set of reserved slots for moving information from each
XLH to memory and another set of reserved slots for moving Information from
memory to each ILH. It has a read plus write bit rate of over 1.5 Gbps. The
memory is 512 bits wide so that an adequate memory bit rate can be achieved
with components having reasonable access times. The size of the memory (16
Mbytes) can be kept small because the occupancy time of information in the
memory Is also 20  small (about 0.57 milliseconds under full network load).
However, this is an engineerable number that can be adjusted If necessary.
The XLHs, are bidirectional but not symmetric. Information moving from NIM
to MINT is stored In MINT memory. Header Information is copied by the XLH
and sent to the MINT control for processing. In contrast,. Information
moving from the switch 10 toward a NIM Is not stored in the MINT but simply
passes through the 25   MINT, without being processed, on its way from MANS
10 output to a destination NIM 2. Due to variable path lengths in the
switch, the Information leaving the MANS 10 Is out of phase with respect to
the XL. A phase alignment and scrambler circuit (described In section 6.1)
must align the data before transmission to the NIM can occur. Section 4.6
described the Internal: link handler (ILH). The MINT performs a variety of
functions Including (1) some of the overall routing within the network, (2)
30  participation In user validation, (3) participation in network
security, (4) queue management, (5) buffering of network transactions, (6)
address translations (7) participation In congestion control, and (8) the
generation of operation, administration, and maintenance (OA&M) primitives.
The control for the MINT Is a data flow processing system tailored to the
MINT control algorithms. Each MINT is capable of processing up to 80O000
network transactions per second. Afully provisioned hub with 250 35   MINTs
can therefore process 20 million network transactions per second. This Is
discussed further In section 2.3. 2.2.4 MAN Switch - MANS 10 40      The
MANS consists of two main parts (a) the fabric 21 thorugh which information
passes and (b) the control 22 for that fabric. The control allows the
switch to be set up In about 50 microseconds. Special properties of the
fabric allow the control to be decomposed into completely independent
sub-controllers that can operate in. parallel. Additionally, each
sub-controller can be pipelined. Thus, not only is the setup time very fast
but many paths can be set up concurrently and -the "setup throughput" can
be made high enough to accommodate high 45  request rates from large
numbers of MINTs. MANs can be made in various sizes ranging from 16x16
(handling four MINTs) to 1024 x 1024 (handling 256 MINTs). 2.2.5 End User
System Link - EUSL 14. 50      The end user system link 14 connects the NIM
2 to the UIM 13 that resides within the end user's equipment 



It is a full duplex optical fiber link that runs at the same rate and in
synchronism with the eternal link on the other side of the NIM. It is
dedicated to the EUS to which it is connected. The length of the EUSL is
Intended to be on the order of meters to lOs of meters. However, there is
no reason why it couldn't be longer If economics allow It 55      The basic
format and data rate for the EUSL for the present embodiment of the
invention was chosen to be the same as that of the Metrobus Ughtwave System
OS-1 link. Whatever link layer data transmission stan- dard Is eventually
adopted would be used in later embodiments of MAN. 8    EP 0 335 563 i1
2.2.6 External Links - XL 3 The external link (XL) 3 connects the NIM to
the MINT. It Is also a full duplex synchronous optical fiber link. It Is
used In a demand multiplexed fashion by the end user systems connected to
its NIM. The length of 5   the XL Is Intended to be on the order of 1 Os of
kilometers. Demand multiplexing Is used for economic reasons. It employs
the Metrobus OS-1 format and data rate. 2.2.7 Internal Links - IL 24 1o
The internal link 24 provides connectivity between a MINT and the MAN
switch. It is a unidirectional seml- synchronous link that retains
frequency butloses the synchronous phase relationship as it passes through
the MANS 10. The length of the IL 24 Is on the order of meters but could be
much longer if economics allowed. The bit rate of the IL is the same as
that of OS-1. The format; however, has only limited similarity to:OS-1 be-
cause of the need to resynchronize the data. 15 2.3 Software Overview Using
a workstation/server paradigm, each end user system connected to MAN is
able to generate over 50 EUS transactions per second consisting of LUWUs
and SUWUs. This translates into about 400 network 20 transactions per
second (packets and SUWUs). With. up to 20 EUS per NIM, each NIM must be
capable of handling up to 8000 network transactions per second with each
MINT handling up to four times this amount or 32000 network transactions
per second. These are average or sustained rates. Burst conditions may sub-
stantially increase instantaneous rates for a single EUS 26. Averaging over
a number of EUSs will, however,. smooth out Individual EUS bursts. Thus
while each NIM port must deal with. bursts of considerably more than 25 50
network transactions per second, NIMs (2) and XLs (3) are likely to see
only moderate bursts. This Is even more true of MINTs 11, each of which
serves 4 NIMs. The MAN switch 10 must pass an average of 8 million network
transactions per second, but the switch controller does not need to process
this many switch requests since the design of the MINT control allows
multiple packets and SUWUs going to the same destination NIM to be switched
with a single switch setup. 30      A second factor to be considered Is
network transaction Interarrival time. With rates of 15OMbps and the
smallest network transaction being an SUWU of 1000 bits, two SUWUs could
arrive at a NIM or MINT 6.67 microseconds apart. NIMs and MINTs must be
able to handle several back-to-back SUWUs on-a transient ba- ssb. The
control software in the NIMr and especiallythe MINTs mustdeal with this
severe real-time transaction 35  processing. The asymmetry and bursty
nature of data traffic requires a design capable of processing peak loads
for short periods of time. Thus. the, transaction control software
structure must be capable of executing many hundreds of millions of CPU
Instructions per second (100'9sof MIPs). Moreover, in MAN, this control
soft- ware performs a multiplicity of functions including routing of
packets and SUWUs, network port identification, queuing of network
transactions destined for the same NIM over up to 1000 NIMs (this means
real time main- 40 tenance of up to 1000 queues), handling of MANS requests
and acknowledgements, flow control of source EUSs based on complex
criteria, network traffic data collection, congestion control, and a myriad
of other tasks. The MAN control software is capable of performing all of
the above tasks in real time. The control software is executed In three
major components: NIM control 23, MINT control 20, and MANS control 22.
Associated 45 with these three control components is a fourth control
structure 25 within the UIM 13 of the End User System 26. FIG. 5 shows this
arrangement. Each NIM and MINT has its own control unit. The control units
function independently but cooperate closely. This partitioning of control
is one of the architectural mechanisms that makes possible MAN's real-time
transaction processing capability. The other mechanism that allows MAN to
handle high transaction rates is the technique of decomposing.the control
Into a logical array of subfunctions 



50 and Independently applying processing power to each subfunction. This
approach has been greatly facilitated by the use of TransputerS very large
scale integration (VLSI) processor devices made by INMOS Corp. The
technique basically is as follows: - Decompose the problem into a number of
subfunctions. - Arrange the subfunctions to form, a dataflow structure. 55
- Implement each subfunction as one or more processes. - Bind sets of
processes to processors, arranging the bound processors in the same
topology as the da- taflow structure so as to form a dataflow system that
will execute the function. - Iterate as necessary to achieve the real-time
performance required. 9    EP .0 335 S63*81 Brief descriptions of the
functions performed by the NIM, MINT, and MANS (most of which are done by
the softwarecontrolforthose modules) are given In sections 2.2.2through
2.2.4. Additional information Is given in section 2.4. Detailed
descriptions are Included later in this description within specific
sections covering these subsystems. 5 2.3.1 Control Processors The
processors chosen forthe system implementation are Transputers from INMOS
Corp. These 10 miillon instructions/second (MIP) reduced instruction set
control (RISC) machines are designed to be connected in 1o  an arbitrary
topology over 20 Mbps serial links. Each machine has four links with an
input and output path ca- pable of simultaneous direct memory access (DMA).
2.3.2 MINT Control Performance 15      Because of the need to process a
large number of transactions per second, the processing of each trans-
action Is broken into serial sections which form a pipeline. Transactions
are fed Into this pipeline where they are processed simultaneously with
other transactions at more advanced stages within the pipe. In addition,
there are multiple parallel pipelines each handling unique processing
streams simultaneously. Thus, the re- quired high transaction processing
rate, where each transaction requires routing and other complex servicing,
20  is achieved by breaking the control structure into such a
parallel/pipelined fabric of interconnected processors. A constraint on
MINT control is that any serial protessing can take no longer than 1/
(number of transactions per second processed In this pipeline). A further
constraint concerns the burst bandwidth for headers entering the control
within an XiI 16. If the. time between successive network units arriving at
the XLH Is less than 25                               (header
size)/(bandwidth into control) then the XLH must buffer headers. The
maximum number of transactions per second assuming uniform arrival Is given
by: (bandwidth into control)/(size of transaction header). An example based
upon the effective bit rate of transputer links and the 40 byte MAN network
transaction 30   header is: (8.0Mb/s for control link)/(320 bit
header/transaction) = 25,000 transactions/sec. per XLH, or one transaction
per XLH every 40 microseconds. Because transaction interarrival times can
be less than this, header buffering Is performed In the XLH. The MlNTmustbe
capable, within thistime, of routing, executing billing primitives, making
switch requests, 35  performing network control, memory management
operation, administration, and maintenance activities, name serving, and
also providing other network services such as yellow page primitives. The
parallel/pipelined nature of MINT control 20 achieves these goals. As an
example, the allocating and freeing of high-speed memory blocks can be
processed completely in- dependently of routing or billing primitives.
Transaction flow within a MINT is controlled In a single pipe by the 40
management of the memory block address used for storing a network
transaction unit (le. packet or SUWU). At the first stage of the pipe;
memory management allocates free blocks of high-speed MINT memory. Then, at
the next stage, these blocks are paired with the headers and routing
translation is done. Then switch units are collected based on memory blocks
sent to common NlMs, and to close the loop the memory blocks are freed
after the blocks data is transmitted into the MANS. Billing primitives are
simultaneously handled within 45   a different pipe. 2.4 MAN Operation 



The EUS 26 is viewed by the network as a user with capabilities granted by
a network administration. This 50  Is analogous to a terminal user logged
into a time-.sharing system. The user, such as a workstation or a front end
processor acting as a concentrator for stations or even networks, will be
required to make a physical con- nection at a NIM port and then identify
itself via its MAN name, virtual network Identification, and password
security. The network adjusts routing tables to map data destined for this
name to a unique NIM port. The ca- pabilitles of this userare associated
with the physical port. The example just given accommodates the paradigm 55
of a portable workstation. Ports may also be configured to have fixed
capabilities and possibly be "owned" by one MAN named end user. This gives
users dedicated network ports or provides privileged administrative
maintenance ports. The source. EUS refer to. the destination by MAN names
or services, so they are not re- quired to know anything about the dynamic
network topology. 10    EP 0 335 563 B1 The high bit rate and large
transaction processing capability internal to the network yield very short
re- sponse times and provide the EUS with a means to move data In a
metropolitan area without undue network considerations. A MAN end user will
see EUS-memory-to-EUS memory response times as low as a millisec- ond, low
error rates, and the ability to send a hundred EUS transactions per second
on a sustained basis. This 6   number can expand to several thousand for
high performance EUSs. The EUS will send data in whatever size is
appropriate to his needs with no maximum upper bound. Most of the
limitations on optimizing MAN perfor- mance are Imposed by the limits of
the EUS and applications, not the overhead of the network. The user will
supply the following Information on transmitting data to the UIM: - A MAN
name and virtual network name for the destination address that is
independent df the physical 10       address. - The size of the data. - A
MAN type field denoting network service required. - The data. Network
transactions (packets and SUWUs) move along the following logical path (see
FIG. 5): 15       sourceUIM ==> sourceNIM ==> MINT ==> MANS==>
destinationNIM(via MINT) ==> destinationUIM. Each EUS transaction (i.e.,
LUWU or SUWU) is submitted to its UIM. Inside the UIM, a LUWU Is further
frag- mented into variable size packets. An SUWU is not fragmented but is
logically viewed in its entirety as a net- work transaction. However, the
determination that a network transaction is an SUWU is not made until the
SUWU reaches the MINTwhere the information is used in dynamically
categorizing data into SUWUs and pack- 20  ets for optimal network
handling. The NIM checks Incoming packets from the EUS to verify that they
do not violate a maximum packet size. The UIM may pick packet sizes smaller
than the maximum depending on EUS stated service. For optimum MINT memory
utilization, the packet size is the standard maximum. However un- der some
circumstances, the application may request that a smaller packet size be
used because of end user. consideration such as timing problems ordata
availability timing. Additionally, there may be timing limits where 25  the
UIM will send what is currently has from the EUS. Even where the maximum
size packet is used, the last packet of a LUWU usually is smaller than the
maximum size packet. At the transmitting UIM each network transaction
(packet or SUWU) Is prefixed with a fixed length MAN network header. It Is
the information within this header which the MAN network software uses to
route, bill, offer network services, and provide network control. The
destination UIM also uses the information within this 30  header in its job
of delivering EUS transactions to the end user. The network transactions
are stored in the UIM source transaction queue from which they are
transmitted to the source NIM. Upon receiving network transactions from
UlMs, the NIM receives them in queues permanently dedicated to the EUSLs on
which the transaction arrived, for forwarding to the MINT 11 as soon as the
link 3 becomes available. The control software within the NIM processes the
UIM to NIM protocol to identify control messages 35  and prepends a source
port number to the transaction that will be used by the MINT to
authenticate the trans- action. End-usar data will never be touched by MAN
network software unless the data-is addressed to the network as control
Information provided by .the end user. As the transactions are processed,
the source NIM concentrates them onto the external link between the source
NiM and its MINT. The source NIM to MINT links terminate at a hardware
Interface In the MNT (the external link: handler or XLH 16). 40      The
external link protocol between the NIM and MINT allows the XLH 16 to detect
the beginning and end of network transactions. The transactions are
immediately moved into a memory 18 designed to handle the 15OMbIs bursts of
data arriving at the XLH. This memory aaccess isva high-speed time slotted
ring 19 which 



guarantees each I 50Mb/s XLH input and each 150Mb/is.:output from the MINT
(le. MANS inputs) bandwidth with no contention. For example, a MINT which
concentrates 4 remote NIMs and has 4 input ports to the center 45  switch
must have a burst access bandwidth of at least 1.2Gb/s. The memory storage
is used in fixed length blocks of a size equal to the maximum packet size
plus the fixed length MAN header. The XLH moves an ad- dress of a fixed
size memory block followed by the packet or SUWU data to the memory access
ring. The data and network header are stored until the MINT control 20
causes Its transmission into the MANS. The MINT control 20 will continually
supply the XLH s with free memory block addresses for storing the incoming
packets 50  and SUWUs. The XLH also "knows" the length of the fixed size
network header. With this information the XLH passes a copy of the network
header to MINT control 20. MINT control 20 pairs the header with the block
ad- dress it had given the XLH for storing the packet or SUWU. Si thethe
header is the only internal representation of the data within MINT control
it is vital that it be correct. To ensure sanity due to potential link
errors the header has a cyclic redundancy check (CRC) of its own. The path
this tuple takes within MINT-control must be the 55  same for all packets
of any given LUWU (this allows ordering of LUWU data to be preserved).
Packet and SUWU headers paired with the MINT memory block address will move
through a pipelJne of processors. The pipeline allows multiple CPUs to
process-different network transactions at various stages of MINT
processing. In addition, there are multiple pipelines to provide concurrent
processing. 11    EP 0 335 563 B1 MINT control 20 selects an unused
Internal link 24 and requests a path setup from the IL to the destination
NIM (through the MINT attached to that NIM). MAN switch control 21 queues
the request and when; the path is available and (2) the XL 3 to the
destination NIM is also available, It notifies the source MINT while
concur- rently setting up the path. This, on average and under full load,
takes 50 microseconds. Upon notification, the 5   source MINT transmits all
network transactions destined for that NIM, thus taking maximum advantage
of the path setup. The Internal link handler 17 requests network
transactions from the MINT memory and transmits them over the path: ILH ==>
sourcelL ==> MANS => destinatlonhi ==> XLH, this XLH being attached to the
destination NIM. The XLH recovers bit synchronization on the way to the
des- 10  tinatlon NIM. Note that Information, as it leaves the switch,
simply passes through a MINT on Its wayto the destination NIM. The MINT
doesn't process it in any way other than to. recover bit synchronkation
that has been lost In going through the MANS. As Information (I.e., switch
transactions made up of one or more network transactions) arrives at the
des- tination NIM it Is demultiplexed into network transactions (packets
and SUWUs) and forwarded to the destin- 15  ation UlMs. This is done won
the fly"; there Is no buffering in the NIM on the way out of the network.
The receiving UIM 13 will store the network transactions in its receive
buffer memory 90 and recreate EUS transactions (LUWUs and SUWUs). A LUWU
may arrive at the UIM in packet sized pieces. As soon as at least i   part
of a LUWU arrives, the UIM will notify the EUS of its existence and will,
upon instructions from the EUS, transmit under the control of Its DMA,
partial EUS or whole EUS transactions into the EUS memory in DMA 2o
transfer sizes specified by the EUS. Alternate paradigms exist for transfer
from UIM to EUS. For instance, an EUS can tell the UIM ahead of time that
whenever asything arrives the UIM should transfer it to a specified buffer
In EUS memory. The UIM would then not need to announce the arrival of
information but would imme- diately transfer it to the EUS. 25  2.5
Additional Considerations 2.5.1 Error Handling In order to achieve
latencies In the orderof hundreds of microseconds from EUS memory to EUS
memory, .o  errors must be handled in a manner that differs from that used
by conventional data networks today. In MAN, network transactions have a
header check sequencer 626 (FIG. 20) (HCS) appended to the header and a
data check sequence 646 (FIG.20) (DCS) appended to the entire network
transaction. Consider the header first. The -source UIM generates a HCS
before transmission to the source NIM. At the MINT the HCS Is checked and,
if in error, the transaction Is discarded. The destination NIM performs a
35  similar action for a third time before routing the transaction to the
destination UIM. This scheme prevents mis- delivery of Information due to
corrupted headers. Once a header Is found to be flawed, nothing In the
header can be considered reliable and the only. option that MAN has Isio
discard the transaction. The source UIM Is also required to provide a DCS
at the end of the user data. This field Is checked within the MAN network
but no action Is taken If errors are found. The information Is delivered to
the destination UIM 



40   who can check It and take appropriate action. Its use within the
network Is to identify both. EUSL and Internal network problems. Note that
there is never any attempt within the network to correct errors using the
usual automatic repeat request (ARQ) techniques found in most of today's
prptccoqs. The need for low latency precludes this. Error correcting
schemes would be too costly except for the headers, and even here the time
penalty may be too 45  great as has sometimes been the case in computer
systems. However, header error correction may be em- ployed later if
experience proves that it is needed and time-wise possible. Consequently,
MAN checks for errors and discards transactions when there is reason to
suspect the val- idity of the headers. Beyond this, transactions are
delivered even if flawed. This is a reasonable approach for three reasons.
First, intrinsic error rates over optical fibers are of the same order as
error rates over copper 50   when common ARQ protocols are employed. Both
are in the range of 10-" bits per bit. Secondly, graphics ap- plications
(which are increasing dramatically) often can tolerate small error rates
where pixel images are trans- m mitted; a bitor two per image would usually
be fine. Finally, where errorrates need to be betterthan the intrinsic
rates, EUS-to-EUS ARQ protocols can be used (as they are today) to achieve
these improved error rates. 55   2.5.2 Authentication MAN provides an
authentication feature. This feature assures a destination EUS of the
identity of the source EUS for each and every transaction it receives.
Malicious users cannot send transactions with forged 12    EP 0 335 563B1
"signatures". Users are also prevented from using the network free of
charge; all users are forced to identify themselves truthfully with each
and every transaction that they send into the network, thus providing for
ac- curate usage-sensitive billing. This feature also provides the
primitive capability for other features such as vir- tual private networks.
5      When an EUS first attaches to MAN, It 'logs In" to a well known and
privileged Login Server that is part of the network. The login server is In
an administrative terminal 350 (FIG. 15) with an attached disk memory 351.
The administrative terminal 350 is accessed via an OA&M MINT processor 315
(FIG. 14) and a MINT OA&M monitor317 in the MINTcentral control 20, and an
OA&M central control (FIG. 15).This login isadhieved by the EUS (via its
UIM) sending a login transaction to the server through the network. This
transaction con- 10 tains the EUS identification number (its name), its
requested virtual network, and a password. In the NIM a port number is
prefixed to the transaction before It is forwarded to the MINT for routing
to the server. The Login Server notes the id/port pairing and-informs the
MINT attached to the source NIM of that pairing. It also ac- knowledges its
receipt of the login to the EUS, telling the EUS that it may now use the
network. When using the network, each and every network transaction that is
sent to the source NIMfrom the EUS 15 has, within its header, its source id
plus other information in the header described below with respect to FIG.
20. The NIM prefixes the port number to the transaction and forwards it to
the MINT where the pairing is checked. Incorrect pairing results in the
MINT discarding the transaction. In the MINT, the prefIxed source port
number is replaced with a destination port number before it Is sent to the
destination NIM. The destination NIM uses this destination port number to
complete the routing to the destination EUS. 20     If an EUS wishes to
disconnect from the network, it "logs off" In a manner similar to Its
login. The Login Server informs the MINT of this and the MINT removeathe
Id/port Information, thus rendering that port inactive. 2.5.3 Guaranteed
Ordering 25      From NIM to NIM the notion of a LUWU does not exist. Even
though LUWUs lose their Identity within the NIM to NIM envelope, the
packets of a given LUWU must follow a path through predetermined XLs and
MINTs. This allows ordering of packets arriving, at UlMs to be preserved
for a LUWU. However, packets may be dis- carded due to flawed headers. The
UIM checks for missing packets and notif ies the EUS In the event.that this
occurs. 30 2.5.4 Virtual Circuits and Infinite LUWUs The network does
notset up a circuit through to the destination but rather switches groups
of packets and SUWUs as resources become available. This does not prevent
the EUS from setting up virtual circuits; for 35  example the EUS could
write an infInite.size LUWU with the appropriate UIM timing parameters.
Such a data stream would appear to the EUS as a virtual circuit while to
the network it would be a never, ending LUWU that moves packets at a time.
The implementation of this concept must be handled between the UIM and the
EUS protocols since there may be many different types of EUS :and UlMs. The
end-user can be transmitting 



multiple data streams to any number of destinations at any one time. These
streams are multiplexed on packet 40 and SUWUs boundaries on the transmit
link between the source UIM and the source NIM. A parameter, to be adjusted
for optimum performance as the system is loaded, limits the time
(equivalent to limiting the length of the data stream) that one MINT can
send data to a NIM in order to free that NIM to receive data from other
MINTs. An Initial value of 2 milliseconds appears reasonable based on
simulations. The value can be adjusted dynamically in response to traffic
patterns in the system, with different values pos- 45 sible for different
MINTs or NIMs, and at different times of the day or different days of the
week. 3 SWITCH The MAN switch (MANS) is the fast circuit switch at the
center of the MAN hub. It interconnects the MINTs, 50 and all end-user
transactions must pass through it. The MANS consists of the switch fabric
itself, (called the data network or DNet), plus the switch control complex
(SCC), a collection of controllers and links that operate the DNet fabric.
The SCC must receive requests from the MINTs to connect or disconnect pairs
of Incoming and outgoing internal links (lis), execute the requests when
possible, and inform the MINTs of the outcome of their requests. 55
These apparently straightforward operations must be carried out at a high
performance level. The de- mands of the MAN switching problem are discussed
in the next section. Next, Section 3.2 presents the fun- damentals of a
distributed-control circuit-switched network that Is offered as a basis for
a solution to such switching demands. Section 3.3 tailors this approach to
the specific needs of MAN and covers some aspects 13
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ EP0 335563P1 of the
control structure that are critical to high performance. 3.1 Characterizing
the Problem 5      First we estimate some numerical values for the demands
on the MAN switch. Nominally, the MANS must establish or remove a
transaction's connection In f ractions of a millisecond In a network with
hundreds of ports, each running at 150 Mb/s and each carrying thousands of
separately switched transactions per second. Mil- lions of transaction
requests per second imply a distributed control structure where numerous
pipelined con- trollers process transaction requestslin parallel. 10
The combination of so many ports each running a high speed has several
implications. First, the bandwidth of the network must be at least 450
Gb/s, thus requiring multiple data paths (nominally 150 Mb/s) through the
network. Second, a 150 MbWs synchronous network would be difficult to build
(although an asynchronous net- work needs to recover clock or phase).
Third, since inband signaling creates a more complex (self-routing) net-
work fabric and requires buffering within the network, an out-of-band
signaling (separate control) approach is i5  desirable. In MAN, transaction
lengths are expected to vary by several orders of magnitude. These
transactions can share a single switch, as discussed hereinafter with
adequate delay performance for small transactions. The advantage of a
single fabric is that data streams do not have to be separated before
switching and recombined afterwards. 20      A problem to be dealt with Is
the condition where the requested output port is busy. To set up a
connection, the given Input and output ports must be concurrently idle (the
so-called concurrency problem). If an Idle input (output) port waits for
the output (Input) to become Idle; the waiting port Is inefficiently
utilized and other trans- actions needing that port are delayed. If the
idle port is instead given to other transactions, the original busy.
destination portmayhave become idle and busy again in the meantime, thus
adding furtherdelay to the original 25  transaction. The delay problem is
worse when the port Is busy with a large transaction. Any concurrency
resolution strategy requires that each port's busylidle status be supplied
to the controllers concerned with it. To maintain a high transaction rate,
this status update mechanism must operate with short delays. If transaction
times are short and most delays are caused by busy ports, an absolutely
non-blocking net- 3P work topology is not required, but the blocking
probability should be-small enough so as not to add. much to delays or
burden the SCC with excessive unachievable connection requests. Broadcast
(one to many) connections are a desirable network capability. However, even
If the network supports broadcasting, the concurrency. problem (here even
worse with the many ports involved) must be han- dled without disrupting
other traffic. This seems to rule out the simple strategy of. waiting for
all destination 35  ports to become idle and broadcasting to all of them at
once. 



Regardless of the special needs of the MAN network, the MANS satisfies the
general requirements for any practical network. Startup costs are
reasonable. The networkIsgrowablewithoutdisrupting existing fabric. The
topology Is Inherently efficient in its uee of fabric and circuit boards.
Finally, the concerns of operational availability - reliability, fault
tolerance, failure-group sizes, and ease of diagnosis and repair - are met.
3.2 General Approach - A Distributed-Control Circuit-Switching Network In
this section we describe the basic approach used in the MANS. It
specifically addresses the means by which a large network can be run by a
group of controllers operating in parallel and independently of one an- 45
other. The distributed control mechanism is described in terms of two-stage
networks, but with a scheme to extend the approach to multistage networks.
Section 3.3 presents details of the specific design for MAN. A major
advantage of our approach is that the plurality of network controllers
operate independently of one another using only local information.
Throughput (measured in transactions) is increased because con- trollers do
not burden each otherwith queries and responses. Also the delay in setting
up or tearing down con- 50  nections Is reduced because the number of
sequential control steps is minimized. All this is possible because the
network fabric is partitioned into disjoint subsets, each of which is
controlled solely by its own controller that uses global static
information, such as the internal connection pattern of the data network
120, but only local dynamic (network state) data. Thus, each controller
sees-and handles only those connection requests that use the portion of the
network for which It is responsible, and monitors the state of only that
portion. 55 3.2.1 Partitioning Two-Stage Networks Considerthe 9 x 9
two-stage network example in FIG. 6. comprising three input switches.131
(101), IS2 14    EP 0 335 563 B1 (102), and IS3 (103), and three output
switches OSI (104), OS2 (105), and OS3 (106). We can partition Its fabric
Into three disjoint subsets. Each subset Includes the fabric in a given
second stage switch (OS,& plus the fabric (or crosspoInts) In the first
stage switches (IS.) that connect-to the links going to that second stage
switch. For example, in FIG. 6, the partition or subset associated with OS1
(104) is shown by a dashed line 5   around the crosspoints In OS, plus
dashed lines around three crosspoints in each of the first stage switches
(101,102,103) (those crosspoints being those that connect to the links to
OS,). Now, consider a controller for this subset of the network It would be
responsible for connections from any Inlet to any outlet on OS,. The
controller would maintain busy/idle status for the crosspolnts it
controlled. This Information is dearly enough to tell whether a connection
Is possible. For example, suppose an inlet on is1 is 10  to be connected to
an outlet on OS,. We assume that the request is from the inlet, which must
be' idle. The outlet can be determined to be ideal from outlet busylidle
status memory or else from the status of the outlet's three crosspoints In
OS, (all three must be Idle). Next, the status of the link between IS, and
OS must be checked. This link will be idle if the two crosspoints on both
ends of the link, which connect the link to the re- maining two Inlets and
outlets, are all dle. If the inlet, outlet, and link are all Idle, a
crosspoint in Ieach of IS, 15  and OS can be dosed to set up the requested
connection. Note that this activity can proceed independently of activities
in the other subsets (disjoint) of the network. The reason is that the
network has only two stages, so the Inlet switches may be partitioned
according to their links to second stage switches. In theory this approach
applies to any two-stage network, but the usefulness of the scheme depends
on the network's blocking characteristics. The network in FIG. 6 would
block too fre- 20  quently, because It can connect at most one inlet on a
given inlet switch to an outlet on a given second stage switch. Atwo-stage
network, referred to hereinafter as a Richards network, of the type
described in G. W. Richards et al.: "ATwo-Stage Rearrangeable Broadcast
Switching Network, IEEE Transactions on Communications, v. COM-33, no. 10,
October 1985, avoids this problem by wiring each inlet port to multiple
appearances spread 25  over different Inlet switches. The distributed
control scheme operates on a Richards network, even though MAN may not use
such Richards network features as broadcast and rearrangement. 3.2.2
Control Network 30  3.2.2.1 Function In MAN, requests for connections come
from Inlets, actually, the central control 20,of the MlNTs; These requests
must be distributed to the proper, switch controller via a control network
(CNet). In FIG. 7, both the DNet 120 for circult-switched transactions and
the control CNet. 130 are shown. The DNet is a two-stage re- 35 arrangeably
non-blocking Richards network. Each switch 121,123 Includes a rudimentary
crosspoint controller 



(XPC) 122,124 which accepts commands to connect a specified Inlet on the
switch toa sspecified outlet by closing the proper crosspolnt. The first
and second stages' XPts (121,123) are abbreviated 1 SC (first stage
controller) and 2S8 (second stage controller) respectively. On the right
side of the CNet are 64 MANS controllers 140 (MANSCs) corresponding to and
controlling 40  64 disjoint subsets of the DNet, partitioned by second
stage outlet switches as described earlier. Since the controllers and their
network are overlaid on the DNet and not integral to the data fabric, they
could be replaced by a single controller in applications where transaction
throughput is not critical. 3.2.2.2 Structure                            .
45 The CNet shown in FIG. 7 has special properties. It consists of three
similar parts 130,134,135, corre- sponding to flows of messages from a MINT
to a MANSC, orders from a MANSC to an XPC, and acknowledg- ments or
negative acknowledgments ACKpINAKs from a MANSC to a MINT; acknowledge
(ACK), negative acknowledge (NAK). Each of the networks 130,134 and 135 is
a statistically multiplexed time-division switch, 50  and comprises a bus
132, a group of Interfaces 133 for buffering control data to a destination
orfrom a source, and a bus arbiter controller (BAC) 131. The bus arbiter
controller controls the gating of control data from an input to the bus.
The address of the destination selects the output to which the bus Is to be
gated. The output is connected to a controller (network 130: a MANSC 140)
or an interface (networks 131 and 132, interfaces similar to Interface
133). The request inputs and ACK/NAK responses are concentrated by control
data con- 55   centrators and distributors 136,138, each control data
concentrator concentrating data to orfrom four MINTs. The control data
concentrators and distributors simply buffer data from or to the MINTs, The
interfaces 133 in the CNet handle statistical demultiplexing and
multiplexing (steering and merging) of control messages. Note that the
interconnections made by bus 132 for a given request message in the DNet
are the same as those 15    EP 0 335 563 B1 requested In the CNet. 3.2.3
Connection Request Scenario 5      The connection request scenario begins
with a connection request message arriving at the left of CNet 130 in a
multiplexed stream on one of the message input links 137 from one of the
data concentrators 136. This request includes the DNet 120 Inlet and outlet
to be connected. In the CNet 130, the message is routed to the appropriate
iink 139 on the right side ofthe CNet according to theoutlet to be
connected, which is uniquely associated with a particular second stage.
switch and therefore also with a particular MANS controller 140. 10
This MANSC consults a static global director (such as a ROM) to find which
first stage.swit6hes carry the requesting Inlet. Independently of other
MANSCs, it now checks dynamic local data to'see whether the outlet Is idle
and any links from the properfirst stage switches are idle. If the required
resources are idle, the MANSC sends a crosspoint connect order to its own
second stage outlet switch plus another order to the proper first stage
switch via network 134. The latter order indudes a header to route it to
the correct first stage. 15      This approach can achieve extremely high
transaction throughput for several reasons. All network con- trollers can
operate in parallel, Independently of one another, and need not wait for
one another's data or go- aheads. Each controllersees only those requests
forwhich it Is responsible and does not waste time with other messages.
Each controllers operations are inherently sequential and Independent
functions and thus may be pipelined with more than one request in progress
at a time. 20      The above scenario Is not the only possibility.
Variables to be considered include broadcast -vs- point-to- point inlets,
outlets -vs- inlet-oriented connection requests, rearrangement -vs-
blocking-allowed operation, and disposition of blocked or busy connect
requests. Although these choices are already settled for MAN, all these
options can be handled with the control topology presented, simply by
changing the logic in the MANSCs.. 25  3.2.4 Multistage Networks This
control structure is extendible to multistage Richards networks, where
switches-in a given stage are recursively implemented as two-stage
networks. The resultant CNet is one in which connection requests pass
sequentially through S-1 controllers Imnan S-stage network, where again
controllers are responsible fordisjoint 30  subsets of the network and
operate independently, thus retaining the high throughput potential. 3.3
Specific Design for MAN In this section we first examine those system
attributes that drive the design of the MANS. Next, the data 35  and
control networks are described. Finally the functions of the MANS
controller are discussed in detail, In- cluding design tradeoffs that
affect performance. 



3.3.1 System Attributes 40  3.3.1.1 External and Internal Interfaces FIG. 7
illustrates a prototypical fully-grown MANS composed of a DNet 121 and 1024
incoming and 1024 outgoing ILs and CNet22 comprising three control message
networks 130,133,134 each with 64 incoming and 64 outgoing message links.
The ILs are partitioned into groups of 4, one group for each of 256 MINTs.
The 45   DNet is a two-stage network of 64 first stage switches 121 and 64
second stage switches 123. Each switch Includes an XPC 122 that takes
commands to open and close crosspoints. For each of the DNet's 64 second
stages 123, there is an associated MANSC 140 with a dedicated control link
to the XPC 124 in its second stage switch. Each control link and status
linkinterfaces 4 MINTs to the CNefs left-to-right and right-to-left switch
planes 50  via 4:1 control data concentrators and distributors 136,138
which are also part of the CNet 22. These may be regarded either as remote
concentrators in each 4-MINT group or as parts of their associated 1:64
CNet 130,135 stages; in the present embodiment, they are part of the CNet.
A third 64x64 plane 134 of the CNet gives each MANSC 140 a dedicated
right-to-left interface 133 with one link to each of the 64 1 SCs 122. Each
MINT 11 interfaces with the MANS 10 through its four ILs 12, its request
signal to control data concentrator 55   136, and the acknowledge signal
received back from control data distributor 138. Alternately, each CNet
could have 256 instead of 64 ports on Its MINT side, eliminating the
concentrators. 16    EP 0 335 563 B1 3.3.1.2 Size The MANS diagram In FIG.
7 represents a network needed to switch data traffic for up to 20,000 EUSs.
Each NIM Is expected to handle and concentrate the traffic of 10 to 20 EUSs
onto a 150 Mb/s XL, giving about 5   1000 XLs (rounded off in binary to
1024). EAch MINT serves 4 XLs for a total of 256 MINTs. Each MINT also
handles 4 ILs, each with an Input and an output termination on the DNet
portion of the MANS. The data network thus has 1024 inputs and 1024
outputs. Internal DNet link sizing will be addressed later. Failure-group
size and other Considerations lead to a DNet with 32 input links on each
first stage switch 121, each of which links Is connected to two such
switches. There are 16 outputs on each second stage switch 10  123 of the
DNet. Thus, there are 64 of each. type of switch and also 64 MANSCs 140 In
the CNet, one per second stage switch. 3.3.1.3 Traffic and Consolidation 15
The natural" EUS transactions of data to be switched vary In size by
several orders of magnitude, from SUWUs of a few hundred bits to LUWUs a
megabit or more. As explained In Section 2.1.1, MAN breaks larger EUS
transactions Into network transactions or packets of at most a few thousand
bits each. But the MANS deals with the switch transaction, defined as the
burst of data that passes through one MANS connection per one connect (and
disconnect) request Switch transactions can vary in size from a single SUWU
to several 20  LUWUs (many packets) for reasons about to be given. For the
rest of Section 3, "transaction" means "switch transaction" except as
noted. For a given total data rate through the MANS, the transaction
throughput rate (transactions/second) varies inversely with the transaction
size. Thus, the smaller the transaction size, the greater the transaction
through-. put must be to maintain the data rate. This throughput is limited
by the Individual throughputs of the MANSCs 25  (whose connect/disconnect
processing delays reduce the effective IL bandwidth) and also by
concurrency re- solution (waiting for busy outlets). Each MANSC's overhead
per transaction Is of course independent of trans- action size. v...-'
Although larger transactions reduce the transaction throughput demands,
they will add more delays to other transactions by holding outlets-and
fabric paths for longer times. Acompromise is needed - small trans- 30
actions reduce blocking and concurrency delays, but large transactions-ease
the MANSC and MlNTworkloads and Improve the DNet duty cycle. The answer is
to let MAN dynamically adjust its transaction sizes undervary- ing loads
for the best performance.. The DNet is large enough to handle the offered
load, so the switching control complex's (SCC) throughput is the limiting
factor. Under lighttrafflc, the switch transactions will be short, mostly
single SUWUs and packets. 35  As traffic levels Increase so does the
transaction rate. As the SCC transaction rate capacity Is approached,
transaction sizes are dynamically Increased to maintain the transaction
ratejust below the pointwhere the SCC would overload. This Is achieved
automatically by the consolidation control strategy, whereby each MINT al-
ways transmits In a single switch transaction all available SUWUs and
packets targeted for a given destination, 



even though each burst may contain the whole or parts of several EUS
transactions. Further increases In traffic 40  will increase the size, but
not so much the number, of transactions. Thus fabric and IL utilization
Improve with load, while the SCC's workload Increases only slightly.
Section 3.3.3.2.1 explains the feedback mechanism that controls transaction
size. 3.3.1.4 Performance Goals 45 Nevertheless, MAN's data throughput
depends on extremely high performance of individual SCC control elements.
For example, each XPC 122,124 In the data switch will be ordered to set and
clear at least 67,000 connections per second. Clearly, each request must be
handled in at most a few microseconds. Likewise, the MANSCs' functions must
be done quickly. We assume that these steps will be pipelined; 50  then the
sum of the step processing times will contribute to connect and disconnect
delays, and the maximum of these step times will limit transaction
throughput. We aim to hold the maximum and sum to a few microsec- onds and
a few tens of microseconds, respectively. The resolution of the concurrency
problem must also be quick and efficient. Busy/idle status of destination
terminals will have to be determined in about 6 microseconds, and the
control strategy must avoid burdening 55   MANSCs with unfulfillable
connection requests. One final performance Issue relates to the CNet
itself. The network and Its access, links must run at high speeds (probably
at least 10 Mb/s) to keep control message transmit times small and so that
links will run at low occupancies to minimize the contention delays from
statistical multiplexing. 17    EP 0 335 563 B1 3.3.2 Data Network (DNet)
The DNet Is a Richards two-stage rearrangeably non-blocking broadcast
network. This topology was chos- en not so much for Its broadcast
capability, but because its two-stage structure allows the network to be
par- 6   titloned Into disjoint subsets for distributed control. 3.3.2.1
Design Parameters The capabilities of the Richards network derive from the
assignment of inlets to multiple appearances on io  different first stage
switches according to a definite pattern. The particular assignment pattern
chosen, the number m of multiple appearances per inlet, the total number of
inlets, and the number of links between first and second stage switches
determine the maximum number of outlets per second stage switch permitted
for the network to be rearrangeably non-blocking. The DNet in FIG. 7 has
1024 Inlets, each with two appearances on the first stage switches. There
are two 15  links between each first and second stage switch. These
parameters along with the pattern of distributing the inlets ensure that
with 16 outlets per second stage switch the network will be rearrangeably
non-blocking for broadcast. Since MAN does not use broadcast or
rearrangement, those parameters not justified by failure-group or other
considerations may be changed as more experience is obtained. For example,
if a failure group size of 20  32 were deemed tolerable, each second stage
switch could have 32 outputs, thus reducing the number of sec- ond stage
switches by a factor of 2. Making such a change would depend on the ability
of the SCC control elements each to handle twice as much traffic. In
addition, blocking probabilities would increase and it would have to be
determined that such an Increase would not significantly detract from the
performance of the net-. work. 25      The network has 64 first stage
switches 121 and 64 second stage switches 123. Since each Inlet has two
appearances and there are two links between first and second stage
switches, each first stage switch has 32 Inlets and 128 outlets and
each-second stage has 128 inlets and 16 outlets. 3.3.2.2 Operation 30 Since
each inlet has two appearances and since there are two links between each
firstand second stage switch, any outlet switch can access any inlet on any
one of four links. The association of Inletsato links is al- gorithmic and
thus may be computed or alternatively read from a table. The path hunt
involves simply choosing an Idle link (if one exists) from among the four
link possibilities. 35     If none of the four links is idle, a re-attempt
to make a connection is made later and is requested by the same MINT.
Alternatively, existing connections could be re-arranged to remove the
blocking-condition, a simple procedure in a Richards network. However,
rerouting a connectjon in midstream could Introduce a phase glitch 



beyond the outlet circuit's ability to recover phase and clock. Thus with
present circuitry, it Is preferable not to run the MANS as a rearrangeable
switch. 40      Each switch In the DNet has an XPC 122,124 on the5CNet,
which receives messages from the MANSCs telling which crosspoints to
operate. No high-level logic is performed by these controllers. 3.3.3
Control Network and MANS Controller Functions 45  3.3.3.1 Control Network
(CNet) The CNet 130,134,135 briefly described earlier, interconnects the
MINTs, MANSCs, and 1SCs. It must car- ry three types of messages --
connect/disconnect orders from MINTs to MANSCs using blockl 30, crosspoint
orders from MANSCs to 1 SCs using block 134, and ACKs and NAKs from MANSCs
back to the MINTs using 50  block 135. The CNet shown in FIG. 7 has three
corresponding planes or sections. The private MANS 140-- 2SC 124 links are
shown but are not considered part of the CNet as no switching is required.
In this embodiment, the 256 MINTs access the CNet in groups of 4, resulting
in 64 input paths to and 64 output paths from the network. The .bus
elements in the control network perform merging and routing of mes- sage
streams. A request message from a MINT Includes the ID of the outlet port
to be connected or discon- 55   nected. Since the MANSCs are associated
one-to-one with second stage switches, this outlet specification Identifies
the proper MANSC to which the message Is routed. The MANSCs transmit
acknowledgment (ACK), negative acknowledgment .(NAK),:and. ISC command
messages via the right-to-left portion of the CNet (blocks 134,135), These
messages will also be formatted 18    EP 0 335 563 B1 with header
information to route the messages to the specified MINTs and ISCs. The CNet
and its messages raise significant technical challenges. Contention
problems in the CNet may mirror those of the entire MANS, requiring their
own concurrency solution. These are apparent in the Control Network shown
in FIG. 7. The control data concentrators 136 from four lines into one
interface may have con- 5   tention where more than one message tries to
arrive at one time. The data concentrators 136 have storage for one request
from each of the four connected MINTs, and the MINTs ensure that
consecutive requests are sent sufficiently far apart that the previous
request from a MINT has already been passed on by the concen- trator before
the next arrives. The MINTs time out if no acknowledgement of a request Is
received within a pre- specified time. Alternatively, the control data
concentrators 136 could simply ORw any requests received on 10  any Input
to the output; garbled requests would be Ignored and not acknowledged,
leading to a time out. Functionally what is needed inside the blocks
130,134,135 is a micro-LAN specialized for-tiny flied-length packets and
low contention and minimal delay. Ring nets are easy to interconnect, grow
gracefully, and permit simple tokenless add/drop protocols, but they are
ill-suited for so many closely packed nodes and have intol- erable
end-to-end delays. 15      Since the longest message (a MINTs connect
order) has under 32 bits, a parallel bus 132 serves as a CNetfabric that
can send a complete message in one cycle. Its arbitration controller 131,
in handling contention for the bus, would automatically solve contention
for the receivers. Bus components are duplicated for reliability (not
shown). 20  3.3.3.2 MAN Switch Controller (MANSC) Operations FIGS. 8 and 9
show a flowchart of the MANSC's high level functions. Messages to each
MANSC 140 in- clude a connect/disconnect bit, SUWU/packet bit, andithe IDs
of the MANS input and output ports involved. 25  3.3.3.2.1 Request Queues;
Consolidation (Intake Section, FIG. 8) Since the rate of message arrivals
at each MANSC 140 can exceed Its message processing rate, a MANSC provides
entrance queues for Its messages. Connect and disconnect requests are
handled separately. Con- nects are not enqueued unless their requested
outlets are idle. 30      Priority and regular packet connect messages are
provided separate queues 150,152 so that priority pack- ets can be given
higher priority. An entry from the regular packet queue 152 is processed
only If the priority queue 150 Is empty. This minimizes the priority
packets processing delays at the expense of the regular pack- ets', but It
is estimated that priority traffic will not usually be heavy enough to add
much to packet delays. Even so, delays are likely to be more user-tolerable
with the lower priority large data transactions than with priority 35
transactions. Also, If a packet-is -one of many pieces of a LUWU, any given
packet delay may have no final effect since end-to-end LUWU delay depends
only on the last packet. Both the priority and regular packet queues are
short, intended only to cover short-term random fluctu- ations in message
arrivals. if the short-term rate of arrivals exceeds the MANSC's processing
rate, the regular 



packet queue and perhaps the. priority queue will overflow. In such cases a
control negative acknowledge 40  (CNAK) Is returned to the requesting MINT,
Indicating a MANSC overload. This is no catastrophe, but rather the
feedback mechanism in the consolidation strategy that increases switch
transaction sizes as traffic gets heavier. Each MINT combines into one
transaction all available packets targeted for a given DNet outlet. Thus,
if a connection request by the MINT results in a CNAK, the next
requestforthe same destination may represent more data to be shipped
during-the connection, provided more packets of the LUWUs have arrived
at-the MINT 45  in the meantime. Consolidation need not always add t; LUWU
transmission delay, since a LUWU's last packet might not be affected. This
scheme dynamically Increases effective packet (transaction) sizes to
accommodate the processing capability of the MANSCs. The priority queue is
longer than the regular packet queue to reduce the odds of sending a
priority CNAK due to random bursts of requests. Priority packets are less
likely to benefit from consolidation than packets 50  recombining Into
their original LUWUs; this supports the separate, high-priority queue. To
force the MINTs to consolidate more packets, we may build the regular
packet queue shorter than it "ought" to be. Simulations have indicated that
a priority queue of 4 requests capacity and a regular queue of 8
requests.capacity is ap- propriate. The sizes of both queues. affect system
performance and can be fine-tuned with real experience with a system. 55
Priority Is determined by a priority Indicator in the type of service
Indication 623 (FIG.20). Voice packets are given priority because of their
required low delay. In alternative arrangements, all single packet-transao-
tions (SUWUs) may be given priority. Because charges are likely to be
higher for high priority, service, users will be discouraged from demanding
high priority service for the many packets of a long LUWU. 19    EP 0 335
563 B1 3.3.3.2.2 Busy/Idle Check When a connect request first arrives at a
MANSC, it is detected in test 153 which differentiates it from a disconnect
request. The busy/idle status of the destination outlet is checked (test
154). If-the destination is 5   busy, a busy negative acknowledge (BNAK)is
returned (action 156) to the requesting MINT, which will try again later.
Test 158 selects the proper queue (priority or regular packet). The queue
is tested (160,162) to see if it Is full. If the specified queue isfull, a
CNAK (control negative acknowledge) Is returned (action 164). Otherwise the
request Is enqueued In queue 150 or 152 and simultaneously the destination
is seized (marked busy) (ac- tion 166 or 167). Note that an overworked
(full queues) MANSC can still return BNAKs, and that-both BNAKs 10  and
CNAKs tend to increase transaction sizes through consolidation. The
busy/idle check and BNAK handle the concurrency problem. The penalty paid
for this approach is that a MINT-to-MANS IL Is unusable during the Interval
between a MINT's issuing a connect-request for thatIlL and its receipt of
an ACK or BNAK Also the CNet jams up with BNAKs and failing requests under
heavy MANS loads. Busy/idle checks must be done quickly so as not to
degrade the connection request-throughput and IL 15  utilization; this
explains the performance of a busy test before enqueuing. It may be
desirable further to use separate hardware to pre-test outlets for
concurrency. Such a procedure would relieve the MANSCs and CNets from
repeated BNAK requests, Increase the successful request throughput, and
permit the MANS to saturate at a higher percentage of Its theoretical
aggregate bandwidth. 20  3.3.3.2.3 Path Hunt - MANSC Service Section (FIG.
9) Priority block 168 gives highest priority to requests from disconnect
queue 170, lower priority to requests from the priority queue 150, and
lowest priority to requests from the packetqueue 152. When a connect
request. is unloaded from the priority or the regular packet queue, its
requested outlet port has already been seized 25  earlier (action 166 or
167), and the MANSC hunts for a path through the DNet This merely involves
looking up first the two inlets to which the Incoming IL is connected
(action 172) to find the four links with access to that Incoming IL and
checking their busy status (test 174). If all four are busy, a
blocked-fabric NAK (fabric NAK or FNAK) fabric blocking negative
acknowledge (FNAK) is returned to the requesting MINT, which will try the
request again later (action 178). Also the, seized destination outlet is
released (marked idle) (action 176). We 30  expect FNAKs to be rare. If the
four links are not all busy, an Idle one is chosen and seized, first a
first stage inlet then a link (action 180); both are marked busy (action
182). The inlet and link choices are stored (action 184). Now the MANSC
uses Its dedicated control path to send a crosspolnt connect order to the
XPC in Its associated second stage switch (action 188); this connects the
chosen link to the outlet. At the same time another. crosspoint order Is 35
sent (via the right-to-left CNet plane 134) to the 1SC (action 186)
required to connect the link to the Inlet port. 



Once this order arrives at the ISC (test 1.90), an ACK is returned to the
originating MINT (action 192). 3.3.3.2.4 Disconnects 40      To release
network resources as quickly as possible, disconnect requests are handled
separately from connect requests and at top priority. They have a separate
queue 170 built 16 words long (same as the number of outlets) soIt can
never overflow. Adisconnectis detected In test 153 which receives requests
from the MINT and separates connect from disconnect requests. The outlet Is
released and the request placed In disconnect queue 170 (action 193). Now a
new connect request for this same outlet can be accepted even though the 45
outlet is not yet physically disconnected. Due to Its higher priority, the
disconnect will tear down the switch connections before the new request
tries to reconnect the outlet. Once enqueued, a disconnect can always be
executed. Only the outlet ID Is needed to identify the spent connection;
the MANSC recalls this connection's choice of link and crosspoints from
local memory (action 195), marks these links idle (action 196) and sends
the two XPC orders to release them (actions 186 and 188). Thereafter, test
190 controls the wait for an ac- 50  knowledgementfromthefirststage
controllerand the ACKissentto the MINT (action 192). If there Is no record
of this connection, the MANSC returns a "Sanity NAK." The MANSC senses
status from the outlets phase alignment and scramble circuit (PASC) 290 to
verify that some data transfer took place. 3.3.3.2.5 Parallel Pipelining 55
Except for seizure and release of resources, the above steps for one
request are Independent of other re- quests' steps In the same MANSC and,
thus are pipelined to increase MANSC throughput. Still more power is
achieved through parallel operations; the path hunt begins at the same time
as the busy/idle check. Note that 20
I~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ EP 0
335 563 B1 the transaction rate depends on the longest step in a4,pilelined
process, but the response time for one given transaction (from request to
ACK or NAK) is the sum of the step times involved. The latter is Improved
by par- allelism but not by pipelining. 5   3.3.4 Error Detection and
Diagnosis Costly hardware, message bits, and time-wasting protocols to the
QNet and its nodes to verify every little message are avoided. For example,
each crosspoint order from a MANSC to an XPC does not require an echo of
the command or even an ACK In return. Instead, MANSCs does assume that
messages arrive uncorrupted io and are acted on correctly, until evidence
to the contrary arrives from outside. Audits and cross-checks are enabled
only when there Is cause for suspicion. The end users, NIMs and MINTs soon
discover a defect in the MANS or its control complex and Identify the
subset of MANS ports Involved. Then the diagnostic task Is to Isolate the
problem for repair and interim work-around. Once a portion of the MANS is
suspect, temporary auditing modes could be turned on to catch the guilty 15
parties. For suspected I SCs and MANSC, these modes require use of the
command ACKS and echoing. Spe- clal messages such as crosspoint audits may
also be passed through the CNet. This should be done while still carrying a
light load of user traffic. Before engaging these internal self-tests (or
perhaps to eliminate them entirely), MAN can run experi- ments on the MANS
to pinpoint the failed circuit, using the MINTs, uLs, and NIMs. For
example, If 75% of the 20 test SUWUs sent from a given IL make it to a
given outlet, we would conclude that one of the two links from one of that
Ls two firststages is defective. (Note this test must be run underload,
lest the deterministic MANSC always select the same link.) Further
experiments can Isolate that link. But if several MINTs are tested and none
can send to a particular outlet, then that outletis ryarked "out of
service" to all MINTs and suspicion iq now focussed on that second stage
and its MANSC. If other outlets on that stage work, the fault is in the
second 25 stage's fabric. These test use the status lead from each of a
MANSC s 16 PASC. Coordinating the Independent MINTs and NIMs to run these
tests requires a central Intelligencewith low- bandwidth message links to
all MINTs and NIMs. Given Inter-MINT connectivity (see FIG. 15), any MINT
with the needed firmware can take on a diagnostic task. NIMs must be
involved anyway to tell whethertest SUWUs reach their destinations. Of
course any NIM on a working MINT can exchange messages with any other such
30 NIM. 3.4 MAN Switch Controller FIG.25 Is a diagram of MANSC 140. This is
the unitwhich sends control instructions to data network 120 35 to set up
or tear down circuit connections. It receives orders from control network
130 via link 139 and sends 



acknowledgments both positive and negative back to the requesting:MINTs
I.via control network 135. It also sends Instructions to first stage
switch-controllers via control network 134 tofirst stage switch controller
122 and directly to the second stage controller 124 that is associated with
the-specific MANSC 140. Inputs are received from inlet 139 at a request
intake port 1402. They are processed by intake control 1404 40  to see If
the requested outlet Is busy. The outlet memory 1406 contains busyridle
indications of the outlets for which an MANSC 140 is responsible. If the
outlet is Idle a connect request is placed Into one of two queues 150 and
152 previously described with respect to FIG. 3. If the request is for a
disconnect, the request is placed in disconnect queue 170. The outlet map.
1406 is updated to mark a disconnected outlet idle. The acknowledge
response unit 1408 sends negative acknowledgements if a request is received
with an error or if a connect 45  request is made to a busy outlet or If
the appropriate qpeie 150 or 1 52 is full. Acknowledgment responses are
sent via control network 135 back to the requesting MINT 11 via distributor
138. All of these actions are per- formed under the control of intake
control 1404. Service control 1420 controls the setup of paths in data
network 120 and the updating of outlet memory 1406 for those circumstances
In which no path is available In the data network between the requesting
input 50 link and an available output link. The intake control also updates
outlet memory 1406 on connect requests so that a request which Is already
in the queue will block another request for the same output link. Service
control 1420 examines requests in the three queues 150, 152, and 170.
Disconnect requests are always given the highest priority. For disconnect
requests, the link memory 1424 and path memory 1426 are examined to see
which links should be made Idle. The instructions for idling these links
are sent to first stage d5 switches from first stage switch order port 1428
and the instructions to second stage switches are sent from second stage
switch order port 1430. For connect requests, the static map 1422 Is
consulted to see which links can be used to setup apath from the requesting
input link to-the requested-output link. Link map 1424 is then consulted to
see If appropriate links are available and if so these links are marked
busy. Path memory 1426 21    EP 0 335 563 B1 Is updated to show that this
path has been set up so that on a subsequent disconnect order the
appropriate links can be made Idle. All of these actions are performed
under the control of service control 1420. Controllers 1420 and 1404 may be
a single controller or separate controllers and may be program con- trolled
or controlled by sequential logic. There Is a great need fora very
high-speed operations In these con- 5   trollers because of the high
throughput demanded which makes a hard wired controller preferable. 3.5
Control Network Control message network 130 (FIG. 7) takes outputs 137 from
data concentrators 136 and transmits these 1.. outputs, representing
connect ordisconnect requests, to MAN switch controllers 140. Outputs of
concentrators 136 are stored temporarily in source registers 133. Bus
access controller 131 polls these source registers 133 to see If any have a
request to be transmitted. Such requests are then placed on bus i32 whose
output is stored temporarily In intermediate register 141. Bus access
controller 131 then sends outputs from register 141 to the appropriate one
of the MAN switch controllers 140 via link 139 by placing the output of
register 141 15  on bus 142 connected to link 139. The action Is
accomplished in three phases. During thefirst phase, the output of register
133 Is placed on the bus 132, thence gated to register 141. During the
second phase, the output of register 141 is placed on bus 142 and delivered
to a MAN switch controller 140. During the third phase, the MAN switch
controller signals the source register 133 as to whether the controller has
received the request; if so, source register133 can accepta new inputfrom
control data concentrator 136. Otherwise, source register 20  133 retains
the same request data and the bus access controller 131 will repeat the
transmission later. The three phases may occur simultaneously for three
separate requests. Control networks 134 and 135 operate in a fashion
similar to control network 130. -! 3.6 Summary 25 A structure to meet the
large bandwidth and transaction throughput requirements for the MANS, has
been described. The data switch fabric is a two-stage Richards network,
chosen because its low blocking probability permits a parallel, pipelines
distributed switch control complex (SCC). The SCC includes XPCs In all
first and second stage switches, an intelligent controller MANSC with each
second stage, and the CNet that ties the 30  control pieces together and
links them to the MINTs. 4 MEMORY AND INTERFACE MODULE 



The memory and Interface module (MINT) provides receive Interfaces for the
external fiber-optic links, 35  buffer memory, control for routing and link
protocols, and transmitters to send collected data over the links to the
MAN switch. In the present design, each MINT serves four network Interface
modules (NIMs) and has four links to the switch. The MINT is a data
switching module. 4.1 Basic Functions 40 The basic functions of the MINT
are to provide the following: 1. Afiber-optic receiver and link protocol
handler for each NIM. 2. A link handler and transmitter for each link to
the switch. 3. A buffer memory to accumulate packets awaiting transmission
across the switch. 45      4. An interface to the controller for the switch
to direst the setup and teardown of network paths. 5. Control for address
translation, routing, making efficient use of the switch, orderly
transmission of ac- cumulated packets, and management of buffer memory. 6.
An interface for operation, administration, and maintenance of the overall
system. 7. A control channel to each NIM for operation, administration, and
maintenance functions. 50 4.2 Data Flow In order to understand the
descriptions of the individual functional units that make up a MINT, it is
first necessary to have a basic understanding of the general flow of data
and control. FIG. 10 shows an overall 65   view of the MINT. Data enters
the MINT on a high-speed (100-150 Mbit/s) data channel 3 from each NIM.
This data is in the form of packets, on the order of 8 Kilobits long, each
with its own header containing routing in- formation. The hardware allows
for packet sizes in increments of 512 bits to a maximum of 128.Kilobits.
Small packet sizes, however, reduce throughput dueto the per-packet
processing required. Large maximum packet 22    EP 0 335 563 B1 sizes
result In wasted memory for transactions of less-than a maximum size
packet. The link terminates on an external link handler 16 (XLH), which
retains a copy of the pertinent headerfields as it deposits the entire
pack- et into the buffer memory. This header information, together with the
buffer memory address and length, is then passed to the central control 20.
The central control determines the destination NIM from the address 5   and
adds this block to the list of blocks (if any) awaiting transmission to
this same destination. The central control also sends a connection request
to the switch controller if there is not already a request outstanding.
When the central control receives an acknowledgement from the switch
controller that a connection request has been satisfied, the central
control transmits the list of memory blocks to the proper Internal link
handler 17 (ILH). The ILH reads the stored data from memory and transmits
it at high speed (probably the same speed 10  as the Incoming links) to the
MAN switch, which directs it to its destination. As the blocks are
transmitted, the ILH informs the central control so that the blocks can be
added-to the list of free blocks available for use by the XLHs. 4.3 Memory
Modules 15 The buffer memory 18 (FIG. 4) of the MINT 11 satisfies three
requirements: 1. The quantity of memory provides sufficient buffer space to
hold the data accumulated (for all destina- j i          tions) while
awaiting switch setups. 2. The memory bandwidth is adequate to support
simultaneous activity on all eight links (four receiving 20      and four
transmitting). 3. The memory access provides for efficient streaming of
data to and from the link handlers. 4.3.1 Organization 25      Because of
the amount of memory required (Megabytes), it Is desirable to employ
conventional high- density dynamic random access memory (DRAM) parts. Thus,
high bandwidth can be achieved only by making the memory wide. The memory
is therefore organized into 16 modules.201,...,202 which make up a
composite 512-bit word. As will be seen below, memory accesses are
organized In a synchronous fashion so that no mod- ule ever receives
successive requests without sufficient time to perform the required cycles.
The range. of 30   memory for one MINT 11 in.a typical MAN application is
16-64 Mbytes. The number is sensitive to the speed of application of flow
control in overload situations. 4.3.2 Time Slot Assigners 



35      The time slot assigners 203, ...,204 (TSAs) combine the functions
of a conventional DRAM controller and a specialized 8-channel DMA
controller. Each receives read/write requests from logic associated with
the Data Transport Ring 19 (see 4.4, below). Its setup commands come from
dedicated control time slots on this same ring. 40  4.3.2.1 Control From a
control viewpoint, the TSA appears as a set of registers as shown in FIG.
11. For each XLH there is an associated address register 210 and count
register 211. EAch ILH also has address 213 and count 214 registers, but in
addition has registers containing the next address 215 and count 216, thus
allowing a series 45  of blocks to be read from memory in a continuous
stream with no inter-block gaps. A special set of registers 220-226 allows
the MINT's central control section to access any of the internal registers
in the TSA or to per- form a directed read or write of any particular word
in memory. These registers Include a write data register 220 and read data
register 221, a memory address register 222, channel status register 223,
error register 224, memory refresh row address register 225,. and
diagnostic control register 226. 50 4.3.2.2 Operation In normal operation,
the TSA 203 receives only four order types from the ring interface logic:
(1) "write" requests for data received by an XLH, (2) "read" requests for
an ILH, (3) "new address" commands Issued by d5i  either an XLH or an ILH,
and (4) "idle cycle" indications which tell the TSA to perform a refresh
cycle or other special operation. Each order is accompanied by the identity
of the link handler Involved and, in the case of "write" and "new address"
requests, by 32 bits of data. For a "write" operation, -the TSA 203 simply
performs a memory write cycle using the address from the 23    I~~~~~~~~~~~
EP 0 335 563 B1 register associated with the Indicated XLH 16 and the data
provided by the ring Interface logic. it then incre- ments the address
register and decrements the countTegister. The count register Is used in
this case only as a safety check since the XLH should provide a new address
before overflowing the. current block. For a "read" operation, the TSA 203
must first check whether the channel for this ILH is active. If It. Is, the
6   TSA performs a memory read cycle using the address from the register
for this ILH 17 and presents the data to the ring interface logic. it also
increments the address register and decrements the count register. In any
case, the TSA provides the interface logic with two "tag" bits which
Indicate (1) no data available, (2) data avail- able, (3) first word of
packet available, or (4) last word of packet available. For case (4), the
TSA will load the ILH's address 214 and count 213 registers from its "next
address" 216 and "next count" 215 registers, provided so  that these
registers have been loaded by the ILH. If they have not, the TSA marks the
channel 'inactive.' From the above descriptions, the function of a "new
address" operation can be inferred. The TSA 203 re- ceives the link
identity, a 24-bit address, and an 8-bit count. For an XLH 16, it simply
loads: the associated registers. In the case of an ILH 17, the TSA must
check whether the-channel is active. If Itis not, then the normal address
214 and count 213 registers are loaded and the channel is marked active. if
the channel Is currently 15  active, then the "next address" 216 and "next
count" 215 registers must be loaded instead of the normal address and count
registers. In an alternative embodiment, the two tag bits are also stored
in buffer memory 201,...,202. Advantageous- ly, this permits packet sizes
that are not limited to being a multiple of the overall width of the memory
(512 bits). In addition, the ILH 17 need not provide the actual length of
the packet when reading it, thus relieving 20  the central control 20 of
the need to pass along this information to the ILH. 4.4 Data Transport Ring
It is the job of the Data Transport Ring .19 to carry control commands and
high-speed data between the 25  link handlers 16,17 and the memory modules
201,...,202. The ring provides sufficient bandwidth to allow all the links
to run simultaneously, but carefully apportions this bandwidth so that
circuits connecting to the ring are never required to transfer data in
high-speed bursts. Instead, a fixed time slot cycle Is employed that as-
signs slots to each circuit at well-spaced Intervals. The use of this fixed
cycle also means that source and des- tinatlon addresses need not be
carried on the ring itself since they can be readily determined at any
point by 30   a properly synchronized counter. 4.4.1 Electrical Description
The ring is32 data bits wide and is docked at 24 MHz. This bandwidth is
sufficient to support-data rates 



95 of up to 150 Mbit/s. In addition to the data bits, the rings contains
four parity bits, two tag .bits, a sync bit to Identify the start of a
superframe, and a clock signal. Within the ring, single-ended ECL circuitry
is used for all signals except the clock, which Is differential ECL. The
ring interface logic provides connecting circuits with TTL-compatlble
signal levels. 40  4.4.2 Time Slot Sequencing Requirements In order to meet
the above objectives, the time slot cycle is subject to a number of
constraints: 1. During each complete cycle there must be a unique time slot
for each combination of source and des- tination. 45      2. Each
connecting circuit must see its data time slots appearing at reasonably
regular intervals. Specif- ically, each circuit must have a certain minimum
loterval between-its data time slots. 3. Each link handler must see its
data time slots in numerical order by memory module number. (This is to
avoid making the link handler shuffle a 512-bit word.) 4. Each TSAmust have
a known interval during which it can perform a refresh cycle or other
miscellaneous 50      memory operation. 5. Since the TSAs in the memory
modules must examine every control time slot, there must also be a minimum
interval between control time slots. 4.4.3 Time Slot Cycle 55 Table I shows
one data frame of a timing cyde which meets these requirements. One data
frame consists of a total of 80 time slots, of which 64 are used for data
and the remaining 16 for control. The table shows, for each memory module
TSA the slot during which it receives data from each XLH to be written Into
memory and 24    EP 0 335 563 B1 during which it must supply data that was
read from memory for each ILH. Every fifth slot is a control time slot
during which the indicated link handler broadcasts"cdntrol orders to all
the TSAs. For the purposes of this table, XLHs and ILHs are numbered 0X3,
and'TSAs are numbered 0-15. TSA 0, for example, during time slot 0 receives
data from XLH 0 and must supply data for ILH 0. During slot 17, TSA 0
performs similar operations 5   for XLH 2 and ILH 2. Slot 46 Is used for
XLH I and ILH 1, and slot 63 Is used for XLH 3 and ILH.3. The re-use of the
same time slot for reading and writing Is permissible since XLHs never read
from memory and ILHs never write, thus effectively doubling the data
bandwidth of the ring. The control time slots are assigned, in sequence, to
the four XLHs, the four ILHs, and the central control (CC). With these nine
entities sharing the control time slots, the control frame is 45 time slots
long. The 80- 10  slot data frame and the 45-slot control frame come into
alignment every 720 time slots. This period Is the su- perframe and Is
marked by the superframe sync signal. There is a subtle synchronization
condition that must also be met for the ILHs. The wordsof a block miust be
sent in sequence beginning with word 0, regardless of where in the ring
timing cycle the orderwas received. To assist In meeting this requirement,
the ring Interface circuitry provides a special 'word O0 sync signal for 15
each ILH. For example, in the timing cycle of Table I a new address might
be sent by ILH 0 during time slot 24 (its control time slot). It Is
necessary to ensure that TSA number 0 Is the first TSA to act on this new
address (requirement 3 in section 4.4.2) even though the data time slots
for reads from TSAs numbered 5 through 15 for ILH 0 immediately follow time
slot 24. Since the number of time slots In the superframe, 720, exceeds the
number of elements on the ring, 25, 20  it is apparent that the logical
time slots do not have a permanent existence; each time slot is, In effect,
created at a particular physical location on the ring and propagates around
the ring until it returns to this location, where It vanishes. The
effective creation point is different for data time slots than for control
time slots. 25 30 35 40 45 50 55 25  



EP0335563B1 TABLE I RING TIME SLOT ASSIGNMENT 5Write to  From   Read from
To     Control Time Slot    TSA      XLH      TSA       ILH   Slot Source
00          0       0         0        0 10             01          7
1         7        1 02         13       2        13        2 03          4
3         4        3 04                                            XlO 05
1       0         1        0 06          8       1         8        1 -
07         14       2        14        2 20             08          5
3         5        3 09                                            XLHI 10
2        0         2        0 11         9        1 26   12   iS        2
15        2 13         6        3         6        3 14
XLH2 3a             15          3       0          3       0 16        10
1        10        1 17         0        2         0        2 18         7
3         7        3 19                             , 20          4       0
4        0 21         11       1        11        1 22          1       2
.1        2 23          8       3         8        3 24
LHO 45             25          5       0          5       0 26         12
1        ,12       1 27          2       2         2        2 28          9
3         9        3 26    EP O 335 563 B1 29 30          66         0
0         LH1 5             31          13        1        13 32          3
2          3        2 33         3O                            2 0 10
34                                                 ILH210  10 35          7
0   .      7        0 7~~ 36         14        1         14 37          4
2          4        2 38                   3         11 39
3H 20             42                    2                  2 43         12
3         12        3 44                                                 C
25             45          9        0          9        0 



46          0                   0        1 6       2          6         2
30             48          13       3         13 49
13        3 50                             10                 XLHO as5S1
1               1        0 52          7        2          7        2 14
3         14   -    3 54                                       X31 40
11                  11        0 56          2        1          2 8       2
8        2 45             58          IS5       3                   2S
45~~~5 59                                               XLH2 60         12
0         12        0 61          3        1          3         1 50   62
9        2          9        2 55 27    EP 0 335 563 B1 63           0
3           0         3 64
XLH3 c             65           13         0          13        0 66
4         1           4         1 67          10         2          10
2 10             68            1        3           1         3 69
ILHO 70          14         0          14         0 71           5
1           5         1 15             72          11         2          11
2 73           2         3           2         3 74
ILH1 20             75           15        0          15         0 76
6         1           6         1 77          12         2          12
2 78           3         3           3         3 25             79
ILH2 .30 4.4.3.1 Data Time Slots Data time slots can be considered to
originate atthe owning XLH.Adata time slot Is used to carry incoming data
to Its assigned memory module, at which point it is re-used to carry
outgoing data to the corresponding ILH. Since XLHs never receive
Information from a data time slot, the ring can be considered to be
logically 35  broken (for data time slots only) between the ILHs and the
XLHs. The two tag bits Identify the contents of the data time slots as
follows: 11   Empty 10   Data 01   First word of packet 40  00   Last word
of packet The first word of packetr is sent only by memory module 0 when it
sends the first word of a packet to an ILH. The last word of packet
indication Is sent only by memory module 15 when it sends the end of a
packet to an ILH. 45  4.4.32 Control Time Slots Control time slots
originate and terminate at the station of central control 20 on the ring.
The link handlers use their assigned control slots only to broadcast orders
to the TSAs. The CC is assigned every ninth control 



time slot. The TSAs receive orders from all control time slots and send
responses back to the CC on the CC 50  control time slot. The two tag bits
Identify the contents of a control time slot as follows: 11   Empty 10
Data (to or from CC) 01   Order 55   00   Address & count (from a link
handier) 28    EP 0 335 563 1 4.5 External Unk Handler The principal
function of the XLH Is to terminate the inboming high-speed data channel
from a NIM, deposit the data In the MINTs buffer memory, and pass the
necessary Information to the MINT's central control 20 5   so that the data
can be forwarded to Its destination. In addition, the XLH terminates an
incoming low-speed control channel that is multiplexed on the fiber link.
Some of the functions assigned to the low-speed control channel are the
transmission of the NIM status and control of flow in the network. It
should be noted that the XLH Is only terminating the Incoming fiber from
the NIM. Transmission to the NIM Is handled by the Internal link handler
and the phase alignment and scrambler circuit that will be described later.
The XLH uses an on- lo  board processor 268 to interface to the hardware of
the MINT central control 20. The four 20 Mblt/sec links coming from this
processor provide the connectivity to the central control section of the
MINT. FIG. 12 shows an overall view of the XLH. 4.5.1 Link Interface 15 The
XLi contains the fiber optic receiver, clock recovery circuit and
descrambler circuit needed to recover data from the fiber. After the data
dock Is recovered (block 250) and the data descrambled (block 252) the J
data Is then converted from serial to parallel and demultiplexed (block
254) into the high-speed data channel and the low-speed data channel. Low
level protocol processing is then performed on the data on the high-speed
2o  data channel (block 258) as described In 5. This results in a data
stream consisting of only packet data. The stream of packet data then goes
through afirst-in-first-out (FIFO) queue 258 to a data steering circuit 260
which steers the header into the header FIFO 266 and sends the complete
packet to the XLH's ring Interface 262. 4.5.2 Ring Interface 25 The ring
interface 282 logic controls transfer of data from the packet FIFO 258 in
the link interface to the MINT's buffer memory. It provides the following
functions: 1. Establishing and maintaining synchronization with the ring's
timing cycle. 2. Transfer of data from the link interface FIFO to the
proper ring time slots. 30      3. Sending a new address to the memory TSAs
when the end of a packet is encountered. It should be noted that
resynchronization with the ring's 16-word (per.XLH) timing cycle will have
to be per- formed during the processing of a packet-whenever the link
interface FIFO becomes temporarily empty. This will be a normal occurence
since the ring's bandwidth is higher than the link's transmission: rate.
The ring and TSA, however are designed to accommodate gaps in the data
stream. Thus, resynchronization consists simply 35  of waiting for data to
become available and for the ring cycle to return to the proper word
number, marking the Intervening time slots *empty. For example, If the FIFO
258 becomes empty when a word destined for the fifth memory module is
needed, it Is necessary to ensure that the next word actually sent goes to
that memory module, In order to preserve the overall sequence. 40  4.5.3
Control The control portion of the XLH is responsible for replenishing the
free block FIFO 270 and passing the header Information about each packet
received to the MINTs central control 20 (FIG. 4). 45  4.5.3.1 Header
Processing At the same time a packet is being transmitted on the ring, the
header of the packet Is deposited in the header FIFO 266 that is
subsequently read by the XLH processor 268. In this header are the source
and des- tination address fields, which the central control will require
for routing. In addition, the header checksum is 50  verified to ensure
that these fields have not been corrupted. The header information is then
packaged with a memory block descriptor (address and length) and sent in a
message to the central control 20 (FIG. 4). 4.5.3.2 Interaction with
Central Control 



55      There are only two basic Interactions with the MINTs central
control. The XLH control attempts to keep Its free-block FIFO 270 full with
block addresses obtained from the memory manager, and it passes header
information and memory block descriptors to the central control so that the
block can be routed to Its destin- ation. The block addresses are
subsequently placed on the ring 19 by ring interface 262 upon receipt of
the 29    EP 0 335 563 B1 address from control sequencer 272. Both
interactions with the central control are carried out over links from XLH
processor 268 to the appropriate sections of the central controL 4.6
Internal Link Handler 5 The Internal link handler (ILH) (FIG. 13) is the
first part of what can be considered a distributed link con-' troller.
Atany instantin time this distributed link controllerconsists ofa
particularILH, a path through the switch fabric and a particular Phase
Alignment and Scrambler circuit 290 (PASC). The PASC is described in
section 6.1. It is the PASC that Is actually responsible for the
transmission of optical signals over the return fiber of so  fiber pair3 to
the NIM from the MINT. The information that is transmitted over the fiber
comes from the MANS 10, which receives inputs atdifferent times from the
ILHs sending to that NIM. This kind of distributed ilhk con- troller Is
necessary since path lengths through the MAN switch fabric are not all
equal. If the PASO did not align all of the information coming from
different ILHs to the same reference clock, information received by the NIM
would be continually changing its phase and bit alignment. 15      The
combination of the ILH with the PASC is In many ways a mirror.image of the
XLH. The ILH receives lists of block descriptors from the central. control,
reads these blocks from memory, and transmits the data over the serial link
to the switch. As data Is received from memory, the associated block
descriptor Is sent to the central control's memory manager so that the
block can be returned to the free list. The ILH differs from the XLH in
that the ILH performs no special header processing, and the TSAs provide 20
the ILH with additional pipelining so that multiple blocks can be
transmitted as a continuous stream If desired. 4.6.1 Link Interface The
link interface 289 provides the serial transmitter for the data channel.
Data is transmitted in a frame- 25  synchronous format compatible with the
link data formatidescribed In 5. Since the data is received from the ring
Interface 280 (see below) asynchronously and at a rate somewhat higher that
the links average data rate, the link Interface contains a FIFO 282 to
provide speed matching and frame synchronization. The data Is re-
ceivedfrom MINTmemoryvia data ring Interface 280, stored in FIFO 282, is
processed bylevel 1 and 2:protocol handler 286, and is transmitted to MAN
switch 10 through the parallel to serial converter 288 -within link Inter-
30  face 289. 4.6.2 Ring Interface The ring interface 280 logic controls
the transfer of data from the MINTs buffer memory to the FIFO in 35 the
link Interface. It provides the following functions- 1. Establishing and
maintaining synchronization with the ring's timing cycle. 2. Transfer of
data from the ring to the link Interface FIFO daring. the proper ring time
slots. 3. Notifying the control section when. the last word of a packet
(memory block) is received. 4. Sending a new address and count (if
available) to the memory TSAs 203....,204 (FIG! 1.0) when the last 40
word of a packet is received and the condition of the FIFO 282Is such that
the new packet will not cause an overflow. Unlike the XLH, the ILH relies
on the TSAs to ensure that data words are received in sequence and with no
gaps within a block. Thus, maintaining word synchronization in this case
consists simply of looking for unex- pected empty data time slots. 45 4.6.3
Control The control portion of the ILH, controlled by sequencer 283 is
responsible for providing the ring interface with block descriptors
received via the processor link interface 284 from the central control and
stored there- 50  from In address FIFO 285, notifying the central control
via the processor link interface when blocks have been retrieved from
memory, and notifying the central control 20 when transmission of the final
block is complete. 4.6.3.1 Interaction with Central Control 55      There
are only three basic Interactions with the MINT's central control: 1.
Receiving lists of block descriptors. 



2. Informing the memory manager of blocks that have been retrieved from
memory. 3. Informing the switch request queue manager when all blocks have
been transmitted. 30    EP 0 335 563 B1 In the present design, all of these
interactions are carried out over Transputer links to the appropriate
sections of the central control. 4.6.3.2 Interaction with TSAs 5 Like the
XLH, the ILH uses its control time slots to send block descriptors (address
and lengths) to the TSAs. When the TSAs receive a descriptorfrom an ILH,
however, theywill immediately begin reading the block from memory and
placing the data on the ring. The length field from an ILHI is significant
and determines the number of words that will be read by each TSA before
moving on to the next block. The TSAs also provide lo  each ILH with
registers to hold the next address and length, so that successive blocks
can be transmitted with- out gaps. Flow control is the responsibility of
the ILH, however, and a new descriptor should not be sent to the TSAs until
there is enough room in the packet FIFO 282 to compensate for refraining
time and the difference in transmission rates. *5  4.7 MINT Central Control
FIG. 14 Is a block diagram of MINT central control 20. This central control
is connected to the four XLH 16s of the MINT, the four ILH 17s of the MINT,
to data concentrator 136 and distributor 138 of the switch control (See
FIG. 7), and to an OA&M central control 352 shown in FIG. 15. The
relationship of the central control 20 2o   with other units will first be
discussed. The MINT central control communicates with XLH 16 to provide
memory block addresses for use by the XLH in order to store incoming data
in the MINT memory. XLH 16 communicates with the MINT central control to
provide the header of a packet to be stored in MINT memory, and the address
where that packet Is to be. stored. Memory manager 302 of MINT central
control 20 communicates with ILH 17 to receive Information that 25  memory
has been released byan ILH because the message stored in those memory
blocks has been delivered, so that the released memory can be reused. When
queue manager 311 recognizes that the first network unit arriving for a
particular NIM has been queued In switch unit queue 314, which contains
FIFO queues 316 for each possible destination NIM, queue manager 311 sends
a request to switch setup control 313 to request a connection In MAN switch
10 to that 30   NIM. The request is stored in one of the queues 318
(priority) and 312 (regular) of switch setup control 313. Switch setup
control 313 administers these requests according to their priority and
sends requests to MAN switch 10, specifically to switch control data
concentrator 136. For normal loads, the queues 318. and .312 should be
almost empty since requests can normally be made almost immediately and
will generally be proc- essed by the appropriate MAN switch. controller.
For overload conditions, the queues 318 and 312 become a 35  means for
deferring transmission of lower priority packets while retaining the
relatively fast transmission of priority packets. If experience so
dictates, it may be desirable to move a request from the regular queue to
the priority queue If a priority packet for that destination NIM is
received. Requests queued In queues 318 and 312 do nottie up an IL, an ILH,
and an output link of circuitswitch 10; this is In contrastto requests In
the queues 150,152 (FIG. 8) of an MAN switch controller 140 (FIG. 7). 40
When switch setup control 313 recognizes that a connection has been
established in switch 10, it notifies NIM queue manager 311. The ILH 17
receives data from a FIFO queue 316 In switch unit queue 314 from NIM queue
manager 311 to Identify a queue of the memory locations of data packets
which may be transmitted to the circuitswitch, and foreach packet, a list
of one or more ports on the NIM to which that packet Is to be trans-
mitted. NIM queue manager 311 then causes ILH 17 to prefix the
portnumber(s) to each packet and to transmit 45  data for each packetfrom
memory 18to switch 10. The ILH then proceeds to transmit the packets of the
queue and when it has completed this task, notifies the switch setup
control 313 that the connection in the circuit switch may be disconnected
and notifies memory manager 302 of the Identity of the blocks of memory
that can now be released because the data has been transmitted. The MINT
central control uses a plurality of high speed processors each of which.
have one or more in- 50  put/output ports. The specific processorused In
this implementation is the Transputer manufactured by INMOS Corporation.
This processor has four input/outout ports. Such a processor can meet the
processing demands of the MINT central control. Packets come Into the four
XLHs 16. There are four XLH managers 305, source checkers 307, routers 



309, and OA&M MINT processors 315, one corresponding to each XLH within the
MINT; these processors, 55   operating in parallel to process the data
entering each XLH Increase the total data processing. capacity of the MINT
central control. The header for each packet entering an XLH Is transmitted
along with the address where that packet is being stored directly to an
associated XLH manager 305, If the header has passed the hardware check of
the 31    EP 0 335 563 PI cyclic redundancy code (CRC) of the header
performed by the XLH. If that CRC check fails, the packet Is dis- carded by
the XLH which recycles the allocated memory block. The XLH manager passes
the header-and the identity of allocated memory for the packet to the
source checker 307. The XLH manager recycles memory blocks if any of the
source checker, router, or NIM queue manager find It impossible to transmit
the packet to c   a destination. Recycled memory blocks get used before
memory blocks allocated by the memory manager. Source checker 307 checks
whether the source of the packet is properly logged In and whether that
source has access to the virtual network of the packet Source checker 307
passes Information about the packet, In- cluding the packet address In MINT
memory, to router 309 which translates the packet group identification,
effectively a virtual network name, and the destination name of the packet
in order to find out which output 1o  link this packet should be sent on.
Router309 passes the identification of the output link to NIM queue manager
311 which identifies and chains packets received by the fourXLHs of this
MINTWhich are headed foracommon output link. Afterthe fIrst packet toa NIM
queue has been received, the NIM queue manager 311 sends a switch setup
request to switch setup control 313 to request a connection to that NIM.
NIM queue manager*311 chains these packets In FIFO queues 316 of switch
unit queue 314 so that when a switch connection Is made in the 15  circuit
switch 10, all of these packets may be sent over that connection at one
time. Output control signal dis- trIbutor 138 of the switch control 22
replies with an acknowledgment when it has set up a connection. This
acknowledgment is received by switch setup control 313 which informs NIM
queue manager 311. NIM queue manager 311 then informs ILH 17 of the list of
chained packets in order that ILH 17 may transmit all of these packets.
When ILH 17 has completed the transmission of this set of chained packets
over the circuit switch, 20  it informs switch setup control 313 to request
a disconnect of the connection In switch 10, and Informs memory manager 301
that the memory which was used for storing the data of the message is now
available for use for a new message. Memory manager 301 sends this release
Information to memory distributor 303 which dis- tributes memory to the
various XLH managers 305 for allocating memory to the XLHs. Source checker
307 also passes billing Information to operation, administration and
maintenance (OA&M) 25 MINT processor 315 in order to perform billing for
that packet and to accumulate appropriate statistics for checking on the
data flow within the, MINT and, aftercombination with other statistics, in
the MAN network. Router 309 also informs (OA&M) MINT processor 315 of the
destination of the packet so that the OA&M MINT processor can keep track of
data concerning packet destinations for subsequent traffic analysis. The
output of the four OA&M MINT processors 315 are sent to MINT OA&M monitor
317 which summarizes the data ccl- 30  lected by the four OA&M MINT
processors for subsequent transmission to OA&M central control 352 (FIG.
14). MINT OA&M monitor 317 also receives information from OA&M central
control 352 for making changes via OA&M MINT processor 315 in the router
309 data; these changes reflect additional terminals added to the network,
the movement of logical terminals (i.e., terminals asociated with a
particular user) from one physical 35  port to another, or the removal of
physical terminals f rom the network. Data is also provided from the OA&M
central control 352 via the MINToperation, OA&M monitor and the QA&M MINT
processor.315 to source check- er 307 for such data as a logical user's
password and physical port as well as data concerning the privileges of
each logical user. 40  4.8MINTOperation, Administration, and
MaintenanceControl System FIG. 15 is a block diagram of the maintenance and
pontrol system of the MAN network. Operation, admin- istration and
maintenance (OA&M) system 350 is connected to a plurality of OA&M central
controls 352. These OA&M controls are each connected to a plurality of
MINTs, and within each MINT, to the MINT OA&M monitor 45  317 of MINT
central control 20. Since many of the messages from OA&M system 350 must be
distributed to all the MINTs, the various OA&M central controls are
interconnected by a data ring. This data ring transmits such data as the
identification of the network interface nmodule, hence the identification
of the output link, of each physical port that is added to the network so
that this information may be stored in the router processors 309 of every
MINT In the MAN hub. 



50 5 LINKS 5.1 Link Requirements 55      The links In the MAN system are
used to transmit packets between the EUS and the NIM (EUSL) (links 14) and
between the NIM and the MAN hub (XL) (links 3). Although the operation and
the characteristics of the the data that Is transferred on these links
varies slightly with the particular application,-the format used on the
links is the same. Having the formats be the same makes it possible use
common hardware and software. 32    EP 0 335 563 P1 The link format is
designed to provide the following features. 1. It provides a high data rate
packet channel. 2. It Is compatible with the proposed Metrobus uOS-1I
format. 3. Interfacing is easier because of the word oriented Synchronous
format. 5      4. It defines how "packets" are delimited. 5. It includes a
CRC for an entire "packet" (and another for the header.) 6. The format
Insures transparency of the data within a 'packet". 7. The format provides
a low bandwidth channel for flow control signaling. 8. Additional low
bandwidth channels can be added easily. 10      9. Data scrambling insures
good transition density for clock recovery. 5.2 MAN Link Description and
Reasoning From a performance point of view, the faster the links are the
better MAN will perform. This desire to op- 15  erate the links as fast as
possible Is tempered by the fact that faster links cost more.. A reasonable
tradeoff between speed and cost is to use LED transmitters (like the AT&T
ODL-200) and multimode fiber. The use of ODL-200 transmitters and receivers
puts an upper limit on the link speed of about 200Mbit/sec. From the MAN
architecture point of view, the exact data rate of the links is not
important since MAN does not do synchronous switching. The data rate for
the MAN links was chosen to be the same as the data rate of the Metrobus
Light- 20  wave System wOS-I" link. The Metrobus format is described in M.
S. Schaefer "Synchronous Optical Trans- mission Networkforthe Metrobus
Ughtwave Network", IEEE International Communications Conference, June 1987,
Paper30B.1.1. Anotherdata rate (and format) that could be used in MAN will
come from the specification of SONET,. a link layer protocol specifled.by
Bell Communications Research Corp. for 150 Mbit/sec unchan- nelized links.
25 5.2.1 Level I Unk Format The MAN network uses the low level link format
of Metrobus. Information on the link is carried by a simple frame that Is
continuously repeated. The frame consists of 88 - 16 bit words; The first
word contains a framing 30  sequence and 4 parity bits. In addition to this
first word, three other words are overhead words. These overhead words,
which are used for Internode. communications in the Metrobus
implementation, are not used by MAN for the sake of Metrobus compatibility.
The word oriented nature of the protocol makes using it much simpler. A
simple 16 bit shift register with parallel load can be used to transmit and
a similar shift register with. parallel read out can be used to receive. At
the 146.432Mblt/sec. link data rate, al 6 bit word is transmitted or
received 35  every IO9ns. This approach makes it possible to implement much
of the link formatting hardware at conven- tional TTL clock rates. The word
oriented nature of the protocol does put some restrictions on the way the
link Is used, however. To keep the complexity of the.hardware reasonable it
is necessary to use the bandwidth of the link in units of 16 bit words. 40
5.2.2 Level 2 Link Format The link Is used to move "packets", the basic
unit of Information transfer In MAN. To Identify packets, the format
Includes the specification of "SYNC words and an SIDLE" word. When no
packets are being transmitted the wIDLE" word will fill all of the words
that make up the primary channel bandwidth (words not reserved for 45
other purposes). Packets are delimited by a leading STARTSYNC and a
trailing END SYNC word. This scheme works well as long as the words with
special meanings are never contained in the data within a packet. Since
restricting the data that can be sent in a packet is an unreasonable
restriction, a transparent data transfer technique must be used. MAN links
employ a very siknpie word stuffing transparency technique. Within the
packet data, any occurrence of a special meaning word, like the STARTSYNC
word, is preceded by another 50  special word the "DLE! word. This word
stuffing transparency was chosen because of the simplicity of imple- 



mentation. This protocol requires simpler, lowerspeed logic than Is
required for bit stuffing protocols like HDLC. The technique itself is
similar to the time proven techniques used in IBM's BISYNC links.. In
addition to the word stuffing used to ensure transparency, "FILL" words are
inserted If the data rate of the source is slightly less than the link data
rate. 55      The last word In any packet is a cyclIc redundancy check
(CRC) word. This word is used to insure the that any corruption of the data
in a packet can be detected. The CRC word is computed on all of the data in
the packet, excluding any special words like "DLE"thatmay need to be
Inserted in the data stream for transparency or other reasons. The
polynomial that is used to compute the CRC word is the CRC-16 standard.. 33
EP 0 335 553 S1 To ensure good transition density for the optical receivers
all of the data Is scrambled (e.g., block 298, FIG. 13) prior to
transmission. The scrambling makes it less likely that long sequences of
ones or zeros will be transmitted on the link even though they may be quite
common in the-data actually being transmitted. The scrambler and
descrambler (e.g., block 252, FIG. 12) are well known In the art The
descrambler design is self 5   synchronizing, which makes It possible to
recover from occasional bit errors without having to restart the de-
scrambler. 5.2.3 Low Speed Channels and Flow Control 10      Not all of the
payload words in the level I format are used for the level 2 format that
carries packets. Ad- ditional channels are included on the link by
dedicating particular words within the frame. These low rate chan- nels
255,295 (FIGS. 12 and 13) are used-for MAN network control purposes.
Apacket delimiting scheme similar to that used on the primary data channel
is used on these low rate channels. The dedicated words that make up low
rate channels can be further divided down into Individual bits for very low
bandwidth channels like the 16  flow control channel. The flow control
channel is used on the MAN EUSL (between the EUS and the NIM) to provide
hardware level flow control. The flow control channel (bit) from the NIM to
the EUS, Indicates to the EUS link transmitter whether or not it is allowed
to transmit more information. The design of the NIM is such that sufficient
storage is available to absorb any data that Is transmitted prior to the
EUS transmitter actually stopping after flow control is asserted. Data
transmission can be stopped either between packets or in the 20   middle of
a packet transmission. If It is between packets, the next packet will. not
be sent until flow control is turned deasserted. If flow control is
asserted In the middle of a packet, it Is necessary to suspend data trans-
mission Immediately and start sending the "Special FILL" code word. This
code word, like all others, Is escaped with the ODLE" code word when it
appears in the body of a packet. 25   6 SYSTEM CLOCKING
- The MAN switch, as described in section 3, is an asynchronous space
switch fabric with a very fast setup controller. The data fabric of the
switch Is design to reliably propagate digital signals with data rates from
DC to In excess of 200Mbits/second. Since many paths can simultaneously
exist through the fabric, the aggregate 30  bandwidth requirements of the
MAN hub can be easily meet by the fabric. This simple data fabric is not
without drawbacks however. Because of mechanical and electrical constraints
in Implementing the fabric, It Is not pos- sible for all paths through the
switch to incur the same amount of delay. Because the variations In. path
delay between different paths may be much greater than the bit time of the
data going through the switch, it is not possible to do synchronous
switching. Anytime thata path is setup from a particularILH in a MINTto an
output a5  port of the switch, there Is no guarantee that data transmitted
over that path will have the same relatkve phase as the data transmitted
overa previous path through the switch. To use this high bandwidth switch
it is therefore necessary to very quickly synchronize data coming out of a
switch port to the clock being used for the syn- chronous link to the NIM.
40  6.1 The Phase Alignment and Scrambler Circuit (PASC) The unit that must
do the synchronization of data coming from the switch and drive the
outgoing link to the NIM called the Phase Alignment and Scrambler Circuit
(PASC) (block 290, FIG. 13). Since the ILHs and the PASC circuits are all
part of the MAN hub, It is possible to distribute the same master clock to
all of them. 45 This has several advantages. By using the same clock
reference in the PASC as is used to transmit data from the ILH, one can be
sure that data can not be coming Into the PASC any faster than it is being
moved out of it over-the link. This eliminates the need for large FIFOs and
elaborate elastic store controllers in the PASC. The fact that the bit rate
of all data that comes into a PASC is exactly the the same makes the
synchronization easier. 50      The ILH and the PASC can be thought of as a
distributed link handler for the format.described in the pre- 



vious section. The ILH creates the basic framing pattern Into which the
data is inserted and transmits it through the fabric to a PASC. The PASC
aligns this framing pattern with its own framing. pattern, merges in the
low speed control channel and then scrambles the data for transmission. The
PASC synchronizes the Incoming data to the reference clock by inserting an
appropriate amount of 55   delay Into the data path. For this to work the
ILH must be transmitting each frame with a reference clock that Is slightly
advanced from the reference cock, used by the PASC. The number of bit times
of advance that the l   ILH requires is determined by the actual minimum
delay that may be Incurred in getting from the ILH to the PASC. The amount
of delay that the PASC must be capable of inserting into the data path is
dependent on 34    EP 0 335 563 B1 the possible variation in path delays
that may occur for different paths through the switch. FIG. 23 is a block
diagram of an Illustrative embodiment of the invention. Unaligned data
enters a tapped delay line 1001. The various taps of the delay line are
docked into edge sampling latches 1.003,...,1005 by a signal that is 180
degrees out of phase with the reference clock (REFCLK) and Is designated
REFCLK. The e   outputs of the edge sampling latches feed selection logic
unit 1007 whose output is used to control a selector 1013 described below.
Selection logic 1007 Includes a set of internal latches for repeating the
state of latches 1003,...,1005. The selection logic includes a priority
circuit connected to these internal latches, for-selecting the highest rank
order input which carries a logical "one". The output is a coded
identification of this selected input. The selection logic 1007 has two
gating signals: a clear signal and a signal from all of a group of Internal
io latches of the selection logic. Between data streams, the clear signal
goes to a zero state causing the Internal latches to accept new inputs.
After the first "one" input has been received from the edge sampling
latches 1003,...,1005 In response to the first pulse of a data stream, the
state of the transparent latches Is maintained until the clearsignal goes
backto the zero state. The dearsignal Is set byout of band circuitry which
recognizes the presence of a data stream. 15      The output of the tapped
delay line also goes to a series of data latches 1009,...,1011. The input
to the data latches is docked by the reference clock. The outputs of the
data latches 1009,...,l 011 are the inputs to selector circuit 1013 which
selects the output of one of these data latches based on the input from
selection logic 1007 and connects this output to the output of the selector
1013, which is the bit aligned data stream as labeled on FIG. 23. 20
After the bits have been aligned, they are fed Into a shift register (not
shown) with tapped outputs to feed the driver XL3. This Is to allow data
streams to be transinitted synchronously starting at sixteen bit
boundaries. The operation of the shift register and auxiliary circuitry is
substantially the same as that of the tapped delay line arrangement. The
selection logic is implemented In commercially available priority selection
circuits. The selector is sim- 26 ply a one out of eight selector
controlled by. the output of the selection logic. If it is necessary to
have a finer alignment circuit using a one of sixteen selection, this.cap
be readily Implemented using the same principles. The arrangement described
herein. appears to be especially attractive In situations where there Is a
common source clock and where the length of each data stream is limited.
The common source clock is required since the clock Is not derived from the
incoming signal; but is, in fact used to gate an incoming, signal
appropriately. 30 The limitation on the length of the block is required
since a particular gating selection is maintained. for the entire block so
that If the block length weretqo long, any substantial amount of phase
wandering would cause synchronism to be lost and bits to be dropped. While
In the present embodiment, the signal is passed through a tapped delay line
and is sampled by the clock and inverse dock, the alternative arrangement
of passing the dock through a tapped delay line and using 35 the delayed
clocks to sample the signal could also be used in some applications. 6.2
Clock Distribution The MAN hub operation is very dependent on the use of a
single master reference. clock for all of.the ILH 40  and PASC units in the
system. .The master dock must be distributed accurately and reliably to
all, of the units. In addition to the basic clock frequency that must be
distributed, the frame start pulse must be distributed to the PASC and an
advanced frame start pulse must be distributed to the ILH. All of these
functions are handled by using a single clock distribution link (fiber or
twisted pair) going to each unit. The information that is carried on these
dock distribution links comes from a single clock.source. This in- 45
formation can be split In the electrical and/or optical domain and
transmitted to as many destinations as nec- essary. There is no attempt to
keep. the information on all of the clock distribution links exactly in
phase since 



the ILH and PASC are capable of correcting for phase differences no
matterwhat the reason for this difference. The Information that is
transmitted is simply alternating ones and zeros with two exceptions. The
occurrence of two ones in a row indicates an advanced frame pulse and the
occurrence of two zeroes in a row indicates 50   a normal frame pulse. Each
board that terminates one of these clock distribution links contains a
clock recovery module. The clock recovery module is the same as that used
for the links themselves. The clock recovery mod- ule will provide a very
stable bit clock while additional logic extracts the appropriate frame or
advanced frame from the data Itself. Since the clock recovery modules will
continue to oscillate at the correct frequency even without. bit
transitions for several bit times, even the unlikely occurrence of a bit
error will not affect the clock 55 frequency. The logic that looks for the
frame or advanced frame signal can also be made tolerant of errors since It
is known that the frame pulses are periodic and extraneous pulses caused by
bit errors can. be ignored. 35    *EP 0 335 563 B1 7 NETWORK INTERFACE
MODULE 7.1 Overview 5      The network Interface module (NIM) connects one
or more end user system links (EUSL) to one MAN ex- ternal link (XL). In so
doing, the NIM performs concentration and demultiplexing of network
transaction units (i.e. packets and SUWUs), as well as Insuring source
identification integrity by affixing a physical "source port number" to
each outgoing packet. The latter function, in combination with the network
registrdtion service de- scribed In 2.4, prevents a user from masquerading
as another for the purpose of gaining access to unautho- 10  rized
network-provided services. The NIM thereby represents the boundary of the
MAN network proper, NIMs are owned by the network provider, while UlMs
(described In 8) are owned by the users themselves. This section describes
the basic functions of the NIM in more detail, and presents the HlIM
architecture. 7.2 Basic Functions 15 The NIM must perform the following
basic functions: EUS Unk interfacing. One or more Interfaces must be
provided to EUS link(s) (see  2.2.5). The downstream link (i.e. from NIM to
UIM) consists of a data channel and an out-of-band channel used by the NIM
toflow control the upstream link when NIM input buffers become full.
Because the downstream link is not flow controlled, 20  the flow control
channel on the upstream link is unused. The Data and Header Check Sequences
(DCS, HCS) are generated by the UIM on the upstream link, and checked by
the UIM on the downstream link. External Link interfacing. The XL ( 2.2.6)
is very similar tb the EUSL, but lacks DCS checking and generation on both
ends. This is to allow erroneous, but still potentially useful data to be
delivered to the UIM'. The des- tination port numbers in network
transaction units arriving on the downstream XL are checked by the NIM, 25
with Illegal values resulting In dropped data. Concentration and
demultiplexing. Network transaction units arriving on the EUSLs contend for
and are stat- istically multiplexed to the outgoing XL. Those arriving dn
the XL are routed to the appropriate EUSL by mapping the destination port
number to one or more EUS links. Source port Identification. The port
number of the source UIM Is prepended to each network transaction unit 30
going upstream by port number generator 403 (FiG. 16). This port number
will be checked against the MAN address by the MINT to prevent unauthorized
access to services (Including the most basic data transport ser- vice) by
"imposters". 7.3 NIM Architecture and Operation 35 The architecture of the
NIM is depicted in FIG.16. Thefollowing subsections brieflydescribe the
operation of the NIM. 7.3.1 Upstream Operation 40 Incoming network
transaction units are received from the UIMs at their EUSL interface 400
receivers 402, are converted to words in serial to parallel converters 404
and are accumulated in FIFO buffers 94. Each EUSL Interface is connected to
the NIM transmit bus 95, which consists of a parallel data path, and
various signals for bus arbitration and clocking. When a network
transaction unit has been buffered, the EUSL interface 400 45  arbitrates
for access to the transmit bus 95. Arbitration proceeds in parallel with
data transmission on the bus. When the current data transmission is
complete, the bus arbiter awards bus ownership to one of the competing EUSL
interfaces, which begins transmission. For each transaction, the EUSL port
number, inserted at the be- 



ginning of each packet by port number generator 403, is transmitted first
followed by the network transaction unit. Within an XL interface 440, the
XL transmitter 911provides the bus clock, and performs parallel to serial
50  conversion 442 and data transmission on the upstream XL 3. 7.3.2
Downstream Operation Networktransaction units arriving from the MINTon the
downstream XL3 are received within XLinterface 55   440 bythe
XLreceiver446, which Is connected via serial to parallel converter448 to
the NIM receive bus 430. The receive bus is similar to, but Independent of
the transmit bus. Also connected to the receive bus via a par- allel to
serial converter408 are the EUSL interface transmitters 410. The XL
receiver performs serial to parallel conversion, provides the receive bus
clock, and sources the incoming data onto the bus. Each EUSL Interface 36
i i EP 0 335 593 BI decodes the EUSL port number associated with the data,
and forwards the data to its EUSL If appropriate. More than one EUSL
interface may forward the data if required, as in a broadcast or multicast
operation. Each decoder 409 checks the receive bus 430 while port number(s)
are being transmitted to see if the following pack- et is destined for the
end user of this EUSL interface 4001 If so, the packet is forwarded to
transmitter 410 for 5   delivery to an EUSL 14. Illegal EUSL port numbers
(e.g; violations of the error coding scheme) result In the data being
dropped (i.e. not forwarded by any EUSL interface). Decode block 409 Is
used to gate Information destined for a particular EUS link from transmit
bus 95 to the parallel/seria] converter 408 and transmitter 410. 8
INTERFACING TO MAN 10 8.1 Overview A user interface module (UIM) consists
of the hardware and software necessary to connect one or more end user
systems (EUS), local area networks (LAN), ordedicated point-to-point links
to a single MAN end user 10 system link (EUSL) 14. Throughout this section,
the term EUS will be used to generically refer to any of these network end
user systems. Clearly, a portion of the UIM used to connect a particular
type of EUS to MAN is dependent on the architecture of that EUS, as well as
the desired performance, flexibility, and cost of the im- plementation.
Some of the functions provided by a UIM, however, must be provided by every
UIM In the system. It is therefore convenient to view the architecture of a
UIM as having two distinct halves: the network interface, 20  which
provides the EUS-independent functionality, and the EUS Interface, which
implements the remainder of the UIM functions for the particular type of
EUS being connected. Not all EUSs will require the performance inherent In
a dedicated external link. The concentration provided by a NIM (described
in 7) is an appropriate way to provide access to a number of EUSs which
have. stringent. response time requirements along With the instantaneous
1/0 bandwidth necessary to effectively utilize the 20  full MAN data rate,
but which do not generate the volume of traffic necessary to efficiently
load the XL. Sim- ilarly, several EUSs or LANs could be connected to
the,same UIM via some Intermediate link (or the LANs themselves). In this
scenario, the UIM acts as a multiplexer by providing several EUS (actually
LAN or link) interfaces to go with one network Interface. This method is
well suited to EUSs which do not allow direct con- nections to their system
busses, and which provide only a link connection that is itself limited in
bandwidth. 30  End users can provide their multiplexing or concentration at
a UIM and MAN can provide further multiplexing or concentration at the NIM.
This section examines the architectures of both the network interface and
EUS Interface halves of the UIM. The functions provided by the network
interface are described, and the architecture is presented. The
heterogeneity of EUSs that may be connected to MAN does not allow such a
generic treatment of the EUS 35  interfaces. Instead, the EUS Interface
design options are explored, and a specific example of an EUS Is used to
illustrate one possible EUS interface design. 8.2 UIM - Network Interface
40      The UIM network interface Implements the EUS-independent functions
of the UIM. Each network interface connects one or more EUS Interfaces to a
single MAN EUSL.- 8.2.1 Basic Functions 40      The UIM network Interface
must perform the following functions: EUS Link Interfacing. The interface
to the EUS Link Includes an optical transmitter and receiver, along with
the hardware necessary to perform the link level functions required by the
EUSL (e.g. CRC generation and checking, data formatting, etc.). 



Data buffering. Outgoing network transaction units (ire. packets, and
SUWUs) must be buffered so that they 60   may be transmitted on the fast
network link without gaps. Incoming network transaction units are buffered
for purposes of speed matching and level three (and above) protocol
processing. Buffer memory management. The packets of one LUWU may arrive at
the receive UIM interleaved with those of another LUWU. In order to support
this concurrent reception of several LUWUs, the network interface must
manage Its receive buffer memory in a dynamic fashion, allowing incoming
packets to be chained together 55  into LUWUs as they arrive. Protocol
processing. Outgoing LUWUs must be fragmented Into packets for transmission
into the network. Similarly, incoming packets must be recombined Into LUWUs
for delivery to the receiving process within the EUS. 37    EP 0 335 563 B1
8.2.2 Architectural Options Clearly, all of the functions enumerated in the
previous subsection must be performed in order to Interface any EUS to a
MAN EUSL. However, some architectural decisions must be made regarding
where these func- 5   tions are performed; I.e., whether they are internal
or external to the host Itself. The first two functions must be located
external to the host, although for different reasons. The first and lowest
level function, that of Interfacing to the MAN EUS Link, must be
Implemented externally simply because it consists of special purpose
hardware which Is not part of a generic EUS. The EUS link Interface simply
ap- pears as a bidirectional 110 port to the remainder of the UIM network
Interface. On the other hand, the second 10 function, data buffering,
cannot be Implemented In existing host-memory because the bandwidth
requirements are too stringent. On reception, the network interface must be
able to buffer Incoming packets or SUWUs back- to-back at the full network
data rate (150 Mb/s). This data rate Is such that it Is generally
impossible to deposit incoming packets directly Into EUS memory. Similar
bandwidth constraints apply to packet and SUWU trans- mission as well,
since they must be completely buffered and then transmitted at the full 150
Mb/s rate. These 15 constraints make it desirable to provide the necessary
buffer memory external to the EUS. It should be noted that while FIFO
memory will suffice to provide the necessary speed matching for
transmission, the lack of flow control on reception along with the
interleaving of received packets necessitate that a larger amount of random
I, ,        access memory be provided as receive buffer memory. For MAN,
the size of receive buffer memory may range !  ,        from 256 Kbytes to
1 Mbyte. The particular size depends on the interrupt latency of the host
and on the max- 20  imum size LUWU allowed by the host software. The final
two functions involve processing, which could conceivably be performed by
the host processor itself. The third function, buffer memory management,
involves the timely allocation and deallocation of blocks of receive buffer
memory. The latency requirement associated with.the allocation operation is
stringent, due. once more to the high data rates and the possibility of
packets arriving back-to-back. However, this can be 25  alleviated (for
reasonable burst sizes) by pre-allocating several blocks of memory. It is
possible, therefore, for the host processor to manage the receive packet
buffers. Similarly, the host-processormay or may not assume the burden of
the fourth function, that of. MAN protocol processing. The location of
these final two functions determines the level at which the EUS connects to
the UIM. If the host CPU assumes the burden for packet buffer memory
management and MAN protocol processing (the 30 "local" configuration), then
the unit of data transferred across the EUS interface is a packet, and the
host is responsible for fragmenting and recombining LUWUs. If, on the other
hand, those functions are off-loaded to another processor In the UIM, the
front end processor (FEP) configuration, the unit of data transferred.
across the EUS Interface is a LUWU. While in theory, subject to
Interleaving constraints at the EUS Interface, the unit of data transferred
may be any amount less than or equal to the entire LUWU, and the untits
delivered by 35 the transmitter need not be the same size as those accepted
by the receiver, fora general and uniform solution, useful for a variety of
EUSs, the. LUWU is to be preferred as the basic unit. The FEP configuration
offloads the majority of the processing burden from the host CPU, as
well-as providing for a higher level EUS interface, thereby hiding the
details of network operation from the host. With the FEP, the host knows
only about LUWUs, and can control their transmission and reception at a
higher, less CPU intensive level. 40      Although a lower cost interface
Is possible utilizing the local configuration, the network Interface
architec- ture described in the following section Is a FEP configuration
more characteristic of that required by some of the high performance EUS
that are natural users of a MAN network. An additional reason for choosing
the FEP configuration initially is that it is better suited for interfacing
MAN to a LAN such as ETHERNET, in which 



case there is no "host CPU" to provide buffer memory management and
protocol processing. 4. 8.2.3 Network Interface Architecture. The
architecture of the UIM network interface is depicted in FIG. 17. The
following subsections briefly de7 scribe the operation of the UIM network
interface by presenting scenarios for the transmission and reception s0  of
data. An FEP-type architecture is employed, i.e., receive buffer memory
management and MAN network layer protocol processing are performed external
to the host CPU of the EUS. 8.2.3.1 Transmission of Data 55      The main
responsibilities of the network interface on transmission are to fragment
the arbitrary sized transmit user work units (UWUs) Into packets (If
necessary), encapsulate the user data in the MAN header and trailer, and
transmit the data to the network. To begin transmission, a message from the
EUS requesting transmission of a LUWU traverses the EUS Interface and is
handled by network interface processing 450, 38    EP 0 335 563 B1 which
also Implements memory management and protocol processing functions. For
each packet, the protocol processor portion of the interface processing 450
formulates a header and writes it into the transmit FIFO 15. Data for that
packet is then transferred across the EUS interface 451 into the transmit
FIFO 15 within link han- dler460. When the packet Is completely buffered,
the link handler 460 transmits itonto the MAN EUS link using 5
transmitter 454, followed by the trailer, which was comnputed by the link
handler460. The link is flow controlled by the NIM to ensure that the NIM
packet buffers do not overflow. This transmission process is repeated for
each packet. The transmit FIFO 15 contains space for two maximum length
packets so that packet transmis- sion may occur at the maximum rate. The
user is notified via the EUS interface 451 when the transmission Is
complete. 10 8.2.3.2 Reception of Data Incoming data is received by
receiver 458 and loaded at the 150 MB/s link rate into elastic buffer462;
Dual- ported video RAM is utilized for the receive-buffer memory 90, and
the data Is unloaded from-the elastic buffer 15 and loaded into the shift
register 464 of receive buffer memory 90 via its serial access port. Each
packet is then transferred from the shift register into the main memory
array 466 of the receive buffer memory under the control of the receiver
DMA sequencer 452. The block addresses used to perform these transfers are
pro- vided by the network interface processing arrangement 450 of UIM 13
via the buffer memory controller 456, which buffers a small number of
addresses Is hardware to relieve the strict latency requirements which
would 20 otherwise by imposed by back-to-back SUWUs. Block 450 Is composed
of blocks 530, 540, 542, 550, 552, 554, 556, 558, 560, and 562 of FIG. 19.
Because the network interface processing has direct access to the
buffermemory via its random access port, headers are not stripped off;
rather they are placed into buffer mem- ory along with the data. The
receive queue manager 558 within 450 handles the headers and, with input
from the memory manager 550, keeps track of the various SUWUs and LUWUs as
they arrive.. The EUS is notified 25 of the arrival of data by the network
interface processing arrangement 450 via the EUS interface. The details of
how data Is delivered to the EUS are:a function of the particular EUS
interface being employed, and are described, for example, In section
8.3.3.2.  * 8.3 UIM - EUS Interfaces 30 8.3.1 Philosophy This section
describes the "half of the network interface that Is EUS dependent. The
basic function of the EUS Interface Is the delivery of data between the EUS
memory and the UIM network Interface, In both 35 directions. Each
particular EUS interface will define the protocol to effect delivery, the
format of data and con- trol messages, and the physical path. for control
and data. Each side of the interface has to Implement a flow control
mechanism to protect itself from being overrun. The EU: must be able to
control its own memory and the flow of data Into it from the network, and
the network has to. be able to protect Itself as well. Only at this basic
functional level Is it possible to talk about commonality in EUS
Interfaces. EUS interfaces will be different 40  because of EUS hardware
and system software differences. The needs of the applications using the
network, coupled with the capabilities of the EUS, will also force
interface design decisions dealing with performance and flexibility. There
will be numerous interface choices even for a single type of EUS. This set
of choices means that the interface hardware can range from simple designs
with few-components 



to complex designs Including sophisticated buffering and memory management
schemes. Control functions 45  in the Interface can range from simple EUS
Interfaces to handling network level 3 protocols and even higher level
protocols for distributed applications. Software in the EUS can also range
from straightforward data transmission schemes that fit underneath existing
networking software, to more extensive new EUS software that would allow
very flexible uses of the network or allow the highest performance that the
network has to offer. These interfaces must be tailored to the specific
existing EUS hardware and software systems, but there 50  must also be an
analysis of the cost of interface features in comparison to the benefits
they would deliver to the network applications running in these EUSs. 8.3.2
EUS Interface Design Options 55      The tradeoff between a front end
processor (FEP) and EUS processing is one example of different Inter- face
approaches to accomplish the same basic function. Consider variations In
receive buffering. Aspecialized EUS architecture with a high performance
system bus could receive network packet messages directly from the network
links. However, usually the interface will at least buffer packet messages
as they come off the 39    EP 0 335 563 B1 link, before they are delivered
into EUS memory. Normally EUSs, either transmitting to or receiving
from-the network, do not know (orwantto know) anything about the internal
packet message. In that-case; the receiving interface might have to buffer
multiple packets that come from the LUWU of data that Is the natural sized
trans- mission unit between the transmit and receive EUSs. Each one of
these three receive buffering situations Is 5   possible and each would
require a significantly different FUS interface to transfer data into the
EUS memory. If the EUS has a particular need to process network packet
messages and has the processing power and sys- tem bus performance to
devote .to that task then the EUS dependent portion of the network
Interface would be simple. However, often It will be desirable to off-load
that processing Into the EUS interface and improve the EUS performance. 10
Different transmit buffering approaches also Illustrate the tradeoff
between FEP and EUS processing. For a specialized application, an EUS with
high performance processor and bus could send network packet mes- sages
directly Into the network. But if the application used EUS transaction
sizes that were much larger that the packet message size, it might take too
much of the EUS processing to produce packet messages on its own. An FEP
could offload that work of doing this level 3 network protocol formatting.
This would also be the 15  case where the EUS wishes to be independent of
the Internal network message size, or where It has a diverse set of network
applications with a great variation in transmission size. Depending on the
hardware architecture of the EUS, and the level of performance desired,
there Is the choice between programmed I/O and DMA to move data between EUS
memory and the network Interface. In the programmed 1/O approach, probably
both control and data will move over the same physical path. In the K.-
20   DMA approach there will be some kind of shared memory interface to
move control information in an EUS In- terfacing protocol, and a DMA
controller in the EUS interface to move data between buffer memory and EUS
memory over the EUS system bus without using EUS processor cycles. There
are several alternatives that exist for the location of EUS buffering for
network data. The data could be buffered on a front end processor network
controller circuit board with its own private memory. This memory 25  can
be connected to the EUS by busses using DMA transfer or dual ported memory
accessed via a bus or dual ported memory located on the CPU side of a bus
using private busses. The application now must access the data. Various
techniques are available; some involvermapping the end user-work space
directly to the ad- dress space used by the UIM to store the data. Other
techniques require the operating system to further buffer the data and
recopy Into the user's private:address space. 30      Options exist in
writing the driver level software In the EUS that is responsible for moving
control and data Information over the interface. The driver could also
implement the EUS interface protocol processing as well as just moving bits
over the Interface. For the driver to still run efficiently the protocol
processing In the. driver might not be very flexible. For more flexibility
based on a particular-application, the EUS. interface protocol processing
could be moved up to a higher level. Closer to the application, more
intelligence could be-applied 35  to the interface decisions, at the
expense-of more EUS processing time. The EUS couldImplement various
Interface protocol approaches for delivery of data to and from the. network
prioritizatiort, preemption, etc. Net- work applications that did not
require such flexibility could use a more direct Interface to the. driver
and the network. So, there are a variety of choices to be made at different
levels In the system In both the hardware and 



40  the software. 8.3.3 Implementation Example: SUN Workstation Interface
To Illustrate the EUS dependent portion of the interface we describe one
specific interface. The interface 45  Is to the Sun-3 VME bus based
workstations manufactured by Sun Microsystems, Inc. This is an example of a
single EUS connected to a single. network interface. The EUS also allows
connection directly to Its system bus. The UIM hardware is envisioned as a
single circuit board that plugs into the VME bus system- bus. First, there
follows a description of the Sun 110 architecture, and then a description
of the choices made in designing the interface hardware, the Interface
protocol, and the connection to new and existing network 60  applications
software. 8.3.3.1 SUN Workstation 1/0 Architecture The Sun-3's I/O
architecture, based on the VME bus structure and its memory management unit
(MMU), 55   provides a DMA approach called direct virtual memory access
(DVMA). FIG. 17 shows the Sun DVMA. DVMA allows devices on the system bus
to do DMA directly to Sun processor memory, and also allow main bus mas-
ters to do DMA directly to main bus slaves without going through processor
memory. It is called "virtual" be- cause the addresses that a device on the
system bus uses to communicate with the kernel are virtual addresses 40
EP 0 335 563 1 similar to those the CPU would use. The DVMA approach makes
sure that all addresses used by devices on the bus are processed by the
MMU, just as If they were virtual addresses generated by the CPU. The slave
decoder 512 (FIG. 18) responds to the lowest megabyte of VME bus address
space (OxOOOO 0000 -+ Ox000f ffff, In the 32 bitVME address space) and maps
this megabyteinto the mostsigniflcant megabyte of the system 5   virtual
address space (OxffO 0000 -+ Oxfff ffff in the 28 bit virtual address
space). (OX means that the subse- quent characters are hexadecimal
characters.) When the driver needs to send the buffer address to the
device, It must strip off the high 8 bits from the 28 bit address, so that
the address that the device puts on the bus will be in the low megabyte (20
bits) of the VME address space. In FIG. 18, the CPU 500 drives a memory
management unit 502, which Is connected to a VME bus 504 10  and on board
memory 506 that includes a buffer 508. The VME bus communicates with DMA
devices 510. Other on board bus masters, such as an ETHERNET access
chip'can also access memory 508 vla MMU 502. Thus, devices can only make
DVMA transfers in memory buffers that are reserved as DVMA space in these
low (physical) memory areas. The kernel does however support redundant
mapping of physical memory pages into multiple virtual addresses. In this
way, a page of user memory (or kernel memory) can be mapped into 15  DVMA
space in such a way that the data appears in (or comes from) the address
space of the process re- questing that operation. The driver uses a routine
called mbsetup to set up the kernel page maps to support this direct user
space DVMA. 8.3.3.2 SUN UIM - EUS Interface Approach 20 As mentioned above
there are many options in designing a particular interface. With the Sun-3
Interface, a DMAtransfer approach was designed, an interface with FEP
capabilities, an interface with high performance matching the system bus,
and an EUS software flexibility to allow various new and existing network
applica- tions to use the network. FIG. 19 shows. an overview of the
interface to the Sun-3. 25      The Sun-3 s are systems with potentially
many simultaneous processes running in support of the window system, and
multiple users. The DMA and FEP approachs were chosen. to offload the Sun
processor while the network transfers are taking place. The UIM hardwAre
.is envisioned as a single circuit board that plugs Into the VME bus system
bus. With the change to connect directly to the system bus it is desirable
to attempt the highest performance interface possible. Sun's DVMA provides
a means to move data efficiently to and 30  from processor memory. There Is
a DMA controller 92 in the UIM (FIG. 4) to move data from the UIM to EUS
memory and data from EUS memory to the UIM over the bus, and there will be
a shared memory-interface to move control Information in the host
interfacing-protocol. The front end. processor (FEP) approach means that
the data from the network Is presented to the EUS at a higher level. Level
3 protocol processing has been performed and packets have been linked
together into LUWUs, the user's natural sized unit of transmission. 35
With the potential variety of network applications that could be running on
the Sun the FEP approach means that EUS software does not have to be
tightly coupled to the Internal network packet format. The Sun-3 DVMA
architecture will limit the EUS transactionsizes to a maximum of one
megabyte. if user buffers are not locked in, then kernel buffers would be
used, as an Intermediate step between the device and 



the user, with the associated performance penalty for the copy operation.
If transfers are going to be made 40  directly to user space, using the
'mbsetup approach, the user's space will be locked Into memory, not
available for swapping, during the whole transfer process. This is a
tradeoff; it ties up the resources in the machine, but It may be more
efficient if It avoids a copy operation from some other buffer in the
kernel. The Sun system has existing network applications running on
ETHERNET, for example, their Network File System (NFS). To run these
existing applications on MAN but still leave open the possibility for new
applica- 45  tions that could use the expanded capabilities of MAN, wep
needed flexible EUS software and a flexible Inter- face protocol to be able
to simultaneously handle a variety of network applications. FIG. 19 is a
functional overview of the operation and interfaces among the NIM, UIM, and
EUS. The spe- cific EUS shown in this illustrative example is a Sun-3
workstation, but the principles apply to other end user systems having
greater or lesser sophistication. Consider first the direction from the
MINT via the NIM and 50   UIM to the EUS. As shown in FIG. 4, data that is
received from MINT 11 over link 3 is distributed to one of a plurality of
UlMs 13 over links 14 and is stored In receive buffer memory 90 of such a
UIM, from which data is transmitted in a pipelined fashion over an EUS bus
92 having a DMA interface to the appropriate EUS. The control structure for
accomplishing this transfer of data is shown in FIG. 19, which shows that
the input from the MINT Is controlled by a MINT to NIM link handler 520,
which transmits its output under the control of router 55   522 to one of a
plurality of NIM to UIM link handlers (NIU LH) 524. MINT/NIM link
handler(M/N LH) 520.supports a variant on the Metrobus physical layer
protocol. The NIM to UIM link handler 524 also supports the Metrobus
physical layer protocol in this implementation, but other protocols could
be supported as well. It Is possible that different protocols could coexist
on the same NIM. The output of the N/U LH 524 is sent over a link 14 to 41
EP 0 335 563 B1 a UIM 13, where It is buffered in receive buffer memory 90
by NIM/UIM link handler 552. The buffer address is supplied by memory
manager 550, which manages free and allocated packet buffer lists. The
status of the packet reception is obtained by N/U LH 552, which computes
and verifies the checksum over header an data, and outputs the status
information to receive packet handler 556, which pairs the status with the
buffer address 5   received from memory manager 550 and queues the
Information on a received packet list. Information about received packets
is then transferred to receive queue manager 558, which assembles packet
Information Into queues per LUWU and SUWU, and which also keeps a queue of
LUWUs and SUWUs about which the EUS has not yet been notified. Receive
queue manager 558 Is polled for information about LUWUs and SUWUs by the
EUS via the EUSIUIM link handler (E/U LH) 540, and responds with
notification messages via UIMIEUS 10  link handler (UIE LH) 562. Messages
which notify the EUS of the reception of a SUWU also contain the data for
the SUWU, thus completing the reception process. In the case of a LUWU,
however, the EUS allocates its memory for reception, and issues a receive
request via E/U LH 540 to receive request handler 560, which for- mulates a
receive worldist and sends It to resource manager 554, which controls the
hardware and effects the data transfer over EUS bus 92 (FIG. 4) via a DMA
arrangement. Note that the receive request from the EUS 15  need not be for
the entire amount of data in the LUWU; indeed, all of the data may not have
even arrived at the UIM when the EUS makes it first receive request. When
subsequent data for this LUWU arrives, the EUS will again be notified and
will have an opportunity to make additional receive requests. In this
fashion, the re- ception of the data is pipellned as much as possible in
order to reduce latency. Following data transfer, receive request handler
560 informs the EUS via UIE LH 562, and directs memory manager 550 to
de-allocate the 20  memory for that portion of the LUWU that was delivered,
thus making that memory available for new incoming data. In the reverse
direction, i.e., from EUS 26 to MINT 11, the operation is controlled as
follows: driver 570 of EUS 26 sends a transmit request to transmit.request
hanrier 542 via UIE LH 562. In the case of a SUWU, the transmit request
Itself contains the data to be transmitted, and transmit request handler
542 sends this data 25  in a transmit worklist to resource manager 554,
which computes the packet header and writes both header and data into
buffer 15 (FIG. 4), from which It is transmitted to NIM 2 by UIM/NIM link
handler 546 when au- thorized to do so via the flow control protocol in
force on link 14. The packet is received at NIM 2 by UIM/NIM link handler
530 and stored In buffer 94. Arbiter 532 thpen selects among a plurality of
buffers 94 in HIM 2 to select the next packet or SUWU to be transmitted
under the control of NIM/MINT link handler 534 on MINT 30  link 3 to MINT
11. In the case of a LUWU, transmit request handler 542 decomposes the
request Into packets and sends a transmit workllst to resource manager 554,
which, for each packet, formulates -the header,,writes the header Into
buffer 15, controls the hardware to effect the transfer of the packet data
over EUS bus 92 via 



DMA, and directs UIN LH 546 to transmit the packet when authorized to do
so. The transmission process is then as described forthe SUWU case. In
eithercase, transmit request handler 542 is notified by resource man- 35
ager 554 when transmission of the SUWU or LUWU is complete, whereupon
driver 570 Is. nqtifled via UIE LH 562 and may release its transmit buffers
If desired. FIG. 19 also shows details of the Internal software structure
of EUS 26. Two types of arrangements are shown, In one of which blocks 572,
574, 576, 578, 580 the user system performs level 3 and higher-functions.
Shown in FIG. 19 is an Implementation based on Network of the Advanced
Research Projects Administration 40  of the U.S. Department of Defense
(ARPAnet) protocols including an internet protocol 580 (level 3), transmis-
sion control protocol (TCP) and user diagram protocol (UDP) block 578 (TCP
being used for connection ori- ented service and UDP being arranged for
connectionless service). At higher levels are the remote procedure call
(block 576), the network file server (block 574) and the user programs 572.
Alternatively, the services of the MAN network can be directly Invoked by
user (block 582) programs with directly interface with driver 570 45  as
indicated by the null block 584 between the user and the driver. 8.3.3.3
EUS Interface Functions The main functional parts of the transmit EUS
interface are a control interface with the EUS, and a DMA 50 interface to
transfer data between the EUS and the UIMv ever the system bus. When
transmitting into the net- work, control information is received that
describes a LUWU or SUWUs to be transmitted and information about the EUS
buffers where the data resides. The control information from the EUS
includes destination MAN ad- dress, destination group (virtual network),
LUWU length, and type fields for type of service and higher level protocol
type. The DMA Interface moves the user data over from the EUS buffers into
the UIM. The network 55  Interface portion is responsible for formatting
the LUWUs and SUWUs into packets and transmitting the pack- ets on the link
to the network. The control interface could have several variations for
flow control, multiple out- standing request, priority, and preemption. The
UIM is In control of the amount of data that It takes from the EUS memory
and sends Into the network. 42    EP 0 335 563 B1 On the receive side, the
EUS polls for information about packets that have been received and the
control interface responds with LUWU information from the packets header
and current Information about how much of the EUS transaction has arrived.
Over the control interface, the EUS requests to receive data from these
messages, and the DMA interface will send the data from memory on the UIM
into the EUS memory buffers. 5   The poll and response mechanism in the
Interface protocol on the receive side allows a lot of EUS flexibility for
receiving data from the network. The EUS can red&ive either partial or
entire transactions that have come from the source EUS. It also provides
the flow control mechanism forthe EUS on receive. The EUS is in control of
what it receives, when It receives It and In what order. 1o  8.3.3A SUN
Software This section describes how a typical end user system, a SUN-3
workstation, Is connectable to MAN. Other end user system would use
different software. The interface to MAN Is relatively straightforward and
efficient for a number of systems which have been studied. 15 8.3.3.4.1
Existing Network Software The SUN UNIX@ operating system is derived from
the 4.2BSD UNIX system from the University of Cali- fornia at Berkeley.
Like 4.2BSD it contains as part of the kernel, an Implementation of the
ARPAnet protocols: 20  Internet protocol (IP), transmission control
protocol (TCP) forconnection-oriented service on top of IP, and user
datagram protocol (UDP) for connectionless service on top of IR Current Sun
systems use IP as an internet sublayer In the top half of the network
layer. The bottom half of the network layer is a network specific sublayer.
It currently consists of driver level software that interfaces to a
specific network hardware connection, namely an ETHERNET controller, where
the link layer MAC protocol is implemented. ETHERNET Is the network cur- 25
rently used to connect Sun workstations. To connect Sun workstations with a
MAN network, it is necessary to fit into the framework of this existing
networking software. The software for the MAN network interface In the Sun
will be driver level software. The MAN network Is naturally a
connectionless o datagram type of network. LUWU data with control in.
formation forms the EUS transaction, crossing the Interface Into the
network. Existing network services can 30   be provided using the MAN
network datagram LUWUs as a basic. Software In the Sun will buld up both
con- nectionless and connection-oriented transport and application services
on top of a MAN datagram network 



layer. Since the Sun already has a variety of network application software,
the MAN driver wilf provide a basic service with the flexibility to
multiplex multiple upper layers. This multiplexing capability will be
necessary not just for existing applications but for additional new
applications that will use MAN's power more directly. 35      There needs
to be an address translation service function In the EUS at the driver
level in the host soft- ware. It would allow for IP addresses to be
translated Into MAN addresses. The address translation service Is similar
In function to the current Sun address resolution protoiol (ARP), but
different In implementation. If a particular EUS needs to update Its
address translation tables, it sends a network message with an IP address
to a well known address translation server. The corresponding MAN address
will be returned. With a set of 40  such address translation services, MAN
can then act as the underlying network for many different, new and
existing, network software services In the Sun environment. 8.3.3.42 Device
Driver 45      On the top side, the driver multiplexes several different
queues of LUWUs from the higher protocols and applications for transmission
and queues up received LUWUs in several different queues for the higher
layers. On the hardware side, the driver sets up DMA transfers to and from
user memory buffers. The driver must communicate with the system to map
user buffers into memory that can be accessed by the DMA controller over
the main system bus. 50      On transmit, the driver must do address
translation on the outgoing LUWUs for those protocol layers that are not
using MAN addresses, L.e., the ARPAnet protocols. The MAN destination
address and destination group is Included in MAN datagram control
Information that is sent when a LUWU is to be transmitted. Other transmit
control Information will be LUWU length, fields indicating type of service
and higher level protocol, along with the data location for DMA. The UIM
uses this control Information to form packet headers and to move the LUWU
55   data out of EUS memory. On receive, the driver will implement a
poll/response protocol with the.UIM. notifying the EUS.of Incoming data.
The poll response will contain control Information that gives source
address, total LUWU length, amount of data that has arrived up to this
point the type fields indicating higher protocol layers, and some agreed on
43    EP 0 335 563 B1 amount of the data from the message. (For small
messages, the whole user message could arrive In this poll response.) The
driver Itself has the flexibility based on the type field to decide how to
receive. this message and which higher level entity to pass It on up to. It
may be, that based on a certain type field, it may just deliver the
announcement, and pass the reception decision on up to a higher layer.
Which everapproach isused, even- 5   tually a control request for the
delivery of the data from the UIM to the EUS memory Is made, which results
in a DMA operation by the UIM. EUS buffers to receive the data may
preallocated for the protocol types where the driver handles the reception
In a fixed fashion, orthe driver may have to get buffer information from a
higher layer in the case where It has just passed the announcement on up.
This is the type of flexibility we need In the driver to handle both
existing and new applications In the Sun environment. 10 8.3.3A.3 Raw MAN
Interface Software Later, as applications are written-thatwish to directly
use the capabilities of the MAN network, the address translation function
will not be necessary. The MAN datagram control information will 'be
specified directly by 15  special MAN network layer software. 9 MAN
Protocols 9.1 Overview 20 The MAN protocol provides for the delivery of
user data from source UIM across the network to destination UIM. The
protocol is connectionless, asymmetric forrecelve and send, implements
error detection without cor- rection, and discards layer purity for high
performance. 25  9.2 Message Scenario The EUS sends datagram transactions
called LUWUs Into the network. The data that comes from the EUP resides in
EUS memory. A control messagefrom the liJq specifies to the UIM the data
length, the destination address for this LUWU, the destination group and a
type field which could contain information like the user 30  protocol and
the network class of service-required. Together, the data and the control
information form the LUWU. Depending on the type of EUS interface, this
data and control can be passed to the UIM in different ways, but it is
likely that the data is passed in a DMA transfer. 



The UIM will transmit this WWU Into the network. To reduce potential delay,
larger LUWUs are not sent Into the network as one contiguous stream. The
UIM breaks up the LUWU Into fragments called packets that 35  can be up to
a certain maximum size.-An UWU smaller than the maximum size Is called a
SUWU and will be contained In a single packet. Several EUSs are
concentrated at the NIM and packets are transmitted over the link from the
UIM to the NIM (the EUSL). Packets from one UIM can be demand multiplexed
on the link from the NIM to the MINT (the XL) with packets from other EUSs.
Delays are reduced because no EUS has to wait forthe completion of a long
LUWU from another EUS sharing the link to the MINT. The UIM generates a
header 40  for every packet that contains Information from the original
LUWU transaction, so that each packet can pass through the network from
source UIM to destination UIM and be recombined into the same LUWU that was
passed into the network by the source EUS. The packet header contains the
information for the network layer protocol In the MAN network. Before the
NIM sends the packet to the MINT on the XL, it adds a NIMIMINT header to
the packet message. 45  The header contains the source port number
identifying the physical port on the NIM where a particular EUS/UIM is
connected. This header Is used by the MINT' to verify that the source EUS
is located at the port where he is authorized to be. This type of
additional check is especially important for a data network that serves one
or more virtual networks, to ensure privacy for such virtual networks. The
MINT uses the packet header to determine the route for the packet, as well
as other potential services. The MINT does not change the con- 50  tents of
the packet header. When the ILH in the MINT passes the packet out thorugh
the switch to be sent out on the XL to the destination NIM, it places a
different port number in the NIM/MINT header. This port number, Is the
physical port on the NIM where the destination EUS/UIM is connected. The
destination NIM uses this port number to route the packet on the fly to the
proper EUSL. The various sections of a packet are Identif led by delimiters
according to the link format. Such delimiters 55  occur between the
NIM/MINT header 600 and the MAN header 610, and between the MAN header and
the restof the packet. The delimiteratthe MAN header/restof packetborderis
required to signal the headercheck sequence circuit to insert or check the
header check. The NIM broadcasts a received packet to all ports In the
NIM/MINT header field. 44    EP 0 335 563 B1 When the packet arrives at the
destination UIM, the packet header contains the original information from
the source UIM necessary to reassemble the source EUS transaction. There is
also enough Information to allow a variety of EUS receive interface
approaches including pipelining or other variations of EUS transaction
size, prioritization, and preemption. 5 9.3 MAN Protocol Description 9.3.1
Link Layer Functions 10      The link functions are described In Section 5.
The functions of message beginning and end demarcation, data transparency,
and message check sequences on the EUSL and XL links are discussed there. A
check sequence for the whole packet message is performed at the link level,
but instead of corrective action being taken there, an indication of the
error is passed on up to the network layer for handling there . A message
check sequence error results only in Incrementing an error count for
administrative purposes, but t5  the message transmission continues.
Aseparate header check sequence is calculated in hardware in the UIM. A
header check sequence error detected by the MINT control results in the
message being thrown away and an error count being incremented from
administrative purposes. At the destination UIM a header check se- quence
error also results In the message being thrown away. The data checksequence
result can be conveyed to the EUS as part of the LUWU arrival notification,
and the EUS can determine whether of not to receive the 20   message. These
violations of layer purity have been made to simplify the processing at the
link layer to in- crease speed and overall network performance. Other
standard" link layer functions like error correction and flow control are
not performed In the con- ventional manner. There are no acknowledgement
messages returned at-the link level-for error correction (re-. transmission
requests) or for flow control. Flow control is signaled using special
bits.in the framing .pattern. 25  The complexity of X.25-like protocols-at
the link level can be tolerated forlow speed links:where the.processing
overhead will not reduce performance and does increase the reliability of
links that have high error rates. How- ever, It is felt that an acceptable
level of error-free throughput will be achieved by the low bit error rates
in the fiber optic links In this network (Bit Error Rate less than 10
errors per trillion bits.) Also, because of the large 



amounts of buffer memory In the MINT and the UIM -necessary to handle data
from the high-speed links, it 30  was felt that flow control messages would
not be necessary or effective. 9.3.2 Network Layer 9.3.2.1 Functions 35 The
message unit that leaves the source UIM and travels all the way to the
destination UIM Is, the packet. The packet is not altered once it leaves
the source UIM. The information In the UIM to UlM message header will allow
the following functions to be performed: - fragmentation of LUWUs at the
source UIM, 40      - recombination of LUWUs at the destination UIM, -
routing to the proper NIM at the MINT, - routing to the proper UIM/EUS port
at the destination NIM, - MINT transmission of variable length messages
(e.g., SUWU, packet, n packets). - destination UIM congestion control and
arrivel announcement, 45      - detection and handling .of message header
errors, - addressing of network entities for Internal network;messages, -
EUS authentication for delivery of network services only to authorized
users. 9.32.2 Format 50 FIG.20 shows the UIM to MINT Message format. The
MAN header 610 consists of the Destination Address 612, the Source Address
614, the group (virtual network) identifier 616, group name 618, the type
of service 620, the Packet Length (the header plus data in bytes) 622, a
type of service indicator 623, a protocol Identifier 624 for use by end
user systems for identifying the contents of EUS to EUS header 630, and the
Header Check 55   Sequence 626. The header is of fixed length, seven 32-bit
words or 224 bits long. The MAN header Is followed by an EUS to EUS header
630 to process message fragmentation. This header includes a LUWU
Identifier 632, a LUWU length Indicator 634, the packet sequencer number
636, the protocol identifier638 for Identifying the contents of the
internal EUS protocol which is the header of user data 640, and the number
639,of the 45    EP 0 335 563 B1 initial byte of data of this packet within
the total LUWU of information. Finally, user data 640 may be preceded for
appropriate user protocols by the identity of the destination port 642 and
source port 644. The fields are 32 bits because that is the most efficient
length (integers) for present network control processorsd;Error check- ing
is performed on the header in control software; this is the Header Check
Sequence. At the link level, error 5   checking done over the whole
message; this is the Message Check Sequence 634. The NIM/MINT header 600
(explained below) is also shown In the figure for completeness. The
destination address, group identification, type ok service, and the source
address are placed as the first five fields In the message for efficiency
in MINT processsing. The destination and group Identification are used for
routing, the size for memory management, the type fields for special
processing, and the source 10 is used for service authentication. 9.3.2.2.1
Destination Address The Destination Address 612 Is a MAN address that
specifies to which EUS the packet is being sent. A 15   MAN address is 32
bits long and is a flat address that specifies an EUS connected to the
network. (In Internal network messages, if the high order bit in the MAN
address is set, the address specifies an internal network entity like a
MINT or NIM, instead of an EUS.) A MAN address will be permanently assigned
to an EUS and will identify an EUS even if it moves to different physical
location on the network if an EUS moves, it must sign in with a well-known
routing authentication server to update the correspondence between its MAN
address 2o  and the physical port on which it is located. Of course, the
port number is supplied by the NIM so the EUS cannot cheat about where it
is located. In the MINT the destination.address will be used to determine a
destination NIM for routing the message. In the destination NIM the
destination address will be used to determine a destination UIM for routing
the mes-. sage.                                         1. 25 9.3.2.2.2
Packet Length The Packet Length 622 is 16 bits long and represepts.the
length in bytes of this message fragment In- 



cluding the fixed length header and the data. This length is used. by the
MINT for transmitting the message. 30  It Is also used by the destination
UIM to determine the amount of data available for delivery to the EUS.
9.3.2.2.3 Type Fields The type of service field 623 is 16 bits long and
contains the type of.service specified in the original EUS 35  request. The
MINT may look at the type of service and handle the message differently.
The destination UIM may also look at the type of service to determinehow to
deliverthe message to the destination EUS, L.e.,deliver even If In error.
The user protocol 624 assists the EUS driver in multiplexing various
streams of data from the network. 40  9.3.2.2.4 Packet Sequence Number This
is a Packet Sequence Number 636 for this particular LUWU transmission. It
helps the-receiving UIM recombine the incoming LUWUI so that it can
determine if any fragments of the transmission have been lost because of
error. The sequence number is incremented for each fragment of the LUWU.
The last sequence 45  number is negative to indicate the last packet of a
LUWU. (An SUWU would have -1 as the sequence number.) If an Infinite length
LUWU Is being sent, the Packet Sequence Number should wrap around. (See UWU
Length, Section 9.3.2.2.7, for an explanation of an infinite length LUWU.)
9.3.2.2.5 Source Address 50 The Source Address 614 is 32 bits long and is a
NlAhl address that specifies the EUS that sent the mes- sage. (See
Destination Address for an explanation of MAN address.) The Source Address
will be needed in the MINT for network accounting. Coupled with the Port
Number 600 from the NIMIMINT header, It is used by the MINT to authenticate
the source EUS for network services. The Source Address will be delivered
to the 55  destination EUS so that it knows the network address of the EUS
that sent the message. 46    EP 0 335 563 B1 9.3.2.2.6 UWU ID The UWU ID
632 is a 32 bit number that is used by the destination UIM to recombine a
UWU. Note that the recombination job Is made easier because fragments
cannot get out of order In the network. The UWU ID, 5   along with the
Source and Destination Addresses, identifies packets of the same LUWU, or
in other words, fragments of the original datagram transaction. The ID must
be unique for the source and destination pairfor the time that any fragment
is in the network.   9.3.2.2.7 UWU Length 10 The UWU Length 634 is 32 bits
long and represents the total length of UWU data in bytes. In the first
packet of a LUWU this will allow the destination UIM to do congestion
control, and if the LUWU Is pipelined into the EUS, it will allow the UIM
to begin a LUWU announcement and delivery before the complete LUWU arrives
at the UIM. 15      A Length that Is negative indicates an infinite length
LUWU, which Is like an open channel between two EUSs. Closing down an
Infinite length LUWU is done by sending a negative Packet Sequence Number.
An infinite length LUWU only makes sense where the UIM controls the DMA
into EUS memory. 9.3.2.2.8 Header Check Sequence 20 There Is a header check
sequence 626, calculated by the transmitting UIM for header Information so
that the MINT and the destination UIM can determine If the header
information was received correctly. The MINT or the destination UIM will
not attempt delivery of a packet with a header check sequence error. 25
9.3.2.2.9 User Data The user data 640 is the portion of the user UWU data
that Is transmitted In this fragment of the transmis- slon. Following the
data is the overall message check sequence 646 calculated at the link
level. 30  9.3.3 NIM/MINT Layer 9.3.3.1 Functions This protocol layer
consists of a header containing a NIM port number 600. The port number has
a one to 35  one correspondence to an EUS connection on the NIM and Is
prepended by the NIM in block 403 (FIG. 16) so that the user cannot enter
false data therein. This header Is positioned at the front sequence. It Is
checked by a group of parity bits In the same word to enhance its error
reliability. The incoming message to the MINT con- tains the source NIM
port number to assist in user authentication for network services that
might be requested\, 



in the type fields. The outgoing. message from the MINT contains the
destination NIM port number In place of 40  the source port 600 In order to
speed the demultiplexing/routing by the NIM to the proper destination EUS.
If the packet has a plurality of destination ports in one NIM, a list of
these ports Is placed at the beginning of the packet so that section 600 of
the header becomes several words long. 10 LOGIN PROCEDURES AND VIRTUAL
NETWORKS 45 10.1 General A system such as MAN Is naturally most cost
effective when it can serve a large number of customers. Such a large
number of customers is likely to include a number of sets of users who
require protection from 50  outsiders. Such users can conveniently be
grouped into virtual networks. In order to provide still further flex-
lbility and protection, individual users may be given access to a number of
virtual networks. For example, all the users of one company may be on one
virtual network and the payroll department of that company may be on a
separate virtual network. The payroll department users should belong to
both of these virtual networks since they may need access to general data
about the corporation but the users outside the payroll department 55
should not be members of the virtual network of the payroll department
virtual network since they should not have access to payroll records. The
login procedure method of source checking and the method of routing are the
arrangements which permit the MAN system to support a large number of
virtual networks while providing an optimum level of pro- 47    EP 0 335
563 B1 tection against unauthorized data access. Further, the arrangement
whereby the NIM prepends the user port to every packet, gives additional
protection against access of a virtual network by an unauthorized user by
preventing aliasing. 5   10.2 Building up the Authorization Data Base FIG.
15 Illustrates the administrative control of the MAN network. A data base
Is stored in disk 351 ac- cessed via operation, administration, and
maintenance (OA&M) system 350 for authorizing users In response to a login
request. For a large MAN network, OA&M system 350 may be a distributed
multiprocessor arrange- lo  ment for handling a large volume of login
requests. This data base is arranged so that users cannot access restricted
virtual networks of which they are-not members. The data base is under the
control of three types of super users. Afirst super user who would in
general be an employee of the common carrier that is supplying MAN service.
This super user, referred to for convenience herein as a level I super
user, assigns a block of MAN names which would In general consist of a
block of numbers to each user group and. assigns type 2 and 15  type 3
super users to particular ones of these names. The level I super user also
assigns virtual networks to particular MAN groups. Finally, a level I super
user has the authority to create or destroy a MAN supplied ser- vice such
as electronic "yellow page" service. A type 2 super user assigns valid MAN
names from the block S /       assigned to the particular user community,
and assigns physical port access restrictions where appropriate. In
addition, a type 2 super user has the authority to restrict access to
certain virtual networks by sets of mem- 20  bers of his customer
community. Type 3 super users who are broadly equal In authority to type 2
super users, have the authority to grant MAN names access to their virtual
networks. Note that such access can only be granted by a type 3 super user
if the MAN name's type 2 super user has allowed this MAN name user the
capability ofjoining this group. by an appropriate entry in table 370. 25
The data base includes table 360 which provides for each user
identification 362, the password 361, the group 363 accessible using that
password, a list of ports and, for special cases, directory numbers 364
from which that user may transmit and/or receive, and the type of service
365, i.e., receive only, transmit only, or receive and transmit. The data
base also includes user-capability tables 370,375 for relating users (table
370) to groups (table 30  375) potentially authorizable for each user.
When. a user is to be authorized by a super user to access a group, this
table Is checked to see If that group is in the list of table 370; if not
the request to authorize that user for that group will be rejected. Super
users have authority to enter data for their group and their groups In
tables 370,375. Super users also have the authority for their user to move
a group from table 375 into the list of groups 363 of the user/group
authorization table.360. Thus, for a user to access an outside group, super
users from 35  both groups would have to authorize this access. 10.3 Login
Procedure 



At login time, a user who has previously been appropriately authorized
according to the arrangements 40  described above, sends an Initial login
request message to the MAN network. This message Is destined not for any
other user, but for the MAN network Itself. Effectively, this message is a
header only message which Is analyzed by the MINT central control. The
password, type of login service being requested, MAN group, MAN name and
port number are all In the MAN header of a login request, replacing other
fields. This is done because only the header is passed by the XLH to the
MINT central control, forfurther processing by the OA&M 45  central
control. The login data which includes the MAN name, the requested MAN
group name (virtual network name), and the password are compared against
the login authorization data base 351 to check whether the particular user
is authorized to access thatvirtual networkfrom the physical portto which
thatuser is connected (the physical port was prepended by the NIM prior to
reception of the login packet by the MINT). If the user is in fact properly
authorized, then the tables in source checker 307 and in router 309
(FIG..14) are updated. Only 50  the source checker table of the checker
that processes the login user's port is updated from a login for terminal
operations. If a login request Is for receive functions, then the routing
tables of all MINTs must be updated to allow that source to receive data
from any authorized~connectable user of the same group who may be con-
nected to other MINTs to respond to requests. The source checker table. 308
includes a list of authorized name/group pairs for each port connected to
the NIM that sends the data stream to the XLH for that source 55  checker.
The routertables 310, all Include entries for all users authorized to
receive UWUs. Each entry includes a name/group pair, and the corresponding
NIM and port number. The entries in the source checker list are grouped
bygroup identification numbers. The group identification number 616 is part
of the header of subse- quent packets from the logged in user, and Is
derived by the OA&M system 350 at login time and sent back 48    EP 0 335
563 B1 by the OA&M system via the MAN switch IO on the login user. The OA&M
system 350 uses the MINT central control's 20 access 19 to the MINTmemory18
to the logln acknowledge to the login user. On subsequent pack- eta, as
they are received in the MINT, the source checker bhecks the port number,
MAN name and MAN group against the authorization table in the source
checker .with the result that the packet is allowed to proceed or 5   not.
The router then checks to see if the destination is an allowable
destination for that Input by:checking the virtual network group name and
the destination name. As a result, once a user is logged in, the usercan
reach any destination that is in the routing tables, i.e., that has
previously logged in for access in the read only mode or the read/write
mode, and that has the same virtual network group name as requested in the
login; in contrast unauthorized users are blocked in every packet. 10
While in the present embodiment, the checking is done for each packet, It
could also be done for each user work unit (LUWU or SUWU), with a recorded
indication that all subsequent packets of a LUWU whose original packet was
rejected are also to be rejected, or by rejecting all LUWUs whose initial
packet is missing at the user system. Those super user logins which are
associated with making changes in the login data base are checked in 15
the same way as conventional logins except that It is recognized in OA&M
system 350 as a login request for a user who has authority for changing the
data base stored on disk 351. Super users types 2 and 3 get access to the
OA&M system 350 from a computer connected to a user port of MAN. OA&M
system 350 derives statistics on billing, usage, authorizations and
performance which the super users can access from their computers. 20
The MAN network can also serve special types of users such as transmit only
users and receive only users. An example of a transmit only user is a
broadcast stock quotation system or a video transmitter. Outputs of
transmit only users are only checked in source checkertables. Receive only
units such as printers or monitoring devices are authorized by entries
intherouting tables. 25  11 APPLICATIONS OF MAN TO VOICE SWITCHING FIG. 22
shows an arrangement for using the MAN architecture to switch voice as well
as data. In order to simplify the application of this archictecture to such
services, an existing switch in this case, the 5ESS@ switch manufactured by
AT&T Network Systems, is used. The advantage of using an existing. switch
Is that it avoids 30  the necessity for developing a program to control a
local switch, a very large development effort. By using an existing switch
as the Interface between the MAN and voice users, this effort can be almost
completely elim- inated. Shown on FIG. 22 is a conventional customer
telephone connected to a switching module 1207.of 5ESS switch 1200. This
customer telephone .could also. be a combined integrated services digital
network (ISDN) voice and data customer station which can also be connected
to a 5ESS switch. Other customer stations 1202 



35  are connected through a subscriber loop carrier system 203 which is
connected to a switching module 1207. The switching modules 1207 are
connected to a time multiplex 1209 which sets up connections between
switching modules. Two of these switching modules are shown-connected to an
interface 1210 comprising Common Channel Signaling 7 (CCS 7) signaling
channels 1211, pulse code modulation (PCM) channels 1213, an special
signaling channels 1215. These are connected to a packet assembler and
disassembler.1217 for 40  Interfacing with an MAN NIM 2. The function of
the PAD is to interface between the POM signals which are generated in the
switch and the packet signals which are switched in the MAN network. The
function of the special signaling channel 1215 Is to Inform PAD 1217 of the
source and destination associated with each PCM channel. The CCS 7 channels
transmit packets which require further processing by PAD 1217 to get them
into the form necessary for switching by the MAN network. To make
the-system less vulnerable against the failure 45  of equipment of
transmission facilities, the switch is shown as being connected to two
different NiMs of the MAN network. Adigital PBX 1219 also interfaces with
packet assembler disassembler.1217 directly. In a sub- sequent upgrade of
the PAD, It would be possible to interface directly with SLC 1203 orwith
telephones such as integrated services digital network (ISDN) telephones
that generate a digital voice bit stream directly. The NIMs are connected
to a MAN hub 1230. The NiMs are connected to MINTs 11 of that hub. The
MINTs 50  11 are Interconnected by MAN switch 22. For this type of
configuration, it is desirable to switch Substantial quantities of data as
well as voice in order to utilize the capabilities of the MAN hub most
effectively. Voice packets, in particular, have very short delay
requirements In order to minimize the total delay encountered in
transmitting speech from a source to a des- tination and in order to ensure
that there is no substantial interpacket gap which would result in the loss
of a 55   portion of the speech signal. The basic design parameters. for
MAN have been selected to optimize data switching, and have been adapted in
a most straightforward manner as shown in FIG. 22. If a large amount of
voice packet switching Is required, one or more of the following additional
steps can be taken: 49    EP 0.335 563 B1 1. Aform of coding such as
adaptive differential PCM (ADPCM) which offers excellent performance at 32
Kbitlsecond could be used'instead of 64 Kbit PCM. Excellent coding schemes
are also available which require fewer than 32 Kblt/sec. for good
performance. 2. Packets need only be sent when a customer Is actually
speaking. This reduces the number of packets 5      that must be sent by at
least 2:1. 3. The size of the buffer for buffering voice samples could be
increased above the storage for 256 voice samples (a two packet buffer) per
channel. However, longer voice packets introduce more delay which may or
may not be tolerable depending on the characteristics of the rest of the
voice network. 4. Voice traffic might be concentrated in special MINTs to
reduce the number of switch setup operations 10     for voice packets. Such
an arrangment may enlarge the number of customers affected by a failure of
a NIM or MINT and might require arrangements for providing alternate paths
to another NIM and/or MINT. 5. Alternate hub configurations can be used.
The alternate hub configurations of FIG. 24 is an example of a step S
solution. A basic problem of switching voice packets Is that In order to
minimize delay in transmitting voice, the voice packets must represent only
a 15 short segment of speech, as low as 20 milliseconds according to some
estimates. This corresponds to as many as 50 packets per second for each
direction of speech. If a substantial fraction of the input to a MINT
repre- sented such voice packets, the circuit switch setup time might be
too great to handle such traffic. If only voice traffic were being
switched, a packet switch which would not require circuit setup operations
might be needed for high traffic situations. 20      One embodiment of such
a packet switch 1300 comprises a group of MINTs 1313 interconnected like a
conventional array of space division switches wherein each MINT 1313 Is
connected tofourothers, and enough stages are added to reach all output
MINTs 1312 that carry heavy voice traffic. For added protection against
equlpmentfallure, the MINTs 1313 of the packetswitch 1300 could be
interconnected through MANS 10 in order. to route traffic around a
defective MINT 1313 and to use a spare MINT 1313 Instead. 25      The
output bit stream of NIM 2 is connected to one of the Inputs (XL) of an
Input MINT 1311. The packet data traffic inputMINT 1311 can continue to be
switched through MANS 10. In this embodiment, the data packet output of
MANS 10 is merged with the voice packet output of data switch 1300 in an
output MINT 1312 which receives the outputs of MANS 10 and data switch 1300
on the XL 16 (input) side and whose IL 17 output Is 



the input bit stream of NIM 2, produced by a PASC circuit,290 (FIG. 13).
Input MINT 1311 does not contain the 30  PASC circuit 290 (FIG. 13) for
generating the output bit stream to NIM 2. For output MINT 1312 the inputs
to the XLs from MANS 10 pass through a phase alignment circuit 292 (FIG.
13) such as that shown In FIG. 23, since such Inputs come from many
different sources through circuit paths that insert different delay. This
arrangment can also be used for switching high priority data packets
through the packet switch 1300 while retaining the circuit switch 10 for
switching low priority data packets. With this arrangement, it is not nec-
35  essary to connect the packet switch 1300 to output MINTs 1312 carrying
no voice traffic; in that case, high priority packets to MINTs carrying no
voice traffic would have to be routed through circuit switch MANS 10. 12
MINT ACCESS CONTROL TOMAN SWITCH CONTROL 40      FIG.21 illustrates one
arrangementforcontrollingaccess.by.MINTs 11 tothe MAN switch-control 22.
Each MINThas an associated access controller 1120. Adata ring 1102,104,1106
distributes data Indicating the avail- ability of output links to each
logic and count circuit 1110 of each access controller. Each access
controller 1120 maintains a list 1110 of ouput links such as 1112 to which
it wants to send data, each link having an as- sociated priority indicator
1114. A MINT can seize an output link of that list by marking the link
unavailable in 45  ring 1102 and transmitting an orderto the MAN switch
control 22 to setupa path from an ILH of thatMINT to the requested output
link. When-the full data block to be transmitted to that ouput link has
been so transmitted, the MINT marks the ouput link available in the data
transmitted by data ring 1102 which thereby makes that output link
available for access by other.MINTs. A problem with using only availability
data is that during periods of congestion the time before a particular 50
MINT may get access to an output link can be excessive. In order to even
the accessibility of any output link to any MINT, the following arrangement
is used. Associated with each link availability indication, called a ready
bit transmitted in ring 1102, is a window bit transmitted in ring 1104. The
ready bit is controlled by any MINT thatseizesorreleases an outputlink. The
window bit is controlled by the access controller 1120 of only a single
MINT called, for the purposes of this description, the controlling MINT. In
this particular embodiment, the con- 55  trolling MINT for a given ouput
link is the MINT-to which the corresponding output link Is routed. The
effect of an open window (window bit = 1) Is to let the first access
controller on the ring that wants to seize an ouput link and recognizes Its
availability as the ready bit passes the controller, seize such a link, and
to let any controller which tries to seize an unavailable link set the
priority indicator 1114 for that unavailable 50    EP 0 335 563 B1 link.
The effect of a closed window (window bit = 0) is to permit only
controllers which have a priority Indicator set for a corresponding
available link to seize that available link. The window is closed by the
access controller 1120 of the controlling MINT whenever the logic and
counlcircuit 1100 of that controller detects that the output link Is not
available (ready bit = 0) and Is opened whenever that controller detects
that that output link Is avail- 5   able (ready bit = 1). The operation of
an access controller seizing a link is as follows. If the link is
unavailable (ready bit = 0) and the window bit Is one, the access
controller sets the priority indicator 1114 for that output link. If the
link is unavailable and the window bit Is zero, the controller Uioes
nothing. If the link is available and the window bit is one, the controler
seizes the link and marks the ready bit zero to ensure that no other
controller seizes so  the same link. If the link is available and the
window bit is zero, then only a controller whose priority Indicator 1114 Is
set for that link can seize that link and will do so by marking the ready
bit zero. The action of the access controller of the controlling MINT on
the window bit Is simpler: that controller simply copies the value of the
ready bit into the window bit. In addition to the ready and window bits; a
frame bit is circulated in ring 1106 to define the beginning of a 15  frame
of resource availability data, hence, to define the countfor identifying
the link associated with each dear and window bit. Data on the three rings
1102, 1104 and 1106 circulates serially and in synchronism through the
logic and count circuit 1100 of each MINT. The result of this type of
operation Is that those access controllers which are trying to seize an
output link and which are located between the unit that first successfully
seized that output link and the access controller 20  that controls the
window bit have priority and will be served in turn before any other
controllers that subse- quently may make a request to seize the specific
output link. As a result an approximately fair distribution of access by
all MINTs to all output links Is achieved. If this alternative approach to
controlling MINT 11 access control to the MANSC 22 is used, prlority.is
con- trolled from the MINT. Each MINT maintains a priority and a regular
queue for queuing requests, and makes 



25  requests for MANSC services first from the MINT priority queue.- 13
CONCLUSION It Is to be understood that the above description is only one of
the preferred embodiment of the Invention. 30   Numerous other arrangements
may be devised by one skilled in the art without departing from the scope
of the Invention. The invention is thus limited only as defined In the
accompanying claims. APPENDIX A 35  ACRONYMS AND ABBREVIATIONS ISC
First Stage Controller 2SC        Second Stage Controller ACK
Acknowledge 40  ARP         Address Resolution Protocol ARQ
Automatic Repeat Request BNAK       Busy Negative Acknowledge, CC
Central Control CNAK       Control Negative Acknowledge 45   CNet
Control Network. CRC        Cyclic Redundancy Check or Code DNet       Data
Network                        ; DRAM       Dynamic Random Access Memory
DVMA       Direct Virtual Memory Access 50   EUS        End User System
EUSL       End User Link (Connects NIM. and UIM) FEP        Front End
Processor FIFO       First In First Out FNAK       Fabric Blocking Negative
Acknowledge 65  IL          Internal Link (Connects MINT and MANS) ILH
Internal Link Handler IP         Internet Protocol LAN        Local Area
Network 51    EP 0 335 563 B1 LUWU       Long User Work Unit MAN
Exemplary Metropolitan Area Network MANS       MAN Switch MANSC
MAN/Switch Controller 5   MINT        Memory and Interface Module MMU
Memory Management Unit NAK        Negative Acknowledge NIM        Network
Interface Module OA&M       Operation, Administration and Maintenance 10
PASC        Phase Alignment and Scramble Circuit SCC        Switch Control
Complex SUWU       Short User Work Unit TCP        Transmission Control
Protocol TSA        Time Slot Assigner 1s   UDP        User Datagram
Protocol UIM        User Interface Module ,;age        UWU        User Work
Unit VLSI       Very Large Scale Integration VME0 bus  An IEEE Standard Bus
20   WAN        Wide Area Network XL         External Link (Connects NIM to
MINT) XLH        External Link Handler XPC        Crosspolnt Controller 



25 Claims ?           1. A circuit switching network for establishing
connections between each of a plurality of input terminals on one side and
each of a plurality of output terminals on another side, comprising: 30
a plurality of switches (121, 123), each comprising a plurality of
switching elements, interconnected by a plurality of connection elements;
and a plurality of controllers (140); CHARACTERISED IN THAT each of said
plurality of controllers is arranged to control a disjoint set of
switching'and connection 35       elements, each of said disjoint sets used
for establishing a different set of connections from ones of said plurality
of terminals on a first side to ones of said plurality of terminals on a
second side, and responsive to requests to set up a connection using a
disjoint set controlled by said each controller, wherein at least some of
said switches (121) are controlled bya pluralityofcontrollers
forcontrolling different disjolntsets. 40  2. The circuit switching network
of claim I wherein each of said controllers Is adapted to control
connections from ones of said terminals on said first side to all of said
terminals on said second side. 3.  The circuit switching network of claim I
wherein: said switches comprise:. 45            a plurality of first stage
switches (121); and a plurality of second stage switches (123); wherein
each of said first stage switches is connected to a plurality of second
stage switches; wherein each of said plurality of controllers is adapted to
control at least one of said second stage switches and to send control
signals to any first stage switch that can access one of the second stage
50      switches controlled by that controller; wherein each of said
controllers comprises a data base (1424) local to that controllerfor
identifying and for determining the availability of a path from any first
stage input to an output on one of the second stage switches controlled by
that controller; wherein each of said controllers comprises another data
base local to thatcontrollerfordetermining s5       availability of each
output on each second switch controlled by that controller (1406); and
wherein said controllers are divided into groups of at least one, and
wherein each of said groups of controllers controls a disjoint set of said
second stage switches. 52    EP 0 335 563 B1 LUWU       Long User Work Unit
MAN        Exemplary Metropolitan Area Network MANS       MAN Switch MANSC
MAN/Switch Controller 5   MINT        Memory and Interface Module MMU
Memory Management Unit NAK        Negative Acknowledge NIM        Network
Interface Module OA&M       Operation, Administration and Maintenance 1o
PASC        Phase Alignment and Scramble Circuit SCC        Switch Control
Complex SUWU       Short User Work Unit TCP        Transmission Control
Protocol TSA        Time Slot Assigner 15   UDP        User Datagram
Protocol UIM        User Interface Module UWU        User Work Unit VLSI
Very Large Scale Integration VME0 bus  An IEEE Standard Bus 20  WAN
Wide Area Network XL         External Link (Connects NIM to MINT) XLi-H
External Link Handler 



XPC        Crosspoint Controller 25 Claims ,>          1. A circuit
switching network for establishing connections between each of a plurality
of input terminals on * one side and each of a plurality of output
terminals on another side, comprising: 30            a plurality of
switches (121, 123), each comprising a pluralityof switching elements,
Interconnected by a plurality of connection elements; and a plurality of
controllers (140); CHARACTERISED IN THAT each of said plurality of
controllers Is arranged to control a disjoint set of switching and
connection 35      elements, each of said disjoint sets used for
establishing a different set of connections from ones of said plurality of
terminals on a first side to ones of said plurality of terminals on a
second side, and responsive to requests to set up a connection using a
disjoint set controlled by said each controller, wherein at least XL,.
some of said switches (121) are controlled by a plurality of controllers
for controlling different disjointsets. 40  2.  The circuit switching
network of claim I wherein each of said controllers Is adapted to control
connections from ones of said terminals on said first side to all of said
terminals on said second side. 3. The circuit switching network of claim 1
wherein: said switches comprise: 45            a plurality of first stage
switches (121); and a plurality of second stage switches (123); wherein
each of said first stage switches is connected to a plurality of second
stage switches; wherein each of said plurality of controllers is adapted to
control at least one of said second stage switches and to send control
signals to any first stage switch that can access one of the second stage
50      switches controlled by that controller; wherein each of said
controllers comprises a data base (1424) local to that controllerfor
identifying and for determining the availability of a path from. arty first
stage input to an output on one of the second stage switches controlled by
that controller; wherein each of said controllers comprises another data
base local to that controller for determining 55       availability of each
output on each second switch controlled by that controller (1406); and
wherein said controllers are divided into groups of at least one, and
wherein each of said groups of controllers controls a disjoint set of said
second stage switches. 52                       l * c   L   M   S *
EP0335563B1 4.  The circultswitching network of claim 3 wherein said
circuit switching network is a space division network. 5.  The circuit
switching network of claim 4 wherein each of said controllers is adapted to
control one and only one of said second stage switches; 6 6.  The circuit
switching network of claim 3 wherein each of said plurality of network
controllers comprises: a plurality of queues (150, 152 170) for queuing
control requests including at least one disconnect queue (170) and at least
one connect queue (150, 152), each request comprising an Inlet and an
outlet of said circuit switch; 10            memory (1406) for storing
availability of outlets of said circuit switch controlled by said
controller, memory (1424) for storing availability of links controllable by
said controller, and for storing Iden- tification data for paths setup by
said each controller, means for generating (1408) acknowledgment responses
to a source of a request for a connection or disconnect; 15
means for storing (1422) static data indicating existence of links between
inputs of said circuit switch and outlets controlled by said controller;
first control means (1404) responsive to a request for a connection or
disconnection for loading said request Into one of said queues; second
control means (1420) responsive to data in said at least one connect queues
for hunting 20      for a path between a requested inlet and a requested
outlet using said static memory means and said link memory to select an
available path, for recording the identity of said available path, for
generating 



instructions to switches of said circuit switch to set up said path, and
for causing said acknowledgment response generating means to generate an
acknowledgment response to a requester. of said .path; said second control
means further responsive to data from said at least one disconnect queue
for 25      consulting said path memory to.identify. links of a path to be
disconnected to clear said path memory of said path to be disconnected, to
make available links of said path to be disconnected, to generate Instruo-
tions for disconnecting said path in switches of said circuit network, and
to cause said -acknowledgment response means to generate an acknowledgment
response reporting said disconnect to a requester. 30   7. The circuit
switching network of claim 6 wherein aald-first control means is adapted,
in response to a con- nect request to check in said memory for storing
availability of outlets whether a requested outlet Is avall- able, to
report unavailability by.causing said means for generating aknowledgment
responses to generate a negative aknowledgment without queuing said connect
request, and If sald.outlet is available, to mark said outlet unavailable,
and, in response to a disconnect request to mark an outlet for said
disconnect 35      request available. 8.  The circuit switching network of
claim 7 wherein said second control means Is adapted, in response to a
connect request, If no link paths are available, to mark the requested
outlet available. 40  9.  The circuit switching network of claim 1, further
comprising: a control network (130) for transmitting con- nection requests
from a plurality of sources to one of said controllers. 10. The circuit
switching network of claim 9 wherein said control network further comprises
means for trans- mitting acknowledgments.from any of said controllers to
any of said sources. 45 11. The circuit switching network of claim 10
wherein said control network further comprises means for trans- mitting a
connection request from any of said controllers to ones of said plurality
of switches. 12. The circuit switching network of claim 11 wherein each of
said controllers controls paths between all of 50      said input terminals
and a propersubset of all of said output terminals, wherein said each
controllerfurther comprises means forstoring availability data forone of
said subsets of all output terminals, and comprises means, responsive to
said stored. availability data, for transmitting a negative acknowledgment
to one of said sources when a connection request comprises an Identity-of
an unavailable outlet. 55   13. A method of controlling a circuit switching
network, said network being for establishing connections be- tween each of
a plurality of input terminals on one side and each of a plurality of
output terminals on an- other side, said method using a plurality of
controllers, CHARACTERiSED BY -   I1!111!111111  IIDI OIII 11 1111    EP
0335 563 B1 dividing said network into a plurality of disjoint-sets of
switching and connection elements, wherein each of said disjoined sets is
used for establishing a differentset of connections from ones of
said-plurality of terminals on a first side to all of said plurality of
terminals on a second side; assigning to different ones of said plurality
of controllers, the control of different ones of said dis- s       joint
sets; and responsive to a request to set up a connection, controlling the
establishment of a connection using the controller assigned to the disjoint
set used for that connection. 14. The method of claim 13 wherein said
switching network is a two-stage network and wherein said dividing 10
step comprises the step of dividing said network into disjoint sets of
elements wherein each such disjoint set comprises at least one switch
connected to terminals on said first side. 15. The method of claim 14
wherein each of said controllers stores data In a local data base for state
infor- mation for each set of disjoint elements controlled by said
controller, and wherein said controlling step 15       comprises the step
of controlling the establishment of a connection using the local data base
of said con- troller used for controlling the establishment of said
connection. 16. The method of claim 15 wherein said circuit switching
network is a space division network. 20   17. The method of claim 13
further comprising the step of sending requests from a plurality of
requesters to a plurality of network controllersfor controlling said
switching network, said step of sending requests com- prising the steps of:
transmitting a request.comprising an identity of an output linkof said
circuitoswitchfrom arequester. to one of said plurality of network
controllers and making resources of said requester-unavailable; 25
testing for the availability of said output link in said one controller;
and 



when said testing step indicates that said output link is unavailable,
transmitting anoutputlink busy Indication from said one controller to said
requester for making said resources of said requester available. 18. The
method of claim 17 further.comprising the stps of: testing for the
availability of said network con- 30      troller In said one controller;
and if said network controller tests busy, transmitting a network
controller busy indication. from said one controller to said requester for
making said resources of said requester available. 19. The method of claim
13 further comprising the step of sending request from a plurality of
requesters to 35       a plurality of network controllers for controlling
said circuit switch, wherein said step. of sending requests comprises the
steps of: transmitting a request comprising an identity of an outputlink of
said circultswitch from a requester to one of said plurality of
controllers, each of said plurality of controllers controlling connections
between any Input and a proper subset of output links of said switch, said
one controller establishing connections 40       between any Input of said
switch and said output link; and responsive to said request, establishing a
connection between said output link and an input link of said circuit
switch connected to said requester. 45   PatentansprfUche 1.
Durchschaltevermittiungsnetzzum Herstellen von,Verbindungen zwischen jedem
von einerMehrzahl von Eingangsterminais auf einer Seate und jedem eaner
Mehrzahl von Ausgangsterminals auf einer anderen Seite, mit: 50       einer
Mehrzahl von Koppeleinrichtungen (121, 123), die jeweils eine Mehrzahl von
durch elne Mehrzahl von Verbindungselementen miteinander verbundenen
Koppelpunkten umfassen; und elner Mehrzahl von Steuerungen (140); dadurch
gekennzeichnet, da-   . jade der besagten Mehrzahl von Steuerungen zur
Steuerung einer disjunkten Menge von Schaltpunkten 55       und
Verbindungselementen angeordnet ist, wobei jede der besagten disjunkten
Mengen zur Herstellung elner unterschiedlichen Menge von Verbindungen von
wechaen der besagten Mehrzahl von Terminals an elner ersten Selte zu
welchen der besagtan Mehrzahl von Terminals auf elnerzweiten Seite benutzt
wird und auf Anforderungen zur Herstellung elner Verbindung mit einer von
der besagten jewelligen Steuerung -54 1 111111111111111111 IN1    EP 0 335
563 B1 gesteuerten disjunkten Menge reagiert, wobel mindestens
elnigederbesagten Koppeleinrichtungen (121) zum Steuern von
unterschiedlichen disjunkten Mengen von elner Mehrzahl von Steuerungen
gestsuert werden. s   2.  Durchschaltevermlttlungsnetz nach Anspruch 1,
wobei jede der besagten Steuerungen zum Steuern von Verbindungen von
welchen der besagten Terminals auf elner besagten ersten Selte zu alien der
besagten Terminals auf der besagten zweiten Seite geeignet ist. 3.
Durchschaltevermittlungsnetz nach Anspruch 1, wdbei: 10      die besagten
Kuppelelnrichtungen folgendes umfassen: sine Mehrzahl von
Koppelelnrichtungen der ersten Stufe (121); und eine Mehrzahl von
Koppelelnrichtungen (123) der zwelten Stufe; wobei jede der besagten
Koppeleinrichtungen der ersten Stufe mit einer Mehrzahl von
Koppelelnilchtun- gen der zweiten Stufe verbunden ist; 15      wobei lode
der besagten Mehrzahl von Steuerungen zur Steuerung von mindestens elner
der besagten Koppeleinrichtungen der zwelten.Stufe und zum Senden von
Steuersignalen zu jeder Koppeleinrichtung derersten Stufe, die auf
einedervon dieserSteuerung gesteuerten Koppeleinrichtungen derzweiten Stu-
fe zugreifen kann, geelgnet ist; wobel jede der besagten Steuerungen eine
fflrdiese Steuerung ortliche Datenbank(1424) zur Kennzeich- 20      nung
und zur Bestimmung derVerfflgbarkeiteines Weges von einem beliebigen
Eingang derersten Stufe zu einem Ausgang an einerdervon dieserSteuerung
gesteuerten Koppeleinrichtungen derzweiten Stufe umfait; wobei jede der
besagten Steuerungen eine weitere fOr diese Steuerung 6rtliche Datenbank
zur Bestim- mung von Verfugbarkeltjedes Ausgangs an jedervon
dieserSteuerung (.1406) gesteuerten zweiten Kop- 25      peleinrichtung
umfal~t; und. 



wobel die besagten Steuerungen in Gruppen von mindestens einer eingetelit
sind und wobei jede der be- sagten Gruppen von Steuerungen eine disjunkte
Menge der besagten Koppeleinrichtungen der zwelten Stufe steuert. 30  4.
Durchschaltevermittiungsnetz nach Anspruch 3, wobei das besagte
Durchschaltevermittiungsnetz sin Raumnetz let. 5.
Durchschaltevermittiungsnetz nach Anspruch 4, wobeijede der besagten
Steuerungen eine und nur esne der besagten Koppeleinrichtungen der zweiten
Stufe steuern kann. 35 6.  Durchschaltevermittlungsnetz nach Anspruch 3,
wobei jede der besagten Mehrzahl von Netzsteuerun- gen foigendes umfaSt
eine Mehrzahl von Warteschlangen (150,152,170)zum Einreihen von
Steuerungsanforderungen-mit min- destens einer Abschaltewarteschlange (170)
und mindestens elner Anschaltewarteschlange (150, 152), 40      wobel Jede
Anforderung einen Eintritt und einen Austritt der besagten
Durchschaltevermittlung umfalft; Speicher(1406) zum Speichern
derVerfulgbarkeitvon Austritten dervon der besagten Steuerung gesteu- erten
Durchschaltevermittlung; Speicher(1424) zum Speichern derVerfugbarkeitvon
durch die besagte Steuerung steuerbaren Strecken und zum Speichern von
Kennzeichnungsdaten frir von der besagten jeweiligen Steuerung aufgebaute
45      Wege; Mittel zum Erzeugen (1408) von Bestftigungsantworten an eine
Quelle einer Anforderung fOr esne An- schaltung oder Abschaltung; Mittel
zum Speichern (1422) von statischen Daten, die das Bestehen von Strecken
zwischen Eingfingen der besagten Durchschaltevermittlung und von der
besagten Steuerung gesteuerten Austritten anzeigen; 50      auf sine
Anforderung fur sine Anschaltung oder Abschaltung reagierende erste
Steuenmittel (1404) zum Laden der besagten Anforderung in sine der besagten
Warteschlangen; zwelte auf Daten In der besagten mindestens einen
Anschaltewarteschlangen reagierende Steuermittel (1420) zum Suchen nach
einem Weg zwischen pinam angeforderten Eintritt und einem angeforderten
Austritt unter Benutzung der statischen Spelchermiittel und des besagten
Streckenspeichers zurAuswahl 55      sines verfuigbaren Wegs, zur
Aufzelchnung der Kennzeichnung des besagten verfflgbaren Wegs, zum Erzeugen
von Anwelsungen an Koppeleinrichtungen der besagten Durchschaltevermittiung
zum Aufbau- en des besagten Wegs, und zum Verursachen, daa das besagte
Bestitlgungsantworterzeugungsmittel sine Bestatigungsantwort an elnen
Anforderer des besagten Wegs erzeugt; 55    EP 0 335 563 B1 wobel das
besagte zweite Steuermittel weiterhin auf Daten von der besagten mindestens
elnen Abschal- tewarteschlange reagiert, uum den besagten Wegspeicher zur
Kennzeichnung von: Strecken elnes abzu- schaltenden Wegs abzufragen, um den
besagten abzuschaltenden Weg im besagten Wegspeicher zu lo- schen, urn
Strecken des besagten abzuschaltenden-Wegs verfOgbar zu machen, um
Anwelsungen zum 5       Abschalten des besagten Wegs In Koppeleinrichtungen
des besagten Durchschaltenetzes zu erzeugen und um zu verursachen, dag die
besagten Bestatigungsantwortmittel eine die besagte Abschaltung an elnen
Anforderer berichtende Bestatigungsantwort erzeugen. 7.
Durchschaltevermittlungsnetz nach Anspruch 6, wabei das besagte erste
Steuermittel als Reaktion auf 10      eineAnschalteanforderung im besagten
SpeicherzurSpelcherungvon VerfOgbarkeitvonAustritten pr~ft, ob ein
angeforderterAustrittverfOgbar ist, um NichtverfOgbarkeitzu berichten,
indem es bewirkt, dal das besagte Mittel zum Erzeugen von
Bestatigungsantworten eine negative Bestitigung ohne Einreihen der besagten
Anschalteanforderung erzeugt, und wenn der besagte Austritt verfulgbar lst,
um den besagten Austritt als nichtverfugbar zu markieren und als Reaktion
auf esne Abschalteanforderung einen Austritt 15      fOr die besagte
Abschalteanforderung als verfOgbar zu markieren. 8.
Durchschaltevermittlungsnetz nach Anspruch 7, wobel das besagte zweite
Steuermittel als Reaktion auf elne Anschalteanforderung, wenn keine
Streckenwege verfilgbarsind, den angeforderten Austritt als ver-
fulgbarmarkiert. 20 9.  Durchschaltevermktiungsnetz nach Anspruch 1,
weiterhin mrnt einern Steuernetz (130) zurn Obertragen von
Anschalteanforderungen von einer Mehrzahl von Quellen an eine der besagten
Steuerungen. 10. Durchschaitevermittiungsnetz nach Anspruch 9, wobei das
besagte Steuernetz welterhin Mittel zurn 



25      Obertragen von Bestatigungen von einer der besagten Steuerungen zu
einer beliebigen der besagten Quellen umfalt. 11.
Durchschattevermittlungsnetz nach Anspruch 10, wobei das besagte Steuernetz
weiterhin Mittel zum Obertragen einer Anschalteanforderung von elner
beliebigen der besagten Steuerungen an eine der be- 30      sagten Mehrzahl
von Koppeleinrichtungen umfa t. 12. Durchschaltevermittiungsnetz nach
Anspruch 11 ,wobei.Jede der besagten Steuerungen Wege zwischen alien der
besagten Eingangsterminals und einer echten Tellmenge aller der besagten
Ausgangsterminals steuert, wobel die besagte jeweilige Steuerung weiterhin
Mittel zum Speichern von VerfOgbarkie!tsdaten 35      ffir eine der
besagten Teilmengen aller Ausgangsterminals umfait und auf besagte
gespelcherte Verfflg- barkeltsdaten reagierende Mittel zurn Obertragen
einer negativen BestAtigung an sine der besagten Quel- len, wenn eine
Anschalteanforderung eine Kennzeichnung ieineshnichtverf Ogbaren Austritts
umfa~t, urn- fast. 40  13. Verfahren zum Steuern eines
Durchschaltevenlittiungsnetzes, wobei das besagte Netz zum .Herstellen von
Verbindungen zwischenjedem einer Mehrzahl von Eingangsterminals auf
elnerSeite und jedem elner Mehrzahl von Ausgangsterminals auf einer anderen
Seite besteht, wobel das besagte Verfahren eine Mehrzahl von Steuerungen
benutzt, gekennzeichnet durch 45      Einteilen des besagten Netzes in eine
Mehrzahl von disjunkten Mengen von Koppelpunkten und Verbin-
dungselementen, wobei jede der besagten disjunkten Mengen zur Herstellung
einer.unterschiedlichen Menge von Verbindungen von welchen der besagten
MehrzahL von Terminals auf einer ersten Seite mit alien der besagten
Mehrzahl von Terminals auf elner zweiten Seite benutzt wird; Zuweisen der
Steuerung von unterschiedlichen der besagten disjunkten Mengen zu
unterschiedlichen der 50      besagten Mehrzahl von Steuerungen; und als
Reaktlon auf eine Anforderung zur Herstellung einer Verbindung, Steuern der
Herstellung einer Ver- bindung unter Benutzung der Steuerung, die der fOr
diese Verbindung benutzten disjunkten Menge zu- gewlesen ist. 55   14.
Verfahren nach Anspruch 13, wobei das besagte Durchschaltenetz ein
zwelstufiges Netz 7st und wobei der besagte Einteilungsschritt den Schritt
des Eintellens des besagten Netzes In disjunkte Mengen von Elementen
umfaSt, wobeijede derartige disjunkte Menge mindestens sine mit Terminals
auf der besagten ersten Selte verbundene Koppeleinrichtung umfa~t. 56
1111111111111111111111 111111 *   C   L   M   S  *    EP 0 335 563 B1 15.
Verfahren nach Anspruch 14, wobei jede der besagten Steuerungen Daten in
elner 6rtlichen Datenbank fMr Zustandsinformationen fOr jede von der
besagten Steuerung gesteuerte Menge von disjunkten Ele- menten speichert,
und wobel der besagte Steuerschritt den Schritt des Steuerns der
Herstellung elner Verbindung unter Benutzung der Brtllchen Datenbank der
zur Steuerung der Herstellung der besagten 5       Verbindung benutzten
besagten Steuerung umfalrt. 16. Verfahren nach Anspruch 15, wobei das
besagte Durchschaitevermittlungsnetz ein Raumnetz ist. 17. Verfahren nach
Anspruch 13, weiterhin mit dem Schritt des Sendens von Anforderungen von
einer Mehr- 10      zahl von Anforderern an sine Mehrzahl von
Netzsteuerungen zur Steuerung des besagten Durchschal- tenetzes, wobei der
besagte Schritt des Sendens von Anforderungen folgende Schritte umfagt:
Obertragen elnerAnforderung mit einer Kennzeichnung einerAusgangsstrecke
der besagten Durchschal- tevermittiung von elnem Anforderer zu elnem der
besagten Mehrzahi von Netzsteuerungen und Nicht- verfflgbarmachen von
Betriebsmitteln des besagten Anforderers; 15      PrLifen nach
Verfuigbarkeit der besagten Ausgangsstrecke in besagter einer Steuerung;
und, wenn der besagte PrOfschritt anzeigt, dal die besagte Ausgangsstrecke
nicht verfugbar ist, Obertragen elner An- zelge Ausgangsstrecke besetzt von
der besagten elnen Steuerung zum besagten Anforderer zum Ver- figbarmachen
der besagten Betriebsmittel des besagten Anforderers. 20  1& Verfahren nach
Anspruch 17, weiterhin mit folgenden Schritten: PrOfen nach Verfrigbarkeit
der besagten Netzsteuerung in besagter einer Steuerung; und wenn die
PrLifung derbesagten Netzsteuerung besetztanzeigt, Obertragen elnerAnzeige
Netzsteuerung besetzt von der besagten einen Steuerung zum besagten
Anforderer.zum Verfugbarmachen der besagten. 



Betriebsmittel des besagten Anforderers. 25 19. Verfahren nach Anspruch 13,
weirhin mit dem Schrittdes Sendens von Anforderungen von elner Mehr- zahl
von Anforderern zu einer-Mehrzahl von Netzsteuerungen zur Steuerung der
besagten Durchschal- tevermittlung, wobel der besagte Schritt des Sendens
von Anforderungen folgende Schritte umfallt: Obertragen
einerAnforderungrmiteiner Kennzeichnung einerAusgangsstrecke der besagten
Durchschal- 30      tevenmittiung von einem Anfordererzu elnerder besagten
Mehrzahl von Steuerungen, wobei jede der be- sagten Mehrzahl von
Steuerungen Verbindungen zqischen einem beliebigen.Eingang und elner echten
Teilmenge von Ausgangsstrecken der besagten Vermittlung steuert, wobel
besagte sine Steuerung Ver- bindungen zwischen elnem bellebien Eingang der
besagten Vermittlung und besagten Ausgangsstrecke herstellt; und 3s
als Reaktion auf die besagteAnforderung, Herstellen einerVerbindung
zwischen derbesagtenAusgangs- strecke und einer Eingangsstrecke der
besagten mit dem besagten Anforderer verbundenen Durchschal- tevermittiung.
40  Revendications 1. R6seau & commutation de circuits pour etablir des
connexions entre chacun d'une pluralite de terminaux d'entr6e d'un cot6 et
chacun d'une plurallt6 de terminaux de sortie d'un autre cotb, comprenant:
une pluralit6 de commutateurs (121, 123), comprenant chacun une pluralite
d'blements de commu- 45      tation, interconnect6s par une pluralitb
d'elements de connexion; et une pluralit6 de contr6leurs (140); CARACTERISE
EN CE QUE chacun de ladite pluralitb de contr6leurs est dispos6 pour
commander un ensemble disjoint d'616- ments de commutation et de connexion,
chacun desdits ensembles disjoints utilis6s pour btablir un en- 50
semble de connexions differentes de celles de ladite pluralitb de terminaux
d'un premier c6tb vers cellies de ladite pluralite de terminaux d'un.second
cdt6, et rbpondant A des demandes d'btablissement de connexion en utilisant
un ensemble disjoint commandb par chaque dit controleur, dans lequel au
moins certains desdits commutateurs (121) sont commqndcs par une pluralitb
de controleurs pour commander des ensembles disjoints diff6rents. 55 2.
R6seau a commutation de circults de la revendication 1, dans lequel chacun
desdits controleurs est adap- te pour commander des connexions a partir de
certains desdits terminaux dudit premier co6t avec tous lesdits terminaux
dudit second c6tb. 57 ;1  ]I!I 11111! 1111111 11    11 I    EP 0 335 563 B1
3. Reseau A commutation de circuits de la revendication 1, dans lequel:
lesdits commutateurs comprennent une pluralite de commutateurs de premier
etage (121); et une pluralit de commutateurs de second 6tage (1.23); 5
dans lequel chacun desdits commutateurs de premler6tage est connecte A une
pluralite de commu- tateurs de second etage;- dans lequel chacun do ladite
pluralite de controleurs est adapte pour commander au moins un des- dits
commutateurs de second 6tage et pour envoyer des signaux de commande A
nOrmporte quel commu- tateur de premier etage qui peut acceder A un des
poommutateurs de second etage commandbs par co 10      controleur; dans
lequel chacun desdits contrOleurs comprend une base de donn6es (1424)
associ6e A ce controleur pour identifier et pour determiner la
disponibilite d'un chemin A partir dune entrea de premier etage quelconque
vers une sortie sur I'un des commutateurs de second 6tage commandos par ce
contr6- leur; 15            dans lequel chacun desdits controleurs comprend
une autre base de donn6es associ6e A ce controleur pour determiner la
disponibilite de chaque sortie sur chaque second commutateur [sic] commande
par ce controleur (1406); et dans lequel lesdits contrOleurs sont divis6s
en groupes d'au moins un, et dans lequel chacun des- dits groupes de
controleurs commande un ensemble disjoint desdits commutateurs de second
etage. 



20 4.  R6seau a commutation de circuits de la revendication 3, dans lequel
ledit r6seau A commutation de cir- cuits est un reseau A repartition
spatiale. 5.  Reseau a commutation deocircuits delarevendication 4, dans
lequel chacun desdits controleurs estadap- 25      te pour commander un et
seulement un desdits commutateurs de second etage. 6.  R6seau A commutation
de circuits de la revendication 3, dans lequel chacun de ladite pluralit6
de contrO- leurs de r6seau comprend: une plurallt de flies .d'attbnte (150,
152, 17.0) pour. mettre en file d'attente lea. demandes de 30      commande
comportent au. moins une.file d'attente de d6connexion (170) et au moins
une file d'attente de connexion (150, 152), chaque demande comprepant une
entr6e et une sortie dudit commutabeur de circuits; une m6moire (1406)
pourstocker les sorties disponibles dudit commutateur de circuits commande
par ledit controleur, 3S            une memoire (1424) pour stocker les
liaisons disponibles controlables par ledit contrOleur, et pour stocker les
donn6es d'identificatlon des chemins 6tablis par chaque dit contrOleur, un
moyen de g6n6ration (1408) de reponses d'accus6 de reception vers une
source de demande de connexion ou de deconnexion; un moyen de stockage
(1422) de donn6ees statiques indiquant l'existence de liaisons entre des
en- 40 tr6es dudit commutateur de circuits. et des sorties command6es par
ledit contrdleur; un premier moyen de commande (1404) sensible A une
demande de connexion ou de deconnexion pour charger ladite demande dans
l'une desdites files d'attente; un second moyen de commande (1420) sensible
a des donnees dens ladite au moins une des files d'attente de connexion
pour.rechercher un chemin entre une entree demandee et une sortie demand6e
45      en utilisant ledit moyen de memoire statique et ladite memoire de
liaisons pour selectionner un chemin disponible, pour enregistrer
I'ldentit6 dudit chemin disponible, pour generer des. instrucions vers des
commutateurs dudit commutateur de circuits pour 6tablir ledit chemin, et
pour faire en sorte quo ledit moyen de generation de reponses d'accus6 de
reception genere une reponse d'accusM de reception vers un demandeur dudit
chemin;  - . 50           ledit second moyen de commande etant en outre
sensible A des donn6es provenant de ladite au moins une file d'attente de
deconnexion pour consulter ladite memoire de chemins pour Identifier des
liaisons A un chemin A d6connecter, pour effacer dans ladite memoire de
chemins ledit chemin a decon- necter, pour rendre disponibles lee liaisons
dudit chernin A deconnecter, pour gbnerer des instructions de deconnexion
dudit chemin dans des commutateurs dudWit reseau de circuits, et pourfaire
en sorte quo ledit 55       moyen de reponses d'accuse6 de reception genere
une reponse d'accuse de reception Indiquant ladite de- connexion A un
demandeur. 7.  Reseau A commutation de circuits de la revendicatlon 6, dans
lequel ledit premier moyen de commando -   58 *                          I
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335 563 B1 est adapte en reponse a une demands de connexion, pour verifier
dans ladite m6molre de stockage des sorties disponibles si une sortie
demandee est disponible ou non, pour Indlquer l'indlsponiblllt6 en falsant
en sorte que ledit moyen de generation de reponses d'accuse de rcoeption
gbnere un accuse de reception negatif sans mettre en file d'attente ladite
demande de conneXion, et si ladite sortie est disponible, pour c
marquer ladite sortie comme etant indisponible, et, en reponse a une
demande de diconnexion, pour mar- quer une sortie pour ladite demande de
diconnexion comme etant disponible.. 8.  Reseau a commutation de circuits
de la revendicatlon 7, dans lequel ledit second moyen de commande est
adapte en reponse A une file d'attente de conpexioni sl aucun chemin de
liaison n'est disponible, pour 10      marquer la sortie demandee comme
etant disporlibib. 9.  R6seau A commutation de circuits de la revendication
1, comprenant en outre: un reseau de commande (130) pour emettre des
demandes de connexion A partir d'une pluralite de sources vers l'un desdits
contrOleurs. 15 10. Reseau A commutation de circuits de la revendication 9,
dans lequel chaque reseau de commando 



comprend en outre un moyen d'emission d'accuses de reception A partir de
l'un quelconque desdits controleurs vers l'une quelconque desdites sources.
20  11. Reseau A commutation de circuits de la revendication 10, dans
lequel chaque reseau de commando comprend en outre un moyen d'emission de
demande de connexion A partir de l'un quelconque desdits controleurs vers
certains de ladite pluralite de commutateurs. 12. Reseau A commutation
do-circuits .de la revendication l1, dans lequel chacun; desdits
contrOlours 25      commando des chemins entre tous-lesdIts terminaux
d'entrbe etun sous-onsemble approprib de tous les- dits terminaux de
sortie, .dans lequel chaque dit cgntrileur comprend en outre un moyen de
stocksage de donnees de disponibilit6 pour l'un desdits sous-ensoambles de
tous les terminaux desortle, et comprend un moyen, repondant
auxdites.donnies de disponibilit6 stockees, pour emettre un accusb de
reception negatif vers l'une desdites sources quand une demand. de
connexion comprend une Identite d'une sortie 30      non disponible. 13.
Procbdb de commande d'un rbseau. A commutation de circuits, lWdit reseau
servant A btablir des connexions entre chacun d'une pluralite de torminaux
d'entr6e d'un cdtb et chacun d'une pluralte de ter- minaux de sortie d'un
autre cotb, ledit proocdi utilisant une plurallte de controleurs, 95
CARACTERISE PAR                            .    .; Ia division dudit reseau
en une. pluralitb d'ensembles disjoints d'elbments de commutation et de
connexion, dans laquelle chacun desdits ensembles disjoints ast utilisb
pour etablir un ensemble de connexions diff6rentes de celles de ladite
plurallt6 de terminaux d'un premier cote vers toute ladite plu- rallte de
terminaux d'un second cot6; 40           I'affectation A des contritours
diffbrents de ladite pluralite de controleurs, la commando d'onsem- bles
diffirents desdits ensembles disjoints; et en reponse a une demand.
d'itabllssement de connexion, Ia commando de l'tablissement d'une connexion
en utilisant le controleur affecte a l'ensemble disjoint utilis6 pour cette
.connexion. 45  14. Procede de la revendication 13, dans lequel ledit
r6seau de commutation est un reseau a deux btages et dans lequel ladite
operatlon de division comprend l'operation de division dudit reseau en.
ensembles dis- joints d'lements dans laquelle chaque tel ensemble disjoint
comprend au moins un commutateur connec- te A des terminaux dudit premier
cOtM. 50 15. Procede de la revendlcation 14, dans lequel chacun desdits
contr~leurs stocke des donnees dans.une base de.donness associle pour
donner des informations sur chaque ensemble d'elements disjoints commandes
par ledit controleur, et dans lequel ladite operation de commande comprend
loperation de commando de l'etablissement d'une connexion en utilisant la
base de donnees associbe dudit controleur utilise pour commander
I'etablissement de laditeponnexion. 55 16. Procede de la revendication 15,
dans lequel ledit reseau A commutation de circuits est un rbseau A re-
partition spatiale. 59                    I 11111 *
*  ~~~~~~~~~~~~C   L  M   S*    EP 0 335 563 B1 17. Procede do la
revendication 13, comprenant en outre l'operation d'onvoi do demandes &
partir d'une plu- ralit de demandeurs versune pluralit6decontr6leurs de
r6seau pourcommanderleditr6seau decommu- tatlon, ladite operation d'envol
de demandes compranant comme operations: I'emissbon d'une demande
comprenant une identite de liaison de sortie dudit commutateur de cir- 6
cults A partir d'un demandeur vers l'un de ladite plurallte de controleurs
de r6seau et de mise en indis- ponibilite des ressources dudit demandeur;
I'essai de la disponibilit6 do ladite liaison de sortie dans ledit un
contr6leur; et quand ladite operation d'essal indique que ladite liaison de
sortle est indisponible, I'emission d'une Indication d'occupatlon de la
llaison de sortie a partir dudit controleur vers ledit demandeur pour
rendre 10      disponibles lesdites ressources dudit demandeuri c 18.
Proc6de de la revendicatbon 17, comprenant en outre comme operatlons:
I'essai de la disponlbilite dudit contrOleur de r6seau dans ledit
contr6leur, et si l'essai r6vele quo le contrOleur de r6seau est occupe,
I'emission d'une indication d'occupation 15      du contr6leur de r6seau a
partir dudit contr6leur vers ledit demandeur pour rendre disponibles
lesdites ressources dudit demandeur. 



19. Proc6de de la revendicatlon 13, comprenant en outre I'op6ration d'envol
de demandes A partir d'une plu- ralite de demandeurs vers une pluralite de
contr6leurs de r6seau pour commander ledit commutateur de 20      circuits,
dans lequel ladite operation d'envoi de demandes comprend comme operations:
I'emissbon d'une demande comprenant une identit6 de liaison de sortie dudit
commutateur de cir- cuits a partir d'un demandeur vers I'un de ladite
pluralite de contrOleurs, chacun de ladite plurallt6 de contrdleurs
commandant des connexions entre une entr6e quelconque et un sous-ensemble
appropri6 de liaisons de sortie dudit commutateur, ledit
contr6leur6tablissant des connexions. entre une pntrne quel- 25      conque
dudit commutateur et-ladite liaison de sortie; et en r6ponse a
ladite-demandeo,'htablissement d'une connexion entre ladite liaison.do
sortie et une liaison d'entree dudit commutateur de circuits connqctO
audit. demandeur. 30 35 40 45 50 55 60 * C   L   M   S *    


